
Defending against cyber attacks

NATO is continuously developing and enhancing the protection of its communication 
and information systems against attacks or illegal access. These efforts represent the 
practical implementation of NATO’s policy on cyber defence.

This policy was approved in January 2008 and was endorsed by heads of state and 
government at the Bucharest Summit in April of the same year.

The policy establishes the basic principles and provides direction to NATO’s civil and 
military bodies for ensuring a consolidated approach to cyber defence and coordinated 
responses to cyber attacks. It also contains advice to individual Allies regarding the 
protection of their national communication systems. The policy is supported by 
several military documents addressing the practical, operational aspects of cyber 
defence.

The “NATO 2020” report, delivered in May 2010 by the Group of Experts on a new 
Strategic Concept for NATO, attaches considerable importance to cyber defence and 
recommends that high priority be given in the new Strategic Concept to addressing 
existing vulnerabilities. 

 NATO’s cyber defence policy and activities
 The principal decision-making and advisory bodies

NATO’s cyber defence policy and activities

Context and evolution

Though NATO has always been protecting its communication and information 
systems, the 2002 Prague Summit served to include this function on the political 
agenda. Building on the technical achievements put in place since Prague, Allied 
leaders reiterated the need to protect information these systems at their Summit in 
Riga in November 2006.

A series of major cyber attacks on Estonian public and private institutions in April 
and May 2007 prompted NATO to take a harder look at its cyber defences. At their 
meeting in June 2007 Allied Defence Ministers agreed that urgent work was needed 
in this area. Pursuant to this agreement, NATO conducted a thorough assessment of 
its approach to cyber defence and reported back to Ministers in October 2007.



This report recommended specific roles for the Alliance as well as the implementation 
of a number of new measures aimed at improving protection against cyber attacks. It 
also called for the development of a NATO cyber defence policy. 

Principal cyber defence activities

Coordinating and advising on cyber defence

The cyber defence policy is currently being implemented by NATO’s political, 
military and technical authorities, as well as by individual Allies. A main aspect of the 
policy was the establishment of a Cyber Defence Management Authority (CDMA) 
with the sole responsibility for coordinating cyber defence throughout the Alliance. 
The CDMA is managed by the Cyber Defence Management Board, which comprises 
the leaders of the political, military, operational and technical staffs in NATO with 
responsibilities for cyber defence. It constitutes the main consultation body for the 
North Atlantic Council on cyber defence and provides advice to member states on all 
main aspects of cyber defence.

Assisting individual Allies

Prior to the cyber attacks on Estonia in 2007, NATO’s cyber defence efforts were 
primarily concentrated on protecting the communication systems owned and operated 
by the Alliance. As a result of the attacks, which were directed against public services 
and carried out throughout the internet, NATO’s focus has been broadened to the 
cyber security of individual Allies. This implies that NATO has developed 
mechanisms for assisting those Allies who seek NATO support for the protection of 
their communication systems, including through the dispatch of Rapid Reinforcement 
Teams (RRTs) However, the Allies themselves continue to bear the main 
responsibility for the safety and security of their communication systems.

Research and training

The “Cooperative Cyber Defence Centre of Excellence (CCDCOE) in Tallinn, which 
was set up in 2003 and accredited as a NATO CoE in 2008, conducts research and 
training on cyber warfare and includes a staff of 30, including specialists from the 
sponsoring countries (Estonia, Germany, Italy, Latvia, Lithuania, Slovakia and 
Spain). Three additional Allies, Hungary, Turkey and the United States are in the 
process of joining the Centre.

Three phases of practical activity

In mid-2002, the implementation of a Cyber Defence Programme was approved by 
the North Atlantic Council. The programme provided a comprehensive plan to 
improve the Alliance's ability to defend against cyber attacks by improving NATO 
capabilities. In parallel, at the Prague Summit the same year, heads of state and 
government decided to strengthen NATO’s capabilities. This paved the way for the 
creation of the NATO Computer Incident Response Capability (NCIRC) in 2002 as a 
part of the Cyber Defence Programme.

The comprehensive plan is divided in three phases:



 The first phase covered the creation of the currently functioning NCIRC and 
establishing its interim operating capability; 

 The second phase will make most NCIRC capabilities fully operational by 
2012; 

 The third phase identifies requirements and resources to eliminate or mitigate 
other vulnerabilities. This initiative broadens the cyber defence view for 
inclusion of CDMA capabilities and the identification of “Enterprise-wide 
solutions” and demonstrates how new technologies could be exploited to 
reduce the risks associated with cyber attacks.

NATO is processing phase 2 and 3 in parallel.

Currently, a cyber defence capability is operating under the auspices of the Emerging 
Security Challenges Division to manage and execute the functions of the NATO 
Cyber Defence Coordination Center.

Cooperating with partners

NATO is developing practical cooperation on cyber defence in accordance with the 
Council Guidelines for Cooperation on Cyber Defence with Partners and International 
Organisations (approved in August 2008), and the Framework for Cooperation on 
Cyber Defence between NATO and Partner countries (approved in April 2009).

In line with existing policy, NATO should be prepared, without reducing its ability to 
defend itself, to extend to Partner countries and international organizations its 
experience and, potentially, its capabilities to defend against cyber attacks. However, 
cooperation on cyber defence should be a two-way street: NATO should also profit 
from consultations and exchanges with other actors and should be able to receive 
assistance in case of need. By making use of existing cooperation and partnership 
tools NATO may tailor cooperation to the needs and interests of individual Partners or 
international organizations, and match it with available resources.

The CDMA, supported as necessary, by the Civil Communication Planning 
Committee, the Centres of Excellence on Cyber Defence in Tallinn and on Defence 
against Terrorism in Ankara, as well as NATO’s Science for Peace and Security 
Programme, has held experts’ staff talks, fact-finding missions, training seminars, and 
exchanges of information with interested partners and international organizations (i.e. 
the European Union and the Organization for Security and Co-operation in Europe).

The principal decision-making and advisory bodies

The North Atlantic Council – NATO’s top political decision-making body - has 
overall control over NATO’s policies and activities with regard to cyber defence.

The NATO Consultation, Control and Command (NC3) Board constitutes the main 
body for consultation on technical and implementation aspects of cyber defence. The 
NC3 Board oversees the CDMA and the establishment and further development of 
requirements, directives and measures for cyber defence. 



The Executive Working Group(EWG) has developed political recommendations on a 
range of issues, including on cyber defence, for the Council. (This Group was 
replaced by the Defence Policy and Planning Committee (DPPC) in June 2010).

NATO Communication and Information Services Agency (NCSA), through its 
NCIRC Technical Centre, is responsible for protection of communication and 
computer security throughout NATO. NCIRC has a key role in responding to any 
cyber aggression against the Alliance. It provides a means for handling and reporting 
incidents and disseminating important incident-related information to system/ security 
management and users. It also concentrates incident handling into one centralized and 
coordinated effort, thereby eliminating duplication of effort.

NATO’s Consultation, Control and Command Agency (NC3A), and the NATO 
Military Authorities (NMA) bear particular responsibilities for the implementation of 
the NATO’s cyber defence policy. 


