
Dear Chairs and assembled Committee Members. Thank you
for the opportunity to participate in this very important
hearing. It is good to see human rights and surveillance
technology moving higher up the EU agenda.

I work with Privacy International, a London based but
globally focused non-governmental organization, on the
increasing trade of surveillance systems from companies
in technologically advanced countries such as the UK,
Germany, France, Italy, and the Netherlands, to various
repressive governments around the world.

In 2014, we formed the Coalition Against Unlawful
Surveillance Exports alongside Amnesty International,
Digitale Gesellschaft, the International Federation for
Human Rights (FIDH), Human Rights Watch, Reporters
Without Borders, and the Open Technology Institute at New
America. The CAUSE website is www.globalcause.net and
members call on governments that export surveillance
technologies to modernise export controls in light of
increasing evidence that surveillance technologies are
being used to violate human rights.

The purchasers are often the governments and law
enforcement agencies of repressive regimes, which use
surveillance technologies to spy on their own population,
leading in turn to arbitrary detention, harassment,
beatings, torture, and extrajudicial killings. Such
States use a wide range of technologies to secretly
monitor and track political opponents, journalists, human
rights defenders, members of their own diaspora and many
others.  They include advanced intrusion software
specially designed to avoid anti-virus and security
software; IMSI-Catchers which act as a false mobile phone
base station; equipment allowing global tracking of a
mobile phone without the need for assistance of the
telecoms company; taps for undersea fibre optic cables;
and so on. The technologies are diverse and customizable
to each client, and are accompanied by the provision of
installation assistance, training and technical support.
The continued technical support as part of some contracts
means the working relationship continues long after any
installation or transfer occurs. Yet, there is a lack of
transparency and accountability regarding what is being
sold and who the end users are, raising serious human
rights concerns.

Over the last year many members of the CAUSE coalition
have detailed the increasing use of surveillance
technologies by various governments. In their “Enemies of

http://www.globalcause.net/


the Internet” report 1 , Reporters Without Borders cited
many instances of technologies targeting journalists and
bloggers in Vietnam, China, and elsewhere. FIDH has
succeeded in pushing for the opening of a judicial
investigation into allegations of complicity in acts of
torture, by French surveillance companies in Syria2. Human
Rights Watch released a comprehensive report on telecom
and internet surveillance in Ethiopia 3 . Privacy
International published a report on the extensive use of
surveillance in Central Asia including the use of Lawful
Interception technology 4 , and has also filed criminal
complaints in the UK on behalf of Bahraini activists5 and
an Ethiopian political refugee 6 who were targeted using
European made intrusion software.

Evidence has emerged of the Bangladeshi elite police
force, the Rapid Action Battalion, attempting to purchase
mobile phone monitoring technology and subsequent
training from surveillance companies in Europe7. The Rapid
Action Battalion has been called a ‘death squad’ by Human
Rights Watch due to its operating culture of
extrajudicial killings, and has been criticized recently
for its human rights abuses by the European Parliament.
Allowing an agency complicit in arbitrary detentions and
killings to identify individuals on a wide scale is
deeply worrying, especially as such law enforcement
agencies are deemed ‘civilian’ users.

Last year, leaked documents showed the Egyptian Interior
Ministry was trying to purchase surveillance technology
capable of monitoring social media 8 . The Arab Spring
showed that in repressive regimes, social media networks

1 Reporters Without Borders – Enemies of the Internet 2014:
http://12mars.rsf.org/2014-en/
2 “Opening of a judicial investigation targeting Qosmos for complicity in
acts of torture in Syria”, 11 April 2014
http://www.fidh.org/en/europe/france/15116-france-opening-of-a-judicial-
investigation-targeting-qosmos-for-complicity
3 Human Rights Watch, “They Know Everything We Do”, March 2014
www.hrw.org/reports/2014/03/25/they-know-everything-we-do
4 Privacy International
5 “Privacy International files criminal complaint on behalf of Bahraini
activists targeted by spyware FinFisher”, 17 October 2014
http://www.bahrainrights.org/en/node/7116
6 “Ethiopian political refugee living in London alleges he was victim of
'unprecedented example of espionage on British soil'”, 17 February 2014
http://www.independent.co.uk/news/uk/crime/ethiopian-political-refugee-
living-in-london-alleges-he-was-victim-of-unprecedented-example-of-
espionage-on-british-soil-9134523.html
7 Die Wochenzeitung / Le Monde Diplomatique, “Die Bangladesch-Connection”,
https://www.woz.ch/1436/ueberwachungsexporte/die-bangladesch-connection
8 Mada Masr, ‘“You are being watched!” Egypt’s mass Internet surveillance’,
29 September 2014 http://www.madamasr.com/opinion/politics/you-are-being-
watched-egypts-mass-internet-surveillance
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are essential in promoting democracy, and these
monitoring systems undermine this.

Last August, internal documents from a Gamma
International server, showed their FinFisher product
along with the provision of technical support, being used
in Pakistan and also by Bahraini services targeting
activists in the UK, journalists, and human rights
lawyers.9

In 2011, a variety of reports showed the involvement of
monitoring technology from German and Italian companies
in Syria, which would allow Syrian security agents to
follow targets, communications and Web use in near-real
time alongside the mapping of networks of electronic
contacts10. Often the only opportunity for controlling the
flow of surveillance technologies occur via international
sanctions or embargoes. It must be recognised that these
tools can be used for internal repression and the EU
should automatically include in embargoes technologies
that could be used to spy on and repress citizens.

In 2014, evidence showed intrusion software from Italian
company Hacking Team was used to target journalists based
in the United States working for an independent Ethiopian
media service11. In 2012, the same technology was used to
target Moroccan citizen media group “Mamfakinch”, a group
essential in promoting independent journalism. This type
of intrusion software can copy files from an infected
device, record Skype calls, emails, instant messages, and
passwords. It can also turn on the camera and microphone
of the device without the user’s knowledge. Hacking Team
advertises its product for targeting “hundreds of
thousands” of people, and the one to use to monitor
targets who are using encryption and are outside a
government’s borders 12 . The company, like many others,
says it only sells its equipment to government end users.

Modernising export controls and licencing requirements
are urgently needed, and there is a role for the EU to
play. The first step is ensuring that all relevant

9 “Bahrain Government Hacked Lawyers and Activists with UK Spyware”, August
7, 2014
https://bahrainwatch.org/blog/2014/08/07/uk-spyware-used-to-hack-bahrain-
lawyers-activists/
10 “Syria Crackdown Gets Italy Firm’s Aid With U.S.-Europe Spy Gear”,
November 3, 2011 http://www.bloomberg.com/news/2011-11-03/syria-crackdown-
gets-italy-firm-s-aid-with-u-s-europe-spy-gear.html
11 “Hacking Team and the Targeting of Ethiopian Journalists”, Citizen Lab,
February 12, 2014
https://citizenlab.org/2014/02/hacking-team-targeting-ethiopian-journalists/
12 Hacking Team Brochure “Remote Control System”,
http://www.documentcloud.org/documents/409278-147-hackingteam-rcs.html
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technology is actually subject to licensing restrictions.
Today, surveillance technologies such as under-sea fibre
optic taps, and mass voice recognition equipment still do
not require licences.

Any EU export policy relating to surveillance technology
should place human rights at its heart, and we welcome
the Commission's recognition that security is intertwined
with human rights 13 . A human security approach to
assessing license applications is essential, meaning that
the human rights impact of a potential transfer should be
appropriately assessed. There must be greater emphasis on
human rights, and a thorough risk assessment of the end
user and of the legal framework governing the use of
particular technologies in the destination country before
an export takes place. Applications for the export of
surveillance technologies to end users with concerning
human rights records should be reviewed with a
presumption of denial.

Governments must exercise a policy of restraint, and
should refuse to grant export licences for surveillance
technology destined for end-users in countries where they
are likely to be used in ways not compliant with human
rights obligations. Only last week, the European
Parliament called for a ban on exporting surveillance
technology to Egypt, which could be used to spy and
repress citizens 14. Last November, the European Foreign
Affairs Council recognized that the technologies “could
be used in connection with human rights violations…
particularly as regards technologies used for mass-
surveillance, monitoring, and tracking...” 15 . The
difficulties in controlling transfers and sales of
technologies in the internet age are clear. However, one
can no longer turn a blind eye to the consequences of
uncontrolled proliferation.

Ensuring that the trade in such technologies does not
undermine human rights in third countries requires a
comprehensive set of measures including placing greater
responsibility on industry for proper due diligence and
transparency, licencing requirements, and using the soft
power of the EU to promote good governance and human
rights obligations. Export controls are not a silver

13 Communication from the Commission to the Council and the European
Parliament: The Review of export control policy: ensuring security and
competiveness in a changing world COM (2014) 244
14 European Parliament resolution of 14 January 2015 on the situation in
Egypt (2014/3017(RSP))
15 Council conclusions on the Review of Export Control Policy, 21 November
2014



bullet – but they are an essential component of a
comprehensive strategy.

Industry too needs clear and precise controls, as well as
consistency in implementation. Protections for security
research and open source software need to be explicit and
upheld, as well as a relaxation of controls on
cryptography – a tool often used to help protect
individuals from surveillance in repressive countries.
The key challenge, is finding an appropriate way through
which to stop risky transfers while also not catching the
tools security researchers need, for example, to develop
tools that protect human rights defenders. The aim is to
only control items that are specially designed and
marketed for use in intelligence gathering and law
enforcement by governmental agencies. This requires that
security researchers and civil society be involved in any
policy formulations and definitions. Currently there is
no mechanism for civil society to effectively and
regularly engage in this process.  Civil society can
contribute significantly in this area, and the EU should
take this into account when forming a review mechanism of
EU export policy, and a regular review of the Dual Use
List. There can be a significant contribution on human
rights abuses, technical analysis, risk assessment for
inclusion or removal of equipment from the Dual Use List,
and so on. There needs to be capacity building between
the licencing authorities to ensure accurate information
sharing and a consistent understanding of the
technologies and risks in question.

Having an independent EU mechanism through which to
control surveillance technology while not impacting
security research is essential, and could for example
involve the use of a catch all clause which takes into
account end use and end user.

The role of telecoms operators must also be examined as
they are legally mandated to allow and facilitate
government access to their networks through what is known
as Lawful Interception. The companies say they are
complying with domestic law but in some countries that
rule of law is totally inadequate. This results in even
Lawful Interception equipment
is used for disproportionate and widescale surveillance.
The EU should examine technologies that are marketed and
advertised as being compliant with the pre-existing
industry standards for Lawful Interception. The European
Telecommunications Standards Institute (ETSI) produces



several categories of standards16 for a range of equipment
designed for lawful interception, and these should be
examined for inclusion on an expanded licencing list,
which could also ensure that only those technologies
specially designed and marketed for use in surveillance
by government end-users are controlled.

The EU has been presented with an opportunity to examine
its approach to exporting these technologies to
repressive governments. The Arab Spring showed how such
governments use European made technology to violate
privacy, stifle political participation and crush free
expression.

Licencing will further force exporting governments to
openly justify their export policies. This month the
Swiss Government was forced to reveal the destinations
for 21 export licences for mobile phone monitoring
equipment – including to Ethiopia, Chad, Turkmenistan,
and Yemen. In Switzerland, human rights issues weren’t
deemed sufficient by authorities to deny an export. This
is a chance for the EU to ensure human rights does have
the authority.

Yes, this is an issue of trade and technological
innovation, but it also an issue of human rights and
European values.

16 For example, European Telecommunications Standards Institute standards ES
201 671; ES 201 158; TS 101 671, TS 102 232.1 to 101 232.7, and TS 101 331


