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EXPLANATORY MEMORANDUM 

1. CONTEXT OF THE PROPOSAL 

• Grounds for and objectives of the proposal 

Over the last decade the EU and other parts of the world have seen an increase in serious and 
organised crim e, such as trafficking in human beings 1 and drugs 2. According  to th e 
Sourcebook of Cri me and Crim inal Justice St atistics, there were approxim ately 14 000 
criminal offences per 100 000 population in the EU Me mber States in 2007 (excluding Italy 
and Portugal for which data were not m ade available), ranging from 14 465 offences in 
Sweden to 958 in Cyprus. Europol’s EU Or ganised Crime Threat Assessm ent 2009 (OCTA 
2009), points out that most organised crim e involves international travel , typically aim ed at 
smuggling persons, drugs or other illicit goods into the EU. 

At the sam e time, terrorists and terrorist orga nisations can be found both inside and outside 
the borders of the EU. The terrori st attacks in the United States  in 2001, the aborted terrorist 
attack in August 2006 aimed at blowing up a number of aircraft on their way from the United 
Kingdom to the United States, and the attem pted terrorist attack on board a flight fro m 
Amsterdam to Detro it in Decem ber 2009 showed th e ab ility of terro rists to m ount attacks,  
targeting international flights,  in any country. While terrorism  decreased in the E U during 
2009, according to Europol’s EU Terrorism  Situation and  Trend Report 2010, th e threat of  
terrorism remains real a nd serious. Most te rrorist activities are transnational in character and  
involve international travel3, inter alia to training camps outside the EU, calling for increased 
cooperation between law enforcement authorities. 

Serious crime and terrorist offences cause severe harm to victims, inflict economic damage on 
a large scale and undermine the sense of security  without which persons cannot exercise their 
freedom and individual rights effectively.  

A study published in 2009 4 for the International Labour Orga nisation estimated that the cost 
of coercion from underpayment of wages resultin g from trafficking in human beings in 2007 
in industrialised econom ies was $2 508 368 218, while the total for the world was 
$19 598 020 343. 

The 2010 Annual report on the state of the dr ugs problem  in Europe of the European 
Monitoring Centre for Drugs and Drug Addicti on points to the global nature of the drugs 
problem and the growing and severe harm  it entails. By underm ining social development and 
feeding corruption and organised crime it represents a real thr eat for the European Union. 
Approximately 1 000 lives are lost in the EU  annually due to cocaine-related deaths. The  
number of opioid us ers in Europe is cau tiously estim ated at 1.35 m illion. As regards th e 
economic and social impacts of drugs, in 2008, 22 EU Me mber States reported a total 
expenditure relating to illicit drugs of EUR 4.2 billion.  

                                                 
1 Europol’s EU Organised Crime Threat Assessment 2009 
2 Eur ostat 36/2009. 
3 Europol’s EU Terrorism Situation and Trend Report 2010 
4 Measuring the costs of coercion to workers in forced labour- Vinogradova, De Cock, Belser. 
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Another study, from  the UK Home Office 5, measured the costs in curred in anticipation of  
crime, such as defensive expenditure, the cos ts as a consequence of crim e, such as the 
physical and em otional im pact on the victim  a nd the value of any pr operty stolen and the 
costs incurred in respon se to crim e, including the costs to th e criminal justice sys tem. These 
costs were measured at £ 36 166 000 000 in 2003. 

In the m eantime, four out of five Europeans wi sh to see stronger actio n at EU level against 
organised crime and terrorism6.  

As a response to the threat pos ed by serious crime and terrorism, and the abolition of internal 
border controls under the Schengen Convention, the EU adopted m easures for the collection 
and exchange of personal data between law enforcement and other authorities. Although these 
measures have proven useful, they tend to focu s on data relating to persons who are already 
suspected - i.e. persons who are "known" to law enforcem ent authorities. The Schengen 
Information System (SIS)7 the second-generation Schengen Information System (SIS II)8, the 
Visa Information System (VIS)9, and the anticip ated Entry/Exit System are examples of such 
measures. 

In its ‘Overview of inform ation management in the area of freedom , security and justice’ 10, 
the Commission provided an analysis of those m easures and pointed to the need for increased 
cooperation between law  enforcement authorities with  respect to passengers on international  
flights to an d from the Mem ber States, incl uding m ore system atic use of Passenger Na me 
Record (PNR) data of such passengers for law enforcem ent purposes. The ‘Stockholm 
Programme — An open and secure Europe  serving and protecting the citizens’ 11 also calls on 
the Commission to present a proposal for the use of  PNR data to prevent, detect, investigate 
and prosecute terrorism and serious crime.  

PNR data is unverified infor mation provided by  passengers, and collected by and held in the 
carriers’ reservation and departure control sy stems for their own commercial purposes. It  
contains several different  types of infor mation, such as trav el dates, travel itinerary, ticket 
information, contact details, the travel ag ent at which the fli ght was booked, m eans of 
payment used, seat number and baggage information. 

Law enforcement authorities may use PNR data in several ways: 

re-active: use in inves tigations, prosecutions, unravelling of ne tworks after a crim e has been 
committed. In order to allow law enf orcement au thorities to go back suf ficiently in tim e, a 
commensurate period of retention of the data by law enforcement authorities is necessary;  

real-time: use prio r to  the a rrival or departure of passengers in order to prev ent a crim e, 
watch or arrest persons before a crim e has been committed or because a crime has been or is 

                                                 
5 The economic and social costs of crime against individuals and households 2003/04. 
6 Standard Eurobarometer 71, p. 149 of the Annex. 
7 Convention implementing the Schengen Agreement of 14 June 1985 between the Governments of the 

States of the Benelux Economic Union, the Federal Republic of Germ any and the French Republic on 
the gradual abolition of checks at their common borders (OJ L 239, 22.9.2000, p. 19). 

8 Regulation (EC) No 1987/2006, Decision 2007/533/JHA, Regulation (EC) No 1986/2006. 
9 Council Decision 2004/512/EC, Regulation (EC) No 767/2008, Council Decision 2008/633/JHA. See 

also Declaration on combating terrorism, European Council, 25.3.2004. 
10 CO M(2010) 385. 
11 Council document 17024/09, 2.12.2009. 

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2000:239:0001:0473:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2000:239:0001:0473:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2000:239:0001:0473:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:381:0004:0023:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2007:205:0063:0084:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:381:0001:0003:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:218:0060:0081:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:218:0129:0136:EN:PDF
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being committed. In such cases PNR data ar e necessary for running against predeterm ined 
assessment criteria in order to identify prev iously ‘unknown’ suspects and for running against 
various databases of persons and objects sought; 

pro-active: use of the data for analysis and creation of assessment criteria, which can then be 
used for a pre-arrival and pre-departure assessme nt of passengers. In order to carry out such 
an analysis of relevance for the prevention, detection, investigatio n and prosecution of 
terrorist offences and serious crim e, a comm ensurate period of retention of the data by law 
enforcement authorities is necessary. 

More system atic collection, use and retention of PNR data with resp ect to international 
flights, subject to strict data protection guarantees, would strengthen the prevention, detection, 
investigation and prosecution of  terro rist offences and seri ous crim e and is, as further 
explained below, necessary to meet those threats to security and reduce the harm they cause.  

The use of PNR data, however, is not curren tly regulated at EU level. Even though only a 
limited number of Member States have set up a PN R system to date, most Mem ber States do 
use PNR data for the prevention, detection, inves tigation and prosecution of terrorist offences 
and serious crim e in a non-system atic way or under general powers gran ted to the p olice or 
other authorities. W ithin the EU, the Unite d Kingdom  already has a PNR system, while 
France, Denm ark, Belgium , Sweden and the Netherlan ds have either enacted  relevan t 
legislation or a re curr ently tes ting using  PNR data. S everal other Mem ber States ar e 
considering setting up PNR syste ms. Those nati onal m easures diverge in several respects, 
including the purpose of the syst em, the period of data retenti on, the structure of the system, 
the geographic scope and the m odes of transport covered. It is also very likely that once the  
complete regulatory fram ework on the use of PN R data in those Mem ber States is adopted, 
there will b e divergent rules on data protection and on the m easures ensuring the security of 
data transfers. As a result, up to 27 consider ably diverging system s could be created. That 
would result in uneven levels of protection of  personal data across the EU, security gaps, 
increased costs and legal uncertainty for air carriers and passengers alike. 

The proposal therefore aim s to harmonise Mem ber States’ provisions on obligations for air 
carriers, operating flights between a third country  and the territory of at least one Mem ber 
State, to transm it PNR data to th e com petent authorities for the purpose of preventing, 
detecting, investigating and pros ecuting terrorist offences a nd serious crim e. It does not 
require air carriers to collect any additional information from passengers or to retain any data, 
nor does it require passengers to provide any data in addition to that already being provided to 
air carriers. 

It is necessary to impose those legal obligations on air carriers for the following reasons. 

First, PNR data en able law enf orcement authorities to identify persons  who were previously 
"unknown", i.e. persons previously unsuspected of involvem ent in serious crim e and 
terrorism, but whom an analysis of the data s uggests may be involved in such crime and who 
should therefore be subject to further exam ination by the com petent authorities. Identifying 
such persons helps law enforcem ent authorities prevent and  detect serio us crimes including 
acts of terro rism. To achieve th is, law enforcem ent authorities need to  use PNR data both in  
real-time to run PNR against p redetermined assessment criter ia which indicate which 
previously ‘unknown’ persons re quire further exam ination and pro-actively for analysis and 
creation of assessment criteria.  
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For example, an analysis of PNR data may give indications on the most usual travel routes for 
trafficking people or drugs which can be m ade part of assessment criteria. By checking PNR 
data in rea l-time again st such  c riteria, cr imes m ay be prevented or detected. A  concrete 
example given by a Member State is a case wh ere PNR analysis uncovered a group of hum an 
traffickers always travelling on  the sam e route. Using fake docum ents to check in for an 
internal flight, they wo uld use auth entic papers to sim ultaneously check in f or another f light 
bound for a third country. Once in the airport l ounge, they would board the internal flight. 
Without PNR it would have been impossible to unravel this human trafficking network. 

The com bined pro-activ e and real-tim e use of  PNR data thus en able law enforcem ent 
authorities to address th e threat  of serious crim e and terroris m from a di fferent perspective 
than through the processing of other categories of personal data: as explained further below, 
the processing of personal data  available to law enforcem ent authorities through existing and 
planned EU-level m easures such as  the Directive on Advance Passeng er Inform ation12, the 
Schengen Information System (SIS) and the second-generation Schengen Information System 
(SIS II) do not enable law enforcem ent authorities to identify ' unknown' suspects in the way 
that the analysis of PNR data does.  

Second, PNR data help law enforcem ent authorities prevent, detect, investigate and prosecute 
serious crimes, including acts of terrorism, after a crime has been committed. To achieve this, 
law enforcement authorities need to use PNR d ata in real-tim e to run the PNR data against 
various databases of 'known' persons and objects sought. They also  need to use PNR data in a 
re-active manner to construct evidence and, where relevant, to find associates of criminals and 
unravel criminal networks.  

For exam ple, the cred it card inform ation whic h is p art o f the PNR data m ay enable law 
enforcement authorities to identify and prove links between a person and a known criminal or 
criminal organisation. An example given by a Me mber State relates to large scale hum an and 
drug trafficking involving a Mem ber State and third countries.  Cartels were im porting drugs 
to several destinations in Europe. They were  using drugs swallowers who were them selves 
trafficked persons. They were identified on th e basis of having bought th e ticket with stolen 
credit cards on the bas is of PNR. This lead to ar rests in the Mem ber State. On this b asis, an 
assessment criterion was created which itself led to several additional arrests in other Member 
States and third countries.  

Finally, the use of PNR data prio r to arrival allows law enfor cement authorities to conduct an 
assessment and perform a closer screening only of those persons who are m ost likely, based 
on objectiv e assessm ent criteria and  previous experien ce, to pose a threat to secu rity. This 
facilitates the travel of all other passengers and reduces the risk of passengers being subjected 
to examination upon entry into the EU on the basis of unlawful criteria such as nationality or 
skin colour which m ay wrongly be associated with security risks by law enf orcement 
authorities, including customs and border guards.  

The proposed measures entail the collection a nd processing of PNR da ta by law enforcem ent 
authorities and therefore has an impact on the rights to privacy and data protection. In order to 
ensure compliance with the principle of proportionality, the proposal is therefore, as explained 
further below, carefully limited in scope and contains strict data protection guarantees.  

                                                 
12 Directive 2004/82/EC of 29 August 2004. 
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The neces sity of using PNR data, in a lim ited manner and subject to st rict data p rotection 
guarantees, is supported by a num ber of factua l elements, as reflect ed in the Im pact 
Assessment accom panying this p roposal. In th e absence o f har monised provision s on the 
collection and processing of PNR da ta at EU le vel, detailed statistics on  the extent to which 
such data help prevent, detect, investigate a nd prosecute serious crim e and terrorism  are not 
available. The necessity of using PNR data is however supported by infor mation from third 
countries as well as Mem ber States that al ready use such PNR data for law enforcem ent 
purposes.  

The experience of those countries shows that the use of PNR data has led to critical progress 
in the f ight agains t in  part icular drugs, human trafficki ng and terrorism , and a better 
understanding of the com position and operations of terro rist and oth er crim inal networks.  
With respect to drugs, Mem ber States have indi cated that the majority of seizures are m ade 
due to the u se of  PNR data in r eal-time and pro-actively. Belgium reported that 95% of all 
drugs seizures in 2009 were exclusively or pred ominantly due to the processing of PNR data. 
Sweden reported that 65-75% of all drugs seizures in 2009 were exclusively or predominantly 
due to the p rocessing of PNR data. This represented 278.9 kilos of cocaine and ad ditional 
quantities of heroin and other drugs. The Un ited Kingdom reported that during a period of 6 
months in 2010, 212 kilos of cocaine and 20 kilo s of heroine were seized exclusively o r 
predominantly due to the processing of PNR data. 

• General context 

On 6 November 2007 the Commission adopted a proposal for a Council Framework Decision 
on the use of Passenger Name Record (PNR) data for law enforcement purposes13 (hereinafter 
‘the 2007 proposal’). The proposal was extensiv ely discussed in the Council working groups 
and the progress m ade in the discussions wa s endorsed by the Justice and Hom e Affairs 
Council in January, July and November 2008. The discussions on the proposal in the working 
groups allowed consensus to be reached on most of the provisions of the proposal14. 

Upon entry into force of the Treaty on the F unctioning of the European Union (TFEU) on 
1 December 2009, the Comm ission proposal, not  yet ad opted by the Council,  became  
obsolete. The current proposal replaces the 200 7 proposal and is based on the provisions of 
the TFEU. It takes into account th e recommendations of the European Parliam ent as stated in 
its Resolution of November 200815 and it reflects the latest stat e of discussions in the Council 
working groups in 2009. It also takes into account the opinions of  the European Data 
Protection Supervisor 16, the Article 29 W orking Party on Data Protection 17 and the 
Fundamental Rights Agency18. 

• Existing provisions in the area of the proposal 

PNR data are different from and should not be confused with Advance Passenger Information 
(API). API data are the biographical inform ation taken from the m achine-readable part of a 

                                                 
13 CO M(2007) 654. 
14 Council document 5618/2/09 REV 2, 29.6.2009. 
15 P6_ TA (2008)0561. 
16 OJ C 110, 1.5.2008. 
17 Opinion number 145 of 5.12.2007. 
18 h ttp://fra.europa.eu/fraWebsite/attachments/FRA_opinion_PNR_en.pdf 
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passport an d contain the nam e, place of birth  and nation ality of the person, th e passport 
number and expiry date. Thus they are different and more limited in scope than PNR data.  

In the EU, the use of API is regulated by the API Directive19. The Directive provides that API 
data should be m ade availab le to b order con trol authorities, at the requ est of each Mem ber 
State, for flights entering the territory of th e EU for the purpose of i mproving border controls 
and combating irregular immigration. Even though their use for law enforcem ent purposes is 
permitted by the Directive, this is possible only if specific criteria are fulfilled. Thus, although 
API data are in som e cases used b y law enfor cement authorities in o rder to identify suspects 
and persons sought, they are m ainly used as an identity verification and border m anagement 
tool. Moreover, API data do not enable law en forcement authorities to conduct an assessment 
of passengers, and therefore do not facilitate the detection of hitherto ‘unknown’ crim inals or 
terrorists. 

The Schengen Information System (SIS) seeks to maintain public security, including 
national se curity, with in the Sch engen are a. SIS is a  centr alised inf ormation system 
comprising a nation al p art in each participa ting state and a technical support function in  
France. Member States may issue alerts for persons wanted for arrest for extradition; aliens to 
be refused entry; m issing persons; witnesses or those under judicial  summons; persons and 
vehicles sub ject to  additional check s; lo st o r stolen vehicles, docum ents and firearm s; and 
suspect bank notes. 

The Visa Information System (VIS) seeks to address bo th concerns: its purpose is to help 
implement a comm on visa policy by f acilitating the exa mination of visa applications and 
external border checks while cont ributing to th e preventio n of threats  to Mem ber States’ 
internal sec urity. I t is a  centra lised inf ormation system  which com prises a nation al part in  
each participating state and a technical support function in Fr ance. VIS will use a Biom etric 
Matching System  to ensure r eliable f ingerprint com parisons, and will be deployed  at EU  
external borders to verify the identity of visa-holders. It will include data on visa applications, 
photographs, fingerprints, relate d decisions of visa authori ties and links between related 
applications. 

Therefore, as with API,  the S IS an d the VIS are m ainly u sed as iden tity ve rification and 
border m anagement tools and are only useful where the identity of the suspect is known. 
These instruments are neither useful for conduc ting assessment of persons nor for detecting 
'unknown' criminals or terrorists. 

Agreements for the transfer of PNR data in  the context of the fight against serious  
transnational crime and terro rism, limited to tra vel by a ir, have been s igned between the EU 
and the United States, Canada and Australia. These require air carriers, collecting PNR data of 
passengers for their own comm ercial purposes, to tran smit these d ata to the  com petent 
authorities of the United  States, Can ada and Australia. Thes e three ag reements are due to be 
renegotiated during 2011. Other countries, nota bly South Korea and Japan, have also 
requested to negotiate such agreements. The Commission has outlined the core elements of an 
EU policy in this area in its Communication of 21 September 2010 ‘On the global approach to 
transfers of Passenger Name Record (PNR) data  to third cou ntries’20. The current proposal is 
fully coherent with the policy set out in that Communication. 

                                                 
19 Directive 2004/82/EC of 29 August 2004. 
20 CO M(2010) 492. 
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• Consistency with the EU’s other policies and objectives 

The Schengen Inform ation System (SIS) 21 the second-generation Schengen Inform ation 
System (SIS II)22, the Visa Information System (VIS)23, and the anticipated Entry/Exit System 
and Registered Travellers Programme are EU meas ures that deal d irectly with actions taking 
place physically at the borders. 

Even though PNR are passenger data linked to travel, they are m ainly used as a crim inal 
intelligence tool rath er than as a border contro l tool. They are used in advance of  a border  
crossing and not at the border crossing itself. The m ain aim  of  using PNR data is to fight 
terrorism and serious cr ime rather than to fight irregula r immigration and facilitate border 
controls.  

The proposal will neither change nor interfer e with current EU rules on the way border 
controls are carried out or with the EU rules regulating entry and exit from the territory of the 
Union. The proposal will rather co-exist with and leave those rules intact. 

• Impact on fundamental rights 

The proposal is fully in line with the overall objective of creating a European area of freedom, 
security and  justice. Because of the nature of the proposed provisio ns, this pro posal was 
subject to in-depth scrutiny to  ensure that its provisions ar e com patible with fundam ental 
rights, and especially the right to protection of personal data enshrined in Artic le 8 of  the 
Charter of Fundam ental Rights of the EU, as reflected in the Im pact Assessm ent 
accompanying this proposal. The proposal is also in line with Article 16  of the TFEU, which 
guarantees everyone the right to the protection of personal data. 

The proposal is com patible with data protection pr inciples and its provisi ons are in line with 
the Council Framework Decision 2008/977/JHA on th e protection of personal data processed 
in the framework of police and judici al coo peration in  crim inal m atters24 (‘F ramework 
Decision 20 08/977/JHA’). This includes giving  i ndividuals the right of access, the right of 
rectification, erasure and blocki ng, as well as the right to comp ensation and judicial redress. 
Furthermore, and in order to com ply with the proportionality principle, there are areas where 
the propos al will have stricter rules on  data protection than  Fram ework Decision  
2008/977/JHA.  

In particular, the scope of the proposal is stri ctly limited and law enforcem ent authorities are 
allowed to use PNR da ta only for the purpose of  combating an exhaustive list of specified 
serious crimes, which in addition ha s to be sub ject to a priso n sentence of at least three years 
in the Member State. Moreover, in order to ensure that the processing of data of innocent and 
unsuspected persons remains as limited as possible, some aspects of the scope of the proposal 
relating to the creation and app lication of assessment criteria were f urther limited to serious 
crimes that are also transnational in nature, i.e. are intrinsically linked to travelling and hence  
the type of the data being processed. The propos al allows retention of PNR data for period of 

                                                 
21 Convention implementing the Schengen Agreement of 14 June 1985 between the Governments of the 

States of the Benelux Economic Union, the Federal Republic of Germ any and the French Republic on 
the gradual abolition of checks at their common borders (OJ L 239, 22.9.2000, p. 19). 

22 Regulation (EC) No 1987/2006, Decision 2007/533/JHA, Regulation (EC) No 1986/2006. 
23 Council Decision 2004/512/EC, Regulation (EC) No 767/2008, Council Decision 2008/633/JHA. See 

also Declaration on combating terrorism, European Council, 25.3.2004. 
24 OJ L 350, 30.12.2008, p. 60. 

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2000:239:0001:0473:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2000:239:0001:0473:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2000:239:0001:0473:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:381:0004:0023:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2007:205:0063:0084:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:381:0001:0003:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:218:0060:0081:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:218:0129:0136:EN:PDF
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time not exceeding 5 years, after which the data must be deleted. Moreover, the data m ust be 
anonymised after a very short period of 30 days  since pro-active use of PNR data is possible 
on the basis of the anonym ised data after this  period of tim e. The  collection and use of 
sensitive da ta directly o r indi rectly revealing a person’s race or ethnic origi n, religious or 
philosophical belief, political  opinion, trade union m embership, health or sexual life, is 
prohibited. Moreover, the proposal provides th at a decision taken by a Me mber State, 
producing adverse legal effects on a person or seri ously affecting him/her, must not be taken 
on the basis of autom ated processing of PN R data only. Moreover such decision m ay under 
no circum stances be based on a person’s race or  ethnic origin, relig ious or philo sophical 
belief, political opinion, trade union m embership, health or sexual life. Furtherm ore, carriers 
must transm it PNR data exclus ively by the so-called “pus h” m ethod, m eaning that the  
Member States will not have di rect access to the carriers’ IT systems. PNR data may only be 
transferred by Me mber States to third countries  in very limited circum stances and only on a  
case-by-case basis. In or der to ensure efficiency and a hi gh level of data protection, Mem ber 
States are required to  ensure that an ind ependent national supervisory authority (data 
protection authority) is responsible f or advising and monitoring how PNR data are processed. 
Member States are also  required to estab lish a single designated unit (P assenger Information 
Unit) responsible for handling an d protecting the data. All pro cessing of PNR data m ust be  
logged or docum ented by this Passenger Inform ation Unit for the purpose of verification of 
the lawfulness of the data processing, self-m onitoring and ensuring proper data integrity and 
security of the data processing. Member States must also ensure that passengers are clearly 
and precisely informed about the collection of PNR data and their rights.  

Therefore, in addition to being in line with ex isting data protection ru les and principles, the 
proposal contains a number of safeguards to en sure full com pliance with the proportionality 
principle and guarantee a high level of fundamental rights protection. 

2. CONSULTATION OF INTERESTED PARTIES AND IMPACT ASSESSMENT 

• Consultation of interested parties 

Consultation methods, main sectors targeted and general profile of respondents 

When preparing the 2007 proposal, the Commission consulted all stakeholders on the basis of 
a questionnaire in December 2006. The questionnair e was sent to all the Mem ber States, the 
data protection authorities of the M ember Stat es, the European Data Protection Supervisor, 
the Association of European Airlines (AEA),  the Air Transport Ass ociation of Am erica 
(ATA), the  Inte rnational Air Ca rrier Assoc iation (IACA), the Europ ean Region s Airline 
Association (ERA) and the International Air Tr ansport Association (IATA). The replies were 
summarised in the Im pact Assessment which accompanied the 2007 proposal. Subsequently, 
the Commission invited the Mem ber States to a meeting during which the representatives of 
the Member States had the opportunity to exchange views. 

Following the adoption of the 2007 proposal, all st akeholders published their positions on it. 
The European Parliam ent adopted a reso lution on the proposal on 20 November 200825. The 
Member States  express ed their po sitions th rough the dis cussions in  the Council working  

                                                 
25 P6_ TA (2008)0561. 
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groups26. Opinions were also issued by the European Data Protection Supervisor 27, the 
Article 29 Data Protection Working Party28 and the Fundamental Rights Agency29. 

Summary of responses  

The main criticism expressed in the Resolution of  the European Parliament was that the need 
for the proposed actions had not been suffi ciently demonstrated. P arliament questioned 
whether the proposal met the standard required for justifying an interference with the right to 
data protection. The Resolution expressed Parlia ment’s concern that the added value of the  
proposal in the light of other border initiatives ha d not been assesse d. As regards data 
protection, Parliament called for a clear purpo se limitation and emphasised that only specific 
authorities should have access to PNR data. Finally Parliam ent expressed concern s that th e 
proposed method of autom atically assessing PN R data using fact-based pre-determ ined 
assessment criteria was a very wide use of the data and stressed that such assessm ent should 
never result in ‘profiling’ on the basis of sensitive data. 

The Article 29 Data Protection  W orking Pa rty co nsidered th at the pro posal was 
disproportionate and that it m ight violate the right to data pr otection. It called into question 
the data protection regim e as Fra mework Decision 2008/977/JHA does not cover dom estic 
processing of data. It consider ed that the dem onstration of  the n eed f or the prop osal was  
inadequate, that the data rete ntion period (13 years) was disp roportionate and that only the 
‘push’ method of data transfer should be used. 

The European Data Protection Supervisor  questioned whether the necessity and 
proportionality of the proposal had been dem onstrated since the proposal concerns the 
collection of data of innocent persons. He crit icised the proposal as contributing towards a 
surveillance society an d also called into quest ion the data protection regim e as dom estic 
processing of data is not c overed by Framework Decision 2008/977/JHA. The European Data 
Protection Supervisor specifically suggested be tter defining the authorities that would have 
access to PNR data and the conditions for transferring data to third countries.  

The Fundam ental Rights Agency was also of the opinion that the necessity and 
proportionality of the proposal had not been demonstrated and considered that there should be 
more guarantees in the proposal in order to avoid profiling on the basis of sensitive data. 

Some airline associations, namely the International Air Transport Association (IATA) and the 
Association of European Airlin es (AEA), also issued opinions on the proposal. These m ainly 
criticised the decentralised structure of the proposal and stressed  that centralised collection of  
the data would have financial advantages for th e carriers. They also criticised th e choice of  
the ‘push’ method and called for the choice of transfer method to be left to the carriers. 

The consultation process has had a m ajor i mpact on the legislative proposal. Even though 
several stakeholders were not c onvinced of the necessity of  using PNR data, they all agreed 
that legislation at EU level is pref erable to the developm ent of diverging national PNR 
systems. The consultations also led  to limitation of the purpose of using the data to the fight 

                                                 
26 Council document 17024/09, 2.12.2009. 
27 OJ C 110, 1.5.2008. 
28 Joint opinion on the proposal for a Council Framework Decision on the use of Passenger Name Record 

(PNR) for law enforcement purposes, presented by the Commission on 6 November 2007 (WP 145 of 
5.12.2007), http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2007/wp145_en.pdf. 

29 h ttp://fra.europa.eu/fraWebsite/attachments/FRA_opinion_PNR_en.pdf. 
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against terrorist offences and se rious crime and lim itation of the scope of  the proposal to air 
transport. A  strong data protection regim e wa s chosen with a specific retention period and 
prohibition of the use of sensitive data, such as data revealing a person’s race or ethnic origin, 
religious or philosophical beli ef, political opinion, trade union  membership, health or sexual 
life. The ‘push’ method was preferred, as well as strict limitations on onward transfers of data 
to third countries. 

• Collection and use of expertise 

There was no need for external expertise. 

• Impact assessment 

The Commission carried out the Impact Assessment listed in the Work Programme30.  

Four main options were examined in the Impact Assessment, each containing two variables: 

Policy Option A, refraining from  addressing the issue at EU level and maintaining the status  
quo. 

Policy Option B, addressing the structure of a system for collecting and processing PNR data, 
with option B.1: Decentralised collection and processing of data by Member States and option 
B.2: Centralised collection and processing of data at EU level. 

Policy Option C, addressing lim itation of the pu rpose of the proposed measures, with option 
C.1: Access for the prevention, de tection, investigation an d prosecution of terro rist offences  
and serious crime only and option C.2: Access for the prevention, detection, investigation and 
prosecution of terrorist offences and serious crime and other policy objectives. 

Policy Option D, addressing the modes of transport to be c overed by the proposed m easures, 
with option D.1: Air carriers only and option D.2: Air, sea and rail carriers. 

The options  were asses sed agains t the followin g criteria: security in the EU, protection of 
personal data, costs to p ublic authorities, costs for carriers/competition in the inte rnal market 
and encouraging a global approach. 

The Impact Assessment concluded that a legisla tive proposal applicable to travel by air with 
decentralised collection  of PN R da ta for the purpose of prev enting, detecting, investigating  
and prosecuting terrorist offences and othe r serious crim e was the best policy option 
(combination of B1, C1 and D1). This would e nhance security in the EU, while lim iting the 
impact on the protection of personal data to th e minimum and keeping costs at an a cceptable 
level.  

3. LEGAL ELEMENTS OF THE PROPOSAL 

• Summary of the proposed action 

The proposal aim s to harm onise Mem ber States ’ provisions on obligati ons for air carriers, 
operating flights between a third country and th e territo ry o f at least on e Member State, to  

                                                 
30 SEC(2 011) 132. 
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transmit PNR data to the com petent authorit ies for the purpose of preventing, detecting, 
investigating and prosecuting terrorist offences and serious crime. All processing of PNR data 
on the basis of this proposal will com ply w ith the data protectio n rules laid down in 
Framework Decision 2008/977/JHA. 

• Legal basis 

The TFEU, and in particular Articles 82(1)(d) and 87(2)(a). 

• Subsidiarity principle 

Law enforcem ent authorities m ust be provided with ef fective too ls with which to f ight 
terrorism and serious crim e. As most seriou s crim es and terro rist acts invo lve som e 
international travel, authorities need to use PNR data to protect the internal security of the EU. 
Furthermore, investigations for the purpose of  preventing, detecting, investigating and 
prosecuting terrorist offences a nd serious crimes carried ou t by the co mpetent authorities of 
the Member States are largely dependent on international and cross-border cooperation.  

Because of the free m ovement of persons in  th e Schen gen area, it is necessary that all 
Member States co llect, process and exchange P NR data, in order to av oid security gaps. By 
acting collectively and coheren tly, this m easure will contrib ute to incre asing the se curity of  
the EU.  

Action at EU level will help to en sure harmonised provisions on safeguarding data protection 
in the Mem ber States. The different system s of Member States that have already established  
similar mechanisms, or will do so in the f uture, may impact negatively on the air c arriers as 
they m ay have to comply with se veral poten tially diverging national requirem ents, for 
example regarding the types of inform ation to be transm itted and the conditions und er which 
this information needs to be prov ided to the Member States. These d ifferences may also b e 
prejudicial to effective c ooperation between the Member States for the purposes of 
preventing, detecting, investigating and prosecuting terrorist offences and serious crime. 

Since the objectives of this proposal cannot be  sufficiently achieved by  the Mem ber States, 
and can be better achieved at Union level, it ca n be concluded that the EU is both entitled to  
act and better p laced to  do so  than  the Mem ber States acting independ ently. The p roposal 
therefore co mplies with  the subsid iarity pr inciple as  se t ou t in  Article  5 of  the Tr eaty on  
European Union. 

• Proportionality principle 

The proposed systematic collection, analysis and retention of PNR data with respect to flights 
into the EU from third countries, subject to strict data protection guarantees, would strengthen 
the prevention, detection, investigation and prosecution of terrorist offences and serious crime 
and is necessary to meet those threats to security. 

The scope of the proposal is limited to those elements that require a harmonised EU approach, 
including the definition of the ways in which PNR can be used by the Member States, the data 
elements that need to be collected, the purpos es for which t he information may be used, the 
communication of  the data between  the PNR units  of the Mem ber States, and the technical 
conditions for such communication.  
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The proposed action is a directive. The choice  of a decentralised sy stem m eans that the 
Member States can choose how they set up th eir PNR system, and can decide them selves on 
the technical aspects of it.  

In accordance with the principl e of  proportionality,  as s et out in Article 5 of th e Treaty o n 
European U nion, th is p roposal do es not go  be yond what is necessary  and proportionate in 
order to achieve its objectives. 

• Choice of instrument 

Proposed instrument: a directive.  

Other means would not be adequate for the following reason: 

The aim  of the m easure is the approxim ation of  Me mber States’ legislation, so that any 
instrument other than a directive would not be appropriate. 

4. BUDGETARY IMPLICATION 

The proposal has no implication for the EU budget. 

5. ADDITIONAL INFORMATION 

• Simulation, pilot phase and transitional period 

There will be a transitional period for the propo sal in the f orm of a two year  implementation 
period. There will also b e a trans itional collection of PNR data, aim ing to achieve collection  
of data on all flights within 6 years from the entry into force of the Directive. 

• Territorial application 

The proposed Directive will be add ressed to the Member States. Application of the Directive 
to the United Kingdom , Ireland an d Denm ark w ill be determ ined in accordance with the 
provisions of Protocols Nos 21 and 22 annexe d to the Treaty on the Functioning of the 
European Union. 

• Review/revision/sunset clause 

The proposal includes a clause providing for a re view of the operation of the Directive four 
years after its transposition date and a special review of the potential extension of the scope of 
the Directive to cover PNR data of passengers on flights internal to the EU. 
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2011/0023 (COD) 

Proposal for a 

DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL  

on the use of Passenger Name Record data for the prevention, detection, investigation 
and prosecution of terrorist offences and serious crime 

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION, 

Having regard to the Treaty on the Functioning of the European Union,  and in particular 
Articles 82(1)(d) and 87(2)(a) thereof, 

Having regard to the proposal from the Commission, 

After transmission of the draft legislative act to the national Parliaments, 

Having regard to the opinion of the European Economic and Social Committee31, 

Having regard to the opinion of the Committee of the Regions32, 

After having consulted the European Data Protection Supervisor, 

Acting in accordance with the ordinary legislative procedure, 

Whereas: 

(1) On 6 November 2007 the Comm ission adopted a proposal for a Council Fram ework 
Decision on the use of Passenger Na me R ecord (PNR) d ata for law enforcem ent 
purposes33. However, upon entry into force of the Treaty of Lisbon on 
1 December 2009, the Comm ission’s proposal, which had not been ad opted by th e 
Council by that date, became obsolete.  

(2) The ‘Stockholm Programme — An open and secure Europe serving and protecting the 
citizens’34 calls on the Commission to present a proposal for the use of PNR data to 
prevent, detect, investigate and prosecute terrorism and serious crime.  

(3) In its Communication of 21 September 2010 ‘O n the global approach  to transfers of 
Passenger Na me Record (PNR) data to third countries’ 35 the Commission outlined 
certain core elements of a Union policy in this area. 

                                                 
31 OJ C , , p. . 
32 OJ C , , p. . 
33 CO M(2007) 654. 
34 Council document 17024/09, 2.12.2009. 
35 CO M(2010) 492. 
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(4) Council Directive 2004/82/EC of 29 April 2004 on the obligation of air carriers to 
communicate passenger data36 regulates the transfer of advance passenger information 
by air carriers to the com petent n ational authorities for the purpose of i mproving 
border controls and combating irregular immigration. 

(5) PNR data are necessary to effectively prevent, detect,  inve stigate and prosecute 
terrorist offences and serious crime and thus enhance internal security.  

(6) PNR data help law enf orcement authorities prevent, detect, inve stigate and prosecute 
serious crimes, including acts of terrorism , by comparing them with various databases 
of persons and objects sought, to construct evidence and, where relevant, to find 
associates of criminals and unravel criminal networks.  

(7) PNR data enable law enforcem ent authorities to identify persons who were previously 
"unknown", i.e. persons previously unsuspect ed of involvem ent in serious crim e and 
terrorism, but whom  an analysis of the data  suggests m ay be involved in such crime  
and who should therefore be subject to further exam ination by the com petent 
authorities. By using P NR data law enforcem ent authorities can address the threat of 
serious crime and terrorism from a different perspective than through the processing of 
other categories of personal data. However, in  order to ensure that the processing of 
data of innocent and unsuspected persons remains as limited as possible, the aspects of 
the use of PNR data relating to the crea tion and application of assessment criteria 
should be further limited to serious crimes that are also transnational in nature, i.e. are  
intrinsically linked to travelling and hence the type of the data being processed.  

(8) The processing of personal data m ust be  propo rtionate to th e specif ic s ecurity goal 
pursued by this Directive.  

(9) The use of PNR data together with A dvance Passenger Infor mation data in  ce rtain 
cases has added value in assisting Mem ber States in v erifying the identity of  an 
individual and thus reinforcing their law enforcement value. 

(10) To prevent, detect, investigate and prosecu te terrorist offences and serious crime, it is  
therefore essential that all Mem ber States introduce provisions laying down 
obligations on air carriers operati ng international flights to or from the territory of the 
Member States of the European Union.  

(11) Air carriers already collect  and process PNR data from  their passengers for their ow n 
commercial purposes. This Directive should not impose any obliga tion on air carriers 
to collect or retain any additional data from passengers or to impose any obliga tion on 
passengers to provide any data  in addition to that alr eady being provided to air 
carriers. 

(12) The definition of terrorist offences shoul d be taken from  Articl es 1 to 4 of Council 
Framework Decision 2002/475/J HA on combating terrorism 37. The def inition of 
serous crim e should be ta ken from  Article 2 of C ouncil F ramework Decision 
2002/584/JHA of 13 J une 2002 on the European  Arrest Warrant and the surrender 

                                                 
36 OJ L 261, 6.8.2004, p. 24. 
37 OJ L 1 64, 2 2.6.2002, p . 3. Decision as am ended by C ouncil Fram ework Deci sion 2008/919/JHA of  

28 November 2008 (OJ L 330, 9.1.2.2008, p. 21). 
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procedure between Member States 38. However, Mem ber St ates m ay exclude those 
minor offences for which, taking into account their respective criminal justice system, 
the processing of PNR data pu rsuant to  th is d irective w ould not b e in  line  with th e 
principle of  proportionality. The d efinition of  s erious trans national crim e should be  
taken from Article 2 of Council Fram ework Decision 2002/584/JHA and the United 
Nations Convention on Transnational Organised Crime. 

(13) PNR data s hould be transferred to a single designated unit (Passenger Infor mation 
Unit) in th e relevant M ember State , so as  t o ensur e cl arity a nd reduce costs to air 
carriers. 

(14) The contents of any li sts of required PNR data to  be obtained by the Passenger 
Information Unit should be drawn up with the objective of reflecting the leg itimate 
requirements of public authorities to prevent, detect, investigate and prosecute terrorist 
offences or serious crime, thereby improving internal security within the Union as well 
as protecting the fundamental rights of citiz ens, notably p rivacy and the protection of 
personal data. Such lists should not contain a ny personal data that could reveal racial 
or ethnic origin, political opinions, religious or philosoph ical b eliefs, trade un ion 
membership or data concerning health or sexual life of the individual concerned. The 
PNR data s hould contain details on the pa ssenger’s reservation and travel itinerary 
which enable com petent authorities to identi fy air passeng ers representing a threat to 
internal security. 

(15) There are two possible methods of data transfer currently available: the ‘pull’ method, 
under which the com petent authorities of th e Mem ber State requiring the data can 
reach into (access) the air carrier’s reservation system and extract (‘pull’) a copy of the 
required data, and the ‘push’ m ethod, under wh ich air carriers tr ansfer (‘push’) the 
required PNR data to the authority requesting them, thus allowing air carriers to retain 
control of what data is provided. The ‘pus h’ method is c onsidered to offer a higher 
degree of data protection and should be mandatory for all air carriers. 

(16) The Commission supports the Intern ational Civil Aviation Organisation (ICA O) 
guidelines on PNR. These guidelines shoul d thus be the basis for adopting the  
supported data form ats for transfers of PN R da ta by air carriers to Member States. 
This justifies that such s upported data form ats, as well  as the relevant protocols 
applicable to the transfer of data from  air carriers shou ld be adopted in accord ance 
with the advisory procedure foreseen in  Regulation (EU) No….. of the European 
Parliament and the Council [……………..] 

(17) The Member States should take a ll necessary measures to enable air carriers to fulfil  
their obligations under this Directive. Dissuasive, effective and proportionat e 
penalties, including financia l ones, should be provided fo r by Mem ber States against 
those air carriers failing to m eet their oblig ations regarding the transfer of PNR data. 
Where there are repeated serious infri ngements which m ight underm ine the basic  
objectives of  this Dir ective, th ese pena lties m ay inclu de, in  exceptional cas es, 
measures such as the immobilisation, se izure and confiscati on of the m eans of 
transport, or the temporary suspension or withdrawal of the operating licence.  

                                                 
38 OJ L 190, 18.7.2002, p. 1. 
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(18) Each Member State should be responsible for assessing the potential threats related  to 
terrorist offences and serious crime.  

(19) Taking fully into consideration the right to the protection of personal data and the right 
to non-discrimination, no decision that produces an adverse legal effect on a person or 
seriously affects him/her should be taken only by reason of the autom ated processing 
of PNR data. Moreover, no such decision should be taken by reason of a person’s race 
or ethnic origin, religious or philosophica l belief, political op inion, trade union 
membership, health or sexual life. 

(20) Member States should share with other Member States the PNR data that they  receive 
where such  transfer is necessary for th e prevention, d etection, investigation o r 
prosecution of terrorist offences or serious crime . The provisions of  this Directiv e 
should be without prejudice to other Union instrum ents on the exchange of 
information between  p olice and  judicia l authorities, inc luding Council Decision 
2009/371/JHA of 6 April 2009 establishing the European Police Office (Europol) 39 
and Council Fram ework Decision 2006/ 960/JHA of 18 September 2006 on 
simplifying the ex change of  inf ormation a nd in telligence b etween law enf orcement 
authorities of the Member States of the European Union40. Such exchange of PNR data 
between law enforcement and judicial aut horities should be governed by the rules on 
police and judicial cooperation.  

(21) The period during which PNR data  are to be  retained should be prop ortionate to the 
purposes of  the prevention, detection, inve stigation and prosecu tion of terrorist 
offences and seriou s crim e. Because of the nature of the data and th eir us es, it is  
necessary that the PNR data are retained for a sufficiently long period for carrying out 
analysis and for use in investigations. In order to avoid disproportionate use, it is 
necessary that, after an initial period, the data ar e anonym ised and only accessible 
under very strict and limited conditions.  

(22) Where specific PNR data have been transf erred to a competent authority and are used 
in the context of specific criminal investigations or prosecutions, the retention of such 
data by the competent authority should be regulated by the national law of the Member 
State, irrespective of the retention periods set by this Directive. 

(23) The processing of PNR data dom estically in each Mem ber State by the Passenger  
Information Unit and by com petent authorit ies should be subject to a standard of 
protection of personal data under their national law which is in line with Fram ework 
Decision 2008/977/JHA of 27 Novem ber 2008  on the protection of personal data 
processed in the fram ework of police and judicial cooperation in crim inal m atters41 
(‘Framework Decision 2008/977/JHA’). 

(24) Taking into consideration the right to the protection of personal data, the rights of the  
data subjects to processing of their PNR data , such as th e right of acces s, the righ t of 
rectification, erasure and blocking, as well as the rights to com pensation and judicial 
remedies, should be in line with Framework Decision 2008/977/JHA. 

                                                 
39 OJ L 121, 15.5.2009, p. 37. 
40 OJ L 386, 29.12.2006, p. 89. 
41 OJ L 350, 30.12.2008, p. 60. 
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(25) Taking into account the right  of passengers to be inform ed of the processing of their 
personal data, Mem ber States should ensu re they are provided w ith accurate 
information about the collection of PNR da ta and their transfer to the Passenger  
Information Unit. 

(26) Transfers of PNR data by Mem ber States to third countries should be p ermitted only 
on a case-by-case basis and in compliance with Framework Decision 2008/977/JHA. 
To ensure the protection of personal data , such transf ers should be subject to 
additional requirem ents relati ng to the purpose of the tran sfer, the quality of the 
receiving authority and the safeguards applicable to the personal data transferred to the 
third country.  

(27) The national supervisory authority that ha s be en estab lished in im plementation of  
Framework Decision 2008/977/JHA should also  be responsible for advising on and 
monitoring of the application and implementation of the provisions of this Directive. 

(28) This Directive does not affect the possibility for Member States to provide, under their 
domestic law, for a system of  collection and handling of PNR data for purposes other 
than those specified in this Directive, or from transportation providers other than those 
specified in  the Direc tive, r egarding inte rnal f lights sub ject to complianc e with 
relevant data protection pr ovisions, provided that such dom estic law respects the  
Union acquis. The issue of the collection of PNR data on in ternal flights should be the 
subject of specific reflection at a future date. 

(29) As a result of the le gal and technical differences between national provisions 
concerning the processing of personal data, including PNR, air carriers are and will be 
faced with different requirements regarding the types of information to be transmitted, 
as well as the conditions under which this infor mation needs to be provided to 
competent national au thorities. Th ese diffe rences m ay be prejud icial to ef fective 
cooperation between the competent national authorities for the purposes of preventing, 
detecting, investigating and prosecuting terrorist offences or serious crime. 

(30) Since the objectives of this Directive cannot be suffici ently achieved by the Mem ber 
States, and can be better achiev ed at Uni on level, the Union m ay adopt m easures, in 
accordance with the principle of subsidiarity as set out in Article 5 of the Treaty on  
European Union. In accordance with the princi ple of proportionality, as set out in that 
Article, this Directive d oes not go beyond what  is n ecessary in order to achiev e that 
objective. 

(31) This Directive respects th e fundamental rights and the pr inciples of the Charter of 
Fundamental Rights of the European Union, in particular the right to the protection of 
personal data, the right to privacy and the right to non-discrim ination as protected by  
Articles 8,  7 and 21 o f the Charter and  has to be im plemented accordingly.  T he 
Directive is  compatible with data protec tion pr inciples and its provision s are in line  
with the Fram ework Decision 2008/977/JHA. Furthermore, and in order to com ply 
with the proportionality principle, the Directive, on spec ific issues, will have s tricter 
rules on data protection than the Framework Decision 2008/977/JHA.  

(32) In particular, the scope of the Directive is as limited as possible, it allo ws retention of 
PNR data for period of tim e not exceeding 5 years, after which the d ata m ust be 
deleted, the data m ust be anonymised after a very short period, the collection and use 
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of sensitive data is proh ibited. In o rder to ensure ef ficiency and a high level of  data 
protection, Mem ber States  are required  to  e nsure that an indep endent na tional 
supervisory authority is responsible for advising and m onitoring how PNR data are 
processed. All processing of PNR data m ust be logged or docum ented for the purpose 
of verification of th e lawfulness of the da ta processing, self -monitoring and ensuring 
proper data integrity and security of the data processing. Mem ber States m ust also 
ensure that passengers are clearly and prec isely informed about the collection of PNR 
data and their rights.  

(33) [In accordance with Article 3 of the Protocol (No 21) on the position of United 
Kingdom and Ireland in respect of the Area of  Freedom, Security and Justice, annexed 
to the Treaty on European Union and the Treaty on the Functioning of the European  
Union, those Member States have notified their wish to participate in the adoption and 
application of this Directiv e] OR [W ithout prejudice to Ar ticle 4 of the Protocol (No 
21) on th e position  of the United Kingdom  a nd Ireland in respect of  the Area o f 
Freedom, Security and Justice, annexed to the Treaty on European Union and the 
Treaty on the Functioning of the European Union, those Mem ber States will not 
participate in the adop tion of this D irective and will no t be bound by or be subject to 
its application].  

(34) In accordan ce with Article s 1 and 2 of the Protoco l (No 22) on the position of 
Denmark annexed to the Treaty on European Union and the Treaty on the Functioning 
of the European Union, Denm ark is not taki ng part in the adoption of this Directive 
and is not bound by it or subject to its application, 

HAVE ADOPTED THIS DIRECTIVE: 

CHAPTER I 

GENERAL PROVISIONS 

Article 1 

Subject matter and scope 

1. This Directive provides for the transfer  by air carriers of Passenger Nam e Recor d 
data of passengers of intern ational flights to and from  the Member States,  as well as 
the processing of that data, including its collection, use and retention by the Mem ber 
States and its exchange between them. 

2. The PNR data collected in accord ance with this Directive may be proces sed only for 
the following purposes: 

(a) The prevention, detection, investigation and prosecution of terrorist offences 
and serious crime according to Article 4(2)(b) and (c); and 

(b) The prevention, detection, investigation and prosecution of terrorist offences 
and serious transnational crime according to Article 4(2)(a) and (d). 
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Article 2 

Definitions 

For the purposes of this Directive the following definitions shall apply: 

(a) ‘air carrier’ m eans an air transport unde rtaking with a valid operating licence or 
equivalent permitting it to carry out carriage by air of passengers; 

(b) ‘international flight’ m eans any scheduled or non-scheduled  flight by an  air carrier  
planned to land on the territory of a Member State originating in a third country or to 
depart from the territory of a Member State with a final destination in a third country, 
including in both cases any transfer or transit flights; 

(c) ‘Passenger Name Record’ o r 'PNR data'  means a reco rd of each pas senger’s travel  
requirements which contains inform ation n ecessary to e nable rese rvations to be 
processed and controlled by the booking and participating air ca rriers for each 
journey booked by or on behalf of any pers on, whether it is cont ained in reservation 
systems, Departure Control Systems (DCS) or equivalent systems providing the same 
functionalities; 

(d) ‘passenger’ means any person, except m embers of the crew, carried or to be carried 
in an aircraft with the consent of the carrier; 

(e) ‘reservation system s’ m eans the air car rier’s inte rnal in ventory sy stem, in which 
PNR data are collected for the handling of reservations; 

(f) ‘push method’ means the method whereby air carriers transfer the required PNR data 
into the database of the authority requesting them; 

(g) ‘terrorist offences’ means the offences under national law referred to in Articles 1 to 
4 of Council Framework Decision 2002/475/JHA; 

(h) ‘serious crime’ means the offences under na tional law referred to in Article 2(2) of 
Council Fram ework De cision 2002/584/JHA if  they are punishable by a custodial 
sentence or a detention order for a m aximum period of at least three years under the  
national law of a Mem ber State, however,  Member States m ay exclude those m inor 
offences for which, taking into  account their respective criminal jus tice system, the 
processing of PNR data pursuant to this directive would not be in line with the  
principle of proportionality; 

(i) ‘serious transnational crim e’ m eans th e offences under nationa l law referred to in 
Article 2(2) of Council Framework Decision 2002/584/JHA if they are punishable by 
a custodial sentence or a detention order for a maximum period of at least three years 
under the national law of a Member State, and if :  

(i) They are committed in more than one state; 

(ii) They are co mmitted in one sta te b ut a substantial par t of  their prep aration, 
planning, direction or control takes place in another state; 
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(iii) They are co mmitted in one state bu t involve an organised criminal group that 
engages in criminal activities in more than one state; or 

(iv) They are committed in one state but have substantial effects in another state. 

CHAPTER II 

RESPONSIBILITES OF THE MEMBER STATES 

Article 3 

Passenger Information Unit 

1. Each Member State s hall set up or designate an autho rity com petent for the 
prevention, detection, investigation or pros ecution of terrorist offences and serious 
crime or a branch of such an auth ority to act as its ‘Pa ssenger Inf ormation Unit’ 
responsible for collect ing PNR data from  the air carr iers, storing them , analysing 
them and transmitting the result of the analys is to the com petent authorities referred 
to in Article 5. Its staff members may be seconded from competent public authorities.  

2. Two or more Member States may establish or designate a single authority to serve as 
their Pass enger Inf ormation Unit. Such Pa ssenger Inf ormation Unit sh all b e 
established in one of the participating Me mber States and shall be con sidered the 
national Passenger Inform ation Unit of all such participatin g Mem ber States.  The 
participating Member States shall agree on the detailed rules for the operation of the 
Passenger I nformation Unit and sh all respe ct the requ irements laid  do wn in this 
Directive. 

3. Each Mem ber State sh all notif y the  Comm ission thereof  within one month of  the 
establishment of the P assenger Inf ormation Unit and m ay at any tim e update its  
declaration. The Comm ission shall publish this inform ation, including any updates, 
in the Official Journal of the European Union. 

Article 4 

Processing of PNR data 

1. The PNR data transferred by the air carrier s, pursuant to Artic le 6, in rela tion to 
international flights which land on or depart from the territory of each Member State 
shall be collected by the Passenger Infor mation Unit of  the relev ant Member State.  
Should the PNR data transfe rred by air carriers include data beyond those listed in 
the Annex, the Passenger Inform ation Unit shall delete such data imm ediately upon 
receipt. 

2. The Passen ger Inf ormation Unit s hall process PNR data only for the following 
purposes: 

(a) carrying out an assessment of the passengers  prior to their scheduled arrival or 
departure from the Member State in orde r to identify any persons who m ay be 
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involved in a terrorist offence or seri ous transnational cr ime and who require 
further ex amination by the com petent au thorities referred to  in Article 5. In 
carrying out such an assessm ent, the Passenger Infor mation Unit m ay process 
PNR data against p re-determined criteria. Member States shall ensure that any 
positive m atch r esulting f rom such autom ated process ing is ind ividually 
reviewed by non-automated m eans in order to verify whether the competent 
authority referred to in Article 5 needs to take action; 

(b) carrying out an assessment of the passengers  prior to their scheduled arrival or 
departure from the Member State in orde r to identify any persons who m ay be 
involved in a terrorist o ffence or serious crim e and who require further 
examination by the com petent authorities re ferred to in Article 5.  In car rying 
out such an assessment the Passenger Information Unit may compare PNR data 
against relevant databases,  including international or national databases or 
national mirrors of Union databases, wher e they are established on the basis of 
Union law, on persons or objects sought or un der aler t, in  acco rdance with  
Union, international and national rules app licable to such files. Mem ber States 
shall ensure that any positive match resulting from such automated processing 
is individually reviewed by non-autom ated m eans in order to verify whether 
the competent authority referred to in Article 5 needs to take action; 

(c) responding, on a case-by-case basis, to duly reasoned requests from competent 
authorities to provide PNR data and process PNR data in specific cases for the  
purpose of prevention, detection, investig ation and prosecuti on of a terrorist 
offence or serious crime, and to provi de th e c ompetent au thorities with the  
results of such processing; and 

(d)  analysing PNR data for the purpose of  updating or creating new criteria for 
carrying out assessments in order to identify any persons who m ay be involved 
in a terrorist offence or serious transnational crime pursuant to point (a). 

3. The assessment of the passengers prior to their scheduled arriva l or departure from 
the Member State referred to in point (a) of paragraph 2 shall be carried out in a non-
discriminatory m anner on the basis of assessm ent criteria established by its 
Passenger Information Unit. Mem ber States shall ensure that the assessment criteria 
are set by the Passenger Inform ation Units, in cooperation with the com petent 
authorities referred to in  Article 5. The assessment criteria shall in no circumstances 
be based on a person’s race or ethnic origin , relig ious or philosop hical be lief, 
political opinion, trade union membership, health or sexual life. 

4. The Passenger Information Unit of a Member State shall transfer the PNR data or the 
results of the processing of PNR da ta of  the pe rsons iden tified in ac cordance with 
points (a) and (b) of paragraph 2 for furthe r examination to the relevant com petent 
authorities of the sam e Member State. Su ch transfers shall only be m ade on a case -
by-case basis. 
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Article 5 

Competent authorities 

1. Each Member State shall adopt a list of th e competent authorities entitled to request 
or receive PNR data or the resu lt of the processing of PNR data from  the Passenger 
Information Units in or der to  exam ine th at inform ation further or take appropriate 
action for the purpose of preventing, detecting, investigating and prosecuting terrorist 
offences and serious crime. 

2. Competent authorities sha ll consist of aut horities com petent for the prevention, 
detection, investigation or prosecution of terrorist offences and serious crime. 

3. Each Member State s hall notify the lis t o f its com petent au thorities to the 
Commission twelve m onths after entry into fo rce of this Dire ctive at th e latest, and 
may at any tim e update its declarati on. T he Comm ission shall publish this 
information, as well as any updates, in the Official Journal of the European Union. 

4. The PNR data of passengers and the result of the processing of PNR data received by 
the Passenger Information Unit m ay be  further processed by the com petent 
authorities of the Member States only for the purpose of preventing, detecting, 
investigating or prosecuting terrorist offences or serious crime. 

5. Paragraph 4 shall be wit hout prejudice to national law  enforcem ent or judicial 
powers where other offences, or indications thereof, are detected in the course of 
enforcement action further to such processing. 

6. The competent authorities shall not take any decision that produces an adverse legal 
effect on a person or signifi cantly affects a person only by  reason of the autom ated 
processing of PNR data. Such decisions shal l not be taken on th e basis of a person’s 
race or ethn ic origin, religious or ph ilosophical belief, political opin ion, trade un ion 
membership, health or sexual life. 

Article 6 

Obligations on air carriers 

1. Member States shall ado pt the necessary measures to ensure that air carriers transfer 
('push') the PNR data as defined in Article  2(c) and specified in the Annex, to the 
extent that s uch data are already collected  by them , to the database of the national 
Passenger I nformation Unit of  th e Mem ber State  on the  te rritory o f which the 
international f light will land or f rom the territory of  which the f light will depa rt. 
Where the flight is code-shared between one  or m ore air ca rriers, the obligation to  
transfer the PNR data of  all passen gers on th e flight shall be on the air carrier that 
operates the flight. Where the flight has one or more stop-overs at the airports of the 
Member States, air carriers sh all transfer the PNR data to th e Passenger Information 
Units of all the Member States concerned.  

2. Air carriers shall transfer PNR data by electronic means using the common protocols  
and supported data form ats to be adopted  in  accord ance with th e p rocedure of 
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Articles 13 and 14 or, in the event of technical failure, by any other appropriate 
means ensuring an appropriate level of data security: 

(a) 24 to 48 hours before the scheduled time for flight departure;  

and  

(b) immediately after flight closure,  that is once the passengers have boarded the 
aircraft in preparation f or departure and it is no longer possible for further 
passengers to board.  

3. Member States may permit air carriers to lim it the transfer referred to in point (b) of  
paragraph 2 to updates of the transfer referred to in point (a) of paragraph 2. 

4. On a case-by-case basis, upon request fr om a Passenger Inform ation Unit in 
accordance with nation al law, air carriers shall transfer P NR data where access 
earlier than  that m entioned in point (a) of  paragraph 2 is necess ary to ass ist in 
responding to a specific and actual threat re lated to terrorist offences or serious 
crime. 

Article 7 

Exchange of information between Member States 

1. Member States shall en sure th at, w ith regard to persons identified by a Passenger 
Information Unit in accordanc e with Article  4(2)(a) an d (b), the result of the 
processing of  PNR data is tran smitted by  tha t Passenge r Inf ormation Unit to  the 
Passenger Infor mation Units of other Mem ber States where the former Passenger  
Information Unit considers such transfer  to  be necessary for the prevention , 
detection, investigation or pr osecution of terrorist offenc es or serious crim e. The 
Passenger Information Units of the receiving Member States shall transmit such PNR 
data or the result of the processing of  PNR data to th eir r elevant com petent 
authorities.  

2. The Passenger Information Unit of a  Member State shall have the right to request, if  
necessary, the Passenger Inform ation Unit of  any other Member State to provide it 
with PNR data th at are kept  in the latter’s d atabase in accordance with Article 9(1 ), 
and, if necessary, also th e result of the processin g of PNR data. The requ est for such 
data m ay be based on any one or a com bination of data elem ents, as d eemed 
necessary by the requesting Passenger In formation Unit for a specific case of 
prevention, detection, investigation or pros ecution of terrorist o ffences or serious  
crime. Passenger Inform ation Units shall provide the requested data as soon as  
practicable and shall provide also the resu lt of the processing of PNR data, if it has 
already been prepared pursuant to Article 4(2)(a) and (b).  

3. The Passenger Information Unit of a  Member State shall have the right to request, if  
necessary, the Passenger Inform ation Unit of  any other Member State to provide it 
with PNR data th at are kept  in the latter’s d atabase in accordance with Article 9(2 ), 
and, if necessary, also the resu lt o f the processing of PNR data. The Passenger 
Information Unit m ay r equest access to sp ecific PNR data kept by the Passenger 
Information Unit of another Member State in their full form without the masking out 
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only in exceptional circum stances in respons e to a specific thre at or a specific 
investigation or prosecution related to terrorist offences or serious crime.  

4. Only in tho se cases wh ere it is necessary for the prevention of an i mmediate and 
serious threat to publ ic security may the competent authorities of a Mem ber State 
request directly the Passenger Inform ation Unit of any other Member State to 
provide it with PNR data that are kept in  the latter’s database in accordance with 
Article 9(1) and (2). Such requests shal l re late to a s pecific inve stigation o r 
prosecution of terrorist offences or seri ous crime and shall be reasoned. Passenger 
Information Units shall respond to such reque sts as a m atter of priority. In all other 
cases the competent author ities shall channel their requests through the Passenger 
Information Unit of their own Member State. 

5. Exceptionally, where early access is nece ssary to respond to a specific and actual 
threat related to terrorist offences or serious crime, the Passenger Information Unit of 
a Mem ber State sha ll have the r ight to requ est the Pass enger Inf ormation Unit of  
another Member State to provide  it with PNR data of  flights landing in or departing 
from the latter’s territory at any time. 

6. Exchange of infor mation under this Ar ticle may take place using any existing 
channels for international law enforcem ent cooperation. The language used for the 
request and the exch ange of information shall b e the on e applicable to  the ch annel 
used. Member States shall, when m aking their notif ications in accor dance with  
Article 3(3) , also inf orm the Comm ission with details of  the contac ts to which 
requests may be sent in cases of urgenc y. The Commission shall communicate to the 
Member States the notifications received. 

Article 8 

Transfer of data to third countries 

A Member State m ay transfer PN R data and the results of the processing of PNR data to a 
third country, only on a case-by-case basis and if:  

(a) the conditions laid down in Artic le 13 of Council Fram ework De cision 
2008/977/JHA are fulfilled, 

(b) the transfer is neces sary for the purposes  of this Directive specified in Article 
1(2), and 

(c) the third country agrees to transfer the data to another third country only where 
it is nece ssary for the purposes of  this Direc tive specif ied in Article 1( 2) and 
only with the express authorisation of the Member State. 

Article 9 

Period of data retention 

1. Member States shall en sure that th e PNR data provided b y the air carriers to the 
Passenger Information Unit ar e retained in a  database at the Passenge r Information 
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Unit for a period of 30 days af ter their transfer to the Pa ssenger Information Unit of  
the f irst M ember State on whose territory th e interna tional f light is  landing or 
departing. 

2. Upon expiry of the period of 30 days afte r the transfer of th e PNR data to the 
Passenger Information Unit referred to in paragraph 1, the data shall be retained at 
the Passenger Information Unit for a further pe riod of five years. During this period, 
all da ta e lements which could se rve to iden tify the passe nger to who m PNR data 
relate shall be m asked out. Such anonym ised PNR data shall be accessib le only to a 
limited number of personnel of  the Passe nger Inform ation Unit specifically 
authorised to carry ou t analysis o f PNR data and develop assessm ent criteria 
according to Article 4(2)(d). Access to the full P NR data shall be pe rmitted only by  
the Head of the Passen ger Information Unit for the purposes of Article 4(2)(c) and 
where it could be reasonably believed that it is necessary to carry out an investigation 
and in r esponse to a  specific and actual th reat or risk o r a sp ecific investigation or 
prosecution. 

For the purposes of this Directive, the data elements which could serve to identify the 
passenger to whom PNR data relate and which should be filtered and masked out are: 

– Name (s), including the nam es of othe r passengers on PNR and num ber of 
travellers on PNR travelling together; 

– Address and contact information; 

– General remarks to the e xtent that it c ontains any infor mation which could serve 
to identify the passenger to whom PNR relate; and 

– Any collected Advance Passenger Information. 

3. Member States shall ensure that the PNR data are deleted upon expiry of the period 
specified in paragraph 2. Th is obligation shall be without prejudice  to cases where 
specific PNR data have been transferred to a competent authority and are used in th e 
context of specific crim inal inves tigations or prosecutions , in whic h case the  
retention of such data by the com petent authority shall be regulated by the national  
law of the Member State. 

4. The resu lt o f m atching ref erred to in Artic le 4(2)(a) and (b) shall be kept by the 
Passenger Infor mation Unit only as long as n ecessary to  inform  the com petent 
authorities of a positive match. Where the result of an automated matching operation 
has, further to individual review by non-au tomated means, proven to be negative, it 
shall, however, be stor ed so as  to a void f uture ‘f alse’ positiv e m atches f or a  
maximum period of three years unless the unde rlying data have not yet been deleted 
in accordance with paragraph 3 at the expiry of the five years, in which case th e log 
shall be kept until the underlying data are deleted. 
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Article 10 

Penalties against air carriers 

Member States sh all ensure, in conformity with their national law, tha t dissuasive, effective 
and proportionate penalties, includi ng financial penalties, are pr ovided for against air carriers  
which, do not transm it the data required under this  Directive, to the ex tent that they are 
already collected by the them, or do not do so in  the required format or otherwise infringe the 
national provisions adopted pursuant to this Directive.  

Article 11 

Protection of personal data 

1. Each Member State shall provide that, in respect of all processing of personal data  
pursuant to  this Directiv e, every pas senger shall have the sam e right to  access,  the 
right to rectification, erasure and blocking, the right to compensation and the right to 
judicial redress as those adopted under national law in implementation of Articles 17, 
18, 19 and 20 of the Council Fram ework Decision 2008/977/JHA. The provisions of 
Articles 17, 18, 19 and 20 of the Council Framework Decision 2008/977/JHA shall 
therefore be applicable. 

2. Each Member State shall provide that th e provisions adopted under national law in 
implementation of Articles 21 and 22 of  the Council Fram ework Decision 
2008/977/JHA regarding confidentiality of pro cessing an d data secu rity sh all also 
apply to all processing of personal data pursuant to this Directive 

3. Any processing of PNR data revealing a pe rson’s race o r ethnic origin, relig ious or 
philosophical belief, political opinion, trade union membership, health or sexual life 
shall be p rohibited. In  the event that PNR data rev ealing such inform ation are 
received by the Passenger Information Unit they shall be deleted immediately. 

4. All processing of PNR data by air carrier s, all transfers of PNR data by Passenger  
Information Units and all requests by competent authorities or Passenger Information 
Units of other Member States and third countries, even if  refused, shall be logged or 
documented by the Passenger Inform ation Unit and the competent authorities for the  
purposes of verification of the lawfulness of the data processing, self-m onitoring and 
ensuring proper data integrity and security of data proc essing, in particular by the 
national data protection supervisory authorities. These logs shall be kept for a period 
of five years unless the unde rlying data have not yet been  deleted in accordance with 
Article 9(3) at the expiry of those five y ears, in which cas e the lo gs shall be kept 
until the underlying data are deleted. 

5. Member States shall ensure that air carriers, their agents or other ticket sellers for the 
carriage of passengers on air service inform  passengers of international flights at the 
time of booking a flight and at the time of purchase of a ticket in a clear and precise 
manner about the provision of PNR data to the Passenger Inform ation Unit, the 
purposes of  their processing, the period of  data retention, th eir possible use to 
prevent, detect, inv estigate or p rosecute terrorist offences and serious crim e, the  
possibility of exchanging and sharing such data and their data protection rights, in 
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particular the right to complain to a national data protection supervisory authority of 
their choice. The same information shall be made available by the Member States to 
the public.  

6. Any transfer of PNR data by Passenger In formation Units and competent authorities 
to private parties in Member States or in third countries shall be prohibited. 

7. Without prejudice to Article 10, Mem ber St ates shall adopt suitable m easures to 
ensure the f ull im plementation of  the provis ions of  this Directiv e and shall in 
particular lay down effective, proportionate and dissuasive penalties to be imposed in 
case of infringements of the provisions adopted pursuant to this Directive. 

Article 12 

National supervisory authority 

Each Member State s hall p rovide that the n ational supervisory auth ority established in 
implementation of Article 25 of Framework Decision 2008/977/JHA shall also be responsible 
for advising on and monitoring the application within its territory of the provisions adopted by 
the Mem ber States  purs uant to the present Di rective. The further provisions of Article 25 
Framework Decision 2008/977/JHA shall be applicable.  

CHAPTER IV 

IMPLEMENTING MEASURES 

Article 13 

Common protocols and supported data formats 

1. All transfers of PNR data by air carr iers to th e Passenger Inf ormation Units f or the 
purposes of  this Directive shall be m ade by electron ic m eans or,  in the even t of 
technical failure, by any othe r appropriate means, for a period of one year following 
the adoption of the common protocols and supported data formats in accordance with 
Article 14.  

2. Once the period of one year from  the date of adoption of the common protocols and 
supported data form ats has elapsed, all tran sfers of PNR data by  air carriers to the  
Passenger Infor mation Units for the purposes  of  this Directive sha ll be m ade 
electronically using secure methods in the form of accepted common protocols which 
shall be common to all transfers to ensure the security of the data during transfer, and 
in a supported data form at to ensure their readability by all pa rties involved. All air 
carriers shall be required to select and identify to the Passenger Information Unit the 
common protocol and data format that they intend to use for their transfers.  

3. The list of accepted common protocols and supported data formats shall be drawn up 
and, if need be, adjusted, by the Comm ission in accordance with the procedure 
referred to in Article 14(2). 
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4. As long as the accep ted common protocols and supported data formats referred to in 
paragraphs 2 and 3 are not available, paragraph 1 shall remain applicable. 

5. Each Member State shall ensure that the necessary technical measures are adopted to 
be able to use the common protocols and data  formats within one year  from the date 
the common protocols and supported data formats are adopted. 

Article 14 

Committee procedure 

1. The Commission shall be assisted by a committee (‘the Comm ittee’). That 
Committee shall be a comm ittee within th e meaning of Regulation […/2011/EU] of  
16 February 2011.  

2. Where reference is m ade to this paragr aph, Article 4 of Regulation […/2011/EU] of  
16 February 2011 shall apply.  

CHAPTER V 

FINAL PROVISIONS 

Article 15 

Transposition 

1. Member St ates shall bring into force the laws, regulations and adm inistrative 
provisions necessary to com ply with this Di rective at th e lates t two years af ter the  
entry into  f orce of  th is Dir ective. They shall forthwith  communicate to th e 
Commission the text of those provisions  and a correlation table between those 
provisions and this Directive. 

When Member States adopt those provisions,  they shall contain a reference to this 
Directive or be accom panied by such a referen ce on the occasion of their official 
publication. Member States shall determine how such reference is to be made. 

2. Member States shall communicate to the Commission the text of the main provisions 
of national law which they adopt in the field covered by this Directive.  

Article 16 

Transitional provisions 

Upon the date referred to in Article 15(1), i.e. two years after the entr y into force of this 
Directive, Member States shall ensure that the PNR data of at least 30% of all flights referred 
to in Article 6(1) a re colle cted. U ntil two ye ars af ter th e date ref erred to in Article 15,  
Member States shall ens ure that the PNR data fr om at least 60  % of all f lights referred to in 
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Article 6(1 ) are collected. Mem ber States shall ensure that from  four  years  after the d ate 
referred to in Article 15, the PNR data from all flights referred to in Article 6(1) are collected. 

Article 17 

Review 

On the basis of information provided by the Member States, the Commission shall: 

(a) review the feasibility and necessity of including internal flights in the scope of 
this Direc tive, in  the  lig ht of  the  ex perience ga ined by thos e Mem ber States 
that collect PNR data with reg ard to internal f lights. The  Comm ission shall 
submit a report to the European P arliament and the Council within two years 
after the date mentioned in Article 15(1); 

(b) undertake a review of th e operation of this Directiv e and submit a report to the 
European Parliam ent and the Council within four year s after the date 
mentioned in Article 15 (1). Such re view shall c over all th e elem ents of  this 
Directive, with spec ial attention to the com pliance with stan dard of protection 
of personal data, the length of the data  retention period and the quality of the 
assessments. It shall als o contain th e statistical information gathered pursuan t 
to Article 18. 

Article 18 

Statistical data 

1. Member States shall p repare a set of stat istical information on PNR data provided to 
the Passeng er Inf ormation Units. Such statistic s shall as a m inimum cover the 
number of i dentifications of any persons who may be involved in a terrorist offence 
or serious crim e according to Article 4 (2) and the nu mber of subsequent law 
enforcement actions that were taken involving the use of PNR data per air carrier and 
destination. 

2. These statistics shall not contain any  personal data. They shall be tran smitted to the 
Commission on a yearly basis. 

Article 19 

Relationship to other instruments 

1. Member States m ay continue to apply bila teral or m ultilateral agr eements or 
arrangements between them selves on exch ange of infor mation between com petent 
authorities, in force whe n this Directive is adopted, in so far as such agreem ents or 
arrangements are compatible with this Directive. 

2. This Directive is without prejudice to any obligations and commitments of the Union 
by virtue of bilateral and/or multilateral agreements with third countries.  
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Article 20 

Entry into force 

This Directive shall enter into f orce the twentie th day following that of  its publication in the 
Official Journal of the European Union. 

This Directive is addressed to the Member States in accordance with the Treaties. 

Done at Brussels,  

For the European Parliament For the Council 
The President The President 
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ANNEX  

Passenger Name Record data as far as collected by air carriers 

(1) PNR record locator 

(2) Date of reservation/issue of ticket 

(3) Date(s) of intended travel 

(4) Name(s) 

(5) Address and contact information (telephone number, e-mail address) 

(6) All forms of payment information, including billing address 

(7) Complete travel itinerary for specific PNR 

(8) Frequent flyer information  

(9) Travel agency/travel agent 

(10) Travel status of passenger, including conf irmations, check-in stat us, no show or go 
show information 

(11) Split/divided PNR information 

(12) General remarks (including all available information on unaccompanied minors under 
18 years, such as nam e and gender of the m inor, age, la nguage(s) spoken, nam e and 
contact details of guardian on departure and relationship to the m inor, nam e and 
contact details of gua rdian on arrival and relationshi p to the m inor, departure and 
arrival agent) 

(13) Ticketing field inform ation, including ticket number, date of ticket issuance and one-
way tickets, Automated Ticket Fare Quote fields 

(14) Seat number and other seat information 

(15) Code share information 

(16) All baggage information 

(17) Number and other names of travellers on PNR 

(18) Any Advance Passenger Information (API) data collected 

(19) All historical changes to the PNR listed in numbers 1 to 18 


	1. CONTEXT OF THE PROPOSAL
	2. CONSULTATION OF INTERESTED PARTIES AND IMPACT ASSESSMENT
	3. LEGAL ELEMENTS OF THE PROPOSAL
	4. BUDGETARY IMPLICATION
	5. ADDITIONAL INFORMATION



