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1 Introduction1.1 Current situation of records management at the European Parliament
The European Parliament adopted a records management policy in 2012, which lays down a uniform
procedure for processing records inside Parliament. This decision, which repealed previous rules on
management of documents, mail and archives, was complemented with implementing measures
approved in 2013.

The new policy states that important documents, whatever their format (electronic, paper, video...),
must be registered and filed in folders1 which must be attached to a Parliament's filing plan, stored
according to a corporate retention list and transferred to the Historical Archives or disposed after the
administrative retention period.

In this framework, the current Parliament’s IT system for the registration and monitoring of
administrative documents (GEDA), which has been a reliable solution so far, needs to be replaced with
a new system.

GEDA, an internal non-commercial software introduced in the Parliament in 1998 and which is
currently used by about 7.000 users, provides the following functionalities:

 Capture of documents and registration along with associated metadata
 Filing records into folders
 Storage
 Administration
 Management of access rights
 Reporting
 Assignment of records to users
 Searching for records based on metadata
 Scanning of paper records
 Notifications to recipients and assignees
 Keeping track of changes to records
 Basic validation circuit without versioning

However, GEDA lacks among other aspects of a filing plan, retention management, handling of
confidential non-classified documents and electronic validation circuit with versioning.

Within this context, the Parliament has decided to launch a public tender procedure for the acquisition
of a corporate ERMS (Electronic Records Management System).

In parallel, the Parliament is developing records management tools (filing plan, common retention list
and functional classification scheme), reviewing current document management working procedures
and promoting staff awareness. This IT procurement procedure is to be seen as a part of larger project,
which implements organizational changes in order to improve document and records management at
the EP.

1 i.e. dossiers
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1.2 Objective of the ERMS
The objective of the ERMS is to provide EP users with a coherent view on records, make record
retrieval easier, mitigate the risk of record loss, ensure the integrity and legibility of records
throughout the period for which they are to be kept, enhance electronic workflows, manage
confidential non-classified records, facilitate the proof of operations carried out, preserve the
Institution’s memory, facilitate mobility by applying homogeneous rules across services, help to
ensure compliance with the obligation of transparency and progress on the paperless strategy.

Within this context, the scope of the ERMS is mainly based on records management functionalities:
identification, capture, registration, filing within a filing plan, organisation, access, assignment,
retrieval and preservation according to a retention scheme and transfer to the Historical Archives or
disposal. An electronic workflow facility is also required to switch from current paper based circuits to
electronic ones. Moreover, the ERMS will become a records management services provider and a
corporate electronic repository for other applications producing documents that need to be
preserved.

The ERMS must also be able to manage confidential non-classified documents according to the "need
to know" principle. It is also in the scope of the procurement to link the ERMS with the IT system for
transparency (ERR) in order to provide public access on the matters for which the Parliament is
accountable.

The following functions are out of scope of the ERMS:

 Historical Archiving
 Publication
 Management of classified documents (EUCI)

Furthermore, the ERMS is not currently intended to contain documents held by Members of the
Parliament or by political groups that have not been tabled in accordance with Parliament’s Rules of
Procedure.1.3 Records management model1.3.1 Records
Important documents created or received by Parliament’s services must be registered by encoding a
set of metadata and uploading their actual content. Registered documents (records) must be
associated with a unique registration number and their content cannot be modified by end-users.
Records enable formally acknowledging the Parliament’s responsibility for the document and provide
evidence of the activities of the Parliament’s functioning and policies.

Registration shall be performed by the originating department or by the department responsible for
taking receipt of the document.

Records can be in any medium: paper, electronic (electronic born or digitised, including e-mails) or
audiovisual (sound recording, video, photo, etc.).



Technical Specifications

7

A record may be composed of a single component (e.g. a text document) or several components (e.g.
a cover note with several annexes). In the first case the record is called “single record” and in the latter
case “compound record”. A component (e.g. pdf file) may belong to several records.1.3.2 Folders
Records are received or created by the Parliament in the context of a case. Thus, records shall be
grouped in folders according to their context. A folder is a collection of all documents/records (paper
and/or electronic) concerning the same case or action. The folder has a start date and an end date
and facilitates access rights and preservation management.

Folders may be action folders (e.g. “Call for Tender 123”), which arise from one-off or unique cases,
or serial folders (e.g. “Budgetary management 2016”, “Budgetary management 2017”...) which arise
from work of a repetitive nature. A folder may have a hierarchy of sub-folders at several levels, in
order to better organise the records according to the steps of a procedure, technical or financial
aspects, geographical criteria, etc. Each folder must be attached to only one heading of the filing plan
and to only one functional class.

Each record must be filed in at least one folder, but it can be filed in several folders (e.g. the sender of
a document files the record in a folder and the recipient may file the same record in a different folder).1.3.3 Filing plan
The filing plan consists of a number of headings which are organised in a mono-hierarchical (1-to-N
relationship) manner and which reflect all the activities of the Parliament, from the most general (first
level heading) to the most detailed (terminal heading).

The first three levels of the filing plan are common levels, which can be shared by all Directorate
Generals, while the rest of the levels contain headings that may be either shared or specific to a single
Directorate General.

The filing plan is neither functional nor organisational; it is a business filing plan, where each heading
represents an activity or a mission of the Parliament.

The filing plan gives a global overview of all the activities of each department, structures the
constitution of folders, facilitates search for folders and records and makes business continuity easier,
especially in the event of an organisational change.

Records cannot be directly filed in headings of the filing plan.  Records are filed into folders, which are
attached to a heading of the filing plan.

For example, there may be a heading in the filing plan called "Organisation of Plenary sessions",
managed by DG Presidency and another heading named "ECON Committee: Economic and Monetary
Affairs", managed by DG Internal Policy in another branch of the filing plan. An act adopted by the
Parliament is a record that may be filed in two different folders: DG Presidency may file it in the folder
"Plenary session 05/2017" (attached to the heading "Organisation of Plenary sessions") and DG
Internal Policy may file the same record in the folder "Tax on financial transactions" (attached to the
heading “ECON Committee: Economic and Monetary Affairs”).  If the adopted act covers several policy
areas, the same act could be filed in additional folders.
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The folder "Plenary session 05/2014" of DG Presidency may contain records that have been filed in
folders of other DGs but also records that only belong to the folder of DG Presidency, if the latter are
only relevant for that DG.  The same applies to DG Internal Policy: their folders may contain records
that have been also filed in other DGs’ folders and records that only interest DG Internal Policy.1.3.4 Functional classification scheme
The functional classification scheme is a poly-hierarchical (N-to-M relationship) structure composed
of functional classes. A functional class is a set of several keywords (function + activity + task + subject
[optional]), used to categorize folders, manage preservation and retrieve folders and records.

Keywords of level 1 (functions) represent the main functions of the Parliament. Lower levels of
keywords (activity, task and subject) are used to further detail the function related to the folder.
Keywords are exclusively functional, neither thematic nor organisational.

Each functional class is linked to a single retention policy, i.e. an administrative retention period, which
defines the time the folder must be retained in the ERMS under the responsibility of the head of file
department for its administrative usefulness, legal reasons or its potential historical value, and a
disposal instruction. In this way, by associating a folder to a functional class, the folder is automatically
linked to a retention policy.

The administrative retention period of a folder starts to run from the date of the closure of the folder
and, during that period, the folder cannot be destroyed. The disposal instruction applied to a folder
may be either the transfer to the Historical Archives or its deletion.  Other possibilities like sampling
or selection of folders before transfer to the Historical Archives are not foreseen.

The administrative retention period and the disposal instruction of a folder apply to all records of that
folder, regardless of their format (e.g. paper or electronic).

Records cannot be directly associated with functional classes.  Records must be filed into folders,
which are linked to functional classes.1.3.5 Access rights
Access rights on documents/records are basically defined at folder level, that is, at the creation of a
folder, it is specified:

 the users who can see the folder and access the documents/records in it;
 the users who can file documents/records in the folder;
 the users who can change the properties of the folder.

Access rights on confidential non-classified documents/records (i.e. the ones with a marking) are
further restricted to the users with the "need to know". See chapter 3.6.1.

The filing plan and the functional classification scheme have no security associated, i.e. all users are
allowed to see the name of all headings and functional classes.

In order to facilitate maintenance of access rights, they are granted to groups instead of individual
persons, as far as possible.
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2 General requirements2.1 License
The European Parliament reminds the Tenderers that open source software is also accepted. No
matter what kind of license is offered, the following constraints are in place:

 The European Parliament must be licensed to use the ERMS for an unlimited number of years.
 The license must allow hardware and operating system changes and upgrades without the

need to re-negotiate license terms or pay additional fees.
 The EP must  have the right to install ERMS to several environments (e.g. DEVELOPMENT,

TESTING, INTEGRATION, PRE-PRODUCTION). EP may use several PRODUCTION environments
at the same time.

 The license covers the use of the ERMS both via a graphical user interface and via other
applications connected to the ERMS.

The license must cover at least 7.000 persons2 (see 4.5.1).

The European Parliament favours a global unlimited licence for the entire institution, instead of having
a license that is limited to a certain number of users/records/processors/...

If the license is limited, it must be possible to extend it to additional users of the Parliament.

In case the ERMS delivery contains components that need a license that the EP does not have now,
the Tenderer has to include these licenses to its offer and include the price to the overall price as well.2.2 Warranty
In agreeing to the Contractor’s terms and conditions in implementing the ERMS, EP must receive a
warrant from the contractor covering the use of the records system and agreeing to fix any issues
encountered in its deployment and use by the EP. The warranty period must start at the roll-out of
the ERMS and last at least for 12 months.2.3 Product roadmap
The European Parliament wants to have an ERMS that will be evolving when the environment is
changing. For example, when there are new versions of records management standards, new
operating systems or changes in the legislation, in many cases ERMS has to adapt as well.

Similarly, the European Parliament expects that the Tenderer is committed to work on the records
management business area and provide high-quality deliverables and services to the EP during the
whole contract period.3 Functional requirements3.1 Introduction
Requirements are described in the chapters below as general functionalities that the ERMS must
provide from a user perspective.

2 The license cannot be limited to the employees of the European Parliament only, because external
consultants and Members of the Parliament may also need to access the system.
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3.2 Compliance with records management standards
The ERMS must be compliant with at least one of the following records management standards and
support its evolution:

 International Organization for Standardization (ISO) 15489: “Standard for Information and
Documentation — Records Management”

 Department of Defense (DoD) 5015.2-STD: "Design Criteria Standards for Electronic Records
Management Software Applications"

 Modular Requirements for records systems (MoReq2010)
 Victorian Electronic Records Strategy (PROS 99/007 version 2)

Tenders that include the proof that the ERMS has been certified against one of the records
management standards above will be considered positively (question 3.2.b in the Annex 6.1 -
Requirements questionnaire).

Each standard has its own glossary and defines a specific set of requirements for the management of
records. In case of discrepancy between the specifications described in the documents of this call for
tender and any of the records management standards, the formers have precedence over the
standards.3.3 Records management functions3.3.1 Registration
Users may register documents by encoding a set of minimal metadata and uploading their content.
The ERMS automatically attributes records a unique registration number and a registration date.

In addition to the registration number and the registration date, the ERMS must allow users to
associate to records at least the following metadata:

 the creation date of the document,
 the record’s author(s) and/or the sender(s) and, where appropriate, the department(s)

responsible,
 the record’s recipient(s) and, where appropriate, the department(s) responsible;
 the title of the record;
 the title(s) of the component(s) that form part of the record;
 the number of components and a brief description of those components.

The metadata of a record or its components may be modified but not their content. The content must
be secured from alteration, replacement and deletion. The metadata can be modified only by
authorised users.

System administrators should be able to delete a record (metadata + content) adding a mandatory
justification.3.3.2 Management of documents and records
In order to offer users a space for preparing documents, draft documents may be saved in the ERMS
without necessarily registering or filing. Saved documents may be consulted, modified, deleted,
registered and filed.
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The ERMS may provide facilities to create new records from existing records, like copying several
metadata from an existing record or reversing some metadata (e.g. copying the title and reversing
sender and recipient to reply to an existing record).

The ERMS may also help users before registering a document to check if that document has already
been registered by another user.  Duplicated documents may be searched comparing a predefined set
of metadata (e.g. sender/recipient), the size of the documents, the checksum calculated from the files,
etc.3.3.3 Attribution of a permanent link
As of registration of a document, the ERMS associates every record with a unique and permanent link.

The attribution of the link has no impact on access rights, that is, users having received a record’s link
by e-mail for instance will not be able to consult the record if they are not allowed to consult the
record directly in the ERMS.3.3.4 Filing
Registered documents are organised in folders. A folder represents a case or an action with a
beginning and an end. Filing allows grouping documents according to their context and facilitates
access rights and preservation management.

Registered documents must be filed in at least a folder by the department responsible but can be filed
in additional folders by other users.

The ERMS must support multiple filing of the same record, which must not be managed by creating
duplicates but through a system of pointers. If a record is filed in two folders and the first folder is
disposed in accordance with the retention policy, the pointer of the record to the first folder must be
destroyed but the second pointer must be entirely unaffected. The record must not be deleted until
the pointer to the last folder is destroyed.

Saved documents that haven´t been registered can also be filed in order to provide a more
comprehensive overview of the matter at hand. Such documents become an integral part of the folder
when the latter is closed.

Documents and records filed in more than one folder may be unfiled from one of the folders. If the
document/record is filed in only one folder, unfiling is not allowed.3.3.5 Management of folders
A folder is opened for each matter when work starts on it and closed once the matter has been dealt
with. Once a folder has been closed, no document/record may be added to or removed from it. It is
possible to re-open a closed folder if new documents/records must be filed in it and re-close it again.

Each folder is attached to only one heading of the filing plan and to only one functional class. The
folder may be attached to any level of the filing plan, not only to terminal levels.

When a document is filed in a folder, the document becomes read accessible to all users with the right
to consult the folder (excepted for documents with security markings, see 3.7.6).

The ERMS must allow users to associate to folders at least the following metadata:
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 the heading of the filing plan;
 the functional class;
 the folder’s title;
 a folder’s code;
 the department responsible;
 the persons or departments allowed to consult the folder (and to know the existence of the

folder);
 the persons or departments allowed to file in the folder;
 the persons or departments allowed to modify the properties of the folder (e.g. creation of

sub-folders, closure of the folder, change of the heading, change of the functional class);
 the folder creation date;
 the folder closure date;
 the folder’s status.

With regard to folders that contain both electronic and non-electronic documents/records, the ERMS
must allow users to assign folders an additional metadata (free text) which specifies the physical
location of the non-electronic documents/records filed in that folder.3.3.6 Management of the filing plan
The filing plan is a mono-hierarchical structure of headings, which represent the activities of the
Parliament. The levels in each heading move downwards from the general to the specific.

The filing plan reflects the activities carried out by the institution as a whole and the specific activities
assigned to each directorate-general. The filing plan is used to organise departments’ folders
according to their activities.

At the creation of a heading, it is determined who can modify its properties, including the creation of
sub-headings and the modification of the heading's status.

All users can browse through the whole filing plan, namely, all users are allowed to see the name of
all headings of the filing plan.

If a heading contains folders, users can know about the existence of the folders depending on the
access rights associated to those folders.

Records cannot be directly filed in a heading of the filing plan.  Records are filed into folders, which
are attached to a heading of the filing plan.3.3.7 Management of the functional classification scheme
The functional classification scheme is a central poly-hierarchical structure composed of classes that
allow categorizing and preserving the folders according to corporate retention periods. It allows
defining which folders are to be retained and which have no archival interest.

A functional class is composed of the following three or four components, in this order:

1. Function: one of the main functions of the Parliament;
2. Activity: one of the activities or procedures constituting the function;
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3. Task or procedure: further refinement of the activities or groups of transactions, tasks or
procedures which take place within each activity;

4. Subject (optional): more specific subject or topic relating to the matter to be documented
within an activity when those have a specific influence on the management and the
preservation of documents related to this activity.

Functional classes are associated to retention schedules, which define the time folders are to be
retained for in the ERMS, on the basis of their administrative retention period (ARP). The functional
class also specifies the action to be taken for each folder when its ARP comes to an end, i.e. whether
the folder must be either destroyed or transferred to the department responsible for the historical
archives for long-term preservation.

All users are able to browse the complete functional classification scheme.

The administrative retention period of a folder is launched at the closure of the folder.

Records cannot be directly associated with a functional class. Records must be filed into folders, which
are linked to functional classes.3.3.8 Preservation of folders
The purpose of folder preservation is to guarantee that evidence of Parliament’s activities is kept for
the purpose of ensuring compliance with the institution’s legal and financial obligations, to ensure the
physical protection of folders, to enable Parliament’s departments to find and consult documents and
folders easily and to enhance transparency and make it easier for the public to gain access to
documents.

When the administrative retention period of a folder comes to an end, the ERMS alerts authorised
users about the disposal instruction associated to that folder.  If an authorised user confirms, the
ERMS executes the corresponding instruction.

If the folder is to be transferred to the department responsible for the historical archives, the ERMS
exports the content of the folder and the relevant metadata in a format compatible with the IT system
of the historical archives.

If the folder is to be deleted, the destruction is duly documented in the ERMS by means of a set of
folder metadata and metadata related to the destruction, which shall be kept permanently. A minimal
set of metadata of the records filed in the folder should be kept in the ERMS.

If the folder is to be deleted, the ERMS must guarantee actual eradication of the whole content of the
documents and records filed in the folder, unless doing so would break dependencies between those
content elements and other records or folders. If a record is subject to multiple retention schedules
through membership in multiple folders, the record must not be eligible for removal until the longest
retention requirement is met.

An administrator must be notified of any failed record transfers, exports or deletions.

If an user searches for a document/record or a folder that has been transferred to the Historical
Archives or deleted, the ERMS should inform the user on the action performed on that
document/record or folder.
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3.3.9 Conversion of written records to pdf and stamping
When a written document is registered, the ERMS should automatically create a pdf version of the
record and stamp a mark on it with the registration number and the registration date.

If several versions of a document are stored, only the final one is converted to pdf.

All the components of a compound record should be converted to pdf(s) and stamped with the same
mark.

The ERMS pdf conversion process should include OCR capabilities that take into account the multi-
language environment of the European Parliament.3.4 Records management services for other applications
The ERMS must provide a set of records management functions to the applications that need it.
Applications that "outsource" their records management function to the ERMS don't need local
repositories, can focus on their business needs, avoid redundancy and double encoding and ensure
compliance with corporate records management rules. The ERMS may provide the records
management functions in the form of web services or other interfaces.

Records management rules apply to the integrated applications in the same way they apply to the
ERMS. For instance, a user cannot register a document without uploading the content through an
application integrated with the ERMS in the same way the user cannot register through the GUI
directly in the ERMS a document without uploading its content.

Similarly, access rights apply to the integrated applications in the same way as to the ERMS. For
instance, if a user cannot access a record in the ERMS, that user will not be able to access the same
record via an application integrated with the ERMS.

Users working with the ERMS, whether directly in the ERMS or through integrated applications, must
be duly authenticated. Actions performed in the ERMS via integrated applications are tracked in the
ERMS in the same way as actions performed directly in the ERMS.

Administration tasks of the ERMS will only be carried out directly in the ERMS.3.4.1 Basic services
The following is a list of the mandatory services to be provided by the ERMS to other applications:

 Store a document: the application sends the content of the document and at least its
mandatory metadata to the ERMS, which stores the document in the repository and returns
a reference number to the application.

 Delete a non-registered document: the application sends the reference number of the
document to the ERMS and provided it has the needed rights, the ERMS deletes the document
(deletion of records depends on the retention policy applicable).

 Modify a document: the application sends the ERMS the reference number of the document
and the metadata or the content to be changed.
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 Register a document: the application sends the content of the document, all its mandatory
metadata and possibly additional metadata (e.g. a confidentiality marking3) to the ERMS,
which stores and freezes the document (it becomes a record) and returns an official
registration number to the application.

 File (unfile) a document/record: the application sends the ERMS the reference number of the
document and the folder code, the ERMS files (unfiles) the document in that folder and
confirms that the action has been performed (or gives an error message if not).

 Retrieve one or several documents/records: either based on registration metadata, folder, full
search or combined search. Also to be able to query the ERMS without retrieving the
document/record. The retrieval must also include specific custom metadata, if they exist and
take into account markings if the latter are applied.

 Create a link for each document/record and to give other applications access to the
document/record through its link.

Other optional services:

 Freeze the content of a document: the application sends the content of a document (e.g. a
MS Word “attachment”) to the ERMS, which returns it in a durable format (e.g. pdf).

 Create or modify metadata: for instance if an application asks to register a document
containing a recipient which doesn't exist in the list of external entities (see section 3.6.4), the
application could be allowed to automatically create a new recipient in the ERMS.

 Management of folders: the application should be allowed to create folders or modify the
properties of existing folders.

 Operations regarding assignments: a user could assign another user a task in the ERMS using
a different application; in the same way, a user could search or perform an ERMS task from
another application.

 Operations on workflows: a user could perform a task of an electronic workflow created in
the ERMS via a different application.

 Other actions available in the ERMS (e.g. linking documents/records or folders) might also be
allowed to other applications.

 Automatic operations: for example, an application, which gives non-authenticated users (e.g.
citizens) the possibility to fill a form, might ask to automatically register the form in the ERMS,
without manual intervention.3.4.2 Specific custom metadata

The ERMS has to provide users and client applications a way to associate specific custom metadata to
documents and records stored in the ERMS, in addition to the standard records management
metadata. Custom metadata may be additional descriptive information, external identifiers, etc. The
ERMS must allow retrieving documents and records through search queries which include specific
custom metadata.

Users and applications should be able to modify specific custom metadata after registration of
documents (contrary to the standard records management metadata).

3 See 3.7.6
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3.5 Integration with specific Parliament’s IT systems3.5.1 Integration with the system for the management of archives.
When folders reach the end of the preservation period in the ERMS, they need to be either transferred
to the Historical Archives or deleted, in compliance with the corporate retention policy. Therefore, the
ERMS must be integrated with the Historical Archives' IT system, in order to properly transfer
electronic folders for long-term archiving.

The Historical Archives are in the process of replacing the current system (Clara) by a new application
(Clavis), which is currently under development.

Metadata to be transferred must be mapped between the ERMS and Clavis during the deployment
project.

With regard to the format, at least the original document (MS Word, MS Excel…) and optionally the
converted document (to pdf/A if possible) will be transferred. Video and audio formats must also be
transferred.3.5.2 Integration with the Register (ERR) for publication
To help citizens exercise the right of access to documents of the European Parliament, the latter has
made a register of documents (ERR) available online. This register contains legislative documents and
other categories of documents.

Among other applications that feed the ERR, the ERMS will transfer several types of records to the
ERR.

For this purpose, the ERMS must allow users to tag records for transfer to the ERR. The system needs
to transfer at a regular basis a copy of all tagged records to the ERR.3.5.3 Integration with Outlook
The ERMS must allow users capturing outgoing and incoming emails (text and attachments) as single
records from within MS Outlook. Users must be able to choose whether to capture emails with
attachments as: email text only, email text with attachments or attachments only. The email
transmission data must be captured as metadata persistently linked to the email record.3.6 Basic administration functions3.6.1 Access rights
While the EP intends to use the ERMS by promoting internal transparency, the ERMS must allow
limiting access to records and folders to specific users and user groups.

In addition, some confidential non-classified records shall need additional protection and access
restriction based on the “need-to-know” (see chapter 3.7.6 on security markings).

While all users will be able to consult headings’ titles of the filing plan (not their content) and the
functional classes, access to folders and their content (e.g. documents/records filed in those folders)
will be limited (see point 3.3.5).

The ERMS must be capable of associating an access control list (ACL) with an individual record. For
example, two records that are filed in the same folder must be able to have different ACLs.
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A user cannot access any entity in the ERMS until that user has been granted the authority to access
the entity, either individually or as a member of a group. The ERMS must allow creating and
maintaining user groups.

Moreover, as it would be impractical to assign all functions of the ERMS to users and groups
individually, the ERMS must be able to assign them permissions (e.g. “Register a document”, “Consult
a document”, “Create a folder”, “Update the filing plan”...), which are functions required to perform
a type of action. A permission may be granted to either a user or to a group in relation to any entity
in the ERMS. Granting permissions to groups rather than to individual users makes it easy to manage
users’ access to entities when they join or leave the group. It must be possible for any given user to
be assigned to any number of permissions.

The application must allow simultaneous multi-user access. When an object of the ERMS is modified
it should be locked for simultaneous modification and remain accessible for read only mode as well as
for all search criteria.3.6.2 User community management
Permissions may be grouped into roles, so that particular members of staff or particular positions
within the EP are allowed to perform a number of predefined functions.

The minimum set of roles needed in the ERMS is the following:

 User: any person with permission to access the ERMS. The user is allowed to create, receive,
review and/or use records stored in the system. This is the standard level of access.

 Authorised user: a user with special access permissions that allow additional access to, and/or
control over, records contained in the ERMS.

 Records manager: a user who takes responsibility for configuring, monitoring and managing
the ERMS content and its use.

 System administrator: a person with responsibility for assigning and removing the permissions
allocated to users and authorised users.

The ERMS must also be able to manage access rights of users with multi-positions, that is, who hold
two or more positions (e.g. Head of Department and Director ad interim).3.6.3 Search
Users may need to search ERMS for entities of any type (records, files, headings, functional classes,
etc) that match a particular search query.

The ERMS must never present information to any user who is not entitled to access it. All the search
functionalities must be subject to access controls as described in section 3.6.1.

Users must be able to search for any entity type by any of its metadata, to search on a combination of
separate criteria and also to search on metadata elements that are not textual (e.g. numerical data or
dates).

The ERMS must support full‑text searching across the content of documents/records and all textual
metadata elements simultaneously.
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Users should also be able to save their search queries so that they may reuse them later. This will
enable users to run the same search again or to use the previous search criteria as the starting point
for building a new set of search criteria.

Initially the ERMS will not be integrated to an enterprise search tool. However, this could be foreseen
in the future and in this case the ERMS should be able to provide content to the enterprise search
engine.3.6.4 Administration and monitoring
Appropriate tools are needed by system administrators to ensure that the ERMS works efficiently.

System administrators may be IT administrators, who are in charge of the configuration and operation
of the ERMS, ensuring the uptime, performance and security or business administrators, who are
responsible for the management of the filing plan and the functional classification scheme, for the
attribution of permissions and profiles to users and groups and for the management of the audit trail.

Only in exceptional circumstances, records may be altered (only their metadata) or completely deleted
by system administrators, in which case the ERMS keeps track of the alteration/deletion of the records
in the audit trail.

System administrators also need to be able to manage system parameters, administrate users, backup
and restore data and generate system reports.

Moreover, metadata schemas have to be administered, including the creation, addition, deletion or
alteration of metadata elements.

The ERMS must also be able to capture records and other entities of the system in bulk in a number
of ways, for example, from another records management system or as a bulk transfer from a MS Office
software. The ERMS must be able to accept these data, and must include features to manage the bulk
capture process.

The ERMS must also allow exporting entities to another application, operation by which those entities
can be described in sufficient detail in a common XML data format, so that their metadata values,
event histories, access controls and content can be preserved and transferred.

In order to facilitate registration of documents and assignment of tasks with long lists of
recipients/assignees, it is important to allow authorised users to create and maintain distribution lists
that can be reused when necessary.

In order to homogenise the use of external entities (external persons or organisations encoded in the
ERMS as senders/recipients metadata) and make records retrieval easier, external entities need to be
saved in the system and validated by authorised users. If a new mail to be registered contains
senders/recipients which are not previously stored in the system, before users are allowed to use the
new senders/recipients, the latter should be validated/activated by authorised users.

Moreover, when users move from a department to another, their access rights on records, folders,
headings, etc. must be automatically updated.
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It is also important to monitor the use of the system to ensure that users comply with the EP records
management policy and also to guarantee the performance and availability of the system. Operation
of the ERMS has to be regularly and routinely measured against benchmarked expectations. The ERMS
should provide system administrators with monitoring programs so that they are able to regularly
monitor the use of the system.3.6.5 Reporting
The ERMS (or an integrated reporting tool) must provide users with reporting facilities.  Reports may
be detailed reports or summary reports: detailed reports imitate normal searches and are based
around a single search query returning a subset of the metadata for each entity in the results.
Summary reports are based on multiple search queries: they do not return the set of results for each
search query but rather the total number of entities found that meet each search query.

Report definitions, once constructed, can be saved so that they may be rerun at a later date or used
as the basis for constructing a subsequent report.

The ERMS could offer the possibility of scheduling reports at a specific timeframe or regularly.  In order
to update a given service about the status of several objects or to assess compliance with records
management policy, the ERMS could allow records managers to schedule reports and send them to
the services concerned e.g. via e-mail.3.6.6 Audit trail
It is important to keep track of a number of operations carried out in the ERMS. Auditors and special
users may need reports that show a complete history of a given record or folder or may need to find
out the reason of problems detected with a particular record. For example, they could prove that the
document was once registered in the system but was removed by accident, mismanagement or
unauthorized usage due to a fault in the security mechanism.

At least, the major events in the lifecycle of records, folders and headings should be recorded by the
system for auditing purposes. The audit trail must keep for each operation the type of the operation,
the result, the date and the user who carried it out. Only metadata are kept in the audit trail, not files
(word, pdf...).

Only administrators can access the audit trail.  They can consult audit trail’s information on objects,
regardless of the access rights linked to that object.3.6.7 Interface
The ERMS needs to supply a graphical user interface (GUI) based on a standard web browser. At a
minimum, the ERMS should support the current versions of MS Edge and MS Internet Explorer and
could support the current versions of Mozilla Firefox, Google Chrome and Apple Safari.

GUI design should be based on well-known research (e.g. Nielsen and Molich's "10 Usability Heuristics
for User Interface Design") or industry best practices.

The interface must allow users to manipulate and perform actions easily on all objects of the system
(records, folders, headings...), navigating visually between items and displaying the relationships
between them.
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Users must be able to perform operations on objects easily with the fewest possible number of steps
by providing aids such as contextual and application menus, toolbars and keyboard key combinations.

The interface must provide feedback when operations take longer than two seconds (e.g. through the
use of busy icons and progress bars) and meaningful messages to the user when operations fail.

Users must be able to tailor the interface and arrange it to their specific needs.

The ERMS must also provide immediately available assistance to users such as context-sensitive help,
online user guides, frequently asked questions (FAQ), wizards, tutorials, and access to help desk
support.

The ERMS should allow users to create and maintain lists of favourites. This allows users to find and
access these favourite objects more easily without having to browse or search to find them.

The ERMS must also provide a specialised interface for system administrators to perform
administration operations.

The interface could be configured to display EP’s corporate logo and corporate colour schemes and
fonts.

With regard to the use of mobile devices for remote access, due to the size of mobile devices, the
interface should be based on “Responsive Web Design” principles.3.6.8 Remote access
EP users need an access to the ERMS system from remote locations through Internet. The access is
expected to be allowed from a tablet, a smartphone or a computer, given that EP’s reverse-proxy (with
two-factor authentication mechanism) is used. For this external access, the ERMS system should
detect it and grant specific permissions (e.g. access restriction to non-sensitive documents)
accordingly, based on a policy. The expected functionalities for tablets and smartphones are: approval
of a task / signature of a document / consultation of a document/record. For a computer (laptop or
desktop), wider functionalities could be granted.

The alternative of a remote access through a VPN from a remote computer is considered as an
extension of the internal EP network and in that case, no discrimination is needed.3.7 Additional requirements3.7.1 Scanning
The ERMS should be able to capture documents not only from disk but also scanned paper documents.
Scanned paper documents should be processed and managed in the same manner as newly authored
or content captured from disk or from other applications.3.7.2 Notifications
At the moment of registration of a document, EP internal users who are recipients of the document
must be automatically notified that a new record, of which they are recipients, has been captured in
the ERMS.

Equally, at the creation of an assignment or the activation of a task in a workflow, concerned users
need to be automatically notified.
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Users should be able to configure the granularity and frequency of alerts and notifications, in
particular, how many days before the deadline of a task the system must send a notification.3.7.3 Electronic workflow
EP needs to replace the existing paper based signatory circuit with an electronic workflow.

Authorised users have to be able to define a set of tasks to guide a document through a particular
potentially multi-stage circuit. It must be possible to assign each task in the circuit to a particular user
or a group of users. The ERMS notifies each user or group of users when a task has been assigned to
them.

The ERMS should propose authorised users templates for defining new workflows. System
administrators should also be able to define custom workflow templates and modify existing
templates. It is to be understood that a document is approved as soon as it is approved by the final
approver in the workflow.

Users need to be able to add tasks to a workflow, to reassign an existing task to a different user during
processing or to refuse a task.

The ERMS must allow the sequential execution of workflow steps.

The ERMS should also facilitate the parallel execution of workflow steps (e.g. several users must
"approve" a document before it is moved to the next state). If a workflow executes multiple paths
concurrently, it must be possible to define a step or process by which these paths are re-joined prior
to completing the workflow.

By default, tasks are executed in the order in which they are defined in the workflow. However, it
should be possible to bypass steps in the workflow, once the workflow has started.

Authorised users must also be able to terminate any workflow during execution.

The ERMS must keep accessible all the different versions of a document (or record, if the final version
of the document is registered), created via check in/out or other mechanism.3.7.4 Automatic access rights for recipients
A significant proportion of documents registered in the ERMS will be mail (including electronic mail)
exchanged either between internal users of the Parliament or with external stakeholders. The
metadata of records which correspond to mail will include their sender(s) and recipients(s) (see point
3.3.1).

With regard to mail exchanged between internal users of the Parliament, in many cases, senders and
recipients belong to different directorates/groups, with access rights to different folders. It may
happen that recipients don’t have access to the folder where the record is filed by the sender.
Nonetheless, the ERMS is supposed to make records shareable between recipients and senders, even
in cases where sender and recipient belong to different groups.

Records should be shared automatically at the time of registration. The tenderer is requested to
describe in the open question 3.7.4 how this requirement will be fulfilled.
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3.7.5 Assignments
Users may need to assign a record to a particular user or group of users for several reasons, like
informing them about the content of the record, requesting them to take an action (e.g. prepare a
reply letter) or requiring to file the record in the appropriate folder.

The ERMS must allow users associating tasks with degrees of importance and deadlines.

The ERMS must provide a means to monitor the progress of the assignments as they execute. The
current state of any assignment, any exceptions or delaying conditions must be available from the
graphical user interface.

The ERMS must also be able to generate contemporary and retrospective reports on assignments.3.7.6 Markings (confidential non-classified documents)
The ERMS will manage not only normal records but also confidential non-classified ones. This is to be
achieved by associating markings to records. A marking is a document/record feature, such as “staff
matter” or “medical secret”, depending on the content of the document/record, which specifies how
the latter must be handled and its distribution limited to the users who have the “need-to-know”.

Access to a confidential non-classified record (e.g. a record marked with the marking “staff matter”),
must be limited to authorized personnel only (i.e. access is limited to only users with access rights to
both the folder where the record is filed and to the marking applied).

For each marking, it must be possible to define: (1) users allowed to apply the marking and (2) users
allowed to consult records with that marking. These two populations may be different.3.7.7 Linking related records/folders
In addition to grouping records in folders according to their business case, records may also need to
be linked in order to facilitate follow-up of actions (e.g. linking a letter with its reply allows verifying
whether the letter has been answered or not).

Similarly, it is also necessary to allow users linking folders in order to make follow-up of certain cases
easier (e.g. a complaint and the action taken).

The action of linking records or folders doesn’t attribute users additional access rights, that is, if a user
is not allowed to consult a given record or folder, that user will not be able to access that record or
folder through a link to another record or folder to which the user can access.3.7.8 Delegations
In order to ensure business continuity in case of user absence (illness, business travel, holidays...), the
ERMS must provide delegation facilities.

Every user must be able to delegate other users or groups of users the authority to access the same
objects and to perform the same operations that the former user can do in the ERMS.

System administrators should be able to activate delegations for other users in order to prevent, for
example, that important documents and tasks be unmanaged in case of unforeseen long sickness
absence.
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3.7.9 Multilingualism
The ERMS must at least support bilingualism (English and French) in its entire interface, including
offline and online help, system messages, etc.

The ERMS must provide comprehensive support for the Unicode character set without requiring
customization or third-party add-ons. Unicode Transformation Format (UTF)-8 and UTF-16 are both
acceptable encodings. At a minimum, Unicode version 6.3 must be supported.

With regard to linguistic versions of documents, EP departments frequently need to register a
linguistic version of a document in the ERMS and to attach new linguistic versions of that document
later on.  The ERMS must then allow attaching new translated versions of a record to the existing
record.

Users must also be able to associate to a given document the main language in which the document
has been created, as an additional metadata.3.7.10 Templates
Administrators should be able to define templates prescribing the structure of a document, its
presentation characteristics, metadata and any authoring guidelines or constraints desired (before
registration).

It could also be possible to derive a template from existing templates, inheriting characteristics and
behaviour in a hierarchical manner.

If a document is created on the basis of a template, the ERMS could also extract or derive metadata
field values from the document itself automatically (e.g. date, author, language, document status...).
These values would be populated into the appropriate metadata fields and saved, without direct
action or intervention on the part of the user.4 Non-functional requirements
In addition to satisfying functional business requirements regarding records management and other
functions, also non-functional requirements stated in this Chapter 4 must be fulfilled to ensure the
quality and the performance of the ERMS to be deployed at the EP.4.1 Environment
See Annex III.1 for a description of the European Parliament’s IT environment. Tenderers must sign a
declaration on the compatibility with EP’s IT environment (Annex VIII.2). In order to allow a smooth
integration and support in EP's environment, the ERMS should limit the introduction of additional
technologies to the ones listed in Annex III.I.

The hosting of the entire ERMS solution, including its records repository, will be provided by European
Parliament's hosting service (Directorate General ITEC), on virtual servers, of which the exact
configuration will be established in cooperation with the Contractor's technical staff. The solution
must not make use of any external cloud environment.

The ERMS system must be a central web application accessible by users via a web interface and by
other applications via web services.
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RESTful (stateless) services are expected for any interaction with a user interface or with another
application.

It is important to note that the ERMS will be connected to the European Parliament's internal network,
which for security reasons cannot be accessed directly from outside of the European Parliament's
buildings.4.1.1 Storage
With regard to the format, the ERMS must store records in their native Parliament’s format (docx,
xlsx, xml, pdf, html...) including potentially audio and video. E-mails are stored in either .msg or .rtf
format, unless users choose to capture only e-mail’s attachments, in which case, the files are stored
in their native format. In addition, written records are also rendered to “pdf” and stored in that
format.

The ERMS should be open to make use of object storage technology in the future.4.2 Performance efficiency
When users and applications interact with the ERMS, the latter must respond immediately to actors’
(i.e. users and applications) interactions. The ERMS should perform its basic operations without delay
and its performance must be comparable with common market standards.

Should the performance of the ERMS fall short of market standards during or after the deployment, it
will be considered as a malfunction and remedial actions will be required without any supplementary
costs to the European Parliament.4.2.1 Time behaviour
The following list defines how fast the ERMS should reply to the actions initiated by the user. The
action can be initiated either by an individual user by using ERMS GUI (e.g. clicking Search button in a
specific screen), or by an external front-office application by using a web-service or another
mechanism (e.g. an “Insert record” call to ERMS).

Times specified here below are regardless of the storage capacity or number of documents/records
or folders in the system and assuming that the amount of concurrent users are as defined in 4.5.1.

 Use Case 1 - Log in: the ERMS logs in authenticated users within 4 seconds
 Use Case 2 - Register a document: after the user has encoded the metadata and uploaded the

content of the document, the ERMS creates the record within 2 seconds
 Use Case 3 - File a record in a folder: the ERMS files a record in the folder selected by the user

within 2 seconds
 Use Case 4 - Create a folder: after the user has encoded the metadata and properties of a

folder, the ERMS creates the folder with the appropriate access rights within 3 seconds
 Use Case 5 - Browse the filing plan and the functional classification scheme: the ERMS displays

the selected heading of the filing plan or the functional class within 2 seconds
 Use Case 6 - Light search: the ERMS returns the result of a simple search within 3 seconds
 Use Case 7 - Heavy search: the ERMS returns the result of a complex search within 10 seconds
 Use Case 8 - Retrieval and display: the ERMS retrieves and displays the first page of a record

within 4 seconds
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 Use Case 9 - Create workflow circuit: after the user has encoded the parameters of a workflow
circuit, the ERMS creates the workflow circuit within 3 seconds

 Use Case 10 - Exit: the ERMS logs off the user within 4 seconds.

Moreover, the ERMS should provide feedback that the application is processing the command if it has
not been completed in less than 2 seconds, such as a spinning ball or hourglass cursor.

The ERMS should also show a progress indicator and allow the user to cancel the command if it has
not been completed in less than 10 seconds.4.2.2 Resource utilization
The ERMS should provide an adequate utilization of resources in terms of server resources (CPU,
memory and storage) and datacentre resources (network, backup and other common facilities). In
case specific actions and/or features may require a big amount of resources (e.g. reporting), the
Tenderer should specify whether the proposed ERMS can provide techniques to avoid performance
issues.4.2.3 Capacity
The Tenderer must explain the maximum limits of the ERMS system if there is any. The ERMS limits
can include the maximum number of items that can be stored, size of the database, number of
concurrent users, communication bandwidth, throughput of transactions...4.3 Software product
The software offered in the tender must be an off-the-shelf package. It must also provide users with
a single end-user interface, instead of requiring users to know several interfaces.

The solution proposed may be a specific records management solution or a component of a broader
suite like an enterprise content management (ECM) system. In the latter case, for the purposes of this
call for tender, the European Parliament will only evaluate the functions required in the present call
for tender.

Other functions or modules than the ones specified in the present document and the rest of
documents of this call for tender might be considered for use in the future but these functions or
modules will not be considered for the evaluation.

Due to possible maintainability and cost issues, it is preferable that the actual ERMS package software
will not need changes (i.e. the application source code is not changed), but the features that need to
be developed (e.g. integrations to EP systems), are developed as separate tools on top of the ERMS
package. This should allow the EP to update the ERMS system without the need to re-implement these
changes.

The ERMS must allow implementing the Parliament’s filing plan, its functional classification scheme
and in general, the records management model described under point 1.3.

The ERMS must also be adaptable to the needs of the Parliament and flexible enough to cope with
new needs like changes regarding metadata of records and folders, the filing plan structure and the
interface.
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These changes should be managed at administrator level through ERMS administrative tools with no
software development or low-level server modifications required.4.4 Security
The ERMS has to guarantee that the information stored is trustworthy and accurate, complete and
protected against unauthorised or accidental alteration, available to authorised users only and
readable for its entire retention period.

The Contractor undertakes to inform the European Parliament immediately in writing when it is made
aware of any products provided which are defective and which may compromise the security of the
configurations concerned. The Contractor also undertakes to take the measures required to correct
the defects and restore security immediately (see Chapter 5.2).4.4.1 Confidentiality
To enhance the security of objects independent of permissions and the operating system, the ERMS
should support secure protocol between the client browser and the server, using well-known industry
standard algorithms.

Moreover, an administrator should be able to configure whether or not the repository is encrypted.
The administrator should be able to configure the ERMS to encrypt either only the files stored in the
repository (all or some of them) or the files and their metadata. The ERMS should allow transferring
the management of encryption keys outside of system administration teams (e.g. to owners of
sensitive, encrypted records).

In addition, the ERMS should also support encrypting records stored in the ERMS and records located
in some specific folders. In all cases, encryption must rely on well-known industry standard algorithms.

Furthermore, the ERMS must not send any information to outside EP network nor have any backdoor
that may be used to gain access to EP network. The ERMS should also detect and reject continuous
wrong logins coming from the same IP address or user. Such events must be retained by the ERMS,
either as metadata or in a system log. It could be possible to automatically alert an administrator of
any attempted unauthorized access. A threshold number of unsuccessful access attempts prior to
notification should be configurable.4.4.2 Integrity
The ERMS must prevent unauthorized access to, or modification of, any object and its associated
metadata. In particular, the integrity of all records must be guaranteed regardless of source, format
or structure, as well as the integrity of all associations between records and folders. The integrity of
records should also be protected between the client browser and the server, using well-known
industry standard algorithms.

The ERMS must scan uploaded documents for viruses, by integrating with well-known industry anti-
malware products. The virus scanning could be configurable so that documents coming from outside
of the EP network are scanned.4.4.3 Authentication
The ERMS should rely on external authentication mechanisms / identity providers, such as Integrated
Windows Authentication. This is the Parliament’s preferred option.
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Otherwise, the ERMS could securely interact with external password stores such as (but not limited
to) LDAP servers.

The ERMS could support multiple authentication levels (i.e., 1-factor, 2-factor authentication
mechanisms) for all users and support imposing different authentication levels depending on the
classification of records being accessed and users’ roles within the system. For example, for users with
roles in user access management (i.e. security administration), the system could be able to be
configured to impose a 2-factor authentication mechanism.

The ERMS could support authenticating users with login/password credentials. If login/password
credentials are stored within the system's own components, they must be stored securely. The ERMS
could also support 2-factor authentication mechanisms.4.4.4 Authorisation
The ERMS should support a role-based authorisation model that allows linking its internal (applicative)
roles to external authorisation / access management mechanisms, such as, for example, Active
Directory group memberships and OpenAM.4.4.5 User Access Management
The ERMS should offer a dedicated interface for user access management operations. Access to this
interface should be restricted to users who have roles that are related to user access management
operations.4.4.6 Application Security
The ERMS should be developed in compliance with secure development frameworks. The ERMS
system's source code should be regularly audited by third parties for security vulnerabilities and audit
reports should be available. The ERMS should be regularly penetration tested by third parties and
audit reports should be available.4.5 Reliability
Reliability describes the internal integrity of the ERMS, its precision and accuracy, and its resilience to
defects, malfunctions and unexpected operating conditions.4.5.1 Availability, flexibility, resiliency and scalability
Uptime: the system must be robust, stable and have 99,9 % or better uptime during the European
Parliament's working hours. The system is considered being up only when it is working within the time
limits defined in Chapter 4.2.1.

Scalability relates to the performance and capacity of the system over time and under increasing load,
as the number of records grows along with the number of users and the consequent load on the
system.

The system must be easily configurable respective to the load at any time without downtime. It must
be possible to add application server resources (currently through a manual process) when needed
and to remove them when no longer needed. Stateless interfaces will allow this flexibility.

This scaling must be configurable without impairing the user or external application's experience (no
downtime, no loss of functionality).
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Only the server resources (and the capacity of the persistent layer) that the EP will be able to
instantiate should limit the number of concurrent users.

The application server resources must be easily spread across the EP datacentres. This distributed
design will ensure at the same time availability, reliability, flexibility, resiliency and scalability.

The following table shows the expected usage data of GEDA end 2017:

End 2017
(GEDA)

Number of users 7 000
Number of records 1 700 000
Number of records/year 100 000
Number of concurrent users (peak) 100
Number of applications using records management
services from ERMS

7

Concurrent users: users performing an action in the system at the same time.

The usage data of the ERMS end 2020 (the expected first complete year with the system deployed),
including records stored in GEDA and new records, registered both directly through the ERMS user
interface or from applications integrated with the ERMS, is estimated as follows:

End 2020
(ERMS - first
usage year)

Number of users 7 000
Number of records 2 200 000
Number of new records/year 500 000
Number of concurrent users (peak) 300
Number of applications using records management
services from ERMS

12

The number of users could increase if the ERMS would also be used in the future by political groups
or by other Institutions like National Parliaments, for instance for sharing records.

The ERMS must also be able to manage thousands of folders and millions of links between records
and folders.

In case EP needs to differentiate totally several organisations (e.g. MEPs, Administration, Secretary
General, etc), the ERMS could be split into separate “partitions”.4.5.2 Fault tolerance
Fault tolerance is the property that enables a system to continue operating properly in the event of
the failure of some of its components. If its operating quality decreases, the decrease is proportional
to the severity of the failure, as compared to a naively designed system in which even a small failure
can cause total breakdown.
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A fault-tolerant design enables a system to continue its intended operation, possibly at a reduced
level, rather than failing completely, when some part of the system fails.

The Tenderer is requested to explain in the open question 4.5.2 the ERMS fault tolerance capabilities
such as load balancing, redundancy or distributed design between two or more datacentres.4.5.3 Recoverability
As part of the documentation of the system, the Contractor must describe a detailed backup and
restore procedure. This procedure must allow the European Parliament's IT services to implement a
reliable backup scheme, allowing for full recovery of the system.

If, for any reason, the system must be rebuilt (e.g. based from the last valid backup), the overall
recovery time must be predictable (time to reconstruct an index proportional to the size of the
database...) and as short as possible, in phase with the expected RTO value.4.6 Compatibility
The picture below depicts some key components of the future records management architecture
solution in the EP. Please note that the picture is provided for just a high-level, generic introduction
to the Chapter 4.6. and it doesn’t contain all the systems integrated or the roles needed.

4.6.1 Co-existence
The Contractor has to confirm that when the ERMS is in production, it can share a common
environment and resources with other systems, without detrimental impact on them. For example,
mobile users may have limited bandwidth available, so the ERMS should not send unnecessary
information between the client and the server.
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Furthermore, the ERMS should work (at least with limited features) even if some non-critical systems
may be down. What’s more important, the ERMS should be able to cope with this kind of exceptional
situations and it should not crash unexpectedly.4.6.2 Interoperability
Although the European Parliament intends to limit customisations to the strict minimum, the ERMS
must be integrated to several other EP systems.

4.6.2.1 Integration with Authentication systems
The Annex III.2, “EP Development Standards Overview”, under chapter 1.7.5 (Applications security),
describes EP’s requirements and recommendations.

4.6.2.2 Integration with the Reporting system
EP needs to have good reporting features in the ERMS. These reports can be produced in several ways:

1. Directly from the ERMS system (either from ERMS database or from a separate reporting
database or reporting system) - in this case the reports can be implemented by the Contractor
(ready-made reports, customized reports) or in some cases by EP (assuming EP can
configure/customize the reporting features by itself).

 In general, it will be up to the Contractor to confirm that if the reports are done from
a production database, the reporting doesn’t have an effect in the performance of the
system as perceived by the ERMS users.

 EP would prefer that simple, statistical and status report would be available in the
ERMS system.

2. From a separate reporting system being used in the European Parliament: the Contractor will
be responsible for implementing the “must” reports mentioned in the chapter 3.6.5 and
Business Objects universe needed for these reports, while the European Parliament will be
responsible for other reports and universe enhancements, if any.

 EP is currently using InfoView on top of Business Objects XI for the reporting. ETL tool
(currently Talend) imports the required data to the reporting DB.

 ERMS should provide a clear, well-documented interface (web services, folders...) that
the ETL tool can use to fetch data from ERMS. The Tenderer will be responsible for
providing this interface with the relevant data, while EP will be responsible for
creating the ETL processes that will fetch the data from the ERMS.

4.6.2.3 Integration with Reference data system (CODICT)
CODICT is the EP’s reference database, which includes for example information about the staff and
EP’s organization. Integration with CODICT is necessary in order to allow the ERMS to manage access
rights according to users' position in the organization chart (e.g. folders may be declared accessible to
members of a given department, directorate, DG or the whole Parliament). Furthermore, the EP wants
to confirm that information is stored in one single place if possible, so that there is no need to update
redundant information in several places.

The Contractor must implement CODICT-ERMS integration via web services. ERMS has to call CODICT’s
RESTful web services (e.g. “Personne”, “Organigram”) and update corresponding ERMS information
based on the replies received. This update needs to be done at least every business day. Exact
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integration implementation details have to be agreed with the EP during the detailed planning of the
deployment project.

CODICT web service technical documentation is currently available in French only. The documentation
will be given to the Contractor when then ERMS contract has been signed. CODICT pre-production
environment will be accessible also from outside EP network.

4.6.2.4 Integration with Historical archives (Clavis)
The objective of the ERMS-Clavis integration is to transfer data continuously and permanently from
ERMS to Clavis. The transfer can be either time-triggered with low frequency or done ad hoc. During
the Analysis at least the following topics need to be agreed with EP:

 procedure to be followed: recognition of the records to be transferred, data quality checks
needed, corrective actions needed...

 data to be moved (metadata, files...)
 format to be used (e.g. XML files)
 actual implementation of the transfer (e.g. location where exported files shall be stored, if

batch transfer will be used)

If the exported data is not correct, Clavis has the right to reject the transfer and ERMS will be
responsible for fixing the data.

The integration between the ERMS and Clavis may be implemented using the same mechanism for
linking the ERMS with other applications (e.g. "web services"). Another possible alternative is that the
ERMS exports the objects in a format (e.g. XML), which can be then uploaded by Clavis.

The Contractor will be responsible for defining how to extract the correct data from the ERMS and
export/store/send it in the agreed format to the agreed location. EP will be responsible for importing
the data to Clavis.

4.6.2.5 Integration with scanners
EP is currently migrating the current Ascent Capture software to Kofax Capture v10, which will be
responsible for:

 Saving the document scanned by a scanner (currently the EP is using RICOH scanners) in a
specific folder;

 Extracting metadata from a document, barcodes or specific header pages being scanned and
saving the metadata to the same folder in a separate document.

The ERMS should be able to either:

a) fetch these scanned images and the metadata from these folders and attach them to a
document stored already in the ERMS, or

b) if Kofax Capture will not be used, somehow upload the scanned document, extract the related
metadata and create a new document in the ERMS from them or attach them to an existing
document stored already in the ERMS.
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4.6.2.6 Integration with client applications
As the ERMS is to be used as a back end application offering records management features to other
applications, it is of major importance that it will be easy to integrate the ERMS with both the current
EP applications and the applications that the EP will deploy during the lifetime of the ERMS.

The integration between the ERMS and the client applications has to be robust, flexible and easy to
use. Specifically, no ERMS customization should be required when the EP introduces a new client
application that will use the RM features of the ERMS.

The ERMS has to offer at least RESTful web services for the client applications. Other integration
possibilities will be considered as an advantage.

4.6.2.7 Integration with EP’s electronic signature solution
Currently EP is using a custom-build application to sign electronically documents requiring a high level
accountability, tracking or security. This application associates authenticated users with a deliberate
and explicit action to sign electronically a given document.

The ERMS must be able to integrate with the electronic signature application to capture any such
approval action and retain it as metadata.

4.6.2.8 Other integrations available
During the Deployment project, the Contractor should foresee the development of the integration to
one of the outgoing SMTP Gateways by using basic SMTP messages: the exact details regarding the
email sending have to be agreed during the detailed planning phase of the Deployment project.4.7 Usability
As the ERMS will be used by different kind of users, usability is a major concern. The system has to be
easy to learn and easy to use for different type of users (with different ICT skills, languages, physical
limitations etc.) doing different activities with different devices.4.7.1 Operability
The ERMS must be easy to operate and control. To that end, the ERMS could contain scripts or tools
to create anonymized test data from the production data and could also provide features to help
testing (e.g. by disabling all email notifications).4.7.2 User error protection
The ERMS should provide mechanisms that decrease the risk of users entering wrong information or
initiating wrong commands by accident. This is particularly important with the administrative actions
like deletion of data in ERMS.4.7.3 Accessibility
In order to make the use of the ERMS easier to staff with disabilities, the ERMS should comply with
"Level A" and could comply with “Level AA” requirements of Web Content Accessibility Guidelines
(WCAG) v 2.0 or newer.4.7.4 Remote access
As explained in chapter 3.6.8, a remote connectivity using reverse-proxy and user authentication is
available. The ERMS application must be accessible through a HTTP-based client (ideally a standard
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web browser), detect the type of platform the client is using and implement a “responsive web
design”.

The IP address range of the reverse-proxies or a specific HTTP header variable are ways to discriminate
the origin of the client and to apply the appropriate policy.

The reverse-proxy connectivity is limited in time, therefore, when the session expires, the browser will
receive a redirection (HTTP 302) to another login host. In applications using XMLHttpRequest (a.k.a
"AJAX" applications), it needs to handle this in order to inform the user accordingly.4.8 Technical deployment4.8.1 Accessibility
In pre-production and production environments, any installation, update, upgrade or patching will be
performed by EP's IT personnel only.4.8.2 Deliverables
Notwithstanding the conditions set out in the draft Framework contract (Article I.8 ‘Acceptance
Procedures’), and by means of a simple request at any point during the course of the contract, the
European Parliament must receive the necessary deliverables (application(s), scripts, configuration
files, licences, etc.) by electronic means (secured website, email, USB memory) or by CD or DVD
storage media. The instructions to install the necessary software (deployment guide) must be clear
and exhaustive in order to allow an EP IT official with no thorough knowledge of the product to
perform the required tasks.

The installation of the fully functional system (including all customisations) must be completed easily
and rapidly (requiring less than 8 hours).

A list of all codes or keys required for the whole ERMS system, as well as a list of serial numbers and
software versions, will have to be provided by the Contractor before the final acceptance date.

The ERMS should include measurement probes allowing an easy and early detection of the root cause
of a malfunction. The EP can provide a model for such probes (REST API, JSON format, list of
dependencies...)4.8.3 Documentation
In order for the deliveries to be accepted, full documentation, including a user manual, a technical
architecture description (hardware, software, network flows) and an operations guide, must be
delivered, in English, in both printed and electronic formats. Furthermore, a full update of the
documentation supplied at the time of acceptance should be delivered, in both printed and electronic
formats, detailing the system as it exists in the final four weeks of the Framework contract (including
all additional modifications and customisations).

On the servers’ side, the operations guide must detail the necessary preventive maintenance tasks
(“housekeeping”) to execute in order to maintain the system in its optimum condition. Scenarios of
common possible issues must be addressed and solutions must be provided. This operational guide
must be revised and updated upon every release, with the history of the changes included from the
previous ones.
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4.8.4 Functional, security and load testing
Scenarios must be set up by the Contractor following EP’s requirements, to test the application to be
compliant with the expectations (user acceptance). Functional regression between versions must be
identified, if any.

Similar requirement are needed for the load testing, where scenarios will describe a normal user
session that will be played concurrently and automatically by a testing system.

Security scanning will be performed by the EP on new releases: input validation errors : SQL injection,
cross-site scripting... ; race conditions ; privilege confusion : cross-site request forgery... ; privilege
escalation ; weak configuration....

The Contractor has to help EP with these testing phases. The EP may need support, for example, with
test data or workflow definition, or when evaluating whether some feature is an error or not.

The ERMS should provide or accept internal measurement probe (agents). This should allow an
external monitoring system to make recurrent health checks on the components of the application.4.8.5 Acceptation of changes
After any change and before each production deployment, EP’s personnel will perform a quality
assessment (functional and security testing) and a load testing. These tests must validate the quality
of the change before deployment in production. In case of rejection, a new corrected version must be
provided and undergo the same evaluation procedure.4.9 Portability
During the maximum 10-year contract period, the EP will likely have to change all the components in
the ERMS environment. For example, the hardware will likely change, operating systems will be
upgraded and application servers, databases and other support tools will get new versions or may
even be changed. As it is impossible to know all of these changes in advance, the ERMS has to be
flexible enough to accommodate these changes cost-effectively.4.9.1 Adaptability
The ERMS needs to be effectively and efficiently adapted for different or evolving hardware, software
or other operational or usage environments (e.g. adding new mandatory metadata).

Administrators should be easily able to modify the data structure and the properties of the objects
and to customise the interface for all users.4.9.2 Deployment
A straightforward procedure to restore the last backup (of all data contained in the system) onto a
fresh installation of the (server-side) application is required, in order for the EP staff to be able to
reinstall a fully functional instance on new hardware.4.9.3 Replaceability
The European Parliament has to be able to transfer the whole ERMS content (documents, metadata,
access rights etc.) to a new ERMS at one point in time.
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4.9.4 Cloud evolution
The provider must foresee a cloud-based “Software as a Service” solution, should the European
Parliament adapt the current policies to allow such a move. This requirement emphasizes the need to
avoid any modification to the ERMS (off-the-shelf) software package that could prevent such a
potential future move ( 4.3 §4, 4.6.2, 4.6.2.6 §2).5 Services
This Chapter defines the services the EP wants to have from the ERMS Contractor. Maintenance and
service management services start when the EP has accepted the ERMS delivery and starts to use the
ERMS in Production environment in production use. The EP can order services from the Contractor
already during the deployment project, if needed.

The ordering process will be initiated by the European Parliament via a Request for offer form sent to
the Contractor describing the required services.  The offer must be submitted to the European
Parliament within 10 working days from receipt of this request. The European Parliament will then
have 10 days in which to provisionally confirm acceptance. The process completes with the signature
of a Specific contract or an Order form. (i.e. an order).

In any case, EP reserves the right to reject an offer following a request for offer if it considers that the
requirements are not met in that offer.

The Contractor must have the capacity to carry out in parallel several individual orders. The Contractor
must be capable of providing the services ordered rapidly and with a high degree of quality.

The Service Level Agreement, place of work, acceptance of work and other aspects of the service
required will be defined in the request for offer.5.1 Features
The following table summarizes the key features of different services.

Service Location Contract type Profiles

Maintenance N/A Fixed price
N/A (Contracted as a service, the
Contractor has the responsibility
to choose correct resources)

Technical
assistance

On-site Time & means, ad hoc work order Product expert (emergency
support)Off-site

Training On-site Fixed price, ad hoc work order Trainer
Off-site Fixed price, ad hoc work order Trainer (course design)

Consultancy On-site Time & means, ad hoc work order Project manager, Analyst,
Developer, TrainerOff-site Fixed price, ad hoc work order

Configuration,
customization
and
application
development

On-site Time & means, ad hoc work order

Project manager, Analyst,
Developer

Off-site Fixed price, ad hoc work order

Near-site Fixed price, ad hoc work order

Service
Management Off-site No separate contract N/A
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The following table describes the minimum requirements for each of the profiles mentioned above.

Profile Seniority Minimum requirements

Project
Manager

Senior Professional experience: 7 years, of which at least 50% as a project
manager. Five years of DM/RM/ECM experience.

Junior Professional experience: 3 years, of which at least 50% as a project
manager. One year of DM/RM/ECM experience.

Analyst
Senior

Professional experience: 7 years, of which at least 50% as an analyst. Five
years of DM/RM/ECM experience with the ERMS being offered by the
Tenderer. Three years of experience relevant with the IT environment
used at EP (see the annex “European Parliament IT environment”).

Junior Professional experience: 3 years, of which at least 50% as an analyst. One
year of DM/RM/ECM experience.

Developer
Senior

Professional experience: 5 years, of which at least 50% as a developer.
Three years of DM/RM/ECM experience with the ERMS being offered by
the Tenderer. Three years of experience relevant with the IT environment
used at EP (see the annex “European Parliament IT environment”).

Junior Professional experience: 2 years, of which at least 50% as a developer.
One year of DM/RM/ECM experience.

Trainer Senior
Professional experience: 5 years, of which at least 50% as a trainer. Two
years of DM/RM/ECM experience with the ERMS being offered by the
Tenderer.

Product
expert Senior Professional experience: 5 years, of which at least 50% as a product expert

with the ERMS being offered by the Tenderer.

All persons need to have good English skills (at least B level according to the Europass Language
Passport) and concrete previous experience of the ERMS being offered by the Tenderer. Additionally,
there is a requirement for each person with a

 “Junior” role to have at least 2 years post-secondary education in a ICT related field, or
equivalent background knowledge and experience, and

 “Senior” role to have university degree (minimum 4 years post-secondary education or
recognized as duly equivalent as per the Bologna process) in an ICT related field, or equivalent
background knowledge and experience.

If the person does not have the required education, two years of recent (max. 5 years ago) experience
in the RM domain will be considered equivalent to one year of studies.

If the EP realizes that the resource working on-site doesn’t have the minimum required skills or isn’t
for one reason or another able to do the work contracted effectively or efficiently, the EP may request
the resource to be changed immediately. In this case, the Contractor will have to provide a 10-day
hand-over from the old resource to the new one free of charge. However, in any case the hand-over
period may not be longer than what the resource being replaced has worked at the EP.5.2 Maintenance Services
The Contractor shall perform the Maintenance Services, including repairing defects, creating and
updating baseline documentation for the ERMS and all other life cycle support activities.

The scope of Maintenance Services includes:
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 Fixing defects (except to the extent such defects are subject to Section 5.3 Warranty Services)
 ERMS support and any miscellaneous effort not dedicated to a specific enhancement
 Triage and investigation of Incidents regardless of whether it may result in an enhancement

in the future
 Code fixes to resolve Incidents that stop or hold ERMS processes.
 General ERMS Administration
 Features and functionalities configured or customized by the Contractor.5.2.1 Incident Management

The Contractor will provide Incident Management Services in the form of Tier 3 Support. This includes
supporting activities associated with restoring normal application operation as quickly as possible and
minimizing the adverse impact on business operations of the EP so that the best possible levels of
service quality and availability are maintained.

The primary activities of Incident Management include:

 Incident classification and initial support
 Incident investigation and diagnosis
 Incident escalation
 Incident resolution and recovery
 Incident ownership, monitoring, tracking, and communication

The Contractor shall provide knowledge capture and transfer regarding Incident resolution procedures
to support the objective of increasing the number of Incidents capable of being resolved by Tier 1
Support.

The following table further identifies the Incident Management Services that The Contractor will
perform.

Incident Management Roles and Responsibilities The
Contractor

EP

1. Establish Incident Management policies and procedures. X

2. Review and approve or reject Incident Management policies and
procedures

X

3. Resolve Incidents on the first call in accordance with knowledge
database documents, and configuration database(s)

X

4. Identify and classify Incident Priority and handle according to agreed-
upon Incident response procedures

X X

5. Escalate Incidents to the appropriate next-tier service group within the
Contractor, EP, or third-party supplier.

X X

6. Provide Tier 1 and Tier 2 Support to inquiries on the features,
functions and usage of the ERMS

X

7. Provide Tier 3 Support to inquiries on the features, functions and
usage of the ERMS

X

8. Participate in Incident review sessions X X

9. Update the progress of an Incident’s resolution within the associated
tracking system/s through to final closure.

X
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10. Document solutions to resolved Incidents in central knowledge base.
Accurately update all information pertinent to trouble ticket including
general verbiage, codes, etc.

X

11. Maintain current and historical records of the Incidents and the
resolution of those Incident for the life of the Framework contract and
provide reporting and trend capabilities

X

12. Determine wherever possible whether an Incident should be treated
as a Problem (e.g., whether preventive action may be necessary to
avoid Incident recurrence) and, in conjunction with the appropriate
Support Tier, raise a Problem record to initiate action.

X

13. Conduct follow-up with EP end user or other staff who reported the
Incident to verify that the Incident was resolved to their satisfaction.

X

14. Close out Incidents that were resolved satisfactorily X

5.2.2 Problem Management
The Contractor shall provide Problem Management Services to minimize the adverse impact of
Incidents on EP’s business caused by Problems within the Applications to prevent recurrence of
Incidents by determining the Problem causing such Incidents so that the Contractor can initiate actions
to improve or correct the situation.

The Contractor shall provide reactive Problem Management Services by diagnosing and solving
Problems in response to one or more Incidents that have been reported through Incident
Management and provide proactive Problem Management to identify and solve Problems and known
errors before Incidents occur in the first place, including performing predictive analysis activities,
where practical, to identify potential future Problems, develop recommended mitigation plans, and
implement approved corrective mitigation actions and processes. The Contractor will also maintain,
update and disseminate information about Problems and the appropriate workarounds and
resolutions, so that the number and impact of Incidents occurring within the ERMS is reduced over
time.

The primary activities of Problem Management include:

 Problem control
 Error control
 Proactive prevention of Problems
 Identifying trends that could result in Incidents or Problems
 Performing major Problem reviews
 Providing Problem Management reporting

The Contractor shall provide Problem Management Services for all Problems that are determined to
be related to the ERMS. The Contractor shall also provide coordination and assistance to the EP and
third-party Suppliers in performing their Problem Management functions related to the ERMS.

The following table further identifies the Problem Management Services that the Tenderer will
perform.
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Problem Management Roles and Responsibilities The
Contractor

EP

1. Develop and implement policies for Problem Management and root-
cause analysis (“RCA”) (e.g., events that trigger an RCA)

X

2. Review and approve or reject policies for Problem Management and
RCA

X

3. Review and approve or reject workarounds for implementation, as
appropriate

X

4. Participate in Problem Management review meetings and review and
approve or reject recommendations for actions, where appropriate

X

5. Coordinate with appropriate Incident Management teams and take
ownership of Problem Management activities of all Problems that
reside in the Contractor’s area of responsibility

X

6. Conduct proactive trend analysis of Incidents and Problems to identify
recurring situations that are or may be indicative of future Problems
and points of failure

X

7. Track and report on Problems and trends or failures and identify
associated consequences of Problems

X

8. Develop and recommend corrective actions or solutions to address
recurring Incidents and Problems or failures, as well as mitigation
strategies and actions to take to avert potential Problems identified
through trend analysis

X

9. Identify, develop, document, and recommend appropriate
workarounds for known errors of unresolved Problems and notify
Incident Management and all other appropriate EP stakeholders of its
availability, if approved by the EP

X

10. Provide Problem Management reporting as required by the EP X

5.2.3 Preventive Maintenance
The Contractor shall perform Preventive Maintenance Services to diagnose and correct latent
Problems and other errors in the ERMS. Preventive maintenance covers events that, if not addressed
proactively, could impact the ERMS in production, including:

1. Changing business volumes, as advised by the EP from time to time
2. Providing the most current release to the EP
3. Providing recommendations and support for proactive performance tuning
4. Providing recommendations and support for proactive archiving
5. Providing recommendations and support for special testing in events, such as:

a) Public holidays
b) End of financial year
c) End of calendar year
d) Daylight saving time

5.2.4 Adaptive Maintenance
The Contractor shall provide Adaptive Maintenance Services so that the ERMS performance is not
affected by changes to interfacing applications, new applications or packages and technical
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environment changes, that, if not addressed proactively, could impact the ERMS in production, such
as:

1. Upgrades of third-party software or tools, including operating systems or database
software:
a) Version Upgrades: The Contractor shall maintain the ERMS so as to execute without

degradation or error as the underlying operating system or database are upgraded by
the EP from one version to another within the same release, e.g., from 10.X to 10.Y
(release.version).

b) Release Upgrades: The Contractor shall maintain the ERMS so as to execute without
degradation or error as the underlying operating system or database are upgraded by
the EP from one release to another, e.g., from X.0 to Y.0 (release.version).

2. New, changed or replaced equipment
3. Interface changes5.2.5 Perfective Maintenance

The Tenderer shall perform Perfective Maintenance Services to optimize performance of the ERMS,
with particular focus on areas including: general performance tuning (e.g., to improve ERMS response
time), database performance tuning (e.g., storage space, query refinement), etc. Tool or script
development to make the Maintenance Services more productive or labor-saving is included in this
category.5.3 Warranty Services
The Contractor shall, at its cost and expense, perform Warranty Services during the Warranty Period
(12 months), as further described in this Section. Warranty Services include any activities necessary to
repair configuration and customization problems to enable the ERMS to perform in accordance with
the Technical Specifications.

The Contractor will repair the package application, configurations and customizations developed by
the Contractor provided that:

 The Problem or other nonconformity, inadequacy, defect, bug or deficiency related to any
Contractor-developed configuration or customization are discovered within the Warranty
Period; and

 The root cause analysis indicates that the Problem or other nonconformity, inadequacy,
defect, bug or deficiency was caused by configuration, customization or design created or
introduced by the Contractor

The Contractor shall fully correct the Problem or other nonconformity, inadequacy, defect, bug or
deficiency unless otherwise approved in writing by the EP, and the corrected configuration or
customization shall be appropriately tested to verify that no regression errors are introduced.

The Contractor shall update all appropriate Documentation in connection with performing the
Warranty Services. The Contractor will provide monthly reports showing the amount of Warranty
Services (number of Problems and hours to correct).
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5.4 Training
The Contractor is required to deliver a training program that is comprehensive, relevant and facilitates
the learning process of different users. The training program must be thoroughly organised and
documented and must include specific training courses for different audience groups.

The training program must cover the entire range of the ERMS components used in EP and correlate
the functionalities to the actual job tasks for each audience group.

The training must be based on a “hands-on” approach in a protected environment that emulates the
live ERMS using actual case scenarios. The maximum ratio of trainers to students will be 1:16.

To the extent possible, training must be provided to users just before their service is scheduled to
implement the ERMS. Training materials, delivery and results must be continually monitored and
reported to ensure a consistent level of quality.

The Contractor may be required to conduct separate and dedicated training to the staff designated by
EP to serve as support trainers for the implementation of the ERMS across EP services.

To support training for occasional users, the Contractor must provide an e-Learning facility in full
compliance with SCORM standards at least in English. The eLearning should be compliant with
portable devices which have a screen of at least 5 inches.

The training courses shall be held on-site at EP premises, but the course design may be done at
Contractor’s premises.5.4.1 Training for technical personnel
Specific technical training for key members of the European Parliament’s technical staff, dealing with
standard service procedures (such as backup, failover, etc.), and an in-depth overview of the
configurable parameters of the system (allowing the European Parliament’s technical staff to
implement small changes directly at the request of users) must be provided. The Contractor should
specify the number of days of training required for technical users to obtain a suitable level of
expertise.5.4.2 Training for system administrators and superusers
In-depth training for system administrators and superusers, which focuses on both practical and
theoretical issues (underlying data model and design philosophy), must be provided.5.4.3 Training for end users
The Contractor may be requested to provide end-user training. In that case, the latter must be
delivered on-site in the three places of work of the EP, according to the following approximate
distribution: Brussels 4400 staff, Luxembourg 2400 staff and Strasbourg 200 staff.  The needed training
for EP Information Offices’ staff in the EU member countries can be supplied by videoconference from
Brussels or Luxembourg. The logistical organisation of videoconference sessions will be facilitated by
the EP.

If the Contractor is requested to provide end-user training, concise and practical training must be
provided to personnel who use the ERMS to perform his/her day-to-day business functions. The
training must ensure that the functions and benefits of the ERMS are widely understood.  The training
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should not only focus on the IT functions of the ERMS but should also explain policies and place
procedures and processes in a context that gives users an appreciation of why they are required.

Train-the-trainer workshops may also be organised to build a pool of EP instructors who can train end-
users. In that way, multiple instructors can teach the same course at the same time.5.4.4 Ad hoc training courses
Training is most effective when it is tailored to the needs of particular groups of staff (managers,
secretaries, desk-officers, records managers...) or, in some cases, individual staff members.

The tender must include the option for delivering ad-hoc training courses, including on-the-job
courses for specific groups or persons.5.4.5 Training materials
Specific training material for each type of training must be provided in English (and preferably also in
French), in both printed and electronic format (pdf).

Written hand-out materials provided during training must include a detailed description of each topic.5.4.6 Information sharing between customers
The EP will appreciate any information and experience sharing between the different organizations
using the ERMS.5.5 Consultancy
EP may need consultancy services in Luxembourg, Brussels and Strasbourg for any question related to
hardware, software, other services or for any other aspect of the implementation or use of the ERMS
at the EP. Consultancy services may be required in particular to evaluate the business requirements
and to configure/parameterise the ERMS according to the specific needs of EP.

Furthermore, the Consultancy Service may be requested for the ERMS version migrations or when
other similar large-scale changes are being introduced at the EP.

On-site interventions may also be necessary for the installation of updates to allow for specific issues
to be discussed with the users of the software, or for other reasons, at the demand of the European
Parliament.

Also “Termination Support” services can be ordered under the Consultancy services. Termination
support service may take place when the EP is moving from the ERMS to a new system. In this case,
the Contractor has the responsibility to provide EP with enough competent resources to make this
transfer both efficient and effective.5.6 Configuration, customisation and application development
It is foreseen that the ERMS as such may not fulfil all the document/records management or workflow
related features the users may be requesting. Thus, the Contractor has to provide EP with a service to
configure, customise and to develop applications by using ERMS technologies. In this on-site, in
Luxembourg or Brussels, service, three different kind of services may be required:

1. Configuration of the ERMS (e.g. introducing new metadata and a specific workflow to fulfil
the needs of some DG).
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2. Customization of the ERMS (e.g. integration with other EP applications).
3. Minor application development on top of the ERMS or by using the ERMS technologies in

order to fulfil the customer requirements that cannot be provided by just configuring or
customising the system. As an example, the Contractor may be required to develop a client
application that supplies all or some of the following functionalities:

 a high number of specific custom metadata, both at the level of documents and folders
 folders with different retention periods
 full-text search and combined search on metadata
 generate individual files (pdf, word, excel...) based on predefined templates and

containing metadata
 generate and save customizable reports on metadata
 assign and notify actions with deadlines to users
 generate user dashboard with a summary of records, actions and deadlines
 automatic filing of records base on predefined metadata
 a specific web-user interface.

The warranty period as well as the maintenance, support, consultancy and training provided
on any development performed by the Contractor under this framework contract shall be
based on the same terms as the ones defined for the ERMS.5.7 Service management

EP foresees that the ERMS Contractor will be in a critical role regarding the overall functioning of ERMS
and performance of Records Management process at EP in general. Thus, a formal Service
Management for ERMS is needed.

The Contractor must provide a team of people responsible for the different aspects of the ERMS
(security, performance, capacity, change management,...) in order to discuss the outstanding issues
and upcoming events that could affect ERMS service. An escalation procedure should also be provided
in order to address potential disagreements between EP and Contractor’s teams.

The Contractor must also provide monthly reports with information about all interventions during the
previous month and be available for monthly brief service status meetings that could be held over
videoconference connection.6 Deployment project6.1 Project scope
The Deployment project starts when the framework contract is signed between EP and the Contractor
and ends when the EP has accepted all the deliverables.6.1.1 Included
The Deployment project includes all necessary steps for the actual implementation of the ERMS at the
European Parliament, which includes actions assigned to the Contractor and actions to be performed
by EP, like the purchase of hardware, the upload of the filing plan or updating internal records
management guidelines.
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The Tenderers should pay attention to the fact that not all tasks can be done off site. For example,
configurations and customizations related to security domain (WebSSO authentication,) may have to
be done within EP network, as not all information or files can be taken out of EP premises. Exact
location of the activities shall be defined during the analysis and detailed planning phase of the
project.6.1.2 Excluded
The following work is excluded from the “Deployment project” scope:

 Development of client applications (if something should be developed, it will be contracted
separately under “Configuration, Customisation and Application Development” service (see
Chapter 5.6)

 Training for normal end users (if the Contractor is requested to provide end-user training, the
service will be contracted as a separate service with a specific contract or an order form).6.1.3 Changes to the scope

The EP understands that the specifications within this call for tender cannot be complete, without
knowing the ERMS system. Moreover, several sections of this document describe the needs of the
Parliament and the result expected without specifying in detail how the functionalities must be
supplied.  That is why

 The project has an Analysis and detailed planning phase, where the specifications are adjusted
together between the EP and the Contractor

 The project will be split into several iterations (see Chapter 6.3.1), and the EP is able to test
the ERMS at the end of each iteration and further fine-tune the specifications. It should be
understood that during the testing of the iteration the EP may need to introduce minor
adjustments to the specifications if it becomes clear during the testing that the business
process is not effectively or efficiently implemented.  The adjustment of specifications may
involve customisations of the software but no new developments of core functionalities.

Furthermore, the Contractor is required to reserve one full month from the project calendar for the
implementation of the Change Requests that the EP may raise during the project. The Change
Requests, if any, will be ordered within the “Configuration, customisation and application
development” service separately. It should be noted that minor fine-tuning of the requirements done
during the project iterations won’t count as Change Requests.6.2 Resourcing
The Contractor must setup a dedicated team for the Deployment project. The team must include at
least persons working under the following roles:

 Project manager: overall responsibility and coordination of the work and resources
 Analyst: analysis of EP requirements
 Architect: technical design of the solution
 Development Specialist: installation, configuration, customisation (including migrations) and

data migration
 Tester: functional and non-functional testing of the solution deployed
 Trainer: training of all the other persons except the normal end users
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From project inception to completion, Contractor’s Project manager is required to be present during
working hours at the European Parliament’s premises in Brussels for an average of at least two days
per week (adjusted in respect of holidays and closing days at the European Parliament’s premises)
during all stages of the project. The on-site presence required of the rest of the team will be defined
in a Deployment project’s Project plan.

In the project plan, the tenderer is required to specify the members of its staff that is proposed and
guaranteed to be present during each stage of the project, and provide a description of the project
team’s composition, skill levels and expertise, keeping in mind the stated minimum requirements.

EP will provide the Contractor a shared office space for the work foreseen to be done on-site premises.
EP will provide PCs for the work that needs to be done in EP network (e.g. application testing in EP
environment.)6.3 Project Organization6.3.1 Project iterations
It is required that the proposed Deployment project contains at least 3 iterations, at the end of which
user feedback is gathered and analysed, and specifications may be fine-tuned. EP does not believe
that with traditional, water-fall type of project all requirements can be effectively gathered. The users
and other stakeholders need to have the possibility to give additional comments after they have seen
the ERMS and been able to test it a bit.

Each iteration will contain several phases (see the following chapter).6.3.2 Project phases
A project phase contains interconnecting chunks of work (activities, work packages...), thus making
the project easier to monitor and control. Each project phase should have at least one formal delivery,
which need to be evaluated by the EP.

Project phases may be overlapping. Several iterations may contain same project phases, e.g. phase
“Installation” may be in all iterations.

The following chapters define the main phases of the Deployment project as currently foreseen by the
EP. The Tenderers can propose different phases, if needed.

6.3.2.1 Analysis and detailed planning
No later than one month after the signature of the contract, the Contractor is required to present a
detailed project plan for the Deployment project. The project plan needs to be approved by EP.

The plan will list the needed prerequisites for the implementation of the ERMS. The plan will specify
the resources (both Contractor and EP) required to accomplish each task and the criteria for successful
completion (“user acceptance”).

The Contractor has to provide “Detailed technical architecture” document (for which a template will
be provided by EP) for EP’s approval during the Analysis phase.

The plan will take into account hardware requirements and in particular the acquisition of new or the
upgrade of existing hardware. The plan will also take into account specific requirements for each
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workplace of the Parliament (Brussels, Luxembourg, Strasbourg and Offices in the European Members’
countries).

The analysis phase must include the study of the best suited approach to deploy the ERMS: progressive
implementation of ERMS modules, parallel implementation of the system in several Directorate
Generals, one-time implementation or any other option. The analysis phase must also include a
detailed study of EP requirements (to be done on-site with Contractor’s analyst), gathering the
additional information that is needed by the Contractor for configuring/customizing the ERMS (e.g.
what is the maximum file size, how many levels are allowed in the filing plan, ...).

6.3.2.2 Installation
The EP will have several environments available for the ERMS. The Contractor’s resources on-site have
to install the ERMS to the DEVELOPMENT environment, while the system installation to other
environments (e.g. TESTING, TRAINING, PRE-PRODUCTION and PRODUCTION) will be passed to the EP
(see chapter 4.8).  The Contractor has to give off-site or on-site assistance for these deployments in
case EP has any problems.

6.3.2.3 Configuration and customization
In this phase the following work needs to be done:

 Configuration/parameterization of the system to fulfil the requirements stated in the signed
contract and other minor adjustments agreed during the Analysis;

 Introduction of the reference data required (e.g. filing plan, the functional classification
scheme and folders);

 Implementation of different integrations (see chapter 4.6.2).

6.3.2.4 Data migration
Before the ERMS goes in production, the records stored in GEDA have to be migrated to the ERMS so
that GEDA may be abandoned. Thus, when the roll-out of the ERMS is completed, GEDA will be
available neither for registering nor for consulting record cards.

This effort should be entirely borne by the Contractor, in close cooperation with a contact person from
the European Parliament’s IT service, which hosts the current GEDA database.

In the open question 6.3.II of the Annex VI.2, the Tenderer should propose the method and the
timeline for performing the transfer of data (i.e. the approach for the definitive switchover to the new
system and the approach for preliminary tests).

6.3.2.5 Testing and pilot
The Contractor has to confirm that the system works properly at EP environment. When this has been
done, the EP will start the testing of the system. These tests will include for instance, system and
integration testing, functional testing, performance testing, security testing and user acceptance
testing (see chapter 4.8.4). When EP is testing the system, some on-site presence of the Contractors
personnel (Analysts, Development Specialists, Testers) should be foreseen.

6.3.2.6 Training and hand over
Within the context of the Deployment project, the Contractor has to provide training to the following
users:
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 Persons involved in the piloting or testing of the application; or persons that are part of the
EP’s ERMS project team (normal training)

 Super-users/administrators of the ERMS (detailed training)
 Persons responsible for the maintenance, support and operations of the ERMS

These training shall be held as a classroom training in Brussels and Luxembourg.

End-user training will be covered under the Training Service (see Chapter 5.4) or it may be done by
the EP or a third party. On-going training after end of deployment is not covered in the Deployment
project.

The project plan will list the courses that will be delivered during the deployment, a brief description
of the content of each course, a course sequence and a proposed schedule.

Supporting materials must be delivered, as specified in Chapter 5.4.5.

The Contractor is also required to provide EP with all necessary documentation and information for
the handover of the ERMS. This includes all needed information at least on setup, system
configuration, process flow, technical requirements, functional features, dependencies and
limitations of the ERMS. The exact material will be defined by the EP during the Analysis phase.6.4 Scheduling
As the current GEDA system doesn’t fulfil all the internal records management requirements, the
ERMS should be in production use as soon as possible. The latest end date of the roll-out of the ERMS
in production in the first pilot department is 15 months from the contract signature. The ERMS should
be in production in the whole EP no later than 21 months from the contract signature.

The ERMS must be deployed in the DEVELOPMENT environment with all needed customisations not
later than 12 months from the contract signature.

The Contractor is required to include in the project plan a detailed planning for the deployment,
including the delivery time and deliverables for each project phase, for the migration of data from
GEDA and the customisation/configuration of the functionalities. The schedule defined in the Project
Plan must contain key milestones.6.5 Project management and governance
The Tenderer will appoint a dedicated Project manager to the Deployment project, who will be
responsible for all tasks assigned to the Contractor. The Project manager will work in close co-
operation with the Project manager of the European Parliament, who will act as an interface for
activities required from the European Parliament and will ensure the availability of the key
stakeholders.

The Contractor is requested to use the project management methodology and documents used at the
European Parliament (currently PMM4EP, which is a standard PMI/PMBOK-based methodology and
may be replaced with a similar one). The Contractor will be responsible for drafting all documents that
are related to the work under its responsibility. Document templates will be provided to the
Contractor during the Deployment project’s kick-off meeting. Contractor’s own template may be used
if agreed between the parties in written form in advance.
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6.6 Risk management
The Contractor must identify and inform EP during the whole contract period about the risks and
specific actions to be taken in the event any of the tasks carried out in the Deployment project fails or
needs to be altered at any point. Furthermore, the factors and background information to be used for
decision making (including internal risks to the Contractor or risks related to possible out-sourcing)
needs to be communicated between the parties.

The project plan will describe the procedure to be used to manage risks.  The procedure should list
and assess the risks, and identify mitigation and contingency measures.  The procedure should also
specify who is responsible for risk management and when risk situation is regularly considered (e.g.
at each project status meeting), etc.6.7 Communication management
It is necessary to ensure that all information is available to all those who need it across the Institution,
including both end-users and specific audience groups.

The project plan will specify what information will be provided to which type of users and how
information will be communicated. Communication channels (face-to-face, e-mail, training,
newsletter, intranet, social media, etc.) need to be effective for each type of audience.

With regard to internal communication between Contractor’s and EP’s project team, the project plan
will schedule regular meetings, ad-hoc milestone meetings and will specify who will participate in
those meetings.

The Contractor should provide a weekly status report on the follow-up of the deployment.  A weekly
meeting between the two project teams should take place during the whole Deployment project.7 Annexes
7.1 Glossary

Term Definition

ACL Access Control List, list of permissions granted to users or system processes on
a given object.

Administrative
retention period

The period of time following the closure of a folder for which the department
concerned is required to preserve it on the basis of its administrative needs
and the associated legal requirements.

Archives

A collection of documents, kept in folders, to be preserved by the Parliament
and its departments in the framework of their activities, either for a limited
period of time (current archives and intermediate archives) or permanently
(historical archives).

ARP See Administrative retention period

Clavis The information system that stores the Historical Archives of the EP.
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Client
application

An application that is using the records management services offered by the
ERMS.

CODICT EP’s central reference database, which contains information about e.g. persons
and EP organization

Configuration

Changing the behaviour, features or looks of the application e.g. by editing
configuration files to adjust parameters in the database via admin GUI. If a new
version of the system is installed, there should not be any need to re-configure
the system. Also known as parameterization.

Contractor A successful Tenderer in this ERMS procurement. A company with whom EP
has signed a Framework contract regarding the delivery of this ERMS.

Customization

Changing the behaviour, features or looks of the application by changing either
the source code of the ERMS or by introducing additional pieces of code (e.g.
implementation of an external integration). If a new version of the system is
installed, there is a need to confirm that the customization is still working and
in some cases, re-customize the system again.

DG Directorate General of EP

DM Document Management

Document

A document is the combination of content and metadata (i.e. metadata are
considered part of the document).

The content may be written on paper or stored in electronic form or as a
sound, visual or audio-visual recording that is drawn up or received by the
European Parliament, by one of its representatives or by a member of its staff
in the performance of his or her duties and that concerns the activities of the
European Parliament.

A document may be composed of several items (e.g. cover note and annexes),
in which case the document is called compound document.

ECM Enterprise Content Management

EP European Parliament

ERR Electronic Register of References: web portal to which a set of documents of
the ERMS are transferred for publication.

EUCI European Union Classified Information

Folder The aggregation of documents related to a single action or case.

Filing The operation whereby documents are organised in folders.

Filing plan
A structure made up of a number of interlinked headings at several hierarchical
levels, allowing for the intellectual organisation of Parliament’s folders on the
basis of its activities.

Functional
classification
scheme

A poly-hierarchical structure fully based on the functions, activities and tasks of
an Institution. Each functional class is a unique set of keywords that represent
specific activities. The functional classes are uniquely linked to a category of
the common retention list.
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GUI Graphical User Interface

Incident
Any event or occurrence that is not part of the standard operation of an
application and that causes or could cause an interruption to, a reduction of
quality in, or any other adverse effect on such application.

Near-site

Work is performed in the Contractor's premises located out of the European
Parliament premises but at an adequate distance so as to be able to be on site
within a maximum of two hours.
The two hours distance is to be understood as the maximum time allowed
from the time of the request for on-site presence by the European Parliament
to the arrival time to the European Parliament premises.
With the near-site work, the EP may request the Contractors resources to be
on-site for some specific tasks that require presence in EP premises (e.g.
meetings with end users, testing of the ERMS in EP environment...).

Object Term which refers to different components of the ERMS (records, folders,
headings of the filing plan, functional classes...).

Off-site Outside of European Parliament premises. The execution of the work will take
place in the Contractor's premises.

On-site

All the European Parliament premises located in Brussels, Luxembourg and
Strasbourg. Data Centres located in the proximity of the cities of Brussels and
Luxembourg are to be considered as part of the European Parliament premises
to which they are linked, thus integral part of them.

Problem Underlying or original cause of one or more Incident(s).

Profile Work function associated with specific qualifications and professional
experience.

Record

Combination of content and metadata (i.e. metadata are considered part of
the record).

The content may be any "information created, received and maintained as
evidence and information by an organisation or person, in pursuance of legal
obligations or in the transaction of business"4. This term is used synonymously
with "registered document".

A record may be composed of several items (e.g. cover note and annexes), in
which case the record is called compound record.

Registration
The operation whereby documents drawn up or received by the European
Parliament can be identified using a single reference and are no longer
modifiable by normal users.

RM Records Management

Role
Position that allows particular members of staff to perform a number of
functions.

Service Request Request for information, advice, support service or a change, or for access to
an IT service or component, from the EP support personnel. A ticket is opened

4 ISO 15489‑1:2001, 3.15
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for every Service Request, which is used to track each open Service Request
from initiation through closure.

Tenderer A company that sends its tender for this ERMS procurement.

Tier 1 Support

First level support provided to EP’s users for purposes of recording, tracking,
resolving and reporting Incidents, and coordinating with Tier 2 Support and
Tier 3 Support with respect to Incidents or Problems that have been escalated
to Tier 2 Support and Tier 3 Support. Tier 1 Support will check the knowledge,
incident, problem, etc. databases for known fixes and/or workarounds.

Tier 2 Support

Second level support that addresses and resolves Incidents or Problems
escalated by Tier 1 Support, including by developing workarounds but
excluding any modifications to underlying Application code. Tier 2 Support has
Application subject matter expertise.

Tier 3 Support
Third level support that addresses and resolves Incidents or Problems
escalated by Tier 1 Support or Tier 2 Support, including by modifying
underlying Application code to provide fixes.

Warranty
Period 12 months

Working hours Monday to Friday 8 am to 6 pm


