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Electronic signatures 
Electronic signatures have been in use for a while, but it is not always obvious which specific type of signature is 
required for which process, and when they cannot be used. Neither is it clear whether electronic signatures 
protect users' interests as well as their handwritten equivalents. In its 2014 regulation on electronic identification 
and trust services for electronic transactions in the internal market, the EU offered some answers on electronic 
signatures' legal effect, but did not harmonise every aspect. The regulation is currently being updated.  

Introduction 
While handwritten signatures have been used for centuries, in recent decades a growing number of 
individuals, businesses and governments have opted for electronic signatures. Ways of providing an 
electronic signature range from scanning a handwritten signature on a document, to using one of many 
e-signature websites or apps. These are used, for example, when signing purchase, rental, insurance or 
employment contracts and loan agreements. In addition to the term 'electronic signature', other terms are 
used such as 'digital signature', 'e-signature', 'advanced electronic signature' or 'qualified electronic 
signature'. The terminology can be confusing for users.  
Electronic signatures have many benefits. They allow users to conduct processes quickly, cost-effectively 
and sustainably. Furthermore, artificial intelligence is making their use easier, by preparing documents for 
the signing process. Automation software and search tools can also help to archive, delete and find 
electronically signed documents, without the need to use binders and office space. Certain types of 
electronic signatures also offer additional security. As highlighted in a recent study, the main obstacle to 
wider use of electronic signatures is the legal uncertainty regarding their validity and effectiveness. It is not 
always clear which transactions can be carried out effectively with electronic signatures (and with which 
type of electronic signature). 

Electronic signature market  
Although it is difficult to get reliable information on the size of the European electronic signature market, it 
is expected to grow significantly in the coming years. Market intelligence and consulting firm IDC has 
estimated that the European electronic signature market could grow (in revenue terms) by 25 % over the 
next five years. However, it still needs to be seen, in some cases, whether or not the adoption of electronic 
signatures was a temporary measure owing to the pandemic. IDC also highlights the fragmented nature of 
this market. Major companies in the market include DocuSign, Dropbox, airSlate, Adobe, PandaDoc, 
Namirial and Thales Group.  

Types of electronic signatures 
The current legal framework for electronic signatures in the EU is set out in the 2014 Regulation on 
electronic identification and trust services for electronic transactions in the internal market (the eIDAS 
Regulation). Before that, the EU-level legal framework for electronic signatures and certification services 
was provided by the e-Signature Directive, dating back to 1999. One of the goals of the 2014 eIDAS 
Regulation was to remove the inconsistencies that appeared in the implementation of the e-Signature 
Directive. The eIDAS Regulation is binding and has applied directly to all EU Member States since 2016.  
The 2014 eIDAS Regulation differentiates between three types of electronic signature. 
 Electronic signature (also known as 'simple electronic signature'): this is defined very 

broadly in the eIDAS Regulation as 'data in electronic form which is attached to or logically 
associated with other data in electronic form and which is used by the signatory to sign'. Thus, 
something as simple as putting your name under an email or scanning a signature can be 
considered an electronic signature. 
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 Advanced electronic signature (AdES): this type of electronic signature verifies the identity 
of the signatory and the information content of an electronic document. In this case, any 
subsequent change in the data is detectable. An example of an AdES is a signature created 
with a mobile certificate or online banking codes. 

 Qualified electronic signature (QES): this type of electronic signature has the equivalent 
legal effect of a handwritten signature. In addition to meeting the conditions met by an AdES, 
it has to be created by a 'qualified signature creation device' (software or hardware) and be 
based on a 'qualified certificate for electronic signatures' (issued by a 'qualified service 
provider', who is subject to specific requirements). An example of a QES is a signature created 
by the combination of a national e-ID and a smart card reader. 

According to the 2014 eIDAS Regulation, electronic signatures cannot be denied legal effect or admissibility 
as evidence in legal proceedings solely on grounds that they are in an electronic form or, in case of simple 
electronic signatures, that they do not respect the QES requirements. There must be justification for 
refusing them. This could include, for example, limited guarantees regarding the signer's identity (when it 
is a simple electronic signature). While a QES based on a qualified certificate issued in one EU Member State 
is recognised as a QES in all EU Member States. It is not necessarily recognised in all third countries. 

Digital versus electronic signature 
According to a recent University of London study, there is some confusion with the interchangeable use of 
the terms 'electronic signature' and 'digital signature'. The 2014 eIDAS Regulation does not use the term 
'digital signature'. However, several companies, institutions and EU Member States (e.g. Estonia) use this 
term. The European Telecommunications Standards Institute (ETSI) defines a 'digital signature' as 'data 
appended to, or a cryptographic transformation of a data unit that allows a recipient of the data unit to 
prove the source and integrity of the data unit and protect against forgery e.g. by the recipient'. This 
definition is narrower than the 2014 eIDAS Regulation's definition of a (simple) electronic signature. In short, 
a digital signature is a means of proving that no one has altered the original document and the document 
presented is not a forgery.  

ETSI, the Technical Committee for Electronic Signatures and Infrastructures, coordinates formats for digital 
signatures, and procedure and policies relating to their creation and validation. ETSI also offers a free-of-charge 
online tool to verify the conformity of advanced electronic signatures against its standards. 

In other sources, digital signatures are comparable to 'qualified' and/or 'advanced electronic signatures'. 
For example, under Estonian law, a 'digital signature' is 'an electronic signature that conforms to the 
requirements for a qualified electronic signature as set out in Article 3(12)' of the 2014 eIDAS Regulation. 

Limitations  
The eIDAS Regulation does not say in which situation which type of electronic signature is required, or in 
which situations the use of electronic signatures can be prohibited. Member States are free to regulate 
these aspects. National rules on electronic signatures are usually spread over several laws and regulations, 
which do not provide an exhaustive list of transactions that can be given effect with electronic signatures 
or with which type of electronic signature. However, some countries give examples of contracts that cannot 
be signed electronically. For example, in Germany it is generally not be possible to use only electronic 
signatures for real estate purchases or inheritance contracts. At the beginning of the COVID-19 pandemic, 
law firm Clifford Chance published a summary table of e-signature requirements in different countries. 

Outlook 
As more and more individuals and businesses grow comfortable with the various types of electronic 
signature, and technology helps to increase trust in them, there is pressure to adapt legislation further. 
Various articles dealing with electronic forms and the digital transformation of signatures have called for 
technology-neutral legislation to avoid over-regulation. Some have criticised, for example, licence 
requirements for electronic signature providers, arguing that they create additional costs, delays and 
market-entry barriers. Finally, users could benefit from uniform technology and definitions. This is all the 
more relevant now as the EU updates the eIDAS Regulation. The main new feature of the update – the EU 
digital identity wallet – would allow users to sign with qualified electronic signatures across the EU. 
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