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Question time: Protecting strategic 
infrastructure against China's influence 

China's full or partial ownership of a large number of strategic infrastructure assets in the European Union has 
significantly increased the EU's exposure to a non-EU country with a track record of weaponising its growing 
global economic footprint to achieve political objectives. Moreover, a series of recent cyber-attacks associated 
with Chinese hackers have put the EU's critical infrastructure at risk of compromise or espionage. Both 
developments highlight the need to protect the EU's strategic infrastructure against physical and digital threats. 
The European Parliament will use its oversight powers to question the European Commission on the issue during 
the December plenary session.  

Context 
Strategic infrastructure assets provide vital economic and social functions to EU citizens. However, they may 
become the target of a diverse range of threats from non-EU countries and actors. Following the global 
financial crisis in 2008, China acquired stakes in a wide range of critical infrastructure in the EU, including 
ports, airports, electric grids, wind and solar farms, as well as telecommunications networks. Furthermore, 
the EU is highly dependent on China for its supply of critical raw materials, which are key to EU green and 
digital ambitions and the defence sector. For instance, Europe imports 98 % of its supply of rare earth 
elements from China. Demand for these materials is expected to skyrocket in the coming years. More 
broadly, China has deployed a massive industrial policy effort, such as vast state subsidies, to capture the 
entire value chain in a wide range of sectors, from raw materials to semiconductors. China is meanwhile in 
a position to weaponise its ownership of EU critical infrastructure to exert pressure on EU actors to align 
with its economic and political interests and thus to undermine the EU's strategic autonomy. This could 
lead to disruption in vital supply chains and crucial supplies. The stakes that Chinese shipping companies 
have acquired in a dense network of container terminals in many EU Member States' ports, for instance, 
open up opportunities for China to play EU Member States off against each other by threatening to redirect 
Chinese containers from one EU port to another. In this regard, the recent acquisition of a minority stake in 
a container terminal in the port of Hamburg by the Chinese state-owned shipping company COSCO has 
been particularly controversial. Moreover, crucial EU strategic infrastructure may become the target of 
cyber-attacks, including for the purpose of espionage. In the past few years, Chinese hackers have been 
associated with cyber-attacks against EU hospitals, Member States' ministries and information technology 
(IT) infrastructure.  

EU action  
Harnessing the EU framework for foreign direct investment screening 
To ensure that the EU is better equipped to identify, assess and mitigate potential risks that foreign direct 
investment (FDI) may have for the EU's security or public order, the EU introduced a framework for FDI 
screening, applied since October 2020. Under this framework, individual EU Member States apply common 
scrutiny principles: the European Commission may provide its opinion on individual FDI cases, but EU 
Member States retain the final decision-making power. So far, all but two EU Member States have screening 
mechanisms in place or are in the process of establishing them, but their alignment could be improved 
considerably. The European Commission's second annual report on FDI screening states that 'a significant 
number of cases notified by Member States involved one or more of the factors for consideration ... notably 
critical infrastructure, technology and dual use items, and access to sensitive information, as well as possible 
government ownership or control of, or influence over, the foreign investor'. Of the cases formally screened 
in 2021, 23 % were authorised with conditions or mitigating measures and only 1 % were blocked by 
Member States. The European Commission is preparing to review the FDI screening mechanism as of 2023. 

https://www.europarl.europa.eu/RegData/etudes/STUD/2021/653637/EXPO_STU(2021)653637_EN.pdf
https://merics.org/en/report/chinese-investment-europe-country-level-approach
https://www.europarl.europa.eu/RegData/etudes/BRIE/2018/614767/EPRS_BRI(2018)614767_EN.pdf
https://single-market-economy.ec.europa.eu/sectors/raw-materials/areas-specific-interest/critical-raw-materials_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020DC0474
https://www.iea.org/reports/the-role-of-critical-minerals-in-clean-energy-transitions
https://www.clingendael.org/sites/default/files/2019-12/Report_European_ports_and_Chinese_influence_December_2019.pdf
https://www.ft.com/content/82d49db2-d4e3-4c2a-90a5-f1ab4699dc84
https://www.dw.com/en/german-government-at-odds-on-dealing-with-chinese-investors/a-63521619
https://www.euractiv.com/section/digital/news/von-der-leyen-chinese-cyberattacks-on-eu-hospitals-cant-be-tolerated/
https://www.brusselstimes.com/258260/belgium-accuses-china-of-cyberattacks-against-federal-ministries
https://www.politico.eu/article/europe-us-condemnation-china-state-sponsored-cyberattacks/
https://www.politico.eu/article/europe-us-condemnation-china-state-sponsored-cyberattacks/
https://www.europarl.europa.eu/RegData/etudes/BRIE/2018/614667/EPRS_BRI(2018)614667_EN.pdf
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_5286
https://circabc.europa.eu/ui/group/be8b568f-73f3-409c-b4a4-30acfcec5283/library/7e72cdb4-65d4-4eb1-910b-bed119c45d47/details?download=true
https://circabc.europa.eu/ui/group/be8b568f-73f3-409c-b4a4-30acfcec5283/library/7e72cdb4-65d4-4eb1-910b-bed119c45d47/details?download=true
https://www.allenovery.com/en-gb/global/news-and-insights/publications/european-commission-reports-on-operation-of-eu-fdi-screening-mechanism
https://ec.europa.eu/transparency/documents-register/detail?ref=COM(2022)433&lang=en
https://ec.europa.eu/transparency/documents-register/detail?ref=COM(2022)433&lang=en
https://commission.europa.eu/publications/2023-commission-work-programme-key-documents_en
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Tackling distortive foreign subsidies to ensure level playing field  
The recently adopted regulation on distortive foreign subsidies is complementary to the FDI screening 
framework but takes a different angle: it is designed to tackle distortion of the internal market's level 
playing-field caused by foreign-subsidised investments, including in strategic infrastructure. China 
reportedly deploys this practice on a regular basis. It is harmful because foreign undertakings might use 
such subsidies to finance economic activities such as acquiring enterprises with strategic assets, whether 
critical infrastructure or innovative technologies. This gives foreign firms an unfair advantage, as without 
subsidy, EU companies may not have the same financial power and may be outbid. The new regulation 
enables the Commission to investigate subsidies and apply corrective measures, such as the repayment of 
the foreign subsidy or dissolution of an acquisition or merger. 

Towards an EU anti-coercion instrument 
China is also known to apply economic coercion to gain leverage and advance its policy goals. In a 2021 
public consultation on an EU anti-coercion instrument organised by the Commission, stakeholders 
expressed concern that critical infrastructure is one of the most affected sectors if such practices are 
deployed. The EU is currently considering a new anti-coercion instrument to deter and, if necessary, counter 
these threats with targeted measures – such as far-reaching restrictions imposed on countries carrying out 
coercion related to trade, investment and funding. There are already signs that these economic and trade 
tools are making Chinese investment in the EU more challenging. 

Policy responses to Chinese influence in digital and cyberspace  
To respond to the growing threat and the surge in cyber-attacks from China, the EU will increase its 
resilience by updating the Network and Information Security Directive (NIS 1), which was the first piece of 
EU-wide cybersecurity legislation to protect critical infrastructure from cyber-attacks. The NIS 2 proposal 
aims at expanding the scope, by effectively obliging more entities and sectors to take measures. It also seeks 
to strengthen the security requirements, address supply chain security, streamline reporting obligations, 
and introduce more stringent supervisory measures and stricter enforcement requirements, including 
harmonised sanctions across the EU. At operational level, it also proposes to establish a Cyber Crises Liaison 
Organisation Network (EU-CyCLONe). Parliament adopted the NIS 2 proposal in November 2022. The 
sectoral rules adopted cover 11 essential sectors, including digital, water, food, health infrastructure and 
public administrations (except for the judiciary, parliaments and central banks). The legislation tightens the 
requirements for risk assessment and reporting for actors considered critical. 
The EU has also developed a 5G security toolbox to protect future 5G networks. Ensuring the cybersecurity 
and resilience of 5G networks is essential, as they will support billions of connected objects and systems, 
including those used in critical sectors such as energy, transport, banking and health, as well as those used 
in industrial control systems that carry sensitive information and support safety systems. Overall, 5G 
networks offer more potential entry points for attackers than previous mobile networks, due among other 
things to a less-centralised architecture, the need for more terrestrial infrastructure and increased 
dependency on software. Among the mitigation measures identified in the toolbox, the EU is trying to 
maintain a diverse and sustainable 5G supply chain to avoid long-term dependency on non-EU actors. 
In the field of defence, the Strategic Compass for security and defence, adopted in March 2022, identifies 
increasing cyber-resilience as key. Among other things, it calls for a stronger EU cyber-defence policy and a 
new European cyber-resilience act in 2022. A further strengthening of the cyber diplomacy toolbox (a 
framework for a joint diplomatic response from the EU to malicious cyber activities) and the Joint Cyber 
Unit (JCU – a platform that strengthens cooperation between EU institutions and Member States' 
authorities), and stronger cyber-defence capabilities are also envisaged. The Commission proposed an EU 
cyber-resilience act to ensure more secure hardware and software products on 15 September 2022. The 
HR/VP and the Commission put forward a joint communication on an EU cyber defence policy on 
10 November 2022, aiming 'to boost EU cyber defence capabilities and strengthen coordination and 
cooperation between the military and civilian cyber communities'. It also seeks to boost EU cyber-crisis 
management and reduce strategic dependencies in the cyber technology field, and enhance cooperation 
with partners in cyber defence, among other things. Important steps have also been taken to bolster cyber-
resilience through permanent structured cooperation (PESCO). 
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https://techmonitor.ai/policy/eu-foreign-subsidies-legislation-china
https://ec.europa.eu/competition/international/overview/impact_assessment_report.pdf
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2022)738219
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