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Cybersecurity actors in the EU

Cyberattack numbershave surgedin recent years, leading tothe formation of entities atall levels to prevent
attacks or mitigate the harm they may cause. An efficient EU-level response requires coordination and the
timely exchange of information. Several bodies and networks have been set up to this end; this paper
explains their respectiveroles.

Introduction

Nowadays, cybersecurity is embedded in public and private sector organisations to protect their vital
interests and offer strategies to mitigate possible cyberattacks. Whereas national security, including
cybersecurity, remains a national government prerogative, the potential cross-border impact of cyber
incidents implies the need for cooperation and acommon EUresponse. This need is increasingly reflected
in EU legal acts defining new entities — at both EU and national level - to analyse threats and respond to
cyber incidents. On top of that, Member States have been taking their own initiatives for cooperation at
supranational level, both inside the EU and beyond (for instance within the North Atlantic Treaty
Organisation (NATO) and the Organisationfor Security and Co-operation in Europe (OSCE), and bilaterally,
for example with the US). In view of the extent and speed of these legislative and organisational
developments, this publicationoutlinesthe main actors at EU leveland illustrates the complexity of the EU
cyberlandscape.

European Commissionagencies and bodies

Several agencies are working with the European Commission and its directorates-general to build up EU
cybersecurity capabilities and cooperation.Since 2004, the EU hashad a dedicated agency for cybersecurity
(ENISA). ENISA was strengthened by the EU cybersecurity act, which gaveit a permanent mandate, more
responsibilities and more resources to improve its ability to help achieve a high common level of
cybersecurity across Europe. The agency's role is to support and ensure a framework for operational
cooperation, in particular in preparation for significant cross-border cyberattacks, to assist Member States
with ad hoc cybersecurity-related issues, and to implement the relevant legislation. A number of EU
legislative acts that are currently pending - such as the cyber resilience act -will enhance ENISA's role and
givetheagency new responsibilities.

The European Cybersecurity Competence Centre (ECCC), established in 2021, is responsible for EU
cybersecurity capacity building and competitiveness. The centre, which became operationalin May 2023,
aims to improve technological sovereignty through strategic cybersecurity investments; it works together
with the network of national coordination centres. Its work is powered by artificial intelligence and
complemented by the EU supercomputing infrastructure developed under the European high-
performance computing joint undertaking.

CERT-EU is the computer security incident response team for all the EU institutions, bodies and agencies.
It was setup in 2011 and formally established through aninterinstitutionalagreement in 2018. CERT-EU's
roleis to prevent, detect, mitigate andrespondto cyberattacksagainst EU institutions, bodies and agencies.
It also serves as a hub for cybersecurityinformationexchange for its constituents.

The European Cybercrime Centre (EC3) was set up by Europolin 2013 to strengthen the law enforcement
response to cybercrimein the EU. Since its establishment, it has helped to fight cybercrime and thus protect
European citizens, businesses and governments.

Structured cooperation between Member States: European cyber networks

Thedirective on measures for a high common level of security of network and information systemsacross
the Union (referred to as the NIS Directive) established the Network and Information Systems (NIS)
Cooperation Group to ensure strategic cooperation and information exchange between Member States
and contribute to the development of trust and confidence. The group is composed of representatives of
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the Member States, the European Commission and ENISA. Among other things, it carries out coordinated
security risk assessments of critical supply chains, discusses cases and requests from Member States for
mutualassistance, providesstrategic guidance for the activities of the computer security incidentresponse
teams (CSIRTs) Network and the European Cyber Crises Liaison Organisation Network (EU-CyCLONe), and
provides guidance and exchangesinformationand best practices on issuesfalling within its remit.

The NIS Directive established (and the NIS2 Directive later strengthened) the CSIRTs Network to promote
effective operational cooperation on specific cybersecurity incidents and the sharing of information on
cybersecurity risks. The network is composed of Member State-appointed CSIRTs, CERT-EU, and the
European Commissionas an observer,with ENISA providing the secretariat and support as needed.

The NIS2 Directive formally established EU-CyCLONe, which was launched in 2020. EU-CyCLONe is a
cooperation network for Member States' national authorities in charge of cyber crisis management.
Supported by ENISA, the network aims to collaborate and develop timely information sharing and
situational awareness, and to intervene in the event of large-scale cybersecurity incidents and crises; it
supports the coordinationand managementand assesses the impactsof such incidents. Assuch, it provides
a bridge between the technical (in the form of the CSIRTs Network) and political levels, which is tested
through regularexercises. It cooperates with the CSIRTs Networkon the basis of proceduralagreements.

The prosecution of cyber criminals and enforcement of cyber legislation is crucial in the fight against
cybercrime. Therefore, the European Judicial Cybercrime Network (EJCN) was established in 2016 to
promote cooperation amongcybercrime professionals and contribute to swifter prosecution of cyberaime
offences. On the enforcementside, the EuropeanUnion Cybercrime Task Force (EUCTF) was establishedin
2010 within Europol. EUCTF is a network — composed of the heads of Member States' national cybercrime
units and representatives from Europol, the Commission, the EU Agency for Criminal Justice Cooperation
(Eurojust) andthe EU Agency forLaw Enforcement Training (CEPOL). It provides aforum in which toidentify,
discuss and prioritise the key challenges and actions in the fight against cybercrime. Detection and
prevention of any form of cybercrime is its first objective.

Council and European External Action Service (EEAS) toolsand defence cooperation
Asthe EU's diplomatic service, the EEAS steersthe EU's cyber diplomacy and strategiccommunication. The
Strategic Compass providesa plan of actionfor strengtheningthe EU's security and defence policy by 2030.
In 2022, the High Representative, in line with the objectives of the Strategic Compass, established the EEAS
crisis response centre (CRC) as a permanent crisis response capability andthe single entry pointon all crisis-
related issues in the EEAS. The CRC brings together diplomatic, security and intelligence capabilities to
increase the EU's capability to respond to security and consular crises abroad.

The Council has several information sharing and coordination bodies. These include the Horizontal
Working Party on Cyber Issues, which coordinates the Council's cyber policy and legislative activities. In
the event of a major incident, however, a fast and collective response is crucial to reassure citizens and
international partners. The Integrated Political Crisis Response Mechanism (IPCR) provides the necessary
protocols and procedures for rapid and coordinated decision-making by the EU and is the Council
Presidencies' toolto coordinate the political response to majorcrises. The IPCR works in close cooperation
with the EEAS CRC to ensure a coherentand coordinated EU approach and response to crises. The cyber
diplomacy toolbox provides a framework for a joint EU diplomatic response to malicious cyber activities
andalegalframework forsanctions againstcyberattacks. Therevised implementingguidelines of the cyber
diplomacy toolboxdefine the practicalimplementation of the toolboxin a step-by-step process.

Today, cyber threatsare justas threatening to national security as physical ones. It goes without saying that
the defence community has intensified its efforts to fight them, and the European Defence Agency (EDA)
supports Member States in developing cyber resilience. In 2017, the Council established a framework for
permanent structured cooperation (PESCO) to boost cooperation on defence among participating
Member States. The EDA and EEAS are both part of the PESCO secretariat. Countries participatingin PESCO
have established several projects dedicated to cyber defence: cyber rapid response teams (CRRTs), the
Cyber Ranges Federation (CRF) and the Cyber Threatsand Incident ResponseInformation Sharing Platform
(CTIRISP), to name just a few. Projects include a varying number of Member States that participate in PESCO,
andare coordinated by one or more of these countries.
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