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SUMMARY 
Industrial production, both globally and in the EU, is undergoing a radical digital transformation. 
New advanced manufacturing techniques rely primarily on innovative digital technologies, which 
cannot work in isolation, but are based on connected ecosystems delivering collective technological 
breakthroughs. All of these new technologies essentially rest on an interconnected 'smart world', 
where objects, machines, people and the environment are increasingly closely interlinked. The 
timely and harmonised adoption of technical standards is likely to play a pivotal role in this context. 
Standards can facilitate the ongoing digitalisation of industry by promoting compatibility and 
interoperability between products and processes; they can also transfer information between 
economic agents or machines, while guaranteeing minimum levels of quality and safety. Crucially, 
standards can also become accelerators of change, by promoting innovation and the uptake of new 
digital technologies.  

The EU has long recognised this key role of standards in the overall efforts to remove barriers and 
unlock the growth potential of the economy. Yet, progress in new technologies around the world is 
accelerating exponentially, and the development of new standards in the field is increasingly taking 
place outside Europe. This trend could undermine the EU's future comparative advantage and 
weaken the competitiveness of European industry in the long term. It therefore calls for a 
coordinated effort to develop European technology standards that are not only more responsive to 
policy needs but are also agile, open, more strongly linked to research and innovation, and 
importantly, better joined up.  
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Context 
Standards have an impact on the economy through a wide range of channels. By codifying technical 
information on products and services on the one hand, and facilitating communication between 
economic agents, on the other, they foster innovation and productivity, promote competition in 
open markets, enable international trade and reinforce trust among stakeholders. 

Standards are of particularly critical importance in highly technical areas, including those that 
contribute to the expansion of the digital transformation of European industry (Industry 4.0). The 
emergent advanced manufacturing technology relies primarily on new digital technologies, such as 
the Internet of Things (IoT), big data, robotics, and artificial intelligence (AI), which do not work in 
isolation, but are based on connected ecosystems delivering collective solutions. Applications of 
these technologies will extend to a wide range of policy domains and economic activities, including 
health, education, agriculture, transportation, manufacturing and electric grids. Ensuring seamless 
production and delivery of goods and services in these domains, in turn, calls for enhanced 
interoperability and effective communication across devices, networks and data repositories. 

Given the above, the development of standards and standards-based interoperability is central to 
the ongoing proliferation of industrial digitalisation. This important role goes beyond simply 
facilitating digital transformation. Standards could play a critical role as accelerators of change by 
encouraging the uptake of digital innovations, as well as steering the development of new 
technologies. In a 2015 World Economic Forum survey, 47 % of respondents indicated that 
establishing and promoting common standards are among the most important actions that 
governments can take to speed up the adoption of the industrial Internet of Things. 

The EU identifies the standardisation of new technologies and domains as essential to the 
promotion of the digital single market, with an emphasis on essential sectoral interoperability and 
on standards covering diverse areas, from health (telemedicine and m-health) to transport (travel 
planning, e-freight), to environment and energy. However, these efforts will need to keep pace with 
rapid changes in technologies globally. Most critically, the development of new standards in digital 
technologies is increasingly taking place outside Europe; this trend could undermine the EU's future 
comparative advantage and weaken the competitiveness of European industry in the long term. 

Definitions and key notions 
Standards are voluntary rules1 or guidelines that codify information. They provide specifications and 
technical information (intended for common use) on products, materials, services and processes. 
The development of standards is fully consensus-based and involves a wide spectrum of players, 
ranging from businesses, workers and consumers, to public authorities and regional organisations. 
In certain cases, standards can be referenced in legislation as a preferred way or even as a mandatory 
requirement to comply with specific laws. 

There are many different types of standards. Among the ones most commonly used are those that 
specify what characteristics a particular product or service must have to be 'fit for purpose'. Other 
standards relate to methods of testing, terminology and definitions, information requirements and 
the compatibility of connections (see Box below). 

Overall, standards provide the basis for mutual understanding among different players and thereby 
facilitate both communication on goods and services, and their production and commercialisation. 
Standards have therefore played a leading role in the establishment and deepening of the EU single 
market over the past decades. The gradual replacement of conflicting national standards and 
technical specifications with harmonised European ones has helped improve market access for 
goods and services, thereby deepening economic integration among Member States. 

https://ec.europa.eu/growth/industry/policy/digital-transformation_en
http://www.europarl.europa.eu/RegData/etudes/STUD/2016/570007/IPOL_STU(2016)570007_EN.pdf
https://stats.oecd.org/glossary/detail.asp?ID=52
http://www3.weforum.org/docs/WEFUSA_IndustrialInternet_Report2015.pdf
https://ec.europa.eu/digital-single-market/en/standards-digitising-european-industry
https://ec.europa.eu/digital-single-market/en/telemedicine
https://ec.europa.eu/digital-single-market/en/mhealth
https://trimis.ec.europa.eu/project/european-e-freight-capabilities-co-modal-transport
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52015DC0192&from=EN
https://ec.europa.eu/growth/single-market/european-standards_en
https://europa.eu/youreurope/business/product/standardisation-in-europe/index_en.htm
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=LEGISSUM%3Al32022
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52015SC0202&from=EN


Standards and the digitalisation of EU industry 

3 

By and large, standardisation is a 
private sector-led initiative. 
National standards organisations 
engage in the definition and 
setting of standards by bringing 
together different business and 
industry stakeholders, consumer 
organisations and interest groups 
concerned with health and safety 
issues. The practical work of 
standards-setting is carried out in 
technical committees by experts 
who are nominated by the various 
stakeholders. National standards 
organisations also contribute to 
the development and adoption of 
standards at the European and 
international levels. 

The European standardisation system 
The European standardisation system is based on a public-private partnership between the 
European Commission and the standardisation community. It is at the heart of sustained efforts to 
deepen the EU single market over the past 30 years.2 Today, the system rests on the Commission's 
2011 strategic vision for European standards and on the Standardisation Regulation, in force since 
2013. The latter introduced a new division of roles and responsibilities and enhanced transparency, 
impartiality and openness in the standardisation process. Among others, this involved creating a 
solid framework to effectively incorporate the interests of SMEs, consumers, workers and 
environmental groups into the standards-setting process. 

The uniqueness of the European standardisation system lies in the use of harmonised European 
standards. These are developed by the European Committee for Standardization (CEN), the 
European Committee for Electrotechnical Standardization (CENELEC) and the European 
Telecommunications Standards Institute (ETSI), on the basis of official requests made by the 
Commission for the application of EU legislation. The Commission drafts these requests (mandates) 
in an inclusive, transparent process, together with the Member States. The requests specify which 
harmonised standards need to be produced, and by when. 

Once adopted, harmonised standards become part of EU law. As they provide users with legal 
certainty, they serve to eliminate technical barriers to trade between Member States. Furthermore, 
products manufactured in compliance with harmonised standards benefit from a presumption of 
conformity to the corresponding legislation. This simplifies the conformity assessment process and 
reduces manufacturers' administrative burden and costs for placing goods on the market. 

This unique approach, which substantially facilitates trade across the EU, is complemented by the 
new legislative framework (NFL) of 2008, designed to make legislation on the single market for 
goods clearer, more consistent and effective. The NFL built on the success of the new approach and 
the global approach to the implementation of directives, and focused on strengthening the 
conditions for placing a wide range of products on the EU market, by improving market surveillance 
and conformity assessment procedures, and by enhancing the use and credibility of the CE mark. 

The economic implications of standards 
The role of standards in economic activity derives from the wide range of functions that they fulfil. 
Among others, they define desired performance criteria or outcomes, support compatibility and 

Types of standards 

Fundamental standards concern terminology, conventions, signs 
and symbols; 

Test methods and analysis standards measure characteristics such 
as temperature and chemical composition; 

Specification standards define the characteristics of a product 
(product standards), or a service (service activities standards) and 
their performance thresholds (related to aspects such as fitness for 
use, interface and interoperability, health and safety, and 
environmental protection); 

Organisation standards describe the functions and relationships of 
a company, as well as elements such as quality management and 
assurance, maintenance, value analysis, logistics, project or 
system management, and production management. 

Source: CEN/CENELEC – Types of Standards. 

https://europa.eu/youreurope/business/product/standardisation-in-europe/index_en.htm
https://www.cencenelec.eu/News/Publications/Publications/Standards-and-your-business_2013-09.pdf
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=4&cad=rja&uact=8&ved=2ahUKEwjSwoS24PngAhXDUlAKHdkFBFcQFjADegQIBxAC&url=https%3A%2F%2Fwww.coleurope.eu%2Fsystem%2Ffiles_force%2Fresearch-paper%2Fbeep41.pdf%3Fdownload%3D1&usg=AOvVaw1m1gaf-x2b9MXdm9fELInZ
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2011:0311:FIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32012R1025
https://ec.europa.eu/growth/single-market/european-standards/key-players_en
https://www.cen.eu/Pages/default.aspx
https://www.cenelec.eu/
https://www.etsi.org/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2018%3A764%3AFIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2018%3A764%3AFIN
https://ec.europa.eu/growth/single-market/goods/building-blocks/conformity-assessment_en
https://ec.europa.eu/growth/single-market/goods/new-legislative-framework_en
https://ec.europa.eu/growth/content/%E2%80%98blue-guide%E2%80%99-implementation-eu-product-rules-0_en
https://ec.europa.eu/growth/content/%E2%80%98blue-guide%E2%80%99-implementation-eu-product-rules-0_en
https://ec.europa.eu/growth/single-market/ce-marking_en
https://www.ceps.eu/system/files/No%2096%20EU%20Legislation%20and%20Innovation.pdf
https://www.cencenelec.eu/research/innovation/standardstypes/Pages/default.aspx
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interoperability between products and processes, transfer information both between economic 
agents and between machines and systems, and guarantee minimum levels of quality and safety for 
consumers. These functions, in turn, affect the economy in a variety of ways, including through the 
improvement of competition and efficiency, the exploitation of network effects, the diffusion of 
innovation and the reduction of productions costs. 

While these considerations are largely applicable to all products and services, they are particularly 
relevant to technology-related products. This is because such products are generally complements 
rather than substitutes in the context of demand, that is, the demand for one product increases as 
the price of another falls. Typical examples include mobile networks and mobile phones, electric 
cars and electricity, and even analytics tools and big data. In economics, the pricing of complements 
can lead to higher prices; conversely, in the pricing of substitutes, competition drives prices down. 
Equally, investing in complementary products could involve coordination problems that may have 
a negative impact on the level of investment. For example, the performance of an advanced 
operating system may be enhanced by microprocessors that are capable of handling its increased 
code complexity. However, this would require making an upfront investment in research and 
development (R&D), which may never materialize if producers adopted a 'free-rider' attitude and 
waited for others to make the (uncertain) breakthrough. Standards can resolve such intricate 
problems by providing reassurance that technologies will be compatible and benefits will be shared 
by all. That way, they can also help build trust and enhance coordination among the parties 
involved, thereby facilitating investment. 

Beyond coordination, standards can be valuable when network effects are present, that is, when the 
value to one user increases as the number of users goes up. Typical examples include telephone 
systems and social networks. Standards would enhance compatibility and individual users of the 
network could derive benefits from interacting with others in the network. The development and 
diffusion of mobile phone networks is a typical illustration of the role standards play in sectors with 
network effects. In Europe, the development of the Global System for Mobile Communications 
(GSM) in the 1980s made it possible for a mobile phone to work in all European countries. Once the 
standard was officially accepted by the ETSI in 1989, it was adopted by each of its member countries 
and GSM phone networks diffused rapidly across Europe and globally. By 2005, there were 1.6 billion 
GSM users worldwide, representing 77 % of cellular subscribers. 

Standards also have a positive impact on competition by codifying market preferences and 
enhancing interchangeability. This improves the optimal allocation of resources and leads to greater 
efficiency in the economy. For its part, open standardisation offers all producers equal access to 
market information, thereby levelling the playing field. More importantly, however, standards can 
help lower the entry barriers to a particular market, making it possible for smaller producers of 
specialised products to gain access to this market. This is especially the case for markets with 
network effects, where standards can provide the specifications for interface design, thereby 
allowing smaller firms to enter the market and compete on it. An example in this respect is the 
Android operating system: in 2016, more than 412 000 new developers released their first app, and 
roughly 60 % of those released apps for Google Play. 

Equally, standards can help increase the size of the market, thereby facilitating greater consumer 
choice and lower prices. For example, interface standards, which describe the functional or physical 
characteristics necessary to allow linking between systems or equipment, can, if harmonised, reduce 
the ability of suppliers to 'lock' consumers for replacement parts or new complementary products. 
A typical example in this regard are mobile charger systems, which have recently started to 
converge on USB-C interfaces. A study for the Commission found that a proprietary charger has an 
average price of around €5, as compared to €2.50 for a standalone generic charger. Such cost 
differentials could give an indication of the benefits of standardisation in this field. 

Closely related to the above is the impact of standards on productive and innovative efficiency. By 
defining clear specifications for products, standards enable the manufacturing and trading of larger 

http://www.innovationinsights.ch/sites/default/files/resources/Economic_Impact_of_Technology_Standards_Report_170924.pdf
https://www.sciencedirect.com/science/article/pii/S0169721810010075
https://pubsonline.informs.org/doi/10.1287/mksc.2013.0785
http://www.innovationinsights.ch/sites/default/files/resources/Economic_Impact_of_Technology_Standards_Report_170924.pdf
http://www.innovationinsights.ch/sites/default/files/resources/Economic_Impact_of_Technology_Standards_Report_170924.pdf
http://siteresources.worldbank.org/EXTEXPCOMNET/Resources/2463593-1213887855468/69_LAC_Quality_and_Standards_Pub_Nov_2007.pdf
http://siteresources.worldbank.org/EXTEXPCOMNET/Resources/2463593-1213887855468/69_LAC_Quality_and_Standards_Pub_Nov_2007.pdf
http://siteresources.worldbank.org/EXTEXPCOMNET/Resources/2463593-1213887855468/69_LAC_Quality_and_Standards_Pub_Nov_2007.pdf
http://siteresources.worldbank.org/EXTEXPCOMNET/Resources/2463593-1213887855468/69_LAC_Quality_and_Standards_Pub_Nov_2007.pdf
http://www.businessdictionary.com/definition/interchangeability.html
https://blog.appfigures.com/app-stores-start-to-mature-2016-year-in-review/
https://www.its.bldrdoc.gov/fs-1037/dir-019/_2790.htm
https://rpaltd.co.uk/uploads/report_files/j829-mobile-chargers.pdf
http://siteresources.worldbank.org/EXTEXPCOMNET/Resources/2463593-1213887855468/69_LAC_Quality_and_Standards_Pub_Nov_2007.pdf
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homogeneous batches; this in turn offers economies of scale and lower per-unit costs. An example 
in this respect relates to the containerisation of world trade; inspired by the standardisation of 
shipping containers, this process has led to a sharp fall in transportation costs and transformed 
economic geography in recent decades. 

Moreover, economies of scale supported by standards facilitate specialisation, as producers gain 
skills and experience by focusing on fewer product variations; this improves efficiency through 
economies of learning. Specialisation can also encourage more and more focused R&D, which helps 
enhance innovative efficiency. Equally, by improving compatibility between components, 
standards allow producers to quickly adapt products or processes, as well as create new designs. 

Finally, but perhaps most crucially, standards can play a critical role in the diffusion of innovation. 
By codifying information on the state of the art of a particular technology, standards can make 
available the specifics of innovations to the wider public, thus spurring technical knowledge, which 
can then be on-used to generate new ideas and products. This is of course primarily true for non-
proprietary and more open standards. Research upholds that the more flexible standards are, as is 
the case with performance- or outcome-based specification standards, the more innovation can be 
stimulated. 

Something else to bear in mind is that the standardisation process can, by force of its own nature, 
facilitate the diffusion of technological information. The development and setting of standards is a 
process that involves bringing together a range of stakeholders to study and negotiate on technical 
specifications. As the different sides seek to promote their own products or processes, experts must 
agree to share their own technical and commercial information during this process. 

Standards and the digital transformation of industry 
The timely and harmonised adoption of standards is likely to play a key role in the context of the 
ongoing digitalisation of industry, both as a means of promoting interoperability and innovation, 
and of ensuring that new solutions are successfully implemented on a global scale. Digital 
transformation is driven by a number of new technologies. Among others, these include the IoT 
(where objects, such as household equipment, wearable electronics, vehicles and sensors are 
connected to the internet), big data (where large amounts of data are produced very quickly by a 
high number of diverse sources), robotics and AI (these involve the rapidly increasing use of robots 
in our homes and at work and the presence of systems endowed with the capability to analyse their 
environment and take decisions with some degree of autonomy). 

All of these new technologies essentially rest on an interconnected 'smart world', where 
relationships between objects, machines, people and the environment are becoming increasingly 
integrated. Indeed, as emphasised by the Commission, the value of digital systems is increasingly 
derived from cross-sector applications and technology convergence; this results in a blurring of the 
boundaries between traditional sectors, products and services, consumption and production, online 
and offline operation. In this context, proprietary closed systems may generate competitive 
advantages for individual companies, but are likely to limit opportunities for broader growth. Closed 
systems may also generate risks for users. If standards are set in an uncoordinated and non-
consultative fashion, this may limit interoperability with negative implications for human rights and 
ethics. 

According to a 2017 OECD report, digital transformation will ultimately demand no less than a 
neutral standards-based reference architecture that can lay the foundation for the industry to 
successfully create value-added networks. Standards that are generic, open and widely available for 
use as technical building blocks, would benefit economic opportunities and innovation. Indeed, 
commonly agreed communication protocols, data formats and interfaces can ensure 
interoperability across different sectors and countries, while encouraging the wide adoption of new 
technologies. Additionally, common standards and rules will be necessary to ensure the safety of 

https://press.princeton.edu/titles/10724.html
https://policonomics.com/economies-of-learning/
https://www.gov.uk/government/publications/economics-of-standardisation-update-to-report
https://www.ceps.eu/system/files/No%2096%20EU%20Legislation%20and%20Innovation.pdf
http://siteresources.worldbank.org/EXTEXPCOMNET/Resources/2463593-1213887855468/69_LAC_Quality_and_Standards_Pub_Nov_2007.pdf
https://www.din.de/blob/65354/57218767bd6da1927b181b9f2a0d5b39/roadmap-i4-0-e-data.pdf
https://ec.europa.eu/digital-single-market/en/internet-of-things
https://ec.europa.eu/digital-single-market/en/big-data
https://ec.europa.eu/digital-single-market/en/robotics
https://ec.europa.eu/digital-single-market/en/artificial-intelligence
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:52016DC0176
https://www.oecd.org/g20/key-issues-for-digital-transformation-in-the-g20.pdf
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users and embed 'de-risking'; this would give consumers confidence in new innovative solutions 
and protect them from potential health, safety, security and privacy risks. 

However, the very disruptive character of new technologies also forges new paths in 
standardisation. Current standardisation systems continue to reflect the more traditional industry 
relationships and are largely focused on physical goods. At the same time, digital businesses 
increasingly define standards outside the traditional standards-setting organisations, thereby 
fragmenting efforts and enhancing complexity. These developments present a number of new 
challenges for standardisation and the development of standards in the context of digitalisation. 

Standards need to become increasingly integrated and capable of addressing a wider range of 
converging technologies, infrastructures and industries. As emphasised in a Joint Research Centre 
2014 foresight report, 'considering technologies or sectors in isolation for the development of 
standards is no longer an option'. An illustrative example is that of mobile health apps, which touch 
upon a wide spectrum of areas, including safety, data exchange, security and privacy. These cannot 
be dealt with by a single standards-setting body; furthermore, they require coordination among 
different institutions and stakeholders. Ensuring effective delivery of telemedicine and m-health 
services will require bringing together the different stakeholders and a multitude of standards-
setting bodies to strike a balance between the manufacturing industry and the service sectors. 

Moreover, the rapid growth in digitalisation has gone hand in hand with the proliferation of 
standards and diverse technical communities. According to the Commission, there are already more 
than 600 standards in the IoT area. Such exponential growth is likely to lead to a substantial increase 
in complexity and could work against innovation. Addressing this challenge calls for a clear mapping 
of relevant standards in different fields, which would help researchers, innovators and standards-
setters to navigate and take advantage of the opportunities offered in a more effective way. It also 
calls for more agile standardisation systems to keep up with the exponential change in 
technological developments particularly in the area of IoT. 

Digitalisation is also increasingly shifting the focus of industry to the 'outcome economy', where 
companies compete not through the sale of products and services, but through the delivery of 
measurable results that are important to the customer; thus, to stay competitive, they need to have 
a deeper understanding of customer needs and contexts in which products and services will be 
used. Digitalisation has made this possible through the application of new methods and 
technologies that allow to trace, measure and analyse product usage and customer behaviour 
through, for example, connected sensors and data streams from connected machines. Standards-
based interoperability lies at the heart to this process, as companies will increasingly rely on business 
partners and connected ecosystems to gain timely insights into customer needs and behaviours. 

Closely related to the above is the fact that standardisation systems will need to increasingly take 
into account that delivering digital outcomes and solutions relies on a multitude of diverse players. 
The IoT cannot be built by one company or government alone. As pointed out by the above-
mentioned 2017 OECD report, delivering such complex outcomes 'often demands problem solving 
above the level of an individual product or solution'. Therefore, companies will gain from working 
together to meet the needs of customers and societies at large; key challenges that will emerge on 
the social, environmental, ethical, and socio-political front will need to be addressed collectively. 

A final but crucial consideration relates to the role of humans both as users of digital solutions and 
in the context of the future of work. On the consumption side, proper balancing of digitalisation 
with fundamental rights will be critical, and standardisation may have an important role in this area. 
As highlighted by the Commission, standardisation actions in the context of information 
communication technology (ICT) will need to ensure full respect for the rights to private life and 
personal data protection, and should also take into account other fundamental rights, including 
freedom to provide business and right to property. From the point of view of employment, as 
robotics and artificial intelligence are progressively replacing the human workforce for routine tasks, 

https://ec.europa.eu/jrc/sites/jrcsh/files/jrc-foresight-study-web_en.pdf
https://www.oecd.org/g20/key-issues-for-digital-transformation-in-the-g20.pdf
https://www.oecd.org/g20/key-issues-for-digital-transformation-in-the-g20.pdf
https://ec.europa.eu/jrc/sites/jrcsh/files/jrc-foresight-study-web_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52016DC0176&from=en
http://europa.eu/rapid/press-release_MEMO-16-1409_el.htm
https://www.oecd.org/g20/key-issues-for-digital-transformation-in-the-g20.pdf
http://reports.weforum.org/industrial-internet-of-things/3-convergence-on-the-outcome-economy/3-2-the-emergence-of-the-outcome-economy/?doing_wp_cron=1551889070.9571900367736816406250#hide/fn-31
https://www.oecd.org/g20/key-issues-for-digital-transformation-in-the-g20.pdf
http://www.europarl.europa.eu/RegData/etudes/BRIE/2017/599426/EPRS_BRI(2017)599426_EN.pdf
http://ec.europa.eu/transparency/regdoc/rep/1/2016/EN/1-2016-176-EN-F1-1.PDF
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standards will need to account for appropriate levels of safety and security, while at the same time 
not compromising the economic potential of the newly available solutions. 

Standards: key to delivering the EU digital single market 
The EU has increasingly recognised the pivotal role of standards in the overall efforts to bring 
barriers down and unlock the growth potential of the economy under the digital single market 
strategy. In an April 2016 communication on Digitising European Industry, the Commission 
introduced a set of coherent policy measures to deliver on this strategy. Another communication 
from the same package set specific standardisation priorities for ICT, with the aim to re-energise the 
standards-setting system in Europe as a step towards industrial global leadership and digital 
innovation. This second communication further proposed a two-pillar plan to address the 
challenges of ICT standards-setting in the context of the EU economy's digitalisation. The first pillar 
focuses standards-setting efforts on a set of core technologies that will be the building blocks of 
tomorrows' technologies. The second pillar focuses on building a robust delivery mechanism to 
ensure better planning of standards, improved collaboration between standards-setting 
organisations in Europe and internationally, and better linkage of R&D results to new standards. 

As regards the first pillar, the priority domains include 5G communications, cloud computing, IoT, 
(big) data technologies and cybersecurity. The emphasis on these areas would reinforce the EU's 
strategic interests in realising the digital single market and would help focus resources, while also 
bringing stakeholders together to develop reference architectures and test infrastructure. If 
approaches to standardisation in these areas are streamlined, the Commission argues, this will also 
speed up progress in key areas of digitalisation, including eHealth, smart energy systems, intelligent 
transport systems and connected vehicles, advanced manufacturing and smart homes and cities. 

In the area of 5G communications, the challenge is to effectively leverage its capacity to become 
the essential global infrastructure for communication.3 5G enables seamless global communication 
between different kinds of 'nodes' and therefore depends heavily on standards to ensure 
interoperability and security, privacy and data protection. The Commission is implementing a 5G 
action plan for EU-wide deployment of 5G networks beyond 2020, which will leverage the take-up 
of 5G standards. In cloud computing, it will be critical to ensure not only user-friendly access but 
also trust and confidence to safeguard appropriate levels of data protection, security and service 
levels. The focus here, while capitalising on the European cloud initiative, is on improving the 
interoperability and portability of the cloud, and facilitating the adoption of cloud-computing 
services, by supporting the finalisation of international standards on service-level agreements. In 
IoT, the challenge will be to address the fact that its landscape has been significantly fragmented as 
a result of numerous proprietary or semi-closed solutions and a plethora of existing standards. To 
this end, it will be critical to pursue an open-platform approach that supports multiple application 
domains, with a view to creating competitive IoT ecosystems. According to the Commission, this 
requires 'open standards that support the entire value chain, integrating multiple technologies'. As 
regards big data technologies, the above-mentioned second communication observes that 'open 
standards, as well as initiatives such as [the] Open Data Portal, can help overcome barriers to data 
sharing between technologies, scientific disciplines and countries'. In the future, standards on data 
infrastructures will need to go beyond security and privacy, to also address metadata, data 
preservation, semantics, data values and others. Finally, as the number of connected objects grows 
and communication channels multiply, so do expectations for high-quality security standards to be 
built into any new technology or service. The effective pursuit of cybersecurity requires a collective 
effort, where each organisation in the private or public domain is expected to appropriately manage 
risks and, where necessary, be in a position to show that it does so successfully. 

In the second pillar, the Commission proposes a high-level political process to ensure leadership 
through standards. This will rest on existing and new delivery mechanisms for standards, including 
the European multi-stakeholders platform on ICT standardisation, the ICT rolling plan on ICT 
standardisation and the annual Union work programme for European standardisation. The new 
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52016DC0180
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52016DC0180
https://www.techopedia.com/definition/5307/node
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:52016DC0176
https://ec.europa.eu/digital-single-market/en/news/communication-5g-europe-action-plan-and-accompanying-staff-working-document
https://ec.europa.eu/digital-single-market/en/news/communication-5g-europe-action-plan-and-accompanying-staff-working-document
https://ec.europa.eu/digital-single-market/en/%20european-cloud-initiative
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:52016DC0176
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:52016DC0176
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:52016DC0176
https://data.europa.eu/euodp/en/home
https://ec.europa.eu/digital-single-market/en/european-multi-stakeholder-platform-ict-standardisation
https://ec.europa.eu/digital-single-market/en/rolling-plan-ict-standardisation
https://ec.europa.eu/digital-single-market/en/rolling-plan-ict-standardisation
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A52018DC0686
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elements in the process include: validating the priorities and improving the efficiency of the 
standard-setting process in close cooperation with the standardisation community; regularly 
reviewing and monitoring progress; enhancing EU support for ICT priority standardisation (through, 
for example, the EU's Horizon 2020 programme and Connecting Europe Facility); ensuring fair and 
non-discriminatory access through a balanced policy on intellectual property rights; and 
strengthening the EU's presence in international dialogue and cooperation on ICT standards. 

A final but critical point relates to the programme for single market and competitiveness of 
enterprises under the multiannual financial framework (MFF) for 2021-2027. Increasing European 
standardisation is among the specific objectives of the programme, considering its key role in 
ensuring the effective functioning of the internal market. To this end, the programme foresees the 
creation of effective standards by providing funding to organisations that develop them and 
strengthening the Commission's cooperation with the European standardisation organisations. 
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ENDNOTES 
1  Unlike standards, technical regulations are compulsory. They impose, prescribe or forbid (e.g. prohibit the 

manufacture, importation, marketing or use of a product), and almost without exception, they are about safety, health 
and environment aspects of goods. See, A. Correia de Brito, C. Kauffmann, and J. Pelkmans (2016). 

2  The adoption of the Single European Act (1987) and the definition of the single market as an 'area without frontiers in 
which the free movement of goods, persons, services and capital is ensured' led to the development of the new 
approach to EU legislation. This limited legislative measures to setting essential requirements of protection and 
confined technical specifications to voluntary standards developed by European standardisation bodies. See S. 
Mocossi, (2016). 

3  The new Electronics Communication Code, which entered into force in December 2018, included among others 
measures to stimulate investment in and take-up of very high-capacity networks in the EU as well as new spectrum 
rules for mobile connectivity and 5G. Member States are required to transpose the code into national legislation by 
the end of 2020. 
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