BRIEFING

Civil and military drones
Navigating a disruptive and dynamic
technological ecosystem
SUMMARY
Often labelled as one of today's main disruptive technologies, drones have indeed earned this label
by prompting a fundamental rethinking of business models, existing laws, safety and security
standards, the future of transport, and modern warfare. The European Union (EU) recognises the
opportunities that drones offer and sees them as opening a new chapter in the history of aerospace.
The EU aviation strategy provides guidance for exploring new and emerging technologies, and
encourages the integration of drones into business and society so as to maintain a competitive EU
aviation industry.
Ranging from insect-sized to several tonnes in weight, drones are extremely versatile and can
perform a very large variety of functions, from filming to farming, and from medical aid to search
and rescue operations. Among the advantages of civil and military drones are their relative low cost,
reach, greater work productivity and capacity to reduce risk to human life. These features have led
to their mass commercialisation and integration into military planning. Regulatory and oversight
challenges remain, however, particularly regarding dual-use drones – civil drones that can be easily
turned into armed drones or weaponised for criminal purposes.
At EU level, the European Commission has been empowered to regulate civil drones and the
European Aviation Safety Agency to assist with ensuring a harmonised regulatory framework for
safe drone operations. The latest EU legislation has achieved the highest ever safety standards for
drones. Another challenge remaining for regulators, officials and manufacturers alike is the need to
build the trust of citizens and consumers. Given that drones have been in the public eye more often
for their misuse than their accomplishments, transparency and effective communication are
imperative to prepare citizens for the upcoming drone age.
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Paving the way for an automated future
Drones, the British journalist and author Tim Marshall wrote, 'are a clear, modern example of
technology overwhelming some of the restrictions of geography – but at the same time they serve
to underline geography's importance'. This quotation makes reference to the versatility of drone
applications to reach with ease what was before difficult to reach or unattainable, as well as to the
need for compatible rules across countries.
The EU's 2015 aviation strategy sets an ambitious tone on exploring next-generation technologies
and taking leadership in innovation. The strategy notes that EU action is needed in order to embrace
'a new era of innovation and digital technologies'. It views unmanned aircraft or drones as an
opportunity for European aviation sector competitiveness, though bearing regulatory and safety
challenges in mind. Drones are credited with opening a new chapter in the history of aerospace, one
abounding with new opportunities touching upon societal, economical, commercial, humanitarian,
and military and defence aspects. Experts considered that a competitive EU single market for drones
would improve connectivity as well as boosting job creation and economic growth. In the words of
Transport Commissioner Violeta Bulc, 'we have a disruptive technology that will be based on full
automation': the challenge is to strike the right balance between harvesting their full potential and
mitigating the safety, ethical and security implications.

Deciphering the vocabulary of drones
Unmanned aircraft or unmanned aerial vehicles (UAV), remotely piloted aircraft systems (RPAS) and
unmanned aircraft systems (UAS) are all different ways of referring to what are most commonly
known as drones. While broadly referring to the same concept, the various terms actually represent
different pieces of the puzzle. For instance, while any aircraft flown without a pilot present on board
is an unmanned aircraft, an RPAS also includes an associated remote pilot station and command
and control functions. For simplification purposes, the term drone will hereafter be used for all types
of unmanned aircraft, aerial vehicle and aircraft system.
A UAS, since it is a system, also includes a ground-based controller and a communication platform.
Also controversially known as 'killer robots', lethal autonomous weapons systems (LAWS) fall within
the drone category too. While they are often also referred to as armed drones, the distinction is that
armed drones allow human intervention while LAWS do not. Although drones do technically fit
under the umbrella term 'robot', the latter signifies much more than unmanned aircraft, having a
broader industrial applicability. What is more, although they are most commonly known in the form
of aircraft, drones can also be deployed on land or sea.
Drones come in many shapes and sizes, ranging from insect-like types to large ones that weigh
several tonnes. Drones smaller than 2 kg are generally considered 'micro' or even 'nano', while those
under 20 kg are 'mini' and those over 20 kg can be considered 'small'. These can usually be launched
manually via a catapult or simply hand-launched by a human operator. Medium drones weigh
between 150 kg and 600 kg and large ones weigh over 600 kg. The former are used mainly, and the
latter exclusively, for military purposes.
Though increasingly seen as obsolete metrics, the physical characteristics usually used to
distinguish civil drones from military drones are:
operating range (from how far away they can be controlled);
take-off weight;
payload (the weight a drone can carry in addition to its own weight);
altitude above sea level at which they operate;
endurance (how long they can be in the air);
command and control.
Drone operations are categorised by the European Aviation Safety Agency (EASA), based on their
operations and associated risks, as follows:
open: very low risk operation with no prior authorisation necessary;
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specific: operation with a certain amount of risk requiring an authorisation by a competent
authority;
certified: high-risk operation requiring the certification of the drone as well as a licensed pilot
and operator approved by a competent authority.
The unmanned or autonomy aspects of drones have been long debated, and subject to both praise
and controversy. Any autonomous system, whether aerial, ground-level or sea-based is understood
as a system that is able to perform certain functions independently. At the basis of such a system
sits the integration of three main capabilities: sensing, deciding and acting. It is considered that
machine-autonomy and machine-learning developments stem from research that has resulted from
the artificial intelligence discipline, robotics and control theory.
The following categorisation of autonomous systems is often used in research.
1
2
3

'Human in the loop': the system requires some degree of human input.
'Human on the loop': a human oversees the operation and can intervene at any point.
'Human out of the loop': the systems operates fully on its own with no possibility of
human intervention.

Brief history of drone use
The earliest documented unmanned
Figure 1 – Most common drone uses
flight is believed to have taken place
180 years ago during an Austrian
attack over the city of Venice with
unmanned balloons filled with
explosives. In the early 1900s, the
Wright Brothers, credited with
inventing and piloting the first
airplane, also launched unmanned
flights during their tests and
experimentation. Already during the
First World War, military theorists
began to think about integrating
unmanned aircraft into warfare and
during World War II, work continued
on perfecting drone technology.
Nikola Tesla is considered one of the
fathers of unmanned vehicle
technology through his radiocontrolled boat invention, which later
inspired drone development. 1998
had already witnessed the first drone
to undertake a transatlantic flight, in
almost 27 hours with only 5.6 kg of
fuel. While the earliest developments
in drone technology were driven
mainly by military purposes, today
most innovation is occurring in the
civilian realm. As the majority of drone Source: EPRS, 2019.
technologies could have dual-use
(civil and military) characteristics, it is
not uncommon for the military to acquire civilian-developed technologies and adapt them to suit
military tasks and requirements.
Drones can have a civil use for entertainment and recreational purposes such as photography, but
can also be used in agriculture, delivery services and humanitarian operations. It is estimated that
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energy, agriculture, construction and transport are the top industries in the civil drone market. In
the military realm, drones are predominantly deployed in intelligence, reconnaissance, and
surveillance (ISR) missions but also in combat missions, often through the use of armed drones.
Safety, reduced risk of loss of human life and cheaper maintenance and acquisition are some of the
advantages of both civilian and military drones. The United Nations (UN) notes that the low
acquisition cost of drones is aiding their rapid proliferation. Their small size and precision abilities
increase their potential for being easily weaponised and covertly used by state and non-state actors
in breach of the principles of transparency and accountability.
These advantages have favoured quick technological progress, which in turn have led to the mass
commercialisation of drones and to their integration in military transformation and modernisation
processes. Reuters reported that the global market size for smart commercial drones was
US$1 410 million in 2017 and is anticipated to reach US$179 600 million by 2025. Projections by
Goldman Sachs set the potential market value for drones at US$100 billion by 2020.
PricewaterhouseCoopers (PwC) valued the commercial market for drones at over US$127 billion the figure would be much higher were military applications to be included. In its aviation forecast,
the United States' Federal Aviation Administration notes that the commercial drone market could
triple between 2019 and 2023 while Drone Industry Insights claims the market will grow by
$43 billion by 2024. The European Commission estimates that drones will have an economic impact
of more than €10 billion per year and create over 100 000 jobs in the EU by 2035. The Single
European Sky Air Traffic Management Research (SESAR) joint undertaking expects around 7 million
consumer leisure drones to be operating across Europe and a fleet of 400 000 to be in use 'for
commercial and government
missions in 2050'. While the
Figure 2 – Drone market
projections range from several
billion to hundreds of billion
owing to differences in metrics
and methodology, most scholars
agree that drones are indeed a
disruptive, innovative aviation
technology with long-lasting
effects for the decades to come.
One of the reasons for this relates
to
the
unique
drone
characteristic of incorporating
other
former-disruptive
technologies such as satellite
navigation or autopilot in an Source: Drone Industry Insights, 2019.
innovative manner, creating a
new market.

Existing international legal framework
Since the number of uses and availability of drones have been on the rise, aviation and aeronautical
authorities have been concerned with discussing and establishing appropriate safety standards, and
legal and ethical rules. One such international forum is the International Civil Aviation Organization
(ICAO). This specialised UN agency is responsible for managing the Convention on International Civil
Aviation (often referred to as the Chicago Convention) and works together with its 193 member
states to agree on common standards and practices – including on drones. In 2016, the ICAO
developed a UAS toolkit addressing the need to respond to the regulatory challenges raised by the
rapid proliferation of UASs. The toolkit provides guidance for drone operations and for regulators.
In the case of armed drones, the regulatory framework encompasses three areas of international
law: international humanitarian law, international human rights law, and the law on the use of force.
In this respect, it is important to mention the UN Convention on Certain Conventional Weapons,
adopted in 1980. The convention set up a group of governmental experts (GGE) on emerging
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technologies in the area of LAWS to tackle the ethical and moral aspects of deploying them in armed
conflict. The discussions emphasise in particular the human element in this deployment as well as
responsibility in the event of accidents. However, these fora have been criticised for being too
cumbersome to address such fast evolving and technologically challenging matters properly.
Joint Authorities for Rulemaking on Unmanned Systems (JARUS) is another platform gathering
regulatory expertise from 59 countries and working together with EASA and Eurocontrol. The aim is
'to recommend a single set of technical, safety and operational requirements for all aspects linked
to the safe operation' of RPASs.
Another challenge posed by the swift development of drone technology concerns export controls,
i.e. controlling the exports of certain strategic goods to prevent misuse and safeguard international
security. This is particularly complicated when it comes to the dual-use nature of drone technology
– meaning that with minor modifications a legitimate civil drone can be easily turned into an armed
one. The EU's dual-use export control regulation establishes a regime for the control of such goods
and is currently under review. As it stands, the regime covers military drones and some civil drones,
namely those that can fly beyond the line of sight and with an endurance of between 30 minutes
and one hour. Updated in 2019, the EU common position on arms exports commits EU members to
cooperate towards convergence of national arms export policies and to prevent exports of military
technology (including drones) that could be misused by importers. It is however encountering
difficulties in enforcement, since it concerns matters of national sovereignty. The Wassenaar
arrangement on export controls for conventional and dual-use goods and technologies is a
voluntary regime aiming to promote responsibility and transparency in arms and dual-use goods
exports. While the arrangement covers all armed drones, it is deemed increasingly obsolete, given
its inability to capture dual-use drones in its provisions. Lastly, the Arms Trade Treaty, a multilateral
treaty adopted by the UN General Assembly that regulates trade in conventional arms also includes
provisions for the responsible use of drones.

The EU-level regulatory environment for drones
A key event for the European aviation community, and one that created momentum around the
European drone regulatory framework, took place in Riga in March 2015. The conference produced
a declaration, which agreed, not least, on a number of principles surrounding drones. One such
principle is that drones should be treated as a new type of aircraft that requires safety rules. Another
is the importance of a positive public perception of drones. The Riga declaration provided an
important guidance document for the EU-level drone developments that have since followed.
The mandate for regulating civil drones became a competence of the European Commission
following the new Aviation Safety Regulation (often referred to as the 'Basic Regulation'). The 2018
revision of the regulation empowers the Commission to adopt delegated acts as the development
of drones continues. The responsibility for collecting, analysing and publishing safety information
concerning drone operations lies with EASA at EU level and with Member States' authorities
nationally. The new Basic Regulation includes the first EU rules for drones, covering those with an
operating mass of over 150 kg but excluding military, customs, police or fire-fighting drones.
The agency's objective is to ensure a single regulatory framework among EU Member States (plus
Norway, Iceland, Liechtenstein and Switzerland) and to facilitate the internal aviation single market
in the EU. The agency is responsible for drafting implementing rules, certifying products and
organisations, providing oversight and cooperating with other international actors on aviation
safety matters. For example, EASA was appointed by the Commission, the Member States and other
stakeholders to develop proposals for a regulatory framework for civilian drone operations.
2019 was important for drone regulators and operators alike: on 12 March 2019, the European
Commission adopted rules setting out the technical requirements for developing drones.
Developed jointly by EASA and the Commission, the rules apply 'the highest safety standards
achieved in manned aviation to drones', in line with the tone set by the EU aviation strategy. A few
weeks later, on 24 May 2019, the European Commission adopted rules for drone operators that
harmonise the regulatory environment and will apply after 1 July 2020. The rules include the
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obligation for drone operators to register themselves with national authorities as of 2020 and the
permission to fly drones weighing less than 25 kg without prior authorisation under certain
conditions. The delegated regulation and implementing regulation were published officially on
11 June 2019 and make Europe 'the first region in the world to have a comprehensive set of rules
ensuring safe, secure and sustainable operations of drones'.

Civilian drone use
In addition to the increasingly common recreational
drones, civil drones have proven very useful in U-space
environmental disaster relief operations, fire-fighting, The U-space is an EU-initiated platform for the
humanitarian aid distribution, farming, construction safe integration of civil drones in the airspace. It
and, simply, in the aerial delivery of goods and services. is a set of highly digitalised services and
For example, civilian drones were deployed in Australia functions designed to secure the safe access of
in a rescue operation of two men who were struggling a large number of drones in the airspace of up
to 150 metres. It aims to create an interface
with waves after surfing by dropping an inflatable pod to
between manned and unmanned air traffic
help them reach the shore. They have also proven their control. In 2017, the SESAR joint undertaking
value in medical emergencies and treatments. Rwanda, drafted a blueprint for making the U-space
for instance, hosts a national medical drone network that operationally possible. In 2018, Transport
is used for delivering medical products such as vaccines Commissioner Violeta Bulc launched the
or blood to remote places. It is believed that maternal European network for drone demonstration
mortality is decreasing as a result of fast drone blood projects as a knowledge-sharing platform that
deliveries. Furthermore, drone delivery services are will focus on developing the U-space.
cheaper and much faster than other road-based options. Source: U-space, SESAR joint undertaking, 2019.
A similar service taking place in Tanzania notes that a
drone journey for flying medical samples to a laboratory
for analysis took only 40 minutes compared with the previous six-hour long trip by ferry and road.
In Europe, the German delivery service DHL was the first such business to integrate a drone into its
delivery system. The DHL Parcelcopter has provided fully autonomous deliveries since 2016, having
also won the German Mobility Prize the same year.
The majority of civilian drones are small in size and have a take-off weight of maximum 150 kg. They
are usually flown within a visual line-of-sight of approximately 100 metres but there is increasing
demand for drone flights beyond the line-of-sight to perform delivery services, for example. There
are also exceptions that challenge the general weight rule, such as the Spanish-designed Flyox I
drone, which has a payload of 1850 kg. The EU term for the airspace and platform within which most
civil drone operations can take place is U-space. A number of civil drone innovations have been
remarked upon for their autonomous capabilities and for their dual-use potential. They include
small recreational drones, autonomous underwater vehicles used for oceanography and
underwater maintenance, video surveillance, biometric recognition technologies and self-driving
cars. The latter in particular is the subject of much debate as the technology raises overall safety
concerns as well as questions relating to on-road communications and the risk of hacking, having
the potential to 'rewrite the rules of transport'.
Worldwide, China, the United States and Israel are leading the drone field. The World Economic
Forum states that Chinese Da-Jiang Innovations dominates the consumer drone industry with over
70 % of the global market share, others estimating even 74 %. Drone Industry Insights notes that US
and Chinese revenues make up over two thirds of the global drone market. In Europe, the French
company Parrot is the largest drone manufacturer. A SESAR study highlights that the combined
efforts of European innovative companies, industrial leaders and the aerospace and defence sector
are contributing significantly to driving the global drone industry. It also argues that the largest
sources of value in the European drone market come from the leisure and defence sectors.

6

Civil and military drones

Military drone use
In the military context, drones have often been said to be revolutionising warfare, leading the way
to military transformation. Experts also point to a trend to capitalise on cutting-edge technologies,
thus closing Europe's technological innovation gap. Drones hold innovative promise for air power
and high potential for increased safety for military personnel and civilians alike.

Figure 3 – Examples of various civil and military drone models

Source: EPRS, 2019.

While armed forces are known to operate drones of all sizes and weights, most armed drones are
much larger than the usual commercial drones and can weigh over 600 kg. Small drones too can be
designed or adapted to carry weapons or be used in ISR roles and nano or micro drones are often
used for intelligence collection. Large drones generally operate beyond the visual line-of-sight,
sometimes using radio line-of-sight where imagery is transmitted via radio to the operator.
Drones categorised as medium-altitude long-endurance (MALE) and high-altitude long-endurance
(HALE) are large drones that can be used for tactical ISR purposes but also for battlefield support
operations and targeted striking. The latter is the most controversial drone deployment, criticised
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for its opaqueness. However, some of the most capable military drones such as the
RQ-4 Global Hawk, for example, have been designed primarily to fulfil ISR roles and even those
usually deployed for armed strikes are often used in their non-armed version for ISR purposes. The
potential of these drones to redefine theatres of war should not be underestimated. The highly
disruptive swarm drone attack on Saudi Arabia's oil fields in September 2019 demonstrates just that.
Drones can feed operators with precise and timely live information, potentially reducing risks to
pilots and to military personnel on the ground, as well as reducing the risk of collateral damage to
the civilian population and local infrastructure. They can be immensely useful in search and rescue
operations and in collecting military intelligence. These drones are therefore used to record massive
amounts of data that is then processed and analysed by specialists in ground installations.
While the EU does not have the right to regulate production specifications for armed drones under
its common security and defence policy, it is argued that through Council decisions, the EU could
influence and guide Member States' military drone policy development. Experts consider that a
Council decision would have even wider benefits than mere policy clarity, potentially contributing
to achieve the highest of standards in national policies, while upholding EU values and principles.
There have been attempts in the past to establish European consortia for developing MALE drones,
but none saw the light of day. More recently however, given the strategic reconsiderations imposed
on European countries by a deteriorating security environment and volatile geopolitical climate,
new commitments and political will have surfaced to embark on such an endeavour (see Box:
Ongoing European drone projects). Pressure on Europe to develop a stronger defence technological
and industrial base is starting to translate policy pledges into concrete capabilities.

Public perceptions of drone use
The fast-paced proliferation of and advances in drone technology have often been negatively
associated with opaque policies and a lack of transparency. Legal uncertainty and fragmentation
among Member States especially relating to the use of drones in a military context can have a
particularly polarising effect, with the potential to undermine the rule of law. Civil society has been
active in advocating for a common European position on armed drones, calling for clear EU policy
positions, transparency, accountability, action to control proliferation, and prevention of unlawful
drone operations. In practice, this means that the authorities responsible are expected to provide
access to relevant and timely information and be accountable for measures taken within their remit.
In a 2019 study focusing on the UK population, PwC observed that 41 % of citizens fear that drones
might be misused, 27 % fear their use by criminals and 26 % are concerned about accident risks. The
research also indicates that citizens' trust tends to increase for matters that are well regulated, in this
sense emphasising the importance of having rules and accountability for drone operators. At the
same time, over 80 % of the study's respondents were positive about the use of drones for search
and research operations, natural emergencies and countering criminal activity.
Civil drones usually face public opposition when they interfere with citizens' privacy or personal
property, and when they risk being a nuisance in public spaces. As for military drones, initiatives
such as the campaign to stop killer robots are vocal in their opposition to autonomous weapons,
including drones. Their view is that there must be meaningful human control over the use of force.
A particular challenge that their approach faces is the need to take into account the existence of
differing definitions of a 'fully-autonomous' machine. Veterans for Peace is a similar organisation,
based in United States, that focuses on raising awareness of surveillance and privacy issues as well
as targeted striking. In the UK, Drone Wars UK is aiming to secure an international ban on armed
drones by raising awareness through research and scrutiny of the British armed forces.
There is a general communication difficulty regarding defence matters, the subject being more
sensitive in some countries. The pacifist goal of defence actions is often neglected in the debate as
is the fact that defence is meant to be a public good, protecting the values and principles of
European society. In this respect, it is also argued that civil drones that could also be used for military
purposes (dual-use) are an attractive prospect for leaders whose publics are more sensitive to
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defence matters, since the attributes of casualty risk minimisation and cost-efficiency can be more
easily communicated to citizens. Another PwC UK-focused study recommended that public and
private entities to act to prevent 'an information vacuum' being 'filled with negative perceptions'
and instead ensure effective communication about the economic, social and consumer-focused
benefits drones can foster. Drone scholars also point at the need for more strategic communication
at national, regional and local levels in order to prepare citizens for the drone age.

Remaining challenges
Data protection and privacy
Respect for private life and data protection are covered by the Charter of Fundamental Rights of the
European Union. With their filming, photography and recording capabilities, drones pose important
challenges in these areas. Data protection infringements are risks that depend on drone's data
processing equipment and ownership of the data. Even the smallest of drones can easily collect
imagery, record conversations and intercept electronic communications. More advanced drones
can even engage in face-recognition activities. The EU's General Data Protection Regulation (GDPR)
protects EU citizens' personal data and sets strict conditions for data processing. The enforcement
of these rules however might become problematic when it comes to drones. The new Basic
Regulation on civil aviation states that the operator and the remote pilot of a drone 'must be aware
of the applicable Union and national rules relating to the intended operations, in particular with
regard to safety, privacy [and] data protection'. It also stipulates that the drone 'must have the
corresponding and specific features and functionalities which take into account the principles of
privacy and protection of personal data by design and by default'. In addition, the Commission's
rules for drone operators require operators of drones equipped with sensors able to capture
personal data to be registered, adding that they should be well-informed about the Union's rules –
except if the drone falls under the EU's definition of a toy. A 2014 study for the European Commission
found the EU and Member States' regulatory environments 'adequate to address the privacy, data
protection and ethical impacts of RPAS'. Compliance challenges nevertheless remain as the
increasing civil and recreational use of drones complicates enforcement and attribution in practice.

Liability
An increase in civil drone use will also mean a rise in potential damage and accidents, such as
physical injuries, property and vehicle damage. A study commissioned by the European Parliament
indicates that 'victims of accidents caused by drones do not easily obtain compensation, due to lack
of insurance and identification, or insolvency on the side of the insurers'. The author recommends
the adoption of uniform EU-level rules in this respect in order to avoid market fragmentation and an
absence of interoperable solutions. He also suggests that all drones should have third-party
insurance, with very few exceptions, and that in case a drone is not insured and its operator or owner
cannot be identified, a compensation fund based on purchase taxes could be established.

Disruption of public spaces
The increasing accessibility of drones is bound to raise the number of disruptive incidents in public
spaces. Well-documented past examples include airport incursions such as the January 2019
incident at Newark airport in the US where all take-offs had to be halted and inbound planes were
stuck in the air due to a drone being spotted nearby. The disruption lasted for about 90 minutes. In
the same month, Heathrow airport in the UK experienced a similar incident. By far the most
burdensome however was the Gatwick airport drone crisis in December 2018. The incident lasted
for three days and it was later reported that it had cost the airport around £1.4 million, having
affected more than 1 000 flights and over 140 000 passengers. Airlines also had to bear the cost, with
EasyJet for example having lost revenue and incurred compensation payments worth around
£15 million. Although police and military forces were called in during the incident, the perpetrator
was never found, pointing once more to the attribution difficulty in drone operations. Such
incidents also serve to feed reluctant or negative public perception of the use of drones.
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Potentially dense drone traffic in the near future might also pose challenges to the maintenance of
public spaces. It is not unrealistic to imagine drones buzzing around in neighbourhoods, delivering
mail or food and accompanying family activities in the coming years. Agreeing on a traffic
management priority system for certain drone types in low airspace was also listed as a challenge
by Transport Commissioner Violeta Bulc in 2016. In the US, the National Aeronautics and Space
Administration (NASA) agency is developing a drone traffic management platform with a view to
integrating drones safely into the low-altitude airspace in a way that does not interfere with other
drones or even helicopters. The system will be based on a digital platform containing planned flight
details and providing each user with the same situational awareness. Examples of similar European
projects are provided in the box below.
Although drones are generally seen as being more environment-friendly than other means of
transportation, concerns are rising about noise pollution. The noise, if not managed, is expected to
reach the acoustic levels of lawn-mowers and even chainsaws when it comes to larger drones.
Besides impacting the well-being of quiet urban spaces, drone buzzing is also believed to affect bird
populations since their reproduction hinges on being able to hear each other. The Yosemite
National Park in the US, for example, has prohibited the use of drones owing to the threat to wildlife.

Security and cyber risks
As with any new, highly digitalised technology, the risk of cyber-attacks and hacking is high. This
can mean anything from illegal information processing to hijacking control over a drone's command
and control system and using it for malicious, even criminal activities. The US Department of
Homeland Security (DHS) has emphasised civil drones' vulnerability to hacking given their
unencrypted communication through radio, WiFi or GPS. The risk is lowered when it comes to
military drones since their communication is secured and encrypted. In the US, for example, the DHS
warned against the use of drones produced by certain companies deemed unsafe and the US Army
called for its units to discontinue using equipment from the same companies. Securing wireless
networks could therefore be part of the solution, together with tight rules on drone identification.
The EU's implementing regulation on the rules and procedures for the operation of unmanned
aircraft give EASA and competent national authorities authority 'to take the necessary measures to
address any safety issues on the best available evidence and analysis' including on cyber security. In
a paper by the EU Agency for Network and Information Security (ENISA), cyber experts note that
vulnerability hinges on the quality of a drone's software and that its developer must be able to
provide verifiable evidence that the system upholds basic security principles.
Drones can also be misused for criminal purposes, such as drug smuggling, or be weaponised in
order to perform an attack, as in the suspected assassination attempt with explosive drones on
Nicolás Maduro, the president of Venezuela, in August 2018. Counter-drone measures are being
developed in tandem with this technology. These range from radio-jamming to direct measures to
physically disable the drone, such as using nets or even eagles to intercept them.

Brexit
The uncertainties around the expected withdrawal of the UK from the EU also have implications for
the European drone landscape. At the date of this briefing, the exit date is set for 31 October 2019,
however the terms of future UK cooperation with or participation in EASA are unclear. While EASA
states that its operations 'will remain untouched by the UK withdrawal', it also states that its
cooperation with British authorities will be significantly altered. Others argue that the UK ceasing to
be an EASA member will have 'knock-on implications for the import of drones that have been
designed for the EU market, and also for the export of aerial platforms and services from the UK'.

EU-level developments
Besides setting key priorities for increasing the competitiveness of the EU's aviation sector, the 2015
aviation strategy tasks EU authorities with upgrading the legal framework for drones in the EU's
skies. The strategy was released in tandem with the Commission's proposal to revise the Basic
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Regulation. With ambitious strategic
priorities, including an ambitious
external aviation policy and high safety
and security standards, the strategy set
the scene for a stronger EU role in
aviation policy.
2016 saw the launch of the EU Global
Strategy, a wider strategic document
outlining the EU's foreign policy
priorities. This document served as a
point of departure for a suite of defence
integration initiatives, demonstrating
political will from EU Member States to
do more to defend European interests.
Protecting vital security interests
demands a cutting-edge industrial and
technological base, one that is
welcoming and inclusive of new and
emerging technologies. From drones to
robotics and artificial intelligence, these
technologies are increasingly seen as
having strategic value and as
demanding European leadership in
developing and regulating them.

Ongoing European drone projects (non-exhaustive list)
Airworthiness of mass-market drones (AW-Drones) project: a
Horizon 2020-funded project to contribute to the safe use of mass
market drones
PODIUM (Proving operations of drones with initial uTM): a
SESAR Horizon 2020 project supporting the U-space by providing
mutual traffic situational awareness
Safedrone: a SESAR joint undertaking funded project aiming to
integrate general aviation, state aviation, optionally piloted
aircraft and drones into non-segregated airspace in a multi-aircraft
and manned flight environment
SAFIR: a consortium of 13 public and private organisations for
developing a drone traffic management platform in Belgium, with
the hope of expanding it across the EU
Eurodrone /European MALE RPAS: a project by a FrenchGerman-Italian-Spanish consortium to develop a MALE drone for
military ISR purposes but also able to carry weapons. Supporting
it is also a PESCO project as well as an EDF project worth €100
million
Integrated Unmanned Ground System: a PESCO project led by
Estonia aiming to develop a land drone capable of several
autonomous missions.
Maritime (semi-) Autonomous Systems for Mine
Countermeasures: a PESCO project led by Belgium aiming to
develop underwater drones to counter sea mines
Counter Unmanned Aerial System: a PESCO project coordinated
by Italy with the aim of countering the threat posed by mini and
micro drones
nEUROn: a French-led project with a consortium composed of
Italy, Sweden, Spain, Greece and Switzerland aiming to develop a
stealthy combat drone operational as of 2040

EU research funding schemes such as
Horizon 2020 have already committed
€44 million worth of grants through
SESAR for the safe integration of drones
in the airspace. The EU programme for
the Competitiveness of Enterprises and
Small and Medium-sized Enterprises (COSME) also funded a project for developing a data protection
culture in the drone sector. SESAR, however, estimates that at least €200 million are needed to
address existing gaps relating to airspace drone integration.

Besides these traditional EU funding schemes, new initiatives in the field of defence research also
have implications for the future of drone development. For instance, the launch of permanent
structured cooperation (PESCO) in 2017 between 25 EU Member States wishing to deepen their
defence cooperation saw the adoption of 34 PESCO projects co-funded by the participating
Members. These projects aim to develop military and operational capabilities where they are lacking
– including drone-related capacity. The European Defence Fund (EDF) is another initiative aiming to
foster competition and innovation in the EU's defence industry through collaborative industrial
projects. The Commission's legislative proposal for the EDF earmarked a budget of €13 billion for
the EU's 2021-2027 multiannual financial framework. Following the provisional agreement with the
European Parliament and the Council of the EU, it has been agreed that between 4 % and 8 % of the
budget will be allocated to 'disruptive, high-risk innovation'. In March 2019, the Commission
decided that its work programme on co-financing defence industrial projects in 2019 and 2020 will
focus on cutting-edge defence technological areas, including drone technology.
It has been argued that the ultimate goal of European drone policy-making is to create a civilmilitary research and development technological pool from which users from both sectors can
benefit. The same author also nevertheless criticises a lack of substantial reflection at EU-level about
the consequences of increased drone automation, their fast proliferation and normative
implications to the extent of promoting a 'sanitised' image of dual-use drones. The European
Political Strategy Centre also wrote about the EU's digital strategic autonomy and the pressing need
to understand the opportunities as well as the vulnerabilities that accompany technological
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breakthroughs in the new 'geopolitics of digital technologies'. The paper also points to the
increasingly blurred lines between civilian and military applications of technology, using drones and
artificial intelligence as examples. The above-mentioned SESAR study argues that the EU needs to
create an ecosystem to facilitate improvements in drone-related technological developments, air
traffic management and cybersecurity as well as to increase the availability of safe and authorised
testing environments in the next five to ten years 'to unlock demand and global competitiveness'.

European Parliament position
During its eighth term (2014-2019), the European Parliament was highly vocal in the drone debate,
both in its role as a co-legislator of EU rules for the safe use of drones and in exercising scrutiny over
the use of armed drones and LAWS. In 2014, Parliament voted a resolution calling on the Council,
the High Representative and Member States to formulate a common EU position on the use of
armed drones and to ban extrajudicial targeted killings. On the safe use of RPAS in civil aviation,
Parliament's 2015 resolution emphasised the importance of data protection and privacy for gaining
public support for civil drones. The resolution also expressed concern over potential illegal and
unsafe drone use, in particular of drones with dual-use characteristics. In 2017, Parliament's
resolution on arms exports called for the EU's Common Military List to ensure 'full coverage of all
relevant unmanned systems', thereby including armed drones in arms control regimes. In June 2018,
Parliament adopted a legislative resolution establishing common rules in the field of civil aviation,
pursuant to the provisional agreement reached in interinstitutional negotiations. In a resolution
adopted in 2018, Parliament called for a common EU position on ensuring meaningful human
control in LAWS, urging the High Representative and the Member States to negotiate 'a legally
binding instrument prohibiting' LAWS. The ninth term (2019-2024) of the European Parliament will
see implementation of the EU's rules on the safe use of drones and Parliament will scrutinise the
increase in the civil and military use of drones. As the only directly elected EU institution, Parliament
is in a privileged position to engage with citizens on this matter and help to inform public opinion.
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