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ABSTRACT 

This brief provides a legal analysis of existing rules in digital trade regarding the 
various components of artificial intelligence (‘AI’), in particular (personal and non-
personal) data, computer code in the form of algorithms, and computing power 
(including cloud computing). To do so, the first part of this analysis wil l map various 
international trade rules that affect cross-border flows of data, computer code and 
computing power to determine their respective advantages and disadvantages. 
This will form the basis for the second part of the analysis, which will address the 
desirability and necessity of global rulemaking in this area. 
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1 International Trade Rules, Data Flows, Computing Resources 
and Artificial Intelligence 

International trade law seeks to remove uncertainty for companies and governments engaging in cross -
border trade. These rules were initially conceived for traditional trade in goods, and later on refined to 
also apply to services. Today, their applicability and need for reform in light of the digital turn, particularly 
regarding artificial intelligence, has become a topic of economic and political importance. This brief 
provides an overview of relevant aspects of trade law, in particular European Union (‘EU’), Wor ld Trade 
Organisation (‘WTO’) law and recent Free Trade Agreements (‘FTAs’). Each scheme will be surveyed for its  
applicability to (i) personal and non-personal data; (ii) computer code in the form of algorithms; and (iii)  
computing power to pinpoint existing restrictions on the trade of artificial intelligence in order to provide 
a picture of the current state of trade law and its applicability to AI. 

Artificial intelligence refers to algorithms that have been trained on (often large) quantities of data. 
Indeed, improvements in artificial intelligence over the past years are less due to profound 
breakthroughs in algorithms rather than changes in the swelling availability of data points as well as 
improvements in computing power. Cross-border trade in digital services that include AI is steadily 
increasing, which brings such software within the scope of international trade law. On the one hand, 
services as such are becoming an increasingly prominent component of international trade, whereas , on 
the other, goods increasingly have a services component 1. Artificial intelligence can be incorporated into 
goods or services in a variety of forms, which raises the question of the application of international t rade 
law to artificial intelligence and the therefrom-resulting consequences2.  

2 Barriers to International Trade in Goods and Services that 
integrate Artificial Intelligence  

In recent years, multiple jurisdictions have adopted measures related to the core components of artificial 
intelligence: data, algorithms, and computing power, which burden or hinder the international 
circulation of artificial intelligence as well as its various components. These new barriers to digital t rade 
are generally non-tariff barriers, including localisation measures, or national and/or regional regulat ions , 
including divergent approaches to data protection and privacy requirements 3 or censorship rules. 
Beyond, technology standards can be leveraged to favour local companies as ‘many applicat ions of AI 
involve complementary technologies in which standards might not yet exist’4. 

In particular, domestic data localization requirements have been the topic of much debate. Data 
localization measures in essence impose limitations on the free movement of data 5. These measures 
encompass requests to use local data centers (which prevents the usage of cloud computing services 

 
1 Consider, for instance, the example of an electric toothbrush connected to a mobile app, where the app then makes 
personalized (future processing suggestions) to the user. 
2 Note that digitalization in general has given rise to debates as to whether hybrids such as servitised goods are best qualified as 
goods or services from a legal perspective: Usman Ahmed, Brian Bieron, and Gary Horlick, Mode 1, Mode 2 or Mode 10: How 
Should Internet Services be Classified in the General Agreement on Trade and Services?, Current Topics in International Law, 
Boston University School of Law, 2015. Available at: https://www.bu.edu/ilj/2015/11/24/mode-1-mode-2-or-mode-10-how-
should-internet-services-be-classified-in-the-global-agreement-on-trade-in-service/#_ftn18 
3 The fact that data privacy requirements privacy and data protection may sometimes be considered a barrier to trade does of 
course not mean that these are undesirable. Indeed, privacy and data protection are fundamental rights protected by the 
EU Charter of Fundamental Rights 
4 Avi Goldfarb et al, AI and International Trade, NBER Working Paper 24254 (2018) https://www.nber.org/papers/w24254.pdf 
p. 26.  
5 See further Joshua Meltzer, ‘A New Digital Trade Agenda’ [2015] E15 Initiative 2, 5. 

https://www.nber.org/papers/w24254.pdf
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where servers are located outside the relevant jurisdiction) or outright bans to transfer data abroad (for  
instance in order to ensure law enforcement or for cyber security reasons)6. All of these measures impose 
geographical limitations on data, as they require that data is stored on local servers. These localizat ion 
measures impact two core components of artificial intelligence: data and computer storage. Some have 
referred to this trend as ‘data nationalism’7. Others are sceptical whether such measures can in reality 
achieve their stated objectives such as shielding citizens from foreign surveillance, privacy and security ,  
economic development, domestic law enforcement and the protection of freedom8.  

Data localization measures across jurisdictions are varied and range from rules regarding content, such as 
for instance Nigeria’s guidelines on content development, online censorship (as rules in place in Turkey),  
data protection rules as existing in the EU and South Korea, data transfer requirements, transfers of 
source code in tax-related information (USA), traffic routing requirements, which includes restrictions  on 
foreign ISPs to provide internet access (Vietnam), local data storage and processing requirements such as 
for instance the Brazilian localization requirements for public procurement contracts including in cloud 
computing services, requirements that certain data be processed locally (Russia) and the Chinese Great  
Firewall9. A further example of data transfer requirements are India’s requirement that payment service 
providers set up data centres or store their data with cloud providers using Indian data centres10. 

Mandatory transfer of technology requirements may moreover compel companies to reveal elements 
of a technology, such as the source code (that is to say computer code that can straightforwardly be read 
by skilled individuals) of the software used in artificial intelligence. Countries can make market access 
conditional to such disclosures 11. Furthermore, local content rules such as content blocking, content 
filtering and geo-blocking affect the availability of data to train artificial intelligence on. Beyond, 
licensing obligations for cloud services can hamper the constant data flows between different data 
centers in various locations and jurisdictions that characterize cloud computing12.  

3 European Union Law  
The European Union has exclusive competence to negotiate trade agreements on behalf of its  member 
states 13. Article 207(3) TFEU provides that negotiated agreements must be in line with the EU’s  internal 
policies and rules. Thus, any trade agreement to which the EU would be a signatory ought to comply with 
EU law, including its various provisions on the respect of fundamental rights should as the right to data 
protection as set out in Article 16 TFEU and Article 8 of the Charter of Fundamental Rights.  

Especially the application of the data protection provisions to international data flows has been a much-
discussed issue in recent years. Particularly noteworthy in the context of international data transfers is the 
European Court of Justice’s summer 2020 decision in Data Protection Commissioner v Facebook Ireland and 

 
6 https://ecipe.org/publications/restrictions-to-cross-border-data-flows-a-taxonomy/ 
7 Anupam Chander and Uyen P Le, ‘Data Nationalism’ (2015) 3 Emory Law Journal 64, 677. 
8 Anupam Chander and Uyen Le, Breaking the Web: Data Localisation vs the Global Internet, UC Davis School of Law Working 
Paper 2014-1 (2014)  
9 Nivedita Sen, ‘Understanding the Role of WTO in International Data Flows: Taking the Liberalization or the Regulatory 
Autonomy Path?’ (2018) 21 Journal of International Economic Law 
https://academic.oup.com/jiel/article/21/2/323/5004397#117982790 
10 See further https://www.pwc.in/consulting/cyber-security/data-privacy/data-localisation-
norms.html#:~:text=In%202017%2C%20several%20directives%20and,for%20data%20localisation%20across%20sectors.&text=
However%2C%20in%20June%202019%2C%20the,data%20is%20kept%20outside%20India. 
11 Andrea Andrenelli, Julien Gourdon and Evdokia Moïsé, ‘International Technology Transfer Policies’ (2019) 222 OECD Trade 
Policy Papers 

12 White and Case, Cloud Services and Export Control: What You Don’t Know Can Hurt You, 10 April 2014 
https://www.whitecase.com/publications/alert/cloud-services-and-export-control-what-you-dont-know-can-hurt-you.  
13 Articles 3(1)(e) and 207 TFEU. 

https://ecipe.org/publications/restrictions-to-cross-border-data-flows-a-taxonomy/
https://academic.oup.com/jiel/article/21/2/323/5004397#117982790
https://www.pwc.in/consulting/cyber-security/data-privacy/data-localisation-norms.html#:%7E:text=In%202017%2C%20several%20directives%20and,for%20data%20localisation%20across%20sectors.&text=However%2C%20in%20June%202019%2C%20the,data%20is%20kept%20outside%20India.
https://www.pwc.in/consulting/cyber-security/data-privacy/data-localisation-norms.html#:%7E:text=In%202017%2C%20several%20directives%20and,for%20data%20localisation%20across%20sectors.&text=However%2C%20in%20June%202019%2C%20the,data%20is%20kept%20outside%20India.
https://www.pwc.in/consulting/cyber-security/data-privacy/data-localisation-norms.html#:%7E:text=In%202017%2C%20several%20directives%20and,for%20data%20localisation%20across%20sectors.&text=However%2C%20in%20June%202019%2C%20the,data%20is%20kept%20outside%20India.
https://www.whitecase.com/publications/alert/cloud-services-and-export-control-what-you-dont-know-can-hurt-you
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Maximillian Schrems in which the ECJ annulled the EU-US Privacy Shield and in addition placed significant 
difficulties on those needing to transfer personal data from the EU to the US using standard contractual 
clauses under the GDPR 14. Chander has argued that this ruling is akin to a soft data localisation 
requirement as it burdens the export of personal data outside the EU to an extent making it prohibitively  
complicated, particularly for SMEs15. 

It should also be noted that EU law embodies a qualified prohibition on data localisation requirements as  
they have been adopted in other jurisdictions. The Regulation on the Free Flow of Non-Personal Data 
provides that data localisation requirements ‘shall be prohibited, unless they are justified on grounds  of 
public security in compliance with the principle of proportionality’16. In the future, there may be 
additional rules may impact the international circulation of data and AI, for instance possible 
transparency requirements17. 

4 The General Agreement on Trade in Services 
WTO law covers trade in artificial intelligence (typically trade in digital services or servitised goods with an 
AI component). Of particular relevance in this respect is the WTO’s General Agreement on Trade in 
Services (‘GATS’). Where trade occurs between members of the WTO (such as the European Union and its  
member states)18, national measures that restrict trade in artificial intelligence must hence be cons istent  
with the GATS, or, where they are not, be caught by one of its exceptions.  

The GATS is the first multilateral treaty on the liberalisation of international trade in services . It  seeks  to 
promote trade in services by eliminating trade barriers and applies to all services except for government 
services. There are, however, limits to its trade liberalisation agenda. Indeed, its preamble recognises that 
members also have an interest in furthering domestic policy goals through regulation 19. The GATS 
applies to any measure ‘whether in the form of a law, regulation, rule, procedure, decision, administrative 
action or any other form’ that covers services from their initiation to final delivery 20. Thus, where a 
domestic measure affects trade in services, it falls under the GATS21.  

WTO law operates based on distinctions on whether something is a good, a service or intellectual 
property. This creates challenges regarding categorisations of data at is can bridge all of these categories. 
Notwithstanding, it is clear that WTO law catches trade in data flows and artificial intelligence. In US-
Gambling, the WTO dispute settlement mechanism held that the online electronic delivery of a service is  
within the purview of the GATS and classified it under Mode 122. China-Audiovisiuals confirmed that 
service commitments extend to services delivered online23. 

WTO law classifies services according to existing service classifications, which serve to identify a party ’s  
commitments. This is done on the basis of a 1994 list in the form of the WTO Services Sectoral 

 
14 Case C-311/18 Data Protection Commissioner v Facebook Ireland and Maximillian Schrems (2020) EU:C:2020:559. 
15 Anupam Chander, ‘Is Data Localisation a Solution for Schrems II, (2020) forthcoming Journal of International Economic Law, 
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=275458.  
16 Article 4(1) Regulation (EU) 2018/1807 of the European Parliament and of the Council of 14 November 2018 on a framework for 
the free flow of non-personal data in the European Union, OJ L 303, 28.11.2018, 59–68. 
17 European Commission, White Paper on Artificial Intelligence – A European Approach to Excellence and Trust COM (2020) 65 
final, 15 
18 Whereas the EU is a WTO member, the various member states are also members in their own right.  
19 See Articles VI(1) and XIV GATS. 
20 Article XXVIII(a) GATS.  
21 Anupam Chander, ‘The Internet of Things: Both Goods and Services’ (2019) 18 World Trade Review 9-22. 
22 Appellate Body Report, United States – Measures Affecting the Cross-Border Supply of Gambling and Betting Services, 197, 
203-04, WTO Doc. WT/DS285/AB/R (Apr. 7, 2005) 
23 WTO Panel Report, China – Publications and Audiovisual Products, WT/DS363/R, para. 7.1641-7.1653. 

https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=275458
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Classifications List (W/120)24. It can be expected that the question of classifications will be the subject  of 
future trade disputes. These general service categories can be difficult to map to contemporary (digital) 
services 25. It is likely that artificial intelligence will further exacerbate that difficulty, particularly as it 
becomes integrated in a large variety of different services (such as healthcare or financial services, 
to provide just two examples). Where the GATS apply, its general obligations ought to be respected. 
These are the following: 

• The Most Favoured Nation (‘MFN’) treatment mandates that each member shall treat the services  
and service supplies of other members in a ‘no less favourable’ manner than ‘like’ domestic services 
and services suppliers 26.  

• The National Treatment requirement compels WTO members to treat services and service 
suppliers from other WTO members equally to domestic services and service suppliers27. 

• The Domestic Regulation rule foresees that each member ‘shall ensure that all measures of 
general application affecting trade in services are administered in a reasonable, objective and 
impartial manner’28. This is essentially a procedural due process and fairness guarantee that ensures 
that, inter alia, licencing requirements follow objective criteria.  

• The Market Access rule requires that members bound by commitments in its schedule should not  
impose the six market access barriers listed n Article XVI:2 (a) to (f)29. 

National measures applicable to artificial intelligence can fall within the scope of the GATS in a variety  of 
forms. Many jurisdictions have in the past years adopted measures concerning data, some of which fall 
within the purview of the GATS. For example, data localisation requirements can create situations 
where foreign service suppliers are treated less favourably than domestic service suppliers, in breach of 
the national treatment rule30. Depending on the rule, they may also be problematic from a market access  
perspective. This also has an effect on cloud computing as business are faced with a narrower choice of 
providers where they cannot rely on services using servers located outside of the jurisdiction.  

Data protection norms can raise questions regarding the national treatment provisions, yet can be 
justified by members’ freedom to adopt privacy protections31. In particular data localisat ion measures 
have been subject to vivid debate regarding their impact on trade and it hence comes as no surprise that 
the topic is also on the agenda of the WTO as per its Joint Statement Initiative on e-commerce32.  

Member measures related to software that may create issues under the GATS include compulsory 
technology transfer requirements (which may take the form of an obligation to reveal source code) 33.  
It was observed above that in some jurisdictions, market access is only granted to firms that make 
available the source code of the software to local governments. Indeed, governments may demand 
access to source code for security reasons (such as to reduce fraud or ensure national security). 

 
24 WTO, Services Sectoral Classification List. Note by the Secretariat, MTN. 
GNS/W/120, 10 July 1991. 
25 See further Rolf Weber and Mira Burri, Classification of Services in the Digital Economy (Schulthess 2012). 
26 GATS Article II.  
27 Article XVII.1 GATS.  
28 Article VI GATS. 
29 Article XVI GATS. 
30 Holger Hestermeyer and Laura Nielsen, ‘The Legality of Local Content Measures under WTO Law’ (2014) 48 Journal of World 
Trade, 553.  
31 Article XIV of the General Agreement on Trade in Services guarantees that measures that are genuinely intended to protect 
personal data are fully compatible with GATS. 
32 World Trade Organisation, Joint Statement on Electronic Commerce (WT/L/1056), 25 January 2019. 
33 See further Andrea Andrenello et al, ‘International Technology Transfer Policies’ (2019) 222 OECD Trade Policy Papers. 
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Mandatory technology transfer requirements such as the disclosure of source code are caught  by GATS 
market access and domestic regulation disciplines (although intellectual property rights and trade secrets 
are protected under the WTO TRIPS Agreement)34. Below, it will be seen that such rules are now 
prohibited by recent trade agreements such as the TPP, which prohibits partners from demanding the 
disclosure of source code, with a few exceptions, such as security reasons35.  

It is worth noting that such measures, which prima facie contravene WTO principles can nonetheless be 
justified under the GATS where they are caught by one of tits various justifications. However, at the 
same time, such measures may be justifiable by the general exceptions clauses related to security, 
public morals, and privacy36. GATS Article V, which deals with economic integration and enables 
members to become a party to an agreement liberalising trade with other parties; GATS Article XIV bis ,  
which enables members to pursue their security interests, and GATS Article XIV, which engages with 
general public interest measures. To date, no cases on these questions have been brought before the 
WTO dispute settlement procedures.  

In the past, the security exemption has not often been used. However, it has been predicted that in the 
future, governments may be more extensively relying on such exceptions, which will in turn increase 
overall trade restrictions37. Indeed, this phenomenon has already started. In 2019, a WTO found in Russia-
Measures Concerning Traffic in Transit that the GATS security exceptions can be reviewed by WTO dispute 
settlement panels in order to determine whether there are objective security grounds under GATT Article 
XXI(b) and that members invoking that provision must show that there are good faith essential secur ity 
interests 38. Under Article XIV(c), members can pursue important public interests, including the prevention 
of deceptive and fraudulent practices and the protection of privacy where these measures meet the 
provisions material requirements and the chapeau. 

Beyond the general GATS scheme, a number of sector-specific rules are also of relevance for the trade of 
goods and services incorporating artificial intelligence under WTO law, such as sector-specific 
commitments for telecommunications (as foreseen by the Annex on Telecommunications) as well as  the 
Annex on Financial Services. The latter provides that members shall not adopt measures preventing 
information transfers or prohibitions on the processing of financial information including ‘t ransfers  of 
data by electronic means’ except where necessary for data protection reasons39. 

The Information Technology Agreement is a plurilateral deal despite having been adopted under the 
auspices of the WTO (this means that it is only binding upon those parties that have signed it). Many key 
jurisdictions in the developing and developed world have signed, yet it is merely a tariff cutting 
mechanism that does not incorporate binding commitments regarding non-tariff barriers. The ITA 
moreover operates on the bass of a product classification list dating back to 1989, needless  to say  such 
classifications cannot easily be applied to current and future technologies40.  

 
34 Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS), Apr. 15, 1994, Annex 1C to the Marrakesh 
Agreement Establishing the World Trade Organization. 
35 Avi Goldfarb et al, AI and International Trade, NBER Working Paper 24254 (2018) https://www.nber.org/papers/w24254.pdf, p. 
26. 
36 Casalini, F. and J. López González (2019-01-23), ‘Trade and Cross-Border Data Flows’, OECD Trade Policy Papers, No. 220, OECD 
Publishing, Paris, 26. 
http://dx.doi.org/10.1787/b2023a47-en 
37 Joshua Meltzer and Cameron Kerry, ‘Cybersecurity and Digital Trade: Getting it Right (18 September 2019), 
https://www.brookings.edu/research/cybersecurity-and-digital-trade-getting-it-right/ 
38 WTO Panel Report, Russia-Measures Concerning Traffic in Transit, WT/DS512/R, para 7.1010.7.102. 
39 Article 8.  
40 It is worth noting that already in 1998 these had been disputes regarding the appropriateness of such classifications: Appellate 
Body Report, European Communities – Customs Classification of Certain Computer Equipment, WTO Doc. WT/DS62/AB/R, 

 

https://www.nber.org/papers/w24254.pdf
https://www.brookings.edu/research/cybersecurity-and-digital-trade-getting-it-right/
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It must also be underlined that in the future, there may be more detailed WTO rules on e-commerce. In 
January 2019, 76 WTO members including the European Union, the United States of America and China 
announced the start of negotiations on new e-commerce rules 41. Whereas related negotiations are 
ongoing, the EU has already tabled a proposal on WTO e-commerce rules 42. Among other points, this 
proposal suggests that there be:  

• A permanent exception from customs duties for electronic transmission and content 

• A qualified prohibition of data and technology localisation measures, subject to exceptions for 
reasons of personal data and privacy  

• Protections for source code from members’ measures requiring the disclosure thereof.  

Below, it will be seen that these measures may foreclose internal rule-making on these matters. 
The European Commission's 2018 Communication on AI and its 2020 White Paper on AI highlight the 
importance of algorithmic transparency. A crucial question is what degree of transparency of software is  
desirable. Adopting contrary trade rules could considerably limit the EU’s rule-making capacity in relation 
to trustworthy and ethical AI 

Despite these efforts, it is clear that to date, ‘the WTO rules have so far not reacted in a forward-looking 
manner to the various changes triggered by the Internet. In this sense, data and data flows have not been 
addressed deliberately’43. On the one hand, WTO law, with its broad principles was devised as 
a technology-neutral framework expected to stand the test of time as technological development 
unrolls. Yet, research has also shown that adaptation through judicial interpretation cannot be 
considered satisfactory in the light of the data economy given that (i) the framework is currently ‘patchy 
and fails to contribute to a sufficient level of legal certainty’, and that (ii) WTO law has been unable to 
keep up due to the processes foreseen for its adaptation, as there are fundamental divergences on issues  
such as human rights, including privacy, and culture44.  

Whereas WTO law has not yet undergone major changes to adopt for socio-economic transformations 
engendered by the digital turn, recent free trade agreements (‘FTA’) have exhibited a more proactive 
approach. 

5 Free Trade Agreements  
The most recently concluded free trade agreements include specific rules for the digital economy. Data-
related provisions are relatively new in international trade law but they are also increasingly located in 
the dedicated e-commerce chapters of preferential trade agreements, such as bans or limitations of data 
localisation requirements or rules enabling the cross-border flow of data 45. Similarly, FTAs  increasingly 
incorporate rules on cross-border data flows in chapters on specific service sectors, such as 
telecommunications or financial services 46. Free trade agreements thus in some way fill the vacuum left  
by a lack of updating WTO rules on e-commerce. This section considers in particular the Canada-
European Union Comprehensive Economic and Trade Agreement (CETA) and the Comprehensive and 

 

WT/DS68/AB/R (adopted 5 June 1998). The list was expanded at the Nairobi Ministerial Conference in 2015 to cover 201 
additional product lines. 
41 WTO, Joint Statement on Electronic Commerce, 19 January 2019, WT/L/1056. 
42 WTO, EU Proposal for WTO Disciplines and Commitments Relating to Electronic Commerce, 26 April 2019, INF/ECOM/22. 
43 Mira Burri, ‘The Governance of Data and Data Flows in Trade Agreements: The Pitfalls of Legal Adaptation’ (2017) 51 UC Davis 
Law Review, 65, 93. 
44 Ibid, 98. 
45 Mira Burri and Rodrigo Polanco, ‘Digital Trade Provisions in Preferential Trade Agreements: Introducing a New Dataset’ (2020), 
SSRN Working Paper, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3482470&download=yes.  
46 Ibid.  

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3482470&download=yes
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Progressive Trans-Pacific Partnership (‘CPTPP’)’s various provisions that affect international trade in 
artificial intelligence.  

6 The Canada-European Union Comprehensive Economic and 
Trade Agreement 

Chapter Sixteen of CETA deals with electronic commerce and sets out the following legally binding 
obligations:  

• Parties shall not impose customs duties, frees or charges on deliveries transmitted 
electronically47. ‘Delivery’ refers to digitally encoded deliveries, which include computer programs, 
text, video, image or sound recordings which may all be used in the context of artificial intelligence48. 

• Parties shall adopt measures necessary for the protection of personal data49. 

Article 16.6 CETA moreover contains best endeavours relevant to digital commerce according to which 
the European Union and Canada set out to remain in dialogue on matters such as (a) the recognition of 
electronic signatures and the facilitation of cross-border certification services; (b) the liability of 
intermediary service providers; (c) spam mail; and (d) the protection of personal information as  well as  
the protection of consumers and businesses from fraudulent and deceptive commercial pract ices  in e-
commerce. Whereas no precise agreement was reached on legally binding provisions on these matters 
these are issues inherent in e-commerce that cannot be satisfactorily addressed by a single jur isdict ion, 
underlining the benefits of transnational cooperation on such matters. To this end, the EU and Canada 
have agreed to exchange information regarding their respective laws, regulations and other relevant 
measures and to actively participate in multilateral for a to promote the development of e-commerce50.  

7 The Comprehensive and Progressive Agreement for Trans-
Pacific Partnership 

The CPTPP probably contains the most ambitious e-commerce chapter in existing regional trade 
agreements. Its Chapter Fourteen deals with electronic commerce and contains a number of legally 
binding provisions relevant to artificial intelligence as well as best endeavours51. The following provisions 
are particularly important for artificial intelligence:  

• The CPTPP contains best endeavours regarding the protection of personal information52. 

• The agreement provides that no party shall make the transfer of, or access to source code 
a precondition for the import, distribution, sale or use of the related software or products containing 
the software in its territory53. Exceptions exist for software used in critical infrastructure54. Moreover,  
the source code provision does not preclude the inclusion or implementation or terms and 
conditions related to the provision of source code in commercially negotiated contracts, or 
requirements regarding the modification of source code of software necessary to comply  with laws  

 
47 Article 16.3 CETA. Note that this does not prevent the imposition of internal taxes.  
48 For this definition, see further Article 16.1 CETA.  
49 Article 16.4 CETA. 
50 Article 16.6. 
51 With the exception of government procurement and information held or processed by or on behalf of a party or measures that 
are related to such information. See further Article 14.2.3 TPP.  
52 Article 14.8 TPP. 
53 Article 14.17.1 TPP. 
54 Article 14.17.2 TPP. 
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and regulations that are not inconsistent with the agreement 55. Beyond, the provision should also not 
be construed to affect disclosure requirements stemming from patent law56. 

• The agreement sets out that computing facilities localisation requirements may not be a 
precondition for the conduct of business in the given jurisdiction57. 

• The agreement prohibits customs duties on electronic transmissions, including electronically 
transmitted content58. 

• The agreement contains a non-discrimination clause according to which no less favourable 
treatment should be accorded to digital products from another party than on internal digital 
product 59. 

Further provisions relate to electronic signatures and electronic authentication 60. The CPTPP also contains 
best endeavours relevant to electronic commerce, including commitments recognising the importance 
of online consumer protection 61 and the protection of personal information 62. Further best endeavours  
relate to paperless trading63 and principles on access to and use of the internet for e-commerce64 as  well 
as internet interconnect charge sharing 65. The signatory parties moreover undertook to adopt or 
maintain measures to combat unsolicited commercial electronic messages (‘spam’)66 and to cooperate 
further on a range of issues including regulatory experience sharing, the promotion of SMEs, the 
exchange of information regarding consumer access to online goods and services, cooperation in 
multilateral fora having the objective of developing e-commerce, as well as the development of pr ivate 
sector self-regulation through codes of conduct, model contracts, guidelines and enforcement 
mechanisms designed to foster e-commerce67. The parties also undertook to cooperate on matters of 
cybersecurity68. 

8 The Trade in Services Agreement 
The Trade in Services Agreement (TiSA) is a proposed international treaty that would bind 23 members of 
the WTO, including the European Union, in order to liberalize the worldwide trade of services. Given that 
numerous service sectors, such as healthcare or banking, increasingly consider incorporating elements of 
artificial intelligence in the respective services, TiSA will also have relevance in relation to artificial 
intelligence. TiSA negotiations are currently on hold69. 

  

 
55 Article 14.17.3 TPP. 
56 Article 14.17.4 TPP. 
57 Article 14.13.2 TPP. 
58 Article 14.3 TPP.  
59 Article 14.4.1. TPP. 
60 Article 14.6 TPP.  
61 Article 14.7 TPP. 
62 Article 14.8 TPP. 
63 Article 14.9 TPP. 
64 Article 14.10 TPP. 
65 Article 14.12 TPP. 
66 Article 14.14 TPP. 
67 Article 14.15 TPP. 
68 Article 14.16 TPP. 
69 https://www.europarl.europa.eu/legislative-train/theme-a-balanced-and-progressive-trade-policy-to-harness-
globalisation/file-trade-in-services-agreement-(tisa) 

https://www.europarl.europa.eu/legislative-train/theme-a-balanced-and-progressive-trade-policy-to-harness-globalisation/file-trade-in-services-agreement-(tisa)
https://www.europarl.europa.eu/legislative-train/theme-a-balanced-and-progressive-trade-policy-to-harness-globalisation/file-trade-in-services-agreement-(tisa)
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9 International Trade in Artificial Intelligence and Developing 
Countries 

In recent years, more attention has been paid to the particularities of developing countries  concerning 
transnational data flows and artificial intelligence70. Developing countries typically have less privacy and 
data protection mechanisms in place, meaning that data originating from these jurisdictions are 
attractive for companies established in countries with extensive data protection norms. Indeed, there is a  
temptation to use datasets from such jurisdictions in order to train algorithms, given that they 
(presumably) contain information that cannot be processed elsewhere due to legal restrict ions 71. As  a 
consequence, developing nations may become ‘data exporters’ whereby data, including personal data 
from its citizens, is acquired by companies abroad in order to do kinds of data analysis that is not legal in 
their own jurisdiction. As a result, there are concerns that developing countries become suppliers of data 
– a key AI input – without benefitting from the economic and societal benefits that such artificial 
intelligence may yield, and putting their own citizens at risk 72. This phenomenon has been descr ibed as  
‘data colonialism’73.  

The free flow of data may thus not necessarily present benefits for countries that are net exporters of 
data 74. As a result, some jurisdictions have initiated policies aimed at stopping (personal) data exports.  
For example, India has discussed a number of policies that would have had the effect of requir ing that  
certain types of data must be stored in servers that are located on Indian territory75. Currently, such rules 
have been applied to payment data 76. This reflects growing concerns that participating in international 
trade may present insufficient benefits for these jurisdictions as to date, ‘[o]wing to a concentrat ion of 
digital technologies in developed countries and the skills-based nature of digitalization, the main 
beneficiaries of the digital economy are currently the most developed countries and a few countr ies  in 
Asia’77. 

10 The Desirability and Necessity of Global Rulemaking 
The above overview of trade provisions applicable to artificial intelligence has highlighted that,  on the 
one hand, various jurisdictions have in recent times adopted national measures hindering trade in 
data, algorithms and computing power, while, on the other, trade law has also been slow to adapt 
to the digital turn. Indeed, it has been suggested that ‘[t]he brusque pace of technological progress in 
the digital economy has unfortunately not been matched by policy at the global level that could regulate 
its development in an effective manner and foreshadow potential negative impacts’78. 

 
70 Developing countries are classified self-declare as such in the WTO system. 
71 See further Renata Ávila Pinto, ‘Digital Sovereignty or Digital Colonialism?’ (2018) 15 Sur International Journal on Human 
Rights. 
72 See further https://twailr.com/digital-colonialism-and-the-world-trade-organization/; 
https://stanfordpress.typepad.com/blog/2020/07/the-nuances-of-data-colonialism.html.  
73 https://theconversation.com/digital-colonialism-why-some-countries-want-to-take-control-of-their-peoples-data-from-big-
tech-123048 
74 Susan Aaronson, ‘How AI is prodding governments to rethink trade in data’ Center for International Governance Information 
(2018). 
75 Arindrajit Basu et al, ‘The Localisation Gamit. Unpacking Policy Measures for Sovereign Control of Data in India’ (2019) The 
Centre for Internet & Society, https://cis-india.org/internet-governance/resources/the-localisation-gambit.pdf.  
76 See further https://m.rbi.org.in/Scripts/FAQView.aspx?Id=130 
77 United Nations Economic Commission for Africa, Office of the High Commissioner for 
Human Rights and Friedrich-Ebert-Stiftung ‘Digital Trade in Africa. Implications for Inclusion and Human Rights’ 
https://library.fes.de/pdf-files/bueros/genf/15602.pdf, page xv.  
78 Padmashree Gehl Sampath, ‘Regulating the Digital Economy: Are We Moving Towards a “Win-Win” or a “Lose-Lose”?’ (2018), 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3107688, 2.  

https://twailr.com/digital-colonialism-and-the-world-trade-organization/
https://stanfordpress.typepad.com/blog/2020/07/the-nuances-of-data-colonialism.html
https://theconversation.com/digital-colonialism-why-some-countries-want-to-take-control-of-their-peoples-data-from-big-tech-123048
https://theconversation.com/digital-colonialism-why-some-countries-want-to-take-control-of-their-peoples-data-from-big-tech-123048
https://cis-india.org/internet-governance/resources/the-localisation-gambit.pdf
https://m.rbi.org.in/Scripts/FAQView.aspx?Id=130
https://library.fes.de/pdf-files/bueros/genf/15602.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3107688
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These developments beg the question of the opportunity of global rulemaking in light of the increas ing 
importance of transnational flows of personal and non-personal data as well as data mining techniques 
such as AI. Recent free trade agreements such as in particular CETA and the CPTPP are first efforts  in this  
direction as they directly address some national barriers to trade that were erected in the past  such as  
data localisation and source code disclosure requirements. There would be advantages and 
disadvantages to such a strategy.  

Global rule-making efforts regarding international trade in artificial intelligence would present numerous 
advantages: 

The EU is the world’s biggest exporter of services and it could leverage that position to ensure that  new 
trade rules not only secure market access for digital goods and services but also ensure that trade 
rules have real benefits for consumers and ensure respect for fundamental rights79. Indeed, the 
European Parliament has previously called on the European Commission to ensure that any trade 
framework secures respect for the EU’s data protection and privacy standards80. 

Globally harmonized rules would also remove frictions from international trade. Now, much is dealt 
with through free trade agreements that incorporate numerous WTO-plus commitments and clarify 
issues that WTO members could not agree on (such as duty exemptions for electronic transmissions) and 
WTO-extra topics (i.e. issues not covered by WTO law) such as data protection and privacy, consumer 
protection and safeguards on the free flow of data 81. Whereas FTAs can enable faster agreement between 
fewer parties and thus also more flexibility, they also generate ‘a patchwork of multiple and overlapping 
agreements’ that exacerbate the world’s ‘asymmetric wealth distribution and rule fragmentation’ and do 
not contribute to the free flow of data on a global scale82.  

There are, however, also reasons to be cautious about global rule-making regarding artificial 
intelligence at this moment in time, and this for a number of reasons: 

International negotiations should be aligned with EU rule making on artificial intelligence83. Whereas  
the EU has famously legislated in respect of the protection of personal data, it is still defining its approach 
to many other elements of the data-driven economy, including artificial intelligence. Given that the 
Union and its member states ‘have not yet exercised their right to regulate responsible artificial 
intelligence’ they should ‘guard sufficient space to manoeuvre under international trade law’84. As a 
result, important that EU trade policy ‘should not rule out domestic measures that in the public interest  
mandate source code transparency, accountability and auditability of artificial intelligence systems’85. 

Above, it was observed that the TPP provides that no party shall make the transfer of, or access to source 
code a precondition for the import, distribution, sale or use of the related software or products 
containing the software in its territory86. The adoption of a similar provision in an agreement that  would 
also be binding upon the EU risks hampering current EU efforts to make regulate artificial intelligence, 
such as regarding its transparency. For example, the EU High Level Expert Group on Artificial Intelligence 

 
79 Motion for a European Parliament Resolution, ‘Towards a Digital Trade Strategy’ 2017/2065 (INI) 
https://www.europarl.europa.eu/doceo/document/A-8-2017-0384_EN.html#title1 
80 Ibid.  
81 See also Mira Burri, Understanding and Shaping Trade Rules for the Digital Era, in Manfred Elsig et al, Future Scenarios for 
Global Trade Regulation (Cambridge University Press 2019). 
82 Ibid. 
83 Kristina Irion and Josephine Williams, ‘Prospective Policy Study on Artificial Intelligence and EU Trade Policy (2019) 
https://www.ivir.nl/publicaties/download/ivir_artificial-intelligence-and-eu-trade-policy.pdf, 3. 
84 Ibid. 
85 Ibid, 4. 
86 Article 14.17.1 TPP. 

https://www.europarl.europa.eu/doceo/document/A-8-2017-0384_EN.html#title1
https://www.ivir.nl/publicaties/download/ivir_artificial-intelligence-and-eu-trade-policy.pdf
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also devises transparency as one of the requirements artificial intelligence should meet87. Whereas many 
agree on the need for some degree of transparency in some circumstances, there is still no consensus on 
the best legal and technical avenues of realising that objective88. Iiron has warned that international trade 
rules should not pre-empt EU law in restricting the Union’s mechanisms of achieving responsible AI.  

It has furthermore been highlighted that there is still insufficient empirical evidence on how trade rules 
operate in the data economy, both in terms of the rules’ content but also their practical impact 89. 
Implications of artificial intelligence for trade law remain understudied and explored, and the effect of 
these rules on artificial intelligence remains equally uncertain.  

Others have warned that the liberalisation of digital trade may exacerbate existing policy problems 
related to the digital economy. Irion and Williams has been suggested that the technology-mediated 
economy ‘is imperfect and riddled with information asymmetries, data monopolies, algorithmic 
intransparencies and the ‘winner-takes-all’ effects that accompany these changes. These effects are 
continuously being aggravated by one-sided rules that liberalize digital trade without considerat ion of 
the social, developmental and personal (privacy) implications of the digital economy’90. It has  also been 
cautioned that free flow of data commitments under trade law would mean that the EU could not 
prevent the ‘the transfer of entire libraries of public sector and scientific data to third country 
actors, unless such measures could be justified under one of the exceptions in trade law’91. Indeed, 
various EU initiatives, such under the PSI Directive, mandate that public sector data, which is produced at  
public cost, be made available to business, in that case also outside the EU, at no cost 92. 

Should the EU initiate international rule-making efforts regarding trade in AI, this approach should be 
cautious and well-informed. For example, it has been warned that it is critical for new rules to allow to 
maintain EU standards on fundamental rights protection 93. It must in any event be noted that given the 
globally diverging approaches to trade in AI (liberalization efforts on the one hand and legal restrict ions 
on the other) it will be difficult to gather consensus on any suggestion. A way forward, it has been 
argued, could be a data differentiated normative framework under which ‘ensuring market access for  
some types of data, while retaining greater regulatory autonomy for other types of data’, which may be 
easier to gather consensus around compared to more broad-brush solutions, considering that countr ies 
are divided between those favoring and those opposing data localization requirements94. 

Finally, attention should also be paid to the fact that the technological environment around AI is 
currently subject to continuing technological advances and changes. Crafting a legal framework  on the 
basis of assumptions based on the current status quo runs the risk of soon being outdated. To provide 
but one example, it is currently conventionally assumed that data needs to be moved to an algor ithm in 

 
87 https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines#Top 
88 Kristina Irion and Josephine Williams, ‘Prospective Policy Study on Artificial Intelligence and EU Trade Policy (2019) 
https://www.ivir.nl/publicaties/download/ivir_artificial-intelligence-and-eu-trade-policy.pdf, 3.Note also Article 22 GDPR. 
89 Mira Burri, ‘The Governance of Data and Data Flows in Trade Agreements: The Pitfalls of Legal Adaptation’ (2017) 51 UC Davis 
Law Review, 65, 131. 
90 Padmashree Gehl Sampath, ‘Regulating the Digital Economy: Dilemmas, Trade Offs and Potential Options, South Centre 
Research Paper 93 (March 2019), 14. 
91 Kristina Irion and Josephine Williams, ‘Prospective Policy Study on Artificial Intelligence and EU Trade Policy (2019) 
https://www.ivir.nl/publicaties/download/ivir_artificial-intelligence-and-eu-trade-policy.pdf, 31. 
92 See further Rosie Collington, ‘Digital Public Assets: Rethinking Value and Ownership of Public Sector Data in the Platform Age’ 
(1 November 2019) https://www.common-wealth.co.uk/reports/digital-public-assets-rethinking-value-access-and-control-of-
public-sector-data-in-the-platform-age. 
93 Kristina Irion, ‘ Panta Rhei: A European Perspective on Ensuring a High-Level of Protection of Digital Rights in a World in Which 
Everything Flows’, in Mira Burri (ed.) Big Data and Global Trade Law (Cambridge University Press, forthcoming). 
94 Nivedita Sen, ‘Understanding the Role of WTO in International Data Flows: Taking the Liberalization or the Regulatory 
Autonomy Path?’ (2018) 21 Journal of International Economic Law 
https://academic.oup.com/jiel/article/21/2/323/5004397#117982790.  
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order to generate innovations in artificial intelligence and its deployment. However, as these discussions 
are underway, there is on-going innovation on the technical side as a consequence of which data may in 
fact no longer need to be moved to the algorithm, rather the opposite can also be done such as through 
federated learning 95. 

 

 
95 For an example, see Micah Sheller et al, ‘Federated Learning in Medicine: Facilitating Multi-Institutional Collaborations Without 
Sharing Patient Data’ Sci Rep 10, 12598 (2020). 
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