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New aspects and challenges in consumer 
protection
Digital services and Artificial Intelligence 
The original full study1 discusses the new challenges and opportunities for digital 
services that are provided by artificial intelligence, in particular which regard to 
consumer protection, data protection, and providers’ liability. The discussion 
addresses the way in which digital services rely on Artificial Intelligence (AI) for 
processing consumer data and for targeting consumers with ads and other messages, 
with a focus on risks to consumer privacy and autonomy, as well as on the possibility 
of developing consumer-friendly AI applications. Also addressed is the relevance of AI 
for the liability of service providers in connection with the use of AI systems for 
detecting and responding to unlawful and harmful content. 

Background  

Online consumers find themselves in an unbalanced relationship with service 
providers and traders. A range of powerful intermediaries has emerged, which deliver 
key services (e.g. access to the Internet infrastructure, online search, content sharing, 
cloud computing, and online payments). Some of these services are offered for free to 
final users, supported by advertising revenue. Ads automatically target individual 
consumers; the targeting being based on information collected by tracking them. 

AI has provided technologies with which to exploit the wealth of consumers’ information so as to better target 
individuals. In particular, machine learning has enabled traders to grasp correlations between consumer data 
(purchases, sites visited, likes on social networks) and possible responses to ads. The ability to predict consumers’ 
reactions provides traders with the ability to trigger such reactions through appropriate ads and other messages. This 
ability could morph into manipulation, as consumers’ responses could be based on irrational aspects of their 
psychology, on a lack of information, or on a situation of need. 

A widespread mechanism has emerged whose final 
purpose is to modify consumers’ purchasing behaviour 
through targeted ads. More generally, a personal data 
economy is emerging where all kinds of personal data are 
collected and exchanged, their value consisting in their 
possible uses to anticipate and modify the behaviour of 
people. 

The business model based on providing “free” services 
paid through advertising has an impact that goes beyond 
e-commerce. In order to expose consumers to ads, 
platforms have to attract and keep consumers on their 
websites. AI can discover what kinds of messages and 

information are more likely to achieve this goal. These tend to include messages - among which rumours or fakes - that 
please or excite users, confirm their prejudices, trigger negative feelings (such rage or disgusts), and provide for 
additive symbolic rewards and punishments.  
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Moreover, individuals tend to be served with kinds of content and messaging that have attracted or pleased similar 
people in the past. This may lead to separation and polarisation in the public sphere. 

AI technologies are also increasingly used by online service providers, to detect and react to unlawful and inappropriate 
online behaviour. While AI technologies can contribute to effective moderation, enabling providers to cope with the 
huge growth and accelerated dynamic of user-generated content, they may also deliver inaccurate, biased or 
discriminatory responses, to the detriment of freedom of speech and users’ rights. 

Key findings 

Many legal domains are relevant to the use of AI in the provision of digital services, from data protection, to consumer 
protection, competition law, Intellectual property, ecommerce law, and general rules of civil and criminal law (on 
liability, contracts, etc.), as well as specific rules on hate crimes, political campaigning, etc. This complex regulatory 
framework, while relevant and indeed useful in many regards, has so far failed to provide adequate safeguards for users 
and consumers. 

Presently, consumers’ personal data are most often extracted from online services at no cost, and then used and 
exchanged to the benefit of providers and traders. The report argues that guidance should be provided concerning 
the extent to which personal data can be viewed as a 
tradable commodity, over which consumers retain some 
control, or whether trade on personal data should rather be 
limited or even excluded. Effective protection of consumer 
privacy requires that consumers not be deceived by “design 
tricks” or “dark patterns” that stealthily induce them to 
consent to the processing of their data. 

Ai poses significant risks to consumers, challenging key 
principles of EU consumer law, such as protection of the 
weaker party, regulated autonomy, and non-discrimination.   
First, the use of AI by vendors/retailers and service providers 
may introduce further imbalances between these parties 
and consumers. Second, the manipulative use of big data 
and AI may limit the independence of consumers. Third, 
automated decisions may work to the disadvantage of 
certain individuals and groups, without any acceptable 
rationale. 

No less important are the opportunities opened up by AI. AI can support citizens and their organisations so that they 
may not only make better use of the opportunities available in the market, but may also resist and respond to unfair 
and unlawful behaviour by AI-powered companies. Consumer-empowering AI technologies can support consumers in 
protecting themselves from unwanted ads and spam; they can enable consumers to identify cases where unnecessary 
or excessive data is being collected or where fake and untrustworthy information is provided; they can support 
consumers and their organisations in detecting violations of the law, assessing compliance, and obtaining redress; they 
can expand and enhance opportunities for fast and constless automated remedies (as in the  the case of 
reimbursement for tickets in case of flight cancellations). For instance, the CLAUDETTE system, developed at the 
European University Institute, uses AI technologies to detect unfair and unlawful clauses in consumer contracts and 
terms of service. 2 

In the domain of Internet moderation, AI may enhance the capacity of providers to detect and react to unlawful and 
inappropriate online content and behaviour. AI systems can filter out some unlawful content or flag content for human 
moderation. AI can also assist human moderators by increasing their productivity. It may also be used to reduce the 
potentially harmful effects of content moderation on individual moderators. However, there is the risk that AI-based 
moderation may lead to outcomes that are inaccurate, unfair or discriminatory, to the detriment of freedom of 
expression and information.  
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The report includes some policy recommendations, as follows: 

 

• Consumers should have the option not to be tracked and (micro)-targeted and should have an easy 
way to express their preferences; 

• The grounds on which service providers and traders cannot price-discriminate should be specified; 
• It should be considered how discrimination in ad targeting is to be addressed; 
• Guidance should be given concerning what algorithmic practices count as instances of aggressive 

advertising; 
• Guidance should be given concerning cases in which consumers have a right to contest a decision that 

undermines their interests; 
• Consumers should be provided with information on whether and for what purposes they are tracked 

and on whether they are receiving information for advertising purposes; 
• Protection of consumer privacy requires preventive risk-mitigation measures in combination with 

collective redress; 
• The development of consumer-friendly AI-technologies should be encouraged and supported. Service 

providers should be prevented from blocking legitimate tools for the exercise of consumer rights; 
• Liability limitations for online providers should also apply to “active” providers, such as search engines, 

online repositories, and social networks, regardless of whether user-generated content is organised, 
presented and moderated by humans, by algorithms or both; 

• Limitations on providers’ secondary liability should not apply when providers have failed to take 
reasonable precautionary measures that could have prevented that behaviour or mitigated its effects. 
This failure may also depend on not having adopted the most effective AI technologies; 

• The availability of AI technologies for detecting unlawful online content and behaviour should be 
encouraged, in combination with human judgment; and 

• Third-party filtering/moderation should be encouraged so as to broaden access, and so should the 
sharing of datasets (to train AI classifiers) and software, so that both are accessible to small companies 
as well. 

 
 
 

1  https://www.europarl.europa.eu/RegData/etudes/STUD/2020/648790/IPOL_STU(2020)648790_EN.pdf. 
2  Claudette is freely available at http://claudette.eui.eu. 
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