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Banking and financial markets – 
Some topical issues 

This papers reflects on recent turmoil created by derivatives used by energy companies and by UK pension 
funds, assessing some recent work of the European Supervisory Authorities, reports on EIOPA’s review of Credit 
Protection Insurance that unveiled poor underwriting and sales practices, as well as poor value for money from 
a consumer perspective, and contains a section on cyber risk, subject to increased warnings by supervisory 
authorities.

1. Derivatives Issues

1.1 Overview 

Market developments of the past weeks have drawn attention to derivatives markets. For one, the question 
came up if energy price movements have been exacerbated by commodities derivatives markets. 
Furthermore, large price movements brought both EU energy companies and also UK pension funds into 
liquidity difficulties and triggered the public sector to step in in both cases. Derivative contracts react to 
movements of the prices they reference with large changes in value, which typically require immediate 
payment in cash or in collateral from one of the parties to the contract to the other. EU derivatives legislation 
sets out minimum standards for these payments. Calls for additional collateral - “margin calls” - have put 
stress on the liquidity of both energy companies and UK pension funds.  

As to the case of energy markets and energy companies’ liquidity strains, the ECOFIN Council had a 
discussion in its meeting on October 4. The Presidency concluded that “most ministers can agree to targeted 
changes, for example by widening the pool of eligible collateral, and a better use of [mechanisms to decelerate 
price movements] in the very short run”. Background to this discussion was a presentation by the Commission 
(not published), which is probably based on an exchange with ESMA that is summarised in Section 1.2. 
Widening the pool of eligible collateral would require legislative .change and is meant to help market 
participants obtain collateral more easily.iNevertheless, the trade-off with the quality of collateral needs to 
be considered, and ESMA has taken a cautious stance on changes to collateral requirements. ESMA 
suggests minor temporary changes, and has submitted a draft Regulatory Technical Standard to this end. 
On the one hand, ESMA’s recommendation does not negatively affect the financial stability role of collateral 
requirements. On the other hand, ESMA does not give an idea what extent of alleviation would result from 
its suggestion. ESMA furthermore suggests that the Commission adopt an already pending draft Regulatory 

https://www.consilium.europa.eu/en/meetings/ecofin/2022/10/04/
https://ec.europa.eu/finance/docs/level-2-measures/emir-rts-2022-7536_en.pdf
https://ec.europa.eu/finance/docs/level-2-measures/emir-rts-2022-7413_en.pdf
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Technical Standard1 to increase the “clearing threshold”. 2 Meanwhile, the ESRB recommended tackling 
liquidity strains in energy derivatives, but also suggested this should not come at the cost of relaxing 
prudential requirements for central clearing systems. 

The Commission also enquired with EBA if anything could be done to facilitate banks providing guarantees 
to energy companies or to otherwise minimise liquidity challenges. EBA’s response provides a clear account 
of banks’ role in providing liquidity to energy companies in derivatives markets. EBA emphasises that in 
doing so, banks incur risks, that the exisiting prudential framework is adequate for these risks and that it 
does not favour changes. EBA does however see room for improving the transparency of margin calls; see 
the related G20-level wor discussed further below. 

As to mechanisms to decelerate price movements, ESMA’s letter recommended introducing 
harmonised mechanisms to halt trading. While halting trading is already foreseen in EU legislation, the 
mechanisms are not harmonised but defined by individual trading venues. 

As regards UK pension funds’ liquidity troubles, a letter from the Bank of England to the UK Parliament 
gives a detailed account of the former’s intervention for up to GBP 65 billion. The intervention consisted 
in buying long-dated government debt in order to stabilise UK pension funds in the face of calls for 
additional collateral to back their obligations from derivatives contracts. 3 From the Bank of England’s 
letter, it appears a chief driver of the liquidity troubles were asset management strategies involving 
derivatives, aimed at reducing the volatility of pension funds’ very long-term liabilities and at beefing up the 
funds’ returns. While the issue that arose was to some extent specific to the very large UK pension funds 
with fixed liabilities (“defined benefits”) towards retirees, also EU insurers have long-term liabilities and 
pension funds with such fixed liabilities also exist in the EU.  

In this context, we have a look at EIOPA’s latest financial stability report and what it says about derivatives 
risk (Section 1.3). EIOPA describes the results of a simulation of liquidity stress for insurance 
companies, but not for pension funds and limited only to interest rate derivatives. EIOPA points out 
that several insurers would have to pay material amounts. However, also the Dutch National Bank reports of 
historically large efforts of Dutch pension funds to generate liquidity. It would also be interesting to look 
beyond interest rate derivatives. The above-mentioned Bank of England report suggests that UK pension 
funds used derivatives not only to limit volatility, but also to beef up returns. To this end, stock market, credit, 
currency or commodity derivatives could in principle be used and all these markets are currently showing 
elevated volatility. Derivatives exposures to beef up returns are used by market participants other than 
pension funds, too. At the same time, non-banks may find it more difficult than banks with their regulated 
liquidity buffers and regular access to central bank funding to obtain liquidity quickly. It would be 
interesting to broaden the analysis that EIOPA has done to liquidity risks from derivatives to other 
non-banks and other types of derivatives. 

More generally, liquidity risk of non-banks from derivatives may be a broader concern for the banking and 
wider financial sector, as discussed in Section 1.4 and 1.5. Note in particular that G20-level work sees a 
need to better prepare non-banks for margin collateral calls. It also highlights that margin requirements 
should be more transparent and better understood. The G20 level bodies plan to do work on these issues, 
which they have identified in a survey of market participants following an earlier turmoil in the markets. 
From the G20 level work, it is not straightforward to parse to what extent the issues at global level are also 

                                                             
1 Both drafts have been adopted by the Commission on October 18 and the links in the text refer to the adopted versions on the Commision 

website. 
2 Above which non-financial derivatives traders are required to use central counterparties and meet their collateral requirements. 
3 In the meantime, the purchases of bonds have ended and a repo facility was set up instead, see: 

https://www.bankofengland.co.uk/news/2022/october/bank-of-england-announces-additional-measures-to-support-market-functioning 

https://ec.europa.eu/finance/docs/level-2-measures/emir-rts-2022-7413_en.pdf
https://www.esrb.europa.eu/pub/pdf/warnings/esrb.warning220929_on_vulnerabilities_union_financial_system%7E6ae5572939.en.pdf
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwilyLzSoO76AhXLwAIHHaKBAGoQFnoECBsQAQ&url=https%3A%2F%2Fwww.eba.europa.eu%2Fsites%2Fdefault%2Fdocuments%2Ffiles%2Fdocument_library%2FAbout%2520Us%2FMissions%2520and%2520tasks%2FCorrespondence%2520with%2520EU%2520institutions%2F2022%2F1039012%2FJB-Letter%2520to%2520the%2520EBA%2520-%2520Energy%2520derivatives_Final.pdf&usg=AOvVaw1wfJYSXTY-j8nzGbOfxkJJ
https://www.eba.europa.eu/sites/default/documents/files/document_library/About%20Us/Missions%20and%20tasks/Correspondence%20with%20EU%20institutions/2022/1039915/EBA%20response%20to%20EC%20request%20on%20energy%20markets.pdf
https://committees.parliament.uk/publications/30136/documents/174584/default/
https://www.eiopa.europa.eu/sites/default/files/financial_stability/financial_stability_report_june_2022.pdf
https://www.dnb.nl/en/statistical-news/snb-2022/dutch-pension-funds-sell-record-amount-in-assets/
https://www.bis.org/bcbs/publ/d526.htm
https://www.bankofengland.co.uk/news/2022/october/bank-of-england-announces-additional-measures-to-support-market-functioning
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pertinent at European level. The ESAs’ view on this G20-level work and on whether they see a need for 
improvements at EU level would be interesting to obtain. 

1.2. ESMA’s recommendations to the Commission on derivatives 
In reaction to high prices and volatility on energy markets and the impact on market participants, the 
Commission wrote to ESMA on 13 September, asking it to look (a) into mechanisms that halt trading 
(“circuit breakers”) and reject certain orders (“price limits”) in order to limit price movements and (b) into 
liquidity strains from collateral requirements. On a general note, ESMA’s response emphasises that the 
financial market developments appear to us to have been driven largely by the geopolitical situation and 
the associated spot market movements. 

As to circuit breakers, 4 the Commission asked ESMA to figure out by 29 September why the mechanisms 
envisaged in EU law had not been triggered at Europe's five electricity exchanges and what steps, including 
legislative, are needed to ensure a harmonised application of such mechanisms. 

ESMA’s response of 22 September suggests “a new type of trading halt mechanism”, on a temporary basis 
and for energy derivatives only. The suggestion is that a simultaneous trading halt could apply at all energy 
exchanges under harmonised conditions set at EU level. This is different from the existing framework that 
leaves the conditions for trading halts to the individual exchanges. ESMA would like to see this 
harmonisation in the forms of an emergency measure in MIFID now, while reserving for itself the role of 
calibrating it later. ESMA wishes to ensure markets can still provide efficient pricing and allow participants 
manage their risks (when trading is halted, no current prices are available and market participants are 
temporarily unable to hedge or sell their risks at that exchange). 

ESMA also writes that it considers changing its guidance for the existing framework. ESMA considers 
constraining the freedom of trading venues in designing their circuit breakers “in justified cases” and 
requiring more transparency from trading venues about circuit breakers. 

As to price limits, 5 the Commission suggested that the existing rules might need to be tightened and asked 
ESMA for input by 17 October. ESMA’s letter does not elaborate on this point. 

As to liquidity strains from collateral requirements, the Commission asked ESMA, by 22 September:6 

a) to assess the functioning of collateral requirements,7 and whether temporary changes to that delegated 
act are warranted to alleviate burden on energy companies. ESMA’s reply does not clearly recommend a 
regulatory change to extend the range of eligible collateral. Nevertheless it suggests that that 
uncollateralised bank guarantees could be considered for a very limited share of collateral requirements, 
and limited in time. As regards the other part of the Commission’s question, ESMA does not elaborate on 
the functioning of the collateral requirements but informs that it is “assessing the broader implications of 
the recent market developments”. It does not specify a timeline or a concrete deliverable. 

b) whether the threshold above which (commodities) derivatives have to be contracted with a central 
counterparty rather than bilaterally between market participants (the “clearing threshold”) should be 
increased. ESMA points out that it had recommended an increase in June 2022 and invites the Commission 
to adopt it as soon as possible. 

                                                             
4 Article 48(5) of Directive 2014/65 (MIFID) 
5 Directive 2014/65, Article 48(4) and Delegated Regulation 2017/584, Article 20 
6 The Commission also asked ESMA to quantify and analyse to what extent liquidity strains may have led energy companies away from regulated 

markets and central counterparties into bilateral transactions, probably considering that the use of central counterparties may imply higher 
collateral demands. ESMA responded that it had noted such a shift in Nordic markets, but not in general. 

7 Set out in Regulation (EU) 648/2012 (EMIR), Articles 41 and 46 and the relevant delegated act 

https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwjov4fJle76AhUPC-wKHTHoA3wQFnoECBUQAQ&url=https%3A%2F%2Fwww.esma.europa.eu%2Ffile%2F125191%2Fdownload%3Ftoken%3DC60j9VLG&usg=AOvVaw2wyICKIf7yikKTa2LY-0_0
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On point a) above, ESMA has in the meantime submitted a draft Regulatory Technical Standard that seeks 
to allow, for a period of 12 months, unfunded bank guarantees and public sector guarantees as 
eligible collateral. Entry into force requires adoption by the Commission and non-objection by the 
Parliament and the Council. ESMA does not elaborate in detail on the impact of this measure. It observes 
however that the relief additional allowances for guarantees would provide is likely to be limited to initial 
margin requirements, i.e. to collateral posted upfront for future exposures. ESMA expects variation margin 
calls, which are the payments for day-to-day changes in market values, to continue to be paid in cash. 

ESMA’s letter entails three further recommendations that aim at reinforcing related requirements of 
MIFID. First, ESMA recommends improving transparency over derivatives positions that are not concluded 
at trading venues. Second, it recommends reflecting if wholesale energy products that must be physically 
settled - currently exempted from MIFID - should also be reported to financial supervisors. Third, ESMA says 
it would be useful to subject larger firms that trade in commodities derivatives to financial supervision, 
where they are currently exempted because their derivatives business is “ancillary” to wider activities in 
physical commodities.  

More broadly, ESMA’s response encourages the Commission to “take a holistic perspective” on the 
effectiveness, risks and costs of measures that might benefit some market participants - i.e. to also keep in 
mind wider repercussions of such measures. In particular, ESMA recalls the need to avoid transferring 
risk from the energy to the financial sector. ESMA emphasises that it has, together with national 
competent authorities, been strengthening its market monitoring and surveillance activities. However, 
ESMA does not give details or elaborate on the outcomes of such activities. 

1.3. EIOPA’s financial stability report on derivatives and liquidity risk 

The EIOPA Financial Stability Report of June 2022 contains a short discussion of European insurer’s liquidity 
risk resulting from derivatives. However, it does not elaborate on the situation in European Occupational 
Pensions. EIOPA’s analysis focusses on interest rate derivatives since it considers derivative exposures to 
commodities derivatives and to credit risk derivatives to be very limited. 

EIOPA shows that insurers are sensitive to liquidity needs for margin calls on interest rate derivatives ,  
especially when interest rates are increasing. This results from derivatives where the insurer buys the interest 
rate payments of a long-maturity bond and pays a money market rate in return. Insurers may do this to 
hedge the interest rate sensitivity of the valuation of long-term liabilities, i.e. as EIOPA calls it, to close the 
duration gap between assets and liabilities (see also a more detailed discussion in the following section, 
looking at pension funds that may make similar use of derivatives). However, a few individual insurers are 
also exposed to liquidity calls from the other direction, i.e. from falling long-term rates. EIOPA explains that 
out of around 150 insurers that report interest rate derivative positions, 90 insurers have net positions that 
require them to pay margin when long term-rates rise, while 59 insurers have net positions that would make 
them receive payments when long-term rates rise. 

Against this background, EIOPA provides a sensitivity analysis that shows the impact of a hypothetical 
increase of long-term rates by 0,50% (i.e. 50 basis points). In this scenario, 90 insurers would pay margin for 
a total amount of EUR 36.4 billion while 59 insurers would receive payments for an amount of EUR 1.0 billion. 
EIOPA notes that several insurers would have to pay material amounts. In EIOPA’s simulation, the ratio 
of cash needed as % of total investments of a given insurer is for the median insurer 3.3% and for the 10% 
most affected insurers it is above 7.8%. Note that the comparison is to total investments; EIOPA does not 
provide a comparison to assets that can be easily liquidated. 

https://www.esma.europa.eu/press-news/esma-news/esma-temporarily-amends-ccp-collateral-requirements-provide-liquidity-relief
https://www.eiopa.europa.eu/document-library/financial-stability-report/financial-stability-report-june-2022
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To see how this scenario of a 50 basis points 
movement in long-term interest rates compares to 
actual changes in interest rates, it is useful that 
EIOPA provides a graphic as illustration (see Figure 
1). EIOPA explains that between 3 December and 
10 February, the 10 year German government 
bond rate increased by approximately 70 basis 
points. In this period, EIOPA observes that in 
aggregate, insurers have paid margins. 
Subsequently, it declined by 40 bps and they got 
back part of the margins paid before, but then the 
rate increased again by more than 70 bps and 
insures had to pay margins again. 

1.4. G20-level review of margining practices 

The three G20-level bodies BCBS-CPMI-IOSCO 8 published a report in September 2022 that evaluates the 
experience of market participants with collateral requirements more than two years ago, during the 
“COVID-turmoil” of March 2020. At the time, an episode of high volatility led to large increases of margin 
collateral requirements for derivatives. Following the turmoil, the Financial Stability Board (FSB), another 
G20 body, raised the question whether market participants were fully prepared for the margin collateral 
calls they experienced. The FSB also pointed to a need to understand the ability of market participants to 
obtain sufficient liquidity under stressed conditions and a need to assess the role of derivatives collateral 
needs in amplifying liquidity strains. To answer the FSB’s questions, the three bodies surveyed market 
participants, central counterparties and supervisory authorities. The analysis was subjected to a public 
consultation before the present report got published. 

The report distinguishes variation margin collateral from initial margin collateral. Variation margin collateral 
is the daily payment, typically in cash, of the ongoing changes of the market value of derivatives from one 
party of the contract to the other - see a more detailed illustration in the following section. Initial margin 
collateral is by contrast a collateral given to the counterparty, which stays with the counterparty to insure it 
against future risks. The report points out that daily variation collateral payments to central 
counterparties increased from amounts around USD 25 billion in February 2020 to a peak of USD 140 
billion on 9 March 2020. The total stock of initial margin held by central counterparties increased by 
roughly USD 300 billion during March 2020. 

One issue is how transparent margin calls are, i.e. how easy they are for market participants to understand 
and to prepare for. This is chiefly an issue for initial margin, which is based on models, while variation margin 
reflects changes in market prices in a rather straightforward manner. The report concludes that 
transparency around initial margin differs across central counterparties and jurisdictions. Therefore, 
some market participants look for more transparency to overcome challenges in anticipating initial margin 
changes. A further, related, issue is how well market participants are prepared for the cash and other 
collateral payments when required. Here, the report paints an overall positive picture for the March 2020 
episode. According to the report, direct participants in central counterparties seem not to have had 
particular surprises, and the majority of their clients, who access central counterparties through the 
intermediation by the latter, have not had any, neither. Nevertheless some clients indicated that they had 
faced liquidity needs materially greater than anticipated and clients varied in their level of preparedness 

                                                             
8 Basel Committee on Banking Supervision, Committee on Payments and Market Infrastructures and International Organization of Securities 

Commissions 

Figure 1: Risk-free rate trend and volatility. Germany 10 
Year government bond yield (bps=basis points)) 

Source: June 2022 EIOPA Financial Stability Report 

https://www.bis.org/bcbs/publ/d537.htm
https://www.fsb.org/2020/11/holistic-review-of-the-march-market-turmoil/
https://www.eiopa.europa.eu/document-library/financial-stability-report/financial-stability-report-june-2022
https://www.eiopa.europa.eu/document-library/financial-stability-report/financial-stability-report-june-2022
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overall. Central bank support has played a role in avoiding “fire sales”, i.e. forced sales of assets at 
unfavourable conditions to obtain liquidity. In addition, the report points out that data gaps remain that 
prevent a fuller picture of non-bank preparedness and the availability of liquidity from banks in particular. 
The report concludes by recommending further work to address the transparency of initial margins, 
preparedness of market participants and remaining data gaps. 

1.5 Reflecting on similar challenges: pension funds’ and energy companies’ derivatives margin calls  

One key lesson of the 2008 great financial crisis was that contagion among derivatives markets 
participants should be mitigated more systematically. When one party gains money from a derivative, 
its counterparty loses. In fact, the contract creates a claim for one party and a liability for the other: so-called 
counterparty credit risk. Over large numbers of these contracts among a large number of market participant, 
a complex network of claims and liabilities arises, which constitutes a possible channel of contagion when 
one party defaults on its liabilities, potentially dragging other market participants down alongside. The 
regulatory solution to this is to require the parties to exchange collateral and to eliminate as many of 
the complex bilateral relations between market participants by putting central counterparties in-
between them, which are entities that assume every party’s claims and its counterparty’s liabilities at the 
same time. 

The collateral exchanged between the parties is required to be of highest quality and liquidity. In fact, it can, 
for most part, be thought of as an advance payment on the final liability that will result when the derivative 
contract ends. As market prices change, the value of the contract changes. And at pre-agreed moments, the 
losing party of a given contract sends advance payments in the form of so-called variation margin collateral 
to the winning counterparty - avoiding that there is a big unpaid liability at the end of the contract’s life. 

Most obviously, liquidity strains can result where market participants take on unhedged bets on financial 
markets through derivatives. However, many market participants have broadly off-setting positions so that 
one position gains in market value while the other loses. If these positions are all derivatives or 
derivatives and very liquid financial instruments, payments and receipts of collateral can largely 
compensate. The money received from one derivative or possibly from selling a financial instrument that 
has risen in value can be used to make the necessary payments or collateral movements on the losing 
contracts. However, that works less well when the derivatives are meant to offset the valuation 
changes of “something illiquid” (i.e., something rather difficult to sell in the market). Say, the value of long-
term electricity production of a power plant that changes in value as electricity prices change. Selling future 
electricity production through derivatives can stabilise the value of the power plant’s future production. As 
the production of the power plant gains value, the derivative loses, and vice versa.  

Likewise, certain pension funds have promised fixed pension payments to retirees. These long term pension 
liabilities increase in economic value when interest rates drop - leading to an economic loss for the company 
providing the pension. Interest rate derivatives can insure against that loss since they can generate 
offsetting value gains.9 

                                                             
9 Note that this stylised description of managing the risk of pension liabilities is different from the situation of some of the UK pension funds as 

described in the above mentioned letter of the Bank of England. Apparently, some UK pension funds tend to hedge the interest rate sensitivity 
of their pension liabilities with investments in long term government debt. However since that debt generates very little yield, they seek to take 
on additional risk - and hence, expected returns - through derivatives. In these cases, derivatives are not used to hedge a risk, but to increase 
exposure - thus, increase the potential of gains. It might accordingly have been unhedged directional risk from those derivatives that made 
them lose money and obliged them to put up cash which they did not have on hand. They thus may have been forced them to liquidate 
government debt in a stressed market environment at falling prices, exacerbating losses since open interest rate positions resulted as they held 
less long-term government bonds to hedge liability risk. The Bank of England seems to have mitigated the problem by buying government debt 
from them, stabilising prices and reducing their losses. 
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Both cases have one thing in common: when the market participant gains money on the “illiquid something” 
(be it future electricity production appreciating or future pensions payments depreciating in value), it has a 
simultaneous loss on the derivative that it has to pay for immediately, while the “illiquid something” does 
not immediately generate cash even if it appreciates in value. It will need a liquidity buffer to bridge the 
gap or immediate access to credit (in order to borrow cash or eligible collateral). Since derivatives 
generate leverage, large market price changes of the underlying instruments can lead to outsized value 
changes requiring more cash than expected when dimensioning the buffer. Looking at the derivatives and 
the “illiquid something” in value terms may show no loss, but the liquidity situation can still get squeezed.  

2. EIOPA’s Thematic Review on Credit Protection Insurance sold via banks 

On 4 October, EIOPA published the results of its review of credit protection insurance products sold via 
banks. Credit protection insurance (CPI) products are insurance contracts that protect banks’ clients against 
the risk of being unable to repay a credit due to events such as accidents, illness or job loss; they may for 
example cover mortgages, consumer credit, or credit card debt. Banks regularly act as insurance 
intermediaries, and for their services they get very profitable commissions. 

EIOPA’s review unveiled significant consumer risks stemming from poor underwriting and sales 
practices as well as from insufficient management of conflicts of interest when insurance products are 
distributed through banks, so-called “bancassurance sales”. 

Some of the key findings of EIOPA’s review are for example: 

• that there is limited consumer choice - to promote competition and reduce prices, 
consumers are in theory entitled to select another insurance provider, but that choice is in 
reality constrained due to cross-selling practices, given that 83% of banks in the sample do 
not offer the CPI without the credit product. 

• that there is a high price dispersion at national and EU level - EIOPA found that the price 
the same consumer would have to pay in each country depending if they buy the CPI product 
from bank A or B could be very different. 

• that there are high risks of conflicts of interest due to unusual high profitability - EIOPA 
found that CPI products are a very profitable business for both insurers and banks: the average 
claims ratio in the sample was around 26% of the price - “gross written premium” or GWP for 
mortgage, 18% of GWP for consumer credit, and a mere 8% of GWP for credit cards. Low claims 
ratio generally indicate that an insurance product presents poor value for money from a 
consumer perspective. EIOPA hence underlines that between 74% to 92% of the premiums 
are used to cover the costs and profits of insurers and banks, noting that any misalignment 
between the interests of the banks and insurers on one side and those of consumers on the 
other side can result into poor underwriting and sales practices. EIOPA also observed that 
some banks might be cross-subsidising, or offsetting low margins on their credit offerings 
with profits generated from the sale of CPI. 

Given the heterogeneity of the issues identified as well as their presence in different markets, EIOPA 
announced that it will examine available tools to improve consumer outcomes with CPI products, for 
example: 

• by issuing a warning under Article 9(3) of the EIOPA Regulation to insurers and banks 
(acting as insurance intermediaries) to address concerns relating to conflict of interest 
emerging from high remuneration levels and sales practices that are detrimental to 
consumers (tying, pressure-sales, misleading information), 

https://www.eiopa.europa.eu/sites/default/files/publications/reports/eiopa-thematic-review-on-credit-protection-insurance2022.pdf
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• by engaging with EU banking supervisory authorities (EBA and ECB) to exchange on risks 
management frameworks and mitigation of conflicts of interest arising from close ties 
between insurers and banks for the design and distribution of CPI product, 

• and by assessing the need to take additional actions, based on its mandate and legal 
powers, to improve consumer outcomes in the CPI market. 

3. Cyber risk 
The ongoing war in Ukraine has raised financial stability risks along several dimensions; rising inflation and 
the worsened economic outlook in combination with tighter financing conditions are aggravating pre-
existing vulnerabilities. On 29 September, the European Systemic Risk Board (ESRB) issued for the first time 
a "general warning” that urges private sector institutions, market participants and relevant authorities to 
prepare for tail-risk scenarios, explicitely mentioning that the war in Ukraine has increased the probability 
of large-scale cyber incidents, which may disrupt critical economic and financial infrastructures, and impair 
the provision of key economic and financial services. 

The ESRB’s warning against cyber risk, even though very generic, is in line with a similar warning given by 
the International Monetary Fund (IMF) in the Global Financial Stability Report of April 2022. That IMF report 
concluded that “the recent escalation of geopolitical tensions and their ramifications in the cyber domain have 
highlighted the importance of incorporating cyber risk into financial stability analysis”, and, with a specific focus 
on banking activities, that “If a large number of banks rely on the same service providers, outages or cyber 
incidents could give rie to systemic risks”. 

Insurance companies underwriting cyber risk are likewise affected. The IMF report finds that “Despite the 
relatively small size of cyber insurance (estimated at $8 billion globally), it has experienced rapid growth amid 
concerns about the uncertainty of expected losses against which insurers have to reserve and hold capital”.  

According to the ESAs’ Joint Committee Report on Risks and Vulnarabilities in the EU Financial System, 
published in Sptember 2022, in response to increasing cyber-attacks, insurance companies “are 
strengthening the wording to protect them against losses”. That report explains that “Insurers seem to have 
pushed up attempts to tighten policies and to clarify coverage in the case of a retaliation by Russia and its allies 
in response to sanctions - the so-called war exclusion, which dictates that losses caused by armed conflict 
are usually not compensated. In this context, clear communication and disclosure to policyholders on the scope 
of the coverage and level of protection offered by insurance policies is crucial, in order to avoid a mismatch 
between their expectations and the actual coverage provided”. 

Looking at the wider picture, one may note that – despite a number of both global and European initiatives10 
– different supervisory authorities still point to structural vulnerabilities: 

• the ESRB points out, that “of particular importance is the need to overcome the risk to financial stability 
stemming from a coordination failure during the response to an incident. A cyber incident’s scale, speed and 
propagation call for a swift response from firms and financial authorities in order to preserve financial 
stability. Financial authorities in the EU need to coordinate among themselves, at global level and with parties 
that they do not usually interact with, such as cyber authorities. The risk of a coordination failure by authorities 

                                                             
10 Just to name few examples, there is already a specific institution in place to deal with cyber risks of pan-European Financial Infrastructures, as of 

June 2017 - the Euro Cyber Resilience Board (ECRB) - that was established under the auspices of the ECB. It is a forum aiming to (i) raise awareness 
of the topic of cyber resilience; (ii) catalyse joint initiatives to develop effective solutions for the market; and (iii) provide a place to share best 
practices and foster trust and collaboration. It was the ECRB that in February 2020 launched the Cyber Information and Intelligence Sharing 
Initiative (CIISI-EU) – a community of public and private entities, among those Europe’s largest financial infrastructures, payment transaction 
providers and stock exchanges –with the objective “to protect the financial system by preventing, detecting and responding to cyberattacks; to 
facilitate the sharing of information, intelligence and best practices between financial infrastructures; [and] to raise awareness of cybersecurity threats”. 
Similarly, on a global level, the FSB is also continuously working on enhancing the operational and cyber resilience. 

https://www.esrb.europa.eu/pub/pdf/warnings/esrb.warning220929_on_vulnerabilities_union_financial_system%7E6ae5572939.en.pdf
https://www.imf.org/en/Publications/GFSR/Issues/2022/04/19/global-financial-stability-report-april-2022
https://www.eiopa.europa.eu/document-library/report/joint-committee-report-risks-and-vulnerabilities-eu-financial-system-1_en#:%7E:text=The%20three%20European%20Supervisory%20Authorities,vulnerabilities%20across%20the%20financial%20sectors.
https://www.esrb.europa.eu/pub/pdf/reports/esrb.SystemiCyberRisk.220127%7Eb6655fa027.en.pdf
https://www.ecb.europa.eu/paym/groups/euro-cyber-board/html/index.en.html
https://www.ecb.europa.eu/press/pr/date/2020/html/ecb.pr200227_1%7E062992656b.en.html
https://www.ecb.europa.eu/press/pr/date/2020/html/ecb.pr200227_1%7E062992656b.en.html
https://www.fsb.org/wp-content/uploads/P310322.pdf
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also exists”. To address this issue, the ESRB has suggested to establish a pan-European systemic cyber 
incident coordination framework to mitigate the risk of coordination failure.  

• A recent EBA peer review exercise on Information and Communication Technology (ICT) risk assessment 
under SREP concluded that the main challenges faces by competent authorities are “building the 
necessary ICT supervisory capacity and expertise, applying proportionality in the assessment, and 
incorporating the ICT risk assessment into the overall SREP”. It should be noted, that the EBA conclusions 
are applicable in a broader sense and cyber security risk requires continued focus on operational 
resilience11, therefore, both the microprudential and the macroprudential authorities have to build up 
relevant supervisory capacity and expertise as well as a needed toolkit. On a positive side, on the 
microprudential level, as first steps of building their expertise, the ESAs have committed to work together 
“on the many joint deliverables and new tasks under DORA to help implement the legislation. Moreover, the 
ESAs, in cooperation with NCAs, have launched a high-level exercise (covering a sample of financial entities) 
to obtain a better understanding of the exposure of the financial sector to ICT third party providers. The 
exercise will help authorities and entities to prepare for the forthcoming DORA regime for oversight of critical 
third-party providers of ICT services”. On the macroprudential side, the ESRB suggested to expand the 
scope of macroprudential policy and enhance the capacity of the toolkit to be able to develop needed 
mitigating safeguards, to be able to address the systemic component of both cyber and financial risk 
stemming from cyber incidents. 

• The Financial Stability Board (FSB) concluded in their latest report, that “fragmentation exists across 
sectors and jurisdictions in the scope of what should be reported for a cyber incident; methodologies to 
measure severity and impact of an incident; timeframes for reporting cyber incidents; and how cyber incident 
information is used. This subjects financial institutions that operate across borders or sectors to multiple 
reporting requirements for one cyber incident. At the same time, financial authorities receive heterogeneous 
information for a given incident, which could undermine a financial institution’s response and recovery 
actions. This underscores a need to address constraints in information-sharing among financial authorities 
and financial institutions”. Following such conclusions, the FSB has recently launced a consultation on 
converging cyber incident reporting (consultation open till 31 December 2022). 

 

                                                             
11 There are two legal acts that are at the heart of digital operational resilience: (i) Digital Operational Resilience Act (DORA) and (ii) the Directive 

on measures for a high common level of cybersecurity across the EU (NIS2). Responsible committee for DORA is ECON, rapporteur - Billy Kelleher, 
Renew. Responsible committee for NIS2 is ITRE, rapporteur - Bart Groothuis, Renew. Both files are expected to be part of 9 November Plenary 
agenda and are expected to enter into force in 2023. 
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