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Strengthening cyber resilience 
Impact assessment (SWD(2022) 282, SWD(2022) 283 (summary)) accompanying a Commission proposal for a 

Regulation of the European Parliament and of the Council on horizontal cybersecurity requirements for products 
with digital elements and amending Regulation (EU) 2019/1020 – COM (2022) 454 

This briefing provides an initial analysis of the strengths and weaknesses of the European Commission's 
impact assessment (IA) accompanying the above-mentioned proposal, submitted on 15 September 2022 
and referred to the European Parliament's Committee on Industry, Research and Energy (ITRE). The 
proposal1 aims to harmonise and streamline the EU regulatory landscape by introducing horizontal 
cybersecurity requirements for products with digital elements, such as end devices (e.g. laptops and 
smartphones), software (e.g. mobile applications – 'apps') and components (e.g. video cards). New 
horizontal rules to improve the cybersecurity of products with digital elements placed on the internal 
market were announced in the EU cybersecurity strategy, and then confirmed by Commission President 
Ursula von der Leyen in her 2021 State of Union address. In response to the EU cybersecurity strategy, the 
European Parliament adopted a resolution calling for security by design and cyber resilience for all 
internet-connected products along the entire supply chain. The Commission included this proposal in 
Annex I of its 2022 work programme (new initiatives) and the 2022 joint declaration on legislative priorities.  

Problem definition 
According to the IA, cybersecurity in products with digital elements is characterised by two major 
problems (IA, pp. 4-18): 

1.1 Low level of cybersecurity of products with digital elements marketed in the Union 

The IA explains that in an increasingly digitalised world, the number of high-profile cyberattacks continues 
to rise. According to the Commissions' Joint Research Centre (JRC) estimates, quoted in the IA, the global 
annual cost of cybercrime amounted to €5.5 trillion in 2021 (p. 2). Cybersecurity has a strong cross-border 
dimension, as products manufactured in one country (including third countries), such as operating systems 
or laptops, are often used by organisations and consumers across the entire internal market. In addition, 
given the borderless nature of the internet, incidents initially affecting only a single entity or a single 
Member State often spread within minutes across the entire internal market (IA, p. 5). The vast majority of 
cyberattacks are the result of vulnerabilities in software and hardware – weaknesses in the computational 
logic and design of software, for example. According to the IA, many vulnerabilities are exploitable over 
the internet and attacks can therefore be carried out from anywhere in the world (p. 6). Moreover, the 
number of vulnerable company and consumer devices connected to the internet is also increasing. A 
recent example provided in the IA is a breach of security cameras allowing observation of citizens in their 
private homes and conversation with a small child in the child's room (p. 7).  

The first driver behind this problem is the lack of incentives for manufacturers to take security seriously 
(IA, p. 9). Drawing on the results of a recent survey, the IA explains that almost 50 % of manufacturers 
knowingly place products on the market with digital elements that contain vulnerabilities. Another 
international survey quoted in the IA revealed that manufacturers often face challenges such as budget 
constraints for deploying security features, lack of knowledge among developers, and lack of security 
testing when it comes to application security (IA, p. 9). While the manufacturers of products with digital 
elements can sometimes face reputational damage when their products are found to wanting on security, 
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this damage often does not translate into users actually switching products. According to the IA, this is due 
to the high switching costs when replacing one product with another and a rather narrow range of 
alternative products on the market (p. 10). As a result, users (such as operators and consumers) bear the 
costs associated with cybersecurity incidents. Furthermore, users are often unaware of the security risks 
associated with products with digital elements and usually do not have any knowledge of the internal 
workings of a product, so it is very difficult for them to make purchasing decisions based on such 
properties. At the same time, manufacturers usually try to bring new products or features for existing 
products onto the market as quickly as possible, prioritising feature development and compatibility with 
existing products over the development of security properties.  

The second driver behind the problem is the piecemeal coverage of cybersecurity in EU policies (IA, 
pp. 11-13). A gap analysis conducted in 2020-2021 (part of an exploratory study prepared at the 
Commission's request on the need for cybersecurity requirements for products with digital elements), 
identified 37 pieces of EU legislation with cybersecurity-relevant requirements for products with digital 
elements. This included all legislation related to the new legislative framework (NLF),2 as well as the Radio 
Equipment Directive 2014/53/EU, Medical Devices Regulation (EU) 2017/745, the Security of Network and 
Information Systems (NIS) Directive (EU) 2016/1148, the NIS2 proposal, and the voluntary certification 
schemes under the Cybersecurity Act, among others (IA, p. 12 and Annex 13). The gap analysis concluded 
that no piece of EU legislation currently requires comprehensive cybersecurity requirements for all 
products with digital elements (p. 11). As a consequence, the IA explains, there is a risk that Member States 
may start to regulate product security at national level, within the limits allowed by the Treaties, for 
example in the areas of safety or health (IA, p. 5). This, in turn, could lead to a situation where manufacturers 
could face an unsystematic approach to product security across the internal market, resulting in internal 
market fragmentation with negative consequences for the cost-effectiveness and competitiveness of 
European hardware and software manufacturers (IA, p. 17). 

2.1 Insufficient understanding among users as regards the cybersecurity of products  

The IA explains that cybersecurity incidents are in many cases also the result of users choosing products ill-
fitted for their purposes or wrongly configuring hardware and software, thereby unnecessarily increasing 
the security risk of their device or network (IA, p. 8). According to the IA, the main driver behind this 
problem is that manufacturers do not provide information on security properties, vulnerabilities, and 
secure use. A recent survey showed that manufacturers often also fail to provide information helping users 
employ products in a secure manner: only 43 % of manufacturers provide information on how users can 
change default passwords and only 26 % of manufacturers provide additional advice on how to protect 
their products from cybersecurity breaches (IA, p. 14). A 2022 study in the Netherlands, covering 
86 manufacturers across 18 different product groups revealed that only 1 in 5 manufacturers provides 
information to customers about available security updates. Eurostat data from 2020, quoted in the IA, 
shows that around 48 % of EU citizens have never restricted or refused access to personal data, when using 
or installing an app on a smartphone (p. 9). While the user base for the most part lacks the skills to evaluate 
the security properties of products with digital elements, manufacturers de-prioritise product security and 
transfer the risk onto users, competing with one another on design or usability, but not on security 
properties (IA, p. 13).  

The IA describes other consequences of the low level and insufficient understanding of cybersecurity, such 
as an increased number of cybersecurity incidents, increased cost to society, reduced uptake of digital 
solutions and the risk of internal market fragmentation (pp. 14-17). It discusses the scale and scope of the 
problem, describes how the problem would evolve and identifies the stakeholders affected. The problem 
definition in the IA is underpinned by recent sources, such as the JRC, Eurostat, stakeholder consultation 
results, academic and professional literature, among others. Overall, the problem definition is well 
substantiated with data, although the first problem is discussed at a greater length than the second.  

Subsidiarity / proportionality 
In addition to explaining the legal basis (Article 114 of the Treaty on the Functioning of the European Union 
(TFEU), the IA briefly discusses the need for EU action and the EU added value that could be created by 
harmonising the EU requirements, such as increased user trust and demand, reduced negative cross-
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border spill-over effects, and reduced costs to society given the global and cross-border nature of the 
digital market and the internet. In addition, the IA discusses the proportionality of the intervention 
(pp. 20, 78) and assesses all options as equally proportional (p. 79). No reasoned opinions had been issued 
by national parliaments at the time of writing. The subsidiarity deadline is 19 December 2022. The IA 
provides a dedicated subsidiarity grid in line with the Better Regulation Guidelines (BRG).  

Objectives of the initiative 
The general objective, as outlined in the IA, is two-fold (IA, p. 20-21): 

1 Ensure the proper functioning of the internal market and prevent fragmentation by 
creating harmonised conditions for the development of secure products with digital 
elements, by ensuring that hardware and software products are placed on the market with 
fewer vulnerabilities and that manufacturers take security seriously throughout a product's 
life cycle. 

2 Ensure the proper functioning of the internal market and prevent market fragmentation by 
creating harmonised conditions allowing users to take cybersecurity into account when 
selecting and using products with digital elements. 

To achieve the general objectives, the following specific objectives have been set (IA, p. 21): 

 Ensure that manufacturers improve the security of their products with digital elements from 
the design and development phase and throughout the whole life cycle of those products; 

 Ensure a coherent cybersecurity framework, facilitating compliance for hardware and software 
manufacturers; 

 Enhance transparency as regards the security properties of products with digital elements;  
 Enable organisations and consumers to use products with digital elements securely. 

The general objectives correspond to the problems identified and already appear rather specific, as they 
seem to pre-empt the direction to be taken. The IA does not set operational objectives, defined in terms of 
policy action deliverables and linked to the preferred option. However, it sets targets for each specific 
objective and lists provisional and non-exhaustive indicators to measure their achievement (e.g. reduction 
of incidents by roughly 20-33 % under specific objective 1, measured by the number of serious incidents 
resulting from vulnerabilities in products with digital elements reported under the proposed NIS2 directive 
(IA, p. 87). Although the operational objectives are lacking, the achievement of specific objectives could be 
verified based on the targets set and the indicators provided. The IA sets the deadline for evaluation at 
three years following the date of application of the initiative, making the objectives time-bound and overall 
in line with the Better Regulation Guidelines' SMART definition (specific, measurable, achievable, relevant 
and time-bound).  

Range of options considered 
The IA discarded six policy options at an early stage. These are summarised below, including the reasons 
why they were discarded (IA, pp. 37-39): 

1 A directive as a choice of legal instrument could leave too much room for discretion at 
national level, potentially leading to lack of uniformity, legal uncertainty, further 
fragmentation or even discriminatory cross-border situations; 

2 Excluding wireless products covered by the RED delegated act from the scope of options 3 
and 4, as the essential requirements in the RED delegated act are of generic nature and 
would not sufficiently address the problems identified or meet the objectives set; 

3 Differentiating horizontal cybersecurity requirements in options 3 and 4 per category of 
risk would have been unrealistic and could only be reflected in more sector- or product-
specific standards; 

4 Differentiating horizontal cybersecurity requirements in options 3 and 4 between 'business 
to client' and 'business to business', because many products with digital elements are used 
in both settings and the essential cybersecurity requirements would be the same 
irrespective of the use; 

https://ipexl.europarl.europa.eu/IPEXL-WEB/document/COM-2022-454
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5 Not covering the whole life cycle of products with digital elements, as it would not be 
coherent with the EU product liability framework and was not supported by stakeholders;  

6 Going beyond the standard NLF provisions as regards market surveillance would not be 
coherent with the existing and well-established concept under the NLF. 

In addition to the baseline scenario ('do nothing' option), the IA assesses a total of four options (IA, 
pp. 21-37). These are summarised below. 

 Baseline entails no horizontal legislation to set cybersecurity requirements for products with 
digital elements. The IA expects a fragmented regulatory landscape, and persisting potential 
discrimination and legal uncertainty affecting the proper functioning of the internal market. 
According to the IA, maintaining the status quo would not be sufficient to address systematic 
cybersecurity issues, even though some problem drivers, such as lack of qualified security 
professionals, may diminish in future either as a result of market forces or international 
standards.   

 Option 1 – soft law and voluntary measures. Under this option, the Commission would issue 
communications, guidance, recommendations and potentially codes of conduct to encourage 
voluntary measures for supply side stakeholders to enhance the digital security of their 
products. Such recommendations or guidelines could be limited to public procurement of 
products with digital elements. The IA expects the development of additional European 
cybersecurity certification schemes on the basis of Article 47(5) of the Cybersecurity Act. These 
schemes would remain voluntary, unless otherwise decided via a delegated act on the basis of 
the proposed NIS2 directive, once it enters into force.   

 Option 2 – ad hoc regulatory intervention. This option entails amendments to the existing 
product-specific NLF legislation based on case-by-case analysis, and the integration of 
cybersecurity into future product-specific NLF legislation.  

 Option 3 – mixed approach. Under this option, the IA envisages a horizontal regulatory 
intervention for tangible (hardware) products with digital elements (e.g. end devices such as 
laptops, smartphones, or networks, such as routers), and respective embedded software, i.e. 
software that is essential for the functioning of end products, such as operating or network 
systems. The intervention would exclude non-embedded software, i.e. software that is 
additional to the functioning of the device, such as mobile apps. Instead, the IA considers a 
staggered approach for non-embedded software, with soft law measures taken as a first step, 
potentially followed by horizontal regulatory intervention depending on the results of soft law 
measures. According to the IA, these requirements would be objective-oriented, technology 
neutral and future proof against a fast-evolving product and technology landscape (IA, p. 31). 
In terms of granularity, the requirements would be more specific than generically requiring 
that products are cyber secure or protected, without being too prescriptive. When placing any 
product with digital elements on the market, manufacturers would be required to ensure that 
it has been designed, developed and produced in accordance with the essential cybersecurity 
requirements set out by the proposed regulation. Moreover, manufacturers would have to 
report vulnerabilities that are being actively exploited and any incident having an impact on 
the cybersecurity of products covered to the EU Agency for Cybersecurity (ENISA). In addition, 
obligations would be set up for economic operators, starting from manufacturers up to 
distributors and importers, depending on their role and responsibilities on the supply chain, 
related to transparency, duty of care, vulnerability disclosure, technical documentation, and 
information and guidance to users on cybersecurity aspects. The essential cybersecurity 
requirements would be followed by a standardisation mandate for the standardisation bodies 
to develop harmonised standards setting out technical specifications, some product- or sector-
specific, to ensure compliance with the requirements. The intervention would not provide for 
liability rules, which are set out in the Product Liability Directive 85/374/EEC. Regarding the life 
cycle of products with digital elements, the IA mentions obligations for manufacturers to 
provide information about their products' end-of-life and security support, as well as 
obligations to provide security updates and support for a reasonable period of time (e.g. an 
average of five years), while ensuring proportionality. The IA considers two sub-options with 
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regard to the conformity assessment, to demonstrate whether the essential requirements 
relating to a product or a process have been fulfilled: 

 Sub-option 3i: self-assessment by the manufacturer for all products covered; 
 Sub-option 3ii: third-party conformity assessment by notified bodies (at Member State 

level) for higher-risk products, e.g. critical software, products that serve as safety 
components. The categories of products would be explicitly listed in the horizontal 
regulation, with the possibility to be updated based on a delegated act. 

 Option 4 differs from option 3 in terms of scope alone. Under this option, the IA envisages a 
horizontal regulatory intervention for tangible and intangible (software) products with digital 
elements, including embedded and non-embedded software, covering respectively: 

 Sub-option 4a: only critical intangible products with digital elements: critical 
software, such as operating systems or web browsers. The IA considers the same two 
sub-options as in option 3 with regard to conformity assessment: 

 4ai: self-assessment by the manufacturer for all products covered; 
 4aii: third-party conformity assessment for higher risk products. 

 Sub-option 4b: broad scope of intangible products with digital elements: all types of 
software products. The IA considers the same two sub-options as in option 3 with regard 
to conformity assessment: 

 4bi: self-assessment by the manufacturer for all products covered; 
 4bii: third-party conformity assessment for higher-risk products. 

The baseline appears to take account of the policies in place and to reflect possible developments of these 
in the absence of a horizontal legislation to set cybersecurity requirements for products with digital 
elements. The IA contains a market analysis of the EU software and hardware market (drawing mostly on 
2019 data), however, it does not seem to account for future technological developments, which means the 
baseline is not fully dynamic. The range of options appears satisfactory, but only options 3 and 4 appear to 
be real alternatives for the general objectives set in the IA (i.e. to create harmonised conditions). The 
content of the options could be explained in more detail with a non-specialist reader in mind. The 
preferred option is option 4bii: horizontal regulatory intervention for tangible and intangible products 
with digital elements, including all software and a third-party conformity assessment for higher-risk 
products. 

Assessment of impacts 
The IA assesses the options for their economic, environmental and social impacts. Under the economic 
impacts, which are the main focus of the IA, it discusses the costs and benefits for businesses (software 
manufacturers and other economic operators), public authorities, consumers and citizens. Thus, the 
preferred option would bring the most significant compliance costs for businesses, estimated at 
amounting to €29 billion in total, while additional enforcement costs for market surveillance authorities 
are estimated at around €7.7 billion in total (pp. 50, 60). At the same time, the preferred option is estimated 
to reduce costs for businesses stemming from cybersecurity incidents by approximately €180 billion to 
€290 billion annually (p. 54). The IA discusses the impact on consumers and citizens in a qualitative manner 
and does not provide any quantitative data (IA, p. 61-63). Under 'social impacts', the IA briefly touches upon 
reduced levels of cybercrime, positive impacts on more vulnerable user groups and new job opportunities 
for cybersecurity trained specialists. However, no further development or estimates is provided in the IA 
(p. 69-70). Environmental benefits, such as reduced harmful emissions from cybersecurity incidents, are 
discussed in a similarly brief qualitative manner (p. 70). The IA analyses all options, scores them (on a 
maximum scale of 1 to 3 for maximum positive or negative impact), compares them based on the 
mandatory criteria of efficiency, effectiveness and coherence, and concludes that option 4bii is the 
preferred option (IA, pp. 71-80). According to the IA, the compliance costs under the preferred option 
would be proportionate to the significant cost savings that can be drawn from reduced cybersecurity 
incidents and from having to comply with multiple product-specific cybersecurity requirements (p. 80). 
The key costs and benefits of all policy options and sub-options are summarised and partially quantified 
(for businesses and public authorities) in Table 9 (IA, pp. 74-76). Proportionality of the intervention is 
discussed briefly and all options are assessed as equally proportional (p. 79). The IA discusses the impacts 
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on overall level of security and resilience (pp. 67-69). Thus, under the preferred option, the IA expects a 
substantial increase in product security as a result of the obligations for economic operators. However, the 
IA does not mention any impacts on technological sovereignty or strategic autonomy, despite the fact that 
the intervention would cover, among other things, higher risk products, such as critical software. The IA 
expects all options to enhance the protection of fundamental rights and freedoms such as privacy, 
protection of personal data, conduct of business and property, or personal dignity and integrity, to a 
certain extent. Horizontal regulatory interventions under options 3 and 4 would help decrease the number 
and severity of incidents, including personal data breaches (IA, p. 69). Furthermore, according to the IA, 
policy option 4b would enhance transparency and information for users, including those that might be less 
equipped with cybersecurity skills. 

SMEs / Competitiveness 

According to the IA, in 2019 the share of small and medium-sized enterprise (SME) manufacturers of 
products with digital elements in the EU-27 was more than 99 %, in both the software and hardware 
markets (pp. 24, 26). The share of SME distributors and retailers could not be estimated. The IA assesses the 
impacts of SMEs under the economic impacts (p. 54-58). Thus, SMEs as manufacturers would in principle 
be more affected than larger companies, while the burden on SME importers and distributors is not 
expected to be significant (IA, p. 56). However, according to the IA, it was not possible to carry out a proper 
SME panel consultation due to time constraints, and the input from SMEs was carried out through targeted 
outreach, such as workshops and interviews (IA, Annex 2, p. 7). However, the views gathered through these 
SME consultation activities are not further developed in the IA (Annex 2, pp. 7-8). The IA envisages a 
number of measures to offset higher compliance costs for SME manufacturers (p. 57): 1) a proportionate 
approach to security requirements and testing methodologies, building on widely used standards; 2) fees 
for conducting third-party assessments by the notified bodies based on the size of the company; 
3) alignment with existing European and international standards; 4) support measures, such as the 
exchange of best practices and information sharing, ENISA support for SMEs, and EU financial support 
through research and innovation (Horizon Europe programme) and capacity building (Digital Europe 
programme). The IA covers the impacts on competitiveness and expects them to be similar for EU and non-
EU companies (pp. 64-67). The preferred option would result in compliance costs, but would equally 
strengthen the visibility and reputation of EU hardware and software products globally, as well as of non-
EU hardware products on the EU market in terms of cybersecurity (IA, p. 64). The IA expects a horizontal 
initiative to contribute positively to building Europe's global technology leadership in the hardware and 
software market (p. 65). However, these impacts are not substantiated with data.  

Simplification and other regulatory implications 

The IA discusses the application of the 'one in, one out' approach (offsetting any burden for citizens and 
businesses resulting from the Commission's proposal by removing an equivalent existing burden in the 
same policy area) for the preferred option (pp. 81-86). The analysis concludes that the total administrative 
burden of the preferred option for businesses operating in Europe would be approximately €1.95 billion 
(IA, p. 86). Coherence with other EU legislation, such as the RED delegated act, NLF legislation, the 
proposed NIS2 directive, is covered under the assessment of coherence (p. 77-78). Furthermore, Table 29 
(IA, Annex 9, pp. 73-90) illustrates the potential interplay between a horizontal regulatory intervention and 
the existing product-related legislation. 

Monitoring and evaluation 
The IA envisages an evaluation three years following the date of application of the initiative and every four 
years thereafter (IA, p. 86). The IA sets targets for each specific objective and provides a list of provisional 
and non-exhaustive indicators to measure their achievement (p. 87). The evaluation provisions are 
reproduced in the proposal without including the indicators.  

Stakeholder consultation 
A10-week open public consultation (OPC – 16 March 2022 to 25 May 2022) coincided with the call for 
evidence for the IA, in line with the streamlined consultation procedure of the BRG. The IA does not explain 
why it did not fulfil the 12-week requirement, but states to the contrary that the OPC was implemented 

https://research-and-innovation.ec.europa.eu/funding/funding-opportunities/funding-programmes-and-open-calls/horizon-europe_en
https://digital-strategy.ec.europa.eu/en/activities/digital-programme
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13410-Cyber-resilience-act-new-cybersecurity-rules-for-digital-products-and-ancillary-services/public-consultation_en
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according to the BRG (Annex 2, pp. 5-6).3 A total of 167 replies to the OPC and 109 replies to the call for 
evidence were received. The results of the OPC are reported in Annex 2 of the IA (stakeholder consultation 
synopsis report), and the views of stakeholders are broken down, for businesses and business associations 
only (59 companies in total), into the following categories: large (45 companies), medium (7 companies), 
small (5 companies) and micro (2 companies). The views of public authorities, EU citizens, consumer 
organisations, non-governmental organisations, academic research institutions and a trade union are not 
reported in Annex 2, although they represented a third of the OPC respondents. Furthermore, the 
Commission carried out targeted stakeholder consultation with, among others, cybersecurity experts, 
competent authorities, notified bodies, manufacturers, distributors, and consumer organisations through 
surveys, workshops, expert interviews, bilateral discussions (mostly organised by the contractor). The 
results of these meetings are mentioned briefly in the main IA document, but not reported in Annex 2. The 
insights from the OPC are mentioned consistently in the IA sections on problem definition, the assessment 
of impacts and the comparison of options. However, the OPC report, the contributions received and their 
annexes are not available online on the Commission's 'have your say' page for this initiative.  

Supporting data and analytical methods used 
The IA is informed by the results of the 2020-2021 exploratory study carried out by a consortium of external 
contractors, the 2022 IA support study 4 carried out by the same consortium, and the results of stakeholder 
consultation, call for evidence and desk research carried out by the Commission, among other sources. 
Overall, the evidence used in the IA appears to be recent and relevant. Although Annex 8 of the IA provides 
an extract from the preliminary findings of the IA support study (pp. 66-72), the fact that it was not publicly 
available at the time of writing, goes against the BRG and undermines the report's transparency. Annex 4 
provides an explanation of the analytical methods used in the IA, as well as the IA's main assumptions 
(Annex 4, pp. 81-97). For example, the IA assumes that one company produces one product, less than 50 % 
of manufacturers currently implement adequate security practices, implementing security product and 
process requirements would represent on average 30.5 % in additional product development costs if no 
comprehensive cybersecurity measures are in place, while the average price/cost of the development of a 
product with digital elements would amount to approximately €140 000. Due to the limited data available, 
the IA could not distinguish between one-off and recurrent costs, so the quantitative estimates 'only 
represent average and abstract figures' by the IA's own admission (IA, p. 41). The estimates of benefits 
(reduction in costs of security incidents affecting companies) draw on the data available for Germany 
(p. 53). The analysis is partially quantitative, complemented by a qualitative discussion.  

Follow-up to the opinion of the Commission Regulatory Scrutiny Board 
The Regulatory Scrutiny Board (RSB) adopted a positive opinion, with reservations, on a draft version of the 
IA on 8 July 2022, highlighting that the report contained significant shortcomings. Firstly, the RSB mentions 
that the report did not sufficiently place the initiative in the wider context of existing and proposed 
cybersecurity measures and did not identify the specific regulatory gaps. Secondly, the RSB observes that 
the policy options did not sufficiently address all identified problem drivers and were not adequately 
explained in terms of content and functioning. The cost and benefit analysis was incomplete and the report 
did not sufficiently explain the underlying methodology and the robustness of the resulting figures 
attached to different options and sub-options. Thirdly, the report did not adequately compare options 
(including sub-options) in terms of effectiveness, efficiency and coherence. It did not sufficiently explain 
the choice, proportionality and future proof-ness of the preferred option. Finally, the report did not 
systematically and transparently distinguish between the different types and views of stakeholders. The IA 
does not explain how it rectified the issues raised in the RSB opinion, which is contrary to the 
recommendations of the BRG, and makes it difficult to check where and if changes have been made. 
Overall, an effort appears to have been made in the IA to take these recommendations on board, except 
for addressing the future proof-ness of the preferred option more explicitly and distinguishing between 
the different types and views of stakeholders more transparently. 

Coherence between the Commission's legislative proposal and the IA 
The legislative proposal appears to follow the IA's recommendations, in that it is based on preferred 
option 4bii, except that its scope seems to be defined differently: 'the regulation applies to products with 

https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13410-Cyber-resilience-act-new-cybersecurity-rules-for-digital-products-and-ancillary-services/feedback_en?p_id=29132670
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13410-Cyber-resilience-act-new-cybersecurity-rules-for-digital-products-and-ancillary-services/public-consultation_en
https://digital-strategy.ec.europa.eu/en/library/study-need-cybersecurity-requirements-ict-products
https://www.bitkom.org/sites/main/files/2021-08/bitkom-slides-wirtschaftsschutz-cybercrime-05-08-2021.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=PI_COM:SEC(2022)321&from=EN
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digital elements whose intended or reasonably foreseeable use includes a direct or indirect logical or 
physical data connection to a device or network' (Article 2 of the proposal). 

The present impact assessment (IA) accompanies the proposal for horizontal cybersecurity requirements 
for products with digital elements. The IA's strong points include a well-substantiated problem definition, 
an evidence base that appears to be recent and relevant, and a transparent account of the assumptions 
and limitations of the analysis. Furthermore, an effort has been made in the IA to quantify the total costs 
and benefits for the manufacturers of products with digital elements. However, the IA's analysis is 
predominantly economic, with little focus on environmental or social impacts. In addition to this, the 
general objectives set in the IA already appear rather prescriptive, leaving only two options that envisage 
horizontal requirements as real alternatives. Moreover, the IA has only partially reported on the stakeholder 
consultation activities, has not carried out a proper SME panel consultation, and did not explain why the 
open public consultation was reduced to 10 weeks. 

ENDNOTES 
1  For further information on the proposal, see P. Car and S. De Luca, EU cyber resilience act, EPRS, European Parliament, 

December 2022 
2  The NLF places obligations on manufacturers, authorised representatives, importers and distributors to improve market 

surveillance and boost the quality of conformity assessments. This framework was introduced in 2008 to depart from the 'old 
approach', where technical legislation went into great detail, usually motivated by a lack of confidence in the rigour of 
economic operators on issues of public health and safety (IA, p. 12 and p. 28). 

3  BRG recommend a mandatory internet-based public consultation of a minimum of 12 weeks for impact assessment, however, 
where several consultation steps are required in developing an initiative, it is not necessary to conduct a 12-week consultation 
each time (see BRG, p. 16 and footnote 48). 

4  Wavestone, CEPS, ICF and CARSA, Study supporting the Commission preparatory work for the cyber resilience act. 

 

 

This briefing, prepared for the ITRE committee, analyses whether the principal criteria laid down in the Commission's own 
Better Regulation Guidelines, as well as additional factors identified by the Parliament in its Impact Assessment Handbook, 
appear to be met by the IA. It does not attempt to deal with the substance of the proposal. 
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