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SUMMARY

The internet has become an integral part of children's lives, offering a wide range of opportunities
for learning, exploring, informing and interacting with others. However, this increased online
presence also exposes children to numerous risks, including cyberbullying, fraudulent marketing
practices, and sexual abuse and exploitation. The scale of these problems is alarming, with a
significant proportion of children experiencing online harm every month. Furthermore, the rise of
generative artificialintelligence is facilitating some risks, such as the creationand dissemination of
convincingbut false information.

To address these challenges, the EU has implemented a range of laws and initiatives aimed at
protecting childrenonline, while enablingthem to explore the digital space and fulfil their potential.
These measuresinclude regulations on digital services, audiovisual media services, data protection,
and practical tools such as helplines and hotlines to report harmful or illegal content online. In
addition, the EU hasintroduced a digital identity framework, which aims to offer a secure and reliable
way to verify age, to prevent childrenfrom accessingage-inappropriate content.

National and regional governments are also taking steps to protect children online, with many
countries introducing age limits and age verification systems. Some countries or regions have
banned smartphones in schools, while others are promoting awareness-raising campaigns and
educational programmes to teach children and parents about online safety. Civil society
organisations and international bodies are also promoting child online safety, throughinitiatives such
as research,awareness-raising campaigns, and support services.
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Introduction

The internet has become an integral part of children's lives, offering many opportunities to learn,
create, play, explore,inform and interact with others. Children are spending more time online than
ever and going to the internet sooner. However, this growing and earlier online presence also
exposes children to risks to their safety, wellbeing and development. These risks include
cyberbullying, dis- and misinformation, promotion of unhealthy habits,and sexual exploitation.

According to the EU Kids online 2020 survey, carried out among children aged 9 to 16, about
1in 10 children becomes a victim of cyberbullying every month. An equal number of children say
they never feel safe online. On a global scale, Unicef statesthat'more than a third of young people
in 30 countries report being cyberbullied, with 1in 5 skipping school because of it. A 2021
WeProtect survey found that over half of young people had experienced some form of sexualharm
online in their childhood. Girls are particularly vulnerable to online sexual harms, with 7 in 10 girls
who responded tothe WeProtect survey statingthey had received sexually explicit content froman
adult, compared with4in 10 boys.

Children are vulnerable to misleading or fraudulent marketing practices, which can lead to the
exploitation of their personal data for tracking, profilingand targeting. Connected (smart) toys may
also pose privacy, security and safety risks, as they often come with a capacity toreveal the location
of the user, record conversations and communicate with childrenremotely. Inaddition, many digital
services are designed in a way that keeps users in the platform as much time as possible, raising
concerns about addictionand long-term effects on physicaland mental health.

Generative artificial intelligence is also facilitating some of these risks, including cyberbullying,
grooming and online child sexual abuse. Children are more vulnerable to Al-generated convincing
but false information or dangerous advice, as their cognitive capabilities are still developing.

Sometimes, children are put atrisk by their own parents. Many parents share publicly the details of
their children's lives online, a phenomenon known as 'sharenting'. Accordingto 2020 survey among
Czechand Spanish parents, more than9 in 10 parents share their child's fullname, and almost 7 in 10
have shared a picture of their child's face. For instance, 3.5 % of Czech parents admitted having
shared online a photo of their naked child. This can potentially lead to dangerous situations, such as
reusing these images on pornographic websites or paedophile networks. Sometimes, parents are
not at all aware of these risks. For example, interviews carried out by researchers among some
Estonian mothers indicate that they are not at all concerned about sharing publicly information
about their childrenon social media, and do not consider the potentialrisks to privacy.

Children's own conduct can also increase online risks. Children can use the online environment to
overshare their personal details, post hateful or harmful content or participate in dangerous online
challenges. Sexting is another example of user-generated behaviour that may put childrenat risk of
self-produced child pornography material being spread.

EU strategies and declarations protecting children online

To frame the EU actionaimed at protecting children online, the EU has adopted various declarations
and strategies. The Europeandeclaration ondigital rights and principles emphasises the importance
of helping children 'to make safe and informed choices and express their creativity in the digital
environment'. The declaration calls for promoting positive experiences in an age-appropriate and
safe digital environment that protects children against harmful and illegal content, exploitation,
manipulationand abuse online. It also highlights the need to provide all children with opportunities
to acquire the necessary skillsand competences in order to navigate and engage in the digital space
actively and safely. Finally, it encourages the involvement of childrenin the development of digital
policies that concernthem. The importance of involving childrenin the development of legislation,
policies, programmes, services and trainingon children's rights in the digital world is also highlighted
in the General Comment No. 25 (2021) of the United Nations Committee on the Rights of the Child.
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The aim to protect, empower and respect children online is highlighted in the Better Internet for
Kids (BIK+) strategy, which the European Commission published in 2022. The strategy aims to create
a safe, diverse, inclusive and non-discriminatory digital space in which childrencanthrive and fulfil
their potential. It is built around three topics: safe digital experience, digital empowerment and
active participation. The BIK+ strategy gives an overview of concrete measures and projects the
Commission supports. For example, the Commission co-funds the safer internet helplines and
hotlines that help minors when confronting harmful or illegal content online. The Commission also
organises media literacy campaigns and develops awareness-raising tools and activities.

In 2021, the Commission put forward a general strategy on the rights of the child. The strategy
recognises both the potential benefits and the harms of the digital environment for children. It
outlines the key actions the Commission plans to take in order to provide children with better
protectiononline, such asfacilitatinga child-led process aimed at developing a set of principlesto
which online industries must adhere. The strategy invites EU Member States and the industry to take
action—for example, toensure equal access todigital tools or to give childrenand parents adequate
tools to controltheir screentime.

EU laws protecting childrenonline

The EU has adopted numerous regulations and directives that contain articles aiming to protect
childrenonline. These include the Digital Services Act, the General Data Protection Regulation, the
Audiovisual Media Services Directive and various regulations protecting consumers inthe EU. While
being important, their enforcement remains a challenge, as it requires many resources at various
levels and cooperation between EU institutions, Member States authorities, organisations defending
children's rights, and various experts. In addition, the evolving nature of technology poses additional
difficulties in keepingthe regulatory framework up to date.

Digital Services Act

The Digital Services Act (DSA)! is one of the most important EU digital regulations that protects
citizens, including minors, from online harm. The DSA places limits and obligations on various digital
services, including social media platforms, with rules varyingaccordingto the role, size and impact
of the online platform.The DSA makes it easier to report and take down illegal content from online
platforms, with complaint systems required to be easy to access and user-friendly. The DSA also
promotes transparency regarding content moderation and recommendation algorithms, prohibiting
the deception or manipulation of users to prevent them from makingfree and informed choices.

The DSA includes several provisions specifically targeting the protection of minors. The providers of
online platforms arerequired totake measuresto ensure a high level of privacy, safety and security
of minors. They have to explain how to use their services in a way that minors can understand. In
addition, the providers of online services are prohibited from using minors' personal data to target
advertising, a step towards protecting minors from exploitative marketing practices. The European

Commission is expected to publish, before summer 2025, guidelines on protection of minors online
under the DSA.

Enforcingthe DSA remains challenging. Enforcement is shared between national authorities and the
Commission. The Commission has reportedly stated that enforcingthe DSA for childrenis a priority.
However, national enforcement of the DSA remains limited. Several EU Member States have delayed
the designation and/or empowerment of their digital service coordinators who are responsible for
the application and enforcement of the DSA in each country. The lack of sufficient staff is also
sometimes a challenge.

The Commission has reportedly taken more than 60 enforcement actions since the DSA entered into
force in 2022. These range from requests for information to opening formal proceedings. For
example, in May 2024 the Commission opened formal proceedings to assess whether Meta, the
provider of Instagram and Facebook, has breached the DSA regarding the protection of minors. One



https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2022:212:FIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2022:212:FIN
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of the aspects investigated was whether Facebook and Instagram exploit the weaknesses and
inexperience of minors and cause addictive behaviour. The Commission was also concerned about
whether Meta complies with the DSA requirements regarding age verification tools and default
privacy settings for minors.

Recently, there have been tensions between the EU and the United States (US) over the
enforcement of the DSA. Some Members of US President Donald Trump's administration (such as
US Vice-President J.D. Vance) and some Members of Congress (such as USRepublican
congressman Jim Jordan) have accused the DSA of censorship. The Executive Vice-President of the
European Commission, Henna Virkkunen, has responded to these claims by recalling that ‘the DSA
does not regulate speech'.

One of the impacts that the DSA has had in protecting minors is the successful withdrawal of the
TikTok Lite app from the EU. The app offered rewards, including gift vouchers, for performing certain
tasks suchas watchingvideos or liking content. The app was deemed particularly worrying because
of its addictive design. The suspension of the TikTok Lite app demonstrates the DSA's potential to
hold online platforms accountable for their practices andto prioritise the protection of minors online.

General Data Protection Regulation

The General Data Protection Regulation (GDPR)? stipulates that 'children merit specific protection
with regard to their personal data, as they may be less aware of the risks, consequences and
safeguards concerned and their rights inrelation to the processing of personal data'. Such protection
should apply, for example, when personal data is used for marketing or profiling purposes.

According to Article8 GDPR, when companies offering information society services process
children's data, they should obtain explicit consent to process this data either from children
themselves (if they are at least between 13and 16 years old, depending on national laws) or from
their parents or caregivers. As seen from Figure 1 below, several EU Member States have used the
possibility to lower this age limit to under 16 years of age.

The GDPR promotes clear and plain language when communicating with children about the
processing of their data. According to Article12 GDPR, any information and communication with
childrenrelatingto data processing should be 'concise, transparent, intelligible and easily accessible
form, using clear and plainlanguage'. This is particularly important to ensure that children effectively
understand whatis happeningwith their personal data.

The GDPR is also applied in the context of sharenting. The GDPR gives data subjects the right to
request the deletion of their personal data under certain conditions— for example, where the
information is no longer necessary for the original purpose, where consent has been withdrawn, or
where the personaldata processingis unlawful. In practice, however, it might sometimes be difficult
for childrento apply this right. In a 2024 article, G.F. Lendvai gives an example of under 13-year-old
childrenwhose parents share pictures of them on Facebook. These childrendo not yet have a right
to open an account on Facebook.Presumably, they also do not have the financial resources to hire
a lawyer, and their parents might not agree to take downthe pictures.

Audiovisual Media Services Directive

The Audiovisual Media Services Directive (AVMSD)? protects minors from harmful content as well,
including from harmful advertisements. The AVYMSD applies to all services withaudiovisual content,
including video-sharing platforms and video-on-demand platforms such as YouTube and TikTok. It
requires EU Member States to ensure that these platforms take measures to protect minors from
content that might be harmful for their physical, mental or moraldevelopment.

The directive encourages establishing effective reporting, age-verification, parental-control and
content-rating systems. The most harmful content, such as pornography or gratuitous violence,
should be subject to the strictest access control measures. The AMSD leaves Member States the
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https://academic.oup.com/lawfam/article/38/1/ebae013/7728526
https://eur-lex.europa.eu/eli/dir/2018/1808/oj
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flexibility to define harmful content. Moreover, the AMSD protects minors from advertisements that
might cause them mental, moral or physical harm. It prohibits advertisements that

e 'directly exhort minors to buy or hire a product or service by exploiting their
inexperience or credulity;

e directly encourage themto persuade their parents or others to purchase the goods or
services being advertised;

e exploitthe special trust minors placein parents, teachers or other persons, or

e unreasonably show minors in dangerous situations'.

Furthermore, the directive prohibits audiovisual commercial communications for alcoholic
beverages specifically targeted at minors, showing minors consuming them, and encouraging
immoderate consumption of such beverages. The directive also promotes self-regulation through
codes of conduct regardingadvertisements of unhealthy foods and beverages.

Since the directive is not directly applicable, Member States had to transpose it into national
legislation. Most of them have transposed the AVMSD through amendments to their main law
governing audiovisual media services.

In terms of enforcement, the AVMSD requires Member States to designate one or more national
regulatory authorities or bodies to monitor and enforce compliance with the directive. The
Commission ensures that the directive is implemented by the Member States and interpreted
correctly. To support this action,the Commission is advised by the European Regulators Group for
Audiovisual Media Services (ERGA), which brings together the heads or high-level representatives
of nationalindependent regulatory bodies in the field of audiovisual services.

European digital identity framework

In April 2024, the EU co-legislators (the European Parliament and the Council) signed Regulation
(EU) 2024/1183 updatingthe European digital identity framework. The regulation requires Member
Statestoissue, by 2026 atthe latest,a Europeandigitalidentity wallet. The wallet takes the form of
an app that allows users to digitally identify themselves, and store and manage identity data and
official documents such as driving licences, educational diplomas and medical prescriptions.
Children could use the wallet, for example, to prove their age to access social media platforms. Very
large online platforms that require user authentication for access of their services would have to
acceptand facilitate the use of Europeandigital identity wallets. This measure might help to ensure
that children do not access social media platforms too early.

Unfair Commercial Practices Directive

The Unfair Commercial Practices Directive* is another piece of EU legislation relevant to children's
protection online. It specifically prohibits exhorting children to buy advertised items or persuade
their parents or other adults to buy advertised products for them. In the 2021 guidelines on this
directive, the Commission specified that the Unfair Commercial Practices Directive also applies to
influencers. The latter have to declareintheir content if they are paid to promote items.

In October 2024, the Commission published the Digital Fairness Fitness Check, evaluating the
effectiveness of three EU consumer law directives: the Unfair Commercial Practices Directive, the
Consumer Rights Directive, and the Unfair Contract Terms Directive. The Commission assessed
whether these directives provide adequate protection for consumers, including minors, in the digital
age. During this evaluation, it identified several problematic practices, raising the need for new
legislative measures (see section on 'Digital fairness act' below). The Commission found, in
particular, that knowledge of consumer rights remains insufficient, and that problematic commercial
practices have increased. Many consumers, particularly minors, still have the impression that
companies exploit their vulnerabilities for commercial purposes. In addition, many influencers still
do not declare clearly if their content is being paid for,and sometimes promote scams or dangerous



https://www.obs.coe.int/en/web/observatoire/-/the-protection-of-minors-on-video-sharing-platforms-vsps-age-verification-and-parental-control
https://digital-strategy.ec.europa.eu/en/policies/application-and-implementation-avmsd
https://digital-strategy.ec.europa.eu/en/policies/erga
https://eur-lex.europa.eu/eli/reg/2024/1183/oj
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32005L0029
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https://ec.europa.eu/commission/presscorner/detail/en/qanda_24_4909
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products. For example, many young influencers promote consuming alcoholic drinks in a positive
context, without disclosing this clearly asan advertisement.

Pendingorfuture EU laws protecting childrenonline

Proposal for a regulation laying down rules to prevent and combat child sexual
abuse

In May 2022, the European Commission proposed toadopta regulationlayingdownrules to prevent
and combat child sexual abuse. In the initial proposal, the Commission suggested making it
mandatory for providers of both hosting services and interpersonal communication services such as
WhatsApp to detect, remove and report child sexual abuse on their services. To facilitate
implementation of the regulation, the

proposal suggests establishing a !European European Parliament's view

centre to prevent and counter child sexual

abuse. The regulation has not yet been  Parliament has highlighted the need to review the
adopted: while the European Parliament has above-mentioned EU consumer law directives in the

adopted its position on the proposal, the light of providing children with stronger protection
Council has yet to do so. The culrrent online. It believesthat further measures are necessary

. . to address the addictive design of online services. It
Presidency of the Council of the EU, Poland, calls on the Commission to create a list of good

has proposed a compromise text that practices of design features that are not addictive or
tackles one of the proposal's most manipulative, such as 'think before you share', tuming
controversial aspects, namely the all notifications off by default, or more neutral online
compulsory orders to platforms to detect recommendations.

child s?xual abuse material F)n private ¢ rce: European Parliament, Resolution of
messaging platforms and services. Some 15 pecember 2023 on addictive design of online
fear this might lead to widespread services and consumer protection in the EU single
surveillance of private communications. In market.

the compromise text, these detection

ordersaredeleted.

Digital fairness act

As a result of the Digital Fairness Fitness Check published in 2024, the Commission concluded that
there is a need to develop a digital fairness act to address dark patterns, marketing by social media
influencers, the addictive design of digital products, and online profiling when consumer
vulnerabilities are exploited for commercial purposes. This act is not expected before 2026. More
specifically, the digital fairness act could tackle the following issues:

e dark patternsinonline interfaces that canunfairly influence consumers'decisions, for
example by puttingunnecessary pressure on consumers through false urgency claims;

e addictive design of digital services that pushes consumers to keep using the service
or spending more money;

e algorithmic personalisation that takes advantage of consumers' vulnerabilities for
commercial purposes;

e difficulties with managing digital subscriptions, for example when a consumer wants
to unsubscribe;

e problematic commercial practices of social media influencers who do not always
indicate the commercial nature of their content.


https://www.frontiersin.org/journals/psychology/articles/10.3389/fpsyg.2019.02991/full
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2022:209:FIN
https://cdn.netzpolitik.org/wp-upload/2025/01/2025-01-30-conseil-pl-compromis-reglement-csam.pdf
https://ec.europa.eu/commission/presscorner/detail/en/qanda_24_4909
https://www.europarl.europa.eu/doceo/document/TA-9-2023-0459_EN.html
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National and regional laws and initiatives protecting children
online

Age limits and verification

One key aspect of protecting children online is the age as of which children can give consent to their
personal data processing and access social media platforms. As seen from Figure 1, the minimum
age to give consent to their personal data processingby social media platforms varies from one EU
Member State to another. At EU level, the GDPR requires parental consent for processing of
children's personal data by social media platforms up to 16 years old. However, Member States can
lower this age to up to 13 yearsold. Figure 1° shows that more than half of EU Member States have
used the possibility to lower the age at which children can give consent to their personal data
processing. Member States have done so in their national data protectionregulations.

Figure 1 — Minimum age to give consent for personal data processing by social media
platforms
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Source: Compiled by the author, based on data gathered by Linklaters (data from February 2024); graphic
by Lucille Killmayer.

France has regulated the age of digital majority in a 2023 law that seeks to reduce children's
exposure to screens, protect them against cyberbullying, and safeguard them from harmful content.
According to the law, social media platforms should not be accessible for children younger than
15 years of age, unless their parents or guardians have given consent to open a social media account.
Parents canalso ask to close a social media account for childrenunder 15 years old.

France has been callingtoapply an EU-wide digital majority at 15.Ina speech on Europe at Sorbonne
University in April 2024, President Emmanuel Macron said he would support the digital majority
being setat15at EU level, meaning that children under the age of 15would have to get their parents'
consent to create a social media account. The Danish Prime Minister, Mette Frederiksen, also
reportedly wants the EU to impose a 15-year age limit to access social media.

Researchers' opinions vary on the idea of setting the digital majority at a specific age. In his 2024
book The Anxious Generation, US social psychologist Jonathan Haidt recommends waiting until
adolescenceis wellunder way (around 14 to 16 years old) before introducing smartphones and social


https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000047799533
https://www.elysee.fr/en/emmanuel-macron/2024/04/24/europe-speech
https://www.elysee.fr/en/emmanuel-macron/2024/04/24/europe-speech
https://www.politico.eu/article/danish-pm-calls-for-15-age-limit-for-social-media-in-eu/
https://jonathanhaidt.com/anxious-generation/
https://www.linklaters.com/fr-be/insights/data-protected/data-protected---sweden
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media to children. This is because younger children are more susceptible to negative impacts of
screentime and social media. Conversely, in a 2025 paper, S. Livingstone and K R. Sylwander argue
that it is difficult to set a specific age of digital consent, and that individual maturity and skills may
vary from one child to another. Moreover, children often lie about their age when opening a social
media account.

EU Member States are also taking other measures to prevent children accessingage-inappropriate
content. For example, in June 2024 the Spanish government approved a draft law banning minors
from accessing digital spaces that employ random reward mechanisms such as lootboxes. These
lootboxes allow players of video games to obtain, on a random basis, virtual rewards or prizes. The
draftlaw requires providers of online services to use technical measures, suchas age verificationor
parental control systems (activated by default), torestrict access to harmful content.

The Spanish government is also planning to introduce a mobile application, Cartera Digital Beta,
that would enable internet platforms to verify whether a user is over 18. It would operate as a mobile
wallet linked to government-issued identification; in the future, this could be replaced by the EU's
digital identity system. Similarly, Greece's 2024 national strategy for the protection of minors from
internet addiction envisages the use of a Kids Wallet application to check users' age and allow
parents to block certainwebpages or set time limits.

Some countries specify to which technical conditions the age verification systems have to
correspond. For example, a guidance document on age verification systems published by German
regulators in October 2024 highlights the need to use various age verification systems, depending
on the risk incurred. These should all ensure the safety and wellbeing of children.

In October 2024, France published a detailed mandatory technical standard applicable to age
verification systems used by providers of adult content. Accordingto this standard, these systems
should respect the conditions of independence, confidentiality and security. The standard has been
applicable since January 2025, and failure to comply with it can result in fines of up to €150 000 or
2 % of the worldwide annualturnover for a first offence.

Bullyingand cyberbullying

EUMember States are alsointroducing legislative changes to provide children with better protection
against bullying and cyberbullying, makingit easier to prevent and report these incidents. Measures
against cyberbullying are often taken together with measures against bullying, since both
phenomena often occur alongside each other.

Some countries have updated the definition of bullying or cyberbullyingin their nationallaw. There
are notable differences betweenthese national definitions, making it difficult to compare statistics
on bullying and cyberbullying between Member States. France, for example, states in its updated
Education Code (2022) that:

No pupil or student may be subjected to acts of harassment resulting from comments or
behaviourcommitted within the educational establishment or outside school oruniversity life,
with the aim or effect of undermining his or her dignity, altering his or her physical or mental
health, ordegrading his or herlearning conditions.

In comparison, an Italian law of May 2024 includes in its cyberbullying definition not only acts of
harassment, but also:

any form of pressure, aggression, harassment, blackmail, insult, denigration, defamation,
identity theft, alteration, illicit acquisition, manipulation, illicit processing of personal data to
the detriment of minors, carried out electronically, as well as the dissemination of online
content concerning one or more members of the minor's family whose intentional and
predominant purpose is to isolate a minor or a group of minors by engaging in serious abuse,
harmful attack, orridicule.


https://eprints.lse.ac.uk/126179/3/There_is_no_right_age_The_search_for_age-appropriate_ways_to_support_children_s_digital_lives_and_rights.pdf
https://www.theguardian.com/media/2013/jul/26/children-lie-age-facebook-asa
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https://www.dsc.bund.de/DSC/DE/Aktuelles/Downloads/Papier.pdf?__blob=publicationFile&v=1
https://www.arcom.fr/se-documenter/espace-juridique/textes-juridiques/referentiel-technique-sur-la-verification-de-lage-pour-la-protection-des-mineurs-contre-la-pornographie-en-ligne
https://www.wsgr.com/en/insights/increased-focus-on-the-protection-of-minors-and-age-verification-in-the-eu-and-the-uk.html#2
https://www.unicef.org/end-violence/how-to-stop-cyberbullying
https://www.legifrance.gouv.fr/codes/article_lc/LEGIARTI000045289043
https://www.normattiva.it/uri-res/N2Ls?urn:nir:stato:legge:2024-05-17;70
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Several Member States have taken measures seeking to facilitate reporting of cyberbullying. For
example, France requires social media platforms to publish messages calling to fight against
cyberbullying and provide a phone number, where people can report cyberbullying and illegal
content. In emergency cases involvinganimminent serious threat to a person, social media platforms
haveto reply to legal requests at the latest within eight hours.

In addition to legislative changes, Member States are adopting programmes and action plans on
cyberbullyingand preventing violence in schools. For example, Croatia has published a 2020-2024
action plan for preventing violence in schools.

Sharenting

Several EU Member States have implemented or proposed legislative changes to establish
boundaries on parents who share publicly information about their children online. For instance,
France adopted a law in 2024 that addresses cases where parents disagree about posting content
featuringtheir child. In the event of disagreement among parents, one parent has a right to prohibit
the other parent from sharingimages of their child. If the dissemination of images undermines the
child's dignity or moral integrity, individuals or social services assisting the child can also request
that the court transfer the parentalauthority regarding the exercise of image rights.

Similarly, in 2024 Italy proposed legislation that would grant minors the right to the removal of any
online content featuring them from the age of 14. In addition, Italy aims to tighten regulations on
'baby influencers'.Under the proposed rules, if parents profit from sharing images of their children,
they would be required to transfer the earnings to a bank accountin the child's name, which would
become accessible to the child on turning 18 yearsold.

Mobile phone bansin schools

The issue of banning mobile phones or smartphones in schools is currently on the agenda of
educators and politicians in several EU Member States. While some Member States have already
implemented a ban, others are still debatingthe matter.For example, Greece, France, Italy, Latvia,
Hungary, the Netherlands and Portugal have taken a decision at national level to prohibit mobile
phones inschools (see Table 1). However, the specifics of this banvary from one country to another.
Typically, the banapplies not only during classes but also during breaks. In France, the law prohibits
younger children from using mobile phones, including during school-based activities outside of
school. In some cases, such as Hungary, this decision has sparked protests. Unesco has
recommended banning smartphones in classrooms, except when used to support learning.
AccordingtoUnesco, as of 2024, 79 countries worldwide (40 % of those surveyed) had implemented
a banon smartphonesin schools.

Table 1 — Mobile phone (smartphone) bans in selected EU Member States

Mobile phones
Member State bannedin
elementary schools

Mobile phones bannedin

Exceptions
secondary schools P

Permitted for health-related

Greece Yes Yes
needs
Yes, inlower secondary Permitted foreducational
France Yes .
schools purposes and medicalreasons

Permitted onlyinindividual
cases, e.g.incase ofa
disability

Yes, in lower secondary

Ital Y
ay s schools


https://www.vie-publique.fr/loi/288274-majorite-numerique-15-ans-reseaux-sociaux-loi-7-juillet-2023
https://mzo.gov.hr/UserDocsImages/dokumenti/StrucnaTijela/Akcijski%20plan%20za%20prevenciju%20nasilja%20u%20skolama%20za%20razdoblje%20od%202020.%20do%202024.%20godine.pdf
https://mzo.gov.hr/UserDocsImages/dokumenti/StrucnaTijela/Akcijski%20plan%20za%20prevenciju%20nasilja%20u%20skolama%20za%20razdoblje%20od%202020.%20do%202024.%20godine.pdf
https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000049163317
https://documenti.camera.it/leg19/dossier/pdf/TR0109.pdf
https://www.euronews.com/my-europe/2024/08/31/greece-announces-new-rules-banning-mobile-phones-in-schools-from-september
https://www.vie-publique.fr/loi/21019-encadrement-de-lutilisation-du-telephone-portable-dans-les-ecoles-et-le
https://www.miur.gov.it/documents/20182/7975243/m_pi.AOODPIT.REGISTRO+UFFICIALE%28U%29.0005274.11-07-2024.pdf/bc4c9df9-c36f-aa79-d582-e0903ac162e3?version=1.0&t=1720722711827
https://www.saeima.lv/en/news/saeima-news/33941-children-up-to-grade-6-banned-from-using-mobile-phones-in-schools
https://www.euronews.com/next/2024/09/03/hungary-school-smartphone-ban-sparks-protests-where-else-in-europe-are-they-prohibited
https://www.rijksoverheid.nl/onderwerpen/voortgezet-onderwijs/mobiele-apparaten-in-de-klas
https://www.euractiv.com/section/politics/news/portugal-to-ban-mobile-phones-in-schools-for-years-1-6/
https://gem-report-2023.unesco.org/
https://www.unesco.org/en/articles/smartphones-school-only-when-they-clearly-support-learning
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Mobile phones
Member State bannedin
elementary schools

Mobile phones bannedin

Exceptions
secondary schools P

. . Schools are free to decideon
Latvia Yes(ingrades1-6) No the detailsof the ban
Schools are free to decidehow
Hungary Yes Yes toimplementtheban and

which exceptionsto envisage

Netherlands Yes Yes Permitted foredpcatlonal
purposes and medicalreasons
Schools are free to decide how

Portugal Yes(ingrades1-6) No toimplement the ban

Source: Compiledby the author, based on various sources (e.g. French law of 2018 on the use of mobile phones
in schools; Euronews; Saeima; Rijksoverheid).

Germany and Spain have devolved the decision on banning smartphonesin schools to their federal
statesand autonomous regions, respectively. For instance, Bavaria in Germany and Extremadurain
Spain have opted to ban smartphones in schools, with exceptions for educational purposes, whereas
Lower Saxony in Germany and the Basque country in Spain have left the decision to individual
schools. Lower Saxony, in particular, isactively campaigningagainst a blanket ban. Similarly, several
school leaders in Estonia do not support a comprehensive ban on smartphone use in schools,
although they do favour the introduction of consistent rules on their use.

Belgium has also adopted a regional approach, with Flanders, Wallonia and the German-speaking
Community alldeciding to ban smartphones and other smart devices in schools. Furthermore, royal
decrees in Belgium prohibit the sale of mobile phones and smartphones specifically designed for
childrenunder the age of seven, including those witha playful design, simple operationand minimal
keys. However, mobile phones and smartphones made for older childrenare still permitted, even if
they have a playful design. Toys thatlook like mobile phones but in factare not mobile phones are
permitted. Additionally, it is forbidden to advertise mobile phone use targeting children under seven
yearsold.

France is considering introducing a prevention message on mobile device packaging and
advertisements, similar to those used for alcoholic beverages, warning of the risks of excessive use
on the physical, psychological and cognitive development of young children. The proposal was made
ina 2023 draftlawaimed at reducing children's excessive exposure to screens.

Some Member States have banned the use of specific applications because of privacy concerns. For
example, Denmark banned the use of Google Chromebooks and Workspace inschoolsin2022, after
the Elsinore municipality found that they did not comply with the GDPR requirements. The same
year, Microsoft 365 was banned in schools in Germany's Baden-Wirttemberg state for the same
reason.

Other initiatives seek to reduce addiction to mobile phones by limiting their use to specific time-
periods. For instance, the Basque country has launched the NoPhoneChallenge, a week-long
initiative encouraging children to abstain from using their phones.

Awareness-raising efforts

Many schools, parents, health professionals, ministries and non-governmental organisations are
raising awareness about the negative effects of digital technologies and helping to identify best
practice. National initiatives, such as the French Children Online Protection Lab, play a crucial role
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https://www.vie-publique.fr/loi/21019-encadrement-de-lutilisation-du-telephone-portable-dans-les-ecoles-et-le
https://www.euronews.com/next/2024/12/29/which-countries-in-europe-have-banned-or-want-to-restrict-smartphones-in-schools
https://www.saeima.lv/en/news/saeima-news/33941-children-up-to-grade-6-banned-from-using-mobile-phones-in-schools
https://www.rijksoverheid.nl/onderwerpen/voortgezet-onderwijs/mobiele-apparaten-in-de-klas
https://phonelocker.com/smartphones-in-german-schools/#:%7E:text=The%20issue%20of%20smartphone%20usage,decide%20on%20their%20own%20rules.
https://europeannewsroom.com/european-schools-crack-down-on-mobile-phone-use-over-health-concerns/
https://www.deia.eus/actualidad/sociedad/2024/09/09/euskadi-unica-comunidad-manos-colegios-8666669.html
https://www.heise.de/en/news/More-and-more-countries-are-banning-smartphones-in-schools-9801699.html
https://news.err.ee/1609485076/estonian-schools-favor-consistent-rules-for-smart-devices-over-outright-ban
https://www.belganewsagency.eu/flemish-government-bans-smartphones-in-secondary-schools
https://www.lavenir.net/actu/societe/2024/10/02/lusage-recreatif-des-smartphones-interdit-dans-toutes-les-ecoles-des-la-rentree-prochaine-5M23NOJSAZAFPNZ7UDIPTOWBHA/
https://phonelocker.com/could-brighton-be-the-first-uk-city-to-ban-phones-in-schools/
https://phonelocker.com/could-brighton-be-the-first-uk-city-to-ban-phones-in-schools/
https://www.health.belgium.be/sites/default/files/uploads/fields/fpshealth_theme_file/19096044/Guide%20mobile%20phone%20v5.pdf#page=7
https://www.health.belgium.be/sites/default/files/uploads/fields/fpshealth_theme_file/19096044/Guide%20mobile%20phone%20v5.pdf#page=7
https://www.vie-publique.fr/loi/288513-surexposition-des-enfants-aux-ecrans-proposition-de-loi
https://www.edpb.europa.eu/news/national-news/2022/danish-dpa-imposes-ban-use-google-workspace-elsinore-municipality_en
https://borncity.com/win/2022/04/26/datenschutz-microsoft-365-muss-ab-sommer-2022-in-baden-wrttembergs-schulen-ersetzt-worden-sein/
https://www.euskadi.eus/gobierno-vasco/-/noticia/2023/un-proyecto-prevencion-del-uso-abusivo-del-movil-y-plataformas-digitales-recibe-premio-elkar-eginez-mejores-practicas-materia-adicciones/
https://www.elysee.fr/en/emmanuel-macron/2023/11/08/laboratory-for-childhood-protection-online-charter
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in exploring, promoting, developing and evaluating solutions aimed at improving the safety of
minors in the digital world.

International organisations, too, have launched multiple initiatives to promote awareness of child
safety online. Forinstance, the International Telecommunication Union (ITU) has established a multi-
stakeholder network — the ITU Child Online Protection initiative — that develops practical tools to
assist governments, industry and educators in protecting children online. The ITU Guidelines on
Child Online Protection provide recommendations for all relevant stakeholders on how to contribute
to the development of a safe and empowering online environment for childrenand young people.

Hundreds of thousands of parentsin various European countries have joined the Smartphone Free
Childhood campaign, initiated by parents in the United Kingdom. The movement has WhatsApp
groups in several EU Member States. The campaign website offers information on topics such as
how to discuss children and smartphones with other parents. The campaign has also developed
guides, which recommend banning smartphones in schools and suggest that parents be informed
about the negative effects of smartphones, with the encouragement to consider alternative options
such as brick phones. Numerous other similar campaigns are hosted on the change.org website,
where citizens are calling for measures such as banning smartphones and social media for children
under the age of 16.

Civil society organisations have also raised awareness about the potential negative impacts of
smartphones and social media on minors. In 2023, six civil society organisations® joined forces with
the Spanish Data Protection Agency, the Attorney General's Office and the Spanish National Markets
and Competition Commission, to agree on a proposal for a state pact in response to the negative
impact the use of the internet and social media can have on minors in certain circumstances. The
pactacknowledges that compulsive technology use constitutes a significant public healthissue, and
calls for adjusting public policies accordingly. It advocates organising targeted awareness-raising
campaigns, and recommends strengthening existing helplines, establishing new support channels,
and setting up specialised treatment centres for behavioural addictions.

In October 2023, the Spanish Data Protection Agency and the Spanish Association of Paediatrics
launched the Cambia el Plan campaignaimed at mitigating the risks associated with the misuse of
screens on children's and adolescents'health and wellbeing. The campaignaims to raise awareness
among parents and caregivers, and reduce the physical, mental, sexual and social risks linked to
excessive and uncontrolled screenuse.

Moreover, various local and regional authorities have organised information sessions and workshops
on the safe use of digital technologies. For example, the Basque country in Spain has held workshops
on the educational use of mobile devices, assisting schools in regulating the use of these devices.

Safer Internet Centresin Member States, co-funded by the EU, carry out activities designed to keep
children safe online. For instance, in Ireland, the Webwise initiative helps teachers to teach about
online safety, and provides information and advice to parents. In June 2024, the Irish Minister for
Education launched the B/ Cinedlta ('‘Be Kind') procedures, to prevent and address bullying
behaviour for primary, post-primary and special schools.

Way forward

The EU has made some progress in protecting children online through a range of laws, initiatives,
and awareness-raising campaigns. The regulatory framework established by the EU and its Member
States provides some supportin safeguarding children's digital rights and promoting online safety.
However, much work remains to be done to ensure that childrenare fully protected fromthe risks
and harms associated with the digital environment, while at the same time being able to take full
advantage of the benefits of digital tools. The European Commission has announced that it will carry
out an EU-wide inquiry on the impacts of social media on wellbeing and publish an action plan
against cyberbullying.



https://www.itu.int/en/ITU-D/Cybersecurity/Pages/COP/COP.aspx
https://www.itu-cop-guidelines.com/
https://www.itu-cop-guidelines.com/
https://smartphonefreechildhood.co.uk/about
https://smartphonefreechildhood.co.uk/about
https://smartphonefreechildhood.co.uk/global-index
https://smartphonefreechildhood.co.uk/global-index
https://smartphonefreechildhood.co.uk/resources
https://smartphonefreechildhood.co.uk/schools-guide
https://www.change.org/
https://www.change.org/p/interdire-les-smartphones-et-l-acc%C3%A8s-aux-r%C3%A9seaux-sociaux-pour-les-moins-de-16-ans?source_location=search
https://www.aepd.es/prensa-y-comunicacion/notas-de-prensa/aepd-apoya-propuesta-pacto-estado-protegiendo-infancia-y-adolescencia
https://www.cnmc.es/prensa/propuesta-pacto-estado-menores-20240109
https://www.cnmc.es/prensa/propuesta-pacto-estado-menores-20240109
https://pactomenoresdigitales.org/wp-content/uploads/2024/02/AETD_PACTO_ESTADO_DIGITAL_WEB.pdf
https://www.aepd.es/prensa-y-comunicacion/notas-de-prensa/la-agencia-y-la-asociacion-espanola-de-pediatria-lanzan
https://www.deia.eus/actualidad/sociedad/2024/09/09/euskadi-unica-comunidad-manos-colegios-8666669.html
https://better-internet-for-kids.europa.eu/en/sic
https://better-internet-for-kids.europa.eu/en/sic/ireland
https://www.webwise.ie/welcome-to-webwise/us/
https://www.gov.ie/en/publication/52aaf-cinealtas-action-plan-on-bullying/
https://commission.europa.eu/document/download/e6cd4328-673c-4e7a-8683-f63ffb2cf648_en?filename=Political%20Guidelines%202024-2029_EN.pdf
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One of the areas that requires attention is the enforcement of existing laws. While the EU and
Member States have adopted various legislative acts aimed at protecting children online, the
enforcement of these rulesis not always easy; childrentend to find creative ways to circumvent the
existing rules. Additionally, there is a need for greater cooperationamong various actorsand levels
of governance. Many online risks and challenges are global. To address them and ensure that
childrenare protected regardless of their geographicallocation, it might be beneficialtolearn from
the lessons of other countries.

As technology continues to evolve and new challenges emerge, pundits consider it essential that
policymakers, regulators, and stakeholders remain vigilant and address emerging threats, ultimately
ensuring a safer and empoweringonline environment for children.
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