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SUMMARY 
The global digital information sphere has become a contested geostrategic and ideological 
battleground. In this online 'marketplace of ideas', democracy is increasingly under pressure not only 
from traditional authoritarian governments, but also corporate actors who seek to further their 
interests. In democratic open information spaces, citizens would ideally be free to express and 
inform themselves. Authoritarian actors, on the other hand, continue to fine-tune techniques to 
manipulate public opinion abroad, to undermine democratic societies and processes, all the while 
tightening control of the information sphere at home to further their own agenda.  

At the same time, a corporate scramble to lead the development and rollout of new technologies – 
with artificial intelligence (AI) positioned as a game changer in this quest – is increasingly visible in 
the geostrategic technology arena. Potential opportunities for tech industrialists, however, come 
with challenges for citizens and open democracies. Whereas generative AI (Gen AI) tools are already 
widely used to find, consume and share information, they can also accelerate and transform 
information manipulation, challenging information integrity in new ways.  

As pressures on the information space continue to grow, mirrored in public concern, regulators are 
pushed to act fast. In a changing geostrategic landscape, upholding universal values in the digital 
realm is particularly pertinent for the EU. Legislation relevant to Gen AI-enabled information 
manipulation includes the Artificial Intelligence Act, the Digital Services Act (DSA), including the 
Code of Conduct on Disinformation, the European Media Freedom Act and the Directive on 
Combating Violence against Women.  
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Introduction 
Generative artificial intelligence (Gen AI) is technology designed to create content, such as text, 
images, audio (including music) and video. Gen AI systems use deep learning and neural networks 
to detect patterns to predict responses drawing on mathematical and statistical calculations. It can 
create content similar to the data on which it was trained, based on user prompts. Gen AI can enable 
new forms of communication and expression; it does not possess feelings or desires, such as the 
intent to deceive. However, it can be used by humans not only to maximise profits, but also to 
facilitate or create deceptive influence campaigns. These are more persuasive and difficult to detect 
than in the past. The European External Action Service's March 2025 report on foreign information 
manipulation and interference (FIMI) assessed that Gen AI makes it easier and cheaper for threat 
actors to conduct or automate activities, including content creation.  

Gen AI is vulnerable to errors and manipulation throughout its lifecycle. The datasets used to train 
the models can be biased, inaccurate or intentionally polluted by (state or non-state) actors who 
insert narratives to further their goals by skewing the output. User prompts can feed mis- and 
disinformation into the process. The algorithms that balance the output can be manipulated. The 
output can facilitate the creation, spread or amplification of mis- and disinformation. The broadening 
spectrum of different types of Gen AI-created disinformation and vehicles used include deceptive 
websites and deepfake videos and audio. Gen AI can also exacerbate other threats, such as gender-
based online violence, extremist messaging and hate speech.   

The potential of Gen AI to reshape the information space can be facilitated by its promise to offer 
geoeconomic and geostrategic transformative power. According to Stanford University's 2025 
AI Index, global private investment in Gen AI reached US$33.9 billion in 2024 (over 20 % of all AI-
related private investment), up 18.7 % from 2023 and over 8.5 times higher than in 2022. As the 
sector's importance for the economies and military capabilities of and related impact on nation 
states increases, unease about the tech industrialists' vision for the infrastructure they provide and 
the future they seek to define adds to existing concern about online threats to democracy.  

Emerging economic, societal and cognitive disruption 

Direct and indirect impacts on the information sphere of Gen AI's swift rollout are still emerging. In addition 
to Gen AI-aided information manipulation, up- and downstream effects can affect the information sphere. 
There is major concern over disruption of revenue to those whose production is high quality (art, music, 
films, literature, journalism, science), which requires significant resources. The International Confederation 
of Societies of Authors and Composers, representing over five million creators, says these professionals 
risk losing significant income due to Gen AI's substitutional impact on human-made works. Independent 
publishers argue that Google's AI overviews – AI-generated summaries displayed at the top of online search 
results – as well as increasingly popular AI chatbots pose an existential threat to independent news.  

The ability of Gen AI to perform human-level tasks and to disrupt the job market could exacerbate inequality 
and pose risks to tax systems worldwide. On an individual cognitive level, research published by Cornell 
University in 2025 indicated that the use of LLMs can lead to cognitive atrophy and reduced brain elasticity, 
as neural networks related to memory become underused. On a collective cognitive level, research 
published in 2024 found that the use of ChatGPT – while having the potential to improve individual output 
– reduced the collective diversity of new content. A 2025 study found that use LLMs reduced critical 
thinking scores. Since LLMs have only been widely used for some three years – with ChatGPT launched in 
November 2022 – the long-term cognitive effects, including on the demand side, remain under-researched. 

https://news.mit.edu/2023/explained-generative-ai-1109
https://www.journalofdemocracy.org/articles/how-ai-threatens-democracy/
https://www.eeas.europa.eu/sites/default/files/documents/2025/EEAS-3nd-ThreatReport-March-2025-05-Digital-HD.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5192993
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2022-bias-in-algorithms_en.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5192993
https://akademie.dw.com/en/generative-ai-is-the-ultimate-disinformation-amplifier/a-68593890
https://akademie.dw.com/en/generative-ai-is-the-ultimate-disinformation-amplifier/a-68593890
https://www.unwomen.org/en/articles/faqs/digital-abuse-trolling-stalking-and-other-forms-of-technology-facilitated-violence-against-women#:%7E:text=The%20digital%20revolution%20has%20both,deepfakes%2C%20doxing%2C%20cyberbullying%2C%20and
https://www.unwomen.org/en/articles/faqs/digital-abuse-trolling-stalking-and-other-forms-of-technology-facilitated-violence-against-women#:%7E:text=The%20digital%20revolution%20has%20both,deepfakes%2C%20doxing%2C%20cyberbullying%2C%20and
https://hai.stanford.edu/ai-index/2025-ai-index-report/economy
https://www.washingtonpost.com/technology/2025/08/04/big-tech-ai-spending-economy/?utm_campaign=wp_the_technology_202&utm_medium=email&utm_source=newsletter
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2025)769580
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5171050
https://muse.jhu.edu/article/787834/pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2025/774095/IUST_STU(2025)774095_EN.pdf
https://www.cisac.org/Newsroom/news-releases/global-economic-study-shows-human-creators-future-risk-generative-ai
https://www.reuters.com/legal/litigation/googles-ai-overviews-hit-by-eu-antitrust-complaint-independent-publishers-2025-07-04/
https://www.brookings.edu/articles/generative-ai-the-american-worker-and-the-future-of-work/
https://www.elibrary.imf.org/view/journals/006/2024/002/article-A001-en.xml
https://arxiv.org/abs/2506.08872
https://www.science.org/doi/10.1126/sciadv.adn5290
https://dl.acm.org/doi/10.1145/3706598.3713778
https://onlinelibrary.wiley.com/doi/full/10.1111/polp.12617
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Deepfakes: Examples of deployment and impact 
The term deepfake combines 
'deep learning' and fake. The 
EU AI Act defines deepfakes 
as 'an AI system that generates 
or manipulates visual and 
audio content' (see Figure 1), 
which 'appreciably resembles 
existing persons, objects, 
places or other entities or 
events and would falsely 
appear to a person to be 
authentic or truthful' 
(Recital 134). Deepfake 
technology is increasingly accessible and can be used for entertainment or communication purposes. 
However, malicious and fraudulent use of deepfakes can pose risks to democratic processes, 
institutions, as well as companies, vulnerable groups and individuals.  

Geopolitical deployment and impact 
Pro-Russian disinformation campaigns accompanying Russia's full-scale war on Ukraine, launched in 
February 2022, have included a surge in Gen AI-enabled content. Russian operatives are using the 
technology to erode Ukraine's reputation and resilience and to weaken EU and United States (US) 
support for Kyiv. In March 2022, a deepfake video of Ukraine's President Volodymyr Zelenskyy 
spread on Twitter, Facebook and YouTube, as well as on Russian social media platform VKontakte. 
In the video, Zelenskyy appeared to order soldiers and citizens of Ukraine to surrender. Other 
deepfake videos have sought to make Ukrainian refugees look greedy and ungrateful, or purported 
to show Western journalists claiming that Ukraine, rather than Russia, was spreading falsehoods. 

Between January and March 2025, the Institute for Strategic Dialogue (ISD) found that a Russia-
aligned campaign, 'Operation Overload', impersonated over 80 different organisations, for example 
by using the logos of the organisations or manipulating the voices of staff. One of the videos, which 
used the Wall Street Journal's logo and font, falsely claimed that the US Agency for International 
Development (USAID) funded 'LGBTQ+ values in Ukraine among kids'. Another video impersonated 
the entertainment news site 'E! News', falsely claiming that USAID sponsored celebrity visits to 
Ukraine to boost Ukrainian President Zelenskyy's popularity abroad. Political actors in the US have 
amplified such videos as 'evidence' that USAID funding was misused. 

Impact on elections  
Widely publicised examples of Gen AI used to influence elections include a 2023 deepfake video of 
Moldova's pro-Western president, Maia Sandu, voicing support for a pro-Russian party. Shortly 
before the 2023 elections in Slovakia, fake audio clips of an opposition leader circulated on social 
media, purportedly discussing election fraud and raising beer prices. Fake audios have also been 
reported in the context of elections in the US, India, the UK, Nigeria, Sudan, and Ethiopia.  

In 2024, electoral processes across the world still faced more 'cheap fakes' (content altered through 
conventional technology) than deepfakes. However, the prevalence appears to be increasing. 

Figure 1 – Visual and audio deepfakes  

 
Source: AI Index 2024, Stanford University. 

https://eur-lex.europa.eu/eli/reg/2024/1689/oj/eng#:%7E:text=authentic%20or%20truthful%20(-,deep%20fakes,-)%2C%20should%20also%20clearly
https://www.theatlantic.com/technology/archive/2025/09/youtube-ai-training-data-sets/684116/
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2025)775855
https://www.iss.europa.eu/publications/chaillot-papers/hacking-minds-and-machines-foreign-interference-digital-era
https://www.atlanticcouncil.org/blogs/new-atlanticist/russian-war-report-hacked-news-program-and-deepfake-video-spread-false-zelenskyy-claims/
https://www.voanews.com/a/hold-for-weekend---russian-deepfake-videos-target-ukrainian-refugees-including-teen/7949564.html
https://www.isdglobal.org/digital_dispatches/stolen-voices-russia-aligned-operation-manipulates-audio-and-images-to-impersonate-experts/
https://factcheck.afp.com/doc.afp.com.36XA8LR
https://www.politico.eu/article/moldova-fights-free-from-russia-ai-power-disinformation-machine-maia-sandu/
https://balkaninsight.com/2023/12/29/moldova-dismisses-deepfake-video-targeting-president-sandu/
https://www.gmfus.org/spitting-images-tracking-deepfakes-and-generative-ai-elections
https://gijn.org/resource/tipsheet-investigating-ai-audio-deepfakes/
https://datasociety.net/wp-content/uploads/2019/09/DataSociety_Deepfakes_Cheap_Fakes.pdf
https://mediamanipulation.org/definitions/cheap-fake/
https://hai.stanford.edu/ai-index/2024-ai-index-report
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Findings by the European Digital Media Observatory (EDMO) showed a record increase in the 
percentage of AI-generated content in the summer of 2025. In August, 10 % of the total number of 
fact-checking articles concerned AI usage (see Figure 2). AI-generated content accelerated before 
the elections in Moldova on 28 September 2025: an EDMO hub found dozens of accounts publishing 
almost exclusively AI-generated content on TikTok in Moldova. Linked to the Russian network 
Matryoshka, the campaign aimed to convince users that the EU is attacking the Orthodox religion, 
that elections would be cancelled, and that the state acts against its citizens.  

Iraq, which currently has no regulation covering Gen AI-enabled content, relied on platforms 
themselves to curb information manipulation ahead of elections on 11 November 2025. In June, 
Facebook's own oversight board criticised the platform's failure to label and remove a viral deepfake 
AI audio of Iraqi Kurdish politicians purportedly discussing election rigging. So far, large AI labs that 
research and develop new AI systems have taken voluntary steps to identify and counter potential 
misuse of AI in election contexts. Yet, recent tech company leadership changes sparked concern 
that election observers may not be able to rely on these voluntary measures in future.  

Impact on trust 
A 2022 Europol report on law enforcement and deepfakes warned threat actors are 'highly likely' to 
increase use of deepfake technology, including for disinformation campaigns to influence or distort 
public opinion in the coming years. In January 2025, the US Department of Homeland Security 
warned that 'the threats of highly realistic deceptive media will only grow as the capability of and 
accessibility to the [Gen AI] technology accelerate'. In the meantime, an October 2025 report found 
that AI-generated content had overtaken the quantity of human-made content by November 2024 
and reached 52 % in May 2025. Major search engines' uptake of xAI's Grokipedia, which was launched 
on 27 October 2025 and appears to largely regenerate content from Wikipedia (see below), is likely 
to further boost the prevalence of AI-generated content. Experts warn that the perception of Gen AI 
as a disruptive force that can alter what people see and hear already appears to be inspiring 'deep 
doubt'; new levels of eroded trust in the digital sphere. IE University's October 2024 European Tech 
Insights showed that 40 % of Europeans are concerned about potential misuse of AI in elections, 
such as disinformation and voter manipulation. Some 31 % of Europeans believe AI has influenced 
their voting. This can benefit the 'liar's dividend', where those who lie to avoid accountability become 
more believable, due to growing awareness of threats such as deepfakes.  

Gender-related impact 
Victims of deep fakes are often severely affected by the misrepresentations created about them. 
Since its launch, deepfake technology has been a key medium for tech-facilitated gender-based 
violence, which can harm democratic participation by discrediting women and minorities, causing 
severe psychological harm, and deterring them – and others – from expressing their opinion, or even 
running for office. The 2025 International Day to End Impunity for Crimes against Journalists (IDEI) 
focused specifically on the growing challenges from AI-facilitated gender-based violence against 
women journalists. The British think tank Demos warned in March 2024 that a 'shock-driven online 
environment' polluted by violent content 'becomes toxic and unsafe' for individuals and entire 
communities, with 'serious ramifications for who is able to participate in public life.' A 2023 report 
on the 'state of deepfakes' assessed that deepfake videos had increased 550 % online from 2019 to 
2023. The vast majority of these videos were non-consensual deepfake pornography, amounting to 
98 % of all deepfake videos online. Tools and incentives to create such content are readily available 

https://www.idmo.it/2025/09/15/trumps-diplomacy-and-summer-weather-catalyse-disinformation-in-august/
https://fact-hub.eu/blog/tiktok-ai-bots-are-amplifying-russian-disinformation-ahead-of-moldovas-elections-how-we-uncovered-100-accounts-and-2000-toxic-videos/
https://www.oversightboard.com/news/identify-and-label-ai-manipulated-audio-and-video-at-scale/
https://www.lawfaremedia.org/article/why-ai-did-not-upend-the-super-year-of-elections
https://www.europol.europa.eu/cms/sites/default/files/documents/Europol_Innovation_Lab_Facing_Reality_Law_Enforcement_And_The_Challenge_Of_Deepfakes.pdf
https://www.dhs.gov/sites/default/files/2025-01/25_0110_st_impacts_of_adversarial_generative_aI_on_homeland_security_0.pdf
https://www.digitalinformationworld.com/2025/11/search-engines-welcome-grokipedia-as-ai.html
https://www.wired.com/story/deepfakes-deep-doubt-era-artificial-intelligence/
https://www.wired.com/story/deepfakes-deep-doubt-era-artificial-intelligence/
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2024)767153
https://www.ie.edu/our-news/67-europeans-fear-ai-manipulation-elections-according-ie-university-research/
https://www.ie.edu/our-news/67-europeans-fear-ai-manipulation-elections-according-ie-university-research/
https://www.californialawreview.org/print/deep-fakes-a-looming-challenge-for-privacy-democracy-and-national-security
https://www.techpolicy.press/deepfakes-and-elections-the-risk-to-womens-political-participation/
https://demos.co.uk/blogs/generative-ai-the-new-frontier-for-gendered-disinformation/
https://www.securityhero.io/state-of-deepfakes/#key-findings
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today: one in three deepfake tools allow users to create deepfake pornography. Non-consensual 
intimate deepfakes (NCID) disproportionately target women: 99 % of individuals targeted are 
women. This type of content goes viral easily, feeding into existing ecosystems of misogyny. 
Gamification further incentivises proliferation, for example via 'daily challenges' that motivate users 
to engage with and create adult AI content, feeding into thriving online marketplaces for misogyny.  

Gen AI chatbots' vulnerability to manipulation 
Large Language Models are trained on large datasets such as social media, online sources, books 
and other language repositories, even pirated databases. These vast datasets enable LLMs to learn 
human language patterns, syntax, grammar and semantics, to perform language-based tasks such 
as answering questions, translating and writing text, and creating agents that engage in 
conversations. LLM chatbots – such as OpenAI's ChatGPT, Google's Gemini, XAI's Grok, MetaAI, and 
China's DeepSeek – use natural language processing and machine-learning algorithms to interact 
with users in a human-like manner. They can create or channel misleading information in different 
ways. Fabricated outcomes or hallucinations, for example, can be highly deceptive precisely because 
they are designed to seem persuasive, even inventing plausible references.  

Although there are ways to reduce potential explicit biases and hate speech, as well as other risks, 
Gen AI can exhibit and exacerbate already existing trends and implicit biases in the data on which it 
is trained. Online political discussions, for example, which make up large parts of the data used to 
train LLMs, can reflect societal biases including stereotypes about people or groups, and feed them 
into the downstream models. Gen AI thus appears more likely to amplify existing dynamics than to 
create new ones: human actors remain the primary drivers, according to some research. Other AI 
tools are used to disseminate information via (personalised) recommendation systems and ranking 
algorithms to maximise corporate revenue, or for content moderation by analysing algorithms, text, 
images and behaviour to identify and flag disinformation or bot activity. 

Information laundering and data poisoning in popular AI chatbots 
As LLMs are rapidly integrated into human 
knowledge and decision-making on 
multiple levels, the influence of AI 
chatbots is set to increase. Less than three 
years after ChatGPT's launch in 
November 2022, 42 % of young people in 
France use Gen AI daily. A March 2025 
survey by Elon University in North Carolina 
(US) indicated that 52 % of Americans now 
use LLMs. As LLMs learn to engage in more 
seemingly realistic conversations, users 
appear to trust them more, ascribing them 
with empathy and other human personality traits (see Figure 2). Users spend more time interacting 
with LLMs, some even develop emotional bonds with AI companions. Among respondents to this 
survey: 

• 65 % had spoken conversations with LLMs, with 34 % doing so several times a week; 
• 49 % thought the models they used were smarter than they were; 

Figure 2 – Share of users who ascribe personality traits 
to LLMs 

 

Source: Elon University, March 2025 

https://blogs.lse.ac.uk/wps/2025/01/09/gender-bias-ai-and-deepfakes-are-promoting-misogyny-online/
https://www.nytimes.com/2024/02/05/business/media/taylor-swift-ai-fake-images.html
https://www.bellingcat.com/news/2025/05/07/canadian-pharmacist-linked-to-worlds-most-notorious-deepfake-porn-site/
https://toloka.ai/blog/difference-between-ai-ml-llm-and-generative-ai/
https://www.bbc.com/news/articles/cn911vqng9zo
https://mitsloanedtech.mit.edu/ai/basics/addressing-ai-hallucinations-and-bias/
https://arxiv.org/abs/2009.06367
https://deepignorance.ai/?utm_campaign=wp_the_technology_202&utm_medium=email&utm_source=newsletter
https://hai.stanford.edu/ai-index/2025-ai-index-report/responsible-ai
https://aclanthology.org/2023.acl-long.656.pdf
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=5192993
https://www.nature.com/articles/s41599-025-04465-z
https://www.polytechnique-insights.com/en/columns/neuroscience/generative-ai-the-risk-of-cognitive-atrophy/#note-5
https://www.elon.edu/u/news/2025/03/12/survey-52-of-u-s-adults-now-use-ai-large-language-models-like-chatgpt/
https://www.media.mit.edu/publications/how-ai-and-human-behaviors-shape-psychosocial-effects-of-chatbot-use-a-longitudinal-controlled-study/
https://www.elon.edu/u/news/2025/03/12/survey-52-of-u-s-adults-now-use-ai-large-language-models-like-chatgpt/
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• 40 % said the LLM they used acted like it understood them at least some of the time; 
• 32 % said the LLM had a sense of humour; 
• 25 % said it acted like it made moral judgements about right and wrong. 

Debates about the values that LLMs reflect and insert into human conversations often cite concern 
about the potential negative impact on the democratic debate, as well as about the ability of the 
answers to influence users' perspectives. Whereas the fierce leadership rivalry among AI companies 
could incentivise bias accusations against competitors, research has pointed to both right- and left-
wing leaning biases in different AI chatbots. The latest versions of AI chatbots use reasoning systems 
that devote more time to refining the answer. However, the reliability of the systems have reportedly 
decreased, with hallucination rates of newer systems reaching up to 79 %.  

The potential effect of bias in the context of elections are already visible: A survey conducted in the 
context of the November 2025 Dutch elections showed that one in ten respondents were likely to 
ask an AI chatbot for advice on political candidates, parties or other election issues. However, the 
Dutch Data Protection Authority, after tests on several AI chatbots showed they gave biased voting 
advice, issued a warning to voters against using these tools, and urged chatbot developers to 
prevent their systems from being used for voting advice.  

Threat actors have been improving techniques for 
information laundering (false or deceptive 
information legitimised through a network of 
intermediaries) and 'content pollution' for years, 
but Gen AI is accelerating the process. This can be 
at least partly facilitated by some of the LLM 
companies' preference for using unpaid content to 
train their model. According to NewsGuard, 67 % of 
the news sites that NewsGuard deems top quality 
block unpaid access to their products for AI 
models. This creates opportunities for sources with 
lower quality and/or with a (geo)political agenda to 
fill this gap, as they are more likely to be included 
in the training datasets. Experts caution that data 

poisoning; the introduction of manipulated claims about historical events or scientific consensus, 
can lead to the models internalising and persuasively reproducing such narratives in conversations. 

The Atlantic Council's DFRLab and Finnish fact-checking organisation CheckFirst analysed the 
spread of content from Russia's Pravda network 'Portal Kombat' in Wikipedia source links, X 
Community Notes, and AI chatbot conversations. The analysis found a rapid increase in the use of 
hyperlinks to Portal Kombat domains since Russia's full-scale invasion of Ukraine in February 2022. 
Some Wikipedia contributors consistently referenced Pravda news sites, laundering the narratives 
for certain claims and trying to evade restrictions for sanctioned Russian state-sponsored news 
outlets. Wikipedia's abundant supply of knowledge in multiple languages makes it a key resource for 
LLM training. Laundering deceptive narratives via Wikipedia thus helps inject disinformation into AI 
chatbots, while at the same time also eroding the quality of Wikipedia. 

In April 2025, NewsGuard found that AI chatbots repeated false narratives about France sourced 
from Russian influence operation Storm-1516 (a spinoff of Russia's Internet Research Agency). The 
campaign was pushed as France increased its military support for Ukraine, and included the false 

Figure 3 – AI access to news sites 

 

Source: NewsGuard Trust Score, NewsGuard, 2024. 

https://www.wired.com/llm-political-bias/
https://www.technologyreview.com/2023/08/07/1077324/ai-language-models-are-rife-with-political-biases/
https://www.newscientist.com/article/2479545-ai-hallucinations-are-getting-worse-and-theyre-here-to-stay/
https://www.nytimes.com/2025/05/05/technology/ai-hallucinations-chatgpt-google.html
https://www.uva.nl/en/shared-content/faculteiten/en/faculteit-der-maatschappij-en-gedragswetenschappen/news/2025/10/dont-ask-ai-for-election-advice.html?cb
https://www.autoriteitpersoonsgegevens.nl/en/current/ap-warns-chatbots-give-biased-voting-advice
https://stratcomcoe.org/pdfjs/?file=/publications/download/nato_stratcom_coe_information_laundering_in_germany_final_web.pdf?zoom=page-fit
https://www.newsguardtech.com/special-reports/67-percent-of-top-news-sites-block-ai-chatbots/
https://arxiv.org/html/2408.02946v6
https://dfrlab.org/2025/03/12/pravda-network-wikipedia-llm-x/
https://foreignpolicy.com/2024/10/04/russia-ukraine-putin-wikipedia-ruwiki-disinformation/
https://www.newsguardtech.com/special-reports/russian-propaganda-campaign-targets-france-with-ai-fabricated-scandals
https://www.newsguardtech.com/special-reports/67-percent-of-top-news-sites-block-ai-chatbots/
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claim that Ukrainian President Zelenskyy had acquired a private French bank, Milleis Banque, 
building on earlier narratives about military aid fraud. NewsGuard had previously found that leading 
AI chatbots repeated Storm-1516 linked disinformation narratives 32 % of the time; a result of 
strategic information laundering through fake local news sites and fake 'whistleblower' YouTube 
videos. According to France's Viginum, Storm-1516 directly targets European leaders and their staff 
with deepfakes to discredit Ukraine, likely aiming for suspension of aid.  

An investigation published in February 2025 concluded that Grok's training explicitly prioritised 
'anti-woke' beliefs, echoing Elon Musk's concern about a 'woke mind virus'. Other reports have 
documented similar decisions. In October 2025, Musk launched Grokipedia, a Wikipedia rival 
developed and produced by xAI, but fed from Wikipedia data. Within a week of its launch, 
Grokipedia featured in search results on both Google and Bing. 

Meta's modification of its Llama 4 LLM, leaning into the new Washington DC political environment 
in April 2025, announced that Llama 4 would address bias. Meta stated that LLMs 'historically have 
leaned left when it comes to debated political and social topics' due to 'the types of training data 
available on the internet'. It vowed to 'make sure that Llama can understand and articulate both sides 
of a contentious issue' and said Llama 4 displayed 'strong political lean at a rate comparable to Grok 
(and at half of the rate of Llama 3.3) on a contentious set of political or social topics'. Immediately 
after the certification of US President Donald Trump's electoral win, Meta ended its US fact-checking 
programme in the US and claimed that the EU was 'institutionalising censorship'. Llama 4 is available 
in 40 countries so far, but not yet in the EU at the time of writing. 

Apple expands list of sensitive issues in updated guidelines 
Apple, which is planning to launch an LLM chatbot in 2026, updated its internal guidelines on how 
the model handles questions about 'sensitive' issues in March 2025. The updated list of topics that 
are flagged as controversial – requiring more careful consideration – includes diversity, equity and 
inclusion (DEI, see below), elections, Trump supporters, vaccines and AI itself. A section on 
'longitudinal risks' in the updated guidelines focused on societal risks associated with AI, such as the 
environmental impact of AI and risks linked to human-computer interaction. Other flagged risks 
include 'social implications and harms' of AI, such as 'accelerating and reducing the cost of 
disinformation', 'widespread acceptance of unchecked or flawed information', and 'loss of 
employment' due to AI-enabled job automation. It is unclear how these risks will be handled. 

Government pressure on LLMs to reflect preferred narratives 
President Donald Trump's 23 July 2025 executive order on 'Preventing woke AI in the federal 
government' urged federal agencies not to procure services that 'sacrifice truthfulness and accuracy 
to ideological agendas'. The document alleged that chatbots had distorted facts to meet diversity, 
equity and inclusion (DEI) policies, and included the explicit principle that LLMs 'do not manipulate 
responses in favor of ideological dogmas such as DEI'. At the same time, while escalating negative 
rhetoric about EU digital regulation, the White House is seeking to prevent states from regulating 
AI, including via a special federal taskforce, according to an 11 December 2025 executive order.  

Chinese Gen AI, on the other hand, must not contain content that violates the Chinese government's 
'core socialist values'. Popular Chinese AI chatbot DeepSeek – launched in early 2025 – appears to 
abide by this principle by reflecting official talking points about sensitive topics that are censored 
by the Chinese government's 'great firewall'. Such topics include repression of Uyghurs in Xinjiang, 

https://www.sgdsn.gouv.fr/files/files/Publications/20250507_TLP-CLEAR_NP_SGDSN_VIGINUM_Technical%20report_Storm-1516.pdf
https://www.businessinsider.com/xai-grok-training-bias-woke-idealogy-2025-02
https://theconversation.com/how-do-you-stop-an-ai-model-turning-nazi-what-the-grok-drama-reveals-about-ai-training-261001
https://www.scientificamerican.com/article/elon-musks-ai-chatbot-grok-is-reciting-climate-denial-talking-points/
https://www.theatlantic.com/technology/archive/2025/05/elon-musk-grok-white-genocide/682817/
https://www.npr.org/2025/10/29/nx-s1-5588695/wikipedia-grokipedia-comparison
https://www.digitalinformationworld.com/2025/11/search-engines-welcome-grokipedia-as-ai.html
https://ai.meta.com/blog/llama-4-multimodal-intelligence/
https://transparency.meta.com/features/how-fact-checking-works/
https://www.politico.eu/article/apple-teaching-artificial-intelligence-adapt-to-trump-era/?utm_source=email&utm_medium=alert&utm_campaign=Revealed%3A%20Apple%20is%20teaching%20its%20AI%20to%20adapt%20to%20the%20Trump%20era
https://www.whitehouse.gov/presidential-actions/2025/07/preventing-woke-ai-in-the-federal-government/
https://www.whitehouse.gov/presidential-actions/2025/07/preventing-woke-ai-in-the-federal-government/
https://x.com/JDVance/status/1996701953372704921?s=20?utm_source=euractiv&utm_medium=newsletter&utm_content=In+the+capital+continued.&utm_term=0-0&utm_campaign=EN_THE_CAPITALS
https://www.whitehouse.gov/wp-content/uploads/2025/07/Americas-AI-Action-Plan.pdf
https://www.whitehouse.gov/presidential-actions/2025/12/eliminating-state-law-obstruction-of-national-artificial-intelligence-policy/
https://www.theguardian.com/technology/2025/jan/28/we-tried-out-deepseek-it-works-well-until-we-asked-it-about-tiananmen-square-and-taiwan


EPRS | European Parliamentary Research Service 

8 

events in Tiananmen Square; Taiwan; and China's handling of the COVID-19 pandemic. This has 
prompted concerns – similar to unease about Chinese social media app TikTok – about DeepSeek's 
potential to act as a government tool to strategically influence public opinion abroad.  

Health-related mis- and disinformation: Impact on vulnerable 
communities 
Health experts have warned that 'groups of users may select specific health topics and influence 
ChatGPT and similar AI technologies to propagate false health-related information'. Because AI 
chatbots can disseminate incorrect or biased health information in a way that makes it even more 
difficult for users to assess the quality of the information, chatbots are expected to 'likely magnify 
the already existing problem of misinformation in exponential proportions and can threaten public 
health globally'. As a worst-case scenario, deliberate manipulation of chatbots could be used to 
cause harm to states, communities, and health services. 

Climate change and environmental protection: Impact on global 
policymaking 
A 2025 investigation by Global Witness found that ChatGPT, MetaAI, Grok and Gemini answers to 
questions about fossil fuel's role in climate change did not reflect the industry's impact. Another 
2025 report showed that the AI industry discloses too little about its own carbon footprint. Similarly, 
research on AI chatbots and their impact on global policymaking regarding conservation efforts in a 
deepening environmental crisis has raised questions about which knowledge practices are 
considered and integrated in LLMs, and how, especially as some AI chatbots have been found to 
actively portray themselves in an optimistic manner that may not be considered objective. Such 
questions seem particularly pertinent as the future growth of the AI industry depends on unlimited 
access to resources – with corresponding environmental impact – and in light of the tech industry's 
pushback against regulation to force data centres to disclose their energy usage in the US. 

Gen AI: Opportunities to detect and counter FIMI 
Fact-checking, content moderation and educational measures are traditionally seen as key tools in 
the efforts to counter information manipulation. Many fact-checkers are employing Gen AI to speed 
up the time-consuming process of verifying information, including to conduct contextual research. 
At the same time, Gen AI can be used to detect information manipulation patterns. In July 2025, 
Elon Musk's X announced that it would pilot a feature allowing AI chatbots to write 'community 
notes', Musk's replacement for human fact-checkers.  

Although Gen AI is embraced by some as a tool to help detect and counter manipulated information 
campaigns, the same technologies appear to challenge the effectiveness of traditional 
countermeasures. Some experts warn against a potential technological 'arms race', where fact-
checkers and democracy defenders use Gen AI to accelerate their work to counter information 
manipulation, while the perpetrators fine-tune their tools and techniques to avoid detection. 
Moreover, researchers and experts caution that educational interventions that boost users' 
knowledge about information manipulation – such as media literacy efforts or 'inoculation' methods 
that expose people to an educational dose of techniques used in information manipulation to create 
'cognitive antibodies' – may be less efficient vis-à-vis Gen AI content, including from LLM chatbots.  

https://cybernews.com/security/new-chinese-ai-model-claims-to-outperform-top-dogs/
https://pmc.ncbi.nlm.nih.gov/articles/PMC10644115/
https://globalwitness.org/en/campaigns/digital-threats/greenwashing-and-bothsidesism-in-ai-chatbot-answers-about-fossil-fuels-role-in-climate-change/
https://www.technologyreview.com/2025/05/20/1116327/ai-energy-usage-climate-footprint-big-tech/
https://www.theatlantic.com/culture/2025/12/chatgpts-self-serving-optimism/685165/?utm_source=newsletter&utm_medium=email&utm_campaign=the-atlantic-am&utm_term=The%20Atlantic%20AM
https://fpanalytics.foreignpolicy.com/2025/07/18/artificial-intelligence-critical-minerals-supply-chains/
https://news.mit.edu/2025/explained-generative-ai-environmental-impact-0117
https://subscriber.politicopro.com/article/2025/08/tech-opposed-data-center-transparency-bill-killed-in-appropriations-00536832
https://techcrunch.com/2025/07/01/x-is-piloting-a-program-that-lets-ai-chatbots-generate-community-notes/
https://www.washingtonpost.com/politics/2025/07/03/x-community-notes-ai-fact-checks/
https://pmc.ncbi.nlm.nih.gov/articles/PMC12351547/
https://climatecommunication.gmu.edu/wp-content/uploads/2023/09/DebunkingHandbook2020.pdf
https://epub.ub.uni-muenchen.de/121821/1/NHB__AI-generated_disinformation.pdf
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Critics also argue that, while deploying AI chatbots to power crowd-sourced fact-checking may 
promise to accelerate and scale content moderation, it does not help counter Gen AI-enabled 
information manipulation such as deepfakes. The reactive nature of community notes does not 
address the risks from viral posts containing persuasive images, debunked several hours after they 
have already reached millions of people. Corrections never achieve the same level of visibility and 
virality as the deceptive deepfakes, partly because audiovisuals are more powerful and leave deeper 
impressions than text. Experts also caution that bias in existing community notes, which will then 
feed into the AI-powered community notes, will be replicated. As anyone can create an AI agent to 
write community notes, they can swiftly outperform the remaining human reviewers.  

EU and European Parliament response 
Geopolitical shifts and increasing pressure on democracy in the online realm, including from (Gen) 
AI, challenge the EU's human-centric approach to addressing information manipulation – with a 
specific focus on foreign actors – as reflected in its toolbox to counter FIMI, its rights-based digital 
regulation, as well as the new European democracy shield. EU legislation relevant to Gen AI-enabled 
information manipulation includes the AI Act; the Digital Services Act (DSA) including the Code of 
Conduct on Disinformation; the Directive on Violence against Women; the European Media Freedom 
Act; as well as copyright and privacy law. The Commission's political guidelines for 2024-2029 
underlined the importance of implementing the AI Act's transparency requirements and 
strengthening the approach to AI-produced content. Announced on 12 November 2025, the 
European democracy shield  places strong focus on the integrity of the information space. The 
initiative included new guidance on responsible use of AI in electoral processes; the creation of a 
centre for democratic resilience to coordinate work to counter FIMI; and a common research support 
framework to provide access to data and advanced technology, including to support development 
of tools to facilitate detection of AI-generated or manipulated audio, images and video. 

Digital Services Act  
The DSA's Articles 34 and 35 oblige very large online platforms (VLOPs) and very large search 
engines (VLOSEs), with over 45 million active users in the EU, to assess their mitigation measures 
and results against systemic risks. The measures must be balanced against restrictions of freedom 
of expression and are subject to independent audit. There are four categories of systemic risk: 

• dissemination of illegal content (defined in other laws at EU or Member State level); 
• adverse effects on fundamental rights: freedom of expression and media freedom; 
• impacts on civic discourse, electoral integrity and public security; 
• risks related to gender-based violence, public health, and protection of minors. 

The DSA imposes mechanisms for users to flag illegal content online, and for VLOPs to cooperate 
with specialised 'trusted flaggers' to identify and remove illegal content, such as intimate or 
manipulated images that are disseminated online without consent. Specific mitigation measures 
linked to Gen AI include clear labelling of deepfakes.  

Article 35(3) stipulates that the Commission may issue guidelines on VLOP and VLOSE risk 
mitigation measures in relation to specific risks. In March 2024, the Commission published guidelines 
on recommended measures for VLOPs and VLOSEs to mitigate systemic risks that may impact the 
integrity of elections, with specific guidance for the European elections. They specified that VLOPs 
and VLOSEs whose services could be used to create and/or disseminate Gen AI content should 

https://www.realitydefender.com/insights/the-community-notes-problem-why-reactive-fact-checking-can-t-stop-deepfakes?utm_campaign=4720277-Newsletter&utm_medium=email&_hsenc=p2ANqtz--3_H3ftG7PmF36csD6OF4Msam8X3G7c0NddJUv3wbbxE2yxX_8FzUnVZ4i2JMV_ddLdfHSNtbY7ZM2vfKMvdEKT0n3OeD602m8E81FRPXXlLGFS2Y&_hsmi=369571800&utm_content=369571267&utm_source=hs_email
https://www.techpolicy.press/community-notes-and-its-narrow-understanding-of-disinformation/
https://arstechnica.com/tech-policy/2025/07/everything-that-could-go-wrong-with-xs-new-ai-written-community-notes/
https://www.eeas.europa.eu/sites/default/files/media/2025/EEAS-Donut_new_1.png
https://digital-strategy.ec.europa.eu/en/policies/
https://digital-strategy.ec.europa.eu/en/policies/
https://commission.europa.eu/document/download/2539eb53-9485-4199-bfdc-97166893ff45_en?filename=JUST_template_comingsoon_standard_1.pdf
https://digital-strategy.ec.europa.eu/en/library/code-conduct-disinformation
https://digital-strategy.ec.europa.eu/en/library/code-conduct-disinformation
https://commission.europa.eu/document/download/e6cd4328-673c-4e7a-8683-f63ffb2cf648_en?filename=Political%20Guidelines%202024-2029_EN.pdf
https://commission.europa.eu/document/download/2539eb53-9485-4199-bfdc-97166893ff45_en?filename=JUST_template_comingsoon_standard_1.pdf
https://eur-lex.europa.eu/eli/reg/2022/2065/oj/eng
https://ec.europa.eu/commission/presscorner/detail/en/ip_24_1707
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assess and mitigate specific risks linked to AI, e.g. by clearly labelling content generated by AI (such 
as deepfakes), adapting their terms and conditions accordingly and enforcing them adequately.    

Code of Conduct on Disinformation 
The Code of Conduct on Disinformation, converted from a Code of Practice with effect from 
1 July 2025 as part of the DSA, has over 40 signatories, including VLOPs and VLOSEs such as Google 
(Google Search and YouTube, Meta (Instagram and Facebook), Microsoft (Bing and LinkedIn), as 
well as TikTok. Twitter (now X) was a signatory until May 2023. The Code has 43 commitments and 
128 specific measures in specific areas, and addresses Gen AI-enabled disinformation under 
transparency obligations for Al systems. Commitment 15 stipulates that 'Relevant Signatories that 
develop or operate Al systems and that disseminate Al-generated and manipulated content through 
their services (e.g. deepfakes) commit to take into consideration the transparency obligations and 
the list of manipulative practices prohibited under the [AI] Act'. In its 12 November 2025 
communication on the European Democracy Shield, the Commission announced that it would 
explore possible further measures with the Code's signatories to improve the detection and labelling 
of AI-generated and manipulated content. 

European Digital Media Observatory (EDMO) 
The Commission's 2018 action plan to counter online disinformation led to the 2020 creation of the 
EDMO; a network for fact-checkers, academics and other stakeholders to cooperate and coordinate 
activities to curb disinformation. With 15 national and multinational hubs, EDMO is exploring both AI 
risks regarding disinformation, as well as AI tools to detect the threats. EDMO has set up an internal 
expert group on Gen AI, and cooperates with six Commission co-funded research projects on AI. 

AI Act 
Adopted on 1 March 2024, the AI Act is the world's first comprehensive law to regulate AI. It came 
into force on 1 August 2024. The AI Act classifies AI systems according to risk levels. Generally, AI 
systems that interact with humans (for example AI chatbots), as well as AI systems that generate or 
manipulate image, audio or video content – including deepfakes – are considered 'limited risk' and 
are subject to a limited set of transparency obligations. However, to protect voting rights (Article 39 
of the Charter of Fundamental Rights of the EU, the AI Act considers AI systems used to influence 
elections or manipulate behaviour as high-risk (Recital 62 and Annex III 8(b)), except AI for 
campaign logistics with limited user interaction.  

Article 5 prohibits the placing on the market, the putting into service or the use of AI systems that 
deploy subliminal techniques beyond a person's consciousness or purposefully manipulative or 
deceptive techniques, with the objective, or the effect of materially distorting the behaviour of a 
person or a group of persons by impairing their ability to make informed decisions.  

Transparency obligations include: 

• Article 50(1) stipulates that providers shall ensure that AI systems intended to interact 
directly with natural persons are designed and developed in a way that ensures that users 
are informed that they are interacting with an AI system. 

• Mandatory labelling (Article 50(2)): Creators, developers and users of deepfake 
technologies must disclose and mark any AI-generated content (i.e., watermarking). 

https://ec.europa.eu/newsroom/dae/redirection/document/112678
https://disinfocode.eu/signatories
https://www.euronews.com/my-europe/2023/06/05/twitter-has-chosen-confrontation-with-brussels-over-disinformation-code-of-conduct
https://digital-strategy.ec.europa.eu/en/policies/european-digital-media-observatory
https://edmo.eu/about-us/edmo-hubs/
https://edmo.eu/resources/connected-horizon-europe-projects/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32024R1689
https://www.europarl.europa.eu/thinktank/en/document/EPRS_BRI(2021)698792
https://eur-lex.europa.eu/eli/treaty/char_2012/oj/eng
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• Article 50(4): Deployers of an AI system that generates or manipulates image, audio or 
video content constituting a deep fake, shall disclose that the content has been artificially 
generated or manipulated. Where the content is part of an evidently artistic, creative, 
satirical, fictional or analogous work or programme, obligations are limited to disclosure 
in a manner that does not hamper the display or enjoyment of the work. 

In February 2025, the Commission's new guidelines on prohibited AI practices clarified Article 5. The 
Commission stated that, even if the Article 50 transparency obligations aim to minimise the effects 
of deepfakes and chatbots, some deceptive techniques might still have significant effects on 
individuals and distort their behaviour to a point that undermines their individual autonomy and 
informed decision-making, regardless of whether or not transparency labels are in place. 

Article 55 specifies obligations for providers of general-purpose AI models with systemic risks. 
Recital 110 stipulates that 'General-purpose AI models could pose systemic risks which include, but 
are not limited to, any actual or reasonably foreseeable negative effects in relation to major 
accidents, disruptions of critical sectors and serious consequences to public health and safety; any 
actual or reasonably foreseeable negative effects on democratic processes, public and economic 
security; the dissemination of illegal, false, or discriminatory content.' Recital 110 mentions models 
giving rise to 'harmful bias and discrimination with risks to individuals, communities or societies; the 
facilitation of disinformation or harming privacy with threats to democratic values and human rights'. 

The European AI Office, set up in February 2024, and the European Artificial Intelligence Board, 
monitor and support the enforcement of the AI Act. The AI Office enforces rules on general-purpose 
AI (GPAI), evaluates GPAI models, and helps create code of practices, such as the GPAI Code of 
Practice, a non-binding instrument that aims to help AI developers comply with AI Act transparency, 
safety, and intellectual property rules. Published by the Commission on 10 July 2025, it includes 
guidance for providers of GPAI models (including LLMs) to meet their obligations under Articles 53 
and 55 of the AI Act. For example, LLM providers should exclude websites notorious for copyright 
infringement (the Commission is set to maintain a list of websites hosting pirated content). In 
preparation for the implementation of the AI Act, the Commission is promoting the AI Pact, which 
aims to gather and exchange information with all relevant stakeholders as well as facilitate and 
communicate company pledges for early implementation of some measures.  

On 5 November 2025, the Commission announced a new voluntary code of practice to support 
marking and labelling of AI-generated content in machine-readable formats to enable detection. It 
will assist deployers using deepfakes or AI-generated content to clearly disclose AI involvement, 
particularly on public interest matters. While the AI Act should fully apply from 2 August 2026, the 
Commission's 19 November 2025 digital omnibus on AI proposed delaying rules on high-risk AI until 
2027/2028, and extended the deadline for Gen AI system providers to comply with machine-
readable marking requirements until 2 February 2027, among other steps to simplify related 
regulation. In light of threats to the media sector from online piracy and use of copyrighted material 
to train AI models, the EDS communication underlined the Commission will review the Directive on 
copyright in the Digital Single Market and consider how to improve its effectiveness in this context. 

EU Directive on Combating Violence against Women  
Article 5(1) of EU Directive (EU) 2024/1385, adopted in May 2024, asks Member States to criminalise 
three types of image-based sexual abuse that can be facilitated by AI, including deepfake 
technology: 1) 'making accessible to the public, by means of information and communication 

https://digital-strategy.ec.europa.eu/en/library/commission-publishes-guidelines-prohibited-artificial-intelligence-ai-practices-defined-ai-act
https://digital-strategy.ec.europa.eu/en/policies/ai-office
https://digital-strategy.ec.europa.eu/en/policies/contents-code-gpai
https://digital-strategy.ec.europa.eu/en/policies/contents-code-gpai
https://www.europarl.europa.eu/thinktank/en/document/EPRS_ATA(2025)775890
https://digital-strategy.ec.europa.eu/en/policies/ai-pact
https://digital-strategy.ec.europa.eu/en/news/commission-launches-work-code-practice-marking-and-labelling-ai-generated-content
https://digital-strategy.ec.europa.eu/en/library/digital-omnibus-ai-regulation-proposal
https://eur-lex.europa.eu/eli/dir/2024/1385/oj/eng
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technologies ("ICT"), images, videos or similar material depicting sexually explicit activities or the 
intimate parts of a person, without that person's consent'; 2) non-consensual production, 
manipulation, altering, or subsequent dissemination of 'material making it appear as though a person 
is engaged in sexually explicit activities'; 3) 'threatening to engage in the unlawful conduct referred 
to in point (a) or (b) in order to coerce a person to do, acquiesce to or refrain from a certain act'. 

European Media Freedom Act (EMFA) 
The EMFA was adopted in April 2024 and became applicable on 8 August 2025 (with some 
exceptions). Article 18(1) of the EMFA includes enhanced protection for editorially independent 
media that do not provide content generated by AI systems without subjecting it to human review 
or editorial control. AI-assisted content is only covered if a human takes meaningful responsibility 
for the content. Content produced by AI alone is not covered by the right to freedom of expression. 
Responding to a formal question, the Commission clarified that 'human rights are inherent to all 
human beings', that 'it is always the individuals who may avail themselves of free expression rights 
and their protection', and that 'automatically generated and published content does not in itself 
enjoy any protection in this respect'. 

Role of the European Parliament 
Parliament plays a key role as a co-legislator in shaping all relevant regulation and overseeing the 
implementation and enforcement of EU regulation on AI, including via the Working Group on the 
Implementation of the Digital Services Act, and the Working Group on the Implementation and 
Enforcement of the AI Act. The Special Committee on the European Democracy Shield (EUDS), 
constituted in February 2025, also focuses on risks from AI-enabled information manipulation, and 
is working on an own-initiative report (INI) with related findings, policy proposals and 
recommendations. Regarding information and election integrity in practice, all 10 pan-European 
political parties signed a voluntary code of conduct in April 2024, ahead of the European Parliament 
elections. They pledged to abstain from 'any type of deceptive content using audio, images or video 
and generated with or without [AI] to falsely or deceptively alter or fake candidates, officials or any 
electoral stakeholder'. They committed to clearly labelling AI-generated content, for example with 
watermarking and provenance signals. 
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