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Abstract 

 
This in-depth analysis was commissioned by the European Parliament's Policy 

Department for Citizens' Rights and Constitutional Affairs at the request of the 

LIBE Committee.  

 

One cannot talk of a proper data protection regime in China, at least not as it is 

perceived in the EU. The international data protection fundamentals that may be 

derived from all relevant regulatory instruments in force today, namely the 

personal data processing principles and the individual rights to information, 

access and rectification, are not unequivocally granted under Chinese law. An 

efficient enforcement mechanism, also required under European standards, is 

equally not provided for. China has no comprehensive data protection act but 

several relevant sectorial laws that, under a combined reading together with 

basic criminal and civil law provisions, may add up to a data protection 

'cumulative effect'. This assertion is examined and assessed in the analysis that 

follows. A list of realistic policy recommendations has been drawn up in order to 

establish whether China’s recent data protection effort is part of a persistent, 

yet concise, policy.  
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EXECUTIVE SUMMARY 

The assessment of a Western-type human rights model against an Asian background is by 

no means an easy task, given the big differences in the cultures involved. This task is 

further burdened when the country in question is China, where the essential human 

rights’ conditions (horizontal application, independent courts and legal certainty) 

are not in place. However, the fact that China constitutes today a central economic pow-

er, a major EU trade partner and a substantial global political player means that realism 

is advisable when it comes to comparative law exercises. 

 

On the other hand, the EU is still an international data protection laboratory, even if it is an 

advanced one. Apart from giving birth to the first relevant legislative texts, its Member 

States have applied data protection legislation vigorously and consistently over the past 40 

years, some of them having already reached their second or third generation of data pro-

tection acts. At EU level the 1995 Data Protection Directive, still in effect today, has so-

lidified the EU data protection model, that was subsequently exported to third countries as 

well. Recently, new rights and ideas that are included in its draft General Data Protec-

tion Regulation, currently under elaboration, have already raised debates across the 

globe. Once finalised, it is expected to raise the EU data protection threshold even higher. 

Nevertheless, although the majority of countries around the globe have implemented data 

protection laws within their jurisdictions, until today no global standard exists, the EU mod-

el most likely occupying the global reference position but not that of the global standard 

applicable. The above distinction serves to warn those accustomed to the EU model that, 

when stepping outside the EU, they have to be aware that, first, the EU is not the preferred 

international data protection model for the time being and, second, the terms “data protec-

tion”, “information privacy” or “data privacy” may have a different meaning to that of the 

EU. 

 

One cannot talk of a proper data protection regime in China, at least not as it is per-

ceived in the EU. What is decisively different between China and the EU is their underlying 

approach to personal data processing. Even if one chooses to disregard the human rights 

parameter for the sake of the analysis, the fact remains that whatever data protection 

exists in China today, it is aimed exclusively at the individual as consumer. The data 

protection recipient is not an individual or a “data subject”, as in the EU, but a con-

sumer. However, the protection of the right to privacy may fare far better under current 

Chinese law. The right to privacy - where however “privacy” is perceived differently in 

China than in Europe - is enshrined in basic Chinese law, ultimately connected to the right 

to dignity. Although the distinction between the two rights is by now clear in EU law, for 

the purposes of this analysis and in order to achieve a comprehensive approach, the con-

cept of privacy protection will also be elaborated under the “data protection regime” title. 

 

China does not have a general data protection act but traces of data protection may be 

found in a multitude of sector-specific legal instruments. Notwithstanding the issues 

of democracy and the rule of law, data protection provisions may be found in its Crimi-

nal and Civil law as well as in a number of instruments released by China’s second-

highest legislative organ, the Standing Committee of its National People’s Congress 

(SC-NPC) and by the Chinese Ministry of Industry and Information Technology 

(MIIT). In fact, the SC-NPC 2012 Decision constitutes the de facto data protection standard 

in China today. A combined reading of all these provisions leads to a suggestion of 

a “cumulative effect” that characterizes the Chinese approach to data protection 

today. However, data protection is a system that cannot, and should not, be broken down 

into its constitutional parts in order to be able to construct a comparison and derive com-
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mon ground. This system is evidenced by the common ideas found in all relevant inter-

national instruments in effect today: the EU 1995 Data Protection Directive, the Council 

of Europe Data Protection Convention, the OECD Guidelines and the APEC Privacy Frame-

work. They all include a set of basic data processing principles (the fair information 

principles) and a set of basic data protection rights (information, access, rectification). Eu-

ropeans would also add an efficient enforcement mechanism to that list. It is not possible 

to break this system down into its components, because one does not function without the 

others. In this context, it is established in this report that the basics of international da-

ta protection are not unequivocally in place in China today. 

 

If a legalistic approach was adopted, then no common ground could be found between two 

fundamentally different systems both in their wording and in their raison d’être. Conse-

quently, data transfers would need to be prohibited towards China, on the basis of 

Article 25 of the EU 1995 Data Protection Directive. However, this would be an im-

practical, if not unnecessary position. Over the past few years China has enacted a se-

ries of data protection-related legal texts; this initiative need not be discouraged but 

rather strengthened and tested, particularly given the fact that personal data flows be-

tween the EU and China might become a pressing reality within contemporary cloud 

computing environments, where vast data centres may be installed (or are already op-

erating) in China. We therefore believe that, while commercial and other relationships 

need not be stifled on data protection grounds, concrete and specific policy recom-

mendations need to be provided to China. Thus, China would have the opportunity to 

demonstrate that its recent data protection effort is part of a persistent, yet concise, 

policy and not just a pretext to attract more internal and external information processing 

business. To this end a list of policy recommendations has been drawn up with regard 

to (a) the basic data protection principles, (b) the basic data protection individual 

rights, (c) data transfers, and (d) the enforcement mechanism. 
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INTRODUCTION 

KEY FINDINGS 

 The assessment of a Western-type human rights model against an Asian background 

is by no means an easy task, given the big differences in the cultures involved. This 

task is further burdened when the country in question is China, where the essential 

human rights’ conditions (horizontal application, independent courts and legal cer-

tainty) are not in place.  

 A careful and flexible approach is advised in order to bring together in a meaningful 

and practical way two fundamentally different approaches on the issue of human 

rights that are necessitated by financial and political considerations but are not, in 

the same way, enabled either by social or by legal factors.  

 On the other hand, the individual right to data protection is a relatively recent addi-

tion to the EU list of human rights, that is currently furthered through ongoing elab-

oration of the EU data protection reform package; in particular, the EU General Data 

Protection Regulation, once in effect, is expected to set the EU data protection 

threshold even higher. 

 Outside the EU, despite of the fact that the majority of countries regulate by now 

personal data processing, the EU data protection model is not the international 

standard. In addition, the term “data protection” may have a different meaning to 

that given within the EU even in countries that have chosen to enact data protection 

acts within their respective jurisdictions.  

 

The assessment of a Western-type human rights model against an Asian back-

ground is by no means an easy task, given the big differences in the cultures in-

volved. This task is further burdened when the country in question is the People’s Republic 

of China (PRC, henceforth China)1. Undoubtedly China presents a set of unique characteris-

tics that make such an analysis extremely difficult and subjective, if not impossible. Obvi-

ously, the first issue that comes to mind pertains to its political regime. China is an authori-

tarian state, in stark and at times pointed contrast to western-type democracies. While this 

difference in political regime may not prohibit commercial or other financial relationships, 

provided that each party is careful to accommodate the other’s particular needs and sensi-

tivities, such approximation is most likely impossible when it comes to the protection of 

human rights. Human rights were first developed in Europe and thereafter furthered in oth-

er parts of the world as well, essentially however upon a democratic background. They are 

absolute, meaning that they are protected against anyone regardless whether in the private 

or the public sector, and they need independent courts and legal certainty in order to 

thrive. All these conditions (horizontal application, independent courts and legal certainty) 

are not warranted in China today. In fact, the case appears to be quite the opposite, with 

discussion on human rights allegedly being prohibited in China’s higher education and on 

the internet2. 

 

                                                 
1 See the Preface in Gao Q/Zhang W/Tian F, The Road to the Rule of Law in Modern China, Springer, 2015. 
2 Bartow A, Privacy Laws and Privacy Levers: Online Surveillance versus Economic Development in the People's 
Republic of China, 74 OHIO ST. L.J. 853 (2013), see also the blogging censorship case by the Chinese Government 

against Zhao Jing (pseudonym Michael Anti), when Microsoft was forced to removing words like “democracy” and 
“human rights”, as proved in relevant US Congressional Hearings (Lee J-A, Regulating Blogging and Microblogging 
in China, Oregon Law Review, Vol. 91, No. 2, 2012).  
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Further characteristics that make the case of China unique refer to its contemporary eco-

nomic and political power as well as to its chosen model of economic development. The fact 

that China constitutes today a central economic power, a major EU trade partner and a 

substantial global political player means that realism is advisable when it comes to compar-

ative law exercises. In the data protection context this would mean, for instance, that a 

general prohibition of all personal data flows between the EU and China, on the basis of the 

“adequacy” criterion of basic EU data protection law3, would probably be impractical; how-

ever, as the case of the USA has taught us, this is by no means an unprecedented situation 

for the EU.  

 

The second unique characteristic that China presents refers to its chosen model of econom-

ic development: by designating specific regions to specific economic activities and awarding 

them with the relevant legal status to achieve their purposes, China has developed a com-

plex, multi-layered legal system that needs to be approached on a region-specific level if 

any meaningful legal analysis is to be achieved. Nevertheless, this task is not only impossi-

ble for, and probably useless to, foreigners but also irrelevant when it comes to the protec-

tion of human rights, that needs to run through all of the country and not be region-

specific. Finally, the multi-level legal structure of China itself, that despite its terminology 

(e.g. Constitution) is not directly comparable to western-type legal architectures, further 

adds to the complexity of the task at hand. 

 

If to the above are added the different cultures and histories of the peoples concerned, that 

at times give different meaning to the same basic notions in the human rights list, the diffi-

culty of the task is made evident. Consequently, a careful and flexible approach is ad-

vised in order to bring together in a meaningful and practical way two fundamen-

tally different approaches on the issue of human rights, that are necessitated by 

financial and political considerations but are not, in the same way, enabled either 

by social or by legal factors.  

 

On the other hand, the individual right to data protection is a recent addition to the EU list 

of human rights. Despite of the fact that the first data protection acts appeared in Europe 

some forty years ago and a relevant directive was introduced in 1995, an independent right 

to data protection, separate from a right to privacy, was entered in the EU constitutional 

texts only in 2009 with the ratification of the Treaty of Lisbon. The right to data protection, 

as appearing in the text of Article 16 TFEU, is a “technical” right: although principle-driven, 

it requires auxiliary legislation to make its principles and requirements concrete in personal 

data processing instances. In addition, it is exactly the ratification of the Treaty of Lisbon 

that made an overhaul of the existing EU data protection legal edifice necessary: although 

the details of the EU data protection reform package, that is still under discussion, need not 

be analysed within the scope of this analysis, the general idea is that, apart from an updat-

ing of outdated provisions, new rights and notions are bound to emerge from this process, 

such as the right to be forgotten, the right to data portability, privacy by design, data 

breach notifications or data protection impact assessments. These additions are ex-

pected to set the EU data protection threshold even higher. 

 

It ought to be noted, however, that all of the above constitute the EU approach to data pro-

tection. If viewed from a global perspective, although the majority of countries across the 

world have chosen to enact national data protection acts within their respective jurisdic-

tions, the EU model remains by far the most strict (and perhaps bureaucratic) among all 

                                                 
3 Article 25 of Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protec-
tion of individuals with regard to the processing of personal data and on the free movement of such data, OJ L 
281, 23.11.1995, p. 31–50 (“1995 Data Protection Directive”). 
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international implementations. Among these countries that by now have national data pro-

tection regulations, only the EU member states apply the EU data protection model togeth-

er with the (altogether 10) countries that have succeeded in being awarded with an “ade-

quacy” finding by the EU. A number of other, mostly European, countries have chosen to 

abide by the, marginally more flexible, Council of Europe data protection model4, which is 

also currently under amendment. All other countries around the globe follow their own data 

protection way. Until today no global standard exists, the EU model most likely occupy-

ing the global reference position but not that of the global standard applicable. The above 

distinction serves at warning those being accustomed to the EU model that, when 

stepping outside the EU, they have to be aware that, first, the EU is not the pre-

ferred international data protection model for the time being and, second, the 

terms “data protection” (or, even, its equivalents, “information privacy” or “data 

privacy”) may have a different meaning to that of the EU even in countries that 

have chosen to enact data protection acts within their respective jurisdictions. 

This report purports to elaborate upon the data protection regime in China under the above 

constraints. To this end after a brief presentation of the EU data protection model under 

chapter 1, its chapter 2 will be aimed at describing the Chinese data protection regime in 

effect today. Subsequently, an assessment of its merits and shortcomings will be attempted 

in chapter 3, before a number of policy recommendations is undertaken in chapter 4. The 

authors believe that despite the big differences and apparent incompatibility be-

tween the two approaches on data protection, there is space for case-specific 

sensible solutions that will achieve at least to bridge the perceived gap – if not 

approximate the two diverging perspectives. 

 

  

                                                 
4 Primarily based on the Council’s Convention for the Protection of Individuals with regard to Automatic Processing 
of Personal Data, 28.1.1981. 
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1. THE EU DATA PROTECTION MODEL: A PRINCIPLES-
DRIVEN SYSTEM FOR THE PROTECTION OF A FUNDA-
MENTAL HUMAN RIGHT 

KEY FINDINGS 

 The EU has been, and still is, the international data protection laboratory. New 

rights and ideas included in its draft General Data Protection Regulation have al-

ready raised debates across the globe. 

 If the EU data protection model was to be described in a concise manner, it could 

probably be summed up as a principles-driven system.   

 The high-level EU data protection principles are the principles of lawfulness of the 

processing, access to justice, transparency and accountability. 

 The above high-level principles are implemented through a standard set of regulato-

ry mechanisms. These include a list of basic notions and definitions, an enforcement 

mechanism, a set of individual rights, and a model for data transfers.   

 Other international data protection regulatory alternatives are also to be found, that 

may, or may not, resemble the model followed by Chinese legislators in the field. 

These include the Council of Europe Data Protection Convention, the OECD Guide-

lines on the Protection of Privacy and Transborder Flows of Personal Data, as well as 

to the APEC Privacy Framework. 

The EU has been, and still is, the international data protection laboratory. Apart 

from giving birth to the first relevant legislative texts, its Member States have applied data 

protection legislation at national level vigorously and consistently over the past 40 years, 

some of them having already reached their second or third generation of data protection 

acts. At EU level the 1995 Data Protection Directive, still in effect today, has solidified the 

EU data protection model, that was subsequently exported in third countries as well. The 

post-9/11 era opened up a thoughtful discussion in the EU as to the acceptable balancing 

between national security and personal data protection. Today, the draft General Data Pro-

tection Regulation5, still under elaboration, has already sparked an international debate on 

new rights (the right to be forgotten, the right to data portability), new risk assessment 

methods (impact assessments in the data protection field), new system design require-

ments (privacy by design), as well as on the most effective approach to data protection in 

cloud computing or in the biometrics field. All of the above are the result of decades-long 

painstaking implementation across the EU, that includes daily challenges in front of courts 

of all levels and Member State data protection authorities, academic teaching, scholarly 

writing, as well as active politics. 

If the EU data protection model was to be described in a concise manner, it could 

probably be summed up as a principles-driven system that is implemented 

through a standard set of regulatory mechanisms. The high-level EU data protection 

principles are the principles of lawfulness of the processing, access to justice, trans-

parency and accountability. The principle of lawfulness of the processing means that 

personal data processing needs to have a solid legal starting point (consent or a legal man-

date or any other recognised or legitimate starting point) as well as a certain quality (fair-

                                                 
5 European Commission, Proposal for a Regulation of the European Parliament and of the Council on the protection 
of individuals with regard to the processing of personal data and on the free movement of such data (General Data 
Protection Regulation), COM(2012) 11 final. 
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ness and lawfulness of the processing, purpose and time specificity, data minimization, se-

curity and confidentiality). The principle of access to justice grants individuals effective, 

timely and accessible means of judicial redress. Under the principle of transparency, all 

personal data processing, including decision-making by data controllers and data protection 

authorities, needs to be open and accessible to the public. Finally, the principle of account-

ability places upon data controllers the burden of implementing within their organizations 

specific measures in order to ensure that data protection requirements are met. These 

high-level principles are present both in the 1995 Data Protection Directive and in the cur-

rent draft of the General Data Protection Regulation. 

 

The above high-level principles are implemented through a standard set of regulatory 

mechanisms. These include a list of basic notions and definitions, an enforcement 

mechanism, a set of individual rights, and a model for data transfers. The list of 

basic notions and definitions is central to the EU data protection model: the definitions giv-

en to such terms as “personal information”, “data subject”, “data controller”, “filing system” 

or “processing” run through all EU law and set the necessary basis for discussion. Of equal 

importance is the enforcement mechanism: an independent state agency, the data protec-

tion authority, is dedicated to serving the data protection purposes within the jurisdiction 

concerned. The data protection-specific individual rights of information, access, objection 

and rectification warrant individuals with the means to control data flows on them. Finally, 

the “adequacy” model for data transfers, although cumbersome or even outdated in the 

internet age, ensures that EU data protection legislation will not be circumvented through 

“data havens” or other similar overseas constructions. 

All of the above, meaning high-level principles and accompanying enforcement mecha-

nisms, constitute the EU data protection model. As discussed, outside the EU it is viewed as 

a strict and perhaps stifling to innovation regulatory model, that it is appreciated only by 

the handful of countries that have been granted “adequacy” finding by the EU. Other data 

protection lists, in order to test whether data protection legislation is in effect within a giv-

en jurisdiction, have also been compiled6, and it is by their count that international data 

protection is on the rise with more than one hundred countries adhering to it in one way or 

another7. Evidently, their level of protection differs. If a strict approach was to be adopted, 

the “data protection” title ought only be awarded to EU Member States and countries with 

“adequacy” finding. Accordingly, as per basic EU data protection law8, data flows ought to 

be allowed only among these countries. Nevertheless, this would have been a limiting ap-

proach. Apart from punishing countries that are struggling and experimenting on the, es-

sentially new, data protection field, it would also carry serious financial consequences for all 

the parties involved. This has been acknowledged also by the EU, that has constructed a 

series of regulatory alternatives for international data flows to indeed take place without 

abandoning its basic data protection, adequacy, approach: these include binding corporate 

rules, model clauses, as well as, country-specific solutions (the latter pertaining only to the 

USA and the “safe harbor” arrangement). Consequently, until today the EU has suc-

ceeded in maintaining and furthering its own data protection model, while at the 

same time acknowledging its not fit-for-all character. The EU has granted to those 

                                                 
6 See for instance Greenleaf G, Asian Data Privacy Laws: Trade & Human Rights Perspectives, Oxford University 
Press, 2014, “for the purposes of this book a country is considered to have a data privacy law only if it has a na-
tional law which provides, in relation to most aspects of the operation of the private sector, or its national public 
sector, or both, a set of basic data privacy principles, to a standard at least including most of the OECD Guidelines 
or Council of Europe Convention, plus some methods of statutorily mandated enforcement (i.e. not only self-
regulation)” (p.14).  
7 Greenleaf G, Global data privacy laws 2015: 109 countries, with European laws now a minority, 133 Privacy Laws 
& Business International Report, February 2015. 
8 Article 25 of the 1995 Data Protection Directive. 
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countries interested to cooperate the necessary means to overcome difficulties in 

a mutually acceptable way, in order to allow personal data flows outside its bor-

ders and at the same time not lessen the level of protection afforded to EU data 

subjects. 

1.1. Other international data protection regulatory alternatives: the 

Council of Europe Data Protection Convention, the OECD Guidelines 

and the APEC Privacy Framework 

 

Because the EU data protection level is probably unattainable by China, given its regulatory 

framework currently in effect, as it will be demonstrated in the analysis that immediately 

follows, reference will be made in this report to other international data protection regula-

tory alternatives that may, or may not, resemble the model followed by Chinese legislators 

in the field. In this context, a brief mention needs to be made to the Council of Europe Data 

Protection Convention, the OECD Guidelines, as well as to the APEC (Asia-Pacific Economic 

Cooperation) Privacy Framework. 

 

The Council of Europe Data Protection Convention, currently also under review, was signed 

in 1981, it therefore preceded the EU Data Protection Directive by more than a decade. De-

spite its age, the Convention remains still relevant because it includes in its provisions all 

the basic characteristics of the EU data protection model (high-level principles and accom-

panying enforcement mechanisms), it applies to all processing (including security pro-

cessing by the state) and, through its protocol, regulated transborder data flows. A signifi-

cant characteristic is that it is open to ratification for non-European countries as well, an 

option that has benefited quite a few countries until today.  

 

The OECD Guidelines, currently in their 2013 version9, broadly follow the EU model of prin-

ciples and enforcement mechanism but because they are voluntary and more flexible in 

their wording they have acquired global appeal.  

 

Finally, the APEC Privacy Framework is a voluntary, basic set of rules for personal data pro-

cessing that, while broadly following the EU structure, greatly differs in terms of enforcea-

bility and, ultimately, level of protection afforded to individuals. 

  

                                                 
9 OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data, 2013. 
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2. THE DATA PROTECTION REGIME IN CHINA 

KEY FINDINGS 

 One cannot talk of a proper data protection regime in China, at least not as it is per-

ceived in the EU. What is decisively different between China and the EU is their un-

derlying approach to personal data processing. Even if one chooses to disregard the 

human rights parameter for the sake of the analysis, the fact remains that whatever 

data protection exists in China today it is aimed exclusively at the individual as con-

sumer. The data protection recipient is not an individual or a “data subject”, as in 

the EU, but a consumer. 

 China does not have a general data protection act but traces of data protection may 

be found in a multitude of sector-specific legal instruments. A combined reading of 

all these provisions would suggest a “cumulative effect” that is typical of the Chinese 

approach to data protection today. 

 Even outside the EU, data protection is a system that cannot, and should not, be 

broken down to its constitutional parts in order to be able to draw a comparison and 

derive common grounds. This system is evidenced by the common ideas found in all 

relevant international instruments in effect today: the EU 1995 Data Protection Di-

rective, the Council of Europe Data Protection Convention, the OECD Guidelines and 

the APEC Privacy Framework. They all include a set of basic data processing princi-

ples (the fair information principles) and a set of basic data protection rights (infor-

mation, access, and rectification). It is not possible to break this system down into 

its components, because one does not function without the others.  

 The protection of the right to privacy may fare far better under current Chinese law. 

The right to privacy, where however “privacy” is perceived differently in China than 

in Europe, is enshrined in basic Chinese law, both at constitutional and civil law lev-

el, ultimately connected to the right to dignity. 

 Notwithstanding the issue of democracy and the rule of law in China, data protection 

provisions (which nonetheless should not be perceived as adding up to a system or 

a regime) may be found in its Criminal and Civil law, as well as in a number of in-

struments released by China’s second-highest legislative organ, the Standing Com-

mittee of its National People’s Congress (SC-NPC), as well as by the Chinese Minis-

try of Industry and Information Technology (MIIT). 

 The SC-NPC 2012 Decision constitutes the de facto data protection standard. 

Through combined reading, it regulates all personal data processing undertaken by 

the private sector in China today. 

 The preferred way of individual redress in China to-date are the Criminal and Civil 

Law provisions, that however have been used until today mostly in cases of identity 

theft or defamation – and only once, against a foreign subsidiary, for unlawful per-

sonal data processing. 

 

While it would have been a legitimate and justified expectation to first define in this report 

what is meant by “data protection”, regardless whether close or far from the EU data 

protection model, in order then to present and assess the Chinese data protection regime 

against this definition, we have chosen not to do so, simply because of the fact that China 

has no data protection regime. This finding is based not only on the analysis of the legal 

provisions actually in effect today, that follows, but also taking account the current 

underlying approach to personal data processing in China. With regard to its legal regime, 



Policy Department C: Citizens' Rights and Constitutional Affairs 

_________________________________________________________________ 

 14 

China may not have a general data protection act but traces of data protection may 

be found in a multitude of sector-specific legal instruments that will be presented 

below. Because such a sectorial approach is not unique (the case of the USA quickly springs 

to mind in this regard), one could talk of a “cumulative effect” that characterizes the 

Chinese approach to data protection. While we pay attention to this statement, and 

attempt to substantiate it in the analysis that follows, we believe that what is decisively 

different between China and the EU is their underlying approach to personal data 

processing. Even if one chooses to disregard the human rights parameter for the sake of 

the analysis, the fact remains that whatever data protection exists in China today it is 

aimed exclusively at the individual as consumer. The basic, underlying concept is that 

data protection is “instrumentally necessary for the development of e-commerce”10. The data 

protection recipient is not an individual or a “data subject”, as in the EU, but a consumer. In 

this context, the fact, for instance, that “every corner of Beijing is now observable on the 

government's surveillance camera network” without any word whatsoever on data protection 

is celebrated as a “triumph” by the Chinese police11. Accordingly, data protection provisions 

are not aimed at providing self-determination or even control over an individual’s personal 

information but are rather intended to foster public trust and boost sales. However, this 

approach is incompatible to that of the EU (or, for the same purposes, any other) data 

protection law and rather belongs to the consumer law realm. We have established that this 

is the case for the majority of the Chinese legal instruments allegedly formulating the 

Chinese data protection regime that are analysed below. 

In the same context, it ought to be kept in mind that data protection is a system that 

cannot, and should not, be broken down to its constitutional parts in order to be 

able to construct a comparison and derive common grounds. The data protection 

system, even if one moves away from the strict EU data protection model, is evidenced by 

the common ideas found in all relevant international instruments in place today: the EU 1995 

Data Protection Directive, the Council of Europe Data Protection Convention, the OECD 

Guidelines and the APEC Privacy Framework. They all include a set of basic data processing 

principles (the fair information principles) and a set of basic data protection rights 

(information, access, and objection). It is not possible to break this system down into its 

components, because one does not function without the others. For instance, one cannot 

locate in a single legal instrument the principle of security or confidentiality of personal 

information and, in total lack of any other principle or individual right, establish the existence 

of a data protection regime. This would be a forced and counter-productive exercise. The 

absolute international data protection minimum ought to be perceived as a whole: fair 

information principles and basic individual rights (Europeans would also add an independent 

monitoring mechanism to this list). If one is missing then no data protection regime exists. It 

is from this point of view that we determined that China does not have a data 

protection regime; instead, it has traces of data protection to be found exclusively 

in its private sector personal data processing. 

While the above apply to data protection in particular, the protection of privacy may 

fare far better under current Chinese law. As it will be evidenced below, the right to 

privacy, where however “privacy” is perceived differently in China than in Europe12, is 

enshrined in basic Chinese law and indeed at its highest level, ultimately connected to the 

right to dignity. The presence of privacy protection in China is also facilitated by the fact 

                                                 
10 See Ess C, Lost in Translation? Intercultural Dialogues on Privacy and Information Ethics (Introduction to the 
special issue on Privacy and Data Privacy Protection in Asia)’ (2005) Ethics and Information Technology 7, 1–6. 
11 BBC News, China surveillance cameras 'a triumph', say police, 5 October 2015. 
12 See also Ong R, Recognition of the right to privacy on the Internet in China, International Data Privacy Law, 
2011, Vol. 1, No. 3. 
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that, unlike the right to data protection, it is not necessary to accompany it with a legal 

system that effectuates it in practice, but its occurrence is rather established unaided, on 

an ad hoc basis. At any event, while important constraints are evidently applicable in this 

case as well, because under Chinese law the public sector and national purposes, as 

dynamically defined by the governing Communist Party, are beyond reach of any law, 

Chinese individuals have been granted protection by courts on the basis of a violation of 

their right to privacy. From this point of view, if data protection was given equal 

footing as privacy protection, then the “cumulative effect” discussed above would 

be substantially strengthened. However this is not the case, at least not in the EU 

where both the Treaties and extensive case law clearly distinguish between the two. 

Nevertheless, for the purposes of this analysis and in order to achieve a comprehensive 

approach, the concept of privacy protection will also be elaborated under the “data 

protection regime” title.  

2.1. The Chinese legal system; democracy and the rule of law 

 in China 

A few clarifications on the Chinese legal system are deemed important in order to place the 

analysis that follows within its appropriate background. China is divided into twenty-two 

provinces (or, twenty-three if one includes Taiwan), four independent municipalities (Bei-

jing, Shanghai, Tianjin and Chongqing), five autonomous regions (Inner Mongolia, Xinjiang, 

Guangxi, Ningxia and Tibet), and two special administrative regions (Hong Kong and Ma-

cau). Each of these political subdivisions has a central government, regional regulations 

and a court system. The official structure of the Chinese government was established by its 

1982 Constitution. The National People’s Congress (NPC) is its highest organ of state pow-

er; only it can enact “basic laws” and amend the Constitution. Its permanent body is the 

Politburo Standing Committee (SC-NPC). It is the second-highest legislative organ in China 

and has extensive legislative powers, its decisions being legislation. 

 

China’s judicial system is described in Articles 123 to 135 of its Constitution: from the top 

level of the power hierarchy down, the Chinese court system is comprised of the following: 

the Supreme People’s Court, the Higher People’s Courts, the Intermediate People’s Courts, 

and the Basic People’s Courts. However, it has been found that Chinese courts function 

more as dispute-resolution mechanisms than like Western-style courts and usually do not 

issue substantively explanatory decisions but simple rulings which state who wins but not 

why. When court decisions are lengthy, detailed and more widely released, it is usually be-

cause of a specific political agenda; so called “guiding cases” are intended to influence oth-

er judges’ interpretations of particular laws, but they tend to be few and far between13. In 

particular with regard to the Supreme People’s Court its decisions are considered as “au-

thoritative and in practice binding” on lower courts, however it is of limited relevance to the 

purposes of this report due to the lack of data protection or privacy-relevant cases. 

 

Finally, as far as its political regime is concerned, China is an authoritarian state14 that is 

governed by the China’s Communist Party. With regard to the rule of law, while noteworthy 

modernisation attempts have been noted particularly in the past few years15, it has also 

been noted that, for the time being, China is a country where “the concept of rights is so 

weakly established and the rule of law is hostage to politics”16. 

                                                 
13 All information from Bartow A, ibid. 
14 See Greenleaf G, Asian Data Privacy Laws, p.20. 
15 See Gao Q/Zhang W/Tian F, ibid, pp.103ff. 
16  McCuaig-Johnston M/ Zhang M, China Embarks on Major Changes in Science and Technology, China Institute, 
University of Alberta, 2015, p.29 with further references. 
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2.2. International data protection obligations and China 

In short, China does not carry any international obligations whatsoever with regard to data 

protection. Although an APEC “member economy”, APEC’s Privacy Framework is by no 

means binding to its signatory states. In fact, one should keep in mind that APEC is an or-

ganization of states that does not have a constitution or a treaty to establish it but operates 

by consensus and undertakes commitments on a voluntary basis, claiming to be “the only 

inter-governmental grouping in the world operating on the basis of non-binding commit-

ments”17. APEC “agreements”, such as its Privacy Framework, do not have any legal status 

and are best seen as agreed aspirations, supported by consensus-based commitments to 

cooperate.  

 

With regard to other international data protection instruments, China is listed among the 

countries with which the OECD “works closely” within its scope of activities18, while China is 

also among the non-member countries where the Council of Europe posts invitations to sign 

and ratify relevant conventions (its Data Protection Convention being among them)19, how-

ever no formal ratification or even signature within the data protection subject-matter has 

taken place by China until today. Consequently, in view of the above and in the absence of 

any other international data protection scheme, China appears until today free of any inter-

national data protection obligations. 

2.3. Data protection provisions in Chinese legal instruments 

As noted above, China does not have a comprehensive data protection law. Instead, a se-

ries of sectorial laws has been introduced over the past years, each one of varying legal 

status, none of which exclusively within data protection subject-matter but rather including 

some data protection-specific provisions in their texts. Altogether this body of laws could be 

piled up to formulate a “cumulative” data protection effect. In addition, privacy is protected 

indirectly, as part of human dignity, in the Chinese constitution and in its basic civil law. For 

the reasons explained above, none of these data protection traces and look-alikes may be 

perceived as forming a data protection regime. However, each one of them will be elabo-

rated in the analysis that follows, in order to acquire picture-completeness and to be able 

to assess the exact dimensions of the cumulative effect discussed with regard to data pro-

tection in China. It should be noted that all the analysis below is based on secondary 

sources. 

2.3.1. China’s 1982 Constitution. What is the meaning of privacy in China? 

China’s current Constitution was adopted by the 5th National People's Congress on 4 De-

cember 1982 and was subsequently amended in 1988, 1993, 1999, and 2004. It has alto-

gether 138 Articles and is divided into five sections: the preamble, general principles, fun-

damental rights and duties of citizens, structure of the state, the national flag and the em-

blems of the state. China’s constitution ought not be perceived in the same way as western 

constitutions. For instance, in its Article 35 it is stated that “citizens of the People's Republic 

of China enjoy freedom of speech, of the press, of assembly, of association, of procession, 

and of demonstration”. In addition, Chinese courts are not allowed to invalidate a statute 

on the grounds that it violates the constitution nor to enforce its provisions to the benefit of 

individuals; in fact, its Constitution has been identified as “non-justiciable”20. On the other 

                                                 
17 Greenleaf G,  The APEC privacy initiative: 'OECD Lite' for the Asia-Pacific? Privacy Laws & Business, Vol. 71, 
2004, 16-18. 
18 Information from the OECD website, Directorate for Science, Technology and Innovation. 
19 Information from the Council of Europe data protection website. 
20 Greenleaf G, Asian Data Privacy Laws, p.198. 
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hand, it should be noted that its amendment in 2004 referred expressly to human rights 

and to the State’s obligation to “respect and preserve” human rights (Art.33.3). 

 

There is no data protection-related provision in the Chinese Constitution. Privacy is only 

referred to once, in particular with regard to “the freedom and privacy of correspondence” 

(Article 40). While it is being argued that “the Constitution establishes an individual’s right 

to dignity, which under relevant rules is further interpreted to include a right of privacy”21, 

this is not made evident in the Constitution’s actual text (the relevant wording in its Article 

38 being “the personal dignity of citizens of the People's Republic of China is inviolable. In-

sult, libel, false charge or frame-up directed against citizens by any means is prohibited”). 

Finally, with regard to case law, it appears that the only case until 2014 what was con-

cerned with the protection of constitutional rights, and was perhaps of some relevance to 

this report because it concerned identity theft, was later repealed by the Supreme People’s 

Court22. Consequently, very little may be derived on any data protection, or indeed privacy 

protection, regime in China from its Constitution. 

 

While elaborating upon the China’s constitutional approach, it is perhaps useful to consider 

that privacy is not perceived by the average Chinese individual in the same way as in the 

west. In fact it has been noted that “privacy remains a strange concept for many in China, 

and the right to privacy is not an integral part of rights of the person. People have had no 

clear idea how to distinguish the difference between a shameful secret (yinsi) and privacy 

(yinsi). These two words were very often used alternately for their pronunciation is almost 

the same except for a slight difference of the tones”23. This probably explains why, while “in 

examining the right to privacy, academics seek to clarify its elements and scope. In this 

there is evidence of the influence of Western legal scholarship”24, Chinese individuals, law 

and courts continue to mostly associate the right to privacy (no word whatsoever on data 

protection) with the right to reputation and dignity25. 

2.3.2. Article 253(a) of the Criminal law 

According to Article 253(a) of it Criminal law “Where any staff member of a state organ or 

an entity in such a field as finance, telecommunications, transportation, education or medi-

cal treatment, in violation of the state provisions, sells or illegally provides personal infor-

mation on citizens, which is obtained during the organ’s or entity’s performance of duties or 

provision of services, to others shall, if the circumstances are serious, be sentenced to 

fixed-term imprisonment not more than three years or criminal detention, and/or be fined.  

Whoever illegally obtains the aforesaid information by stealing or any other means shall, if 

the circumstances are serious, be punished under the preceding paragraph. Where any en-

tity commits either of the crimes as described in the preceding two paragraphs, it shall be 

fined, and the direct liable person in charge and other directly liable persons shall be pun-

ished under the applicable paragraph”26.  

 

This amendment to Chinese criminal law was enacted in 2009 (amendment VII, 28 Febru-

ary 2009) and has in the meantime become the most widely used provision to enforce pri-

vacy protection in China, as it has been used in an estimated minimum of 260 prosecutions 

                                                 
21 Maisog M/Zhang W, China (Chapter 7), in ICLG: Data Protection 2015, Hunton & Williams LLP. 
22 Greenleaf G, ibid. 
23 Zhu G, The Right to Privacy: An Emerging Right in Chinese Law, Statute Law Review, Volume 18, Number 3, 
1997, 208-214. 
24 Ibid. 
25 Ibid. 
26 Unofficial translation from the UN Office on Drugs and Crime, available at 
https://www.unodc.org/tldb/pdf/ChineseLegislation/China_Criminial_Law_Amendment_VII_EN.pdf  

https://www.unodc.org/tldb/pdf/ChineseLegislation/China_Criminial_Law_Amendment_VII_EN.pdf
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until 201427. Essentially, it refers only to the illegal sale or purchase of personal data. In 

the first case, that of the sale or illegal provision of personal data, its addressees are em-

ployees in state or private sector agencies. With regard to the illegal obtaining of the same 

data its addressees do not necessarily include employees of the above agencies, but in-

stead any person – this after all is the legal reasoning behind China’s most noted case in 

privacy protection, the Roadway case discussed below under 2.4. In this context, it appears 

that, to-date, Chinese courts have interpreted narrowly Article 253(a)1’s prohibition on ille-

gal sale or provision, restricting its application solely to state entities and other public fac-

ing industries. However, they have given Article 253(a)2 a broad interpretation, applying it 

to illegal obtainment of personal information by any individual or entity, regardless of their 

particular industry, and apparently without the need for a preceding prosecution under Arti-

cle 253(a)1 or for the information to have originated from an Article 253(a)1 listed-entity28.  

 

In addition to the above, other provisions in the Chinese criminal law that were enacted 

under the same Amendment (VII) in its Article 285 refer to “computer information sys-

tems” crimes, such as “intrusions” or “illegal control” over them. These provisions, to the 

extent that personal data are stored in such information systems could also be used within 

a data protection context. 

2.3.3. Civil law: Article 101 of the General Principles of Civil Law and Article 2 of the Tort 

Liability Law 

The civil law framework in China includes separate legislative acts: the General Principles of 

Civil Law (1986), Contract Law (1999), Property Law (2007) and the Tort Liability Law 

(2009). However, of relevance to the purposes of this report are only the General Principles 

of Civil Law and the Tort Liability Law.  

 

With regard to the former, the General Principles of Civil Law do not include any explicit 

mention to a data protection or privacy right but rather a general right to reputation: “Citi-

zens and legal persons shall enjoy the right of reputation. The personality of citizens shall 

be protected by law, and the use of insults, libel or other means to damage the reputation 

of citizens or legal persons shall be prohibited” (Article 101)29. Other Articles protect specif-

ically an individual’s right of personal name, portrait, and honor (Articles 99, 100 and 102, 

respectively). Despite of the lack of specific provisions, “decided cases suggest that it does 

provide some privacy protection”30. In particular, it appears that the Supreme People’s 

Court has traditionally (since 1988) treated various forms of disclosure of personal infor-

mation as a potential infringement of the above right to reputation (if indeed the same in-

dividual’s reputation has been harmed in the process)31. 

 

On the other hand, the Tort Liability Law, that was the latest addition to the Chinese civil 

law as it came into effect only in 2010, holds an important part in the Chinese data protec-

tion (or, better, privacy protection) regime, because it expressly refers to a right to privacy 

in its list of protected “civil rights and interests”. According to its Article 2, “those who in-

fringe upon civil rights and interests shall be subject to the tort liability according to this 

Law. “Civil rights and interests” used in this Law shall include the right to life, the right to 

health, the right to name, the right to reputation, the right to honor, right to self-image, 

right of privacy, marital autonomy, guardianship, ownership, usufruct, security interest, 

                                                 
27 Livingston S/Greenleaf G, China Whys and wherefores – Illegal provision and  obtaining of personal infor-
mation under Chinese law, 131 Privacy Laws & Business International Report, 2014. 
28 Ibid. 
29 See Bu Y, Defamation, in Bu Y (ed.), Chinese Civil Law, C H Beck – Hart – Nomos, 2013. 
30 Greenleaf G, Asian Data Privacy Laws, p.200. 
31 Ibid, with further references. 
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copyright, patent right, exclusive right to use a trademark, right to discovery, equities, 

right of succession, and other personal and property rights and interests”32. Separate men-

tion is reserved in the same law’s text to medical institutions and their patients’ “privacy” 

(in Article 62A). However, nowhere in Tort Liability Law is a definition of such “right to pri-

vacy” to be found. While the short period since its release means that no time for signifi-

cant case law has been available, it has been found that “examples of the very few known 

actions under article 2 of the TLL indicate that it is primarily being used to resolve disputes 

between individuals, rather than against corporations”33. 

 

Finally, special mention needs to be made to Article 36 of the same Tort Liability Law, 

where it is mentioned that “a network user or network service provider who infringes upon 

the civil right or interest of another person through network shall assume the tort liability. 

Where a network user commits a tort through the network services, the victim of the tort 

shall be entitled to notify the network service provider to take such necessary measures as 

deletion, block or disconnection. If, after being notified, the network service provider fails 

to take necessary measures in a timely manner, it shall be jointly and severally liable for 

any additional harm with the network user. Where a network service provider knows that a 

network user is infringing upon a civil right or interest of another person through its net-

work services, and fails to take necessary measures, it shall be jointly and severally liable 

for any additional harm with the network user”. Therefore, by means of direct mention to 

the “civil rights and interests” list of Article 2, where the right to privacy is expressly in-

cluded, Chinese “network users” or “network service providers”, who could be interpreted 

as including internet users and ISPs, are threatened with tort liability in the event of a pri-

vacy infringement. The responses of deletion, blocking or disconnection are expressly men-

tioned in the law. This provision, that ultimately resembles the providers’ liability provisions 

of the e-Commerce Directive34, could also be placed within the broader personal data pro-

tection framework. However, until 2014 apparently little use had been made of this Article, 

hence China’s Supreme People’s Court Regulation, released in October 2014 entitled  “The 

Supreme People’s Court Regulations Concerning Some Questions of Applicable Law in Han-

dling Civil Dispute Cases Involving the Use of Information Networks to Harm Personal 

Rights and Interests”35, whose use in practice however remains to be established. 

2.3.4. The de facto data protection standard on the internet: the 2012 SC-NPC Decision 

The Standing Committee of its National People’s Congress (SC-NPC), as already seen, is 

China’s second-highest legislative organ, its decisions effectively constituting legislation. In 

2012 the Committee released its “Decision on Internet Information Protection” (the “2012 

SC-NPC Decision”). This decision is until today the highest level law in China to deal specifi-

cally with data protection issues. Because all other relevant legislation, such as the Ministry 

of Industry and Information Technology initiatives that are discussed immediately below, 

has to conform to it, and because the Decision is the only Chinese data protection legal in-

strument to also apply to the public sector as well, it is considered the de facto data protec-

tion standard in China. 

 

The SC-NPC Decision is composed of altogether 12 articles and is aimed at protecting “elec-

tronic information”, as per its Article 1, which effectively means that, in certain provisions, 

its protection may be broader than the internet only as suggested by its title. The protec-

                                                 
32 See also Bu Y, General Provision on Tort Liability, in Bu Y, ibid, pp.143ff. 
33 Ibid, p.202. 
34 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of 
information society services, in particular electronic commerce, in the Internal Market ('Directive on electronic 

commerce'), OJ L 178, 17.7.2000, 1–16. 
35 See also Livingston S/Greenleaf G, The emergence of tort liability for online privacy violations in China, 135 Pri-
vacy Laws & Business International Report, 2015,  22-24. 
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tion of individual privacy is explicitly referred to, also in its Article 1. The Decision’s ad-

dressees are “internet service providers and other enterprises and institutions that collect 

or use citizens’ personal electronic information in the course of their business”. These “shall 

abide by the principles of legality, legitimacy and necessity, clearly indicate the objective, 

methods and scope for collection and use of information, and obtain agreement from the 

person whose data is collected, they may not violate the provisions of laws and regulations, 

and the agreement between both sides, in collecting or using information” (Article 2). The 

confidentiality and security of processing are equally protected (in Articles 3 and 4 respec-

tively). “Real identity information” is to be requested by all network service providers when 

providing online or telecommunications services (Article 6). Data subjects are afforded the 

right, when they discover infringement of their rights, to ask data controllers to “delete the 

information” or “cease the infringement” or “report to the controlling departments” (Articles 

8 and 9). 

 

If the 2012 SC-NPC Decision was to be judged against the EU data protection model, its 

shortcomings would become easily evident in the sense that it is lacking in scope (internet 

only), in enforcement mechanism (none whatsoever), in basic data subject rights (none 

whatsoever), as well as, in its principle-setting (their list does not include all of the princi-

ples in the EU data protection approach). However, if it is viewed as a first attempt towards 

a comprehensive data protection regime, then the Decision does present certain merits, 

mostly in the form of basic data protection elements that may be found in its text. In addi-

tion, its high-level origin means that it sets the de facto standard in the internet-related 

personal data processing field. Other Chinese agencies were quick to pick up on this new 

development: in fact, the Decision’s key terminology (meaning the general principles set 

out in Article 2) have been adopted in other legislation that followed it, such as the 2013 

MIIT Regulations and the 2013 amendments to China’s Consumer Law, that will be dis-

cussed in the analysis that follows. 

2.3.5. The data protection framework for internet and telecommunications providers: the 

2011 MIIT Regulations, the 2013 MIIT Guidelines and the 2013 MIIT Regulations 

The basis of China’s sectoral approach to data protection is apparently to be found on the 

regulatory work that has been undertaken in this field by the Chinese Ministry of Industry 

and Information Technology (MIIT) over the past few years. In practice, within the past five 

years it has issued two sets of Regulations (the latter not repealing the former) as well as a 

set of Guidelines that are all aimed at regulating the internet and the telecommunications 

field. While their scope is limited only to that sector of personal data processing, and in any 

event the general exemption of the public sector ought to be kept in mind, the fact remains 

that all these instruments present strong data protection characteristics that resemble, but 

not equal, in many respects the level of protection afforded to individuals by the OECD 

Guidelines. 

 

As far as the 2011 MIIT Regulations (“Several Regulations on Standardizing Market Order 

for Internet Information Services”) are concerned, they were adopted as a Decree of the 

MIIT on 7 December 2011 and came into effect on 15 March 2012. Because no official or 

unofficial English translation may be found on the internet, the analysis focuses on second-

ary sources only. The Regulations are addressed to “Internet Information Services Provid-

ers” (IISPs), meaning “all those that are engaged in internet information services and/or 

activities relating to internet information services” in China36. This had been apparently 

been interpreted to include any and all parties providing information to internet users over 

the internet37. The 2011 MIIT Regulations include data protection-relevant provisions, such 

as the personal data processing principles (in Articles 11-14), collection limitations and no-

tification, data breach notifications (to the authorities), as well as data exports limitations38. 

                                                 
36 Greenleaf G, Asian Data Privacy Laws, p.205. 
37 Ibid. 
38 See Greenleaf G, China’s Internet data privacy Regulations 2012: 80% of a Great Leap Forward? Privacy Laws & 
Business International Report, Issue 116, 2012, 1-5. 
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Overall, it has been found that the 2011 MIIT Regulations, while they “fall short of all inter-

national standards because of their lack of access and correction rights, and their limited 

scope to Internet information providers, it meets the basic standards of the principles in the 

OECD Guidelines in many other respects. The other significant place at which it falls short is 

that the limitations on disclosure only apply to user-provided personal data, and not that 

which has been collected from third parties or generated from transaction. In a few re-

spects (minimal collection; data breach notification), the Regulation includes more recent 

privacy principles. It is a very significant step for China, even if it would be a very limited 

one in other countries”39. 

 

The 2013 MIIT Guidelines, while voluntary in nature, are considered important because of 

their scope that extends to any “processing of personal information through information 

systems” (meaning therefore all networks and not necessarily the internet), as well as be-

cause of the fact that they cover in detail such key issues as data exports, sensitive data, 

data subject access and the right to rectification40. The 2013 Guidelines were in fact re-

leased by the MIIT Standardisation Administration in a format that is generally “intended 

for situations where formal standards are premature”41. Overall, their significance remains 

“mysterious” with authors since their release speculating whether they will continue having 

a “shadowy existence” or whether they will be elevated into being “a model for a future 

Chinese data protection law, once an enforcement mechanism is added”42. Until today there 

appears to exist no evidence towards any one of the above directions. 

 

Finally, the 2013 MIIT Regulations are broader in scope than their 2011 equivalent, be-

cause they are addressed to IISPs and “telecommunications business operators” (Article 2). 

In fact, the 2013 MIIT Regulations constitute implemented measures for the 2012 SC-NPC 

Decision. However, their relationship to the 2011 Regulations of the same Ministry is am-

bivalent, given that, while they do not expressly replace them, it is stated in their text that 

their provisions on notice and consent supersede any other law or regulation on this topic 

(in Article 9). At any event, the 2013 MIIT Regulations include definite data protection-

relevant provisions: among others, they include a definition of “personal data” (in Article 

4), they refer to the principles of “legality, propriety and necessity” (in Article 5), to user 

consent (in Article 9), to data breach notifications (to the authorities only, in Article 14), or 

to supervision (by state authorities, in Article 17) and provider liability (fines, to be im-

posed by state authorities, in Article 22). Consequently, if they are placed within their 

proper framework, together with the 2011 Regulations, the 2013 Guidelines and, of course, 

the 2012 SC-NPC Decision, the 2013 Regulations formulate a more or less complete data 

protection legal regime for the internet and telecommunications sector in China, given of 

course the general-applying limitations in all relevant legislation in China (state exemption, 

no independent enforcement mechanism, no individual rights)43. Regardless of these short-

comings, the fact remains that the telecommunications and internet fields are, for the past 

few years, more or less accustomed to abiding by data protection rules – a useful practice 

that could find broader application in the future. 
 

2.3.6. Data subjects as consumers but with data protection rights: The 2013 SC-NPC 

amendments to the Law on the Protection of Consumer Rights and Interests. 

The Chinese data protection “cumulative” effect  

 

                                                 
39 Ibid, p.7. 
40 Greenleaf G, Asian Data Privacy Laws, p.207. 
41 Ibid. 
42 See Greenleaf G, ibid, Greenleaf G/Tian G, China Expands Data Protection Through 2013 Guidelines: A ‘third 
line’ for personal information protection, Privacy Laws & Business International Report, Issue 122, 2013, 4-6, Liv-
ingston S, China Releases National Standard for Personal Information Collected Over Information Systems; Indus-

try Self-Regulatory Organization Established, Inside Privacy, 2013. 
43 See Greenleaf G,  China’s incremental data privacy law: MIIT ‘User Data Protection’ Regulations, 2013, 125 Pri-
vacy Laws & Business International Report, 2013, 18-19. 
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China’s “Law on the Protection of Consumer Rights and Interests” was entered in 1993. Its 

first major amendment took place in 2013 and came through a decision of China’s Standing 

Committee of its National People’s Congress (SC-NPC), effectively the same body that re-

leased the 2012 SC-NPC Decision discussed above on “Internet Information Protection”. 

 

The Committee was consistent with its 2012 approach on data protection and in 2013 it in-

cluded in the amendment of China’s basic consumer law data protection provisions that 

were almost identical to the ones included in its 2012 Decision. Effectively, the amendment 

repeated Article 2 of the 2012 SC-NPC Decision in its (codified) Article 29. In addition, in its 

Article 50 it is stated that “proprietors who harm consumers' human dignity, infringe upon 

consumers' personal freedom or upon consumers' lawful right to protect personal infor-

mation, shall cease infringement, restore consumers' reputation, eliminate the impact, 

make formal apologies, and compensate consumers for losses”. A monetary fine, among 

others when “the human dignity or personal freedom of consumers is infringed or consum-

ers' lawful right to protection of their personal information is infringed”, is subsequently set 

in Article 56. 

 

As was the case above with regard to the 2012 SC-NPC Decision, if judged from a data pro-

tection point of view the amended Chinese consumer law could not possibly amount to a 

data protection regime, because it is missing both in scope (purpose of the legislation) as 

well as in principles, rights and enforcement mechanism. However, the above development 

is important in at least two ways. First, because of its broad scope (consumer law covers 

both the online and the off-line world) data subjects, viewed as consumers, are practically 

provided with some level of data protection in all their relationships with the private sector. 

And, second, by repeating its previous wording and expanding it into the offline world as 

well, China’s second highest legislative body, the SC-NPC, confirmed its law-making ap-

proach on the matter as laid down in its 2012 Decision.  

 

It is in this regard that one could talk of a “cumulative effect”44 of Chinese data protection 

law, meaning that, if one adds up the 2012 and the 2013 SC-NPC Decisions, then the whole 

of China’s private sector personal data processing is in one way or another regulated (with 

the internet and telecommunications sectors profiting from the more detailed work under-

taken by the MIIT). Individuals may also recur to civil law or even criminal law protection, if 

qualifying circumstances are met. While this is a worthy attempt, the rationale that led to 

such cumulative effect (the protection of commerce, rather than human rights) together 

with the shortcomings discussed above (state exemption for most of the above provisions, 

no independent enforcement mechanism, no individual rights) leave in effect little space for 

an actual legal assessment of this statement. In other words, while data protection-like 

provisions may be applicable in several processing circumstances in China today, these do 

not amount to or replace a comprehensive data protection regime. In addition, their effec-

tiveness in practice, when applied by courts or other authorities, for the benefit of these 

individuals that they are supposedly released to protect remains if not doubtful then to be 

established in the future. 

2.3.7. Other regional and provincial laws 

 

China’s complex legal system allows to its provinces, regions and even cities to introduce 

special legislation applicable only within their jurisdictions. In this context many among 

them have chosen to enact either dedicated data protection-relevant legislation (see, for 

instance, the Jiangsu Province’s Regulation of Information Technology or Xuzhou City’s Mu-

nicipal Provisions for Protection of Computer Information System Security) or to introduce 

data protection provisions in otherwise unrelated legal acts (see, for instance, Shanghai’s 

Consumer Protection Rules or Henan Province’s Information Ordinance)45. Given that each 

                                                 
44 See Greenleaf G/Tian G,  Data Protection Widened by China's Consumer Law Changes, 126 Privacy Laws & 
Business International Report, 2013, 127-28. 
45 All information from Greenleaf G, Asian Data Privacy Laws, p.223-224. 
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one of China’s political subdivisions has a local court system, it is not unlikely that relevant 

local case law has also developed. To this end, foreign enterprises wishing to become active 

in China are customarily advised to conduct a local legal inquiry, as to what exactly legisla-

tion is applicable on their activities. However, with regard to the purposes of this report 

reference here to these local legal acts is only made in order to demonstrate the complexity 

of the system and the lack of information at local level. At any event, it is not to be ex-

pected that any local legislation will have surpassed the boundaries set by central govern-

ment in the basic decisions in the field, namely the 2012 SC-NPC Decision and the 2013 

SC-NPC amendment to China’s basic Consumer Law, as discussed above. 

2.3.8. The (abandoned) 2007 draft general Data Protection Bill 

 

In 2007 a comprehensive draft Personal Information Protection Act was apparently under 

consideration in China, but never made it through the law-making process. Had it been 

adopted, it would have provided China with an actual data protection instrument that would 

have covered both the public and private sectors and would have included a “reasonably 

comprehensive set of data privacy principles”, although not an independent  data protec-

tion authority as well46. Anyway, the draft Bill never managed to become an Act in China 

and its relevance today may be found only through comparison between its ambitious ap-

proach and what has actually been implemented in China ever since. 

2.4. Relevant case law 

 
There is yet limited case law with regard to data or privacy protection afforded to individu-

als in China. Court actions on the basis of legislative acts enacted since 2012 need more 

time to conclude and to become public. Until today a limited number of cases referring di-

rectly or indirectly to privacy protection have been known, perhaps the most notable of 

which referring to the Qi Yuling v Chen Xiaoqi (identity theft), the Wang Fei (internet sham-

ing), as well as to the Shanghai Roadway (criminal prosecution) cases47. 

 

In the first case, the defendant apparently stole the plaintiffs identity in order to obtain 

admission and pursue her studies in higher education. The matter was ultimately referred 

to the SPC, that ruled in favor of the plaintiff on the basis of infringement of her constitu-

tional rights – a first, because until then constitutional rights were not justifiable on the ba-

sis of civil liability. However, the SPC withdrew its opinion, stating that it was no longer ap-

plicable, a few years later. In the second case, Wang Fei was tracked down and harassed 

because of an internet shaming campaign launched by a friend of his late wife, who com-

mitted suicide because of his extramarital affair. The court vindicated his claim on the basis 

of civil law (the General Principles, because Tort Liability was not enacted yet) and imposed 

fines on the defendant as well as on these internet providers that failed to remove the in-

formation after his petition. 

 

Finally, in the third case, a local subsidiary of an international firm was heavily fined and 

four of its executives were imprisoned for illegally buying information on (150 million) Chi-

nese consumers. This was a criminal prosecution case, on the basis of Article 253(a) of the 

Chinese Criminal Law. Apparently, until today this is the preferred way forward in order for 

Chinese individuals to protect their right to their personal information. Some civil actions 

under the Tort Liability Law are also occurring48. Given however the fact that no central 

registry, or case law analysis exist until today, all evidence on case law within the data pro-

tection or privacy field remain circumstantial and could not lead to credible results49. 

                                                 
46 See Greenleaf G, Asian Data Privacy Laws, p.208, Greenleaf G, China’s Proposed Personal Information Protec-
tion Act, Privacy Laws & Business International Newsletter Issues 91 and 92, 2008, Zhu G, ibid.  
47 See also Xue H, Privacy and personal data protection in China: An update for the year end 2009, Computer Law 

& Security Review, 26 (2010) 284–289. 
48 See Greenleaf G, Asian Data Privacy Laws, p.226. 
49 Ibid. 
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3. GENERAL ASSESSMENT OF THE DATA PROTECTION RE-
GIME IN CHINA 

KEY FINDINGS 

 An assessment of the data protection regime in China would be an impossible task 

because the fundamentals of international data protection (a set of basic data pro-

cessing principles, the fair information principles, and a set of basic data protection 

rights – information, access, rectification) are not unequivocally warranted in China. 

To that list Europeans would also add adequate means of enforcement that are 

however also not provided for under Chinese law. 

 Since there is no data protection authority or any other state agency to monitor the 

protection of personal data, courts are apparently the only viable remedy for the 

protection of individuals in this regard. However, until sufficient time has passed in 

order for legal acts of the past five years, particularly in China’s Civil Law, to 

demonstrate their full potential for the data protection purposes, the role of courts 

as an enforcement mechanism remains questionable. 

 While assessing the Chinese approach to data protection, the basic terms of refer-

ence of any relevant instrument ought to be kept in mind: (a) Human rights, at 

least as known in western countries, are not protected in China, (b) The public sec-

tor, and all state aims and purposes as dynamically defined by China’s ruling Com-

munist Part from time to time, should generally be perceived as exempted from all 

legislation, and (c) Court decisions do not lead to legal certainty. 

 The actual wording that supports any Chinese claim on the protection of personal 

data processing, constituting in essence the premises for China’s much-discussed 

data protection “cumulative” effect, is limited to the following obligations of data 

controllers: “[to adhere to] the principles of legality, legitimacy and necessity, clear-

ly indicate the objective, methods and scope for collection and use of information, 

and obtain agreement from the person whose data is collected, […] not violate the 

provisions of laws and regulations, and the agreement between both sides, in col-

lecting or using information”. 

 Among the biggest shortcomings of the Chinese data protection system may be 

listed the lack of common definitions, the lack of the notion of individual consent, 

the lack of any mention to the rights of information, access and rectification, as well 

as the lack of a supervising state authority (not necessarily an EU-style data protec-

tion authority but even a USA-like federal trade commission). 

 

An assessment of the data protection regime in China would be an impossible task because, 

as evidenced above, there is none to be found. This finding is based not only after compari-

son to the, perhaps strict and formal, EU data protection model but also when analyzing 

what Chinese legislation exists on this matter against the more flexible models of the Coun-

cil of Europe or the OECD or even against the absolutely minimum data protection interna-

tional common standards. These minimum international common standards pertain to the 

fair information principles and to the special data subject rights. Europeans and most coun-

tries (and legal scholars) around the world would also add adequate means of enforcement 

to this list as well.  

 

The fair information principles include the fair and lawful collection and processing of per-

sonal information, the proportionality of the processing, data minimization, the purpose 

specification principle, data security and data confidentiality. Admittedly this is the criterion 

where China fares best with regard to its data protection regime: after the 2012 SC-NPC 
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Decision, that regulated all of the internet, and in particular its Article 2 that was subse-

quently included as such in the 2013 amendment of China’s basic Consumer Law, under-

taken by the same committee, by now China’s whole private sector has to abide by the 

principles of “legality, legitimacy and necessity, clearly indicate the objective, methods and 

scope for collection and use of information, and obtain agreement from the person whose 

data is collected, they may not violate the provisions of laws and regulations, and the 

agreement between both sides, in collecting or using information”. This list is even more 

detailed in regulations applicable on the internet and telecommunications sectors only (a 

combined reading of the MIIT 2011 Regulations, 2013 Guidelines and 2013 Regulations is 

required to this end). Although this is an important development, even a simple comparison 

between this wording and the list of principles mentioned above demonstrates the Chinese 

implementation’s shortcomings in this regard. 

 

The data subject rights of information, access and rectification are crucial to any data pro-

tection regime. They afford individuals with the means to be informed that data on them-

selves are being processed, to have access to such data and, after filing a lawful request, to 

make corrections and amendments if justified. None of these rights exist in any Chinese 

data protection-related legal text. 

 

Finally, an effective enforcement mechanism (ideally in the form of an independent agency 

such as a data protection authority, but even any state agency, such as USA’s Federal 

Trade Commission or even any systematic case law would probably be assessable to this 

end) is also a basic data protection component. While there is nothing similar or even re-

motely close to a data protection authority in China even within the internet and telecom-

munications sector that is otherwise at the forefront of data protection regulation, Chinese 

courts also do not appear until today to suggest a viable solution, at least from the legal 

certainty point of view. The limited case law that is available borders with the right to repu-

tation or identity theft; already the SC-NPC has repealed its approach on an important 

case, bringing constitutional rights back to non-justiciability in civil cases; the harshest and 

most pertinent to data protection conviction came from the field of criminal law and was 

imposed on a foreign subsidiary. Consequently, until sufficient time has passed in order for 

legal acts of the past five years, particularly its civil law, to demonstrate their full potential 

for the data protection purposes, the role of courts as an enforcement mechanism in this 

regard remains questionable. 

 

After all, China does not qualify as a country with a data protection regime even under 

Greenleaf’s more flexible approach (“a national law which provides, in relation to most as-

pects of the operation of the private sector, or its national public sector, or both, a set of 

basic data privacy principles, to a standard at least including most of the OECD Guidelines 

or Council of Europe Convention, plus some methods of statutorily mandated enforcement 

(i.e. not only self-regulation), that has helped him raise the number of qualifying countries 

around the globe to 109. However, even under this relatively relaxed approach still China 

does not make it into the list. 

 

What therefore remains is a data protection approach rather than a data protection regime. 

China has implemented data protection-related provisions in several personal data pro-

cessing sectors over the past decade. While these provisions do not amount to a compre-

hensive data protection regime, they may still be evaluated within their own terms of refer-

ence. In particular, these terms of reference include the following facts: 

 

(a) Human rights, at least as known in western countries, are not protected in Chi-

na; 

(b) The public sector, and all state aims and purposes as dynamically defined by 

China’s ruling Communist Part from time to time, should generally be perceived 

as exempted from all legislation; 

(c)  Court decisions do not lead to legal certainty. 
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Given the above and in view of the analysis under Chapter 2 above, the basic characteris-

tics of what data protection provisions are in place in China until today may be summarized 

as follows: 

 

(i) There is no formal distinction between the right to privacy and the right to data 

protection. The right to privacy may be derived from the Chinese Constitution or 

civil law but it should be noted that in China it is interpreted differently than in 

the EU, being intrinsically connected to reputation and human dignity;  

(ii) A right to the protection of personal information (data protection) apparently ap-

plies over all private sector processing in China, at least under combined reading 

of China’s basic consumer and internet law texts; 

(iii) However, the purpose and content of such right to the protection of personal in-

formation is security or public trust in commerce and not the protection of a hu-

man right; 

(iv) The wording that supports such right to the protection of personal information in 

China, and in essence constitutes the premises for China’s much-discussed data 

protection “cumulative” effect, is practically limited to the following obligations of 

data controllers: “[to adhere to] the principles of legality, legitimacy and neces-

sity, clearly indicate the objective, methods and scope for collection and use of 

information, and obtain agreement from the person whose data is collected, […] 

not violate the provisions of laws and regulations, and the agreement between 

both sides, in collecting or using information”; 

(v) Combined reading and legal reasoning are key in order to approach China’s data 

protection regime: its Constitution needs to be read in such a way as to include 

a right to privacy that does not exist in its wording; its SC-NPC Decisions need to 

be read in conjunction in order to formulate the greater picture that all of China’s 

private sector has to abide by some data protection provisions. Nevertheless, 

both these intellectual exercises (combined reading and legal reasoning) may 

well prove to be in practice no more than western wishful thinking in an other-

wise circumstantial and elusive data protection approach within an authoritarian 

state50. 

 

Consequently, while an assessment of China’s data protection regime would be impossible, 

an identification of its most serious shortcomings, even within the above three terms of 

reference that apparently ought to be taken for granted, would perhaps be useful in order 

to formulate the policy recommendations that follow (under 4): 

 

(1) Even within what data protection legislation exists in China there are no common 

definitions. For instance, there is no indication on what is “personal information”, 

what is “processing”, or who are the actors in such processing, meaning what are 

the definitions for “data controllers”, “data processors” and “data subjects”. This is 

true even within the internet and telecommunications sectors, that benefit from 

more extensive regulation; 

 

(2) The notion of consent is central to data protection both in and out of the EU. While 

reference to consent is made in the standard data protection provisions employed in 

China until today, no further clarifications are provided as to its exact characteristics 

(what exactly it includes, how it is given, how it is established, etc.); 

 

(3) The rights of information, access and rectification are equally central in the data 

protection environment but they do not exist under current Chinese legislation, even 

in the fields of the internet or telecommunications; 

 

                                                 
50 In this context it has been noted that “At present, Chinese legalism faced another antithesis, The Western Rule 

of Law ideology. Western theorists might misunderstand Chinese legalism. They might use the concept of Western 
legalism to cover Chinese legalism incorrectly because of the English translation” (He P, Chinese Lawmaking: From 
Non-communicative to Communicative, Springer, 2014. 
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(4) There is no formal and accessible way of judicial redress for individuals. Until today 

claimants have mostly made use of a dedicated article in China’s basic Criminal Law; 

Tort Liability Law, enacted in 2009, still waits to show its full potential. However, in 

what formal data protection texts do exist (in the internet and telecommunications 

sector) no reference is made to judicial redress, but rather to recourse to the com-

petent administrative authorities, a supposedly less appealing solution that also 

does not appear to provide to the individuals whose rights were infringed with con-

crete results; 

 

(5) While it is obvious that a data protection authority is missing and no plans exist to 

establish one in the foreseeable future, what is less obvious is that little guidance is 

provided to individuals even as to the competent administrative authorities they 

may turn to in case that their rights have been infringed. In essence, all data pro-

tection-relevant texts refer to such authorities not by name but in general terms 

(“the relevant administrative authorities”). Because the field of application may vary 

significantly (internet, telecommunications, consumer law), regional or provincial 

legislation may also apply, while important legislation usually comes from a central 

committee (the SC-NPC), identifying which authority is competent each time for in-

dividuals to address themselves in case of infringement of their rights ought not be 

considered a self-evident task; 

 

(6) Data breach notifications are indeed applicable in certain fields under the Chinese 

data protection regime but they are rather “introvert”, meaning that data controllers 

are supposed to alert authorities only and not the individuals concerned; 

 

(7) Given the complexity of China’s legal system particularly at local (regional and pro-

vincial) level, if practical results were aimed at a legal inquiry on any data protec-

tion-relevant legislation at local level would be necessary; however, the significance 

of such fragmentation need not be overestimated, given the strict boundaries set in 

the basic SC-NPC Decisions in the field. 
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4. POLICY RECOMMENDATIONS 

KEY FINDINGS 

 Our suggested policy options are based on a realistic rather than a legalistic ap-

proach.  

 If a legalistic approach was adopted, then no common grounds could be found be-

tween two fundamentally different systems both in their wording and in their raison 

d’être. In addition, data transfers would need to be prohibited towards China, on the 

basis of Article 25 of the EU 1995 Data Protection Directive. However, this would be 

an impractical, if not unnecessary position. Over the past few years China has en-

acted a series of data protection-related legal texts; this initiative need not be dis-

couraged but rather strengthened and tested.  

 Personal data flows between the EU and China might become a pressing reality in 

practice within contemporary cloud computing environments, where vast data cen-

tres may be installed (or are already operating) in China. 

 We therefore believe that, while commercial and other relationships need not be sti-

fled on data protection grounds, concrete and specific policy recommendations need 

to be provided to China. Thus, China would have the opportunity to demonstrate 

that its recent data protection effort is part of a persistent, yet concise, policy and 

not just a pretext to attract more internal and external information processing busi-

ness.  

 To this end a list of policy recommendations has been drawn up with regard to (a) 

the basic data protection principles, (b) the basic data protection individual rights, 

(c) data transfers, and (d) the enforcement mechanism. 

 

In view of the above findings, we have drawn up the following policy recommendations, 

based on a realistic rather than a legalistic approach. If a legalistic approach was adopted, 

then no common grounds could be found between two fundamentally different systems 

both in their wording and in their raison d’être. In addition, data transfers would need to be 

prohibited towards China, on the basis of Article 25 of the EU 1995 Data Protection Di-

rective. However, this would be an impractical, if not unnecessary position. Over the past 

few years China has enacted a series of data protection-related legal texts; this initiative, 

although far from the 2007 comprehensive Data Protection Bill approach, need not be dis-

couraged but rather strengthened and tested.  

 

In addition, personal data flows between the EU and China might become a pressing reality 

in practice within contemporary cloud computing environments, where vast data centers 

may be installed (or are already operating) in China. Indeed, China has adopted an aggres-

sive commercial policy to this end, constructing an “International Offshore Cloud Computing 

Zone” in Chongqing and opening up the Shanghai Free Trade Zone to foreign investors. Al-

ready companies such as Microsoft, IBM and Amazon are preparing to participate in its 

cloud infrastructure51. On 22 July 2015 Aliyun (Alibaba’s cloud computing subsidiary), is-

sued a Data Protection Pact while releasing its cloud products to the Chinese market52. 

 

We therefore believe that, while commercial and other relationships need not be stifled on 

data protection grounds, concrete and specific policy recommendations need to be provided 

to China. Thus, China would have the opportunity to demonstrate that its recent data pro-

                                                 
51 China Briefing, Foreign IT Giants Rush to Tap China’s Cloud Computing Market, 3 February 2015. 
52 BusinessWire.com, Alibaba’s Aliyun Initiates Data Protection Pact for Worldwide Cloud Consumers at Its Inaugu-
ral Data Technology Day, 22 July 2015. 
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tection effort is part of a persistent, yet concise, policy and not just a pretext to attract 

more internal and external information processing business. 

 

Given the above, the following list of policy recommendations has been drawn up: 

 

A. With regard to the basic data protection principles: 

 

(1) A set of common definitions (what is “personal information”, “processing”, the actors 

of processing and their roles etc.) could be introduced in the SC-NPC Decisions (of 

2012 on internet processing and 2013 on consumer law); 

 

(2) The list of processing principles as set Article 2 in the SC-NPC Decision (and repeat-

ed in the consumer law amendment of the same committee) could be expanded to 

reflect, if not these of the EU Data Protection Directive, then at least these of the 

Council of Europe Data Protection Convention or even these of the OECD Guidelines; 

 

(3) The notion of consent could be introduced, at least in private sector personal data 

processing (again, by means of insertion into the above two SC-NPC Decisions); 

 

(4) An effort could be undertaken to extend the scope of data protection instruments al-

so to the public sector or at least to these state agencies that are not crucial to the 

central state government purposes. 

 

B. With regard to the basic data protection rights afforded to data subjects: 

 

(1) The rights of information, access and rectification are central in the data protection 

environment in all international data protection regulatory models (EU, CoE, OECD, 

APEC) and there is no apparent reason why they are not expressly granted to Chi-

nese individuals as well, given that the SC-NPC Decisions already in place grant 

them the right to request data controllers “to cease infringing their rights”; 

 

(2) A discussion on the “right to be forgotten” could be of relevance in China particularly 

with regard to the 2012 SC-NPC Decision on Internet Information Protection, given 

also the Chinese tendency to connect the right to data protection to the right to pri-

vacy and, ultimately, to the rights of reputation and human dignity. 

 

C. With regard to data transfers: 

 

(1) Given Chinese plans to host a substantial part of the global cloud computing capaci-

ty within China, it is important to open discussions on exactly what such a develop-

ment means for EU personal information. While international cloud transfers to Chi-

na could evidently not be regulated under an EU “adequacy” finding, the remaining 

EU alternatives ought to be examined: model contracts or binding corporate rules. 

Given China’s size and importance, an option similar to the Safe Harbor policy 

adopted with the USA would not appear extreme. Such a development would ulti-

mately benefit both Europeans and Chinese individuals; 

 

(2) China’s “International Offshore Cloud Computing Zone” in Chongqing and even the 

Shanghai Free Trade Zone, whose ambition is to become a global player in cloud 

computing could benefit from case-specific increased data protection regulations, in 

the form of a local law, that match the stricter international data protection regula-

tory models of the EU or the CoE; 

 

(3) Adherence by Chinese corporations involved in cloud computing to the recent cloud 

computing standard ISO/IEC 27018 could provide additional safeguards. 
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D. With regard to the enforcement mechanism 

 

(1) While an independent state data protection authority may not be well-suited under 

contemporary circumstances in the Chinese administrative edifice, a registration or 

prior notification system could be set up even within a specific sector within a specif-

ic ministry (the MIIT, with its active role in regulation until today easily comes to 

mind); 

 

(2) Chinese legal instruments could identify the “competent authorities” to which indi-

viduals may address their complaints, rather than refer to them in abstract, in order 

to enhance individual redress; 

 

(3) Given local fragmentation and difficulty of tracing resources, an effort could be un-

dertaken by the Chinese government: (a) to create a central internet repository of 

all data protection and privacy instruments in effect both at central government lev-

el and per region; and (b) to provide an official English translation of all these legal 

instruments as well as any basic case law, if applicable. 
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