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This note is prepared in view of a regular public hearing with the Chair of the European Systemic Risk Board (ESRB), 
Christine Lagarde, which will take place on 20 March 2023. The briefing (i) provides a European perspective on recent 
US bank failures; (ii) provides summary of the risk outlook and the picking up of corporate insolvencies; (iii) describes 
the risks building up in housing markets; (iv) summarises the ongoing continuing work on the macroprudential pol-
icy toolkit for cyber resilience; (v) outlines the macroprudential policy for climate change; and (vi) delves deeper into 
commercial real estate. There is own emphasis added throughout the briefing to highlight key findings and conclu-
sions. 

1. A European perspective on recent US bank failures 

Please note that we cover only information available up to 16 March in this section.  
The SSM and this ESRB hearing briefings entail identical sections on this topic, as it has both micro- and macroprudential relevance. 

The week of March 6, two banks in United States (US) have been closed by the authorities, the largest of 
which was Silicon Valley Bank, at the time the sixteenth-largest US bank. When the failure of Silicon Valley 
Bank unfolded, the US authorities took quick action to stave off contagion of the second-largest bank 
failure in US history. On Sunday, 12 March, US authorities jointly stated that US Treasury Secretary Janet 
Yellen authorised, in consultation with the US President, that all depositors of the failed bank, insured 
and uninsured, will be repaid in full. They also emphasised that there will be no losses for taxpayers.  

At the same time, the statement also makes clear who might have “to pick up the bill”, as shareholders and 
certain unsecured debtholders will not be protected, and if there are any losses to the Deposit Insurance 
Fund, they will be recovered by a special levy on the rest of the banking system. Many press articles ap-
preciate the quick action to resolve the bank but voiced criticism that banking supervisors missed early 
warning signals. 

From a European perspective, there are at least the following questions that may deserve particular atten-
tion: 

• Are there direct links with the EU financial system? 
• To what extent are there comparable vulnerabilities in European banks? 
• Are there lessons to be drawn for regulation and supervision of EU banks? 
• Are there lessons to be drawn for EU bank crisis management and deposit insurance reform? 

https://www.europarl.europa.eu/RegData/etudes/IDAN/2023/741502/IPOL_IDA(2023)741502_EN.pdf
https://www.federalreserve.gov/newsevents/pressreleases/monetary20230312b.htm
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Are there direct links with the EU financial system? 

Press quotes Commissioner McGuinness saying that the direct impact on the EU seems to be limited and 
that the market reaction was initially negative, but seems to have calmed down. Indeed, so far, we have not 
come across hints to particular linkages between Silicon Valley Bank and European banks.  

The fact that Silicon Valley Bank attracted large deposits1 and invested them in marketable securities sug-
gests that it probably did not need much funding from other banks, let alone from European banks. This 
does not preclude, however, that individual banks turn out to be exposed to Silicon Valley Bank directly 
because they have invested in its debt (bonds) or equity (shares). The US authorities have announced that 
the deposits in Silicon Valley Bank are safe, but that does not extend to shareholders nor certain unsecured 
creditors. Banks’ investments in debt and equity securities are therefore likely to be exposed to losses, 
and the status of unsecured interbank deposits is somewhat ambiguous.2  

It should also be noted that share prices of a number of other US banks came under pressure at the begin-
ning of this week, reflecting concerns over similar vulnerabilities. However, it seems that among larger US 
banks, Silicon Valley Bank stood out with its combination of hidden losses on marketable securities and 
reliance on uninsured deposits that are likely to be withdrawn under stress. This is at least what Figure 1 
visually suggests. On the left hand side, it shows the share of (relatively stable, mostly insured) retail deposits 
at different banks relative to longer-term assets. On the right hand side, it shows the importance of unreal-
ised losses relative to banks’ capital ratios (SIVB Silicon Valley Bank). Overall, it will be important for the 
SSM to establish any direct or indirect exposures to US banks in difficulty or potential difficulty and 
for the ESRB to assess broader systemic risk implications. 

To what extent are there comparable vulnerabilities in European banks? 

Figure 1 above shows that Silicon Valley Bank stands out among US banks with a large reliance on less stable 
deposits and a particular sensitivity of its capital position to unrealised losses on marketable securities. 
Based on public information, we did not find comparable information about European banks, but the 
rather unique business model is probably without exact parallels in Europe.  

                                                             
1 Silicon Valley Bank had total assets of USD 212 bn, classifying as a mid-sized bank, which in the US are exempt from some supervisory measures. 

The other bank was Signature Bank, with total assets of 110 bn USD. A third bank, Silvergate Bank, with around USD 16 bn total assets, is in 
voluntary liquidation. 

2 The same consideration applies for the smaller Signature Bank. 

 
Source: The JP Morgan research note mentioned above. See there for additional explanations of the abbreviations and on the methodology. SIVB 
refers to Silicon Valley Bank, SBNY to the also-defunct Signature Bank and C stands for Citibank. The left-hand chart uses Q3, the right-hand chart 
Q4 2022 data. 

Figure 1: Funding structures and unrealised securities losses of selected US banks 

https://www.euractiv.com/section/economy-jobs/news/svb-collapse-has-limited-impact-on-eu-banks-commission-says/
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Nevertheless, abstracting from the concrete case, instances of a relatively higher degree of reliance on 
less stable deposits can probably also be found among European banks - even if, as discussed below, the 
regulation of liquidity risk is more robust in Europe. Unrealised losses in European banks’ securities port-
folios depend on the share of longer-dated securities and the accounting standards and practices banks 
apply. Following the recent increase in market yields, also European banks are likely to also have some ex-
posure to unrealised losses. There might also be some resulting from widened issuer spreads.  

One needs to keep in mind, however, that the problems in Silicon Val-
ley Bank chiefly resulted from the combination of both problems. A 
bank can operate for a long time with unrealised losses if it does not 
have to sell the securities and realise the losses to obtain liquidity.3 A 
bank can also afford a less stable funding position if it can withstand 
even sustained liquidity outflows by liquidating securities held at 
market values. Liquidity regulation for European banks recognises 
this fact by setting reduced stable funding requirements for invest-
ments in marketable securities; however, these reduced require-
ments do not consider possible unrealised losses. On the funding 
side, the Net Stable Funding Ratio tries to capture the stability of 
funding sources in a standardised fashion. Figure 2 illustrates that di-
rectly ECB-supervised banks solidly exceed minimum requirements 
for net stable funding.4 Against this background, it would be inter-
esting to obtain the ESRB’s views about relevant risk factors in a 
European context.  

We note that the Supervisory Banking Statistics provide welcome and up-to-date transparency about the 
health of Significant Institutions. However, as this episode in the US illustrates, existing problems may “stay 
under the radar” if one focusses only on average indicators for the sector or only at large banks. While there 
are box plots that illustrate the distribution of Significant Institutions for key ratios in the full package of 
graphs, the press releases of the ECB comments only on the averages and some relevant information, for 
instance on the composition of deposits and on unrealised losses is absent. 

Are there lessons to be drawn for regulation and supervision of EU banks? 

After the Global Financial Crisis, the European legislator introduced, in line with international stand-
ards, harmonised liquidity requirements for all banks. These consist of the Liquidity Coverage Ratio and 
the Net Stable Funding Ratio. The former ratio makes a standardised assessment of a bank’s liquidity out-
flows under stress over a 30 days horizon and requires those outflows to be matched by a buffer of very 
liquid assets. The latter ratio requires banks to fund less liquid assets to be covered by funding that is con-
sidered stable at an on-year horizon. Again, this is a standardised assessment that makes uniform assump-
tions about the stability of funding sources and the liquidity of assets. On top of these standardised ratios, 
European banks are subject to qualitative requirements on their liquidity risk management, which must be 
regularly reviewed by competent authorities under the SREP framework. 

In principle, these requirements aim at preventing a situation like that of Silicon Valley Bank. Unfortu-
nately, the two standardised ratios did not apply to that US bank, even though they are part of the interna-

                                                             
3 It is also worth recalling that in the case of fixed income securities with long durations, market valuations can go down quite steeply when 

interest rates rise, but eventually go up again mechanically when the maturity of the security approaches and if markets expect the issuer to 
repay the security in full. 

4 We note however that the ECB seems to exclude some outlier banks from these graphs, which reduces the transparency they provide; see the 
discussion about solvency ratios in the section on banking statistics in this briefing. 

Figure 2: Net Stable Funding Ra-
tios of Significant Institutions 

 
Source: ECB 

https://www.bankingsupervision.europa.eu/ecb/pub/pdf/ssm.supervisorybankingstatistics_third_quarter_2022_202301%7E400c17689f.en.pdf
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tional Basel III standards, because the US authorities apply a tiered approach to banking regulation, un-
der which only a limited number of banks are fully subject to international standards. International stand-
ards entail an agreement to apply them to large, internationally active banks. However, it is left to national 
authorities to decide which banks fall into that category. Although Silicon Valley Bank was the 16th largest 
bank in the US and had some international business, it was not considered large, internationally active. 

It is fair to say that the incident would have been less likely if Silicon Valley Bank had been subject to 
international standards. In a public disclosure, the banks says that hypothetically being subject to the in-
ternational standards would have required it to obtain more liquid assets and more long-term funding. 
Commissioner McGuinness is going a step further according to press, clearly stating that the bank’s mis-
management can be explained by the US’ non-application of Basel III to small and mid-sized banks. In any 
case, one can consider this case as a resounding confirmation of the EU’s regulatory approach which 
applies international standards to all banks.5 

Nevertheless, one has to reserve judgement as to how much more safety standardised ratios would have 
offered, and as to what European supervisors would hypothetically have done to a business model like that 
of Silicon Valley Bank under the SREP framework. Apparently, the bank was subject to large withdrawals of 
uninsured deposits. Such deposits would have probably not been considered stable under neither of the 
two liquidity ratios. Less clear, though, is the treatment of the bank’s apparently large securities portfolio. 
For instance, marketable securities are generally subject to reduced requirements for stable funding. This is 
so even when the marketable securities have long durations and have incurred unrealised losses. Conse-
quently, the question arises if lessons should be drawn for liquidity risk supervision and the interac-
tion with the accounting treatment of marketable securities. 

Are there lessons to be drawn for bank crisis management and deposit insurance? 

The Federal Deposit Insurance Corporation, which is the US resolution authority, announced that it trans-
ferred all deposits and substantially all assets of Silicon Valley Bank to a new entity. It also promised that all 
deposits, insured and uninsured, will be “made whole” (i.e. repaid in full), while shareholders and “cer-
tain” unsecured debt holders will not be protected. The insurance of uninsured depositors will be paid out 
of the deposit insurance fund, which also serves as resolution fund, and recovered through contributions 
from banks. The Federal Deposit Insurance Corporation emphasised that taxpayers will not bear losses.6 

We understand that deposit insurance is extended to uninsured depositors under a so-called systemic risk 
exception agreed by the US Treasury, Federal Reserve and Federal Deposit Insurance Corporation. The pub-
lished decision does not entail a specific motivation other than suggesting that it serves to “protect the US 
economy by strengthening public confidence in the [US] banking system”. Accordingly, the authorities consid-
ered public confidence insufficiently protected by insuring people’s deposits up to 250.000 USD, which is 
the statutory guarantee limit in the US - the comparable limit in Europe is 100.000 EUR. Moreover, that de-
cision was taken in an overall rather benign financial environment, despite the ongoing but well-known 
interest rate developments. On the one hand, it is true that some banks’ share prices reacted strongly to the 
events (despite the authorities’ actions), but on the other hand, evidence like in Figure 1 suggests that the 
situation of Silicon Valley Bank was rather special among larger US banks. Overall, this raises the question 
under what circumstances the US authorities would have found it acceptable to keep the insurance 
limited to the statutory limit of 250.000 USD.  

Ostensibly, protecting uninsured depositors did not require the unpopular measure of using general tax-
payers’ money. Nevertheless, such measure to protect confidence is not without cost. Other banks may 
                                                             
5 Nevertheless, as discussed in a previous briefing (“joint call to stick to Basel commitments”), A. Enria had raised concerns about potentially 

uncovered risks in the EU implementation of Basel III. 
6 All the same also applies to the smaller Signature Bank; see the related press release. 

https://www.sec.gov/Archives/edgar/data/719739/000071973923000021/sivb-20221231.htm
https://www.euractiv.com/section/economy-jobs/news/svb-collapse-has-limited-impact-on-eu-banks-commission-says/
https://www.fdic.gov/news/press-releases/2023/pr23019.html
https://www.fdic.gov/news/press-releases/2023/pr23017.html
https://www.fdic.gov/news/press-releases/2023/pr23017.html
https://www.fdic.gov/news/press-releases/2023/pr23018.html
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have to pay up for the imprudent behaviour of one bank and of its “sophisticated” depositors, and possibly 
also for gaps in the authorities’ regulatory and supervisory framework. Beyond the direct cost for banks, the 
broad bail-out of uninsured depositors in a relatively benign financial environment may establish expecta-
tions among uninsured depositors and among banks and, by consequence, may instil less prudent behav-
iour going forward.7 Finally, if a bail-out of uninsured deposits is expected for some, but not for all banks, 
competitive distortions may result. 

The underlying reflection is of relevance also for European policy makers. There are at least two questions 
at stake: (1) are there circumstances when the bail-out of uninsured depositors is desirable and if 
those circumstances are fulfilled, (2) how such a bail-out of uninsured deposits is feasible, notably in 
terms of funding. The EU crisis management framework allows resolution authorities to exempt certain 
liabilities from bail-in to achieve certain objectives. One such objective in law is to avoid contagion to other 
banks that would severely disrupt the financial system. The US case illustrates that this decision involves 
important judgement and political responsibility: On the one hand, there may be the potential for de-
stabilising the wider banking system, on the other hand, there are important direct and indirect cost from 
shielding uninsured depositors from losses.  

EU resolution authorities have to take additional constraints into account if they feel compelled to 
avoid uninsured depositor bail-in. First, there is the no-creditor-worse-off principle, which requires that 
other creditors must not receive less in resolution than they would in insolvency - however, other unsecured 
creditors could receive less if a larger share of the bank’s assets is used to repay depositors.8 Second, the 
Single Resolution Board can use the Single Resolution Fund only if it can otherwise bail-in 8% of the bank’s 
total liabilities. This may not be possible, in particular if uninsured deposits cannot contribute to bail-in. Fi-
nally, the funding for uninsured depositor bail-out may require State Aid authorisation.  

The impending review of the crisis management and deposit guarantee framework (“CMDI review”), 
discussed in an earlier EGOV briefing, is an opportunity to reflect the about the conditions, costs and 
benefits of protecting uninsured depositors. The reflection is all the more pressing since one objective of 
the review is to apply the resolution framework more broadly,9 as discussed in another briefing.  

  

                                                             
7 It is however also worth reflecting how effective the discipline uninsured depositors provide for bank management actually is; in this case, they 

have been rather complacent to the last minute, when a massive run set in. 
8 In principle, this problem could be avoided if unsecured depositor compensation was available from a resolution fund rather than at the expense 

of other creditors. A general depositor preference in insolvency could also mitigate the no-creditor-worse-off constraint. However, this latter 
measure alone will not suffice to avoid uninsured depositor losses if the bank’s assets alone are insufficient to satisfy depositors in full. In that 
case, only a sufficiently large and accessible resolution fund or a broadened statutory deposit insurance could keep losses from uninsured de-
positors. 

9 Instead of national insolvency procedures. In this context, national insolvency may well entail solutions that protect uninsured depositors, as 
discussed in the briefing under the link above. If protecting uninsured depositors is, be it under narrower or broader conditions, considered 
desirable, the resolution framework and funding options available within it, require careful reflection. 

https://www.europarl.europa.eu/thinktank/en/document/IPOL_BRI(2023)733718
https://www.europarl.europa.eu/thinktank/en/document/IPOL_BRI(2023)741496
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2. Risk Outlook 
In its latest meeting on 1 December 2022, the General Board of the ESRB “noted that risks to financial sta-
bility have increased over the past few months” (see Figure 3 below). According to the ESRB, “this reflects 
persistently high inflation, a tightening of financial conditions and a perceptible deterioration in the economic 
outlook. While third-quarter GDP growth in the European Union turned out better than expected, a prolonged 
period of low growth and elevated inflation, driven in part by surging energy prices, could give rise to renewed 
balance sheet stress in the non-financial corporate and household sectors and an upward shift in the 
number of insolvencies. This could be compounded by a turn in the housing cycle in a number of countries amid 
declining debt servicing capacity among households”. 

As the ESRB pointed out, Russia’s invasion of Ukraine was an additional severe shock to the EU economy that 
was still scarred after the COVID-19 pandemic. Surging energy and commodity prices on account of the war 
compounded global inflationary pressures and a reassessment of the path of monetary policy in major econ-
omies were the main second round effects that caused significant implications for economic growth pro-
spects. Moreover, “The invasion also increased the level of cyber risk, which had been building up across all fi-
nancial infrastructures” (see Section 3 for more on cyber risk). 

Overall, the General Board noted that “the EU banking system appears stronger in terms of its capital and li-
quidity positions than in the past”. On the positive side, banks have in general been benefiting from the nor-
malisation of interest rates, however, several factors are still expected to affect the asset quality and profit-
ability of the banks: “(i) the deterioration in the macroeconomic outlook and tighter financing conditions 
for borrowers; (ii) rising wholesale funding costs, most notably for banks with lower ratings and a shortfall in 
the minimum requirement for own funds and eligible liabilities (MREL); and (iii) a prospective decline in credit 
demand, with its impact on lending volumes, and a potential increase in operating expenses”.  

Figure 3: Composite indicator of systemic stress10 (last observation 11 November, 2022) 

Note: CISS - Composite indicator of systemic risk; GovCISS - Government composite indicator of systemic risk. Source: ESRB Risk Dashboard  

                                                             
10 The composite indicator of systemic stress (CISS) captures several symptoms of stress in different segments of the financial system, such as 

equity and bond markets, and foreign exchange and money markets; the contributions of each market to systemic stress are then combined to 

https://www.esrb.europa.eu/news/pr/date/2022/html/esrb.pr221208%7Ea1fb778a2d.en.html
https://www.esrb.europa.eu/pub/pdf/ar/2022/esrb.ar2021%7E8c51ab2011.en.pdf?3e203fe9cd55d3117cb3b48246f53370
https://www.esrb.europa.eu/pub/pdf/dashboard/20221208_rdb_external%7Ec51615728e..pdf?a259a1b72e7de12c31d6c8903a2d8fa4
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Earlier analysis by the ESRB concluded that “at the end of 2021, the total [fiscal] support made available 
since the start of the pandemic (excluding moratoria) was equivalent to 23.8% of ESRB member countries’ 
GDP in 2019”. In addition to this, “the invasion of Ukraine has multiplied tail risk scenarios and signifi-
cantly compounded macroeconomic risks. Weakening confidence, additional supply chain disruption and 
higher energy and commodity prices could all have a severe impact on growth through declines in real house-
hold income and corporate profit margins. At the end of the review period, the ESRB contends that this nega-
tive effect on growth could be particularly severe if the war is protracted and the scope of the sanctions imposed 
on Russia are widened further (e.g. by including oil and natural gas imports to the EU)”.  

A recent press article by the Financial Times (may require subscription to access) picked up on the first signs 
of corporate insolvency distress: “the number of EU businesses filing for bankruptcy [see Figure 4 below] rose 
to the highest level for at least eight years in the fourth quarter (...) Economists said the shift, which follows two 
years of falling insolvencies across Europe, reflected worsening conditions for many European businesses because 
of slowing economic growth, soaring energy prices, rising wages and higher financing costs”.11 

Figure 4: EU company bankruptcy declarations, index 2015=100) 

 
Source: Financial Times (period covering Q4 2019-Q4 2020 is omitted for the sake of brevity) and Eurostat 

Among other concerns, ESRB Chair Christine Lagarde12 has highlighted:  

• vulnerabilities in the non-banking sector, particularly in money market funds (MMFs), also in 
light of the COVID-19 liquidity crisis in March 2020 and recent distress in UK bond markets and 

• the interlinkages between decentralised finance, crypto-assets and the traditional financial sys-
tem as potential sources of financial stability risks.  

                                                             
create a single indicator. The CISS hinges on the idea that financial stress is more systemic and thus more dangerous for the economy as a whole 
if financial instability spreads more widely across the whole financial system. It thus takes into account the time-varying cross-correlations be-
tween its subcomponents and puts more weight on situations in which stress prevails in several market segments at the same time. The value 
of this indicator is constrained to lie inside the unit interval: greater values indicate periods of higher financial distress, and they also capture 
lower preferences for holding risky or illiquid assets (flight to quality and flight to liquidity respectively).  

11 Here please find a link to the Eurostat publication referred to in the press article. While the number of bankruptcies declarations has been in-
creasing during all four quarters of 2022, Eurostat highlights that “in particular in the fourth quarter of 2022, the bankruptcies declarations rose 
substantially”, reaching the highest levels since start of the data collection in 2015”. One may also note, however, that there was no uniform trend 
in that direction. In the euro area, 6 Member States actually reported an increase in declared bankruptcies (the largest increase in Luxembourg, 
plus 71.8 %), while 8 Member States reported a decrease (the largest decrease in Latvia, minus 36.2 %); for the other Member States, that data 
was not available. 

12 See Lagarde speech at the sixth annual conference of the ESRB in December 2022 and Recommendation of 2 December 2021 on reform of 
money market funds. 

https://www.esrb.europa.eu/pub/pdf/ar/2022/esrb.ar2021%7E8c51ab2011.en.pdf?3e203fe9cd55d3117cb3b48246f53370
https://www.ft.com/content/c90c3556-3218-47ff-aeda-3f23af217c11?shareType=nongift
https://www.ft.com/content/c90c3556-3218-47ff-aeda-3f23af217c11?shareType=nongift
https://ec.europa.eu/eurostat/statistics-explained/index.php?title=File:EU_(available_countries),_declarations_of_bankruptcies_by_activity_,_Q1_2015_to_Q4_2022.png
https://ec.europa.eu/eurostat/statistics-explained/index.php?title=Quarterly_registrations_of_new_businesses_and_declarations_of_bankruptcies_-_statistics&oldid=504228#:%7E:text=%3A%20Eurostat%20(sts_rb_q)-,In%20the%20fourth%20quarter%20of%202022%2C%20the%20seasonally%20adjusted%20number,the%20third%20quarter%20of%202022.
https://www.ecb.europa.eu/press/key/date/2022/html/ecb.sp221208%7Ef83c604a23.en.html
https://www.esrb.europa.eu/pub/pdf/recommendations/esrb.recommendation220125_on_reform_of_money_market_funds%7E30936c5629.en.pdf?1ed6d41a4827c8ef5fcb62e88d6d6960
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Box 1. Warning of the ESRB on vulnerabilities in the Union financial system  

On 22 September 2022, the ESRB issued a General Warning addressed to the European Central Bank (ECB), the Euro-
pean Supervisory Authorities (ESAs), the national supervisory authorities and the designated authorities. This warn-
ing communicates its concerns about heightened uncertainty and the increased probability of tail-risk scenarios ma-
terialising. Below are selected excerpts from the warning (own emphasis added): 

“Three severe systemic risks to financial stability have been identified:  

1. First, the deterioration in the macroeconomic outlook combined with the tightening of financing conditions 
implies a renewed rise in balance sheet stress for non-financial corporations (NFCs) and households (...). These 
developments weigh on the debt-servicing capacity of NFCs and households.  

2. Second, risks to financial stability stemming from a sharp fall in asset prices remain severe. This has the poten-
tial to trigger large mark-to-market losses, which, in turn, may amplify market volatility and cause liquidity 
strains (...) 

3. Third, the deterioration in macroeconomic prospects weighs on asset quality and the profitability outlook of 
credit institutions. (...) The resilience of credit institutions is also affected by structural factors, including overca-
pacity, competition from new providers of financial services as well as exposure to cyber and climate risks.  

In addition to these three severe systemic risks to financial stability, the ESRB has also identified the following elevated 
systemic risks. Vulnerabilities in the residential real estate sector (...) challenges for the commercial real estate (CRE) 
sector, (...) increased the probability of large-scale cyber incidents, (...) High public indebtedness remains one of 
the main macroeconomic vulnerabilities in several Member States.  

These risks may materialise simultaneously, thereby interacting with each other and mutually amplifying their impact. The 
probability of tail-risk scenarios materialising has increased since the beginning of 2022, and has been exacerbated 
by recent geopolitical developments. (...) Given the increase in systemic risks to financial stability, the ESRB considers it 
necessary for private sector institutions, market participants and relevant authorities to continue to prepare for materiali-
sation of tail-risk scenarios. (...) Close coordination between relevant authorities and prudent risk management 
practices across all financial sectors and market participants remain key to addressing vulnerabilities effectively, (...) 
Credit institutions can act as a first line of defence (...) This includes proactively and regularly adjusting their own capital 
projections under baseline and adverse scenarios. (...) Preserving or further building up macroprudential buffers 
would support credit institutions’ resilience and enable the authorities to release these buffers, if and when risks mate-
rialise and negatively impact credit institutions’ balance sheets. At the same time, macroprudential policy decisions should 
be made considering Member State-specific macro-financial outlooks and banking sector conditions, to limit the risk of 
procyclicality. Financial stability risks beyond the banking sector should also be addressed. This requires tackling 
vulnerabilities and increasing the resilience of non-bank financial institutions and market-based finance. Where macro-
prudential tools are not available, authorities may need to make use of their supervisory powers to mitigate the conse-
quences of the materialisation of financial stability risks and ensure that markets do not become impaired. (...) Beyond the 
financial sector, liquidity strains for non-financial corporations participating in the energy derivatives markets also need 
to be tackled. However, this should not come at the cost of relaxing prudential requirements for central clearing systems.” 

https://www.esrb.europa.eu/pub/pdf/warnings/esrb.warning220929_on_vulnerabilities_union_financial_system%7E6ae5572939.en.pdf?f98c6d1e2b1431616a2c1af59ed405c4
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3. Advancing macroprudential tools for cyber resilience 
According to the ESRB, “cyberattack strategies have become more diverse and are now often aimed at disrupting 
the provision of entire service supply chains [see Figure 5 below]. (...) data suggest that in February 2022 the 
financial sector became the second most targeted sector at a global level (after healthcare)”. The ECB has also 
identified deficiencies in IT outsourcing and cyber resilience as a key vulnerability to be addressed by Bank-
ing Supervision as a supervisory priority in the period 2022-24. 

Figure 5: Cyber incidents by type, 2019 to the first quarter of 2022, percentages 

 
Sources: ECB and ESRB calculations. Note: Cyberattacks in banks supervised under the SSM by type of attack as a percentage of the total. 

Recapping conclusions of the analysis on cyber risk from a previous EGOV briefing, despite a number of both 
global and European initiatives13, various sources identify the following vulnerabilities relating to cyber re-
silience: 

• According to the Financial Stability Board (FSB), “fragmentation exists across sectors and juris-
dictions in the scope of what should be reported for a cyber incident” (it should be noted that the 
FSB continued its work on achieving greater convergence on cyber incident reporting, by con-
sulting the market participants on remaining impediments to achieving convergence, estab-
lishing common terminology and developing a common format for incident reporting; a final 
report is expected in April 2023). 

• In a similar vein, the ESRB points out that there is a “risk to financial stability stemming from a 
coordination failure during the response to an incident”.  

• Also, to enable macroprudential authorities to address the systemic component of both cyber 
and financial risk stemming from cyber incidents, the ESRB suggests to expand the scope of 
macroprudential policy and enhance the capacity of the toolkit to be able to develop 
needed mitigating safeguards.  

Moreover, the current geopolitical backdrop of heightened cyber risk highlights the need to boost cyber 
resilience. Against this background, the ESRB published a report aimed at advancing macroprudential 

                                                             
13 Just to name few examples, there is already a specific institution in place to deal with cyber risks of pan-European Financial Infrastructures, as of 

June 2017 - the Euro Cyber Resilience Board (ECRB) - that was established under the auspices of the ECB. It is a forum aiming to (i) raise awareness 
of the topic of cyber resilience; (ii) catalyse joint initiatives to develop effective solutions for the market; and (iii) provide a place to share best 
practices and foster trust and collaboration. It was the ECRB that in February 2020 launched the Cyber Information and Intelligence Sharing 
Initiative (CIISI-EU) – a community of public and private entities, among those Europe’s largest financial infrastructures, payment transaction 
providers and stock exchanges –with the objective “to protect the financial system by preventing, detecting and responding to cyberattacks; to 
facilitate the sharing of information, intelligence and best practices between financial infrastructures; [and] to raise awareness of cybersecurity threats”. 
Similarly, on a global level, the FSB is also continuously working on enhancing the operational and cyber resilience. 

https://www.esrb.europa.eu/pub/pdf/ar/2022/esrb.ar2021%7E8c51ab2011.en.pdf?3e203fe9cd55d3117cb3b48246f53370
https://www.bankingsupervision.europa.eu/banking/srep/2022/html/ssm.srep2022_ITandcyberrisk.en.pdf?3dbf93cd079077bb9ff9e1541877772d
https://www.esrb.europa.eu/pub/pdf/ar/2022/esrb.ar2021%7E8c51ab2011.en.pdf?3e203fe9cd55d3117cb3b48246f53370
https://www.europarl.europa.eu/RegData/etudes/BRIE/2022/689467/IPOL_BRI(2022)689467_EN.pdf
https://www.fsb.org/wp-content/uploads/P191021.pdf
https://www.fsb.org/2023/01/public-responses-to-consultation-on-achieving-greater-convergence-in-cyber-incident-reporting/
https://www.esrb.europa.eu/pub/pdf/reports/esrb.SystemiCyberRisk.220127%7Eb6655fa027.en.pdf
https://www.esrb.europa.eu/pub/pdf/reports/esrb.macroprudentialtoolscyberresilience220214%7E984a5ab3a7.en.pdf?888a06fcb36d2c1ce41594efd67a4c88
https://www.ecb.europa.eu/paym/groups/euro-cyber-board/html/index.en.html
https://www.ecb.europa.eu/press/pr/date/2020/html/ecb.pr200227_1%7E062992656b.en.html
https://www.ecb.europa.eu/press/pr/date/2020/html/ecb.pr200227_1%7E062992656b.en.html
https://www.fsb.org/wp-content/uploads/P310322.pdf
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tools for cyber resilience. As it was highlighted by the ESRB, the above-mentioned report “builds on previous 
work by the ESRB to prevent and mitigate risks to financial stability in the event of a cyber incident” and connects 
to the 2022 ESRB Recommendation for the establishment of a pan-European systemic cyber incident coor-
dination framework. The report elaborates on three elements and encourages authorities across the EU to 
make progress regarding them: 

• Cyber Resilience Scenario Testing is an analytical tool designed to assist authorities in (i) testing 
the response and recovery capacity of the financial system in severe but plausible scenarios involv-
ing a cyber incident, (ii) evaluating the impact of these scenarios on financial and operational sta-
bility, and (iii) identifying areas where further work is required to mitigate cyber risk. The ESRB en-
courages authorities to pilot system-wide cyber resilience scenario testing as soon as possible. 
Such pilots can complement other analytical tools that the authorities might be using and deepen 
their understanding of the risks to system-wide cyber resilience. 

• Systemic Impact Tolerance Objectives is a further analytical tool developed to identify and 
measure the impacts of cyber incidents on the financial system, and to evaluate when they are 
likely to breach tolerance levels and cause significant disruption. Defining such objectives can help 
authorities to assess their own coordination and action capabilities. 

• Financial crisis management tools, which the report considers in terms of how well they deal 
with system-wide cyber incidents. The report finds that the effectiveness of existing financial crisis 
management tools in responding to a cyber incident depends on the severity of the impact on the 
financial system and on how fast it spreads. 

On a side note, the ECB, on 7 December 2022, imposed a EUR 3.15 million administrative penalty on the 
Spanish bank ABANCA Corporación Bancaria, S.A. (ABANCA), for having knowingly failed to report a sig-
nificant cyber incident to the ECB within a prescribed two-hour deadline (see EGOV briefing for more de-
tails). 
 
  

https://www.esrb.europa.eu/pub/pdf/recommendations/esrb.recommendation220127_on_cyber_incident_coordination%7E0ebcbf5f69.en.pdf?f2ec57c21993067e9ac1d73ce93a0772
https://www.bankingsupervision.europa.eu/press/pr/date/2022/html/ssm.pr221216_1%7E4742bce1b3.en.html
https://www.europarl.europa.eu/RegData/etudes/IDAN/2023/741502/IPOL_IDA(2023)741502_EN.pdf
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4. Macroprudential policy and climate change 
Over the last few years, the ESRB has been continuously working on the quantification of climate-related 
risk and on the development of related macroprudential policy capacity. The first iteration of a risk mapping 
and measuring exercise concluded that “notwithstanding notable progress in measuring and modelling cli-
mate related risk, much still remains to be done. The sufficiency of reported data ... remains a key issue ... 
The heterogeneity of climate-related disclosures among firms and financial institutions implies that the granular 
and country-level results will be subject to refinements as progress is made in addressing data gaps and obtaining 
more complete data”. Additionally the ESRB highlighted that moving forward it, will be important to better 
understand the shock transmission mechanisms and to account for second round effects and non-linearities 
to further enrich modelling capacity and enhance results. 

Figure 6: Ongoing policy initiatives 

 
Note: BdF: Banque de France, BoI: Banca d’Italia, BoJ: Bank of Japan, MAS: Monetary Authority of Singapore. Source: ESRB.  

The latest analysis regarding macroprudential policy and climate change published by the ESRB suggests 
that ”no meaningful reduction in emission intensity in the loan portfolios of euro area banks has taken 
place in recent years, despite the falling carbon intensity of firms”. The ESRB specifically points out that 
the transition risk exposures remain particularly pronounced, as loan-weighted emission intensity of expo-
sure to the mining, manufacturing and electricity sectors account for around 60% of total exposures. Also, 
“exposures to climate-related losses also remain concentrated at the level of banks, with more than 20% 

https://www.esrb.europa.eu/pub/pdf/reports/esrb.climateriskfinancialstability202107%7E79c10eba1a.en.pdf?d70cbb0890e4af7debf5ed9950976cc2
https://www.esrb.europa.eu/pub/pdf/reports/esrb.ecb.climate_report202207%7E622b791878.en.pdf?e0b611d79c3a324077d7515df273f56c
https://www.esrb.europa.eu/pub/pdf/reports/esrb.ecb.climate_report202207%7E622b791878.en.pdf?e0b611d79c3a324077d7515df273f56c
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of potential losses residing in the holdings of 5% of euro area banks”. In addition to this, the ESRB analysis re-
veals that households might also pose climate related risks, as almost half of outstanding mortgages are 
extended to borrowers with stretched energy cost-to-income levels. 

The ESRB has continued to build up its capacity regarding forward-looking modelling of financial stability 
risks stemming from climate change. Scenario analysis performed by the ESRB reveals that “while an orderly 
transition would boost EU economic output by 3% compared with current policies by 2050, this might 
mask major shifts at the level of economic sectors, with losses in the range of 40% for fossil fuel producers in 
the case of a delayed transition. Nearer-term scenarios show –as would be expected– that the initial short-term 
costs of transition could exceed the initial benefits of reducing physical risks, which accrue with time absent cli-
mate tipping points ... [also,] a disorderly sharp rise in carbon prices might result not only in a five-fold increase in 
banks’ risk-weighted-assets below regulatory thresholds through direct production linkages, but also in a near-
doubling of the average default correlation of a broader set of firms through counterparty risk channels”. 

The ESRB highlights that currently, no macroprudential instrument appears readily available and fit for 
the purpose without some adaptation. Nevertheless, some could be implemented with only limited adjust-
ments and others would be straightforward to develop. Notably, macroprudential instruments limiting con-
centration could be the best suited to address systemic risks across the board and different sectors as well 
as limit arbitrage. The ESRB points out that any macroprudential policy action, market transparency and 
pricing would significantly benefit from an improvement in the quantity and quality of disclosures. At the 
same time, the ESRB warns of potential greenwashing risk, that could in turn inhibit efficient market pricing, 
as well as a need for strong international coordination beyond Europe’s borders, as there are clear spillovers 
and interdependencies between global jurisdictions. 

Figure 7: ESRB report policy implications 

 
Source: ESRB 

The ESRB also indicates that, though subject to design and implementation challenges, borrower-based 
measures (BBMs) could help tackling climate-related risk at loan level. However, the ESRB notes that 

https://www.esrb.europa.eu/pub/pdf/reports/esrb.ecb.climate_report202207%7E622b791878.en.pdf?e0b611d79c3a324077d7515df273f56c
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currently, such measures would apply only to new loans and would be limited to residential real estate loans 
and households, thus not applying to commercial real estate and legal persons14.  

As regards policy implications, the ESRB report points out that climate change is a major collective chal-
lenge that requires strong international cooperation and policy efforts on all fronts (see Figure 7). 

The ESRB will continue to contribute to policy reflections on the risks to financial stability stemming from 
climate-related risks in the coming years. In March 2023, the European Commission has requested that the 
ESAs cooperate with the European Central Bank (ECB) and the ESRB for the creation of a joint one-off climate 
risk scenario analysis to assess the preparedness of the EU’s financial system in meeting the 2030 target of a 
55% cut in emissions compared to 1990 levels. The Commission indicated that “[t]his one-off exercise should 
go beyond the usual climate stress tests, as a cross-sectoral exercise looking also at contagion and second-round 
effects, (...) we would also appreciate any insights into the financial system’s capacity to support green invest-
ments under stress”. In this context, the ESRB’s Task Force on Stress Testing is called on to develop adverse 
scenarios on climate change related risks that could impact financial stability by 2030 and ensure con-
sistency of other stress testing scenarios. The final climate risk scenario analysis is requested by no later than 
early 2025 with a view of informing policy actions from the next Commission in this area. 

5. Commercial Real Estate 
Similarly as Residential Real Estate (RRE) financing, Commercial Real Estate (CRE) financing has im-
plications for banks’ balance sheets and overall financial stability (see previous EGOV briefing in ad-
vance of the hearing with the ESRB for a broader discussion on RRE). This holds true even though it is im-
portant to distinguish between RRE and CRE markets. These two markets have different purposes of 
property purchases, forms of financing and types of actors. CRE markets are generally quite complex: “First, 
CRE encompasses a wide range of real estate assets that are owned by firms for the purpose of generating income, 
such as office, retail, industrial and logistics properties but also multiple occupancy residential properties pur-
chased by players other than households. Second, in addition to specialised CRE companies, the market players 
include banks, insurance companies and investment funds which invest in real estate to generate income by rent-
ing them out to other firms and households. Finally, international buyers also play a prominent role in CRE mar-
kets”. 

Regarding the CRE, the ECB analysis suggests that between 2015-2019 investment funds accounted for 
58% of purchases in euro area CRE markets, while non-financial corporations (NFCs) accounted for 
only 21% [see Figure 8]. Also, over the same time period, a significant part (35%) of transactions were car-
ried out by counterparties from outside the euro area establishing closer shock transmission channels world-
wide. In addition to this, euro area banks are exposed to CRE through various risk channels: (i) the credit risk 
channel (“in June 2022, 25% of NFC loans had a CRE purpose”); (ii) the collateral risk channel (“29% used CRE 
collateral ... a further 12% of loans use CRE as collateral for non-CRE loans”); and (iii) funding risk (“fluctuations 
in CRE prices could indeed have implications for wider NFC credit”, see Figure 9). The ECB highlighted that 
“These euro area aggregates mask substantial country-level heterogeneity, with over half of NFC loans 
exposed to CRE in some countries”. Given such circumstances, the ESRB issued a Recommendation con-
cerning vulnerabilities in the CRE in the European Economic Area (see Box 2). 

                                                             
14 The ESRB’s focus on BBMs as a way to protect financial stability is not new. It recently called for the inclusion of BBMs in the legislative framework 

for mortgage provision in Europe (Mortgage Credit Directive, MCD) to improve lending standards and borrowers’ resilience in face of risks to 
financial stability emerging from the (residential) real estate market while identifying them as potential tools to address vulnerabilities emerging 
in commercial real estate lending (see more in Section 5). 

https://www.eiopa.europa.eu/system/files/2023-03/Mandate%20for%20the%20FF55%20one-off%20exercise.pdf
https://www.eiopa.europa.eu/system/files/2023-03/Letter%20from%20John%20Berrigan%20One%20off%20exercise.pdf
https://www.europarl.europa.eu/RegData/etudes/BRIE/2022/689467/IPOL_BRI(2022)689467_EN.pdf
https://www.ecb.europa.eu/pub/financial-stability/macroprudential-bulletin/html/ecb.mpbu202210_1%7E53d521bde7.en.html
https://www.ecb.europa.eu/pub/financial-stability/macroprudential-bulletin/html/ecb.mpbu202210_4%7E0aa7d44e15.en.html
https://www.esrb.europa.eu/pub/pdf/other/esrb.letter220401_on_response_to_europeancommission_consultation%7E2cfc6e3b60.en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32014L0017&from=EN
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Furthermore, in its report on vulnerabilities in the CRE sector in the European Economic Area, the ESRB notes 
that “[t]he CRE sector accounts for a higher share of banks’ non-performing loans (NPLs) than other sectors” and 
that “in most countries default rates for CRE loans are higher than those for the stock of loans in other segments 
of the economy”.  

The report also takes stock of the current macroprudential toolkit to address CRE-related vulnerabilities 
across the financial sector. It notes that, for the banking sector, several measures can be used to address 
risks15 or recurring to buffers such as the sectoral systemic risk buffer. However, few measures are tailored 
specifically on CRE-related vulnerabilities. It also recognises that, instead, few tools are available to tackle 
risks in the investment fund and insurance sectors. 

The complexity of CRE markets, as well as persistence in data gaps, has also hampered the develop-
ment of a macroprudential toolkit to mitigate CRE risks. “While macroprudential tools have been widely 

                                                             
15 The proposal of the European Commission on the review of the Capital Requirement Regulation further suggests to “increase further the granu-

larity with regard to the inherent risk posed by different types of real estate transactions and loans”. 

Box 2. Recommendation of the ESRB on vulnerabilities in the commercial real estate sector in the 
European Economic Area  

On 1 December 2022, the ESRB issued a Recommendation regarding commercial real estate (CRE) addressed at su-
pervisory authorities (including the ECB, the ESAs and national supervisory authorities); national macroprudential 
authorities and designated authorities (hereafter, addressees). 

“The CRE sector is currently vulnerable to materialisation of cyclical risks (...) Decreasing property values and rental income 
streams may incentivise investors to sell CRE assets, adding further downward pressure on CRE asset prices and possibly 
resulting in negative effects on financial stability. Moreover, a tightening of financial conditions may reduce the income of 
CRE companies and the value of their properties. This means that the scope they have to refinance existing debt and to 
take new loans may be severely limited. This, in turn, may force some investors to sell properties to meet maturing debt 
obligations and liquidity needs, even under stressed market conditions, thereby adding further downward pressure on 
prices”. 

Risks in the CRE sector also pose risks for the non-banking sector such as, for example, vulnerabilities of liquidity 
mismatches in open-ended real estate investment funds (liquidity mismatch occurs when such funds offer redemp-
tion periods to their investors that are shorter than the period necessary to liquidate at current market prices the real 
estate assets that the fund has invested in) and CRE securitisation due to negatively affected credit ratings. 

In these circumstances, the ESRB issued the following recommendations: 

Recommendation A – Improving the monitoring of systemic risks stemming from the CRE market (addressees 
should closely cooperate, coordinate and closely monitor current and potentially emerging risks related to CRE; ac-
tions undertaken should be communicated by 31 March 2024 and by 31 March 2026) 

Recommendation B – Ensuring sound CRE financing practices (addressees should be regularly assessing the quality 
of existing CRE loans and investments, e.g. debt servicing capacity, adequate provisioning practices, prudent lending 
standards for new loans, proactive and regular adjustment of capital projections, etc.; actions undertaken should be 
communicated by 31 March 2026) 

Recommendation C – Increasing resilience of financial institutions (authorities should be addressing material risks 
with activating suitable macroprudential policy measures, promoting resilience of financial institutions and mitigat-
ing risks to financial stability; actions undertaken should be communicated by 31 March 2026) 

Recommendation D – Development of activity-based tools for CRE in the Union (European Commission in invited 
to assess current macroprudential framework in the EU, ensure that consistent rules for addressing risks related to 
CRE exposures are applied across all financial institutions when they perform the same activities and propose new 
legislation with activity-based tools if deemed necessary; actions undertaken should be communicated by 31 De-
cember 2026). 

The accompanying report further complements the Recommendation by providing some policy conclusions, includ-
ing on the need for more releasable capital buffers in the banking sector or the introduction of measures “to address 
liquidity and leverage risks” in the fund sector. Once again, it also suggests further works on BBMs as a potential macro-
prudential instrument for CRE lending. 

https://www.esrb.europa.eu/pub/pdf/reports/esrb.report.vulnerabilitiesEEAcommercialrealestatesector202301%7Ee028a13cd9.en.pdf
https://eur-lex.europa.eu/resource.html?uri=cellar:14dcf18a-37cd-11ec-8daf-01aa75ed71a1.0001.02/DOC_1&format=PDF
https://www.esrb.europa.eu/pub/pdf/recommendations/esrb.recommendation221201.cre%7E65c7b70017.en.pdf?0a47950b199d8c99f73ab2373daae2b4
https://www.esrb.europa.eu/pub/pdf/recommendations/esrb.recommendation221201.cre%7E65c7b70017.en.pdf?0a47950b199d8c99f73ab2373daae2b4
https://www.esrb.europa.eu/pub/pdf/recommendations/esrb.recommendation221201.cre%7E65c7b70017.en.pdf?0a47950b199d8c99f73ab2373daae2b4
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used in RRE markets in recent years .., the use of tools to tackle CRE risks remains limited. First, the range of 
market participants poses a challenge to the use of macroprudential policy, given that the macroprudential 
toolkit remains primarily bank based. The extensive participation of non-banks and international investors also 
limits the data available to authorities seeking to understand risks in the market and to calibrate the available 
range of tools. Finally, the complexity of banks’ exposures to CRE markets also poses a challenge to understanding 
the risks”. 

Figure 8: CRE market transactions by buyer type and origin - 2015-2019, (% total value of transactions) 

 
Source: ECB calculations and Real Capital Analytics (RCA). Notes: NFCs stands for non-financial corporations. 

Figure 9: Euro area bank CRE loans by loan collateral, purpose and borrower sector 

  
Sources: ECB calculations and AnaCredit.Notes: A loan is considered to be CRE-purposed if it is flagged as a CRE purchase, an RRE purchase or a construction 
purchase. A loan is considered to be CRE collateralised if its collateral is flagged as CRE, RRE or Offices and commercial premises. It should be borne in mind 
that RRE purchased by non-households is considered to be a CRE purchase (see also here). 
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