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How to protect your privacy on the internet

This document provides a non-exclusive and not prioritized list of software tools and services that help
citizens to protect their privacy in Internet.

Disk Encryption

DiskCryptor - https://diskcryptor.net/wiki/Main_Page *

tcNext - https://truecrypt.ch/ %3

CipherShed - https://ciphershed.org/ >

FileVault - http://support.apple.com/en-us/HT4790 2

BitLocker — http://windows.microsoft.com/en-us/windows7/products/features/bitlocker
GNuPG - https://gnupg.org/ ****
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Encryption of unication Channel
HTTPS Everywhere - https://www.eff.org/https-everywhere °
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Web Browsing
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I2P — https://geti2p.net >4

Blur — https://dnt.abine.com *
Disconnect — https://disconnect.me/
NoScript — http://noscript.net/ ’
Orweb — https://play.google.com/ (Search for application Orweb)

Onion Browswer — https://itunes.apple.com/us/app/onion-browser/id519296448?mt=8 °
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Install perimeter security — firewalls and antivirus
Apply software and security updates regularly — setup automatic updates if possible
Use strong passwords — more than 8 chars using a mix of alphanumeric and special symbols
Do not open unknown mail attachments and do not follow suspicious web links
NEVER reveal your passwords or bank details to third parties
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This document is an annex to the STOA Study on Mass Surveillance (PE 527.509) published in January 2015. The study and all its annexes
can be found at http://www.europarl.europa.eu/stoa/
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