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Transatlantic cyber-insecurity and cybercrime:
Economic impact and future prospects

Over the past two decades, an ‘open’ internet and the spread of
digital technologies have brought great economic benefits on both
sides of the Atlantic. At the same time, the spread of insecure digital
technologies has also enabled costly new forms of crime, and
created systemic risks to transatlantic and national critical
infrastructure, threatening economic growth and development.

The transnational nature of these phenomena make it very difficult
for effective policy solutions to be implemented unilaterally by any
one jurisdiction. Cooperation between stakeholders in both the EU
and US is required in the development and implementation of
policies to increase the security of digital technologies and increase
societal resilience to the cybersecurity risks associated with critical
infrastructure. Although there is a great deal of congruence
between the stated policy goals in both the EU and US, obstacles to
effective cooperation impede effective transatlantic policy
development and implementation in some areas.

This study examines the scale of economic and societal benéfits,
costs, and losses associated with digital technologies. It provides an
overview of the key cybercrime, cybersecurity and cyber-resilience
issues that policy-makers on either side of the Atlantic could work
together on, and explains where effective cooperation is sometimes
impeded.
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1. FOREWORD

Reports of high profile cyber-attacks and malicious cyber operations are becoming
more common, including the use of ransomware for financial gain and of stolen data to
interfere with political processes. Consequently, digital risks, if unmitigated, are not
only damaging to the economy but may also destabilise the political system of a state,
weaken trust within a society, undermine economic freedom, and increase the risks of
conflict. In order to protect the positive impact of the internet on stimulating growth
and job creation, there is recognition on both sides of the Atlantic of the urgent need to
strengthen cooperation on eradicating safe havens, and on building capacities to
improve resilience of systems and societies to threats posed by other states and
criminal networks, such as cyber-espionage and attacks on critical infrastructure. As the
potential gains from attacks increase (whether for common cybercriminals or state-
sponsored groups) and the threshold for access to cyber-tools decreases (primarily due
to the development of the 'malware as a service' and 'ransom as a service' business
models), the threat to the European Union and United States grows. This trend is
accelerated by limited human, legal and institutional capacities in some regions of the
world — in particular in Africa and eastern Europe — which facilitates the emergence of
safe havens, from which criminal networks can harm citizens and businesses operating
in the EU and the US. Consequently, addressing cybercrime and building more robust
cybersecurity is desirable to further unlock the benefits of the digital economy and to
ensure the free and open nature of cyberspace in the transatlantic area and beyond. At
the same time, the increasing number of politically motivated attacks by states, state-
affiliated groups, and non-state actors, committed as part of hybrid operations,
suggests that the need to protect strategic interests and values is no longer limited to
the physical world but is increasingly also necessary for the cyber domain.

Threat landscape: financial, security and political nature of attacks

Intelligence and threat assessment reports show that state-sponsored operations from
countries like Russia, China and Turkey no longer focus exclusively on cyber-espionage
but also undertake critical infrastructure vulnerability scanning, disruptive attacks, and
propaganda and disinformation campaigns. Consequently, transatlantic efforts to build
cyber-resilience are not focused just on domestic efforts but increasingly may reflect
the needs of strategic partners and allies, with regard to several dimensions.

Protection of critical information infrastructure

Attacks on critical infrastructure are particularly common as a tactic in ongoing
conflicts, risking possible escalation. For instance, pro-Russian groups like Sprut,
Beregini or the Sandworm gang, often working in tandem, have conducted several
attacks against the Ukrainian energy grid. The attack against the Ukrainian energy
provider Ukrenergo in December 2016 resulted in an outage of over an hour in the
northern part of Kyiv. Hacktivist groups from Ukraine, too, have orchestrated attacks
against Russian targets, such as the Russian airline Komiaviatrans as part of the
campaign #OpRussia in protest against Russian involvement in Ukraine and the Syrian
conflict. In Iran, the National Centre for Cyberspace is considered responsible for the
preparation of a 'cultural war' between Iran and its designated enemies.

Fight against cybercrime
Many countries in Eastern Europe, as well as former Soviet republics, are either
attractive targets or safe havens for cybercriminals. In November 2016, a Russian
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darknet forum (WWH-Club) served as a venue for the auction of full packages of
medical data stolen from a medical facility in the United States. Some of these groups
are suspected of ties to national law enforcement. Two major darknet markets in
Russia — AlphaBay Market and SilkRoad 3.0 — prohibit sales of personal data belonging
to Russian citizens, to avoid engagement with Russian law enforcement. The pro-China
group, the Honker Union of China, responsible for attacks against US and East Asian
organisations has admitted links to the Chinese state. International criminal
infrastructure such as Avalanche — which was dismantled in November 2016 thanks to a
joint operation by Germany, the US, Europol and Eurojust — are used by cybercriminals
to conduct phishing, malware distribution campaigns and money mule schemes.

Support for political stability

The cyber-domain is also a theatre in which disinformation and interference are used to
influence political processes in individual countries. For instance, the pro-Russian group
Cyberberkut was responsible for a series of attacks against the Ukrainian government
as well as Organization for Security and Co-operation in Europe (OSCE) and United
Nations (UN) missions. In 2016, a group known as Guccifer 2.0 suggested that the
results of the then-forthcoming elections in the United States might be falsified, and
claimed to have gained access to the network of the Federal Election Commission to
monitor the elections as an independent observer. External intervention in national
electoral campaigns was also seen recently in Montenegro, in an effort to change the
country's pro-Western course.

Curbing terrorist use of the internet

Although the offensive cyber-capacities of groups such as ISIL/Da'esh are very limited,
as far as we know, the cyber-domain is not only used as a space for recruitment,
fundraising and propaganda but increasingly as a platform to recommend best
practices or new ways to maintain secure communications on the internet, for instance
through a new encrypted application, Signal. Electronic Horizons Foundation — a pro-
ISIL/Da'esh technical support group — has published a tutorial on the 'Invisible Internet
Project'. Other outlets such as Kybernetig (in German) not only provide tutorials but
also explain how to pay for services anonymously using Bitcoin. At the same time, pro-
ISIL/Da'esh collectives such as the United Cyber Caliphate and Cyber Khilafah are
engaged in the physical domain. The former has offered a USS5 000 cash reward for
the execution of Saudi citizens and members of security services whose names appear
on their own kill lists.

Defending human rights and rule of law

Building cyber-resilience goes beyond narrowly defined security measures. It also
includes a focus on the protection of human rights online and offline. Organisations
such as the Freedom Online Coalition and AccessNow have pointed to a growing trend
of intentional internet shutdowns — more than 50 times, by some 25 governments, on
almost every continent in 2016 — which not only undermine the freedoms of
expression, association, and peaceful assembly online but also damage the socio-
economic development of societies. The criticism of such practices by the EU and the
US has only exposed them to attacks from various hacktivist groups from the countries
concerned. For instance, the Turkish, pro-government Lion Soldiers Team (Aslam
Neferler Tim) targets organisations seen as insulting national pride, the Islamic faith, or
Turkey's leaders. Since 2015, the group has claimed responsibility for attacks on the
Ministry of Foreign Affairs and national parliament in Austria, the Central Bank of
Greece and Germany, and the European Parliament.
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Supporting the multi-stakeholder model of internet governance

The goal of building resilient states and societies is not interpreted in the same way
around the globe. Rapid shifts in online demographics — currently 2.5 billion internet
users live in developing countries, compared to just 1 billion in the developed world —
and the distribution of digital resources, result in a global competition for influence,
often in contradiction to European discourse. Russia and China, for instance, are the
main drivers behind the proposal for the International Code of Conduct presented to
the United Nations by the Shanghai Cooperation Organisation — an initiative that the
European Union has often criticised for its insufficient guarantees for the protection of
human rights online and the multi-stakeholder model of the cyber-domain. At the same
time, as a possible solution to the increasing vulnerability of digital infrastructure,
prompted by the unchecked proliferation of the Internet of Things, the International
Telecommunication Union (ITU) is promoting a new universal identifier known as
'Digital Object Architecture'. However, should this technology be applied universally,
governments may gain access to an unprecedented breadth of information on citizens,
undermining their right to privacy and potentially other civil liberties.

A transatlantic perspective on building cyber resilience

There is universal understanding that increasing internet connectivity contributes to
economic growth — between 1% and 2 % GDP growth for every 10 % increase in the
connected population.® At the same time, there is still limited acknowledgment of the
fact that cyber-insecurity constitutes an indirect tax on growth estimated at around 1 %
of GDP.2 That means that, as the size of the 'digital economy cake' gets smaller due to
data breaches or attacks on critical infrastructure, so does the share of EU and US
citizens who could potentially benefit from it. The analysis of challenges — and
opportunities — to possible EU-US cooperation in building cyber-resilience suggests
three main axes of cooperation: the fight against cybercrime, building resilient critical
infrastructure, and countering threats to national security through international
cooperation.

Fight against criminal networks online

The potential for transatlantic cooperation and the convergence of interests is visible in
the case of the fight against cybercrime. In April 2016, an international cyber-gang
unleashed malware known as GozNym, that stole US$4 million from more than
24 American and Canadian banks, credit unions and popular e-commerce platforms in
just a few days. A week after launching the attack campaign in North America,
GozNym's operators spread a new European configuration that attacked corporate,
investment banking and consumer accounts held with major banks in Poland and
Portugal. Against this background, possible avenues for EU-US law enforcement
cooperation in the fight against cybercrime are being addressed in the EU-US Working
Group on Cybercrime, among other fora. Specific commitments in this domain have
been made over several years, and include facilitating law enforcement exchanges,
including but not limited to those pertinent to child sexual abuse offences, travelling
child sexual offenders and network intrusion; collaboration in fighting and disrupting

http://www.worldbank.org/en/topic/ict/overview.

2 M. Hathaway, C. Demchak, J. Kerben, J. McArdle, and F. Spidalieri (2015), Cyber Readiness Index 2.0,
Potomac Institute. Available at: http://www.potomacinstitute.org/academic-centers/cyber-
readiness-index.
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cybercrime and enhancing cybersecurity, including through joint research; and
promoting adoption of the Budapest Convention and training practitioners on its
provisions. In addition, representatives from counterpart US agencies have been placed
within Europol's Cybercrime Centre (EC3) and Eurojust with the aim of supporting
operational cooperation. For instance, in April 2015, a multinational law enforcement
operation led by the EC3 and the Joint Cybercrime Action Taskforce (J-CAT) disrupted
the operations of the Beebone botnet, that had installed malware on about 12 000
computers in around 195 countries. Cooperation between Europol, law enforcement
cybercrime units in Member States and technology-industry partners operating across
the Atlantic helped to dismantle the botnet, known as Zeroaccess, which was
responsible for infecting over 2 million computers worldwide and had cost online
advertisers USS$2.7 million each month. Cooperation between law enforcement
agencies from across the world, led by the FBI and supported by the EC3 at Europol,
also ensured the disruption of the Gameover Zeus botnet and the seizure of computer
servers crucial to the malicious software known as CryptolLocker.

Improving resilience of networks

Beyond the fight against cybercrime, the EU and US may have a strong interest in
developing joint approaches — or at least ensuring close coordination and sharing best
practices — with regard to protection and building resilience of their critical
infrastructure networks (e.g. energy, transport and financial systems). Given the extent
to which the EU and US are interconnected, the economic and social implications of
such attacks on either side of the Atlantic could have a huge impact on the economy,
and potentially stability, across the transatlantic area. Attacks on critical infrastructure
— albeit on a small scale — are nevertheless quite common. In 2015, a report? released
by the German Federal Office for Information Security confirmed that a German steel
mill suffered 'massive' damage, as a result of a cyber-attack manipulating and
disrupting control systems to such a degree that a blast furnace could not be properly
shut down.* In April 2016, multiple forms of malware were found in a German nuclear
energy plant in Gundremmingen.> Even though the types of malware discovered
suggest an accidental infection rather than a targeted attack, the news reaffirmed the
persistent vulnerability of critical infrastructure networks. Given that there is almost
universal agreement on the growing risk of cyber-attacks on critical infrastructure, the
EU and US may need to enhance their cooperation in preparing for a transatlantic
‘cyber Katrina'. Currently, the EU-US Working Group on Cybersecurity provides a setting
for discussions along several strands, including those focused on public-private
partnerships and incident management, but most commentators are clear that this
dialogue would possibly benefit from additional political impetus.

3 Bundesamt fiir Sicherheit in der Informationstechnik (2014) Die Lage der IT-Sicherheit in Deutschland

2014. Available at:
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/Lagebericht20
14.pdf?  blob=publicationFile.

K. Zetter (2015) ‘A cyberattack has caused confirmed physical damage for the second time ever’,
Wired, 1 August 2015. Available at: https://www.wired.com/2015/01/german-steel-mill-hack-
destruction/.

K. Towsend (2016) Concerns raised over malware in German nuclear plant, 27 April 2016. Available at:
http://www.securityweek.com/concerns-raised-over-malware-infecting-german-nuclear-plant.
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Countering threats to national security through international cooperation

Due to the fact that criminal networks often operate in several jurisdictions, or receive
support from third-country governments, and that some cyber-attacks might pose a
serious threat to a state's security — potentially resulting in military conflict — a
transatlantic discussion about secure and safe cyberspace would necessarily involve
both diplomats and military staff. Several instances illustrate that this is indeed the
case. For example, in November 2015, air traffic control systems across much of
Sweden were unavailable, resulting in the cancellation of multiple domestic and
international flights at the airports of Arlanda, Landvetter and Bromma. Sweden
reportedly suspected that a hacker group linked to Russian military intelligence service
(GRU) was responsible for an attack and passed this information on to NATO members,
such as neighbouring countries Norway and Denmark. Another example is a growing
cyber-threat posed by terrorist groups.

Even though, to date, the attacks by jihadi groups such as ISIL/Da'esh have been limited
to compromising social media accounts or defacing websites, the announcement of a
new group called the 'United Cyber Caliphate' (following the merger of several groups)
raises new concerns regarding ISIL/Da'esh cyber capabilities. In both cases, the need to
think in broad national security terms (something which law enforcement and critical
infrastructure operators are not always used to doing), and a possible response going
beyond law enforcement, technical measures and national borders (which other actors
are not empowered to do), may bring diplomats and 'cyber soldiers' into the picture.

With regard to international security, the EU and US generally seek greater stability and
promote norms of responsible state behaviour and compliance with existing
international law in cyberspace. Even though the successive reports by the United
Nations Governmental Group of Experts (UN GGE) provide a general framework for EU-
US cooperation, the fiasco of the most recent meeting of the UN GGE, which was
expected to present its report in June 2017, clearly point to the limits of the political
process within the UN system. Nonetheless, the conclusions of the UN GGE report
published in June 2015, to which both EU Member States and the US have actively
contributed, set the stage for possibly advancing the conversation about the
application of existing international law to cyberspace and norms of responsible state
behaviour.® These, for instance, forbid states from knowingly allowing their territory to
be used for cyber-attacks; to conduct or knowingly support attacks that damage critical
infrastructure; to conduct or knowingly support activity intended to harm the
information systems of another state's emergency response teams (CERT/CSIRTS), and
to use their own teams for malicious international activity. The efforts aimed at
promoting the implementation of these norms globally and through regional
organisations (including the OSCE, ASEAN Regional Forum, and the Organization of
American States) offer a possibility to streamline EU-US cooperation in this respect. The
EU and US are also at the forefront of discussions on confidence-building measures that
may minimise the risk of misunderstanding and help avoid escalation and conflict in
cyberspace. To that effect, both sides work closely in the framework of the

United Nations (2015), Report of the Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of International Security, 22 July 2015. Available
at:

http://www.un.org/ga/search/view doc.asp?symbol=A/70/174&referer=http://www.un.org/disarma
ment/topics/informationsecurity/&Lang=E.
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Organization for Security and Co-operation in Europe (OSCE). The agreement between
the EU Computer Emergency Response Team (CERT-EU) and the NATO Cyber Incident
Response Centre (NCIRC), signed in February 2016, and the EU-NATO Joint Statement
issued at the NATO Warsaw Summit in July 2016, provide an additional opportunity to
strengthen cooperation between the EU and the US.

Cautionary tale for policy- and law-makers

Several studies demonstrate that vulnerability to digital risks and the total costs it
implies may be reduced, provided certain features are in place, including a national
cybersecurity strategy and an adequate institutional framework.” Both EU and US
cybersecurity strategies list stronger relations with international partners as one of the
mechanisms towards preserving open, free and secure cyberspace. They also recognise
engagement with key like-minded partners as a possible way towards promoting their
respective political, economic and strategic interests. Given the scope of their bilateral
relationship, shared values and the exposure to similar threats, the EU and US may be
natural partners in cooperating to counter online criminal networks, improve resilience
of their societies, and counter the threat posed by third parties. However, despite
these concurrent objectives, policy and law-making in relation to various cyber-related
aspects suffer from several weaknesses.

First, awareness and understanding of cyber issues in broader policy cycles is often
limited. This is partly due to the perception of cybersecurity as an exclusively technical
matter. However as the scale of malicious incidents throughout 2016 and 2017 has
proven, the cyber-domain is increasingly becoming another dimension in which
political, economic and ideological interests collide. In order to better grasp the
complexity of cyberspace as yet another domain of political activity — beyond the
current understanding of it as a mere 'instrument' or 'tool' — there is a clear need to
demystify cyber-related concepts and issues.

Second, policy-makers and legislators are often confronted with imperfect information
and subject to a quasi-monopoly on cyber-related intelligence from the private sector
and private-sector risk management companies with a clear interest in promoting a
specific vision of the cyber-domain — one full of risks to the economy and national
interests. While there is certainly a real danger, the evidence supporting such claims is
often interest-driven in order to push for additional investment in cybersecurity or to
achieve certain policy outcomes. For instance, Microsoft has used the havoc caused by
the recent wave of 'WannaCry' ransomware attacks in Europe and the United States to
promote its idea for a 'Digital Geneva Convention' — a concept in clear contradiction to
the approach adopted by the European Union and like-minded countries, which
maintain that existing international law also applies in the cyber-domain.?

In addition, evidence concerning the impact of specific policy choices is simply missing,
or is ambiguous in the absence of reliable data concerning the scale of potential
benefits from cooperation or the costs of the absence thereof. For instance, some
studies suggest that, by 2025, internet-related technologies such as mobile internet,
the Internet of Things and cloud computing will generate potential economic benefits

See, for instance, security guidelines and recommendations published by the European Union Agency
for Network and Information Security. Available at: http://www.enisa.europa.eu.

Council of the European Union (2017), Council Conclusions on Framework for a joint EU diplomatic
response to malicious cyber activities ('cyber diplomacy toolbox'), 19 June 2017.
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of between USS$8.1 trillion and USS$23.2 trillion annually.® However, there is no reliable
information on how many internet-connected devices are in use, even today. At the
same time, 'guesstimates' of the cost of cybercrime and cyber-insecurity also vary
significantly in their scope. Some studies show that up to 20 % of the USS3 trillion that
the internet economy contributes to the global economy is lost due to cybercrime
(US$400 billion).2® A different study conducted regularly by the Ponemon Institute
estimates the average total cost of a data breach at US$3.79 million. Simulations of the
potential impact of a large-scale cyber-crisis in critical infrastructure are also common.
One such model, focused on a cyber-attack on the power grid in the north-eastern
United States, estimates that, in addition to severe impact on the population (e.g. a rise
in mortality rates as health and safety systems fail, and disruption to water supplies as
electric pumps break down), such an attack could potentially cost the US economy
between US$243 billion and USS1 trillion.'! While such numbers can help policy-makers
when thinking about and designing policy solutions, they need to be read and used
with a high degree of caution. This is further complicated by the fast pace of
technological progress, which often leaves policy-makers 'behind the curve'.

About this study and its findings

Recognising the complexity of potential EU-US cooperation in building cyber-resilient
states and societies, this report examines the scale of economic and societal benefits,
costs, and losses associated with digital technologies. It provides an overview of the key
cybercrime, cybersecurity and cyber-resilience issues on which policy-makers on both
sides of the Atlantic could work together, and explains where cooperation is impeded.
Looking critically at the publicly available data, the main findings of this report suggest
that:

e In spite of their high visibility, the direct economic costs of genuine cybercrimes are
relatively low in both the EU and US. For instance, the reported criminal revenues
from frauds and scams worldwide, including ransomware, were below USS$1 billion
in 2015. This equates to a per capita cost of less than USS$1.50 per person in the US
and EU. The costs of traditional categories of crime that have migrated online —
such as tax evasion and welfare fraud — outstrip the direct costs from other
categories many times over. Given their transnational nature, any cooperation
between the EU and US could be important in reducing or containing these direct
costs in the future.

e The indirect losses from cybercrimes are greater than the associated direct costs.
While hard to estimate reliably, security concerns prevented around one-in-six EU
consumers and enterprises from performing a task online in 2015. This suggests
that building greater trust in digital technologies — by making them more secure —
could bring large economic benefits through reducing the indirect losses resulting

® McKinsey Global Institute (2013), Disruptive technologies: Advances that will transform life, business,
and the global economy. Available at:

http://www.mckinsey.com/insights/business technology/disruptive technologies.

10 Centre for Strategic and International Studies (2014), Net losses: estimating the global cost of
cybercrime, June 2014. Available at: https://csis-prod.s3.amazonaws.com/s3fs-
public/legacy files/files/attachments/140609 rp economic_impact cybercrime report.pdf.

1 lloyd’s (2015), Business blackout. The insurance implications of a cyber attack on the US power grid.
Available at: http://www.lloyds.com/~/media/files/news and insight/risk insight/2015/business
blackout/business blackout20150708.pdf.
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from cybercrimes. The EU and US could work together to ensure that more secure
technologies are made available — particularly given that the EU is a net importer of
these technologies from the US.

Many of the available statistics cited are not the soundest methodologically — but are
the only ones available. Unfortunately, some of the most reliable data on the frequency
of cybersecurity incidents and their impact on enterprises, such as the US National
Computer Security Survey, have not been conducted in over a decade. The Eurostat
surveys on cybersecurity-related issues do not contain questions on the impact of
incidents on firms or individuals. Major improvements are needed in the data and
statistics available for cybercrime/cybersecurity incidents and impacts.
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EXECUTIVE SUMMARY

Over the past two decades, an 'open' internet and the spread of digital technologies
have brought great economic benefits on both sides of the Atlantic. At the same time,
the spread of insecure digital technologies has permitted costly new forms of crime
('cybercrime') to emerge and has created new, systemic risks to transatlantic and
national critical infrastructures.

A great deal is at stake. The smooth functioning of our economies and societies is
increasingly reliant on digital technologies. This reliance and dependency — in both the
EU and US — is only likely to increase in the future. Alarmingly, the failure of these
technologies can be precipitated by a complex array of state or non-state actors, with
differing means and motives, or simply — and commonly — by the accidental actions of
operators and technical malfunctions. Stakeholders in the EU and US face these same
threats and vulnerabilities.

The transnational nature of these phenomena precludes effective and cost-effective
policy solutions being implemented unilaterally by any one nation. The failure of critical
information infrastructures — such as submarine cables, the Domain Name System and
internet exchange points — have impacts that are inherently transnational. Likewise,
many forms of cybercrimes can be perpetrated across borders — safely out of the reach
of a single national jurisdiction and authority of police and law enforcement agencies.

Cooperation between stakeholders in both the EU and US is desirable to develop and
implement policies to increase the security of these technologies. However, because a
zero-risk scenario is neither realistic nor cost-effective, we also need to enhance
societal resilience to the risks that these technologies create. Without effective
cooperation, it will be difficult to develop and implement policies to address such a
complex and global environment.

This study examines the scale of economic and societal benefits, costs, and losses
associated with digital technologies. It provides an overview of the key cybercrime,
cybersecurity and cyber-resilience issues upon which policy-makers on either side of
the Atlantic could work together, and explains where effective cooperation may be
impeded. Finally, this report provides a set of suggestions of areas in which the EU and
US might cooperate in the development and implementation of policies with the goals
of improving cybersecurity, reducing cybercrime and eventually improving cyber-
resilience.
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2. Introduction

Over the past two decades, a relatively ‘open internet’'? and the spread of digital

technologies have brought great economic benefits on both sides of the Atlantic. At the
same time, the proliferation of relatively insecure digital technologies has permitted
costly new forms of crime to emerge and has created new, systemic risks to
transnational and national critical infrastructures. Faced with these new security — and
ultimately economic — challenges, stakeholders in both the EU and US may see
advantages to working together to improve the security of these technologies and
strengthen collective responses to cybersecurity incidents.

The transnational nature of these phenomena in some way precludes effective policy
solutions being implemented unilaterally by any one nation. The failure of critical
information infrastructures — such as submarine cables, the Domain Name System and
internet exchange points — have impacts that are inherently transnational. Likewise,
many forms of cybercrime can be perpetrated across borders — safely out of the reach
of a single national jurisdiction and authority of police and law enforcement agencies.

Cooperation between stakeholders in the EU and the US is therefore desirable to
develop effective and ultimately successful policy in these areas. However, in spite of
congruence in policy goals, the EU and US sometimes find it difficult to operationalise
such cooperation. Policymakers in the EU and the US face a global environment where
cooperative endeavours will be increasingly necessary given shifts in the composition of
internet users. For instance, in 2000, internet users in the US and Europe comprised
26 % of all global users. By 2014, this proportion had fallen to 9 %. Over the same
period, China’s internet users rose from 6 % to 21 % of global internet users (Twomey,
2015). This continued shift in composition has and will have important consequences
on cybersecurity and cybercrime and, in a diminished global position, the US and
Europe will possibly find it increasingly difficult to protect their values and interests
effectively.

On a more operational level, policy-makers in the EU and the US face five particularly
difficult issues that hamper the development and implementation of policies to address
cybercrime, improve cybersecurity and strengthen cyber-resilience. These issues
subsequently impede effective cooperation because they impair clear and effective
decision-making on both sides of the Atlantic.

Coping with a dynamic environment: Technological change is dynamic, non-linear and
difficult to predict. New cybersecurity threats and vulnerabilities emerge with each new
wave of digital technologies. This makes forecasts or predictions about the future
impact of technological change, such as the Internet of Things or artificial intelligence,
inherently speculative.

Making policy decisions with a deficient evidence base: Much of the data and
information that serve as inputs to public policy debates about the effects of
cybercrime, cybersecurity and cyber-resilience are developed by security vendors,
software developers and other interested parties. These studies often lack the rigor

12 Relatively 'open internet' being defined as a system characterised by people’s ability to do more
activities online, 'whether it is starting a business, creating new services or revolutionising existing
ones, expressing opinions, raising capital, sharing knowledge and ideas, conducting research,
interacting with government or using a map.' (OECD, 2015a)



Transatlantic cyber-insecurity and cybercrime Page 6 of 80

and objectivity required to make sensible public policy choices. Policy-makers thus do
not always base their decisions on the most reliable evidence. Moreover, it is not clear
how much public funds are spent on cybersecurity and cybercrime policies and to what
specific end. In the US, this has partly to do with the fact that intelligence agencies have
been some of the largest recipients of said funds. In the EU, the spending figures were
not included in the EU cybersecurity strategy itself'* and the spending of individual
Member States is not monitored regularly. It is thus not clear if and how much
individual Member States are investing in combatting cybercrime or improving
cybersecurity.

Determining the optimal allocation of public funds: Cybersecurity policy decisions
should lead to outcomes where the social and economic benefits of a policy
intervention outweigh the related costs. In the event that the policy intervention does
not deliver a net economic and social benefit at least equal to the long-term bond rate,
then public resources are not being used in an optimal way (OECD 2011). The
economics of security spending make it impossible to achieve 100 % security against all
threats over time (OECD, 2015b). Governments and companies have finite limits on the
amount of money that they can spend on security. Add to this that security spending is
subject to diminishing marginal benefits.'* The volume of spending does not
automatically and proportionately translate into more/less security. All of these
elements make a risk management approach essential, so as to effectively deploy finite
resources to policies that reduce the potentially most costly risks associated with
cybersecurity and cybercrime (ibid).

Determining which security measures ‘work’: At present, there is a dearth of evidence
as to the policies that 'work' and those that 'don’t work'. Cybersecurity is an area where
the outcomes are rarely measured (Herley et al. 2014). In spite of many countries
having implemented national cybersecurity strategies, and having invested many
billions of taxpayer funds, over the past decade, very few of these policies have been
subjected to any form of evaluation. Very often measures are introduced to ‘improve
security’, potentially impose substantial efficiency/productivity costs, that have no
security benefits whatsoever, or make the problem worse!®> e.g. example password
policies.'® Identifying which measures work and under what conditions, is essential for
the improvement of cybersecurity and cybercrime policies in the future.

13 Though some figures can be found in the impact assessment for the strategy.

14 At a certain point, the marginal benefits from each additional dollar or euro spent becomes so small

that additional spending becomes uneconomic. Every dollar or euro of taxpayer funds spent on
cybersecurity or cybercrime is a dollar taken away from some other public service.

15 Cybersecurity policies come with substantial costs of their own — which can potentially be higher than

the costs of no intervention at all. The phenomenon, called iatrogenics, was common in the medical
field prior to the early twentieth century. In simple terms, going to the doctor would increase one’s
probability of dying (Taleb 2014). This situation began to change in the early 20th century with the
advent of science-based medical practices, which require that the results of treatments be testable
and reproducible.

For years the security mantra has been that people change their passwords periodically (e.g. every
three months) (Brand & Makey, 1985). When subjected to study though it has been found that such
an intervention has little to no security benefits particularly in light of overall costs it imposes on
organisations (e.g. increased IT support costs for personnel to revoke/reset forgotten passwords) and
users (e.g. time taken to reset forgotten passwords) (Zhang et al, 2010; Chiasson & van Qorschot,
2015).

16
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Avoiding government failure when attempting to remedy market failure: Government
interventions to correct market failures may, in turn, create systemic failures of their
own (so-called ‘government failures’). When attempting to address the many market
failures that lead to poor cybersecurity (Dean, 2015), policy-makers require a way in
which to monitor programme and policy performance. This would reduce the
occurrence of government failure. Such a performance monitoring and evaluation
mechanism does not yet exist.

Section three of this study presents the methodology used throughout the report. It
provides an explanation of the benefit-cost framework used to provide a scale of the
economic costs, losses and benefits associated with cybercrime, cybersecurity and
cyber-resilience. It then defines some key economic concepts and terms that underpin
the report.

Section four provides an overview of the indirect economic benefits that accrue from
the adoption of digital technologies. Essential to this chapter is the understanding that
more secure technologies would lead to greater adoption and use, which in turn may
generate additional indirect economic benefits for the EU and US alike.

Section five examines the direct costs and indirect losses due to cybercrime. In a
sense, the direct benefits of greater cybersecurity and less cybercrime are seen in cost-
avoidance. That is, the cost and loss figures cited in this chapter represent a ceiling on
the maximum benefits that could be achieved through efforts to improve cybersecurity
or reduce cybercrime.

Section six explores the cybersecurity risks of critical infrastructure. In particular,
transatlantic critical information infrastructure such as submarine fibre optic cables,
the Domain Name System (DNS) and internet exchange points. The potential direct
costs and indirect losses from disruption or failure of critical infrastructures, whether
intentionally or accidentally, are examined with reference to past events and possible
future scenarios.

Section seven provides an overview of the global context for the development of
digital technologies. Particular focus is given to trends that have a direct bearing on EU
and US cooperation in relation to the international environment.

Based on the discussion presented in this study, section eight offers policy
recommendations on ways in which the EU, its Member States, and the US might
possibly pursue cooperative initiatives that could increase cyber-resilience, increase
cybersecurity and reduce cybercrime, thereby maximising the economic benefits that
more secure digital technologies have to offer.

To explain, weaker passwords end up being the outcome of an intervention intended to strengthen
passwords. Mandated, periodic password changes for someone with many accounts requires that
person to remember many, changing passwords. It simply isn’t humanly possible to remember more
than 7-8 continuously changing passwords. To cope, the person reuses the same passwords across
accounts. This creates a new risk with higher negative outcomes because if someone hacks one
account/password, he/she can now access all of someone’s accounts. The same conditions lead
people to write down their passwords and stick the post-it to the monitor, which again creates new
security risks. People also tend to make small changes to their passwords with each iteration, which
then makes it easy to develop algorithms that can quickly guess what someone’s new password is
based on their old ones.
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3. Methodology

This study focuses on cybercrime, cybersecurity and cyber-resilience. While much care
has been put into maintaining this focus, due to the nature of the technologies involved
and the overlap between concepts that are still in flux, reference will also occasionally
be made to related topics or issues including: data protection, data privacy, internet
governance, and digital trade, among others. The study does not focus on military
aspects of cybersecurity.

3.1. Benefit-cost framework

A benefit-cost framework has been used in this report to help policy-makers
understand the scale of the various economic costs and losses associated with
cybercrime as well as benefits of cybersecurity and cyber-resilience. An economic-
centric perspective is rarely taken in policy examinations of these issues. It is a useful
perspective because, given that cybersecurity risks cannot be entirely eliminated, a risk
management approach is required to allocate finite resources to areas where they can
be most productively deployed. An economic perspective, combined with an
understanding of probabilities, assists us in implementing a risk management approach.
This in turn helps identify areas where EU and US cooperation might reap the greatest
benefits, while minimizing costs, in the areas of cyber-resilience, cybersecurity and
cybercrime. While the political, social and technical perspectives are important to any
policy-making decision, the focus of this study is on the economic perspective. The
study should be seen as an input to a policy-making process in which these additional
perspectives are also included.

This study integrates two existing frameworks to deliver a benefit-cost framework for
cyber-resilience, cybersecurity and cybercrime. For each side of the benefit-cost
equation, there is a direct and an indirect component. The statistics presented in each
part of the framework provide a partial view of the scale of the costs, losses or benefits
in question. They are not intended to be aggregated. These figures present a
necessarily incomplete picture. This owes to the dynamic phenomena under
examination and the imperfect data available to measure them. The inability to
aggregate statistics, however, does not hamper the goal of the framework.” These
disaggregated statistics allow policy-makers to identify where the possible costs, losses
and benefits from EU and US cooperation are (potentially) highest and adjust policy to
initiatives which could minimise costs/losses while maximising benefits (given the finite
resources available).

7" Namely, to present a scale of the economic costs, losses and benefits associated with cybercrime and
cyber-resilience.
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Table 1 — Cost and benefit framework for cybercrimes and cyber-resilience

Direct Cost-avoidance Cost of preventative measures
Cost of post-incident recovery

Reapportioned wealth from theft

Indirect Economic growth Foregone economic activity
Employment creation Opportunity costs
Increased productivity Efficiency losses

Higher consumer surplus

With regard to the assessment of benefits, Gordon and Loeb (2006) define the direct
benefits from investment in preventative measures as the cost savings (reduced costs
and losses) associated with reduced cyber-incidents. This can also be termed ‘cost
avoidance’. This applies for organisations and critical infrastructure alike. In a sense, the
direct cost and indirect loss statistics in section five of this study are the flip-side of
potential benefits. Were preventative measures not put in place, the costs and losses
from incidents would be higher. Reductions in these potential costs and losses are the
direct benefits of cybersecurity investments.

This paper adapts a framework developed by Hughes et al (2015) to estimate the scale
of the indirect benefits of more secure digital technologies (‘cybersecurity’).
Improvements in cybersecurity, and reductions in the risk of or incidence of
cybercrime, lead individuals and enterprises to have greater trust in digital
technologies. This increased trust translates into higher adoption of such technologies,
and this increased use allows the individuals and enterprises to generate subsequent
benefits. These benefits include:

e Increased economic growth;
e Increased employment;

e Increased productivity; and
e Increased consumer surplus.

With regard to costs and losses, this study adapts a framework for estimating the costs
of cybercrime previously developed by Anderson et al (2012). It expands upon the
original framework, which only contained figures on the United Kingdom, by including
data on the aggregate for EU Member States and for the United States. With additional
resources in the future, the framework could potentially be expanded to include
specific estimates for individual EU Member States.

This framework divides the direct costs of cybercrimes into three categories: genuine,
transitional and traditional cybercrimes.

e Genuine cybercrimes are new forms of crime perpetrated with digital
technologies e.g. botnets.

e Transitional cybercrimes are crimes that were once perpetrated offline but are
now increasingly, though not entirely, perpetrated online e.g. card fraud,
ransomware.

e Traditional cybercrimes were once committed offline but are now largely or
entirely committed online owing to adoption of digital technologies e.g. tax
evasion.
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The indirect costs and losses from cybercrimes or poor cybersecurity are those that
cannot be linked by a reasonable degree of accuracy directly to a particular incident
(Gordon and Loeb, 2006). Such categories typically comprise: loss of customer
trust/reputational damage, reduced uptake of digital technologies due to lack of trust,
and opportunity costs and foregone productivity associated with the need to invest in
non-digital infrastructure (Anderson et al, 2012).

It is important to conceptually distinguish between costs, including opportunity cost,
and economic losses. Unfortunately, economic and accounting concepts are commonly
misapplied in the literature on cybercrime and cybersecurity (e.g. World Economic
Forum, 2010; Symantec, 2013; McAfee and CSIS, 2014; Lloyd’s Insurance, 2015). When
a cybersecurity incident occurs, like a data breach, there are direct ‘costs’ incurred by
the organisation that has been breached. These costs might include network repair,
hiring of security consultants and purchase of credit monitoring services for those
affected. These costs represent additional economic activity — people are being paid to
do this work. Those people subsequently spend the money they have been paid on
other goods and services, thereby contributing to the overall economy through a
multiplier effect. This is similar to the way in which an oil spill is accounted for as a
positive contribution to GDP. The costs that are not included (externalities), like loss of
privacy, are not counted in the cost figures similar to the way that environmental
damage isn’t factored into an oil spill.

Direct costs are redistributive. Redistribution does not shrink the total capital stock of
an economy (‘shrink the economic pie’). For example, if a firm incurs a cybersecurity
incident, and pays consultants to help repair the damage, then resources are
redistributed from one party (the enterprise) to the other (the consultants). For
another example, if someone commits fraud and manages to steal money from
someone else’s account, this represents a redistribution of money from the victim to
the thief. Economic losses are conceptually different to costs. Economic losses occur
when income generating economic activity does not occur or when the perceived value
of a good or service is reduced. This is destroyed value — the ‘economic pie’ shrinks.
Costs and losses may occur at the same time. For instance, if wiper malware is used to
destroy a network, in addition to the redistributive costs (like consultants) there may
also be an economic loss. There are also opportunity costs associated with the direct
costs of cybersecurity failures, investment in preventative security measures and
measures to combat cybercrime.

e For private sector companies, rather than spending funds on security
consultants and preventative measures, those same funds could have been
invested in activities that contribute to the top-line revenue generating
activities or measures to increase the productivity of the firm.

e For the public sector, taxpayer funds spent combatting cybercrime or on
improving cybersecurity could otherwise have been invested in other areas
where (greater) social benefits might accrue e.g. health or education.

That these funds have to be invested in protecting against incidents that might not
eventuate, or against crimes that might be unpreventable, makes the investment
decisions problematic. It is for this reason that adopting a risk management approach,
grounded in probabilities of incidents and their potential economic impacts, is an
essential step towards more effective cybersecurity and cybercrime policy.
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When examining the ‘costs’ of cybersecurity and cybercrime, it is pertinent to ask: who
incurs the cost and who receives a benefit? Particular concern should be placed on
those outcomes where value is destroyed or not realised rather than instances where
value is being redistributed from one party to another. Moreover, attempts to improve
cybersecurity, improve cyber-resilience or reduce cybercrime should be weighed
against the opportunity costs and efficiency losses that the risk-reduction measures
would entail.

Another concept that is frequently misapplied is cost and losses with relation to
intellectual property theft. A substantial proportion of the estimated economic losses
from cybercrime in reports such as McAfee and CSIS (2014) are attributed to
intellectual property theft. However, the theft of data is not the same as, for instance,
if someone were to rob a bank. When data are ‘stolen’ in a hack, a copy of the data is
typically made. These data are then used subsequently for some purpose which may
end up creating additional economic value beyond that which would have occurred had
the data only been held by its originator. For instance, a large database of stolen email
addresses could be sold on an online network then used to send out sales (or spam)
emails. In this scenario, the stolen database has created value for the thief, or for the
individual or entity that bought it from the thief, and for the people who subsequently
sell products or services to these parties. When talking about the costs or losses from
data breaches or theft of intellectual property, it is important not to conflate one form
of theft, and its effects, with the other. If data are stolen and/or destroyed, on the
other hand, this is a relatively more serious matter. Such a situation represents the
destruction of data and the economic value that might have been generated from the
data.

To estimate the scale of costs due to intellectual property theft/infringement, the
framework for this study uses estimates of the revenues that the operators of
intellectual property infringing platforms generate from their activities. Their revenues
are, in a sense, the costs to intellectual property right owners in terms of reduced
revenue. Again, this is redistributive. The intellectual property rights owners are still
free and able to generate economic value from these intangible assets. It is just that
another entity or person is appropriating part of those benefits. As with all
technological change — there are winners and losers. Piracy and intellectual property
theft are distributional issues — who captures the consumer or producer surplus and
how much can they capture? This is conceptually different from destroyed economic
value. While undoubtedly some music label, film studios and taxi drivers have lost
revenue since the late 1990s, at an aggregate level this technological shift has
generated large consumer surplus benefits (consumers can access music, films or taxi
rides at a lower price than before — at least in the short-term). This unavoidable
process, the Schumpeterian gales of creative destruction,® is what ultimately drives
technological change.

18 Joseph Schumpeter thought that the process that drives technological progress was one of ‘creative
destruction’. For technology — and society more generally — to advance, the old has to be replaced
with the new. This necessitates modification or destruction of the old but, in its place, something new
(and possibly —though not necessarily — ‘better’) is left in its place.
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3.2. Key definitions

The terms ‘cyber’, ‘computer’, ‘information’, ‘information and communication’,
‘network’ and ‘digital’ are used interchangeably in the literature. Throughout this
study, every effort has been made to ensure consistency in the use of the terms
defined in this section. However, owing to the use of other related terms in various
government reports, academic papers, official statistics and surveys, in some cases the
term used in the original source material has been used and a footnote provided to
help readers understand to what is being referred.

In this report, the term ‘cybersecurity’ will be used to refer to the ability of digital
technologies to resist, at a given level of confidence, any action that compromises the
availability, authenticity, integrity or confidentiality of stored or transmitted or
processed data or the related services offered by, or accessible via, those digital
technologies.

The European Commission defines ‘cybercrime’ as: 'Criminal acts that are committed
online by using electronic communications networks and information systems.
Following this definition, cybercrime comprises three broad categories:

1. Crimes specific to the internet, such as attacks against information systems or
phishing (e.g. fake bank websites to solicit passwords enabling access to victims'
bank accounts).

2. Online fraud and forgery. Large-scale fraud can be committed online through
instruments such as identity theft, phishing, spam and malicious code.

3. lllegal online content, including child sexual abuse material, incitement to racial
hatred, incitement to terrorist acts and glorification of violence, terrorism,
racism and xenophobia' (European Commission, 2007).

In the benefit-cost framework used in this study, the cost-side of the framework
relating to cybercrime encompasses the EU definition. However, rather than
differentiating categories by the type of cybercrime, as per the EU definition, it
differentiates the categories by the degree to which a cybercrime is performed
online.?® This decision has been made for two reasons.

First, the EU definition treats crimes/cybercrimes in a binary way. Crimes are either
committed ‘online’ (a cybercrime) or not. Yet in reality, many crimes are and are not
cybercrimes at the same time. In the literature, cybercrimes are typically categorised
according to whether they are ‘computer-assisted’ or ‘computer-focused’ (Yar, 2005);
that is, whether a crime is enabled by a computer, or simply enhanced by the use of a
computer (Grabosky, 2007). Categorising cybercrimes according to the narrower EU
definition potentially misses certain important or emergent categories of cybercrimes.
The spread of digital technologies is gradual. These technologies evolve and new ways
in which to use these technologies to commit crimes ebb and flow. This framework’s
advantage is that it allows for these dynamic elements to be taken into account
through a categorisation that is based around wider and more dynamic criteria.

Second, the EU definition of cybercrime does not lend itself well to the identification of
the economic impacts from cybercrimes. For instance, the actual committing of a data

% In Appendix 1, readers are provided with an alternative presentation of the cybercrime figures in
chapter 3, which accords more closely though not perfectly with the EU definition.
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breach would fit under category 1 'Crimes specific to the internet' under the EU
definition, as a data breach is an attack on an information system. However, the
eventual monetisation of the stolen data would fit under category 2 'Online fraud and
forgery' (though there is no guarantee that the fraud will be committed online, which in
this event would exclude the related data breach from the definition of cybercrime
altogether).

Finally, as digital technologies have evolved, it is not always clear what it means to
‘commit a crime online’ — the key condition for designating something a cybercrime
under the EU definition. Such a definition may have made more sense twenty years ago
when web browsers were almost the sole means by which people interacted with the
internet (that is, were ‘online’). Today, people might be online when using peer-to-peer
networks or apps or even on the ‘darknet’ via the TOR (‘The Onion Router’) browser.
This becomes important when examining phenomena, such as tax evasion, which are
crimes that are facilitated by digital technologies. The people who commit these crimes
are largely online when doing so — though they might not be using a web browser.?° As
people’s physical lives have become more and more enmeshed with digital
technologies, the term ‘online’ is gradually losing its meaning.

The definition of critical infrastructure is relatively similar in both the EU and the US. In
the EU, critical infrastructure is defined in Council Directive 2008/114/EC as, 'an asset,
system or part thereof located in Member States which is essential for the maintenance
of vital societal functions, health, safety, security, economic or social well-being of
people, and the disruption or destruction of which would have a significant impact in a
Member State as a result of the failure to maintain those functions.' In the US, critical
infrastructure is defined in Presidential Policy Directive 21 (PPD-21) of 2013: ‘Critical
Infrastructure Security and Resilience’ as 'systems and assets, whether physical or
virtual, so vital to the United States that the incapacity or destruction of such systems
and assets would have a debilitating impact on security, national economic security,
national public health or safety, or any combination of those matters.' The EU has a
subset of critical infrastructure, called critical information infrastructure, which is
defined as, 'ICT systems that are Critical Infrastructures for themselves or that are
essential for the operation of Critical Infrastructures (telecommunications,
computers/software, Internet, satellites, etc.)' (European Union, 2008). In the United
States, PPD-21 identifies 16 critical infrastructure sectors. Two such sectors, the
communications sector and the information technology sector, comprise
infrastructures that would partly fall under the EU definition of ‘critical information
infrastructures’.

This report uses the term 'cyber-resilience' to refer to the ability to prepare for and
adapt to changing conditions and withstand and recover rapidly from disruptions to
critical infrastructures and critical information infrastructures. Resilience includes the
ability to withstand and recover from deliberate cyber-attacks, accidents, or naturally
induced cybersecurity incidents. This definition draws on and slightly modifies the
definition of ‘resilience’ from Presidential Policy Directive 21. Cyber-resilience is
different to cybersecurity. The former focuses on recovering following an incident. The
latter focuses on measures to prevent an incident occurring in the first place.

20 Moreover, many phone calls are now done over voice over internet protocol (VolP), text messaging
done by short message service (SMS) but over apps, file management done using the Cloud.
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Table 2 — Key concepts and definitions employed in the study

Costs and losses of precautionary The monetary equivalent of efforts made to prepare for and

measures prevent cybercrime or bolster cybersecurity (Anderson et al, 2012).
Costs are seen both in direct terms and in terms of opportunity
cost. Losses are seen in terms of lower efficiency/productivity.

Critical infrastructure An asset, system or part thereof which is essential for the
maintenance of vital societal functions, health, safety, security,
economic or social well-being of people, and the disruption or
destruction of which would have a significant impact as a result of
the failure to maintain those functions. Based on the definition in
the EU NIS Directive, which is broadly similar to the definition used
in the US.

Cyber-resilience The ability to prepare for and adapt to changing conditions and
withstand and recover rapidly from disruptions to critical
infrastructures and critical information infrastructures. Resilience
includes the ability to withstand and recover from deliberate cyber-
attacks, accidents, or cybersecurity threats or incidents.

Modified definition of ‘resilience’ from US Presidential Policy
Directive 21.

Cybercrime Criminal acts that are committed online by using electronic
communications networks and information systems (‘digital
technologies’). Cybercrime comprises three broad categories:

1. Crimes specific to the internet, such as attacks against
information systems or phishing (e.g. fake bank websites
to solicit passwords enabling access to victims' bank
accounts).

2. Online fraud and forgery. Large-scale fraud can be
committed online through instruments such as identity
theft, phishing, spam and malicious code.

3. lllegal online content, including child sexual abuse
material, incitement to racial hatred, incitement to
terrorist acts and glorification of violence, terrorism,
racism and xenophobia.

Based on European Commission (2007).

Cybersecurity The ability of digital technologies to resist, at a given level of
confidence, any action that compromises the availability,
authenticity, integrity or confidentiality of stored or transmitted or
processed data or the related services offered by, or accessible via,
those digital technologies.

Modified definition of ‘security of network and information
systems’ in the EU NIS Directive.

Digital technologies a) Transmission systems and, where applicable, switching or
routing equipment and other resources which permit the
conveyance of signals by wire, by radio, by optical or by other
electromagnetic means, including satellite networks, fixed
(circuit- and packet-switched, including internet) and mobile
terrestrial networks, electricity cable systems, to the extent
that they are used for the purpose of transmitting signals,
networks used for radio and television broadcasting, and cable
television networks, irrespective of the type of information
conveyed;

b) any device or group of interconnected or related devices, one
or more of which, pursuant to a program, perform automatic
processing of digital data; or

c) digital data stored, processed, retrieved or transmitted by
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Direct benefits from investment
in precautionary measures

Direct costs from cybercrime

Cybersecurity risks

Genuine cybercrimes
Indirect benefits from investment

in precautionary measures

Indirect economic losses from
cybercrime

Traditional cybercrimes

Transitional cybercrimes

elements covered under points (a) and (b) for the purposes of
their operation, use, protection and maintenance.

Based on the definition for ‘network and information system’ in the
EU NIS Directive.

Cost savings associated with avoiding or mitigating cybersecurity
incidents or cybercrime (also termed ‘cost avoidance’) (Gordon and
Loeb, 2006).

'Losses, damage, or other suffering felt by the victim as a
consequence of a cybercrime' (Anderson et al, 2012). This might
include the amount of money stolen from one’s bank account
through fraud or money spent hiring cybersecurity consultants
following (but not prior to) a data breach.

A category of risk related to the use, development and
management of the digital environment in the course of any
activity.
Modified definition of ‘digital security risks’ taken from (OECD,
2015b).

New forms of crime perpetrated with digital technologies e.g.
botnets (Anderson et al, 2012).

The knock-on effects from greater adoption and use of digital
technologies due to allayed security concerns. Seen in higher
economic growth, employment, productivity, and consumer surplus
(Hughes et al, 2015).

Those activities that are not carried out due to cybercrime, or the
prospect of such crimes being perpetrated. This might include lost
business (revenues) due to consumers not purchasing a device out
of fear that it is not secure or reputational damage leading to lost
revenue (Anderson et al, 2012).

Crimes once committed offline but now largely or entirely
committed online owing to adoption of digital technologies e.g. tax
evasion (Anderson et al, 2012).

Crimes that were once perpetrated offline but are now increasingly,
though not entirely, perpetrated online e.g. card fraud,
ransomware (Anderson et al, 2012).
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4. Indirect benefits of digital technologies

The past two decades have been a time of a relatively ‘open’ internet, and freer
exchange of digital technologies as well as the goods and services generated and
exchanged with their help. Relatively early adoption of digital technologies in the EU
and the US has benefited their economies and societies. One of the drivers of the
adoption of these technologies is their security (OECD, 2004; OECD, 2015c). If the
technologies are perceived to be insecure, a threshold that will differ across individuals
and enterprises, they are not adopted and no indirect benefits are realised.

This chapter examines the four primary areas where the adoption of digital
technologies has generated indirect economic benefits over the past two decades in
the EU and US. These four areas are: higher economic growth, particularly through
increased cross-border trade; greater employment generation, though mostly in high
and low-skilled professions; possible increases in productivity; and short-run consumer
surplus gains. Where possible, the following sections offer a forward-looking
perspective as to what scale of benefits might be expected in the future were the EU
and US to continue and/or possibly deepen cooperation. It should be noted that the
direct benefits from more secure digital technologies are seen in cost-avoidance
(Gordon and Loeb, 2004). Given that these benefits are simply avoided costs or losses,
this issue will be covered in the next chapter on costs and losses.

4.1. Economic growth

Across numerous studies, the information and communication technology (ICT)?! share
of total economic growth is thought to be around 6 % of annual GDP (Hughes et al
2015). This rate of contribution has been stable for many years. It is thought that 20 %
of GDP growth has been derived from ICTs over the past decade (ibid). If this is indeed
the case, then between 2005-2015 these technologies provided the equivalent of
USS$115 billion and USS50.5 billion in GDP growth on average per year in the US and EU
respectively (author’s calculations based on World Bank data). However, these figures
mask some important underlying dynamics.

First, were these technologies more secure, they may have been adopted by more
individuals and enterprises, which would have in turn contributed to higher GDP
growth (OECD, 2004; OECD, 2015c). In the EU-28 for 2015, security concerns prevented
15 % of consumers downloading software, music, video files, games or other data files;
carrying out banking activities online; or ordering or buying goods or services online.
Moreover, 14 % of enterprises in the EU-28 did not partake in online sales in 2015 due
to perceived problems related to ICT security or data protection (Eurostat, 2015). This
implies that up to one in six individuals and enterprises may have used these
technologies for these purposes, which would have contributed to higher GDP growth,
but did not specifically due to security concerns.

Second, what has traditionally been classified as the ICT sector has been gradually
expanding into what are considered ‘traditional’ industries or sectors (i.e. energy,
transportation, health and education). Therefore, a stable proportion of 6 % of GDP
likely understates the current and future contribution of digital technologies to the
larger economy. As a new wave of 'Internet of Things' devices are adopted in the
consumer and commercial markets, the overall contribution to GDP of digital

21 A sub-set of digital technologies, this term has traditionally been used in the economic literature.
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technologies could increase further. If these technologies are more secure, greater
adoption will occur, and thus GDP benefits would be greater.

Third, these GDP figures comprise tens of billions of dollars/euros of security
spending.?? Security spending, much like cleaning up an oil spill, contributes positively
to GDP. While this spending might represent a positive contribution, it possibly
represents a net social loss and certainly represents opportunity costs.

A major source of value creation from the internet and digital technologies —
particularly for the EU and US — has historically been cross-border trade in products and
services. The EU and US are one another’s largest trading partners in terms of digitally
deliverable services. In 2012, the EU exported USS$86.3 billion and imported
US$140.6 billion worth of such services from the US (Meltzer, 2014). With the
emergence of global value chains, made possible at such scale partly by digital
technologies, many final goods or services are the result of imports/exports of
intermediate components. In 2009, the only year for which this study was conducted,
approximately 16 % of EU goods exported included value from imports. This equated to
USS$234 billion (ibid).

Figure 1 — EU digitally deliverable services trade, 2012
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Data source: Meltzer (2013) based on data from the US Bureau of Economic Analysis and Eurostat.

These technologies also provide lower-cost access to global markets for companies that
might otherwise not be able to afford such access. Small and medium enterprises
(SMEs), in particular, benefit from digital technologies in two primary ways. First,
access to larger markets permit them to sell greater quantities of products, thereby
increasing revenues. Second, through 'increased access to business services that
increase their productivity and global competitiveness' (ibid). However, in light of the
current policy initiatives towards ‘data localisation’, their contribution may potentially
be lower in the future.?> Such requirements are thought to make it 'practically
impossible for small businesses that cannot afford to implement separate systems and
standards in every country in which they do business' (Nicholson and Noonan, 2014).

22 Section 3.4.4 goes into detail as to how much this spending/investment has been historically.

3 See Chapter 6 for an explanation of the trend towards data localisation.
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SMEs make an outsized contribution to GDP, employment, and value-added, in both
the EU and the US (OECD, 2014a). For this contribution to grow in the future, it is
important to ensure that SMEs are able to continue to take advantage of the potential
benefits that more secure digital technologies provide.

The EU is a net importer of digital services from the US with a trade deficit of 5.6 % in
2012%. On the one hand, this indicates that the EU is reliant on US companies for
access to relatively more secure digital technologies. On the other hand, it also
indicates that US technology companies are reliant on EU consumers and enterprises
for revenue, which may provide some leverage in policy efforts to improve the security
of these technologies.

Figure 2 — Digital services trade balance between US and EU-28 and selected Member

States, 2012
Percentage
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Data source: McKinsey Global Institute based on data from the US Bureau of Economic Analysis and Eurostat.
4.2. Employment creation

Digital technologies have had a complicated impact on the composition of jobs and
employment in the EU and US. In terms of net job creation/loss, the total stock of jobs
has not substantially declined in the OECD region over the past decade (OECD, 2016a).
However, occupations that involve routine tasks have experienced declines in both the
EU and United States. Over the same period, non-routine (particularly high-skilled)
occupations have experienced the highest growth. Low-skilled occupations have also
experienced growth in the US, but not the EU (see figures below). This phenomenon
has been termed ‘job polarisation’. While the OECD cautions that these effects may be
attributable to off-shoring or international trade, these processes have also been
driven and facilitated by digital technologies.

24 Unfortunately more recent statistics are not available. These statistics do not include the value from
intermediate service imports and exports.
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Figure 3 — Job polarisation in EU and US, 2002-14
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Data source: OECD estimates based on EU-LFS and BLS Current Population Survey

Figure 4 — Employment in the US by relative cognitive requirement and relative
routineness, 1983-2013
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Data source: FRED Graph Observations, Federal Reserve Economic Data, Economic Research Division, Federal
Reserve Bank of St Louis.

Looking to the future, two questions are particularly pertinent:

e How digital technologies might contribute to more broad-based employment
creation — rather than the ‘job polarisation’ that has occurred over the past two
decades; or

e How individuals might be better trained to take advantages of the employment
opportunities offered by a drive towards more secure digital technologies.
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Regarding the first question, SMEs contribute between 60-70 % of job creation across
OECD countries (OECD, 2014a). In particular, a sub-set of small, high-growth businesses
(so-called gazelles, which do not stay small for long as they grow in excess of 20 % per
annum) make up the lion’s share of this contribution (ibid). Digital technologies permit
SMEs access global markets at a cost that was previously prohibitive. Yet these same
small enterprises unfortunately have less internal capabilities for ensuring their
cybersecurity. For instance, in 2015, 27 % of small enterprises and 51 % of medium
enterprises had a formally defined ICT security?® strategy in the EU-28. This compares
to 72 % of large enterprises that same year (Eurostat, 2015). In the future, ensuring
SMEs continue to have access to a global market via the internet, and the cybersecurity
knowledge and technical capabilities to take advantage of this access, will be
important, if this class of enterprises is to continue to make an outsized contribution to
job creation (among other indirect economic benefits).

Concerning the question of digital skills, it is expected that demand for employees with
skills relevant to enterprises with cybersecurity needs will increase in both the EU and
US over the coming years.

e In the EU, the employment growth rate for ICT specialists?® has averaged a 3 %
growth per annum since 2006 (Eurostat, 2016a). This was more than eight times
higher than the average growth rate of total employment over the same period.
Some 41 % of EU enterprises which recruited or tried to recruit ICT specialists in
2015 reported difficulties in filling vacancies, indicating some tightness in the
labour market (Eurostat, 2016b).

e Some EU Member States have announced public sector hiring for cybersecurity
specialists. For instance, in France, the government plans to hire 2600
cybersecurity experts in 2017-2019 for its new Army Cybersecurity Command
(Reeve, 2016). Aggregate figures on public sector hiring for cybersecurity across
all EU Member States are not yet available.

e The US Bureau of Labor Statistics (2014) forecasts projected growth of 14 800
new information security analyst positions in 2014-2024. The rate of growth for
information security analysts is expected to be 18 %, which is faster than the
rate for ‘computer occupations’ (12 %) and ‘all occupations’ (7 %).

e The US Department of Defense has hired 6 000 cybersecurity experts in recent
years (Nakashima, 2014). Other Federal agencies have hired 6 500 more
information technology and security specialists over the course of 2016 (White
House, 2016a). The US Commission on Enhancing Cybersecurity (2016) has
recommended training 100 000 new cybersecurity practitioners and an
apprenticeship programme for 50 000 more by 2020.

Policymakers should focus on ensuring that education and training programmes
provide skills relevant to these growing occupation categories.

4.3. Productivity increases

Debate continues regarding the contribution of digital technologies to productivity
growth. Studies such as Jorgenson (2005) claimed that information technologies?’

25 The term ‘ICT security’ is used in the survey instead of ‘cybersecurity’.
26 Not ‘cybersecurity specialists’, a category which Eurostat does not use.

27 Term originally used in the paper.
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accounted for 48 % of labour productivity growth in 1995-2004 in the US. A number of
other studies claim that productivity gains from these technologies were most
noticeable in industries where these technologies were being developed rather than
those where they were being adopted (Oliner & Sitchel 2000, Jorgenson 2001, Stiroh
2002).

Yet, as Robert Solow once stated, 'You can see the computer age everywhere but in the
productivity statistics'. Termed the ‘productivity paradox’ or ‘secular stagnation’, for
some time economists have attempted to explain falling productivity rates. The
adoption of digital technologies from 1990-2000 saw what was to be a temporary
productivity boost. It is thought that, 'the surge in productivity in the US economy for
nine years starting after 1995 was linked to the rapid drop in semiconductor prices'
(Baily et al, 2016). These gains were short-lived. Productivity rates then fell far below
their historical average over the subsequent decade in both the EU and the US (see
figure below). While annual productivity growth rates on both sides of the Atlantic
were between 2-3 % in the late 1970s, these rates have fallen below 1 % over the past
decade.

Figure 5 — Slowing labour productivity in G7 countries, 1972-2014

Annual growth, five-year moving average, %

v

1975 1980 1985 1990 1995 2000 2005 2010 2015

Data source: OECD.

More up to date figures on the sectoral contributions to multi-factor productivity
growth in the US show net declines in most sectors (see figure below). The earlier
period (1995-2004) was the initial phase in which digital technologies were adopted in
the US. Productivity growth during the earlier period was not repeated in the later
period (2004-2014) across many sectors in the economy.
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Figure 6 — Contributions to multi-factor productivity (MFP) growth 2004-2014 minus
contributions 1995-2004, United States, by sector
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Data source: Baily et al 2016.

No conclusive answer has yet been reached as to why this has occurred. One
explanation is that a cohort of high-performing enterprises (‘frontier firms’) have pulled
ahead of their less productive competitors (‘laggards’). The best practices developed by
the frontier firms have not diffused to the laggards — thereby explaining lower overall
productivity growth (Baily et al, 2016; Andrews, Criscuolo, and Gal, 2016; Decker,
Haltiwanger, Jarmin, and Miranda, 2016). Possible reasons for this lack of diffusion
include: lack of competition, lack of managerial capability to adopt best practices, lack
of worker skills, continued cyclical weakness, and regulation (Baily et al, 2016). If this is
indeed the case, policy-makers might consider ways to remove the barriers to
knowledge diffusion. Digital technologies play an important role in the diffusion of
knowledge and facilitation of collaboration throughout economies (OECD, 2017a).
Ensuring that these technologies are more secure might be one way in which to
encourage their adoption and use, which might in turn stimulate greater knowledge
diffusion and thus productivity growth.

However, it may also be the case that more secure technologies result in measures that
impede use, which could in turn reduce efficiency/productivity. For instance, a
password policy that requires changes every three months means that a percentage of
people will forget their new password and thus have to go through the reset process.
The security measure, in this instance, has reduced the productivity of the person, who
loses time not just having to reset the password every three months, but once again if
forgotten. The way in which the security of technologies is increased is therefore an
important element and will differ depending on the technology in question. One
example of a measure to make a technology more secure without reducing ‘usability’
(and thus reducing productivity) is the ‘baked-in’ encryption now available with widely-
used instant messaging applications (e.g. Whatsapp). While just one example, the
principles of which do not apply across all cases, this points to one way in which
security may be increased without sacrificing potential productivity gains.
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4.4, Consumer surplus

The consumer surplus is the difference between the maximum that a person would be
willing to pay for a good or service and the actual price of that good or service. When
prices fall below that which users are willing to pay for a product or service, the
consumer surplus increases.?® The underlying intuition is that a consumer is getting
more benefits (i.e. greater utility) from a good or service than that which they have
paid for. Measures of gross domestic product do not include the economic surplus, of
which the consumer surplus is one part (Katz, 2012).

One of the major benefits that digital technologies deliver to consumers is lower prices
of certain products and services. These reductions in prices may be driven by declining
unit prices, which are, in turn, driven by productivity gains in the presence of
competition (Katz, 2012; Hughes et al, 2014). The consumer surplus may also increase
due to a shift left in the demand curve, which is the consequence of more consumers
using the digital technology in question. This latter point is important as one driver of
increased technology adoption and use is its perceived level of security.?®

Precise estimates of the consumer surplus are difficult to model because they require
comprehensive data on consumers' maximum willingness to pay. In practice, this is
extremely costly and generally infeasible, particularly when attempting to model all
products/services available in an entire country at any point in time. Greenstein and
McDevitt have undertaken many studies that estimate the consumer surplus related to
broadband internet (Greenstein and McDevitt, 2009; 2012). In the 2012 study, it was
estimated that the annual quality-adjusted consumer surplus for the 30 OECD countries
was USS436.9 billion in 2010 or about 0.89 % of GDP. In a 2009 study, focused on the
US between 1999 and 2006, the authors determined that in 2006 the consumer surplus
generated by broadband represented USS$7.5 billion. However, broadband prices are
but one of many products and services related to digital technologies, albeit an integral
one. This suggests that the total consumer surplus gains from these technologies are
far higher. By examining the findings of a number of other studies, an idea of the scale
of these consumer surplus gains can be acquired.

A study by Cohen et al (2016) looked at the consumer surplus effects that Uber had in
four US cities in 2015. The authors estimated such benefits to have amounted to
USS$2.9 billion. A different study, by Brynjolfsson and Oh (2012), examined the value of
free services available via the internet.3° They estimated an increase in consumer
surplus from these services to be over US$100 billion per year in the US alone. Chen,
Jeon and Kim (2013), of the University of Michigan, examined consumer surplus gains
based on how much time people save by using search engines for their information
needs relative to undertaking an equivalent offline search. On average, it took
participants seven minutes to answer the questions using a search engine, and 22
minutes using the University of Michigan’s library (The Economist, 2013). Hal Varian,
Google’s chief economist, used these findings to estimate USS$500 in consumer surplus

2 For a more in-depth explanation of this concept, see Appendix 3.

2% Greater security results in greater adoption/use and subsequently larger consumer gains in the short-

run.

30 Many online services, such as search engines or social networks, are ‘free’ in monetary terms to the

end user. However, users end up paying with their time (‘attention’) and with personal or behavioural
data — which are extremely valuable — that are collected by the online service provider.
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gains per Google user annually then extrapolated this out to USS$65 billion-
USS$150 billion in the US annually (Varian, n.d.).

All these estimates point to very large consumer gains in the short-run relative to the
other indirect benefits from digital technologies. However, there is no guarantee that
such gains will continue to accrue in the long-run. This is because increasingly pervasive
data collection is permitting companies to exercise greater price discrimination
(sometimes termed ‘price personalisation’). The airline industry has performed such
pricing practices for many decades. Now companies like Uber, with its surge pricing,
and Amazon, through cookie-based price targeting, are adjusting prices more closely to
consumers' maximum willingness to pay. When such pricing occurs, the consumer
surplus is appropriated by the company thereby becoming a producer surplus. This
means that an increasing proportion of the total economic gains are captured by
producers rather than consumers.

4.5. Indirect benefits to critical infrastructure operators

It is thought that the installation of (potentially internet-connected) sensors to
infrastructure in various sectors, sometimes referred to as the ‘Internet of Things’ or
‘Smart Cities’, ‘Internet of Everything’ or the ‘Industrial Internet’, will generate various
and substantial economic benefits over the coming decade. For example, one account
by Thierer and O’Sullivan (2015) claims that, 'Improved industrial monitoring and
automation techniques will help manufacturers and distributors to quickly pinpoint
inefficiencies, minimise waste, and streamline processes.... ‘Smart’ city technologies
can help municipalities to improve service delivery and save resources through
infrastructure monitoring and automatic optimisation'. One would expect to see
indirect benefits to infrastructure operators in terms of higher productivity and cost-
reductions. In turn, these two elements might translate into lower prices for
consumers, and thus higher consumer surplus, if robust competition ensures that cost
savings are passed on to consumers.3!

As of yet, there have been few systematic examinations of the real economic impact of
these technologies on critical infrastructure. One of the few was undertaken in
Chatanooga, in the US, focused on the benefits of a ‘smart’ electrical grid network.
Such a network involves the automation of electricity distribution through the
installation of automated circuit switches and sensors in the network. The authors
attributed the primary benefit of distribution automation to, 'increased reliability or
reduced power outage duration and frequency.' A 43.5 % reduction in annual outage
minutes was estimated as having occurred since 2012. This in turn led to an estimated
total savings of US$26.8 million per year (Glass et al, 2016).

Additionally, a number of industry-sponsored studies provide predictions of the
eventual economic impacts of these technological changes. A Cisco white paper from
2013 estimated, '$4.6 trillion in public sector Value at Stake will result from IoE’s
[Internet of Everything’s] ability to help public-sector organisations manage assets,
optimise performance, and create new business models' (Bradley et al, 2013). The
McKinsey Global Institute estimated that the potential economic impact of Internet of
Things technologies would be USS$2.7 trillion to USS6.2 trillion per year by 2025

31 Though in some countries, many critical infrastructure sectors have regulated price caps (e.g. power,
water). In these instances, the cost savings would not be passed on to consumers in terms of lower
prices. Infrastructure operators would capture all of these economic benefits.
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(Manyika et al, 2013). A General Electric report estimated that industrial Internet of
Things technologies could add US$15 trillion to global GDP by 2030 (in constant 2005
dollars) if they raise global annual productivity growth by 0.5 to 1 percentage points
(Evans and Annunziata, 2012).

Studies such as these, while popular, are typically built on extrapolations from
unproven implementations of technologies. They do not adequately separate concepts
such as GDP gains/losses (and to whom) and cost savings (and whether these are
passed on to consumers or not). They typically do not include up-front capital
investment or maintenance costs, costs and losses due to security incidents and
changes in the distribution of economic surplus (consumer/producer effects). For these
reasons, policy-makers should approach estimates such as these with caution when
considering policy responses.

4.6. Conclusions

e More secure digital technologies result in greater adoption — this in turn results
in greater indirect benefits across many areas (economic growth, employment,
productivity and consumer surplus).

e Digital trade is a major source of GDP and future growth. The EU and US are one
another’s largest digital trade partners. SMEs stand to benefit a great deal from
the increased access to international markets that a relatively ‘open’ internet
provides. The trend towards data localisation has the potential to impede this
access due to increased cross-border regulations and potentially higher costs of
digital technologies.

e The EU is a net importer of US digital technology. Cooperation is important if
individuals and enterprises in the EU are to have access to more secure
technologies by design, rather than retro-fitting security measures to
technologies after purchase.

e Demand for employees with skills relevant to government agencies and
enterprises with cybersecurity needs will increase in both the EU and US over
the coming years.

e Historically low productivity rates have been seen in EU Member States and the
US over the past decade. One explanation for this trend is that frontier firms are
pulling ahead on productivity and their best practices are not being transferred
to laggard firms, which continue to fall behind in terms of productivity
(Andrews, Criscuolo, and Gal, 2016). If this is indeed the case, policy-makers
might consider ways to remove these barriers to or provide incentives for
information/knowledge diffusion.

e Digital technologies play an important role in the diffusion of knowledge and
facilitation of collaboration throughout economies (OECD, 2017a). Ensuring that
these technologies are more secure is one way in which to encourage their
adoption and use.

e Consumer surplus gains are the largest of all indirect benefits from adoption of
digital technologies, in monetary terms, in the short-term. Ensuring these gains
continue requires greater development and adoption of secure digital
technologies (to shift the demand curve) coupled with robust competition
policy (to drive down prices).

e Few robust studies have been undertaken on either side of the Atlantic to
assess the net impact, and the cybersecurity consequences, of the impending
wave of (potentially internet connected) embedded devices in critical
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infrastructure. Such studies are important, because they would allow policy-
makers to allocate scarce resources, following a risk management approach, to
the minimisation of the potentially large costs/losses that cybersecurity
incidents, related to these technologies, might impose on society.

5. Cybercrime: Direct costs and indirect losses

Digital technologies and the internet have facilitated the proliferation of new and
existing forms of crime. This is a fast-moving space with new methods emerging and
retreating each year. This chapter examines the direct costs and indirect losses
associated with various forms of cybercrime. With regard to costs and losses, this paper
adapts a framework for estimating the costs of cybercrime previously developed by
Anderson et al (2012). The original framework, which only contained figures on the
United Kingdom, has been expanded by including data on the aggregate for EU
Member States and for the United States.

5.1. Direct costs

With a rapidly evolving threat environment, the line between crime committed in
cyberspace and in the real world is becoming increasingly blurred. Consequently, the
model proposed by Anderson et al (2012) divides direct costs of cybercrime into three
main categories:

e Genuine cybercrimes are new forms of crime perpetrated with digital
technologies e.g. botnets.

e Transitional cybercrimes are crimes that were once perpetrated offline but are
now increasingly, though not entirely, perpetrated online e.g. card fraud,
ransomware.

e Traditional cybercrimes were once committed offline but are now largely or
entirely committed online owing to adoption of digital technologies e.g. tax
evasion.

5.1.1. Genuine cybercrimes

Genuine cybercrimes are new forms of crime that are perpetrated over and using the
internet. Since the late 1990s, copyright infringement and piracy over peer-to-peer
networks were thought to be the major cybercrimes perpetrated on the internet.3? The
revenues earned by pirates and services that sell pirated music, videos, software and
games or patent-infringing pharmaceuticals are relatively low per capita — less than
USS$0.20 per person per year.33

32 While the official EU definition of cybercrime does not include intellectual property right
infringement, the Budapest Convention on Cybercrime does have passages relating to these crimes.
The revenues to those who commit such crimes have thus been included in this framework.

33 This is just the revenue earned and does not include the costs that those who operate these services
incur, which suggests that the profits from these crimes are relatively low.
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Figure 7 — Reported costs to victims of internet-enabled scams worldwide, 2001-2015

US dollars, millions
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Data source: IC3 2015 Internet Crime Reports 2001-2015

Notes: A total for 2010 was not provided in the relevant annual report. As a result, half of the difference between
2009 and 2011 was subtracted from the 2009 figure to smooth out the decrease over the three years 2009, 2010
and 2011.

Table 3 — Losses to victims of internet-enabled scams worldwide, 2015

US dollars, percentage

T s

Total worldwide 1070711522 100
Business email compromise 246 226 016 23
Confidence/romance fraud 203 390 531 19
Non-payment/non-delivery 121329122 11
Investment 119 177 899 11
Identity theft 57 294 589 5
Advance fee 50 721 226

Other 56 153 977 5

Source: IC3 2015 Internet Crime Report
Note: % of total does not add up to 100 % as only those categories of scams that contribute most to the total have
been included in this table.

By contrast, a constantly changing variety of scams and frauds have resulted in steadily
increasing reported costs to internet users.3* According to the FBI’s International Crime
Complaint Center, in 2015, worldwide just over US$1 billion was stolen from victims of
these scams. This is an increase from US$183 million in 2006 (see figure below).

34

35

This churn owes to the ‘predator-prey’ dynamics that characterise fraudsters and their targets. As in
nature, when a predatory successfully claims its prey, the prey in turn adapts to evade predators in
the future, which again the predator must subsequently adapt to. As a result, it is impossible to
eradicate all fraud and scams. It also renders spending on combatting such frauds and scams
uneconomic at a certain point, given that the benefits of reduced incidents are outweighed by the
costs of law enforcement.

This increase over the past decade may be attributable to greater numbers of people reporting these
crimes having taken place rather than an absolute increase in incidences. Increases in reported
cybercrime costs might also just be a consequence of more people using digital technologies (Jardine,
2015). If this is the case, the costs have to be normalised by weighting them with some proxy for the
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Figures from 2014 suggest that the annual per capita losses were USS2.11 per capita in
the US and USS$0.51 in the EU. Statistics on costs to victims of internet-enabled scams
are provided for 2015, broken down by the type of scam, in the table below. These are
worldwide figures though the IC3 data primarily cover the US.3¢ The most noticeable
change in recent years has been the emergence of business email scams. These scams
involve criminals compromising the accounts of company executives, then wiring-out
funds under the guise of being payments to suppliers or clients. These made up the
largest proportion of reported cybercrimes to the IC3 in 2015 (23 %). A great deal of
attention is currently being paid to ransomware, which involves encrypting the victim’s
hard-drive and demanding a ransom. The ransom is typically paid using the
pseudonymous digital currency Bitcoin (Europol, 2016). In 2015, the reported payments
by 2453 victims amounted to USS$1.6 million, which was a fraction of 1% of all
reported scam costs for that year. By contrast, in 2016, the IC3 received 2 673
complaints identified as ransomware with losses of over $2.4 million3” (IC3, 2015;
2016).

Table 4 — Costs of genuine cybercrime, various years

Copyright-infringing software 23 042 782 0.07 1728 209 0.003
Subscription revenue from

21 120 000 0.07 21 120 000 0.04
cyberlockers
Ad revenue from cyberlockers 54 408 000 0.17 49 874 000 0.10
Patent-infringing pharmaceuticals 71926 572 0.23 5394 493 0.01

Sources: see appendix 1 for sources and years of each indicator.

5.1.2. Transitional cybercrimes

Transitional cybercrimes are those crimes that were once primarily perpetrated offline
and are now in the process of transitioning online as well. One of the most visible of
these cybercrimes is payment card fraud — either with debit or credit cards. According
to the 2016 US Federal Reserve’s Payments Study, the majority of payment card fraud
occurred offline in the US in 2015 (54 %). This is a slightly lower proportion than that in
the previous study (59 %) with figures from 2012. By contrast, the European Central
Bank found that the majority of card fraud in the Single Euro Payments Area (SEPA)38

number of people using the digital technologies. In other words, the reported costs might be
increasing but they might be increasing at a slower rate than the increase in the number of users.

The vast majority of these reports originated in the United States and, given that these statistics are
self-reported, they may understate the true extent of the costs of these crimes. At the same time,
reported costs may be overstated as they may have been subsequently recouped or reimbursed
through insurance.

Similar statistics are not collected and aggregated by an authority in the EU

It may be that these crimes are not reported, thus the figures underestimate the true extent of the
problem, or that the use of ransomware has grown rapidly over the course of 2016 and is not
included in these statistics.

The Single Euro Payment Area is a payment-integration initiative of the EU for simplification of bank
transfers denominated in euros. As of July 2015, SEPA consisted of the 28 Member States of the
European Union, the four member states of the European Free Trade Association (lceland,
Liechtenstein, Norway and Switzerland), Monaco and San Marino (European Payments Council,
2016).
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occurred online in 2013 (66 %). When converted to per capita figures, the online card
fraud amounted to USS5 per person in the US in 2012 and USS$2.47 (€1.87) in SEPA in
2013. The costs of payment card fraud are typically paid by either the payment
provider, the bank that issued the card, or the merchant — not the card-user. Moreover,
an interchange fee — which is nominally imposed to offset fraud — of between 1-4 %3 is
levied on each card transaction, which more than offsets the annual level of fraud.*°

Another emerging area of transitional cybercrime is conducted through darknet (or
crypto) markets. These are pseudonymous, EBay-like markets where users can typically
purchase drugs, but some markets also offer weapons and other illicit goods. These
markets can only be accessed on the ‘darknet’ using the TOR (‘The Onion Router’)
browser. The first and biggest of these markets was Silk Road. At one point, Silk Road
was processing somewhere in the order of US$1.2 million in orders per month (Christin,
2013). When the FBI closed down Silk Road it splintered the market and several dozen
more emerged to take Silk Road’s previously dominant place. A report by Kruithof et al
(2016) examined the revenues of eight of the largest cryptomarkets in January 2016. If
the revenues to sellers on these markets are annualised, the total would be
approximately US$61 million both in the US and the EU (France, Germany, Netherlands,
Spain and UK), which equated to US$0.19 per capita in the US and USS$0.12 in the EU
per capita. Around one-third of this cryptomarket trade (whether measured by
transactions or revenues) occurs within and between the US and EU. To put the total
trade in further context, it is estimated that the annual, global drugs trade is
somewhere in the order of USS435 billion a year (UN 2013). This implies that trade on
cryptomarkets still only accounts for a fraction of 1 % of all drug trade worldwide.

Table 5 — Costs of transitional cybercrime, various years

T T niedstaes | Europemnion |

Online payment card fraud 1561520 000 4.97 1256 850 000 2.47
Offline payment card fraud 2277 700 000 7.25 648 270 000 1.28
Darknet markets 61 189 836 0.19 59 435 424 0.12
(revenues to sellers)

Darknet markets 51 515 700 0.16 9 268 668 0.02

(products to buyers)

Sources: see appendix 1 for sources and years of each indicator.

39 In 2011, interchange fees on debit card transactions were capped at 0.05 % plus USS0.21 in the US
through the Durbin Amendment to the Dodd-Frank Act. The interchange fee for credit card
transactions is not capped. In 2015, as a result of the Interchange Fee Regulation 2015/751,
interchange fees were capped in the EU at no more than 0.2 % of the transaction value for debit
cards and 0.3 % for credit cards.

40 To give some scale to the differential, US$25 trillion in card transactions occurred in the US in 2013.
Of this, 1-4 % equates to between US$24-100 billion against total fraud of US$3.7 billion. In the EU, it
was estimated that €9 billion was paid in interchange fees in 2011 (European Commission, 2015). This
compares to total card fraud that same year of €1.16 billion (European Central Bank, 2013). The
differential between fraud and interchange fees could be interpreted as the amount of consumer
surplus that banks and payment providers appropriate (reduce) from consumers, who benefit from
the convenience that payment cards offer.
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5.1.3. Traditional cybercrimes

Traditional cybercrimes are those crimes that have migrated almost entirely online as
digital technologies have been adopted and governmental services have become
available online. For instance, it is now possible to file for government welfare,
healthcare and unemployment claims online. In 2013, the US Department of Labor
estimated that US$4 billion of taxpayer funds were paid out fraudulently to people who
did not qualify for unemployment benefits. This equated to US$12.89 per capita per
annum. Medicare fraud, which is perpetrated using electronic filing systems, resulted in
almost USS50 billion — ten times more than payment card fraud — in losses to taxpayers
in 2013 alone (GAO, 2014; Sparrow, 2011). In the EU, value-added tax fraud amounted
to US$186 billion (€168 billion) in 2015, which equated to US$365.88 (€330.68) per
capita per annum.*! Tax evasion (including online and off-line) has been facilitated
internationally with the advent of the internet and digital technologies. For an
indication of how offshore holdings, which are linked to tax evasion, have evolved over
the past fifty years, at the end of 1959, about USS200 million was on deposit in tax
havens.*? By 1961 the total had hit USS3 billion. At present, it is estimated that US$7.6
trillion is held in tax havens globally — around 8 % of the world’s wealth (Rusbridger,
2016).%3 Losses to government coffers were estimated to be US$337.3 billion in 2011
and US$841.6 billion in Italy, Germany, France, Spain and the UK in that same year.** In
these countries, the per capita loss to authorities from tax evasion exceeds USS1 000
per person each year.

Table 6 — Costs of traditional cybercrime, various years

T nedstates | curopeantiion |

Welfare fraud 4 079 807 841 12.89 - -
Tax evasion (tax gap) 337 300 000 000 1082.06 841 600 000 000 1 664.80
Tax filing fraud 3100 000 000 9.72

VAT fraud/gap - - 186 480 000 000 365.88

Sources: see appendix 1 for sources and years of each indicator.
5.2. Indirect losses

The indirect losses from cybercrimes or poor cybersecurity are those that cannot be
linked by a reasonable degree of accuracy directly to a particular incident (Gordon and
Loeb, 2006). Such categories typically comprise: loss of customer trust/reputational
damage, reduced uptake of digital technologies due to lack of trust, and opportunity
costs and foregone productivity associated with the need to invest in non-digital
infrastructure (Anderson et al, 2012).

While not all of this fraud is committed online, welfare and tax payments are increasingly conducted
online. This trend will continue. The point is that these (cyber)crimes impose costs on society many
times greater — every year — than the categories of cybercrimes that are typically given most
attention (e.g. ransomware, card fraud, copyright infringement, etc.).

It is not clear if this estimate has been adjusted for inflation. If not, it equates to USS$1.65 trillion in
2017 dollars.

See OECD (2017b) for more information on the role of digital technologies in facilitating tax evasion.
See Zucman (2013) for more information on trends relating to tax havens and tax evasion.

While not all tax evasion is committed using digital technologies, even a small percentage of these
figures fitting the definition of ‘cybercrimes’ would dwarf the direct costs of all other categories.
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Estimating the indirect losses of cybercrimes is difficult. Part of the difficulty lies in the
variance of the possible values for categories of losses across a heterogeneous
population e.g. lost time will have a different value for each person depending on how
much he/she is paid per hour. Moreover, many of the indirect negative effects of
cybercrimes are not easily converted into monetary terms. For instance, emotional
reactions like distress and changes in behaviour due to fear of being a victim of a crime.
Considering that each person and their circumstances are different, when aggregated
across a country or worldwide, these aggregate figures hide substantial variance
between the indirect losses that afflict an individual or organisation in one case
compared to those losses of a similar case.

Nevertheless, some attempts have been made to estimate some of these categories of
indirect losses. Anderson et al (2012) found that the indirect losses associated with
transitional and genuine cybercrimes were much higher than their related direct costs.
For instance, while the direct costs associated with online and off-line payment card
fraud were estimated to be US$306 million in the UK in 2010, the equivalent indirect
losses due to consumer loss of confidence in such payment methods were estimated at
USS700 million in 2010. Lost sales of USS$1.6 billion were estimated to have been
incurred due to merchants turning down orders out of fear of fraud in 2009.4°

Much of the indirect losses from the risk of cybercrime or poor cybersecurity are due to
non-adoption of digital technologies out of security concerns. According to Eurostat
(see figure below), security concerns prevented 15 % of consumers downloading
software, music, video files, games or other data files; carrying out banking activities
online; or ordering or buying goods or services online across the EU-28 in 2015. These
figures are stable when compared with 2010. Some 14 % of enterprises in the EU-28
did not partake in online sales in 2015 due to perceived problems related to ICT
security or data protection. While these statistics hide country-level differences, one
can broadly conclude that approximately one in six consumers and enterprises across
the EU do not partake in the opportunities afforded by digital technologies due to
security fears. This would equate to a large amount of foregone economic activity.*® It
is unlikely that this proportion would ever be brought to zero, not least because 100 %
secure technologies are impossible (OECD, 2015c), but reductions in this proportion
may be possible if technologies are made relatively more secure than they are at
present.

Estimates of the impact of information security failures on corporate earnings, a proxy
for reputational damage and perceived loss of productivity or competitiveness, present
a mixed picture. Campbell et al. (2003) found a statistically significant adverse effect
among breaches involving unauthorised, confidential data, but no effect when the data
was not confidential. Cavusoglu et al. (2004) found that announcing an internet security

4 The consumer loss of confidence statistics were estimated by taking the percentage of consumers

who refrained from buying goods or services online because of security concerns then scaling it to
total retail sales. However, the total was revised down because those who do not purchase online
may simply have made the same purchase off-line instead, which would have no net effect on overall
sales in the economy.

The merchant loss of confidence statistics were estimated using the percentage of revenues lost due
merchants refusing orders out of fear of fraud multiplied by the total revenues of the ‘digital
economy’.

4 Though some people may simply perform the same activities off-line, the need to provide such off-

line facilities requires additional expenditure, which comes with opportunity costs.
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breach is negatively associated with the market value of the announcing firm, though
the bulk of the decline is regained after two days. Kannan et al. (2007) later found that
firms do not earn significantly negative abnormal returns in the long-term due to
information security incidents. These studies focus on data breaches, a narrow
category of overall security incidents, but the mixed results point to how little is known
about whether cybersecurity failures actually impose indirect losses in terms of
reputational damage and, if so, the scale of these losses.

Figure 8 — Security concerns kept individuals from doing... EU-28, 2010 & 2015
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Data source: Eurostat.

Figure 9 — Obstacles to enterprise web sales, EU-28, by size of firm, 2013
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Box 1 — Estimating the cost of data breaches

One of the most visible consequences of poor cybersecurity and escalating attacks has been a
series of high-scale data breaches in recent years. High-profile incidents have occurred on both
sides of the Atlantic affecting public and private organisations alike. While the negative effects
of these breaches exist, the true scale of their direct financial costs across cases is debatable.

The most common approach to estimating such direct costs is to determine an average cost per
record then multiply by the number of records stolen to reach a total. One method, developed
by Ponemon Institute, uses an average loss per record figure of USS154. Another, put forward
by Verizon, estimates this same number at US$0.58. When data breaches involve hundreds of
millions of records, the difference in estimated impact between these two methods become
readily apparent. To illustrate, consider the case of Target, which saw 40 million credit and
debit card records and 70 million other records stolen. Using the average cost per record
approach, the Ponemon method suggests costs of US$16.9 billion while the Verizon method
suggests USS$6.275 billion. However, Target disclosed the costs attributable to this breach in its
SEC reports. In the first quarter of 2015, Target estimated the gross expenses from the data
breach as US$252 million. When the insurance reimbursement is factored in however, the
losses fall to USS162 million. If tax deductions are also factored in, the net losses tally US$105
million. This is a fraction of the total Verizon and Ponemon estimates. While Target sustained
additional indirect costs, such as reputational damage, these losses are difficult to model and
are not likely to remain constant over time (see section above). Using these totals, one can
calculate the average direct cost per record from the Target breach. If the gross expenses of
US$252 million are divided by 110 million records lost, the average cost per record is US$2.29.
Using the net expense figure of US$105 million, the average cost per record is USS0.95. These
costs equate to less than 1 % of the annual revenue of Target in 2015.

These results are consistent with a recent large-scale study on 20 000 cybersecurity incidents
(including include data breaches, security incidents, privacy violations, and phishing crimes). It
was found that, 'the cost of a typical cyber incident... is less than US$200 000 (about the same
as the firm’s annual IT security budget), and that this represents only 0.4 % of their estimated
annual revenues' (Romanosky, 2016).

Table. Comparison of estimates using Ponemon and Verizon cost-per-record
figures

U.S. dollars

- 70 million other .
records

Ponemon method
6 160 000 000 10 780 000 000 16 940 000 000
($154 per record)
Verizon method

($0.58 per record)

23 200 000 6252 400 000 6275 600 000

Table. Costs to Target due to data breach as disclosed in SEC filings

U.S. dollars

T e
reimbursement expenses expenses

2013 191 46 145 94

2014 61 44 17 11
Total 252 90 162 105
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The shortcomings of the cost per record approach are apparent. Part of the problem is that
there is no such thing as an ‘average data breach’. The outcomes will be probabilistically
determined depending on many factors, such as, but not limited to, the preparedness of the
organisation, the type of data stolen and how interconnected the entity is with other entities.
Moreover, averages hide a great deal of variance, particularly for phenomena that where the
losses are not normally distributed such as data breaches (Edwards et al, 2014).

The main takeaway for policy-makers is that the impacts of data breaches are unpredictable
and difficult to model. While even large-scale data breaches have not been sufficient to render
companies like Target insolvent, this does not mean that such an event could not happen in the
future.

5.3. Conclusions

e In spite of their high visibility, the direct costs of genuine cybercrimes are relatively
low in both the EU and US. For instance, the reported criminal revenues from frauds
and scams worldwide, including ransomware, were below USS1 billion in 2015. This
equates to a per capita cost of less than US$1.50 per person in the US and EU. Costs
of traditional categories of crime that have migrated online — such as tax evasion
and welfare fraud — outstrip the direct costs from other categories many times
over. Given their transnational nature, cooperation between the EU and US could
be important to reduce or contain these direct costs in the future.

e Indirect losses from cybercrimes are greater than the associated direct costs. While
hard to estimate reliably, security concerns prevented around one in six EU
consumers and enterprises from performing a task online in 2015. This suggests
that building greater trust in the digital technologies — by making them more secure
— would bring large economic benefits by reducing the indirect losses in which
cybercrimes result. The EU and US can work together to ensure that more secure
technologies are made available — particularly given that the EU is a net importer of
these technologies from the US.

e Many of the available statistics cited are not the soundest statistics methodologically
— but are the only ones available. Unfortunately, some of the most reliable data on
the frequency of cybersecurity incidents and their impact on enterprises, such as
the US National Small Business Cybersecurity Study, have not been conducted in
over a decade. The Eurostat surveys on cybersecurity-related issues do not contain
guestions on the impact of incidents on firms or individuals. Major improvements
are needed in the data and statistics available for cybercrime/cybersecurity
incidents and impacts.

6. Cyber-resilience of critical infrastructure: Costs and risks

Critical infrastructures form the backbone of complex and interconnected systems that
provide for essential societal needs e.g. food, energy, water, etc. Critical information
infrastructure, a sub-set of critical infrastructures, provide the communication
capabilities on which our increasingly digitised societies rely upon to function. Being a
part of a complex, interdependent system means that the potential economic losses
due to critical (information) infrastructure failure or disruption can be enormous. That
the EU and the US seek to develop cooperative mechanisms for threat identification,
risk management and crisis response is therefore important.

The EU and US have different, though broadly similar, definitions of critical
infrastructure.
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e The EU NIS Directive defines 'critical infrastructure' as, 'an asset, system or part
thereof located in Member States which is essential for the maintenance of vital
societal functions, health, safety, security, economic or social wellbeing of
people, and the disruption or destruction of which would have a significant
impact in a Member State as a result of the failure to maintain those functions'.

e The US defines 'critical infrastructure' in Executive Order 13636 (from 2013) as,
'systems and assets, whether physical or virtual, so vital to the United States
that the incapacity or destruction of such systems and assets would have a
debilitating impact on security, national economic security, national public
health or safety, or any combination of those matters'.

Consensus has not been reached amongst countries globally as to what constitutes
‘critical information infrastructure' (OECD, 2007). The UN Resolution 64/211 on the
‘creation of a global culture of cybersecurity and taking stock of national efforts to
protect critical information infrastructures’ recognises each country will determine its
own critical information infrastructures.

e The EU Council Directive 2008/114/EC on the ‘identification and designation of
European Critical Infrastructures and the assessment of the need to improve
their protection’ provides a definition of 'critical information infrastructures' as,
'ICT systems that are Critical Infrastructures for themselves or that are essential
for the operation of Critical Infrastructures (telecommunications,
computers/software, Internet, satellites, etc.)'. In practice, this definition is
unevenly applied across Member States, although this is likely to change with
the implementation of the NIS Directive (ENISA, 2014a).

e The US does not have a specific definition for ‘critical information
infrastructure'. However, the concept is captured Homeland Security
Presidential Directive 7 (HSPD-7), which includes protection of the IT sector
communications sector (OECD, 2007).

The NIS Directive makes provisions for 'digital service providers', which are defined as
a(n): 1. Online marketplace. 2. Online search engine. 3. Cloud computing service. No
equivalent for this concept exists in US policy documents. While not critical information
infrastructure, entities that fall under the relevant definition in the NIS Directive will
have to report less stringent obligations than what are termed 'operators of essential
services'.

Box 2 - The NIS Directive and NIST Framework

On 6 July 2016, the European Parliament adopted the Directive on security of network and
information systems directive (NIS Directive). This directive aims to bring cybersecurity
capabilities to the same level of development in all the EU Member States and ensure that
exchanges of information and cooperation are efficient, including at cross-border level.

On 10 February 2013, Executive Order 13636 ‘Improving Critical Infrastructure Cybersecurity’
(EO 13636) was released by US President, Barack Obama. This Executive Order covered a number
of different measures to bolster the cybersecurity of critical infrastructure in the US under section
7: ‘Baseline Framework to Reduce Cyber Risks to Critical Infrastructure’, a request was made for
the National Institute of Standards and Technology (NIST), under the Department of Commerce,
to develop what would later become known as the NIST Cybersecurity Framework. An Executive
Order on ‘Strengthening the Cybersecurity of Federal Networks and Critical Infrastructure’,
released on 11 May 2017, required all federal agencies to implement the NIST Framework and
report on implementation within 90 days (White House, 2017).
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The goals of the NIS Directive and the NIST Framework are very different. The NIST Framework
is much more operational than the NIS Directive. The NIST framework was originally designed
for critical infrastructure operators. It has subsequently been adopted by other private sector
organisations to assess and improve their ability to prevent, detect, and respond to cyber-
attacks. The NIS Directive is rather a high-level policy around information sharing and
coordination for critical infrastructure in the EU Therefore, for a more useful comparison, it is
helpful to compare the NIS Directive with provisions in EO 13636 as well as other legislation,
Presidential Policy Directives (PPD) and other cybersecurity or critical infrastructure policies in
the US. Such a comparison can be found in Appendix 4.

Broadly speaking, the NIS Directive contains three key sets of measures: 1. Specific measures to
upgrade national cybersecurity preparedness (e.g. creation of CSIRTs in all Member States);
2. Measures to foster cooperation amongst Member States; and 3. Measures to instil a ‘culture
of security’ amongst critical infrastructure sectors that are reliant on ICTs as well as ‘key digital
service providers’. In the US, on the other hand, measures to ensure national cybersecurity
preparedness date back to 2000, with the creation of the Federal Computer Incident Response
Center (FedCIRC), which would later be renamed US-CERT (with its partner in critical
infrastructure protection, ICS-CERT). However, many US states do not have a CERT.
Cooperation between government agencies is laid out in PPD-21, EO 13636 Sec 3 and PPD-21.
International cooperation in the protection of critical infrastructure is specifically called for in
PPD-21. Finally, measures relating to critical infrastructure protection are listed in PPD-21
(which names all 16 critical infrastructure sectors as well as sector-specific agencies with
responsibility for each sector). The equivalent of some ‘digital service providers’ would be
found in the communication, information technology or defence industrial base sectors.

A key difference between the approaches is the application of extra-territoriality of the NIS
Directive as it requires digital service providers to name a representative in the EU if their head
office is not within an EU country. Similar provisions do not exist in the US.

6.1. Transatlantic critical information infrastructure

While critical infrastructures, broadly speaking, face many cybersecurity risks, three
specific transatlantic critical information infrastructures bear specific examination:
submarine fibre optic cables, the Domain Name System (DNS) and internet exchange
points.

Submarine communication cables have crisscrossed the Atlantic for well over a
century. First with telegraph lines, then telephone lines, and now with fibre optic
cables. Fibre optic cables now carry an enormous and continually growing amount of
data. In fact, the traffic exchanged between the EU and the US is the highest of any
inter-regional exchange globally (Meltzer 2012). This traffic will continue to increase as
companies exchange data between their affiliates/subsidiaries, as individuals and
organisations continue to migrate towards Cloud services, and with the arrival of a new
generation of internet-connected devices (the ‘Internet of Things’).

Greater transatlantic data exchange increases the potential impact of any incident that
might disrupt the functioning of submarine fibre optic cables. Possible incidents might
range from unexpected shifts in the ocean floor to anchors being dropped on cables and
severing them (Lacroix et al 2001). As a result, redundancy has been planned into the
network of many cables. Were one cable to fail, internet traffic could be rerouted
through other cables. The issue is that a lack of suitable sites for cables to come ashore
has led to many cable termination points being located on the same shore.
Concentration of these termination points means that, theoretically, 'an attack on two or
three of these sites—at the point where the cables come together in the undersea trench
before coming ashore—could cause enormous damage to the entire system' (ibid).
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The internet infrastructure contains a number of components and systems. One such
system, the Domain Name System (DNS), is in essence a directory for all the devices,
services and resources connected to the internet. One important task it performs is the
conversion of relatively difficult-to-remember strings of numbers (the IP address) into
easier-to-remember domain names for internet browsing. For example, the DNS
reconciles the IP address 136.173.60.59 with the domain name
http://www.europarl.europa.eu/. While the end-users of the internet are relatively
highly distributed, the DNS is not as distributed. Its systemic importance makes the DNS
a potential source of systemic risks and cascading effects in the event of disruption or
failure.

Another part of the internet infrastructure is internet exchange points. These points
exchange traffic between countries. The United States has 41 exchange points (in at
least 70 locations) while Egypt has 1 (Data Center Research, 2016). The failure of an
exchange point in the US is likely to be less costly than a failure of the only point in
Egypt. Some countries are more deeply enmeshed in the global network that others.
For instance, the majority of global internet traffic flows through just three countries:
the US, the United Kingdom, and Germany (Karlin et al, 2009). This concentration of
internet traffic creates choke-points in the network, which creates the potential for
large-scale network interference/disruption and surveillance.

The interconnected nature of these critical information infrastructures, and the
reliance thereon of business operating across the Atlantic (e.g. shipping and transport),
mean that an incident on one side of the Atlantic can have impacts on the other side.
Similarly, poorly managed risk on one side of the Atlantic exposes entities or societies
on the other side to additional risk. There is thus a need to ensure that risk is
adequately managed on both sides, so as to reduce the probability of critical
information infrastructure failure, and that crisis response plans are developed and
implementable should an incident occur.

Figure 10 — Submarine cable bandwidth, Terabits per second, 2014
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Source: Meltzer (2012); based on data from Teleographic (2014).
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6.2. Cybersecurity-related risks to critical infrastructure

Cybersecurity risks to critical infrastructure operators are similar on both sides of the
Atlantic (e.g. malicious insider, malware, ransomware, etc.). For many years, concerns
have been expressed about the potential for cyber-threats to disrupt the operation of
critical infrastructures (Lewis, 2006). This is primarily due to vulnerability of the
industrial control systems (ICS) — that can be found in electrical, water, oil, gas and data
infrastructures — to access and manipulation by external actors, or internal
error/accident, potentially leading to disruption or failure.

Miller and Rowe (2012) provided a survey of numerous cyber-related incidents
involving supervisory control and data acquisition (SCADA) systems and critical
infrastructure dating back to 1982. Incidents span aviation, energy and water
infrastructures. The major issue here is that complex and interdependent systems are
involved. There is a risk of cascading effects from the disruption or failure of one part of
such systems, which then affects other parts of the system (Geer, 2016). A relatively
small, isolated incident for one organisation can escalate to a sector-wide emergency
then subsequently result in a system-wide crisis.*’” This can have a significant negative
effect on capital stocks, productivity and economic output (Kelly, 2015).

A continuing concern is that the risk factors to critical infrastructure are changing
rapidly — too rapidly for operators to manage adequately. For instance, in its most
recent Quadrennial Energy Review, the US Energy Department warned that the
electrical grid, 'faces imminent danger' from cyber-threats which are, 'increasing in
sophistication, magnitude, and frequency'. Compounding the problem is that these,
‘rapidly evolving threats and vulnerabilities', have to be managed through, 'slower-
moving deployment of defense measures.' These concerns are increasingly borne out in
real incidents. In 2015, an unprecedented and sophisticated cyber-attack on the energy
grid in Ivano-Frankivsk, a town in Ukraine, was reported (Tuptuk, 2016). A combination
of malware, denial of service attacks and other techniques were used to bring down
thirty substations. The result was a blackout that affected 230 000 people (Zetter,
2016). The Ukrainian energy ministry subsequently accused the Russian Federation of
launching the attack (Tuptuk, 2016).

Compounding the already difficult situation, the trend in the critical infrastructure
sector is towards greater use of digital technologies. A transition across societies is
occurring towards an 'Internet of Things', the embedding of (potentially internet-
connected) sensors into objects such as cars, household appliances, buildings, etc. This
transition is also occurring in critical infrastructure. Sometimes termed the 'Industrial
Internet' (Evans and Annunziata, 2012), the goal is to install sensors within critical
infrastructure. This could create greater reliance on the reliable functioning of critical
information infrastructures, which technologies associated with the 'Industrial Internet’
require in order to function.

On the other hand, although malicious ‘cyber-attacks’ receive a great deal of press
attention, the majority of cybersecurity incidents are caused by human error or other
hazards. In the European power industry, in 2015, human error was the most common
root cause category for network outages with the most users affected. Malicious

47 This is already occurring with the Domain Name System. See Section 5.5.2 below for more
information.
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actions, by contrast, only contributed to 2.5 % of outages (ENISA, 2016b). In the
aviation industry, airlines frequently experience outages, and extensive delays for
passengers, due to IT system failure caused partly by legacy systems (e.g. Delta airlines
in September 2016 and again in January 2017) (Isidore, 2016; McLean et al, 2017).
Moreover, critical infrastructures are disrupted or fail frequently. Power grids in the US
are regularly disrupted — by small animals — which cause failures in power grids dozens
of times a year (Peterson, 2016). The issue is that parameters and effects of ‘cyber-
attacks’, unlike human errors or small animals, are difficult to predict. Preparing critical
infrastructure operators to recover following such rare but potentially costly incidents
is necessary. Regular threat or incident-sharing among critical infrastructure operators
would help them to be adequately prepared to recover from the outcomes of incidents
related to these dynamic, unpredictable threats.

For critical infrastructure operators to adequately manage the potential for and recover
from the impacts of cybersecurity incidents — whether caused by malicious or
accidental actions — in this dynamic and fast-moving environment is, and will continue
to become, more difficult. Efforts to build this responsive capability, often termed
‘building cyber-resilience’, is likely to require collaboration between private and public
sectors, particularly around sharing of best practices, development of safety standards
and the exchange of threat information.

6.3. Direct costs of investment in improving cyber-resilience

Both the public and private sectors in the EU and the US have been increasing
investment in measures to improve cybersecurity and cyber-resilience. Unfortunately,
data on the proportion of this spent on specific critical infrastructure initiatives are not
widely available. Data on private sector spending broadly on cybersecurity are
available, however they are based on speculative forecasts or extrapolated totals. The
data on public sector spending in the US are more complete than the equivalent for the
EU. It is difficult to know whether this spending has been optimal at a national level or
across both the EU and the US, given that cost-avoidance estimates have not been
developed. In the EU, Micro Market Monitor, a private consulting firm, forecasts that
private sector cybersecurity spending will rise to US$37.38 billion by 2020.% This
estimate does not include public sector spending. It is not clear whether the number
was derived from a top-down, bottom-up, or a demand-side estimate, which makes
comparison with other countries or regions difficult.*

Unfortunately, the total public spending on cyber-resilience measures across EU
Member States are not available, nor are data available at the EU level. However, some
data points are available for some specific initiatives and some individual countries. In

4 In further correspondence with the team that compiled these figures, a revised set of figures were

provided for the market size of Europe of US$24.75 billion, which will grow by 7.9 % during 2016 to
2021. The reason for this revision was because, 'the values are generated by RT (software) The
numbers published on [the] MMMs site are not accurate as this are software and system generated
number' [sic].

4 Top-down involves estimating the global market size then, to find the country or regional figure,

dividing by the percentage contribution that each country or region makes. Bottom-up involves
estimating the sales of major companies in the market and their market share to determine a country
or regional amount. Demand-side involves determining the key customers for a product or service
then, based on their average annual expenditures on the product or service, estimating the total sales
in a country or region.
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the Impact Assessment for the EU Cybersecurity Strategy (European Commission,
2013), some of the major costs associated with the strategy were estimated to be:

e £7.5 million to establish 3 computer emergency readiness teams in Cyprus,
Ireland and Poland.

e A theoretical maximum of €9.72 million to develop and implement a cyber-
incident contingency/cooperation plan and a national cybersecurity strategy.

e €£55555 per Member State to conduct and take part in pan-European cyber-
incident exercises.

e A maximum of €10 million or a minimum of €1 million to establish the physical
infrastructure necessary for the sharing of information between authorities
(depending on whether the infrastructure is newly built or adapted from
existing infrastructure).

e €1-2 billion in additional compliance costs for the Directive on Security of
Network and Information Systems (NIS Directive).

e €4.25-8.5 million for administration related to the incident response
requirements of the NIS Directive.

Additional data points can be seen in the following publicly released information:

e The European Union plans to spend an additional €450 million on a public-
private partnership for cybersecurity under its research and innovation
programme Horizon 2020 (which equates to an average of €112 million
annually) (EC 2016). It is hoped that this will be augmented with investment
from the private sector totalling €1.8 billion. Provisions exclude US companies
from investing.

e The UK spent GBP860 million over five years, 2011-2016 (or an average of
GBP172 million per year (UK Cabinet Office, 2014). Spending of GBP1.9 billion is
also planned over the coming years (Osborne, 2015).

Figure 11 — US Federal cyber incidents and defensive cyber spending by CFO Act
Federal agencies, 2009-2015

Number of incidents and billions of US dollars
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Data source: Office of Management and Budget (OMB), Annual Reports to Congress on implementation of The
Federal Information Security Management Act (FISMA) of 2002.
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Government spending on cybersecurity at a federal level in the US has increased with
each passing year. President Obama’s White House Budget request for 2017 included
USS19 billion in government spending on cybersecurity, which equated to
approximately USS60 per capita for that year. This was close to four times the level of
the previous decade (Zatko, 2013). Reported spending by Chief Financial Officer (CFO)
Act agencies increased from approximately USS8 billion in 2009 to approximately
USS$12.5 billion in 2015 (see figure above). These figures on actual funds spent are
required by the Federal Information Security Modernization (FISMA) Act. They are
superior figures in that they report the actual amounts spent, rather than the amount
budgeted or a speculative forecast or an estimate of future spending. Aggregate figures
on public spending on cyber-resilience measures are not available in the EU.
Fortunately, incident data are collected and released by ENISA each year. If combined
with accurate cybersecurity spending data, it might be possible to derive statistics
based on detected incidents given a certain level of spending.

The direct benefits from spending on measures to improve cyber-resilience are realised
in terms of cost-avoidance, that is, economic losses that do not occur due to the
mitigation of risks that would have led to critical infrastructure failure or disruption.
This is difficult to measure. Where aggregate figures are available, such as is done in
the US for federal spending for FISMA, there is rarely accompanying data or analysis of
the outcomes of the security spending and incidents. FISMA reporting includes data on
the number of incidents detected across federal agencies for the year in question (see
figure above).”® Yet the associated costs/losses to federal agencies as a result of these
incidents is not estimated. Such data are required before any analysis can be done to
determine cost-effectiveness or benefits from cost-avoidance due to investment in
measures to increase cyber-resilience.

6.4. Indirect losses from past disruption and failures of critical
infrastructure

In the event that the operation of critical infrastructure is disrupted or fails, indirect
losses are borne by those who are reliant on the infrastructure to conduct their
business activity or to meet their basic needs. When millions of people are reliant on
critical infrastructures, these indirect losses can be enormous. Unfortunately, there are
few robust, rigorous and standardised estimates of the indirect losses due to failure of
critical information infrastructure. Indeed, there is still no consensus on the correct
approach for estimating economic loss from such failures (Kelly, 2015).

Critical infrastructure and critical information infrastructure exist within complex,
interdependent systems. A key concept to understand when attempting to model such
systems is that, when modelling the outcomes of certain ‘fat-tailed’ phenomena, past
events are not necessarily a reliable indicator of the outcomes of future events. In such
an environment, ‘Black Swan’ events may occur.®® A similar situation is found in the

0 Although the number of detected incidents are increasing with each year, an unknown percentage

are not detected and thus are not recorded. Moreover, an analysis of whether the situation is getting
‘better’ or ‘worse’ would have to normalise these figures by weighting them to the size of the
network over time (Jardine, 2015). In other words, detected incident numbers might be increasing
but this might just be a consequence of a larger network with more users.

51 Unforeseeable events [for some] with low-probability with high-impact. See: Taleb, 2007, The Black

Swan: The Impact of the Highly Improbable, Random House: New York.
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study of terrorism. Observing the two figures below, consider that in the US, between
the years 1970-1995, the highest number of casualties from terrorist attacks was 168,
due to the Oklahoma City bombing. Up until this incident, observation of historical
events would suggest this as a maximum number of casualties. However, in 2001 the
September 11 attacks resulted in casualties amounting to 1382 — an order of
magnitude (and twenty times more) casualties than the previous maximum five years
before (pay particular attention to the scale on the y-axis).

Figure 14 — Casualties from terrorist attacks in the US, 1970-2000

Oklahoma City Bombing

Data source: National Consortium for the Study of Terrorism and Responses to Terrorism (START), Global Terrorism
Database.
Note: Based on the work of Prof. Pasquale Cirillo.

Figure 15 — Casualties from terrorist attacks in the US, 1970-2015

September 11,2001 attacks

Oklahoma City Bombing

Data source: National Consortium for the Study of Terrorism and Responses to Terrorism (START), Global Terrorism
Database.
Note: Based on the work of Prof. Pasquale Cirillo.

The key question for policy-makers to consider now is whether, in the cybersecurity
and cybercrime domain post-lvano-Frankivsk/Ukraine, we are at the equivalent point in
the chart above just following the Oklahoma City bombing? If so, what might be the
outcome in the future? There are unfortunately no clear answers. However, there is
reason to be concerned, given the rate at which offensive cyber capabilities are
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proliferating and the rate at which critical infrastructure operators plan on adopting
digital technologies as a part of the 'Industrial Internet'.

In its survey of prior studies that estimated losses from failure in critical information
infrastructures,”® ENISA (2016a) identified one notable conclusion, 'measurement of
the real impact of incidents in terms of the costs needed for full recovery proved to be
quite a challenging task.' Part of the issue is that the organisations producing such
reports used different methodologies (surveys and questionnaires, log analysis, public
information collection), data sources (experts, internal data, public information,
partners), and cost frameworks (cost by threat, cost by country, cost by sector, cost by
region). ENISA concluded that these decisions appear to be, 'often driven by business
factors rather than actual interest of stakeholders or realistic needs' (ibid). With the
caveats on past events being indicative of future outcomes in mind, a survey of the
field can be used to gain at least a sense of the scale of possible indirect losses linked to
critical infrastructure and critical information infrastructure failure.

With regard to failure of submarine cables, a study commissioned by APEC (2013)
sought to estimate the losses that could occur due to cable failure given several choke
points in the region where cables come ashore. The study was based on a model that
combines internet traffic with direct and indirect cost estimates. The report mentions
that the direct costs, such as repairing the cable, are relatively low. The indirect costs
vary depending on the country in question and the relative connectivity (the number of
submarine cables or alternative overland internet exchange points) of the country in
guestion. To illustrate these consequences, the findings state:

‘A fault in all landing points in Australia would entail direct costs (for cable repair) of
USS2.2 million and indirect economics [sic] cost of USS3 169 million mostly due to the
loss of 100 % of international internet traffic. It should be noted that the loss of internet
connection in Australia would also cut off the internet connection in Papua New Guinea.
For a similar case in Korea, the indirect economic costs would be around USS1 230
million. But for a similar case in Canada, the economic costs would be zero, as there is
alternative overland connectivity available to the US.'

In spite of some stated limitations, such a model might provide a basis on which to
arrive at a rough estimate of the potential economic losses due to failure of
transatlantic submarine cables under a variety of scenarios. Such a study has not to
date been conducted.

Regarding the Domain Name System (DNS), a large portion of DNS traffic is managed
by one company, Dyn, which is located on the east coast of the US. On 21 October
2016, Dyn was subject to two unprecedentedly high-powered distributed denial of
service (DDos) attacks. The attacks flooded the Dyn servers with over one terabyte of
traffic per second until the system could no longer handle the high level of traffic. Once
down, an estimated 1 200 websites could no longer be accessed by end users. Some
notable sites included PayPal, Twitter, Amazon, Netflix and Spotify (Gallagher, 2016).
The attack was linked to the Mirai botnet, which hijacks insecure ‘Internet of Things’
devices (e.g. DVR players, surveillance cameras). These ‘Internet of Things’ devices do
not have sufficient security measures built into them at the time of design and

52 In actual fact, much of the content of this ENISA report relates to cybercrime and cybersecurity
failures more broadly, rather than critical (information) infrastructure in a narrow sense as the title of
the report would suggest.
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manufacture, partly because the producers are not held liable for the harms caused by
technology failure, and are therefore vulnerable to bot-net hijacking.

Figure 12 — Evolution of DDoS attack strength
Gigabits per second, 2004-2016 (Nov)
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Data source: Arbor Networks Inc. (for 2004-2015) & Gallagher (for 2016).

These incidents demonstrate two important dynamics. First, the power of some cyber-
threats, such as botnets, is rapidly increasing. These rapid increases coincide with the
first wave of adoption of ‘Internet of Things’ technologies. The Mirai botnet attack on
Dyn was two times more powerful than the most powerful attack seen one year before.
It was twenty times more powerful than the most powerful seen just four years
previously. This growth rate is likely to continue to accelerate as relatively insecure
‘Internet of Things’ technologies proliferate. Second, internet users in Europe are
somewhat reliant on the functioning of critical information infrastructures in the US,
and vice-versa. The map below, on the left, shows regions affected due to the first
attack, on Dyn in the US, and its effects in Europe. On the right, the effects of a second
attack, this time in London, is shown. In both cases, failure of critical infrastructure on
one side of the Atlantic had effects on the other side of the Atlantic. It is still too early
to assess the economic losses from this incident. Such a study could be performed
however with sufficient resources.
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Figure 13 — Internet outages caused by DDoS attack on Dyn, 21 October 2016
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Source: Down Detector.

Regarding internet exchange points, in the wake of the 2011 revolution in Egypt, the
government at the time shut off the sole internet exchange point out of the country. In
a hastily put-together exercise, the OECD (2011) estimated that the direct costs of this
action led to a minimum of USS90 million in total. However, this figure does not
incorporate the indirect economic losses resulting, 'from a loss of business in other
sectors affected by the shutdown of communication services e.g., e-commerce, tourism
and call centres.' Such disruption would not be as pronounced in countries with greater
numbers of internet exchange points as traffic could be re-routed out of the country via
other points.

New concerns have also arisen about the stability of power grids when faced with
cyber-threats (e.g. incident in Ivano-Frankivsk, Ukraine; and the US Energy
Department’s Quadrennial Energy Review). There are many studies on the losses
associated with power grid failure though not linked particularly to a cyber-related
incident. An examination of the results of these studies points to the difficulty in
modelling such phenomena however. A commonly cited study, conducted by Lloyds
Insurers and the Cambridge Centre for Risk Studies, provides an estimate of the
potential losses due to a cyber-attack on the US power grid. The study finds potential
losses could amount to between USS$S243 billion and US$1.34 trillion. The range of this
estimate — around USS$1 trillion — points to the inexact nature of such modelling
exercises. In 2003, a blackout occurred across the north-eastern US and Canada. In a
subsequent report, the US-Canada Power System Outage Task Force cited figures
suggesting, 'total costs in the United States range between $4 billion and $10 billion (US
dollars).">® In a study estimating the direct and indirect economic losses as a result of a

53 However, the original report from which these statistics are derived, from ICF Consulting, calculated

total losses based on a survey of consumer’s willingness-to-pay (WTP) to avoid such outages. Survey
methodologies such as these do not tend to deliver reliable figures at scale as they exclude the
complex interrelationships that characterise critical infrastructures and lead to knock-on losses. This
is something acknowledged in the original report that, 'the data for the August 2003 outage is
preliminary and further refinements will be necessary.'
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less than two-day electricity infrastructure outage in Italy in 2003, a rough estimate
suggested losses of € 81.79 million for the 11 critical infrastructure industries and
€123.17 million for all industries together (Jonkeren et al, 2012).>* This study used an
input-output model, now a popular method for modelling infrastructure collapse given
its ability to model complex inter-relations. These results are a fraction of those found
by both the Lloyds/Cambridge and the ICF Consulting studies.

The aviation sector also faces certain risks due to digital technologies. These risks
might affect the computer systems of airlines, air traffic control systems and the
cybersecurity of planes themselves. The example of extensive delays for passengers
due to failure of Delta’s legacy IT systems has already been mentioned in this chapter
(Isidore, 2016; Mclean et al, 2017). For a different example, in November 2015, air
traffic control systems across much of Sweden were unavailable, resulting in the
cancellation of multiple domestic and international flights at the airports of Arlanda,
Landvetter and Bromma. Sweden reportedly suspected that a hacker group linked to
Russian military intelligence service (GRU) was responsible for an attack (Leyden, 2016).
Finally, software vulnerabilities in planes themselves have previously been linked to
incidents. In 2008, a Qantas Airbus 330 nose-dived suddenly, twice, while flying off the
coast of Western Australia. A number of passengers who were not wearing seat belts,
as well as crew members, were seriously injured. According to a government
investigation following the incident, it was due to the malfunction of the software on
one of the air data inertial reference units, which are used in the on-board autopilot
system (Australian Transport Safety Bureau, 2008).

In sum, there are a number of threats and vulnerabilities in the aviation industry that
could lead to cyber incidents. It is difficult to estimate the potential losses from these
incidents given their low probability and potentially high impact. While an extreme
case, an idea of the economic losses due disruption to transatlantic aviation can be
ascertained from the eruption in mid-April 2010 of Iceland’s Eyjafjallajokull volcano.
The ash cloud projected into the atmosphere spread across Europe over the
subsequent week. The effects of the eruption on critical transport infrastructure,
aviation, was unprecedented and led to the cancellation of over 100 000 flights over
one week. The eruption was particularly damaging to transatlantic transport. This is
because inter-European travellers could resort to other modes of transport (e.g. train,
bus). Such alternatives were not open to transatlantic travellers. The International Air
Transport Association (IATA) (2010) estimated that the economic losses to airlines
servicing some major transatlantic routes totalled US$49.9 million for Monday 19 April
2010 (see table below). The total losses to airlines across all flights and routes over the
week was estimated to be USS$S1.7 billion. While such a system-wide shutdown of
aviation due to a cyber-incident is of low probability, these aggregate figures provide at
least some idea of the scale of economic losses that might accrue in the event of
isolated incidents resulting in delays.

% The study notes that this is likely a slight overestimate owing to the use of an inoperability input-
output model.
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Table 7 — Economic losses to airlines due to cancelled transatlantic flights

Monday 19 April 2010

m

Various

I
tal | SUS millions % total
UK-US 37 018 3.0 24.9 8.0
Germany-US 20 681 1.7 7.7 2.5
France-US 13 474 1.1 7.4 2.4
Switzerland-US 4 652 0.4 3.6 1.2
Netherlands-US 7 000 0.6 3.4 1.1
Ireland-US 5501 0.4 2.9 0.9
Total 88 326 49.9

Data source: IATA.

6.5. Conclusions

Failure of critical information infrastructure on one side of the Atlantic impacts
those on the other. There is therefore a need coordinated risk management and
response (improved cyber-resilience). This in turn is facilitated by governance
mechanisms that bring public and private stakeholders, on both sides of the
Atlantic, together. Such mechanisms are not as yet in place.

Dynamic, fast-moving and intensifying threats are emerging for critical
infrastructure operators on both sides of the Atlantic. There is a need to
facilitate information sharing and best practice development and exchange for
critical infrastructure operators so that the most effective measures are
implemented widely.

Technologies associated with the Internet of Things/Industrial Internet do not
have sufficient cybersecurity measures built-in at the design and manufacturing
stages. As they are adopted, including by operators of critical infrastructure, the
number of threat vectors are increasing and new vulnerabilities are being
created. These in turn increase the risk of cascading disruptions or failures of
critical infrastructures, which could result in high indirect losses.

The EU and US are spending increasing amounts of public funds on
cybersecurity and cyber-resilience measures to mitigate risks. Yet the direct
investments are not aggregated in a reliable way for the EU and the US.
Moreover, the potential economic losses of disruption or failure to critical
(information) infrastructures are difficult, though not impossible, to model ex
ante. This makes it difficult to implement a risk management approach so as to
allocate limited public funds in the most cost-effective way.
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7. Current and potential EU-US cooperation

There is a great deal of congruence between the stated policy goals in both the EU and
US relating to cybersecurity, cyber-resilience and cybercrime. Cooperation in several
areas is already under way. In practice, however, cooperation on some issues has
advanced at a faster pace. This is most often a function of the political urgency,
congruent or conflicting interests, and the pre-existing tradition of working together.
The discussions about cyber-related issues are pursued in several venues, which were
established to accommodate the growing preference for closer policy coordination and
exchange of information across the Atlantic. This was driven by the increasing
complexity of the institutional and regulatory issues; new cybersecurity threats going
beyond cybercrime and espionage; and evolving efforts to undermine democratic
institutions and values.

Table 8 — Current fora for EU-US cooperation in cyber policy

_ Description and typical issues addressed

EU-US Cyber Dialogue Annual forum for discussion of international cyberspace developments,
promotion of human rights online, politico-military and international
security issues (e.g. establishment of norms of behaviour online) and
cybersecurity capacity building in third countries.

EU-US Working Group
on Cybersecurity and
Cybercrime

EU-US Information
Society Dialogue

EU-US Innovation and
Investment in the
Digital Economy
Dialogue

EU-US ICT
standardisation
roundtable

Transatlantic Economic
Council

Established in 2010 following the EU-US summit in Lisbon. Focus on cyber
incident management, public-private partnership on critical infrastructure
cybersecurity, cybersecurity awareness raising and cybercrime (White
House 2014).

Discussion on issues related to ICTs and the digital economy. The
fourteenth such dialogue was held in June 2016 and involved discussions
on, 'the role of digital platforms, ICT standards, connectivity, copyright,
data flows, ICT-enabled research, and international cooperation' (State
Department 2016).

The first forum was held in March 2016 and brought US Secretary of
Commerce Penny Pritzker and Vice President of the European
Commission, Andrus Ansip, together for a bilateral meeting. The
discussion focused on personal data protection, internet governance, the
Internet of Things and policies to create an ecosystem in which
innovation and investment in digital technologies may thrive (Commerce
Department 2016).

Addresses broad issues linked to technology standardisation. The most
recent edition was held in September 2016 with the participation of US
Secretary of Commerce, Penny Pritzker, and EU Commissioner Oettinger.
The topics on the agenda include standard-setting for technologies that
constitute the Internet of Things, 5G and cybersecurity in a technology-
neutral fashion (State Department 2016).

Established in 2009. The cyber-related issues on the agenda include
international standards to support the interoperability of patient health
records, and of EU-US cooperation on training and workforce
development in e-Health/Health IT sector.

In recognition of the growing importance of cyber-related issues for the transatlantic
partnership, at the EU-US Summit of 2014, leaders agreed to establish the EU-US Cyber
Dialogue, which serves as an umbrella venue for discussing a wide spectrum of cyber-
related issues. Areas of broad focus for the dialogue include: international cyberspace
developments, promotion of human rights online, politico-military and international
security issues (e.g. establishment of norms of behaviour online) and cybersecurity
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capacity building in third countries (EU, 2014). A more focused transatlantic
conversation also takes place within dedicated venues, such as the EU-US Information
Society Dialogue and the EU-US Working Group on Cybersecurity and Cybercrime. The
most recent EU-US Cyber Dialogue in December 2016 focused on the following issues:

Internet governance: The Internet Assigned Numbers Authority (IANA)
transition that took place in 2016 (see Box 3) was an important step in re-
affirming the multi-stakeholder model of internet governance and helped to
move away from the state-controlled model proposed by Russia and China
under the auspices of the UN. However, both the EU and the US are concerned
that the planned International Telecommunications Union (ITU) Plenipotentiary
conference in 2018 might be used to challenge the current model of internet
governance. This drives a preference for closer EU-US cooperation.
International cyberspace issues: Given the increasing importance of
cybersecurity issues in international debates, the EU and the US are working
closely on coordinating their positions. This is particularly relevant given that a
group of countries, led by China and Russia, is increasingly focused on proposing
new conventions or codes which would undermine the open and free nature of
the internet. To that aim, the EU and the US work closely to support work on an
‘International Cyber Stability Framework’ within the UN Group of Governmental
experts, and remain committed to promoting global confidence-building in the
Organisation for Security and Co-operation in Europe (OSCE). Both are also
interested in a possible closer coordination of positions in the framework of the
Ise-Shima Cyber Group under the G7 umbrella.

International security issues and norms: The EU and US are each other’s closest
allies with regard to their positions on the application of international law in
cyberspace and norms of responsible state behaviour. ‘Attribution’ is an issue
that requires further discussion. In the absence of a mechanism that would
allow for an absolute certainty of the origin of incidents, assigning responsibility
for an incident remains a subjective issue based on evidence from various
sources.

Capacity building in third countries: There is a general agreement on both sides
that strengthening the capacity of partner countries to deal with cybersecurity
threats may help effectively combat cybercrime. While some coordination in the
capacity building efforts of the EU and the US is already taking place, both sides
face similar challenges in the lack of available expertise and in ensuring effective
coordination between different stakeholders.

Cybercrime: In order to ensure an effective law enforcement response so as to
successfully mitigate incidents, the EU and the US established a robust dialogue
on cybercrime. Both the EU-US Working Group on Cybersecurity and
Cybercrime and the Justice and Home Affairs Ministerial serve as venues where
key cybercrime issues are discussed. The EU and the US are spearheading
international efforts to promote legal and institutional solutions proposed in the
framework of the Council of Europe Convention on Cybercrime (‘Budapest
Convention’). This treaty was the first international treaty seeking to address
cybercrime by harmonising national laws, improving investigative techniques,
and increasing cooperation among nations. By 2017, fifty-five states had ratified
and four have signed but not yet ratified the convention, including many EU
Member States and the US (which ratified the convention in 2006). However,
there is the strong effort by a group of countries — including Brazil, China, Russia
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and South Africa — to push for a new legal instrument. These conflicting
positions have politicised some of the discussions — for instance within the
United Nations Office on Drugs and Crime (UNODC). An additional issue that
requires further debate is ‘internet jurisdiction’ and the question of access to
evidence stored abroad or held by companies established outside of the
national jurisdiction of any law enforcement agency.

e Cyber-resilience: In light of the accelerating efforts to strengthen cyber-
resilience, the EU and the US may aim to coordinate the exchange of
information relating to the ongoing or planned activities more closely. In the EU,
progress on the implementation of the NIS Directive and communication on
strengthening Europe’s cyber-resilience systems may be of particular interest to
the US. The EU, on the other hand, may be interested in gaining a better
understanding of the functioning of the sector-based Information Sharing and
Analysis Centers (ISACs). The EU and the US are also working towards exploring
similarities and divergences between the NIS Directive and the Framework for
Improving Critical Infrastructure Cybersecurity released by the National Institute
of Standards and Technology (the ‘NIST Cybersecurity Framework’).

Box 3 — The significance of the IANA transition for global internet governance

The past decade has seen two particularly important and interrelated developments in internet
governance that are relevant to EU and US cooperation. For many years, the US government
has been gradually reducing its role in the Internet Corporation for Assigned Names and
Numbers (ICANN) and the Internet Assigned Numbers Authority (IANA) function that it
performs. The IANA function relates to the Domain Name System. It is the high-level system
whereby IP addresses are coordinated (ICANN, 2014). Historically, the US Department of
Commerce has owned and operated the IANA functions through the National
Telecommunications and Information Administration (NTIA). The functions were contracted out
to ICANN in 1998.

As the internet was adopted worldwide, the US Department of Commerce sought to step away
from its contract with ICANN and to transfer the IANA functions to the international
community. Critical to this transfer was the maintenance of the same ‘multi-stakeholder’ model
that had been used to govern ICANN decisions throughout its history. The multi-stakeholder
model is built around participation, partnership and cooperation of governments, the private
sector, civil society, international organisations, the technical and academic communities and
all other relevant stakeholders (DeNardis, 2015). The EU and US (among many other countries)
have supported this model for over two decades.

At the 2012 World Conference on International Telecommunications in Dubai, several countries
supported a new form of internet governance that would give greater control over managing
critical internet functions to their own governments via an increased role of the United Nations
in such matters. This proposed ‘multilateral’ model would have given sovereign nations more of
a role in internet governance matters, in a marked departure from the ‘multi-stakeholder’
model (ibid). After long negotiation, this matter was resolved, for the time being, at a meeting
of the World Summit on the Information Society’s ten-year review on 15-16 December 2015. At
this meeting, the nations present reaffirmed their support of a multi-stakeholder model (UN
General Assembly, 2016). Moreover, on 1 October 2016, the NTIA contract with ICANN expired
and the IANA functions were finally transferred to an ICANN that is entirely free from US
government oversight (IANA SCG, 2016).
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7.1. Looking ahead: issues for EU-US cooperation

The analysis of relevant EU and US strategies allows identification of six areas of
congruence related to cybersecurity, cyber-resilience and cybercrime (see Table 9).
These are potential areas of cooperation. In practice, some have been taken forward on
a cooperative basis and others have not for a variety of reasons.

The resilience of critical infrastructure is paramount for the EU and US. Recognition of
this importance is reflected in the EU with the NIS Directive and in the US with both
EO 13636 and the 2017 EO on 'Strengthening the Cybersecurity of Federal Networks
and Critical Infrastructure'. Measures to ensure the continued and reliable functioning
of portions of the internet infrastructure/architecture, such as transatlantic submarine
cables and the DNS system, are vital to avoid the costs and losses — on both sides of the
Atlantic — that would be incurred were these infrastructures to be disrupted or fail. The
potential for low-probability but high impact events with critical (information)
infrastructure cannot be understated. Most of the critical information infrastructure is
owned and operated by private companies which operate on both sides of the Atlantic.
This ensures some measure of cooperation. Yet there do not appear to be many formal
mechanisms though which critical infrastructure operators might cooperate in the
development of risk management/crisis response on a sector-by-sector basis with their
public and private sector transatlantic counterparts. Such mechanisms may be useful to
investigate and implement in the future especially when the NIS Directive and PPD-21
both call explicitly for international cooperation.

Both the EU and US have called for direction of research and development efforts
towards technologies that would increase cybersecurity. Substantial public funds have
already been allocated towards such efforts. In July 2016, the EU announced the
creation of a public-private partnership on cybersecurity. The EU will invest
€ 450 million in public funds in this partnership under its research and innovation
programme Horizon 2020 (European Commission, 2016b). It is hoped that the initiative
will result in € 1.8 billion in total public and private investment. In the US, the 2016
Cybersecurity National Action Plan called for creation of a USS$3.1 billion Information
Technology Innovation Fund.> The draft budget for FY 2018 includes USS$1.5 billion for
the Department of Homeland Security for activities related to protecting federal
networks and critical infrastructure from attacks (DHS, 2017). The US also has a 2016
Federal Cybersecurity Research and Development Strategic Plan°®. Rather than
separately investing in technologies with the same goal or purpose, thereby duplicating
the research effort, it may be more prudent to investigate in what ways research might
be coordinated so as to deliver the greatest or most useful research output.

55 The legislation that would have created this initiative, the Information Technology Modernization Act
2016, was not subsequently enacted by Congress. That the initiative was proposed however indicates
a desire on the part of the Federal government to invest substantial funds in improving the security of
Federal IT systems.

% On a related note, on 23 January 2017, the Chinese government announced the equivalent of a
USS$14.5 billion public fund to invest in internet-related technologies (Ge, 2017).
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Table 9. Comparison of the EU and US Cybersecurity Strategies

Potential area
of cooperation

Develop cyber-
resilience

Combatting
cybercrime

Fortifying cyber
defence

Information
sharing and
response

Establishing
norms

Coordination of
R&D

EU Cybersecurity Strategy

e Achieving cyber-resilience

Digital Agenda for Europe

e  Action 28: Reinforced NIS policy

e  Action 33: Support EU-wide
cybersecurity preparedness

e Action 38: Member States to
establish pan-European CERTs

e Action 41: Member States to set up
national alert platforms

e Action 123: Proposal for NIS
Directive.

Digital Agenda for Europe

e Action 30: Establish a European
cybercrime platform.

e Action 31: Analyse the usefulness of
creating a European cybercrime
centre.

e  Action 32: Strengthen the fight
against cybercrime and cyber-
attacks at international level.

EU Cybersecurity Strategy

e Improve cyber-defence training and
exercise opportunities for military in
European and multinational context

e  Cooperation between EU and NATO

Common Security and Defence Policy
Cyber Defence Policy Framework
EU Cybersecurity Strategy

e Achieving cyber-resilience:
Information sharing and mutual
assistance

EU Cybersecurity Strategy

e  Establish a coherent international
cyberspace policy for EU and
'‘promote core EU values'

EU Cybersecurity Strategy

e R&D investment and innovation

e  Coordinate funding through Horizon
2020, Internal Security Fun, EDA
research including European
Framework Cooperation

e Coordinate research agendas across
EU institutions and member states

Cybersecurity National Action Plan, 2016

e Enhance critical infrastructure
security and resilience

e  Establish National Center for
Cybersecurity Resilience

Cybersecurity National Action Plan, 2016

e Deter, Discourage, and Disrupt
Malicious Activity in Cyberspace

Department of Defense Cyber Strategy

e Defend DoD networks, systems, and
information.

e Defend the US homeland and US
national interests against cyber-
attacks of significant consequence.

e  Provide cyber support to military
operational and contingency plans.

Comprehensive National Cybersecurity
Initiative, 2009

e Information sharing between
government information security
centers and strategic operations
centers

Cybersecurity National Action Plan, 2016

e Norms e.g. states should not conduct
the cyber-enabled theft of
intellectual property for commercial
gain

Comprehensive National Cybersecurity

Initiative, 2009

e Coordinate R&D efforts

e Reorient R&D spending to 'develop
technologies that provide increases in
cybersecurity by orders of magnitude
above current systems and which can
be deployed within 5 to 10 years'
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Potential area
of cooperation

Cybersecurity National Action Plan, 2016

e $3.1 billion Information Technology
Innovation Fund

e 2016 Federal Cybersecurity Research
and Development Strategic Plan

International cooperation is desirable to effectively combat cybercrime, which can be
conducted trans-nationally. There are many formal and informal mechanisms in place
to facilitate cooperation in this area. For instance, the Budapest Convention, Global
Alliance against Child Sexual Abuse Online and mutual legal assistance treaties (MLATS).
Access to evidence for the purpose of criminal proceedings is officially conducted
through MLATs between the US, the EU, and EU Member States. However, the
increasing reliance of law enforcement on alternative methods for accessing evidence
suggests a need to rethink the MLAT processes. For instance, governments and law
enforcement agencies are making more formal requests for access to metadata held by
major technology companies outside of the MLAT process (see figure 16 below). This,
coupled with the recent Microsoft vs FBI case in Ireland, in which the FBI sought to
access emails of a Microsoft customer held in an Irish data centre (Brown et al, 2016),
indicate that needs related to access to evidence are not being met through the
traditional MLAT process. One reason for this circumvention of the MLAT process is
that the process has not kept pace with technological change. Requests made within
the MLAT process tend not to be fast enough to meet the needs and requirements of
law enforcement entities. Requests made outside the MLAT process lack adequate
oversight and transparency (Fidler, 2015). Governments have been attempting to
circumvent/avoid the MLAT process in a number of ways, which have had associated
negative effects. For instance, governments are:

‘requiring companies to store content locally so as to ensure access; demanding
mandatory anti-encryption regimes as an end-run on the restrictions on access; asserting
broad authority to access the data extraterritorially, thereby bypassing more stringent
privacy protections that apply under the domestic law where the data is held; and
subsequently harassing, indicting, and threatening with arrest employees or officers of
local subsidiaries for refusing to turn over the requested data' (Daskal and Woods, 2016).

Without reform of the MLAT process, these negative side-effects are likely to persist.
National law enforcement authorities in the EU and US are likely to remain hamstrung
in acquiring information to assist with the investigation of cybercrime cases
investigations and cases relating to other criminal activities.

In addition, EU and US efforts to promote the solutions proposed in the Budapest
Convention face criticism. A number of nations with large and fast-growing populations
of internet users are not signatories to the Budapest Convention. These countries
include Brazil, China, India and Russia (among many others). Opposition to signing the
Budapest Convention commonly includes the position that negotiations for the original
convention did not have the input of the countries that have not yet signed the
convention (UNODC, 2015). As a result, the convention does not adequately reflect
their values or views. Some also contend that provisions in the convention violate
principles of state sovereignty (Grigsby, 2014). Rather than sign and ratify the Budapest
Convention, some of these countries would prefer the development of a new
convention potentially under the aegis of the United Nations (UNODC, 2015).
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Figure 16 — Account requests by EU and US governmental agencies and law-
enforcement agencies, 2013-15
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Data source: Quarterly transparency reports from relevant companies.

Information sharing can assist organisations in preparing for, responding to and
recovering from cybersecurity incidents. There are many forums through which
transatlantic discussions are held on issues related to digital technologies and their
consequences. The EU-US Cyber Dialogue in particular provides a regular forum in
which new issues can be raised and subsequent cooperative arrangements pursued.
However, there are less formal mechanisms by which information sharing on cyber
threats and incidents — particularly pertaining to critical infrastructure — can occur
between public and private sector stakeholders in the EU and US.

The NIS Directive calls for closer international cooperation between a CSIRT network, a
Collaboration Group, and agencies in other countries to improve security standards and
information exchange, and to promote a common global approach to security issues.
The European Public-Private Partnership for Resilience established following the
European Commission policy initiative on Critical Information Infrastructure Protection
is another suitable venue on the EU side where such discussions could take place.

In the US, the Department of Homeland Security (DHS) is the lead organisation for
threat and incident information collection and dissemination. US-CERT and ICS-CERT
are both housed within DHS. Moreover, a number of sectoral information sharing and
analysis centres (ISACs) have been set-up in the US. These centres have a long track
record in bringing together public and private entities around information sharing and
critical infrastructure. A National Council of ISACs permits information sharing across
different sectoral ISACs.

Transatlantic cooperation around threat and incident intelligence sharing — particularly
around critical infrastructure — could thus be pursued through a forum or vehicle that
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brings together representatives from the NIS platforms, the EP3R (through ENISA), the
US-CERT, ICS-CERT (through the Department of Homeland Security) and the National
Council of ISACs.

The EU and the US have made concerted efforts to work towards norms of behaviour
in cyberspace through bilateral efforts with third countries and international
organisations and bodies within the UN system (e.g. the United Nations Group of
Governmental Experts), the Organisation for Security and Cooperation in Europe and
the ASEAN Regional Forum (State Department, 2015). While establishment of such
norms is difficult, owing to obstacles in reaching consensus and to difficulties in
enforcement, the relatively low cost that such efforts entail, combined with even a
small probability of success, imply that continuation of such efforts may be warranted.

One area that has not been covered in such discussions is the how multiple countries
might coordinate the imposition of ‘non-cyber’ sanctions in response to a state-
sponsored cyber-incident. To date, some instances of unilateral sanctions and other
measures have occurred due to cyber-incidents, e.g. President Obama imposed
sanctions on the Russian Federation via Executive Order following the US Presidential
elections in 2016 (White House, 2016d). It is worth noting that, while the initial impetus
for such measures was a ‘cyber-incident’, the response was a ‘non-cyber’ measure
(economic sanctions and expulsion of diplomats).

With such a wide range of possible responses to a cyber-incident, it becomes difficult to
determine under what conditions a response is warranted and, in instances where the
conditions are met. It is not clear, for instance, what is considered a ‘proportional
response’. Joint-imposition of economic sanctions is a common response to incidents in
other fields (e.g. military aggression). It is not known if economic sanctions, or any other
restrictive measures, would be deemed appropriate and, if so, under what conditions.

Evaluation of policies can lead to improvements in future policy outcomes. There is a
long history of evaluation of technology and innovation-related policies on both sides
of the Atlantic. In their review of policy evaluation in innovation and technology,
Papaconstantinou and Polt (1997) define evaluation as, 'a process that seeks to
determine as systematically and objectively as possible the relevance, efficiency and
effect of an activity in terms of its objectives, including the analysis of the
implementation and administrative management of such activities'. Indeed, the EU
cybersecurity strategy specifically calls for monitoring and evaluation of the policies
contained within the strategy. Unfortunately, cybersecurity is an area where the
outcomes are rarely measured (Herley et al. 2014). In spite of many countries having
implemented national cybersecurity strategies, and having invested many billions of
taxpayer funds, over the past decade, very few of these policies have been subjected to
any form of evaluation. The gold standard for research design to evaluate policies is the
randomised controlled trial (Sanson-Fisher et al, 2007; Lee & Lemieux, 2013). However,
such methods are often too costly, impractical, or raise ethics concerns (Sanson-Fisher
et al, 2007).

Quasi-natural experiments overcome some of these issues. They involve application of
an exogenous treatment due to social or political interventions, such as a change in
laws or implementation of a new government programme. By virtue of the fact that
policy interventions themselves are exogenous events, quasi-natural experiments are a
promising direction for the evaluation of cybersecurity policies. Indeed, quasi-natural
experiments can be conducted using a wide-ranging and methodologies (Remler &
Van Ryzin, 2015). This flexibility further increases the applicability of quasi-natural
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experiments to cybersecurity policies (Dean, 2017). The conduct of evaluations, and
sharing of best practices, might possibly be an area for future EU and US cooperation in
cyber-resilience and cybercrime policy.

Box 5 — Evaluations of online music piracy laws using quasi-natural experiments

Quasi-natural experiments have been successfully conducted to assess the effectiveness of
legislation on reducing online music piracy. As a result of these evaluations, it is now known
that music piracy laws result in a lower incidence of piracy, though only if the law is enforced
over time (though this may be at a cost that may not in turn generate sufficient benefits).

Adermon and Liang (2014) took advantage of the quasi-natural experimental conditions
created by the change in Sweden’s laws concerning online music piracy in 2009. The changes
involved allowing intellectual property rights holders to request the identity of infringers from
internet service providers. Using a difference-in-difference method, the researchers compared
Sweden (the treatment group) with Norway (the comparison group). It was found that, 'the
reform decreased internet traffic by 16 % and increased music sales by 36 % during the first six
months' though the impact disappeared after six months, 'likely because of the weak
enforcement of the law".

So too, Danaher et al. (2013) examined the impact of France’s HADOPI laws on online music
sales. Using five other European countries without such laws as the comparison group, it was
found that, following the law’s implementation, iTunes sales in France increased by around
25 %. The implication of these studies is that anti-piracy laws have some beneficial impact (in
terms of reducing piracy and increasing sales for rights holders).

7.2. EU-US competition

The US and EU have experienced a number of incidents in recent years relating to the
data privacy requirements for ‘over the top’ messaging apps and protections for the
personal data of EU citizens. These incidents have been precipitated by diverging
policies, laws and regulations between the EU and US. In some cases, however, the
disagreements over the security of these technologies may in fact lead to better
cybersecurity outcomes than maintenance of the status quo. This suggests that
transatlantic cooperation in all aspects of policy relating to digital technologies may not
be desirable, at least if the goal of policy is to improve cybersecurity outcomes.

One area of divergence between the EU and US in recent years has been the privacy
requirements placed on app-based communication platforms, including those of US
companies, in the EU. Proposed changes to the European Electronic Commission Code
would include ‘over-the-top’ online communications platforms (e.g. Whatsapp) under
telecommunication rules. This would require servers and networks to be more secure,
that disabled users have equivalent access to services, and that users be able to reach
emergency numbers if technically possible. It would also require compliance with
certain ePrivacy rules (Baker, 2016). US regulations in this area are different to the
proposed EU rules. Some similarities in the application of privacy rules can be seen in
the Federal Communication Commission’s recent decision to restrict broadband
providers’ ability to collect and use customer data (FCC, 2016). To date though, online
communications platforms are regulated differently to the way that the US regulates
telecoms. Privacy is in some ways the flip-side of data security. If data (and the servers
on which they are stored) are secure, in the sense that they remain confidential, then
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privacy is maintained.>” Given the new provisions that would, in theory, improve the
security of these platforms, this is one area where difference may in fact result in
greater security than the status quo.

Another area of divergence relates to the implementation of the EU General Data
Protection Regulation and Directive. These policy changes impose tighter regulatory
requirements around commercial and governmental handling of personal data. They
include a more punitive system, relative to the present system in place in the US, of
fines for non-compliance. The rules will apply to all foreign companies processing the
personal data of EU citizens — including US companies. Given that many US technology
companies (particularly social networks and Cloud providers) handle large amounts of
data in the EU, they will have to comply with these new rules and regulations. Again,
imposition of penalties for non-compliance with data protection rules is likely to lead to
improved security of the personal data in question. This is another area where policy
differences may result in greater security than the status quo.

One area of continued negotiations and contention relates to the protections afforded
to EU citizens’ data held in the US (by US companies). In October 2015, the European
Court of Justice struck down the EU-US ‘safe harbour’ provisions for transatlantic
exchange of personal data (Jourova, 2015). Since then, negotiations have been
underway between the EU and US to seek to secure a new legal framework for the
exchange of such data. In July 2016, the EU-US ‘privacy shield’, the outcome of these
negotiations, was approved by representatives of EU Member States then adopted by
the European Commission (2016a). However, legal challenges to the ‘privacy shield’
were made, most notably by Digital Rights Ireland (Fioretti and Volz, 2016). This issue
has not yet been resolved. The framework will be reviewed in September 2017
(Ibraimova and LaFrance, 2017). If the EU and US are able to reach a cooperative
agreement that is acceptable to all parties, as is hoped, it may provide significant policy
initiatives to ensure the protection of the data of EU citizens.

That there will be differences between the EU and the US in terms of policy goals and
the means used to achieve these goals, is likely. Competition or conflict are possibly
unavoidable and may, in some cases, be desirable if they permit policy experimentation
that, in turn, leads to the identification of best practices and subsequent adoption of
those practices by other countries in the future. Overcoming the obstacles to
cooperation in areas of deep disagreement — such as those areas covered in this
section — requires, in some cases, changes to fundamental values or constitutional
limits. Rather than focusing efforts on seeking to resolve these areas of deep
disagreement, in the short-term, it may be more fruitful to examine areas where
cooperation might be built on common ground.

57 Data or cyber ‘security’ is often conceived as involving accessibility, authenticity, integrity and
confidentiality. While security and privacy are sometimes pitted against one another in policy
debates, with the framing involving a trade-off of one for the other, there are instances where the
two are not mutually exclusive — indeed they can be mutually reinforcing.
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Box 6 — Previous European and US cooperation to address global challenges

The EU and US have a long history of successful international cooperation in addressing global
challenges. This can be seen in information sharing to manage infectious diseases, common
defence, establishing global safety standards and managing complex issues around trade and
ownership. In each case, there is some similarity or applicability to cybersecurity and reducing
cybercrime, which might hold hints as to how EU-US cooperation might be successfully pursed
in these areas in the future.

Managing infectious diseases

Similar to cybercrime, infectious diseases span across borders. The Centers for Disease Control
were developed in the US in the 1940s to address malaria. Subsequently, Centers for Disease
Control and Prevention (CDCs), modelled on the US example, were created in other countries.
As a next step, the World Health Organization (WHO) was set up under the auspices of the
United Nations to coordinate national responses to infectious disease outbreaks, share
information and pool research efforts. To date, no equivalent of the CDCs or WHO has emerged
for cybersecurity or cybercrime related issues.

Information-sharing is important to prepare for and respond to cyber-incidents. There are
strong incentives to conceal the occurrence of security failures such as data breaches. An
elaborate international apparatus emerged over the past century to allow for cooperation in
information sharing related to the control and management of infectious diseases. The WHO
provides a means by which Member States can report the emergence of infectious diseases.
This information is then disseminated to other Member States through disease outbreak
bulletins and annual statistics (e.g. The World Health Report). Very often though, public entities
will not report to the WHO and its members when/if cases of an infectious disease have been
found in their country. The cases are concealed because the negative effects that disclosure of
such cases would have on trade and tourism are potentially large. This was seen in the
emergence of SARS in China (FlorCruz, 2003). Similar information asymmetries and incentives
are at play with cybersecurity and cybercrime. As of yet, no equivalent information sharing
institutional structure has been set up to deal with these phenomena.

Safety standards and product liability

In the past, the global spread of new, transnational technologies — like aviation and
automobiles — created a need for global safety standards and regulations. This need led to the
emergence of several international institutional structures. The sharing of best practices,
through forums such as the International Civil Aviation Organization, ensured that safety
standards spread rapidly to the benefit of those consumers who otherwise would have been
put at risk. So too, 50 years after the beginning of the mass production of the automobile,
rigorous safety standards and product liability were imposed, first in the US, then in other
countries. There is a need to develop cybersecurity standards worldwide and possibly a need to
develop product liability laws (even more so with the impending wave of ‘Internet of Things’
devices). For the moment, some technology standards are managed through organisations such
as the International Organization for Standardization (1ISO) and EU-US technology standards are
discussed through the EU-US ICT standardisation roundtable.
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Trade access rights and ownership

The EU and US are one another’s largest digital trade partners (Meltzer, 2014). The internet
forms the infrastructural backbone for a growing proportion of world trade. Throughout much
of human history, international maritime trade has been a source of wealth. Over many
hundreds of years, a complex system of laws and institutions were formed to govern the
activities associated with global trade like ports, land ownership, etc. For instance, the United
Nations Convention on the Law of the Sea (‘the Law of the Sea’) defines the rights and
responsibilities of nations with respect to their use of the world's oceans. The US has not yet
ratified this convention. No equivalent multilateral instrument has emerged for
communications networks such as the internet. To the extent that connected communications
networks might be considered as a separate domain (‘cyberspace’), similar to the way that the
US Department of Defense considers cyber as an operational domain, so too might a need arise
for development of a multilateral instrument to define the rights and responsibilities of nations
with respect to their use of ‘cyberspace’. The International Telecommunications Union (ITU) is
active in the area of cybersecurity though the partnerships and collaborations do not involve
legally binding instruments.>® The 'Tallinn Manual on the International Law Applicable to Cyber
Warfare' is an academic study on how international law connects to military-related issues such
as cyber-conflict and cyber-war. It does not examine broader issues related to digital trade or
stakeholders’ responsibilities for issues related to cybersecurity, cyber-resilience or cybercrime.

7.3. Conclusions

e There are many possible areas of congruence in terms of policy goals between the
EU and US. These are potentially promising areas where greater cooperation might
be realised between the US and the EU in the future. These areas include:
Developing cyber-resilience; coordination of research and development;
combatting international cybercrime; information sharing and response;
establishment of norms of behaviour in cyberspace. Nevertheless, there is
sometimes disagreement between the EU and the US in terms of policy goals and
the means used to achieve these goals. While the long-term focus should be on
resolving such areas of disagreement, in the short-term, it may potentially be more
fruitful to examine areas where cooperation might be built on common ground.

e Competition or conflict are possibly unavoidable and may, in some cases, be
desirable if they permit policy experimentation that, in turn, leads to the
identification of best practices and subsequent adoption of those practices by other
countries in the future. Overcoming the obstacles to cooperation in areas of
disagreement — such as those areas covered in this section — may require, in some
cases, changes to fundamental values or constitutional limits. Rather than focus
efforts on resolving disagreement, in the short-term, it may be more fruitful to
examine areas where cooperation might be built on common ground.

e The EU and US have a long history of successful international cooperation in
addressing global challenges. This can be seen in though information sharing to
manage infectious diseases, common defence, establishing global safety standards
and managing complex issues around trade and ownership. In each case, there is
some similarity or applicability to cybersecurity and reducing cybercrime, which
might hold hints as to how EU-US cooperation might be successfully pursed in the
future.

8 For more information see: ITU, 2017, Global partnerships, available from: http://www.itu.int/en/ITU-
D/Cybersecurity/Pages/partnership.aspx.
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Cybersecurity and cybercrime policy evaluation could potentially form a promising
area for cooperation between the EU and US. Policy evaluation may lead to more
effective outcomes (reduced incidents and associated impacts leading to higher
benefits and lower costs/losses) due to cybersecurity failures and cybercrime.
Quasi-natural experiments are a promising direction for the evaluation of
cybersecurity policies.
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9. Appendix 1: Direct costs of cybercrimes

The table below provides a categorisation of the direct costs of cybercrimes which
more closely mirrors the EU definition.

Crimes specific to the Internet United States European Union

Copyright-infringing software 23 042 782 0.07 1728 209 0.003
Subscription revenue from 21 120 000 0.07 21 120000 0.04
cyberlockers

Ad revenue from cyberlockers 54 408 000 0.17 49 874 000 0.10
Patent-infringing pharmaceuticals 71926 572 0.23 5394 493 0.01
Darknet markets 61 189 836 0.19 59 435 424 0.12
(revenues to sellers)

Darknet markets 51515 700 0.16 9 268 668 0.02

(products to buyers)

Online fraud and forgery European Union

Online payment card fraud 1561520 000 4.97 1256 850 000 2.47
Offline payment card fraud 2 277 700 000 7.25 648 270 000 1.28
Welfare fraud 4 079 807 841 12.89 - -
VAT fraud/gap - - 186 480 000 000 365.88
Tax evasion (tax gap) 337 300 000 000 1 082.06 841 600 000 000 1664.80

Tax filing fraud 3 100 000 000 9.72
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10. Appendix 2: Sources for direct cybercrime cost figures

European Union

Genuine cybercrime United States

Copyright-infringing 2010 Kanich C. et al, Show me the 2010 Kanich C. et al, Show me the

software money: Characterizing spam- money: Characterizing spam-
advertised revenue advertised revenue

Subscription revenue 2014  Digital Citizens Alliance, 2014  Digital Citizens Alliance,

from cyberlockers Behind the cyberlocker door: Behind the cyberlocker door:
A Report on How Shadowy A Report on How Shadowy
Cyberlocker Businesses Use Cyberlocker Businesses Use
Credit Card Companies to Credit Card Companies to
Make Millions Make Millions

Ad revenue from 2013 Digital Citizens Alliance, Good 2013 Digital Citizens Alliance, Good

cyberlockers money gone bad: Digital money gone bad: Digital
Thieves and the Hijacking of Thieves and the Hijacking of
the Online Ad Business the Online Ad Business
A Report on the Profitability A Report on the Profitability
of Ad-Supported Content of Ad-Supported Content
Theft Theft

Patent-infringing 2010 Kanich C. et al, Show me the 2010 Kanich C. et al, Show me the

pharmaceuticals

money: Characterizing spam-
advertised revenue

money: Characterizing spam-
advertised revenue
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Transitional United States European Union
cybercrime

Online payment
card fraud

Offline payment
card fraud

Darknet markets
(revenues to
sellers)

Darknet markets
(products to
buyers)

2012

2012

2016

2016

2013 Federal Reserve
Payments Study

2013 Federal Reserve
Payments Study

Kruithof et al, Internet-
facilitated drugs trade

Kruithof et al, Internet-
facilitated drugs trade

2013

2013

2016

2016

ECB, 4th Card Fraud Report.
Converted from € to USD using
average 2013 exchange rate of
1.1 euros to the dollar.

ECB, 4th Card Fraud Report.
Converted from € to USD using
average 2013 exchange rate of
1.32 euros to the dollar.
Kruithof et al, Internet-
facilitated drugs trade

Kruithof et al, Internet-
facilitated drugs trade

e [ e [ Ver | swe |

Welfare fraud
Tax evasion (tax
gap)

Tax filing fraud

VAT fraud/gap

2013

2011

2014

N/A

United States Department
of Labor

Tax Justice Network

Government Accountability
Office

n/a

2011

N/A

2015

n/a

Tax Justice Network

n/a

Eurostat, Study to quantify and
analyse the VAT Gap in the EU
Member States.

Converted from € to USD using
average 2015 exchange rate of 1.11
euros to the dollar.
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11. Appendix 3: Consumer surplus

New products or services create an economic surplus (sometimes termed as total
welfare). The economic surplus is a combination of two portions: that which goes to
the consumer (the consumer surplus) and that which goes to the producer of the good
or service (the producer surplus). The consumer surplus is the difference between the
maximum that a person would be willing to pay for a good or service and the actual
price of that good or service (see figure below). The underlying intuition is that a
consumer is getting more benefits (i.e. greater utility) from a good or service than that
which they have paid for. Measures of gross domestic product do not include the
economic surplus. The economic surplus can thus be estimated in dollar terms as an
additional contribution to GDP.

Economic surplus: the consumer and producer surplus

Price

Supply curve

Consumer
surplus
.................. \Equilibrium

Producer :

surplus : \

Market price

Demand
urve

Equilibriur‘n quantity Quantity
Source: User:SilverStar - Own work, CC BY 2.5, https://commons.wikimedia.org/w/index.php?curid=1450405

ICTs have contributed to the reconfiguration of the consumer and producer surplus
across many products and services. There are many examples of products or services
for which consumers presently pay no dollar price to use whereas in the past these
products or services requirement payment for access (e.g. Wikipedia in place of an
encyclopaedia set, international conference call services). In many of these cases, there
has been little net value creation as the new product or service has appropriated
market from prior market participants without creating additional value (e.g. Google’s
online advertising appropriating advertising revenues from television and print media)
though there may have been consumer surplus gains.

Consumer surplus gains do not remain constant over time. Previously heavily used in
the airline business, many companies are now developing the capability for individual
(or perfect) price discrimination. This involves the collection of data that suggests how
much individuals would be willing to pay given certain conditions. Such ‘dynamic’
pricing is increasingly found in online stores (e.g. Amazon and Apple pricing based on
location of user) and in transport (e.g. Uber surge-pricing). Should this trend continue,
with pricing increasingly set closer to or along the demand curve, the consumer surplus
will be gradually appropriated by the producer (i.e. producers will receive the entire
economic surplus from production).
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Perfect price discrimination

Perfect Price
Discrimination

MC
Producer

Source: BYU Idaho (2012).
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12. Appendix 4: Comparing sector-specific regulatory focus of
EU NIS Directive with US critical infrastructures

EU NIS Directive sector-specific focuses US critical infrastructures (from PPD-21)
Chemical sector

Commercial facilities sector
Digital infrastructures (IXPs, DNS, TLD) Communications sector

Critical manufacturing sector

Dams sector

Defense industrial base sector

Emergency services sector
Energy (electricity, oil, gas) Energy sector

Banking, Financial market infrastructures Financial services sector
Food and agriculture sector

Government facilities sector
Healthcare Healthcare and public health sector
Digital infrastructures (IXPs, DNS, TLD) Information technology sector

Nuclear reactors, materials and waste sector
Transport (air, rail, road, water) Transportation systems sector

Drinking water supply and distribution Water and wastewater systems sector
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13. Appendix 5: Comparing the EU NIS Directive with equivalent

US policy

NIS Directive articles

US equivalent policy (where relevant)

CHAPTER |: GENERAL PROVISIONS

Article 5: Identification of operators of essential services

EO 13636 Sec 9:
greatest risk

Identification of critical infrastructure at

Article 6: Significant disruptive effect

PPD-41 Section | a, definition of a cyber incident (not limited to
critical infrastructure)

CHAPTER II: NATIONAL FRAMEWORKS ON THE SECURITY
OF NETWORK AND INFORMATION SYSTEMS

Article 7: National strategy on the security of network and
information systems

n/a The US does not have a national cybersecurity strategy.
PPD-21 provides guidance on how federal agencies should
cooperate and interact with regard to critical infrastructure
protection.

Article 8: National competent authorities and single point
of contact

PPD-21 names the Secretary of Homeland Security as main
contact at a federal level. Sector-specific agencies also
mentioned. Department of Homeland Security houses US-CERT,

which is a branch of the Office of Cybersecurity and
Communications’ (CS&C) National Cybersecurity and
Communications Integration Center (NCCIC).
Article 9: Computer security incident response teams | 2000: Congress created the Federal Computer Incident
(CSIRTs) Response Center (FedCIRC) at the General Services

Administration 2000: creation of the Department of Homeland
Security.

2003: FedCIRC was renamed 'US-CERT,' and its mission was
expanded to include providing boundary protection for the
federal civilian executive domain and cybersecurity leadership.
US-CERT operates side-by-side with the Industrial Control
Systems Cyber Emergency Response Team (ICS-CERT). Not all
US states have a CERT.

Article 10: Cooperation at national level

EO 13636 Sec 3 explains that inter-agency cooperation is set
down in Presidential Policy Directive-1 of 13 February 2009
(Organization of the National Security Council System).

CHAPTER Ill: COOPERATION

Article 11: Cooperation Group

EO 13636 Sec 3 explains that inter-agency cooperation is set
down in Presidential Policy Directive-1 of 13 February 2009
(Organization of the National Security Council System).

Article 12: CSIRTs network

Not all US states have CERTSs.

Article 13: International cooperation

PPD - 21 has provisions for international cooperation around
critical infrastructure protection.

CHAPTER IV: SECURITY OF THE NETWORK AND
INFORMATION SYSTEMS OF OPERATORS OF ESSENTIAL
SERVICES

Article 14: Security requirements and incident notification

EO 13636 Sec 4 has provisions for cybersecurity information
sharing and dissemination. Data breach notification
requirements differ across sectors and states in the US.

Article 15: Implementation and enforcement

n/a

CHAPTER V: SECURITY OF THE NETWORK AND
INFORMATION SYSTEMS OF DIGITAL SERVICE PROVIDERS

Article 16: Security requirements and incident notification

EO 13636 Sec 4 has provisions for cybersecurity information
sharing and dissemination. Data breach notification
requirements differ across sectors and states in the US.
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Article 17: Implementation and enforcement n/a
Article 18: Jurisdiction and territoriality n/a
Article 19: Standardisation n/a
Article 20: Voluntary notification n/a

Article 21: Penalties n/a













Over the past two decades, an ‘open’ internet and the
spread of digital technologies have brought great
economic benefits on both sides of the Atlantic. At the
same time, the spread of insecure digital technologies has
also enabled costly new forms of crime, and created
systemic risks to transatlantic and national critical
infrastructure, threatening economic growth and
development.

The transnational nature of these phenomena make it very
difficult for effective policy solutions to be implemented
unilaterally by any one jurisdiction. Cooperation between
stakeholders in both the EU and US is required in the
development and implementation of policies to increase
the security of digital technologies and increase societal
resilience to the cybersecurity risks associated with critical
infrastructure. Although there is a great deal of
congruence between the stated policy goals in both the
EU and US, obstacles to effective cooperation impede
effective  transatlantic  policy development and
implementation in some areas.

This study examines the scale of economic and societal
benefits, costs, and losses associated with digital
technologies. It provides an overview of the key
cybercrime, cybersecurity and cyber-resilience issues that
policy-makers on either side of the Atlantic could work
together on, and explains where effective cooperation is
sometimes impeded.
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