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Abstract  

Effectively fighting cybercrime and ensuring the protection of privacy become critical in guaranteeing 

the trust of individuals in a digital environment where the number and complexity of cyber-threats are 

continuously growing. Currently, the EU is facing certain challenges in achieving a trustworthy and 

cyber-resilient Digital Single Market: (1) lack of funding for European cybersecurity companies to scale 

up, (2) fragmentation of the European cybersecurity industry, (3) strong dependence on non-EU 

providers, (4) misalignment between public R&D programs and market needs, (5) regulatory 

fragmentation and (6) lack of common standardisation and procurement requirements across Member 

States.  

Notwithstanding the EU regulatory framework on data protection is one of the most advanced in the 

world, there are still challenges when it comes to achieving the highest protection for Europeans’ 

personal data. In the global internet, non-EU digital champions transfer personal data to third countries 

with laxer data protection regulations. 

The NIS Directive, the recent cybersecurity package, and the updated Data Protection regulatory 

framework attempt to solve these problems, although some serious challenges persist. 

To improve the situation, a comprehensive set of policy options are proposed and assessed: Institutional 

policies to enhance the regulatory environment; Market policies to ease cross-border trade of European 

cybersecurity products and services; Industry policies focused on establishing the right conditions for 

the European cybersecurity industry to flourish; and Demand-side policies to increase the involvement 

of final users in the cybersecurity process.  
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Executive summary 

The digital environment deeply affects all sectors of our economy and society. Products and services 

offered in the internet ecosystem are now part of the daily lives of European citizens. European firms 

and governments depend on digital tools to provide their services and to run their businesses. 

Guaranteeing the trustworthiness of digital services is therefore crucial for the construction of a reliable 

and healthy European digital ecosystem.  

This trustworthiness relies on two key elements: (1) having the tools to properly tackle the increasing 

number of cyber-threats at the European level, and (2) guaranteeing the fundamental right of European 

citizens to privacy and data protection regardless of their country of residence or the country from 

where the services are provided.  

The loss of confidence in digital services by both citizens and companies could seriously challenge the 

construction of the Digital Single Market. Recent cyber-threats such as WannaCry and Petya, the 

organised cybercrime activities in the form of Advanced Persistent Threats (APTs) and the news about 

governments and firms collecting and using personal information without users’ consent are all good 

examples of the potential damage of cyber-threats.   

The cross-border character of cyber-threats calls for a unique and coordinated effort between Member 

States, as reflected in the NIS Directive. Cybersecurity, however, mainly remains a national competence, 

with each country defining its own strategy according to its priorities, thus hindering EU coordination 

and yielding regulatory fragmentation. The strong dependence on non-EU providers represents another 

serious challenge to achieve a cyber-resilient industry in the EU. These providers are, in some cases, 

suspected to be linked to foreign governments, whose interests may differ from those of the EU. 

Moreover, non-EU providers do not always follow European standards and certifications.  

Effectively guaranteeing the fundamental right to data protection in the digital global ecosystem is 

another big challenge for European governments. Notwithstanding the recent diverse legislative 

proposals the EU has issued to guarantee this right (General Data Protection Regulation, substitution of 

the Safe Harbour by the Privacy Shield agreement, etc.), it is unclear whether this renewed legislation 

can successfully ensure the right to data protection if most digital services are provided by non-EU 

companies. 

The digital Europe faces increasingly sophisticated cyber-threats 

There are four particular kinds of threats challenging the security of Europe: cyberterrorism, 

cyberespionage, cybercrime and hacktivism1. Cyberterrorism is the use of the internet for the purpose 

of achieving the goals of terrorism. Cyberespionage is a hijacking threat, for both commercial and 

political purposes, by nation states against other nation states, industry and citizens (the latter falling 

under privacy). Cybercrime includes, among others: crime as a service, the criminal use of data, 

payment fraud, online child sexual abuse, abuse of the darknet and virtual currencies. Hacktivism refers 

to networks of activists that attack ICT systems (usually through DDoS attacks) to intimidate targets 

and draw attention toward whatever cause they consider it is worth supporting. There is a type of 

particularly dangerous and malicious network attack, known as Advanced Persistent Threat (APT). 

APTs are a kind of nefarious threat that are extremely customized and can be persistent for long periods 

of time, launched by attackers who are usually supported by foreign governments. 

                                                           

1 Cyberwar is also a threat to the security of Europe but it is out of the scope of this document 
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Users of IT services show different levels of knowledge and awareness about cyber-threats 

More than 50 percent of European citizens do not feel very well informed or feel not informed at all 

about the risks of cybercrime, and roughly 10 per cent feel very well informed. This perception might 

have negative consequences, in both the household and workplace, for achieving cyber-resilience in 

Europe as citizens are one of the links of the cybersecurity process. There is also a social gap. The 

perception of lack of information regarding cybercrimes is higher among the female population, the 

elder population, populations with low education levels and populations from southern and eastern 

countries, suggesting that differentiated strategies are likely to be required to tackle the specificities of 

each group. Despite the high perception of disinformation, citizens show a moderate degree of concern 

about the possibility of being a victim of cybercrimes. The disinformation combined with the moderate 

degree of concern suggest that there is a low level of awareness about cybercrime risks in Europe. This 

idea is reflected in the limited change of behaviour by citizens on the internet when cybersecurity 

concerns arise.  

Enterprises play a key role in achieving a cyber-resilient industry. Cybersecurity is no longer perceived 

as a mere technical issue but a core element of the company strategy among big companies. As a result, 

the number of boards considering cybersecurity as an essential asset is slowly increasing (although it is 

still lower than 50 per cent). Companies are beginning to understand that cybersecurity is not only a 

matter of technology, but also of people and processes. In Europe, roughly a third of enterprises have 

defined a formal ICT security policy and close to 50 per cent have made staff aware of their obligations 

in ICT-related security issues. These improvements, however, vary between Member States and the 

degree to which they are implemented depends on the size of the company implementing them. In the 

EU-28, on average, 81 per cent of large companies have made staff aware of their obligations in ICT 

security. This figure shrinks to 44 per cent for small companies. There are also big differences depending 

on the sector, ranging from 86 per cent for the financial and insurance sector to 38 per cent for the 

construction sector. These strong differences suggest that policies to raise awareness among employees 

of European companies should be carefully defined depending on the country, sector, and size of the 

companies. 

The European market is a great opportunity for cybersecurity providers 

Europe represents a market of 500 million individuals and around 26 million enterprises, of which more 

than one million are in the ICT sector. ECSO estimates that the global market size for network and 

information security products and services, excluding military ones, ranged from 46.9 billion euro to 

76.3 billion euro in 2014. According to Gartner, the worldwide information security spending reached 

81.6 billion U.S. dollar in 2016. IDC estimated the worldwide revenues for security-related hardware, 

software and services at 73.7 billion U.S. dollar in 2016. The worldwide cybersecurity market is expected 

to exceed 100 billion U.S. dollar in 2020, with annual growth rates between 5 per cent and 10 per cent. 

The European cybersecurity market, specifically, was estimated at 18.8 billion euro in 2014, accounting 

for around 26 per cent of worldwide cybersecurity spending. More recently, PWC estimated the 

cybersecurity spending in Western Europe at 21.5 billion U.S. dollar. 

The European cybersecurity market is characterised by its fragmentation. In 2014, the top 15 providers, 

most of them non-European, accounted for only one-third of the market, while a great number of 

smaller providers were responsible for the remaining two-thirds. The main reason behind this 

fragmentation is that European providers usually focus on local markets while providing a limited set 

of cybersecurity products and services. Despite the discrepancies in the size and fragmentation of the 

cybersecurity market, all of the studies highlight its dynamism. The expected growth for the coming 

years represents a great opportunity for the European industry to position itself as a key stakeholder in 

the European cybersecurity ecosystem. 
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The cybersecurity industry is currently led by non-EU countries 

Some existing rankings, such as the Cybersecurity 500 list and the Crunchbase database, allow to 

compare the European industry with other relevant regions. About 75 per cent of the most innovative 

cybersecurity companies come from the US, while EU companies only represent roughly 10 per cent. 

To compound this situation, the most successful EU country in this sector is the United Kingdom, which 

is currently negotiating its exit from the European Union. If the number of cybersecurity companies by 

region is adjusted for the US’s GDP, the EU is ranked 9th among the main cybersecurity industries in 

the world, surpassed by Israel, the US, New Zealand, Canada, Switzerland, Singapore, Hong Kong and 

India.  

The main problem the cybersecurity industry in Europe faces is the lack of funding to scale up 

companies. While funding for the early stages of companies and R&D activities are partially covered by 

public programs at both national and European levels, there are hardly any public or private funding 

availabilities for scaling up companies once they are established. More than 50 per cent of funding 

rounds of European companies are focused on raising seed capital, sharply decreasing the percentage 

of rounds devoted to financing growth and expansion stages (series A, B, C and so on). In other 

countries, such as Israel and particularly the US, more funding rounds are aimed at helping companies 

consolidate and scale up. As a result, European companies, on average, receive a total funding of 4.8 

million euro, compared to 8.3 million euro in Israel and 29.5 million euro in the US. Therefore, it is not 

surprising that the EU is the second region with the highest percentage, more than 30 per cent, of very 

small companies (10 or less employees), while the US shows the highest percentage of companies above 

250 employees. It is not only that there are far fewer cybersecurity companies in Europe, but they are 

also much smaller. 

The US and Israel hold the most successful cybersecurity industries in the world. In the US, the 

concentration of knowledge, effective funding mechanisms and huge investments by federal bodies and 

agencies are the main factors positively affecting the industry in terms of generating economic 

development and fostering innovation. The successful development of the Israeli cybersecurity industry 

is also the result of a strategy involving close collaboration between the industry, the academy, the 

government and military intelligence. Besides the legislative activity initiated to define a national 

cybersecurity strategy, the Israeli Government has launched concrete actions to stimulate the industry, 

including economic support for the National Cyber Security Incubator and the cyber innovation arena, 

CyberSpark. 

The development of this industry heavily depends on research activities. On average, current EC yearly 

funding for cybersecurity research is 55 million euro and is expected to increase up to 112.5 million euro 

in the coming years through the contractual public-private partnership (cPPP) within the H2020 

framework. The UK Government, a single country, is funding R&D more than 3 times what the EC is. 

With these levels of investments, results do not follow. The proposed cPPP could shorten the gap by 

leveraging off the private sector, although serious doubts arise as to whether the private partners will 

be able to commit the amount of required funds. Some of the experts interviewed shared their beliefs 

that the European cyber-sector would be better off supporting fewer top R&D priorities, and instead 

supporting more “impactful” larger projects. While this strategy could, to some extent, help the 

European sector scale-up a few projects, it would also drain the already scarce funding available for 

new innovative ideas. 

As a result, EU companies are unable to respond effectively to market needs, fostering a vicious circle 

where foreign cybersecurity companies in the European market are strengthening at the expense of 

European companies. One of the main risks of using cybersecurity technology developed outside the 

EU is its utilization by foreign countries for cyberespionage purposes at both economic and political 

levels. Foreign governments can take advantage of unintended software flaws or intentional 

vulnerabilities (backdoors) developed by national providers closely tied to their administrations. 
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Data protection, a fundamental right challenged by non-EU digital service providers 

Guaranteeing data protection is another pillar in achieving a cyber-resilient and trustworthy European 

digital environment. About 50 per cent of European citizens are fairly concerned and almost 20 per cent 

are very concerned about not having complete control over the information they provide online. The 

percentage of the population who are very concerned increases when they are asked about the 

possibility of authorities or private companies using personal information for a different purpose than 

the one it was collected for without informing them. Albeit a relevant percentage of Europeans consider 

themselves mainly responsible for protecting their personal data when using digital services, only a 

minority (20 percent) try to be informed about data collection conditions and further uses for their data. 

Thus, the perceived responsibility of citizens regarding the protection of their personal data does not 

imply an increased concern on privacy statements of service providers. Explicit approval to collect and 

process any kind of personal data seems to be very important for European citizens as a means of 

limiting unappropriated uses.  

While cybersecurity can be considered as a recent topic in the European agenda, data protection has 

been at the core of European regulation for many years. The first directive on personal data protection 

was enacted in 1995 (Directive 95/46/EC), and the European Commission proposed a comprehensive 

reform of data protection rules in January 2012 that led to the Directive (EU) 2016/680 and the 

Regulation (EU) 2016/679 (General Data Protection Regulation) being published in the EU Official 

Journal. The Member States must transpose the directive into national law before 6 May 2018 and the 

Regulation shall apply starting 25 May 2018. 

The most relevant challenge, derived from the huge number of digital services provided by non-EU 

firms, is the cross-border nature of the flow of personal data. Given that European individuals’ personal 

data are constantly being transferred to third countries, it is necessary to ensure the same level of 

protection for European citizens within this global environment. More than 50 per cent of European 

citizens consider very important to have the same rights and protections over their personal data 

regardless of the country in which the authority or private company offering the service is established. 

The European Commission has defined several strategies to provide equal protection for personal data 

when being transferred to non-EU countries. 

There is also an unresolved balance between the right to personal data protection and the creation of 

innovative services based on data. The non-EU origin of most of the digital service providers is the main 

challenge which fuels this tension, as privacy and personal data protection are not equally understood 

and treated when dealt with outside of the European Union. The point of view of the European bodies 

is that the increasing confidence promoted by our data protection regulations should be seen more as 

an opportunity, rather than a burden, for doing digital business. 

Although personal data protection seems to be ensured inside the EU, thanks to the renewed legal data 

protection framework, the effectiveness of some regulatory tools defined to protect the data transferred 

outside the EU is called into question, mainly the EU-US Privacy Shield. It is thus necessary to redesign 

these regulatory tools in order to fit them into the constantly evolving digital ecosystem, balancing an 

adequate personal data protection with the momentum of digital innovation. 

The role of public institutions to achieve a cyber-resilient economy and society 

Public institutions play diverse roles in the cybersecurity ecosystem, the most relevant being the 

coordination between the rest of the stakeholders on both preventive and corrective actions. The NIS 

Directive has established a new framework to enhance the cooperation among EU bodies and Member 

States by defining a new Coordination Group composed of representatives of Member States and the 

European Commission. The second body established by the NIS Directive to improve coordination in 

cybersecurity issues among Member States is the CSIRTs network, aimed at handling cybersecurity 

incidents. According to the NIS Directive, ENISA, the European Agency for Network and Information 
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Security created in 2004, is going to assume new responsibilities as a member of the Cooperation Group and 

the secretariat of the CSIRTs network. The recent proposal for a new regulation of ENISA grants new powers 

to the agency to better tackle the growing cyber-threats in Europe. At the national level, the NIS Directive 

obliges Member States to designate one or more national competent authorities in charge of the security of 

network and information systems. This authority will act as a single point of contact to ensure cross-border 

coordination between the other national authorities. From the perspective of fighting against cybercrime, the 

European Cybercrime Centre was set up by Europol in 2013. It supports the operations and investigations of 

Member States and serves as the central hub for criminal information, working closely with the Joint 

Cybercrime Action Taskforce. 

Policy recommendations to achieve a cyber-resilient and trustworthy European digital environment 

Increasing the cyber-resilience of the European Union represents a major challenge to the construction 

of a trustworthy digital economy and society. Different factors, such as the continuous evolution of 

cyber-threats, the increasing dependence of society and the economy on digital services and the 

existence of multiple stakeholders make this task a complex challenge. The proposed policy options 

seek to provide an institutional framework where public bodies at the European and national levels can 

better collaborate to tackle cyber-threats in a coordinated way. They also aim at developing a healthy 

and competitive cybersecurity industry in Europe to reduce the excessive dependence on non-EU 

cybersecurity providers. The policy options also focus on the final users of digital services, one of the 

links of the security chain.  

The policies are structured into four groups: institutional policies, market policies, industry policies and 

demand-side policies. Institutional policies aim at enhancing regulatory remedies to fight against 

cybercrime while improving coordination between different public administrations. Market policies 

seek to create a level playing field across Member States to ease cross-border trade of cybersecurity 

products and services. Industry policies focus on establishing the right conditions for the European 

cybersecurity industry to flourish and to make it capable of competing with other non-European 

providers. Finally, demand-side policies intend to increase the commitment and knowledge of final 

users (individuals and companies, mainly SMEs) in the cybersecurity process. The proposed policy 

options are the following: 

 Institutional Policies: 

o Reinforce the role of EU and national bodies on cybersecurity issues. 

o Harmonise legislation against cybercrime. 

 Market Policies: 

o Unifying public procurement requirements of cybersecurity solutions. 

o Creation of trustworthy labels for European cybersecurity products. 

o Harmonise standardisation and certification of cybersecurity products. 

 Industry Policies: 

o Foster the development of open source cybersecurity products. 

o Develop a cybersecurity industrial policy. 

o Support the creation of investment instruments focused on the cybersecurity sector. 

o Foster market-driven research activities. 

o Increase the availability of workers in the area of cybersecurity 

 Demand-side policies: 

o Raising awareness of cyber-threats among final users (individuals, SMEs) 
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1. Introduction 

Cyberspace plays a key role in the construction of a strong Europe capable of competing in the 

globalised market, as well as contributing to the personal development of European citizens. An 

increasing number of European firms and public bodies depend on ICT tools, both hardware and 

software, to run their critical processes while the internet is becoming a more crucial platform for the 

daily lives of citizens in the EU.  

The EU, however, is facing a growing number of cyber-threats that can hinder the potential of digital 

technologies. The construction of the Digital Single Market may be affected by the loss of confidence in 

digital services and products by both citizens and companies. Recent ransomware attacks such as 

WannaCry and Petya, with limited real effect but high mass-media coverage, are good examples of the 

potential damage cyber-threats can inflict.   

In such scenarios, the EU needs to cope with several challenges in order to achieve an adequate level of 

cyber-resilience. The cross-border character of cyber-threats demands a strong, coordinated effort 

between Member States, as is reflected in the NIS Directive. The fight against cyber-threats, however, 

remains a national competence, with each Member State defining its own cybersecurity strategy 

according to its priorities. This situation seriously challenges EU coordination and yields regulatory 

fragmentation. The strong dependence on non-EU providers represents another serious challenge for 

reinforcing the cyber-resilience of the EU. Although this dependence affects the whole ICT ecosystem, 

it is particularly relevant in the cybersecurity industry. Some of these providers are suspected to be 

closely linked to foreign governments whose interests may differ from those of the EU and who do not 

always follow European standards and certifications. 

Cyber-threats are not the only issue hampering the development of the Digital Single Market in the 

European Union. Data protection is a fundamental right that is usually challenged by digital service 

providers, most of them non-EU companies. Notwithstanding the EU has recently issued diverse 

legislative proposals to guarantee this right (General Data Protection Regulation, substitution of the 

Safe Harbour by the Privacy Shield agreement, etc.), it is not completely clear that they can successfully 

ensure data privacy in the global ecosystem. 

In this context, our first goal is to describe the cybersecurity and data protection environment in Europe. 

We will then quantify the main challenges facing the European cybersecurity industry compared to the 

most relevant regions in the field, namely the US and Israel. Our second goal is to assess current policies 

in the EU and gather insights into possible policy options from both proposals within the industry and 

successful policies enacted in other countries. Our final goal is to make a policy analysis to assess the 

different options available to European policy-makers to promote a cyber-resilient economy and society 

in Europe. 

The study is structured as follows: 

● Chapter 2, Methodology and resources used, describes the methodology used in the study. 

● Chapter 3, Synthesis of the research work and findings, analyses the main cyber-threats affecting 

Europe, the European cybersecurity ecosystem, the status of data protection and data reciprocity 

and current cybersecurity and data protection policies in the EU and other regions. 

● Chapter 4, Policy options, recommends and assesses different policy options to address the major 

challenges identified. The assessment is made by using a multi-criteria analysis that takes into 

consideration different social, economic and political factors. 

● Last, Chapter 5: Conclusions, summarizes the main findings and makes recommendations for 

European policy-makers based upon the policy assessment.  
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2. Methodology and resources used 

Three steps have been followed to perform this policy analysis. First, the current cybersecurity and data 

protection environment in Europe were deeply analysed and compared to other regions that seemed to 

be particularly relevant in this area, namely the US and Israel. Then, the main challenges that Europe is 

facing were summarised. Eventually, once the problem was carefully described and quantified, a set of 

policy options was proposed and assessed. 

To understand the environment, a qualitative and quantitative analysis was performed. The qualitative 

analysis is intended to provide a good overview about the current situation, the market, the main 

stakeholders, current policies in Europe and other regions, the main challenges and also the 

opportunities. This analysis used different sources of information mainly from the industry, public 

bodies, regulations, and consultancy and research firms. The conclusions of the qualitative analysis are 

supported through quantitative evidence. The quantitative analysis used datasets from Eurostat and 

Eurobarometer and primary information provided by research firms, such as Cybersecurity 500 

(Cybersecurity Ventures, 2017) and the Crunchbase database (Crunchbase, 2017). The description of the 

analysis of the Crunchbase database is included in Annex 7.4. While the surveys provide a good 

overview of the expectations and status of the demand side for citizens and companies, the information 

provided by the research firms allows for a deep assessment of fields within the European cybersecurity 

industry compared to other regions (size of the companies, number of people, funding mechanisms, 

etc.). This is crucial in analysing the strengths and weaknesses of the European industry. Information 

provided by the EC about the R&D funding allocated for cybersecurity projects in the 7thFP and H2020 

were also used. On top of the sources previously mentioned, European blogs and policy and regulatory 

documents were analysed using text-mining tools to understand the current standing of European 

bodies regarding cybersecurity and data protection and how this standing has evolved over time. The 

description of the analysis is included in Annex 7.5. It gives useful insights about the policies enacted 

so far to help address these challenges. The quantitative analysis was performed using the open source 

statistic program R and the R-studio environment (R Core Team, 2016b; Studio, 2012).  

Relevant policies from other regions, which can be helpful examples of what Europe could do, were 

analysed. Policy proposals from the industry that should be taken into account as another important 

input when defining new policies were also included. 

This combined approach provided a good overview of the whole ecosystem and allowed for a summary 

of the challenges that the European cybersecurity sector is facing. This is the starting point for proposing 

new policies. 

While making the analyses, external experts from the industry and public bodies were interviewed to 

provide additional insights and to assess the key findings of the research. These experts, and also the 

participants in the workshop who were involved in reviewing the draft of this report, are included in 

Annex 7.1. 

The policies that were defined take into account current challenges, the experience of other regions, the 

proposals from the industry and current enacted policies. The proposed policies are classified 

depending on the main stakeholder involved in the policy. Policies are described and supported with 

evidence obtained from the analysis. An assessment matrix is constructed considering multiple social, 

political and economic criteria. All policies are evaluated using this multi-criteria analysis. 

Finally, a ranked summary of the policies, which provides the individual criteria grade, overall 

assessment and level of involvement of the different public and private stakeholders, is included to 

facilitate European policy-makers’ decisions on how to improve the cyber-resilience and 

trustworthiness of the digital ecosystem.  
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3. Synthesis of the research work and findings 

3.1. Main threats affecting the EU: an overview 

Cybersecurity companies are challenged by increasingly smarter and more innovative cyber-criminals 

that threaten the whole economy and society. Even the most powerful, well-known and sensitive 

companies have been threatened at some point2 by cyber-attackers. In this section, the main threats 

affecting the EU as a whole are introduced to further analyse the threats related to specific relevant ICT 

technologies. 

3.1.1. Threats affecting the whole EU 

According to ENISA, threats can be classified into eight high level categories, as shown in Table 1. 

(ENISA, 2016b)  

Table 1: Threats classification 

High level threat Description Threats (main examples) 

Physical attack Deliberate or intentional human actions.  
Fraud, sabotage, theft of data, 

information leak, terrorist attack, etc.- 

Unintentional damage/ 

loss of information or IT 

assets 

Damage or loss of information caused 

unintentionally by humans or errors. 

Information leak, erroneous 

administration of devices, loss of 

information, inadequate design and 

planning, etc. 

Natural/ Environmental 

disaster 

Disaster caused by natural or 

environmental factors. 

Fire, pollution, water, explosion, etc. 

Failures 
Failures caused by IT supporting 

infrastructures. 

Failure of supply, malfunction of 

equipment, failure of communication 

link, etc. 

Outages 
Lack or loss of resources necessary for IT 

infrastructure 

Strike, network outage, etc. 

Eavesdropping/ 

interception/ hijacking 

Alteration of the communication between 

the sender and the receiver. Do not require 

tools on the victim’s side. 

Replay of messages, session hijacking, 

man in the middle, etc. 

Nefarious activities/ abuses 
Illicit activities in which the installation of 

software is required in the victim’s side. 

Identity theft, denial of service, social 

engineering, targeted attacks (APTs), 

etc.  

Legal 
Financial or legal penalty or loss of trust of 

customers. 

Breach of legislation, abuse of personal 

data, failure to meet contractual 

requirements, etc. 

Source: Compiled by the authors based on (ENISA, 2016b) 

 

                                                           

2 A good example is the “disruptive” cyberattack launched against a nuclear facility in Germany in October 2016 

(FireEye, 2017a). 



STOA - Science and Technology Options Assessment 

PE 614.531 20 

Figure 1: Malware detections map. January-September 2016 

 

Source: (FireEye, 2017b) 

 

 

In order to assess the presence of cyber-threats, measuring the amount of malware depending on 

different criteria is a valuable alternative. Figure 1 presents the map of malware detections by country 

from January to September 2016, while Figure 2 shows the distribution of cyber-threats depending on 

the affected sector. Hackers most often target financial, manufacturing and telecom industries in 

Germany, the United Kingdom, Belgium, Spain, Denmark, Sweden, Norway and Finland. As an 

example, in 2016, 2.5 million pound were stolen from around 9,000 customers of Tesco Bank, the largest 

theft on a UK bank by cyber-criminals (European Political Strategy Centre, 2017). Along with these 

private sectors, governments are also a key target for hackers in Europe. (FireEye, 2017b). 
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Figure 2: Services targeted by hackers, 2016 

 

Source: (FireEye, 2017b) 

 

In analysing the impact of cyber-threats, it is also interesting when one determines the source countries 

of the attacks. According to F-Secure (2017), and based on the analysis of the active reconnaissance (a 

kind of attack used to discover vulnerabilities in the targeted systems) traffic detected by a global 

network of honeypots3, nearly 60% of this traffic came from Russian IP addresses in the second half of 

2016. Figure 3 shows the level of cyber-attacks detected among different countries. It is worth noting 

the high number of cyber-attacks from Russian IP addresses to systems in the USA and the Netherlands, 

which could suggest interference in the most recent election processes in both countries. 

 

 

 

 

 

 

 

 

 

 

                                                           

3 Computer security tool used to detect attempts of intrusion to IT systems 
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Figure 3: Source and target countries of cyber-attacks 

 

 

Source: (F-Secure, 2017) 

 

Several cyber-threats are seriously challenging the security of any Member State, namely 

cyberterrorism, cyberespionage, cybercrime and hacktivism4. Cyberterrorism, the use of internet for 

purposes of terrorism, is becoming a widespread practice that can drive to substantial physical damages 

(ENISA, 2016b). The relevance of this threat is critical and the World Economic Forum pointed out that 

cyberterrorism in industries like energy, water, communication or transportation could cause 

environmental disasters and loss of data and lives (Debating Europe, 2016).  

Fear of cyberespionage, a hijacking threat (ENISA, 2016b), is rising in many European countries so much 

that it is being considered one of the biggest security concerns in 2017. TrendMicro points out that 36 

per cent of businesses in Italy, 34 per cent in France, 20 per cent in Germany and 17 per cent in the 

Netherlands rank cyberespionage as a priority (TrendMicro, 2017). 

Cybercrime, a nefarious threat (ENISA, 2016b), is managed by the European Cyber Crime Centre (EC3) 

at Europol. The 2016 Internet Organized Crime Threat Assessment report (IOCTA), released by Europol 

(Europol, 2016a), explains that traditional crime has been surpassed by cybercrime and highlights eight 

cybercrime trends: crime as a service, ransomware, the criminal use of data, payment fraud, online child 

sexual abuse, abuse of the darknet, social engineering and virtual currencies.  

                                                           

4 Cyberwar is also a threat to the security of Europe but it is out of the scope of this document 
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Last but not least, hacktivism refers to networks of activists that attack ICT systems (usually DDoS 

attacks) to intimidate targets and draw attention toward whatever cause they consider is worth 

supporting (F-Secure, 2017). 

There is a specific malicious mechanism used by the previously described cyber-threats that deserves 

particular attention: the Advanced Persistent Threat (APT). APTs are a kind of nefarious threat (ENISA, 

2016b) that are extremely customized, and specifically targeted, that persist for long periods of time 

(months or even years). APTs are launched by attackers to get military, government and intellectual 

sensitive data in order to disrupt an operation or merely destroy some equipment. Governments, big 

manufacturers and companies with intellectual property of important works or highly valuable 

technology are the most relevant targets. The energy sector in Europe is especially susceptible to APTs 

because of its strategic and economic importance (Mandiant, FireEye company, 2017).  

Due to the persistent nature and sophistication of APTs, it is assumed that they are supported by big 

organizations, particularly country governments. Russia and China seem to be the key players behind 

most of these APTs. For example, APT29 (“the Dukes”) and APT28 (“Sofacy”) are allegedly Russian 

groups, whereas APT1 is linked to China (FireEye, 2017a). Details are presented in Table 2. 

Table 2: Main APT groups targeting the EU 

Name 
First 

appearance 

Targets (affecting Europe) Threat actor  Overview 

APT29 2014  

Western European 

governments, foreign policy 

groups and other 

organizations with valuable 

information for Russia 

Russian 

government 

(suspected) 

It monitors the victim’s network 

and remains hidden, 

communicating infrequently 

and resembling legitimate 

traffic.  

Site like Twitter or GibHub are 

used to extract data from 

compromised networks. 

APT28/ 

Sofacy 

Group 

2007 

Eastern European countries 

and militaries, North 

Atlantic Treaty Organization 

(NATO) and other European 

security organizations and 

defence firms 

Russian 

government 

(suspected) 

It collects intelligence on defence 

and geopolitical issues. Code 

with Russian Language that is 

why Russian government seems 

to support it. 

Encryption is used to move 

information from one computer 

to another. It could be spread 

through MacOS malware 

downloader called Komplex. 

APT1 2006 

Corporations across a broad 

range of industries in 

English-speaking countries. 

Communist 

Party of China, 

Chinese 

People’s 

Liberation 

Army Unit 

6138(suspected) 

Terabytes of data are stolen 

mainly from industries that 

China identifies as strategic. 

Phishing attacks are particularly 

used to compromise the system. 

Source: Compiled by the authors based on (FireEye, 2017a) 
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Threats mechanisms 

There are innumerable mechanisms and tools that can be used to materialize the aforementioned 

threats. Three of them are particularly relevant: ransomware, social engineering and botnets.  

Ransomware encrypts data in the victim’s equipment and then asks for ransom in exchange for 

recovering the data. There are many different variants but the most often method is “encryption for 

money”. Figure 4 shows the significant increase in 2016 of ransomware submitted to the Europol 

Malware Analysis System (EMAS). Although this kind of attack is not as focused as APTs, its huge 

expansion can become a relevant problem for many companies. This was the case of the popular 

ransomware, WannaCry, which targeted several versions of the Windows operating system. WannaCry 

affected more than 150 countries. As shown in Figure 5, Russia was the country most deeply affected 

followed by India, the United States and Taiwan. Many companies and services suffered under this 

attack, such as the train system in Germany and several Russian banks (Dwoskin, E. & Adam, A., 2017). 

This is just an example of the terrible damage that ransomwares can cause. Although Europe is not one 

of the regions most affected by ramsonware and governments are not usually directly involved, 

ransomware can substantially damage services affecting the entire population. The Petya case of June 

2017 demonstrated that the motivation of these attacks may not be economic, but merely to cause service 

disruptions or severe data losses (Solon, O. & Hern, A., 2017).   

 

Figure 4: Submitted ransomware to EMAS in 2016  

 

Source: (Europol, 2016b) 
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Figure 5: WannaCry infection map 

 

 Source: (Check Point, 2017) 

 

Social engineering can be defined as tricking people to do something illegitimate. Attackers can use 

psychological manipulation to get access to the IT system, IT technologies or both. A typical form of 

social engineering is called phishing and it usually causes payment frauds. This attack commonly 

consists of receiving a fake email requesting some sensitive data like a bank password, using a technical 

reason as an excuse. Once the victim provides the requested data it is in the hands of the attackers. 

Research shows that 23 per cent of recipients of a fake email open it and 11 per cent also open 

attachments (Verizon, 2015). These data show that people themselves can be one of the weakest points 

in the cybersecurity process5. 

Botnets are a key element of cyber-threats. A botnet is a set of infected computers, called bots, controlled 

by a master computer that is managed by the attacker. When the master sends a command to the bots, 

they perform a concerted specific action. Botnets are used in many APTs by controlling malware 

distribution and management. Botnets are particularly relevant in Denial of Service (DoS) attacks that 

try to make a digital service unavailable. More concerning is the case of a Distributed DoS (DDoS) in 

which case multiple master computers come into play. In an interconnected world with an increasing 

number of devices, this tool is becoming particularly dangerous. 

3.1.2. Threats affecting particular ICT technologies 

The use of ICT technologies is shifting to novel scenarios such as the “smart things” environment and 

the so-called “cyber-physical systems.” These new scenarios are particularly interesting from a security 

point of view. 

  

                                                           

5 Some of the experts interviewed consider that in a well-designed system, most security and privacy decisions are 

not left to the citizens, hence their level of understanding is not relevant. If products and services are poorly 
designed so that normal citizens cannot use them safely, then they need to be redesigned. 
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Internet of things 

Our environment is full of devices connected to the internet, a concept labelled the “Internet of Things” 

(IoT). Devices that make up the IoT include smart devices (smartphones, smartwatches, smart-TVs or 

smart bracelets), internet connections in cars, IP webcams, routers and medical devices. The number of 

internet-connected things is expected to increase from 2.9 billion in 2014 to 20.8 billion in 2020, as shown 

in Figure 6. The development of the IoT, however, does not go hand in hand with security. Examples of 

this lack of increased security paralleling the growth of the IoT are a proof of concept to take control of 

a car remotely (Greenberg, A., 2016), ransomware in smart TVs (Constantin, L., 2017), vulnerabilities in 

insulin pumps (Finkle, J., 2016) and many more. 

Figure 6: Number of connected devices 

 

Source: (Gartner, 2015) 

Mirai botnet is one of the attacks that raised the alarm in the IoT ecosystem. Mirai infected IoT devices 

to turn them into bots that further launched a DDoS attack. Researchers pointed out that in the U.S. and 

Europe over half a million of devices were susceptible to Mirai (Canetti, M., 2017). Until November 

2016, this was the biggest DDoS ever seen. 

Personal mobile devices are an essential element in everyday life and, therefore, have become one of 

the most interesting targets. Their vulnerability level depends on their particular operating system, 

among other aspects. The Android operating system is the focus of most attackers. The number of 

vulnerable apps in Android increased by 105 per cent in 2016 (Symantec, 2017). Malware usually takes 

advantage of vulnerabilities in the operating system (OS) and, as shown in Figure 7, in 2016 Android 

became the OS with the biggest number of vulnerabilities. 

Figure 7: Mobile vulnerabilities by operating system 

 

Source: (Symantec, 2017) 

 

Ransomware is also a problem in mobile devices. Evidence suggests that the number of installation 

packages containing ransomware in 2016 was 8.5 times higher compared to 2015 (Kaspersky Lab, 2016). 

Kaspersky Lab detected 261,214 mobile ransomware Trojans in 2016 (Kaspersky Lab, 2016). The map in 

Figure 8 shows that mobile ransomware in 2016 significantly affected the U.S. and Germany. 
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Figure 8: Mobile ransomware by Kaspersky Lab 

 

Source: (Kaspersky Lab, 2016) 

 

Mobile device predictions by McAfee point out that ransomware, malware to steal banking data and 

tools to remotely control our devices have growth substantially in 2017 (McAfee Labs, 2016). Forrester 

predicts that hackers will continue exploiting vulnerabilities in IoT devices and that more DDoS are 

about to come (Forrester, 2017). 

 

Cyber-physical systems 

The integration of physical and digital systems —called Cyber-Physical Systems (CPS)— are becoming 

an essential part of the industry where the use of IT has boosted the fourth Industrial revolution, or 

Industry 4.0 (Jazdi, N., 2014). A significant portion of critical infrastructures, such as nuclear power 

plants or water management systems, depends on CPSs.  

Studies show a clear relationship between threats in industrial and corporate systems, since industrial 

systems are based on technologies used in corporate systems (Kaspersky Lab ICS CERT, 2016). Threats 

like ransomware, phishing or DDoS also affect CPSs. Although internet access is commonly limited in 

these environments, the use of USB media or compromised local networks can lead to unexpected 

consequences. Figure 9 shows the percentage of industrial automation systems attacked in each country 

relative to the total number of such systems in the country. 
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Figure 9: Geographical distribution of industrial systems attacks (2nd half 2016) 

 

Source: (Kaspersky Lab ICS CERT, 2016)  

 

FireEye points out several vulnerabilities to consider in industrial control systems (FireEye, 2017c): (1) 

lack of proper authentication either for computers to access resources or for users to access computers; 

(2) outdated hardware and operating systems due to the sole cost of updating running machines; (3) 

not verifying the integrity of the installed software to guarantee that no further alterations have been 

made; and (4) using unknown third party components that could have intended or unintended 

vulnerabilities. Regardless of the type, vulnerabilities in ICT components have increased from 19 in 2010 

to 189 in 2015 (Oxana Andreeva et al., n.d.). These vulnerabilities are exploitable if not detected and 

properly fixed. Statistics of ICT vulnerabilities in 2015 show that 34 per cent of vulnerabilities have a 

high-risk level, while 54 percent has medium risk and just 12 per cent have low risk. Statistics of 

vulnerabilities by vendors in 2015 suggest that Siemens and Schneider Electric, both from the EU, are 

the companies with the highest number of critical vulnerabilities with 33 and 18 respectively, as shown 

in Figure 10. Hospira, a US company, has the third highest number of vulnerabilities (Oxana Andreeva 

et al., n.d.).  
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Figure 10: Vulnerabilities by vendors in 2015 

 

Adapted from source: (Andreeva, O. et al., 2016)  

 

APTs are one of the most dangerous threats in the industrial context (J. Lopez, C. Alcaraz, J. Rodriguez, 

R. Roman, & J. Rubio, 2017). After a period of reconnaissance to gather valuable information on the 

configuration and vulnerabilities of the target systems, they carry out the attack. The case of Stuxnet, 

considered one of the first APTs (Schneier, B., 2010), undeniably shows that CPSs are a clear target for 

attackers.  

3.1.3. Economic impact of threats 

The British insurance company Lloyd’s estimates that worldwide cyber-damages in 2013 and 2015 were 

100 billion U.S. dollar and 400 billion U.S. dollar respectively. The Jupiter Research estimates that cyber-

attacks will cost 2 trillion U.S. dollar in 2019. Cybersecurity Ventures projects 6 trillion U.S. dollar of 

damage in 2021 (Patrishkoff, D., 2017). These damages affect not only the operation of the services but 

also the image of the companies.  
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Figure 11: Cyber-damages to business worldwide (billion U.S. dollar) 

 

Source: (Patrishkoff, D., 2017) 

 

Focusing on cybercrime, the World Economic Forum claims that statistics might not be completely clear 

(World Economic Forum, 2016) because companies are concerned about disclosing internal information. 

Cooperation is not their main goal. Looking at the US, Japan, Germany, the UK, Brazil and Australia 

based on a sample of 237 companies, the US is the country with the highest average cost of cybercrime 

per company between 2013 and 2016, followed by Japan, Germany and the UK (Ponemon Institute, 

2016). 

Figure 12: Average cost of cybercrime per company affected (million U.S. dollar) 

 

Source: (Ponemon Institute, 2016) 

Data breaches have been studied in 13 countries, 4 from the EU, worldwide and among 419 companies 

(Ponemon Institute, 2017). Results are shown in Figure 13. A data breach occurs when some sensitive 

data are put at risk and potentially disclosed. The report details that the more records that are lost, the 

higher the cost of the data breach. In 2016, losses were estimated at 2.1 million U.S. dollar for incidents 

with less than 10.000 compromised records. The faster the data breach is identified, the lower the cost. 

Companies in the US and Middle East have the highest total average cost in 2017, 7.35 million U.S. dollar 

and 4.94 million U.S. dollar respectively. Germany, France and the UK have the biggest decrease in 2017 

compared to the average of the previous four years.  



Achieving a sovereign and trustworthy ICT industry in the EU 

PE 614.531 31 

Figure 13: Average total cost of a data breach compared to the four-year average (million U.S. 
dollar) 

 

Adapted from source: (Ponemon Institute, 2017) 

3.2. The European cybersecurity ecosystem 

The development of the Digital Single Market and the upcoming fourth industrial revolution require a 

strengthening of the current European cybersecurity ecosystem. Reducing the strong dependence on 

foreign providers will improve the trust and confidence of citizens and firms, thus boosting economic 

exchanges in the digital sphere. To understand the status of the cybersecurity industry in Europe, the 

current situation of the stakeholders involved in the cybersecurity ecosystem, both from the demand 

and supply side and the public bodies involved in the topic, have been assessed, as well as the risks and 

challenges that they must address in order to reinforce the cyber-resilience of the European ICT 

industry. 

3.2.1. Demand-side analysis 

3.2.1.1. Citizen’s awareness on cybersecurity issues 

Increasing the cyber-resilience of the ICT industry largely depends on the perceptions, expectations and 

behaviours of European citizens. Citizens play a key role in the ecosystem as consumers of cybersecurity 

products and services for both personal and professional purposes. By understanding European 

citizens’ concerns and awareness about cybersecurity risks as well as their demands for innovative 

solutions, European companies can foster a dynamic industry of products and services to better 

compete with big players from other regions. 

Therefore, it is important to assess how aware European citizens are about cybersecurity issues and 

whether this level of awareness represents an opportunity for the European cybersecurity industry. The 

Google Trends analysis of the theme “Computer security” suggests that European citizens, up until 

quite recently, have been less concerned about topics related to cybersecurity than US citizens have. 

This trend, however, is showing signs of change, as shown in Figure 14. 
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Figure 14: Google Trends analysis of the theme “Computer security” in the EU28 and the US 

 

Source: Compiled by the authors based on Google Trends.  

Note: The trend has been smoothed by using a loess function. The EU28 trend has been estimated by using a 

weighted average by population of EU countries’ trends. 

The results gathered about citizens’ perceptions regarding their understanding of the risks of 

cybercrime are disappointing.  As Figure 15 shows, more than 50 per cent of European citizens feel not 

very well informed or not informed at all about the risks of cybercrime and roughly 10 per cent feel very 

well informed. This perceived disinformation might have negative consequences when it comes to 

achieving cyber-resilience in Europe, as citizens are one of the crucial links of the cybersecurity process 

for both households and workplaces. The perception of lack of information is higher among the female 

population, the elder population, populations with low education levels and populations from southern 

and eastern countries (see Annex 7.2). These data suggest that differentiated strategies are likely to be 

required in order to appeal to the specific needs of each group. 

Figure 15: Perception of the level of information on cybercrime risks 

 

Source: Compiled by the authors based on (Eurobarometer, 2015a) 

 

Despite the high perception of disinformation, citizens show a moderate degree of concern about the 

possibility of being a victim of cybercrimes. The cybercrimes that are more relevant for European 
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citizens are: identity theft, malicious software in citizens’ devices and being a victim of bank card or 

online banking fraud. People seem to be less concerned by threats such as ransomware. 

Figure 16: Population concerned by cybercrimes 

 

Source: Compiled by the authors based on (Eurobarometer, 2015a) 

 

Combining results from the two previous indicators leads one to suggest that there is a low level of 

awareness about cybercrime risks. This idea is also reflected in the limited change of behaviour of 

citizens on the internet when cybersecurity concerns arise. 

Installing antivirus software is the only unique behavioural change for more than 50 per cent of the 

population. The good news is that there is ample room for the European industry to provide new 

products and services to European citizens, a market currently dominated by US companies. Policies 

devoted to raising awareness about cybersecurity issues among final customers and to promote and 

advertise European cybersecurity companies would help strengthen the European cybersecurity 

industry and the cyber-resilience of the ICT sector while lessening the dependence on foreign providers. 
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  Figure 17: Behavioural changes on internet uses in response to cybersecurity concerns 

 

Source: Compiled by the authors based on (Eurobarometer, 2015a) 

3.2.1.2. Cybersecurity management on enterprises 

Enterprises play a key role in improving the cyber-resilience of Europe. Cybersecurity is no longer 

perceived as a mere technical issue, but a core element of company strategy among big companies. 

Company boards are increasingly considering cybersecurity as an essential asset, albeit at a slow pace. 

In 2015, 45 per cent of boards were involved in overall security strategy, allowing for direct 

communication between top executives and cybersecurity managers (PWC, 2015).  

The growing implication of the boards within companies’ global cybersecurity strategies is shown by 

an increase of their participation in issues such as the elaboration of the security budget, the process of 

defining security policies, and even the revision of security and privacy risks. 

As Figure 18 shows, company boards engaged in cybersecurity management are still a minority. The 

increasing commitment of top executives, however, to improve information security issues constitutes 

a good opportunity to reinforce collaboration between the cybersecurity industry and the rest of the 

economic sectors.  

Cybersecurity breaches represent such a relevant cost, both economic and reputational, that company 

boards seek to reduce implementing different strategies and policies. In such scenarios, the figure of the 

Chief Security Officer, CSO, or Chief Information Security Officer, CISO, is emerging. More than 50 per 

cent of companies have a CISO to manage its entire cybersecurity process (PWC, 2015). The existence of 

a CISO in a company, who is usually a board member, allows for a smoother coordination of the global 

cybersecurity strategy. 
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  Figure 18: Board participation in information security process 

 

Source: (PWC, 2015)  

Companies from all economic activities are adopting a “technology-centric” approach, meaning that all 

business processes are undergoing digital transformation. Companies, though, are beginning to 

understand that cybersecurity is not only a matter of technology, but also a matter of people and 

processes (PWC, 2015). Most security incidents derive from some form of human error. Therefore, 

cybersecurity strategies should encompass a cultural change in the relationship between employees and 

technology by both training the employees to use the technology in a secure way and raising awareness 

of cyber-risks. 

Figure 19: Sources of security incidents 

 

Source: (PWC, 2015)  

Advanced cybersecurity technologies are gaining momentum among companies, particularly 

technology related to threat detection. Figure 20 depicts the current technologies and processes in place 

by companies that help detect and prevent cyber-attacks on a global level. There are still several niche 

markets where penetration prevention tools and processes are still low, representing an opportunity for 

the European cybersecurity industry. 
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Figure 20: Threat detection tools and processes used by companies 

 

Source: (PWC, 2016) 

At the European level, roughly a third of enterprises have defined a formal ICT security policy and close 

to 50 per cent have made staff aware of their obligations when it comes to ICT related security issues 

(Eurostat, 2016a). Regarding these data, however, there is still a high disparity between the percentage 

of companies in each of the Member States that implement these two strategies, as can be seen in Figure 

21 and Figure 22 respectively. Both of these strategies are essential tools in improving the cyber-

resilience of a company. The complex nature of cyber-threats requires a coordinated strategy that 

includes technological, organisational, legal and procedural measures. Having an ICT security policy 

and making staff aware of their responsibilities facilitates the implementation of this strategy. 

Figure 21: Enterprises with a formally defined ICT security policy in 2015 (%)  

 

Source: Compiled by the authors based on (Eurostat, 2016a) 
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Figure 22: Enterprises that have made staff aware of their obligations in ICT security related issues 
in 2010 (%)  

 

Source: Compiled by the authors based on (Eurostat, 2016a) 

 

As shown in Figure 23, when it comes to the percentage of companies that implement these strategies, 

the size of the company is a significant factor determining that percentage. While in the EU 28, on 

average, 81 per cent of large companies have made staff aware of their obligations in ICT security related 

issues, this figure shrinks to 44 per cent for small companies. There are also large percentage differences 

depending on the sector the company is in. Figure 24 ranks the sectors from highest percentage to lowest 

with the financial and insurance sector being the highest at 86 per cent of companies to the construction 

sector being the lowest at 38 per cent of companies. 

These strong differences suggest that policies to raise awareness among employees of European 

companies should be carefully defined depending on the country, sector and size of the companies. 
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Figure 23: Enterprises that have made staff aware of their obligations in ICT security related issues 
in 2010 depending on the size of the company (%) 

 

 

Source: Compiled by the authors based on (Eurostat, 2016a) 

 

Figure 24: Enterprises that have made staff aware of their obligations in ICT security related issues 
in 2010 depending on the sector of the company (%) 

 

 

Source: Compiled by the authors based on (Eurostat, 2016a) 
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3.2.2. The European cybersecurity market 

The cybersecurity market grew out of the ICT market, inheriting some of its features and deficiencies in 

Europe: (1) domination by global suppliers from the US, and by Israel/the UK in the case of cyber; (2) 

an increased presence of commodity products reaching maturity such as firewalls, antivirus, and IDS 

software; (3) a lack of ICT strategic approaches in procurement policies challenging long-term 

competitiveness and safety; and (4) market fragmentation due to national interests and differences. 

When comparing the cybersecurity market to the ICT market as a whole, important specificities remain: 

(1) an increased relevance of the industrial sector where Europe has worldwide leaders (Aerospace, 

Automotive, and Rail Transport), (2) the importance of local and country needs and sovereignty and (3) 

the relevance of cybersecurity in future wars, virtually making it a military technology. 

In any case, Europe is a great opportunity for cybersecurity solutions providers. It represents a market 

of 500 million individual users (Eurostat, 2016b) and around 26 million enterprises (Eurostat, 2017), of 

which more than one million belong to the ICT sector. 

There is some controversy when it comes to quantifying the cybersecurity market size because the 

agents estimating the cybersecurity spending (consultancies, business associations, etc.) do not usually 

disclose the methodology used to provide the figures and because there is not a common definition for 

the scope of the concept of cybersecurity. These facts hinder the possibility of having an accurate and 

reliable picture of the market.  The European Cyber Security Organisation (ECSO), the industrial 

counterpart of the European Commission for the implementation of the Cyber Security contractual 

Public-Private Partnership, estimates that the global market size for network and information security 

(NIS) products and services, excluding military ones, ranged from 46.9 billion euro to 76.3 billion euro 

in 2014 (ECSO, 2016a). According to Gartner, the worldwide information security spending reached 

81.6 billion U.S. dollar in 2016 (Gartner, 2016a). Another reputed market intelligence provider, IDC, 

estimated the worldwide revenues for security-related hardware, software and services at 73.7 billion 

U.S. dollar in 2016 (IDC, 2016b). All the reports studied agreed on the forecasts, all estimating that the 

worldwide cybersecurity market will exceed 100 billion U.S. dollar in 2020, with annual growth rates 

between 5 and 10 per cent. 

The relevance of these figures is made significant when compared with the global ICT market. Gartner 

estimated worldwide IT spending at 3,387 billion U.S. dollar in 2016 (Gartner, 2016b), with information 

security spending accounting for 2.4 per cent of the global IT spending. IDC raised the global IT 

spending to 3,800 billion U.S. dollar in 2016 (IDC, 2016a), with security-related hardware, software and 

services revenues representing 1.9 per cent of global IT spending. 
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Figure 25: Cybersecurity spending in Western Europe (billion U.S. dollar) 

 

Source: (PWC, 2017) 

When the analysis was focused on the European cybersecurity market6, the estimates came to 18.8 

billion euro in 2014, accounting for around 26 per cent of the worldwide cybersecurity spending (ECSO, 

2016a). More recently, PWC estimated cybersecurity spending in Western Europe to be 21.5 billion U.S. 

dollar (PWC, 2017). According to this source, cybersecurity spending in Western Europe is expected to 

grow to 25.3 billion U.S. dollar in 2018, at an 8 per cent annual growth rate in the period of 2016-2018. 

The Western Europe cybersecurity market is led by services, which account for 71.1 per cent of the total 

market. The market trend shows an increasing dominance of services over products. 

The European cybersecurity market is characterised by its fragmentation. In 2014, the top 15 providers, 

most of them non-European, accounted for only one-third of the market, while a great number of 

smaller providers were responsible for the remaining two-thirds (PWC, 2017).  

Figure 26: Estimated share of cybersecurity market in Western Europe (%) 

 

Source: (PWC, 2017) 
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The main reason for this fragmentation is that European providers usually focus on local markets, thus 

only providing a limited set of cybersecurity products and services7. In such scenarios, the top providers 

have taken advantage of their strengths (financial, commercial, R&D investments, etc.) to configure 

global solutions; however, they struggle to capture a relevant market share. According to a survey 

conducted by PWC, 8 out of 10 cybersecurity buyers see more value in pan-European service providers, 

as they would be able to better meet the increasing cybersecurity needs and operate more efficiently, 

assuring long-term service provision through financial stability (PWC, 2017). 

Despite the discrepancies in the size and fragmentation of the cybersecurity market, all of the studies 

highlight its dynamism. The expected growth for the coming years represents a great opportunity for 

the European industry to position itself as a key stakeholder in the European cybersecurity ecosystem. 

3.2.2.1. Main trends affecting the market 

Several trends are contributing to the reshaping of the cybersecurity market. Given its specificity, a 

growing number of companies are outsourcing the management of its entire cybersecurity systems to 

third parties through the so-called managed security services (MSS) (PWC, 2017). The spending on MSS 

in the main economies of Western Europe is expected to account for 25-30 per cent of total cybersecurity 

spending in 2017. Additionally, 63 per cent of non-MSS users are considering contracting MSS in the 

next 12 to 36 months (PWC, 2017). 

Regarding the needs of concrete sectors, Figure 27 depicts the applications and services that are going 

to be in higher demand in the mid-term. 

Figure 27: Cybersecurity trends map 

 

Source: (INCIBE, 2016) 

 

                                                           

7 Some of the experts interviewed consider that there is still a lack of trust between Member States to develop an 

EU-wide procurement strategy and that country-level agencies exacerbate the market fragmentation by shaping 
and controlling their national industries. 
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3.2.3. The European cybersecurity industry 

There are no reliable sources about the European cybersecurity industry in terms of number of 

enterprises, turnover or employees. This makes it challenging to make an adequate assessment of the 

characterization of the industry that could further help identify the main challenges that the industry is 

facing in order to better meet the growing cybersecurity needs in Europe. The lack of reliable sources 

can be attributed to several causes. The first one is the lack of a concrete category of cybersecurity 

activities into the official statistical classifications. The last revision of NACE (Nomenclature statistique 

des activités économiques dans la Communauté européenne) was made in 2008 without any reference to 

cybersecurity. The most related statistical categories are J58.2.9 Other software publishing¸ J62.0.1 

Computer programming activities, J62.0.2 Computer consultancy activities and J62.0.9 Other information 

technology and computer service activities, however none are exclusively devoted to cybersecurity 

activities. Another cause is the lack of consolidated European associations of cybersecurity companies 

or related entities which could measure the industry size. The third cause is the lack of a common 

methodology to measure the industry among market analysts, which leads to relevant discrepancies in 

their reports. Finally, as cybersecurity remains a national competence with different approaches, some 

countries maintain catalogues of providers and periodically analyse the national industry, while others 

do not. For instance, the Spanish Observatory of Telecommunications and Information Society 

published a report on the cybersecurity industry in Spain stating that the sector is made up of 533 

companies, with a turnover of 598 million euro and more than 5,800 employees (ONTSI, 2015).  

Despite these limitations, there are some sources that provide useful information to describe the current 

situation of the industry. For instance, ECSO divides the European market into three categories (high-

grade, mid-grade, and low-grade) that can be used to characterise the industry. The high-grade 

cybersecurity market relates to the defence sector. Providers of this sector usually come from the defence 

sector itself, and they draw upon rigid and specific public procurement restrictions to develop a high-

level offer adapted to the particular characteristics of cyber-defence (ECSO, 2016a). 

The mid-grade cybersecurity market refers to the protection of critical infrastructures and to the public 

sector. The European offer is composed of thousands of fragmented companies. Most of these 

companies are SMEs that have a turnover of under 5 million euro and less than 50 employees (ECSO, 

2016a). They specialize in concrete cybersecurity areas and do not usually cover a wide range of 

solutions. They focus on local markets, with a low level of internationalisation. Therefore, it is 

challenging for them to become global cybersecurity providers for critical sectors such as energy, 

telecommunications, transport or financial services. 

Finally, the low-grade cybersecurity category refers to the B2C market for individuals and SMEs, 

dominated by non-European companies. European agents that enter this market are often acquired by 

top non-European providers (ECSO, 2016a). 

Although there is not an accurate figure for the number of cybersecurity companies in Europe, some 

rankings allow comparisons between the European industry and other relevant regions. One of them is 

the Cybersecurity 500, a list of the leading cybersecurity companies at the global level. The ranking is 

based on the degree of innovation of the companies. This ranking, recently releasing its 10th edition, is 

considered a reference in the industry.   

It offers information about the products and services provided by each company, as well as the location 

of the corporate headquarters. That last part has been used to compare the number of European 

companies in the list with leading regions such the US and Israel. Figure 28 shows the regional 

distribution of cybersecurity companies included in the Cybersecurity 500 list. 
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Figure 28: Regional distribution of companies included in the Cybersecurity 500 list 

 

Source: Compiled by the authors based on (Cybersecurity Ventures, 2017) 

The figure highlights a worrisome situation for Europe. About 75 per cent of the most innovative 

cybersecurity companies comes from North America, while EU companies only represent roughly 10 

per cent. To compound the situation, the most successful EU member in this sector is the United 

Kingdom, which is currently negotiating its exit from the European Union.  

Figure 29: Distribution of companies included in the Cybersecurity 500 list by country 

 

Source: Compiled by the authors based on (Cybersecurity Ventures, 2017) 

In adjusting the figures for the US’s GDP, the distribution of cybersecurity companies for the EU is even 

worse. 
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Figure 30: Regional distribution of companies included in the Cybersecurity 500 list (US GDP 
adjusted) 

 

Source: Compiled by the authors based on (Cybersecurity Ventures, 2017) 

Another relevant source of information related to the cybersecurity industry is Crunchbase, one of the 

world’s most trusted business information platforms. According to this source, there would be more 

than 1,700 cybersecurity companies in the World8, with the following breakdown by regions. 

                                                           

8 Only companies classified as "cybersecurity" in the Crunchbase database have been included in the analysis. These 
companies should be considered a sample of the total number of companies related to cybersecurity. 
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Figure 31: Breakdown of cybersecurity companies by region 

 

Source: Compiled by the authors based on (Crunchbase, 2017)  

Again, regarding the number of companies, the United Kingdom has the strongest cybersecurity 

industry within the EU, followed by Germany, France and Ireland. 

Figure 32: Breakdown of cybersecurity companies by country 

 

Source: Compiled by the authors based on (Crunchbase, 2017)  

If the number of cybersecurity companies by region is adjusted for the US’s GDP, the EU moves down 

to 9th among the main cybersecurity industries in the World, surpassed by countries such as New 

Zealand, Canada, Switzerland, Singapore, Hong Kong and India. 
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Figure 33: Breakdown of cybersecurity companies by country (US GDP adjusted) 

 

Source: Compiled by the authors based on (Crunchbase, 2017)  

 

Along with the number of companies, the number of employees (Figure 34) and the years since the 

constitution of the companies (Figure 35) allow to describe the cybersecurity industry’s maturity. Most 

of the companies in the 4 regions analysed have between 1 and 50 employees. The EU is the second 

region with the highest percentage of companies with 10 or less employees, accounting for more than 

30 per cent of its total number of cybersecurity companies. The US shows the highest percentage of 

companies with more than 50 employees. 
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Figure 34: Percentage of cybersecurity companies by number of employees and regions 

 

Source: Compiled by the authors based on (Crunchbase, 2017)  

Regarding the years since the constitution of the companies, Israel has the youngest ones, with an 

average age of 6.7 years. The average age of EU cybersecurity companies is 9.1 years. This number raises 

to 10 and almost 11 years for Canada and US companies respectively. This indicator illustrates again 

the level of maturity of the US’s industry compared to the rest of its competitors. 

 

Figure 35: Years since constitution of cybersecurity companies by region 

 

Source: Compiled by the authors based on (Crunchbase, 2017)  
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The main problem the cybersecurity industry in Europe faces seems to be the lack of funding to scale 

up companies. Funding for early stages of companies and R&D activities are partially covered by public 

programs at both national and European levels, for instance, the COSME program from the Executive 

Agency for SMEs of the European Commission or the H2020’s SME Instrument. In growth and 

expansion stages, however, public funding is almost non-existent. This lack of funding is derived from 

the prohibition of State aids by the Treaty on the functioning of the European Union.  

Regarding funding from the private sector, in the last few years some venture capital firms have 

developed several instruments to help companies in early stages including, but not limited to, CyLon 

(CYLON, 2017), C5 Cyber partners (C5 Capital, 2017) and the European Cyber Fund (PALADIN, 2017). 

Private funding in later stages, however, is still very limited, with few companies being funded to 

accelerate their growth and expansion. As the European Commission states, “the EU still lacks a sufficient 

culture of investing in cybersecurity” (European Commission, 2016b).  

The following pictures confirm this worrisome lack of funding.  Figure 36 displays the analysis of the 

funding rounds from 1982 to 2017. The data shows that more than 50 per cent of funding rounds for 

European companies were focused on raising seed capital, while percentages for rounds devoted to 

financing growth and expansion stages (series A, B, C and so on) sharply fell in comparison. In other 

countries, particularly in the US, there are funding rounds, almost inexistent in the EU, to help 

companies in their consolidation and scaling up as Figure 37 shows below.  

Figure 36: Percentage of funding rounds out of the total funding rounds in the region by type 
of funding 

 

Source: Compiled by the authors based on (Crunchbase, 2017) 
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Figure 37: Percentage of funding rounds in each region by type of funding  

 

Source: Compiled by the authors based on (Crunchbase, 2017) 

According to Figure 38, the average amount of money raised increases as funding rounds progress. That 

is why European companies are unable to capture higher levels of funding. Companies in the US start 

raising big money in series C, while for EU companies that is the last step in the process. 

Figure 38: Average money raised per company by region and type of funding 

 

Source: Compiled by the authors based on (Crunchbase, 2017)9 

To compound the problem, the percentage of companies accessing more than one funding round also 

decreases sharply among European firms compared to the US and Israel. 

                                                           

9 The big spike of EU in the series D is due to a single company, Darktrace. that raised 75 million U.S. 
dollar on 7th of July 2017. 
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Figure 39: Funding rounds per company by region 

 

Source: Compiled by the authors based on (Crunchbase, 2017) 

This situation also results in fewer numbers of investors financing European companies. On average, 3 

investors help European cybersecurity firms. The average number of investors in Israel is 4.4, while in 

the US it is 5.9. 

Figure 40: Number of investors per company by region 

 

Source: Compiled by the authors based on (Crunchbase, 2017) 

The lower number of funding rounds and the almost inexistent funding rounds aimed at growth and 

expansion stages imply a significant reduction of the total money raised by European companies 

compared to other countries. The median of the total funding raised by cybersecurity European firms 
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is 1.2 million U.S. dollar, compared to 8.5, 4.8 and 5.1 million U.S. dollar in the US, Canada and Israel, 

respectively10.  

Figure 41: Distribution of total funding raised by cybersecurity companies by region 

 

Source: Compiled by the authors based on (Crunchbase, 2017) 

It is not only that European companies get on average much less funding, but also that the number of 

companies is much lower. As a result, the gap between the total money raised by cybersecurity 

companies in the EU compared to the US between 1982 and 2017 is astonishing: 526 million U.S. dollar 

in the EU compared to 11.848 million U.S. dollar in the US. Total funding in Israel, a country with a GDP 

equal to 2 per cent of the EU’s, is 359 million U.S. dollar, 68 per cent of the EU’s total funding. The 

distribution by type of funding round and region is shown in absolute values and adjusted for US GDP 

in Figure 42 and Figure 43 respectively. 

Figure 42: Total money raised by cybersecurity companies by region and type of funding 

 

Source: Compiled by the authors based on (Crunchbase, 2017) 

                                                           

10 Only the 548 companies out of 1.390 that have been funded are included in the analysis. 
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Figure 43: Total money raised by cybersecurity companies by region and type of funding 
adjusted by US GDP 

 

Source: Compiled by the authors based on (Crunchbase, 2017) 

 

The cybersecurity industry is recognised as one of the most dynamic tech industries in the world. A 

proof of the dynamism and relevance of the sector is the number of acquisitions of cybersecurity 

companies that have substantially increased since 2014. Cybersecurity companies are being acquired by 

companies from all sectors. Although US enterprises lead the acquisition of cybersecurity companies 

(mainly by other US companies), in the last two years EU enterprises have also been very active 

acquiring cybersecurity companies. It seems that the entry into force of the NIS Directive in the EU in 

August 2016 has triggered the interest of European companies in the cybersecurity sector. 
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Figure 44: Acquisitions of cybersecurity companies by region 

 

Source: Compiled by the authors based on (Crunchbase, 2017)  

 

The analysis suggests several conclusions regarding the cybersecurity industry. First, there is a lack of 

reliable information on the current situation of the EU cybersecurity industry. Although this challenge 

is being addressed by some Member States by trying to quantify its own industry, there is not a common 

repository of cybersecurity companies at the EU level. This has two main consequences: the difficulty 

of having a clear view of the European industry as a whole and the lack of knowledge of the 

cybersecurity offers between Member States. As ECSO states, “Security (specifically cybersecurity) remains 

primarily a national competence/responsibility. This has consequences for the fragmentation of cybersecurity 

strategies, regulatory systems and public/societal attitudes, which are primarily determined at a national level. 

However, the interconnectedness of digital markets and technologies requires a coordinated and multinational 

approach” (ECSO, 2016a, p. 39). 

The findings also suggest that the EU is the second highest region with the most cybersecurity 

companies. The number of companies in the EU, however, when adjusted for GDP is very limited, far 

below its two main competitors: the US and Israel. The US industry is the most mature one, with a 

relevant number of enterprises with a high number of employees and the highest average age of the 

companies. According to the same data, the Israeli industry is the most entrepreneurial of the regions 

analysed. The EU cybersecurity companies are the smallest ones, along with Canada, in terms of number 

of employees.  

Figure 44, related to the acquisitions of cybersecurity companies in recent years, points out a particular 

feature of this industry: its local character. Most of the acquisitions in the different regions or countries 

analysed involve cybersecurity companies from the same region or country. Two main reasons can 

explain this market behaviour: 
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 Cybersecurity companies usually adapt their solutions to the cybersecurity policies (both 

technical and strategic) of their countries of origin, so potential buyers tend to trust providers 

from their own country as they can be confident that the cybersecurity solutions offered are 

aligned to those policies. 

 The tight links between cybersecurity and national security policies can lead to mistrusting 

foreign providers. 

The biggest concern is the lack of funding for European companies, particularly in the consolidation 

process, which results in extraordinarily low total investments in the EU. This represents a serious risk 

in achieving cyber-resilience in Europe by its own means, as Europe is leaving the protection of its 

critical assets in the hands of non-EU providers. 

The comparative analysis of the EU cybersecurity industry with its main competitors has highlighted 

several challenges that Europe must address in order to achieve an adequate level of cyber-resilience. 

They are described in more detail in section 4.1. 

3.2.3.1. Technological countermeasures offered by European providers 

The core activity, sector and cybersecurity tools developed by 63 EU companies have been analysed by 

using the categories described in the Cybersecurity Ventures (2017) (Figure 45 and Table 3). 

Most companies provide software products, with very few companies focused on hardware 

development. Around 28 per cent of the companies provide cybersecurity services and just 8 per cent 

develop hardware solutions that are usually included with a software product. Companies offering 

cybersecurity services mainly provide risk, threat and intelligence management. Some of them provide 

consulting and compliance and pentesting services. 

Figure 45: Core activity of EU providers 

 

Source: Compiled by the authors based on (Cybersecurity Ventures, 2017) 
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Table 3: Description of products and services provided by EU companies 

Category  Class Description 

Core activity Hardware The main activity is the development of hardware. 

Software The main activity is the development of software. 

Service The main 

activity is the 

provision of 

some 

cybersecurity 

service. 

Risk/ Threat/ 

Intelligence 

All assets of a company should be 

considered in a risk analysis, which 

help in the easiness of threat 

management, namely the 

identification, removal and recovery 

from a threat. Besides, a set of 

cybersecurity tools, techniques, 

tactics, etc., could be applied to 

improve threat management. 

Consulting/ 

Compliance 

Given some cybersecurity 

questions/ doubts/ interest, help in 

a particular form, e.g. report, is 

provided. It can be also related to 

the analysis of legal compliance. 

Pentesting Penetration tests help to analyse 

established security measures and 

evaluate possible consequences as if 

attacks were carried out by hackers. 

Security tools Antivirus/ 

Antimalware 

Tool to detect malicious programs which could negatively affect systems 

at some point in time. 

Firewall Tool to filter traffic according to a given criterion. 

Intrusion 

Detection System 

(IDS) 

Tool to filter traffic to identify malicious behaviours and/or patterns and 

raise an alert afterwards.  

Security 

Information and 

Event 

Management 

(SIEM) 

Tool to analyse the treat landscape in a system. It receives data from 

different sources and processes them to be visualized accordingly and to 

raise the corresponding alarms.  

Data Loss 

Prevention 

(DLP)/ 

Encryption 

Tool to prevent data leakage by generally monitoring, detecting and 

blocking suspected elements/ services/ activities. The use of encryption 

is common to avoid leakages. 

Systems 

Applications and 

Set of techniques/ methods to provide security in SAP applications. 
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Products (SAP) 

security 

Web security Set of techniques/ methods to provide security in web applications. 

Email security Set of techniques/ methods to provide security in email applications. 

Authentication, 

Authorization 

and Access 

Control (AAA) 

Authentication refers to credentials verification, where credentials can be 

the typical user and password, a biometric trait, etc. If the authentication 

is successful, authorization is enforced by verifying permissions. In a 

more general way, access control can be considered a step forward of 

authentication and authorization. It consists of granting access to an 

entity/ service according to owned permissions. 

Sector Industrial In the industry, most machines are managed by computers and their 

right use and execution is crucial to avoid problems in the production 

line. 

Corporate Developments/ services developed for organizations which generally 

imply an economic payment. 

Personal Developments/ services developed for the general public and they do 

not generally require any kind of investment. 

Source: (Cybersecurity Ventures, 2017) 

 

In terms of security tools, products related to DLP and encryption are the most common, followed by 

AAA and firewalls, as seen in Figure 46. The market of firewalls is a leading sector. Just three companies 

(Clavister, Smoothwall and Rohde & Schwarz) solely focus on developing firewalls. Most companies 

involved in antivirus/antimalware technology include firewalls in their work and not as a separate 

entity. Other well-known cybersecurity tools, such as SIEMs and IDSs, are developed by just six 

companies. Again, companies developing antivirus/antimalware are able to provide more to 

consumers as they usually also offer IDS modules. No company is working on IDSs as its primary goal, 

and only Qosmos considers SIEMs one of its main products.  
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Figure 46: Security tools provided by EU companies 

 

Source: Compiled by the authors based on (Cybersecurity Ventures, 2017) 

 

As shown in Figure 47, most companies offer solutions for corporations. About 15 per cent of them also 

provide personal solutions. More surprising is that just three companies (KPMG, Airbus cybersecurity 

and Rohde & Schwarz) provide specific solutions for the industry, but only two of those three (Airbus 

cybersecurity and Rohde & Schwarz) work exclusively for this sector. 

 

Figure 47: Sectors targeted by EU providers 

 

Source: Compiled by the authors based on (Cybersecurity Ventures, 2017) 

 

In brief, no EU company exclusively works on the development of cybersecurity hardware. Antivirus, 

firewalls, IDSs and SIEMs are the most common cybersecurity tools provided by the European industry, 

with 11, 15, 9 and 9 per cent of companies respectively offering these solutions. Just three companies, 

however, focus on developing firewalls and only one on offering SIEMs as one of their main products. 

The US has appealing alternatives from big champions, such as CISCO or AlienVault, particularly for 
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firewalls and IDSs. Despite the growth of two key technologies in the ICT ecosystem (cloud computing 

services and big data/analytics platforms), there are almost no European providers of trusted cloud 

infrastructure and secure big data applications. Finally, it was identified that there exists a clear lack of 

providers offering cybersecurity products and services for the industrial sector, thus challenging the 

cyber resilience of the industry in our region.  

3.2.3.2. Assessing the risk of depending on foreign technologies 

The weakness of the European cybersecurity industry and the lack of information about European offers 

of cybersecurity products and services lead European companies to entrust their cybersecurity systems 

to non-EU providers. This trend entails several risks that might hinder the cyber-resilience of the 

European Union. 

The dependence of foreign providers is not a particular characteristic of the cybersecurity industry, but 

of the ICT sector as a whole. According to the McKinsey Global Institute (2016), the digital trade balance 

with the US is largely negative for the EU, accounting for -5.6 per cent when considering digital services. 

Figure 48: Digital services trade balance (% of total services trade with the US and the EU-28) 

 

Source: (McKinsey Global Institute, 2016) 

 

One of the main risks of using cybersecurity technology developed outside the European Union is its 

utilization by foreign countries for cyberespionage purposes on both economic and political levels. As 

the Cybersecurity Strategy of the European Union states “The increase of economic espionage and state-

sponsored activities in cyberspace poses a new category of threats for EU governments and companies”  

(European Commission, 2013c, p. 3). Foreign governments can take advantage of unintended software 

flaws or intentional vulnerabilities, also known as backdoors, developed by national providers closely 

tied to the administrations (European Parliament, 2014b). Some of the experts interviewed consider that 

Europe can only create a sovereign and trustworthy ICT industry by having control over the complete 

supply chain. This is the reason why China is developing its own processors, servers, PCs, smart phones, 

routers, operating systems, search engines, social networks, etc. A good example of Government 

concern about this risk is the recent move of the US Government to ban Kaspersky software in federal 

agencies amid concerns of Russian espionage (Ellen Nakashima & Jack Gillum, 2017).  

-0.2

1.3

-0.4

1
0.2 0

1.6

-2.8
-3.6 -3.8 -4.2

-5.2 -5.6

-11.4

-14

-12

-10

-8

-6

-4

-2

0

2

4

Sweden Netherlands Italy Germany France EU-28 United
Kingdom

Trade balance with EU-28 Trade balance with US



Achieving a sovereign and trustworthy ICT industry in the EU 

PE 614.531 59 

This kind of commercial software usually has a “black-box” character, hampering European 

certification authorities and experts’ communities to know how it works and its potential 

vulnerabilities. In this sense, the use of Open Source solutions would facilitate a rapid discovery of 

failures or vulnerabilities (European Parliament, 2014b) by relying on the capacity of the users and 

expert communities to deeply inspect and scrutinize the code. Mandating fully open systems, both open 

hardware and software, may be the only way to keep control when getting systems from elsewhere. 

The EU should implement a systematic and strict technical testing of foreign technologies that have the 

potential to be used for intelligence purposes in order to maintain its ability to protect restricted and 

secret information.  

Several stakeholders have claimed the adoption of a security-by-design approach for the EU 

digitisation, as the General Data Protection Regulation already requires of data controllers when 

implementing their technical and organisational measures to manage personal data (European 

Parliament and the Council of the European Union, 2016 art. 25) . For instance, Mr. Udo Helmbrecht, 

ENISA’s Executive Director, declared in 2016: “Firstly, ENISA has repeatedly called for security by design. 

EU technology needs to address security of digital products as a market differentiator. Recognising that this will 

place an additional cost on Industry, I believe that the importance of information security will prevail and the 

extra cost will be justified in terms of consumer confidence”(ENISA, 2016a, p. 4). Foreign ICT providers, 

however, might not be willing to assume the extra costs that the security-by-design approach entails 

when developing their digital products until they are compelled to do so. Related to this approach, the 

recent communication of the European Commission (2017i) has highlighted the “duty of care” principle 

regarding the security of ICT products and systems. It may contribute to reversing the traditional 

approach in software development where bugs, defects and security vulnerabilities are considered 

inherent with any piece of software and blindingly accepted by the users by clicking “Agree” at the end 

of long pages of small print licence agreements. The experts agree that software liability, a taboo theme 

for many years in the high-tech industry, and the “duty of care” principle may soon be translated into 

cybersecurity requirements in most critical systems bids. Another possible way to incentivize the 

security-by-design approach would be to extend the Product Liability Directive to online services so 

that providers would take into consideration the security of their services from the very beginning 

designs. 

Cyber-resilience heavily depends on an adequate incident management process. In this sense, the 

relationship between digital service providers (DSP)11 and national authorities is based on a light-touch 

approach, defined by the NIS Directive in its recital 60 (European Parliament and the Council, 2016b). 

By contrast, the operators of essential services (OES)12 are subject to specific and stricter security 

requirements given their criticality for the economic and societal activity of countries: “Digital service 

providers should ensure a level of security commensurate with the degree of risk posed to the security of the digital 

services they provide, given the importance of their services to the operations of other businesses within the Union. 

In practice, the degree of risk for operators of essential services, which are often essential for the maintenance of 

critical societal and economic activities, is higher than for digital service providers. Therefore, the security 

requirements for digital service providers should be lighter. Digital service providers should remain free to take 

measures they consider appropriate to manage the risks posed to the security of their network and information 

systems. Because of their cross-border nature, digital service providers should be subject to a more harmonised 

approach at Union level. Implementing acts should facilitate the specification and implementation of such 

measures” (European Parliament and the Council, 2016b, p. 8). Within the category of “digital service” 

the NIS Directive includes the online marketplaces, online search engines and cloud computing 

                                                           

11 Digital service provider means any legal person that provides a digital service (European Parliament and the 

Council, 2016b). 

12 Described in the Annex II of the NIS Directive 



STOA - Science and Technology Options Assessment 

PE 614.531 60 

services13. In this regard, much of the digital ecosystem, mostly operated by non-EU companies, is 

subject to lighter security requirements. This light-touch approach aims at reducing the administrative 

burdens related to cybersecurity incidents of DSPs while allowing the EU to adequately respond to 

those incidents (ENISA, 2017a). The light-touch approach implies that DSPs must only comply with the 

national legislation of the Member State where its main establishment is located (Art. 18(1) NIS 

Directive), although they may operate in other EU countries. Moreover, if the DSP is not established in 

the EU, it must designate a representative in one of the Member States where the service is offered (Art 

18(2) NIS Directive) and only comply with that Member State’s national rules. In the event of an 

international cybersecurity incident, the DSP should only report to the national authority where it is 

mainly established and that national authority should have to inform of the other national authorities 

of the countries affected by the incident. This procedure, though, possesses two related drawbacks that 

could keep it from being effective: the delay between the notification of the incident by the DSP and the 

communication to affected countries and the lack of harmonisation of incident notification systems 

between Member States. As ENISA states, “there are reasons to be concerned that a significant lowering in 

the requirements of incident notification (types of incidents, parameters to be used) could result in hindering the 

capacity (at EU or national level) to follow up on specific incidents threatening the functioning of the internal 

market at various levels. For instance, a hostile attack (or even a malfunction) that affects a financial system by 

means of a number of anomalies produced at the level of a specific cloud service provider (that provides services to 

the financial system) might not be appropriately comprehended if not all accountable entities went by the same 

incident reporting policies. The financial entity would then report issues related to the could provider, but the 

reporting system would not allow a clear and full understanding of the overall causes that led to damages to the 

internal market.” (ENISA, 2017a, p. 10). 

According to the report Benchmarking Workforce Capacity and Response to Cyber Risk, released from the 

2017 Global Information Security Workforce Study, Europe will face a shortage of 350,000 cybersecurity 

professionals by 2022 (Frost & Sullivan, (ISC)2, Alta Associates, & Booz Allen Hamilton, 2017). The 

excessive dependence of non-EU cybersecurity providers can worsen this gap and accelerate the brain 

drain as foreign cybersecurity companies, mostly big companies, can offer better conditions to attract 

skilled workers. Additionally, only 5 out of the top 20 start-up ecosystems in the World are located in 

the European Union (Startup Genome, 2017), which can lead skilled entrepreneurs to migrate to other 

regions in order to develop their ideas. 

The EU alternatives to reduce its dependence on foreign providers and achieve an adequate level of 

cyber-resilience can be assessed based on the criticality of the ICT systems to be protected and the 

current competitive advantage of non-EU providers. The following picture shows the possible 

alternatives taking into consideration these two variables. 

  

                                                           

13 See Annex III of the NIS Directive 
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Figure 49: Risk assessment of depending on non-EU cybersecurity providers  

 

 

Source: Compiled by the authors based on experts’ interviews 

The efforts of the European cybersecurity industry should be focused on those areas which are critical 

for EU security, investing selectively in concrete systems or technologies where the competitive 

advantage of non-EU providers is high, or investing strongly in those systems where the competitive 

advantage of non-EU providers is low, in order to catch up foreign providers. While the European 

cybersecurity industry should accept the dominance of non-EU providers in commodity products 

(antiviruses, firewalls, etc.), it should invest selectively in systems and technologies with low criticality 

but with good market opportunities and large base of users. 

3.2.3.3. A comparison with main international industries: the US and Israel 

There are two countries that are particularly relevant in the cybersecurity ecosystem: the US and Israel. 

The US is the largest developer of cybersecurity products and services in the world. The industry is 

composed of about 1,000 companies14. The distribution by state can be shown in Figure 50. 

                                                           

14 Only those companies categorised as pure “cybersecurity company” into the Crunchbase database have been 
included in the analysis 
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Figure 50: US cybersecurity companies by State 

 

Source: Compiled by the authors based on (Crunchbase, 2017) 

The US benefits from being a large, truly integrated marketplace with successful innovation clusters, 

where network effects get going smoothly and swiftly. One evidence of the high level of dynamism of 

the US cybersecurity sector is the significant number of M&A operations. In the last few years, a great 

number of cybersecurity companies were acquired by other tech companies. The following picture 

shows a “cloud” of acquisitions, where the operations between US companies predominate. 

Figure 51: Acquisitions of cybersecurity companies in the last years 

 

Source: Compiled by the authors based on (Crunchbase, 2017) 
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Israel has promoted, since the beginning of the last century, the creation of a dynamic cybersecurity 

industry. Some figures can highlight the successes of the Israeli cybersecurity industry relative to its 

economic size: 

 Israeli GDP amounted to 324 billion U.S. dollar in 2016, comparable to such EU countries as 

Portugal, Ireland and the Czech Republic (OECD, 2016). 

 The Israeli cybersecurity industry is made up of more than 350 companies (Israel Export 

Institute, 2016). 

 Israeli companies exported around 3.5 billion U.S. dollar worth of cybersecurity products and 

services in 2015, accounting for 5 per cent of the worldwide market (Israel Export Institute, 

2016). 

 40 per cent of the ranking “Gartner Cybersecurity Cool Vendors” in 2016 are Israeli (Israel 

Export Institute, 2016). 

 Investments in Israeli cybersecurity start-ups reached 581 million U.S. dollar in 2016, which was 

the second largest amount only behind the US. These investments accounted for 15 per cent of 

the total venture capital raised by cybersecurity companies worldwide (Start-up Nation 

Central, 2017). 

 Up to 25 international companies from the digital ecosystem have established their 

cybersecurity R&D labs in Israel: Amazon, IBM, Cisco, eBay, Microsoft, Intel, Accenture, 

PayPal, Salesforce and others. (Israel Export Institute, 2016). 

Figure 52: Active cybersecurity companies in Israel 

 

Source: (Start-up Nation Central, 2017) 
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Figure 53: Total investments in Israeli cybersecurity companies 

 

 

Source: (Start-up Nation Central, 2017) 

3.2.4. The European cybersecurity R&D environment 

The main public instruments within the European Research Area (ERA) to fund R&D activities in 

cybersecurity have been the Framework Programmes for Research and Technological Development, 

abbreviated FP and ranging from FP1 to FP7, and the current H2020 that was launched in 2014. The 

objectives of the programmes have varied depending on the needs identified by the EC, shifting their 

focus from technological research to innovation. 

Cybersecurity has received increasing attention in the latest funding periods. Within FP7, the majority 

of cybersecurity-related projects fell within the FP7-SECURITY and, especially, ICT programmes. 

Additional funding has been provided by the European Research Council (ERC) or, tangentially, by 

other programmes (e.g., FP7-HEALTH, FP7-PEOPLE, etc.) in which cybersecurity aspects were 

considered although not the main theme of the projects. 

The 2013 European Strategy for Cyber Security (European Commission, 2013c), recently assessed by the 

European Commission (2017a), highlighted a number of actions to be implemented by the EC. These 

actions, including the cybersecurity calls within the H2020, ranging from fundamental R&D to 

innovation and deployment. The strategy also aims at incentivizing Member States to invest more in 

cybersecurity R&D activities and improve the coordination of their research agendas. Starting in 2017, 

and aligned with the recent creation of the European Cyber Security Organisation (ECSO) and the 

publication of the Strategic Research and Innovation Agenda (SRIA), the first calls focusing on agenda 

priorities were released. 

To assess the relevance of these initiatives, the EC R&D public funding of cybersecurity related projects 

between 2008 and 2020 (involving the 7FP, the H2020, and the CEF) was analysed. The detailed results 

are shown in Annex 7.6. 

According to the European Commission, from 2007 to 2013 the EU has invested 334 million euro in 

cybersecurity and online privacy projects under the FP7 and the CIP programmes. The yearly average 

funding between 2008 and 2014 was estimated to range from 50 to 55 million euro. The total funds from 

2014 to 2016 that were allocated to the first wave of H2020 projects were 160 million. Additional funding 

of 450 million euro under the contractual public-private partnership on cybersecurity is expected for 
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the period 2017-202015. (European Commission, 2016d, p. 2). Another tool worth mentioning is the 

European Strategic Investment Fund (ESIF). ESIF is the central pillar of the “Juncker investment plan” 

by allowing the EIB Group to invest in more projects with high added value and riskier character16. A 

good example is the credit line of up to 20 million euros the EIB has granted the French cybersecurity 

company CS (Communication et Systemes) to finance its multiannual R&D expenditure programme 

(boursier.com, 2017). 

Based on data provided by the European Commission, the current number of projects in the H2020 

program that are related to cybersecurity is 132, with an estimated yearly average funding of 53 million 

euro, similar to the level of funding of the FP7. For the next H2020 period (2017 to 2020) the yearly 

average funding is 112.5 million euro, more than twofold the investments under the FP7. This data 

means that there has already been a growth in the number of projects by 61 per cent and the expected 

yearly funding is going to double. These increases show the growing interest of the industry, the 

research community and policy-makers on projects related to cybersecurity. On top of that, around 12 

million euro per year was invested under the CEF initiative in 2016 and 2017. Assuming a similar 

amount of investments for the CEF programme continuing until 2020, Figure 54 shows the estimated 

average yearly EC funding for cybersecurity related projects from 2008 to 2020. These figures can be 

compared to the funding allocated by the UK, the leading country in Europe in terms of number of 

cybersecurity companies. The UK National Cyber Security Strategy 2016-2021 (GOV.UK, 2017) foresees 

a funding of 1.9 billion GBP over those five years, increasing from the 860 million GBP allocated for the 

2011-2015 strategy. That makes a yearly average public funding of 172 million GBP and 380 million GBP 

for 2011-2015 and 2016-2020, respectively, which is more than threefold the funding provided by the EC 

for the whole European Union in the same periods. The UK Government, a single country, is funding 

R&D more than 3 times what the EC is. 

 

                                                           

15 Private cybersecurity market players are expected to invest three times more. 

16 The projects and agreements approved to date are expected to mobilise some 225 billion euros of 
investment. 
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Figure 54: Yearly average funding of cybersecurity related projects  

 

Source: Compiled by the authors based on (European Commission, 2015b, 2015e, 2016d) 

 

With these levels of investments, results do not follow. The European Commission itself recognizes that, 

notwithstanding participants in the FP7 have increased their knowledge, the  proper exploitation  of  

the  accumulated  competences  in order to  better serve  the  market  is  weak (European Commission, 

2016a). The EC agrees that the funded projects have achieved impact in the scientific world. They are 

not as certain as to whether these projects produced successful outcomes contributing to the 

improvement of European cyber-resilience and enhancing the competitiveness of the European 

cybersecurity industry. 

It seems that Europe is capable of creating knowledge, but this knowledge does not translate into an 

enhanced and more powerful European cybersecurity industry. There are several causes behind this 

problem that are analysed throughout the study: fragmented research activities, lack of coordination, 

brain drain, misalignment between research interests and market needs and scarce funding.  

As shown in Figure 55 and Figure 56, respectively, some interesting insights can be gained by comparing 

European funding of research activities with the money raised by cybersecurity companies in Europe 

and the US17 (Crunchbase, 2017). 

                                                           

17 The detailed analysis can be found in Annex 7.4. 



Achieving a sovereign and trustworthy ICT industry in the EU 

PE 614.531 67 

Figure 55: Relationship between EC research funding of cybersecurity projects and the money 
raised by cybersecurity companies in the EU 

 

Source: Compiled by the authors based on (Crunchbase, 2017; European Commission, 2015b, 2015e, 2016d) 

Note: The money raised by companies have been converted to euros. The conversion to euros have been made by 

using the conversion rate of September 2017 regardless of the year of the operation: 0.8392465 (X-Rates, 2017). 

 

The EC funding for research projects is likely to be highly relevant for European firms because, up until 

2015, it has been greater than the amount of private money raised by companies. From 2015 onwards, 

the amount of money raised by companies has grown to almost double the EC funding; however, EC 

funding remains a large part of the money available to businesses. The new contractual public-private 

partnership in the H2020 assumes that private partners will invest three times more than the EC, 

amounting to some 337 million euro per year18. This goal seems unrealistic considering the current rate 

at which private companies are generating investment money. In 2016, the total amount of money raised 

by cybersecurity companies was 113 million euro, just one third of the expected private funding 

foreseen in the new scheme. 

The bigger problem with EC funding manifests itself when comparing Europe to the US, as shown in 

Figure 56. EC funding seems almost non-existent when seen alongside private funding raised by US 

companies, particularly since 2011. Clearly stated, European companies cannot compete with US 

providers in this scenario. This funding gap can explain the brain drain and the strong dependence of 

the ICT industry on foreign providers. The amounts that the EC expects to invest in the coming years 

are still too small to have a substantial impact. Notwithstanding the proposed contractual public-private 

                                                           

18 The expected total yearly combined public-private funding including the CEF will raise to 462 million 
euro for the period 2017-2020. 
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partnership could shorten the gap by leveraging on the private sector contribution, serious doubts arise 

as to whether the private partners will be able to commit the amount of required funds as mentioned 

above.  

Figure 56: Relationship between EC research funding of cybersecurity projects and the money 
raised by cybersecurity companies in the US 

 

Source: Compiled by the authors based on (Crunchbase, 2017; European Commission, 2015b, 2015e, 2016d) 

Note: The money raised by companies have been converted to euros. The conversion to euros have been made by 

using the conversion rate of September 2017 regardless of the year of the operation: 0.8392465 (X-Rates, 2017). 

 

It is also interesting to analyse the relationship between the number of cybersecurity companies within 

the various countries (Crunchbase, 2017) and the number of cybersecurity projects in the FP7 in which 

those countries participated (European Commission, 2015b, 2015e), as presented in Figure 5719. The 

countries with the largest number of relevant cybersecurity companies, namely DE, FR, IE and NL are 

under-represented in FP7 projects. Other big countries like ES and IT are over-represented because they 

participate in a large number of projects but have very few representative cybersecurity companies. It 

might suggest that there is a gap between the needs of industry and the research policies.  

The creation of associations such as ECSO (European Cyber Security Organisation) may be a way to 

improve this situation by encouraging discussions between the industry, both large and small providers 

and users, and research actors to identify real priorities so as to focus investments on key topics.  

 

                                                           

19 The UK has been excluded of the analysis because of its much larger number of companies. 
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Figure 57: Relationship between the number of relevant cybersecurity companies and the number 
of FP7 projects by country 

 

Source: Compiled by the authors based on (Crunchbase, 2017; European Commission, 2015b, 2015e, 2016d) 

 

Some of the experts interviewed consider that the European cyber-sector would be better off supporting 

fewer top R&D priorities20 with more “impactful” larger projects (10-50 million euros) instead of 

investing in a large number of smaller projects. In fact, as shown in Figure 58, in the 7th FP, the EC 

contribution to more than 75% of the projects was below 4 million euros. While this strategy could, to 

some extent, help the European sector scale-up a few projects, it would also drain the already scarce 

funding available for new innovative ideas. 

                                                           

20 Topics that should be on that list of top priorities could include Industrial/ICS cyber, AI applied to 
cyber, and cryptographic innovation among others. 
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Figure 58: Distribution of EC funding for cybersecurity related projects in the 7th FP 

 

Source: Compiled by the authors based on (European Commission, 2015b, 2015e, 2016d) 

In short, although the EC is establishing efforts to invest more in cybersecurity projects, the funding 

seems to be low when compared to other countries and the expectation of a substantial private 

contribution may be unrealistic. What represents the most formidable challenge for achieving a cyber-

resilient industry in Europe, however, is the huge gap between this level of funding and the private 

money raised by US companies. As a result, EU companies are unable to respond effectively to market 

needs, fostering a vicious circle where foreign cybersecurity companies in the European market are 

strengthening at the expense of European companies. In this scenario, the relevant question is to what 

extent public money can compensate the lack of private funding in Europe. 

3.2.4.1. Comparison with the R&D strategy of the European leader: the UK 

The UK is the leading country in the EU in terms of number of cybersecurity companies. The UK 

National Cyber Security Strategy 2016-2021 (GOV.UK, 2017) builds on the previous 2011 Strategy and 

National Cyber Security Programme to set out a plan with three main goals: (1) Defend the UK against 

cyber threats and provide an effective response to cyber-incidents to guarantee resilience; (2) Deter 

aggression in cyberspace by taking both reactive and offensive actions against threats; and (3) Develop 

the national cybersecurity industry by leveraging the UK public and private R&D ecosystems. 

Underpinning these objectives, the strategy identifies the need to pursue international action to exert 

influence and benefit from partnerships. The 2016-2021 strategy foresees a funding of 1.9 billion GBP 

over five years, an increase from the 860 million GBP allocated for the 2011-2015 strategy. 

The R&D component of the strategy is emphasized within the Develop objective, particularly through 

an action point named “Promoting Cyber Security Science and Technology”. This objective includes 

specific goals, such as creating centres of excellence to attract the best researchers and deepening 
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partnerships and alliances between academia, industry and the Government. To achieve this, the 

strategy sketches a plan using the following approaches: 

 Develop flexible and innovative funding models for research and its commercialization. 

 Foster the creation of products, systems and services that are secure by default. 

 Publish a detailed Cyber Science and Technology Strategy. 

 Provide funding and support to Academic Centres of Excellence, Research Institutes and 
Centres for Doctoral Training in cybersecurity. 

 Extend funding to related areas such as big data analytics, autonomous systems, cyber-physical 
systems or the internet of things, among others. 

 Fund “Grand Challenges” to identify the most pressing problems in cybersecurity. 

The strategy also puts special emphasis on education and training, recognizing the need of Government 

intervention to close the increasing skills gap. This is acknowledged as a major challenge that requires 

coordinated actions among Government, industry, education providers and academia. It is worth 

mentioning that the UK strategy considers a plan over 20 years, not just the next five. 

3.2.4.2. Comparison with the R&D strategy of the worldwide leader: the US 

The 2016 US Federal Cybersecurity Research and Development Strategic Plan (National Science and 

Technology Council, 2016) articulates the policy formulation and budget development for cybersecurity 

R&D. It involves government funding, policing and investments for the next five years. This strategic 

plan updates and expands the priorities identified in the 2011 program, adding a strong emphasis on 

evidence-validated R&D. 

The objectives established in the strategy are defined in terms of advances over a range of three-time 

scales: (1) near-term goals (1-3 years); (2) mid-term goals (3-7 years) and (3) long-term goals (7-15 years). 

Near-term goals focus on refining and developing existing ideas, while mid and long-term objectives 

require fundamental research. The Plan identifies six critical areas that cybersecurity R&D should 

prioritize: 

 Scientific foundations 

 Enhancements in risk management 

 Human aspects 

 Transitioning successful research into pervasive use 

 Workforce development 

 Enhancing infrastructure for research.  

These areas are further grouped into four major defensive elements: Deter, Protect, Detect and Adapt. 

In addition, the Plan provides a description of each area and identifies specific research challenges and 

objectives to fulfil over the near, mid and long-term. 

The Plan concludes with five key recommendations: 

1. Prioritize basic and long-term research. 

2. Strengthen incentives for both public and private organizations to engage in cybersecurity 
R&D. 

3. Identify incentives to accelerate transition of cybersecurity research into adopted products, 
especially for the case of emerging technologies and threats. 

4. Broaden the diversity of expertise in the cybersecurity research community. 

5. Expand diversity in the cybersecurity workplace. 
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3.2.5. Public institutions related to cybersecurity 

Public institutions are the last stakeholder involved in the cybersecurity ecosystem. They play diverse 

roles in the cybersecurity ecosystem, with the most relevant role being the coordinator between the 

stakeholders involved on both preventive and corrective actions. At the EU level, the NIS Directive has 

established a new framework to enhance the cooperation among EU bodies and Member States21. Figure 

59 shows the public bodies involved in cybersecurity issues at different levels and the relationships 

among them, according to the proposed scheme of the NIS Directive. 

 

Figure 59: Public bodies involved in cybersecurity process 

 

Source: (European Political Strategy Centre, 2017) 

 

The NIS Directive establishes a new Coordination Group composed of representatives of the Member 

States, the European Commission and ENISA. Its main responsibilities will be (Art. 11(3) NIS Directive): 

 providing strategic guidance for the activities of the CSIRTs network; 

 exchanging best practices on the exchange of information related to incident notification; 

 exchanging best practices between Member States and, in collaboration with ENISA, assisting 

Member States in building capacity to ensure the security of network and information systems; 

                                                           

21 Some of the experts interviewed consider that current lack of trust is hampering collaboration between Member 

States: why would Member State A share with Member State B the existence of vulnerability X if one knows that B 
is using malware to penetrate systems in A? 
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 discussing the capabilities and preparedness of Member States and, on a voluntary basis, 

evaluating national strategies for the security of network and information systems and the 

effectiveness of CSIRTs, including identifying best practices; 

 exchanging information and best practices on awareness-raising and training; 

 exchanging information and best practices on research and development related to the security 

of network and information systems; 

 exchanging experiences on matters concerning the security of network and information systems 

with relevant Union institutions, bodies, offices and agencies; 

 discussing the standards and specifications referred to in Article 19 with representatives from 

the relevant European standardisation organisations; 

 collecting best practices information on risks and incidents; 

 examining, on an annual basis, the summary reports referring to incident notifications; 

 discussing the work undertaken with regard to exercises related to the security of network and 

information systems, education programmes and training, including the work done by ENISA; 

 with ENISA's assistance, exchanging best practices with regard to the identification of operators 

of essential services by Member States, including in relation to cross-border dependencies, 

regarding risks and incidents; 

 discussing modalities for reporting notifications of incidents. 

The Coordination Group must prioritise these actions in two-year work programmes. The first one is 

expected on February 2018. 

The second body established by the NIS Directive to improve coordination in cybersecurity issues 

among the Member States is the CSIRTs network. A CSIRT (Computer Security Incident Response 

Team) is devoted to managing cybersecurity incidents. Each Member State can have several CSIRTs 

specialised on different networks, services or sectors, although the Member State must designate one or 

more of them to comply with the requirements of the NIS Directive (Art. 9). The CSIRTs network is 

composed of the national CSIRTs and the CERT-EU, the Computer Emergency Response Team for EU 

institutions. The CSIRTs network responsibilities are (Art. 12(3) NIS Directive): 

 exchanging information on CSIRTs' services, operations and cooperation capabilities;  

 at the request of a representative of a CSIRT from a Member State potentially affected by an 

incident, exchanging and discussing non-commercially sensitive information related to that 

incident and associated risks. Any Member State's CSIRT, though, may refuse to contribute to 

that discussion if there is a risk of prejudice involving the investigation of the incident; 

 exchanging and making available on a voluntary basis non-confidential information concerning 

individual incidents;  

 at the request of a representative of a Member State's CSIRT, discussing and, where possible, 

identifying a coordinated response to an incident that has been identified within the jurisdiction 

of that same Member State;  

 providing Member States with support in addressing cross-border incidents on the basis of their 

voluntary mutual assistance;  

 discussing, exploring and identifying further forms of operational cooperation, including in 

relation to:  

o categories of risks and incidents;  
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o early warnings;  

o mutual assistance;  

o principles and modalities for coordination when Member States respond to cross-

border risks and incidents; 

 informing the Cooperation Group of its activities and of the further forms of operational 

cooperation and requesting guidance in that regard;  

 discussing lessons learnt from exercises related to the security of network and information 

systems, including those organised by ENISA;  

 at the request of an individual CSIRT, discussing the capabilities and preparedness of that 

CSIRT;  

 issuing guidelines in order to facilitate the convergence of operational practices with regard to 

the application of the provisions of this Article concerning operational cooperation.  

The CSIRTs network shall summarise its work in a report for the Cooperation Group every year and a 

half. The first report is expected by August 2018.  

ENISA, the European Agency for Network and Information Security, was created in 2004 and works to 

raise awareness of NIS and provide advice and recommendations to public and private stakeholders 

(Member States, CSIRTs, companies) about their cybersecurity. It also supports the implementation of 

EU policies related to NIS. According to the NIS Directive, ENISA is going to assume new 

responsibilities as member of the Cooperation Group and the secretariat of the CSIRTs network. In early 

2017, the European Commission launched a public consultation for the review of ENISA (European 

Commission, 2017j) in light of the new environment (increase of cyber-threats, NIS Directive and the 

launch of the contractual Public-Private Partnership on Cybersecurity). The results of the public 

consultation have served as a guideline for the development of a proposal for a new regulation on the 

agency (European Commission, 2017g), which includes new measures to strengthen the role of ENISA 

in the European cybersecurity ecosystem. 

At the national level, the NIS Directive obliges Member States to designate one or more national 

competent authorities on the security of network and information systems and identify a single point 

of contact to ensure cross-border coordination of national authorities. Member States have to ensure 

that national authorities and the single contact point have the adequate resources to carry out their 

functions (Art. 8 NIS Directive). 

From the perspective of fighting against cybercrime, the European Cybercrime Centre (EC3) was set up 

by Europol in 2013. It supports operations and investigations of Member States and serves as the central 

hub for criminal information and intelligence (Europol, 2013). It works closely with the Joint Cybercrime 

Action Taskforce (J-CAT). 

3.3. Data protection in search engines in the EU 

While cybersecurity can be considered a recent topic in the European agenda, data protection has been 

at the core of European regulation for many years. The first directive on personal data protection was 

enacted in 1995 (Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 

on the protection of individuals with regard to the processing of personal data and on the free 

movement of such data). The European Commission proposed a comprehensive reform of the data 

protection rules in January 2012 (European Commission, 2012c), which concluded with the publishing 

of the Directive (EU) 2016/680 and the Regulation (EU) 2016/679 (General Data Protection Regulation) 

in the EU Official Journal. Member States must transpose the directive into their national laws before 6 

May 2018 and the Regulation shall apply beginning 25 May 2018. The following sections will analyse 
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the effectiveness of these and other regulatory remedies used to ensure the protection of personal data 

of European citizens when using digital services. 

3.3.1. Awareness of European citizens about data protection issues 

Awareness is one of the main conditions for improving data protection among European citizens, as it 

heavily depends on the internet users’ behaviour.  

The Google Trends analysis of the theme “Information privacy” suggests that European citizens are 

much less concerned about topics related to data protection and data privacy when compared to US 

citizens, as shown in Figure 60. It may be related to the higher level of legal protection in Europe 

compared to the US that makes European citizens more confident about privacy issues. Still, the 

relevance of the topic is growing in both regions, showing the increasing concerns of users about their 

privacy. 

Figure 60: Google Trends analysis of the theme “Information privacy” in the EU28 and the US 

 

Source: Compiled by the authors based on Google Trends.  

Note: The trend has been smoothed by using a loess function. The EU28 trend has been estimated by using a 

weighted average by population of EU countries’ trends. 

 

According to the information collected by the Eurobarometer (2015), 50 per cent of European citizens 

are fairly concerned and almost 20 per cent are very concerned about not having complete control over 

the information they provide online. Regarding sociodemographic characteristics, the older population, 

female population and citizens from Eastern European countries are more likely to be at least fairly 

concerned, as analysed in Annex 7.3. 
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Figure 61: European population concerned about not having control over the information 
provided online (%) 

 

Source: Compiled by the authors based on (Eurobarometer, 2015b) 

The percentage of the population that are very concerned increases when they are asked about the 

possibility of authorities or private companies using personal information for a different purpose than 

the one it was collected for without informing them. 

 

Figure 62: European population concerned about authorities and private companies using their 
personal data for a different purpose than the one it was collected for (%) 

 

Source: Compiled by the authors based on (Eurobarometer, 2015b) 
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About 45 per cent of European citizens are aware of the fact that they are the ones mainly responsible 

for safely collecting, storing and sharing the information they provide online. Online providers are the 

second stakeholder most cited as responsible for securely managing users’ personal data.  

Figure 63: Principal stakeholder that should make sure the information provided by citizens is 
collected, stored and exchanged safely (% population) 

 

Source: Compiled by the authors based on (Eurobarometer, 2015b) 

Despite the fact that more than 40 per cent of European citizens consider themselves the main 

person responsible for securing their personal data when accessing online services, only 20 per cent 

believe they are always informed about the conditions of data collection and the further uses of 

their data when they are asked to provide personal information online.  

Furthermore, less than 20 per cent of citizens always read the privacy statements of the online 

services they use, whilst 1 out of 3 citizens do not read them at all. The main reasons alleged for not 

reading the privacy statements are that citizens find them too long and unclear or too difficult to 

understand. 

Regarding the consent to use personal data, nearly 70 per cent of citizens consider their explicit 

approval should be required before any kind of personal information is collected and processed. 
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Figure 64: Frequency of information about the conditions of the data collection and the further 
uses of the data when citizens are asked to provide personal information online (% population) 

 

Source: Compiled by the authors based on (Eurobarometer, 2015b) 

 

Figure 65: Population considering their explicit approval should be required before any kind of 
personal information is collected and processed  

 

Source: Compiled by the authors based on (Eurobarometer, 2015b) 
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It is also worth noting that more than 50 per cent of European citizens consider very important to 

have the same rights and protections over their personal data regardless of the country in which the 

authority or private company offering the service is established (Eurobarometer, 2015b). Less than 

40 per cent of Europeans, however, have heard about or know their national authority responsible 

for protecting their rights regarding personal data (Eurobarometer, 2015b). 

This brief summary of citizens’ perception on data protection issues allows drawing several 

conclusions: 

 Citizens show a moderate degree of concern about not having control over the information 

provided online. The degree of concern grows when citizens are asked on the possibility of 

authorities or private companies using their personal data for a different purpose than the 

one it was collected for, without informing them. 

 Albeit a relevant percentage of Europeans consider themselves mainly responsible for 

protecting their personal data when using digital services, only a minority (20 percent) 

always try to be informed about the conditions of data collection and the further uses of 

their data. Thus, the perceived responsibility of citizens regarding the protection of their 

personal data does not imply an increase in concern regarding privacy statements of service 

providers. 

 Explicit approval to collect and process any kind of personal data seems to be very 

important for European citizens as a mean of limiting unappropriated uses.  

 There is a low knowledge of the national authorities responsible for protecting citizens’ 

personal data rights. 

This brief analysis highlights a moderate awareness of European citizens about personal data protection 

issues. As the users of digital services recognise, the protection of personal data when using such 

services depends on their own behaviour (reading privacy statements, taking care of the information 

provided and shared through the service, etc.); however, the digital service providers are also 

responsible for the proper management of their customers’ personal data, using them for the sole 

purpose what they were collected for. The following sections will present the current status of the 

reciprocity between the customers (data owners) and the digital service providers regarding the use of 

personal data, and the regulatory remedies in place to avoid abuses in collecting and processing 

personal data.  

3.3.2. Main challenges to ensure personal data protection and privacy in the 

European Union 

In an increasingly data-driven economy, data are becoming the new “black oil”. Data constantly flow 

across networks, favouring the development of innovative services. Users’ personal data are 

particularly valuable, as access to these data allow companies to personalise their offers for the products 

and services they provide depending on the customer they are advertising to.  Personal data protection, 

however, is one of the most important fundamental rights held by Europeans, enshrined by the EU 

Charter of Fundamental Rights. The collection, retention and processing of personal data are subject to 

a detailed regulation aimed at ensuring that fundamental right.  

Nowadays, there is still an unresolved balance between the right to personal data protection and the 

creation of innovative services based on data and information sharing. The non-EU origin of most 

digital service providers is the main challenge which fuels this tension, as privacy and personal data 

protection is not equally understood and treated outside the European Union. The Commission, 

however, has another vision and considers that guaranteeing data protection gives companies “a 

competitive advantage as confidence in their services increases. Many, especially those with global reach, are 

aligning their privacy policies with the GDPR, both because they want to do business in the EU, and because they 
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see it as a model to follow” (European Commission, 2017f, p. 2). The European privacy regulation, mainly 

the General Data Protection Regulation, should be seen more as an opportunity than a burden for doing 

digital business in Europe. 

Another relevant challenge, derived from the huge number of digital services provided by non-EU 

firms, is the cross-border nature of the flow of personal data. European individuals’ personal data are 

constantly transferred to third countries, and it is necessary to ensure the same level of protection in this 

global environment. The European Commission has defined several strategies to provide equal 

protection for personal data when they are transferred to non-EU countries.    

Figure 66: Strategies to ensure personal data protection beyond EU borders  

 

Source: (European Commission, 2017f) 

 

A Commission adequacy decision establishes that “a non-EU country provides a level of data protection that 

is "essentially equivalent"22 to that in the EU. The effect of such a decision is to enable the free flow of personal 

data to that third country without the need for the data exporter to provide further safeguards or obtain any 

authorisation.” (European Commission, 2017f, p. 4). When the Commission cannot come to a decision on 

the adequacy of data protections, international data transfers can be protected, from a commercial 

perspective, through alternative tools: 

 Standard Contractual Clauses (SCC), which “lay down the respective data protection obligations 

between the EU exporter and the third country importer” (European Commission, 2017f, p. 4); 

                                                           

22 Regarding the essential equivalence, the recital 104 of the GDPR states that “In line with the fundamental values on 
which the Union is founded, in particular the protection of human rights, the Commission should, in its assessment of the third 
country, or of a territory or specified sector within a third country, take into account how a particular third country respects 
the rule of law, access to justice as well as international human rights norms and standards and its general and sectoral law, 
including legislation concerning public security, defence and national security as well as public order and criminal law. The 
adoption of an adequacy decision with regard to a territory or a specified sector in a third country should take into account 
clear and objective criteria, such as specific processing activities and the scope of applicable legal standards and legislation in 
force in the third country. The third country should offer guarantees ensuring an adequate level of protection essentially 
equivalent to that ensured within the Union, in particular where personal data are processed in one or several specific sectors. 
In particular, the third country should ensure effective independent data protection supervision and should provide for 
cooperation mechanisms with the Member States' data protection authorities, and the data subjects should be provided with 
effective and enforceable rights and effective administrative and judicial redress” (European Parliament and the Council of 
the European Union, 2016, p. 64) 
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 binding Corporate Rules (BCR), “internal rules adopted by a multinational group of companies to 

carry out data transfers within the same corporate group to entities located in countries which do not 

provide an adequate level of protection” (European Commission, 2017f, p. 4); 

 codes of conduct; 

 third-party certifications.  

The last two alternative tools have been defined for the first time in the GDPR, expanding the ways to 

securely transfer personal data to third countries. Other tools (bilateral agreements or derogations for 

access by public authorities to personal data) can be applied to provide appropriate safeguards for data 

transfers for both commercial purposes and law enforcement. 

After this brief description of the regulatory tools established by the GDPR, it is necessary to analyse 

whether they are enough to ensure that personal data are collected, processed, transferred and used 

only for the purposes the users gave their consent for. 

Regarding the protection of personal data in third countries, the Commission has thus far recognised 

the following countries as providing adequate protection for commercial purposes (European 

Commission, 2017b): 

 Andorra (Commission Decision 2010/625/EU of 19 October 2010) 

 Argentina (Commission Decision 2003/490/EC of 30 June 2003) 

 Canada (commercial organisations) (Commission Decision 2002/2/EC of 20 December 2001) 

 Faeroe Islands (Commission Decision 2010/146/EU of 5 March 2010) 

 Guernsey (Commission Decision 2003/281/EC of 21 November 2003) 

 Israel (Commission Decision 2011/61/EU of 31 January 2011) 

 Isle of Man (Commission Decision 2004/411/EC of 28 April 2004) 

 Jersey (Commission Decision 2008/393/EC of 8 May 2008) 

 New Zealand (Commission Decision 2013/65/EU of 19 December 2012) 

 Switzerland (Commission Decision 2000/518/EC of 26 July 2000) 

 Uruguay (Commission Decision 2012/484/EU of 21 August 2012) 

It is worth to note that, according to the European Commission, none of the countries that lead the 

digital economy, such as the US, China, Russia, Japan and Korea, have a level of protection for personal 

data equivalent to the EU. Practically speaking, there is very little scrutiny on the practices of the 

industry and a widespread perception that especially mobile applications and “China phones” transfer 

an unchecked quantity of personal data to their creators without consent and adherence to this 

regulatory framework.  

In such scenarios, bilateral agreements are the regulatory tools most frequently used between the EU 

and third countries to ensure the protection of Europeans’ personal data. Given the predominance of 

US companies in the digital ecosystem, the EU-US bilateral agreement, called Privacy Shield, deserves 

a detailed analysis. The EU-US Privacy Shield was defined by the US Department of Commerce and the 

European Commission to help US companies comply with EU data protection requirements when 

transferring personal data from the EU to the US (US Department of Commerce, 2016). The EU-US 

Privacy Shield entered into force in February 2016 and replaced the existing agreement (Safe Harbour 

Decision) that was invalidated by the Court of Justice of the European Union in the Schrems ruling on 6 

October 2015 (European Commission, 2017f). The Court of Justice declared, in the light of Edward 

Snowden revelations, that “the scheme is applicable solely to the United States undertakings which adhere to 

it, and United States public authorities are not themselves subject to it. Furthermore, national security, public 
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interest and law enforcement requirements of the United States prevail over the safe harbour scheme, so that 

United States undertakings are bound to disregard, without limitation, the protective rules laid down by that 

scheme where they conflict with such requirements. The United States safe harbour scheme thus enables 

interference, by United States public authorities, with the fundamental rights of persons, and the Commission 

decision does not refer either to the existence, in the United States, of rules intended to limit any such interference 

or to the existence of effective legal protection against the interference” (Court of Justice of the European Union, 

2015, p. 2). The Court also observed that the Safe Harbour Decision did not provide “for any possibility 

for an individual to pursue legal remedies in order to have access to personal data relating to him, or to obtain the 

rectification or erasure of such data, compromises the essence of the fundamental right to effective judicial 

protection, the existence of such a possibility being inherent in the existence of the rule of law.” (Court of Justice 

of the European Union, 2015, p. 3). Finally, the Court found that “the Safe Harbour Decision denies the 

national supervisory authorities their powers where a person calls into question whether the decision is compatible 

with the protection of the privacy and of the fundamental rights and freedoms of individuals. The Court holds that 

the Commission did not have competence to restrict the national supervisory authorities’ powers in that way” 

(Court of Justice of the European Union, 2015, p. 3).  

The natural question that arises is whether the Privacy Shield agreement has solved the shortcomings 

of the Safe Harbour Decision. According to the Commission “the EU-U.S. Privacy Shield provides a robust 

and effective response to both the Commission’s 13 recommendations and the Schrems ruling. It contains a number 

of important improvements, compared to the previous framework, with respect to the commitments that must be 

undertaken by U.S. companies. It also contains important new commitments and detailed explanations of relevant 

U.S. laws and practice by U.S. authorities. Unlike its predecessor, the Privacy Shield covers not only commitments 

in the commercial sector but also, significantly and for the first time in EU-U.S. relations, in the area of access to 

personal data by public authorities including for national security purposes. This is a crucial and necessary 

element in light of the Court jurisprudence to restore trust in transatlantic relations following the surveillance 

revelations” (European Commission, 2016g, p. 9). The Commission grouped the improvements of the 

Privacy Shield into four categories (European Commission, 2016g): 

 Strong obligations on companies and robust enforcement 

 Clear limits and safeguards with respect to US government access 

 Effective protection of EU individuals’ privacy rights with several redress possibilities 

 Annual joint review mechanism 

However, several stakeholders have expressed their concerns about the effectiveness of the Privacy 

Shield to ensure the protection of Europeans’ personal data when they are transferred to the US. The 

Article 29 Working Party (WP29)23 has assessed the Privacy Shield (Article 29 Data Protection Working 

Party, 2016) and found several shortcomings that must be addressed to ensure that protection for the 

personal data transferred from the EU to the US is as similar as the ones provided into the EU: 

 The Privacy Shield lacks clarity regarding both the structure (the principles and guarantees are 

defined in both the adequacy decision and its annexes, leading to several inconsistences and 

hampering their comprehension) and the language (the terminology differs from the ones 

included in the EU data protection legal framework). 

 The Privacy Shield should be reviewed in light of the new EU data protection legal framework, 

the General Data Protection Regulation. 

                                                           

23 The Article 29 Data Protection Working Party is an independent European advisory body on data 
protection and privacy set up under Article 29 of the Directive 95/46/EC and made up by 
representatives of the data protection authorities of each EU country, representatives of the data 
protection authorities of the EU institutions and representatives of the European Commission 
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 Some key data protection principles (data retention principle, purpose limitation principle) 

have not been adequately addressed. As WP29 states, “The wording of the Data Integrity and 

Purpose Limitation principle (Annex II, II.5) can in no way be considered as creating an obligation for 

an organisation acting as a controller to delete data after it is no longer necessary for the purposes for 

which the data have been collected or further processed or for an organisation acting as a processor to 

delete data after the termination of the service agreement. The Working Party underlines that the lack of 

provisions imposing a limit on the retention of data under the Privacy Shield gives organisations the 

possibility to keep data as long as they wish, even after leaving the Privacy Shield, which is not in line 

with the essential data retention limitation principle.” (Article 29 Data Protection Working Party, 

2016, p. 17). 

 Previous adequacy decisions referring to other countries included an assessment of the national 

legal framework related to data protection, while the Privacy Shield does not include such 

analysis of the US data protection laws. 

 The Privacy Shield can also be used to transfer data outside the US; however, it lacks details 

related to onward transfers of EU personal data from US Privacy Shield organisations to third 

countries. 

 The new redress mechanisms dealing with complaints related to personal data protection of 

European individuals set out by the Privacy Shield may be too complex and difficult to use. 

One of the new redress mechanisms is the establishment of the “Privacy Shield 

Ombudsperson”, in order to ensure that requests related to data protection rights of European 

individuals with regard to surveillance activities are properly processed and resolved. 

However, her independence from US security and intelligence authorities and her powers to 

fulfil her duties remain unclear. 

 The Privacy Shield does not exclude massive and indiscriminate collection of personal data 

transferred from the EU. The limitations of the Privacy Shield principles for national security, 

law enforcement or other public interests should be more precise. 

 The role of the US Department of Commerce in the certification of Privacy Shield companies is 

too vague. 

The European Data Protection Supervisor (EDPS), in line with the opinion of the WP29, said: “I 

appreciate the efforts made to develop a solution to replace Safe Harbour but the Privacy Shield as it stands is not 

robust enough to withstand future legal scrutiny before the Court. Significant improvements are needed should 

the European Commission wish to adopt an adequacy decision, to respect the essence of key data protection 

principles with particular regard to necessity, proportionality and redress mechanisms. Moreover, it’s time to 

develop a longer term solution in the transatlantic dialogue” (European Data Protection Supervisor, 2016b, 

p. 1).  

The EDPS opinion on the Privacy Shield (European Data Protection Supervisor, 2016a) stressed the same 

shortcomings identified by the WP29. Regarding the self-regulation approach of the Privacy Shield, it 

also states that “in an era of high hyperconnectivity and distributed networks, self-regulation by private 

organisations, as well as representation and commitments by public officials, may play a role in the short term 

whilst in the longer term they would not be sufficient to safeguard the rights and interests of individuals and fully 

satisfy the needs of a globalised digital world where many countries are now equipped with data protection rules. 

Therefore, a longer term solution would be welcome in the transatlantic dialogue, to also enact in binding federal 

law at least the main principles of the rights to be clearly and concisely identified, as is the case with other non-

EU countries which have been ‘strictly assessed’ as ensuring an adequate level of protection” (European Data 

Protection Supervisor, 2016a, p. 2) 

The shortcomings noted by the WP29 and the EDPS have led to at least two claims before the Court of 

Justice of the European Union (Case T-670/16 Digital Rights Ireland v Commission and Case T-738/16 

La Quadrature du Net and Others v Commission) to invalidate the Privacy Shield. 
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Other voices claim that the Privacy Shield has a weak legal support, according the US laws and legal 

procedures: “With minor exceptions, Privacy Shield was created under the executive authority of one US 

president, which means that it can be amended or revoked under the authority of another president (which to some 

extent has already been the case). Under the United States constitution, international agreements can constitute 

either treaties (which must be ratified by the US Senate) or executive agreements. The agreements are generally 

executed under one of several legal bases, such as the overall executive authority of the President. These agreements 

are not ratified by the Senate. In US law, it is not entirely clear whether treaties that have been ratified by the 

Senate can be altered or revoked by the President, without the consent of the Congress; however, it is fairly clear 

that an agreement entered into under the executive authority of one President could be altered or revoked under 

the executive authority of another. The Privacy Shield was not subjected to ratification. There are letters on file 

from the US Department of Commerce, Federal Trade Commission, Office of the Director of National Intelligence, 

Federal Bureau of Investigation, and Department of Transportation, but there is no law (with the exception of the 

Judicial Redress Act of 2016, which however has limited scope) or ratified treaty that puts Privacy Shield in place. 

There is thus no legal, statutory guarantee that Privacy Shield will continue to function as it has.” (Scott J., 2017). 

Although personal data protection seems to be ensured inside the EU, thanks to the renewed legal data 

protection framework (GDPR and Directive 2016/680), the effectiveness of some regulatory tools 

defined to protect data transferred outside the EU is in doubt, mainly the EU-US Privacy Shield. It is 

thus necessary to redesign these regulatory tools in order to fit them into the constantly evolving digital 

ecosystem, balancing an adequate personal data protection with the momentum of the digital 

innovation. 

The Information Society has opened new ways of communication between users. From messaging apps 

to VoIP platforms, these services suppose a threat for the privacy of communications, as they are not 

subject to the current privacy regulations. The European Commission has proposed the revision of the 

regulation of privacy rules for electronic communications in order to keep pace with the fast evolution 

of communication services and to align privacy rules with the GDPR (European Commission, 2017h). 

According to the proposal, the privacy rules will apply to OTT services, ensuring the same level of 

privacy as the telecom operators. The final regulation after the review process should allow protection 

against undue interference with electronic communications metadata and content as well as undue 

interference with users’ devices or with data emitted by such devices. It should include measures to 

effectively protect the digital ecosystem (data and infrastructure) from cyber-attacks and allow the high 

level of protection provided by the security requirements of the GDPR. Finally, it should also provide 

the ability to effectively protect endpoint devices and the IoT, thus enabling protection against new and 

emerging threats. 

3.4. Cybersecurity and data protection policies 

3.4.1. Analysis of the standing of European bodies 

The standing of European bodies regarding cybersecurity and data protection topics have been 

analysed, focusing on the European Parliament and the DG connect, as well as the Digital Single Market 

strategy. To do so, three different sources have been used: 

 Technical documents from the DG Connect which include an inventory of the reports on the 

studies completed by the European Commission Directorate General for Communications, 

Networks, Content and Technology (478 documents from 2003 to 2015) (DG CONNECT, 2014)  

 Blogs of the Digital Single Market of the DG Connect (337 posts from 18/06/2013 to 

25/07/2017) (European Commission, 2015c) 

 Blogs of the European Parliament (2.419 posts from 02/03/2012 to 26/07/2017) (European 

Parliament, 2015a) 
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The detailed results of the analysis are included in Annex 7.5. The main finding is that data protection 

topics are very relevant in all sets of documents analysed, while cybersecurity topics are much scarcer. 

It makes sense considering data protection policies are a natural competence of the EU while 

cybersecurity policies are in the hands of the national governments. The second finding from the 

analysis is that cybersecurity topics were not very relevant before 2016, but now they are becoming 

increasingly important. On the contrary, data protection topics were very relevant until 2016, and are 

now becoming less prevalent in 2017.  

3.4.2. EU cybersecurity and data protection policies 

At the national level, the first countries that defined cybersecurity strategies were Germany (2005) and 

Sweden (2006) (Pernik, P., Wojtkowiak, J., & Verschoor-Kirss, A., 2016). Since then, there have been over 

50 legislative actions addressing diverse cybersecurity issues, although, “since no overarching framework 

legislation or national cyber security strategy is in place that synthesises these documents or comprehensively 

describes the current strategy, forming a clear understanding of overall strategic objectives and priorities for 

enhancing cyber security is a complicated task” (Pernik, P. et al., 2016, p. 7).  

At the European level, the EU’s stance in relation to cybersecurity and data protection was assessed for 

this report by analysing 46 relevant policy and regulatory documents24 related to the digital economy, 

the EU single market, cybersecurity, privacy and data protection policies since 1995. The list of 

documents analysed is shown in Figure 67. These documents include EU directives (20), Commission 

communications (11), one Council decision, one Commission decision, one joint communication, 

regulations (3), one briefing of the EPRS, one opinion of the European Economic and Social Committee, 

reports about the directives (2), resolutions of the EP (2) and Commission staff working documents (3). 

Although the results may not give a totally objective and comprehensive overview, they provide a good 

indicator of cybersecurity and data protection policies in the EU. 

                                                           

24 These documents have been selected based on the desk research made in the project. 
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Figure 67: Official EU documents and their relevance to the topic based on number of sentences  

 

 

Source: Compiled by the authors 

 

As shown in Figure 68, the analysis is divided into two groups: cybersecurity and data protection. 

Regarding cybersecurity, the first relevant mention appears in the Commission communication 

document “A Digital Agenda for Europe” (European Commission, 2010), where cybercrime is 

considered a serious threat challenging the development and use of digital services in Europe. The 

document proposes several actions, such as establishing a European cybercrime platform, analysing the 

creation of a European cybercrime centre, implementing the EU action plan for the protection of the 

critical information infrastructure, establishing a well-functioning network of CERTs at the national 

level and the modernization of the European Network and Information Security Agency (ENISA).  
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Figure 68: Official EU documents and their relevance to the topic based on number of sentences by 
type of document and year 

 

 

Source: Compiled by the authors 

 

During the following year, cybercrime has been widely covered in EU policy documents. The opinion 

of the European Economic and Social Committee on A Digital Agenda for Europe (European Economic 

and Social Committee, 2011) raises serious concerns about the growing dependence on ICT that should 

be matched by an increasing sophistication of security measures. Such measures should include EU 

funding to strengthen Europol's capability to fight cybercrime with strong uniform punitive measures 

across the Union. The Commission communication, “A coherent framework for building trust in the 

Digital Single Market for e-commerce and online services” (European Commission, 2012a), also raises 

concerns about the effect of cyber-attacks on infrastructures and their impact on the European economy 

and society, as well as on citizens themselves. It proposes a specific action for the Commission in order 

to define an overall strategy for internet security in Europe and to establish the European Cybercrime 

Centre. The European Cybercrime Centre, hosted within Europol, was officially launched in January 

2013. On 7 February 2013, the Commission adopted the Cybersecurity Strategy of the EU entitled “an 

open, safe and secure cyberspace” (European Commission, 2013c). 

The European Parliament resolution of 22 November 2012 on Cybersecurity and Defence (European 

Parliament, 2012b) criticized several aspects of the European stance on cybersecurity, including the 

strong dependence on third country providers and the lack of any concrete plan to underline the need 

for a global and coordinated approach at the EU level through the development of a comprehensive EU 

cybersecurity strategy. That same year, another resolution by the European Parliament, namely, the 

Critical information infrastructure protection: Towards global cybersecurity (European Parliament, 

2012a) pointed out that technologies should increase the competitiveness of the EU economy, both by 
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improving cyber risk assessment and management and by providing the EU economy at large with 

more robust information infrastructures to support innovation and growth. The resolution further 

proposes a comprehensive set of measures in different areas including regulation, education, the 

improvement of Member States’ and the international community’s cooperation, the promotion of the 

availability of high quality statistical information about cyber-attacks and the ability to foster dialogue 

between the different stakeholders along with the participation of European bodies. The joint 

communication Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cyberspace 

(European Commission, 2013c), outlines the EU's vision to make the EU's online environment the safest 

in the world by clarifying roles and responsibilities at the European and national levels and by 

establishing a set of actions divided into five strategic priorities (achieve cyber resilience, reduce 

cybercrime, develop cyber-defence policy, improve capabilities including industrial resources, and 

establish a coherent international cyberspace policy in Europe) . Considering that society and economy 

are highly and increasingly dependent on information systems in the EU, the directive on attacks against 

information systems (European Commission, 2013d) establishes minimum rules concerning the 

definition of criminal offences and sanctions in the area of attacks against information systems, aiming 

to facilitate the prevention of such offences and to improve cooperation between judicial and other 

competent authorities.  

The Commission communication “A Digital Single Market Strategy for Europe” (European 

Commission, 2015a) states that cyber-threats are a borderless problem and have a negative impact on 

the economy and society at large. It further states that EU bodies and national governments are aware 

of this problem and have adopted both national and EU-level cybersecurity strategies and regulations 

to address this ongoing problem. The document includes the establishment of a Public-Private 

Partnership on cybersecurity in the area of technologies and solutions for online network security as a 

means to develop industrial and technological resources. 

The Commission communication “Strengthening Europe's Cyber Resilience System and Fostering a 

Competitive and Innovative Cybersecurity Industry” (European Commission, 2016f) suggests that 

ISACs, EU-level bodies such as ENISA, CERT-EU and the European Cybercrime Centre (EC3) at 

Europol should operate coherently to better contribute to the fight against terrorism, organised crime 

and cybercrime by using tools like the CSIRTs Network under the NIS Directive (European Parliament 

and the Council, 2016b). 

The recent Commission communication “Resilience, Deterrence and Defence: Building strong 

cybersecurity for the EU” (European Commission, 2017i) includes new proposals to enhance the cyber-

resilience of the European Union. It suggests reinforcing the role of ENISA, presenting an ambitious 

reform proposal launched simultaneously with the communication (European Commission, 2017g), to 

grant more powers to this agency in several ways: 1) reinforce its advisory role in the implementation 

of the NIS Directive; 2) help MS to set up ISACs in critical sectors and 3) define the European 

cybersecurity certification framework. The communication also proposes diverse ways to reinforce the 

EU cybersecurity capabilities by means of 1) achieving a single cybersecurity market in Europe and the 

full implementation of the NIS Directive; 2) increasing resilience through rapid emergency response; 3) 

creating a network of cybersecurity competence centres coordinated by a European Cybersecurity 

Research and Competence Centre; 4) building a strong EU cyber-skills base and 5) promoting cyber 

hygiene and awareness. Finally, the communication considers various measures to help create an 

effective EU cyber deterrence and to strengthen international cooperation in the realm of cybersecurity. 

Regarding research actions, the “Council Decision of 3 December 2013 establishing the specific 

programme implementing Horizon 2020” (European Commission, 2013b) acknowledges that 

cybersecurity is a prerequisite for people, business and public services to be able to benefit from the 

opportunities offered by digital services and, therefore, proposes that research and innovation be 

supported to help prevent, detect and manage real-time cyber-attacks across multiple domains and 

jurisdictions and to protect critical ICT infrastructures. 
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European bodies have been deeply concerned about Data Protection and Privacy since the 90s. In 

Directive 1995/46/EC on Data Protection it was established that Member States had to protect the right 

to privacy with respect to the processing of personal data. In most of the analysed directives and 

regulatory and policy documents there are specific mentions of Data Protection issues regarding 

electronic signatures (Directive 1999/93/EC) , e-commerce (Directive 2000/31/EC), copyright 

(Directive 2001/29/EC), electronic communications networks and services (Directive 2002/20/EC , 

Directive 2002/21/EC, Directive 2002/22/EC amended by the Better Regulation Directive 

2009/140/EC, and the Directive 2002/58/EC amended by the Directives 2006/24/EC and 

2009/136/EC), payment services (Directive 2007/64/EC) with the goal of ensuring an equivalent level 

of protection of the right to privacy regarding the processing of personal data in electronic services. 

These documents usually include an explicit mention to the Directive 1995/46/EC on Data Protection. 

The Citizens' Rights Directive (2009/136/EC) again establishes that the fundamental right to privacy 

and data protection should be safeguarded, including communicating to the users their rights and 

guaranteeing that data breaches are properly tackled. The communication A Digital Agenda for Europe 

(European Commission, 2010) states a key action to review and update the EU data protection 

regulatory framework in order to enhance individuals' confidence and strengthen their rights. In the 

Communication Towards a Single Market Act (European Parliament, 2015b) there is only a brief 

mention of Data Protection regarding the absence of a legal basis that could block the extension of the 

Internal Market Information system. Both the Communication “Single Market Act, Twelve levers to 

boost growth and strengthen confidence, ´Working together to create new growth´” (European 

Commission, 2011) and the Communication “A coherent framework for building trust in the Digital 

Single Market for e-commerce and online services” (European Commission, 2012a) state that Data 

Protection is important in increasing users’ confidence. It is worth mentioning that proposals to help 

achieve a good balance between encouraging innovation and setting a high level of user protection have 

already been proposed. The EC proposed on 25 January 2012 a comprehensive reform of data protection 

rules, including an updated directive (European Commission, 2012c) that was never enacted. This was 

the starting point of a review process that yield the directive on the protection of natural persons with 

regard to the processing of personal data by competent authorities for the purposes of the prevention, 

investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and 

on the free movement of such data (European Parliament and the Council, 2016a) and the Regulation 

on the protection of natural persons with regard to the processing of personal data and on the free 

movement of such data (European Parliament and the Council of the European Union, 2016) repealing 

the Data Protection Directive of 1995 to prevent the “fragmentation in the implementation of data protection 

across the Union, legal uncertainty or a widespread public perception that there are significant risks to the 

protection of natural persons, in particular with regard to online activity “.  

One aspect that is becoming increasingly important is the effect of globalization and, particularly, of the 

online service champions, mainly from the US, on the protection of the data provided by the users. The 

Decision of  26  July  2000  on  the  adequacy  of the   protection   provided   by   the   Safe   Harbour   

privacy principles (European Commission, 2000)  was intended to ensure an adequate level of 

protection of the personal data transferred from the EU to organisations established in the US. After the 

reports concerning large-scale intelligence collection programmes in the US showed up, the  

Commission issued the Communication, “Rebuilding Trust in EU-US Data Flows” (European 

Commission, 2013a), setting out an action plan to restore trust. A new political agreement was reached 

on 2nd February 2016. Eventually the Communication “Transatlantic Data Flows: Restoring Trust 

through Strong Safeguards” (European Commission, 2016e) highlighted areas that should be reworked 

to fully restore trust in these data flows. 

In brief, cybersecurity has not been present in the policy agenda of the EU until 2010. The increasing 

dependence of the economy and society on digital services, the rising concerns on global cyber-attacks 

in the last years, and the fragmented strategies at the national level has driven European policy-makers 

to consider cybersecurity as a relevant topic at the European level. However, the traditional strong 
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dependence of cybersecurity strategies on the national Governments are challenging to create a solid 

and unified European position. On the contrary data protection has been considered a key European 

policy topic since 1995, and most of the regulation affecting digital services already includes explicit 

mentions to this issue. However, this interest has not yield a coordinated regulation of the different 

Member States. The recent regulation on Data Protection intends to tackle this problem although it is 

seriously challenged by the position of big non-European internet service providers. Finding a balance 

between promoting innovation and guarantying the fundamental right of privacy in the global digital 

landscape is the great challenge for European policy-makers. 

3.4.3. Proposals from the industry 

3.4.3.1. ECSO 

The European Cyber Security Organisation (ECSO) is the association responsible for supporting the 

contractual public-private collaboration on cybersecurity for the European Union. ECSO is made up of 

industry and academics who are looking for a pan-European approach to cybersecurity, covering both 

research and innovation activities. Given its relevance in the European cybersecurity ecosystem, Annex 

7.7 includes a list of all its members. 

There are several factors that motivate the need for such a cPPP. The EU cybersecurity market is 

growing at a rate of 6% per annum, while the world market is growing at a rate of 8% per annum. 

Increasing this growth rate is therefore considered a matter of urgency. Also, Europe is known as an 

area of trust that imposes high levels of security and privacy. This competitive advantage must be 

maintained, and this type of partnership seems desirable in order to achieve this objective.  

More precisely, ECSO’s industry proposal is built upon the Strategic Research and Innovation Agenda 

(SRIA). This document identifies a set of five technical priority areas. The first priority is achieving 

assurance and security/privacy-by-design. This entails not only including security/privacy aspects 

from the very beginning of the engineering process, but also proving these properties. This must hold 

even if the system is formed by the integration of a set of subcomponents.  

The second area is identity, access and trust management. This is a long-standing area, but novel trends 

like internet of things (IoT), eventually mixed with machine-machine or man-machine interactions, 

demand for further developments. In particular, one of the expected innovations is dynamic 

authentication that checks the user’s identity in a continuous manner rather than classic one-step 

authentication mechanisms (e.g. PIN or password).   

The third priority is data protection. The traditional way to protect data is by securing the underlying 

system. Nevertheless, modern infrastructures such as cloud-based environments involve a significant 

number of interconnected devices. Therefore, there is a need to shift from a system-centric approach 

towards a complementary data-centric one. Providing further transparency on who is accessing the data 

and for which purpose, and empowering users to control their personal data usage are key aspects to 

explore. Enforcement and usability are also open challenges to be addressed. 

The fourth area is the protection of the ICT infrastructure, which comprises the management of cyber-

threats, network and systems security and trusted hardware issues, among others. The increasing 

dependency between society, businesses and governments’ systems make them potential targets for 

cyber-attackers. Considering that attackers’ skills are increasing, it is critical to develop “barriers” to 

create effective protection. This protection may be both software and hardware-based. 

The last priority is developing security services, such as auditing or risk management. These services 

have to be developed in such a way that they are suitable for the organization of different types and 

sizes ranging from individuals to large corporations. Outsourcing seems to be suitable for some 

organizations, but it comes together with responsibility issues that have to be addressed.  Therefore, the 
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development of these services, focusing on cyber-threats identification, protection, detection, response 

and recover, is subject to industrial innovations.  

Apart from these technical areas, ECSO’s industry proposal already covers a broad set of non-technical 

issues. Education, training and skills development are required to increase population readiness. The 

development of a cybersecurity ecosystem fostering innovation is important to boost European 

leadership. The definition of the cybersecurity value chain will better clarify market opportunities, thus 

helping pure players compete in a global scale. Boosting SMEs is another challenge, especially 

considering that 95% of Europe is a SME market. There are some barriers, however, that prevent SMEs 

from penetrating the European cybersecurity market, such as the lack of scalability or the difficulty of 

funding innovation. Standardization is another area of interest, especially considering the widespread 

adoption of connected devices. In particular, the development of an interoperable standardization and 

certification system is an important matter. This will allow for standards issued by different entities to 

be expressed in the same terms, thus simplifying their adoption and helping users and companies 

decide which ones are more suitable for their purposes. In relation to this issue, the development of a 

European cybersecurity quality label is required to identify trusted European products and services 

(ECSO, 2016a). 

3.4.3.2. CYSPA 

The European Cyber Security Protection Alliance (CYSPA) was developed in 2012 as part of the CYSPA 

(FP7) project and is comprised of 17 industry and research members. The alliance, including users, 

providers and public authorities with cybersecurity capabilities, was created to improve the security of 

industrial organisations (lower priority given to citizens and governments).  

The results of CYSPA were to raise awareness of cybersecurity in EU industry, establish a culture of 

cybersecurity, increase the availability of cybersecurity solutions, improve the EU framework for 

cybersecurity and reduce cybersecurity disruptions in the EU industry. The CYSPA community stated 

that approaches and maturity in cybersecurity differ between Member States and industry, and that the 

results of cybersecurity research are not exploited. They also pointed out that public-private obligations 

are separate and that there is a lack of security skills. The fact that public authorities regard security as 

a national competence, together with the lack of awareness on the part of consumer organisations and 

the lack of social standards on cybersecurity and social responsibility, are also issues that need to be 

addressed (CYSPA, 2014) 

However, CYSPA appears to be outdated and no further reports or documents/deliverables have been 

published since March 2015, when the CYSPA project ended. Only the Twitter account25 was active until 

mid-2016. As a result, according to the available data, CYSPA was a good attempt to promote and 

improve cybersecurity in the EU industry, but soon after the project was completed this alliance ended. 

3.4.3.3. EOS 

European Organization for Security (EOS) was created in 2007 by European private sector providers 

from all security domains, e.g. civil security, energy, transportation, etc. from 15 EU countries. In this 

way, EOS provides its members with synergetic added value among the different sectors. Currently, 

EOS is part of ECSO. 

EOS aims to improve collaboration between EU institutions and the security sector, research centres, 

universities and partnerships to create a security market in line with political, social and economic 

needs. Its main interest is to create better tools for ensuring cybersecurity, understanding threats, 

assessing their impact and proposing concrete actions at national, European and international levels. 

                                                           

25 https://twitter.com/CYSPA_Alliance 

https://twitter.com/CYSPA_Alliance
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To this end, it identified 8 key cybersecurity issues. First, that human factor is an important element to 

be taken into account. Second, the number of interruptions increases each year. Third, critical 

infrastructure is likely to be at a high risk. Fourth, Europe lacks a cybersecurity strategy. Fifth, 

cyberspace is much more than the internet. Sixth, the EU is made up of 28 Member States with different 

cybersecurity capabilities, which makes it very complex. Seventh, there is a clear need to separate 

military and cybersecurity capabilities. Finally, cybersecurity innovations can contribute to economic 

growth and job creation in Europe (European Organisation for Security, 2011) 

To move towards a sustainable EU industry, EOS proposed several key elements. A strategic vision is 

needed for a European industrial policy on cybersecurity. A thorough analysis of technological 

dependency and its consequences for the digital economy is also required. Other issues to be addressed 

include sustainability, social impacts and sovereignty. A coordinated research and innovation roadmap, 

combined with a coordinated public procurement policy and a technology-neutral and balanced 

business-oriented regulatory framework must also be taken into account (European Organisation for 

Security, 2014). 

In addition, EOS has participated in several EU projects such as CYSPA, CURAGE, CAPITAL, etc. In 

2015, EOS proposed the flagship Cybersecurity Programme with the main objective of ensuring a level 

playing field. This could lead to the development of a strong and competitive EU cybersecurity industry. 

Similarly, EU cybersecurity solutions could be developed and implemented at critical steps in trusted 

supply chains in sectors and applications where the EU is a leader. The strategic presence of the EU 

would then be maintained at the main stages of the supply chain, thus increasing the EU's digital 

autonomy (European Organisation for Security, 2015). 

Now that ECSO has been created and EOS is part of it, both organizations are aligned with ECSO being 

the most relevant. 

3.4.4. Relevant cybersecurity policies outside the EU 

Two countries are at the cutting-edge of the cybersecurity industry: the US and Israel. Although they 

have achieved the leading position by different ways, the public sector has been very active in both 

cases, fostering a friendly ecosystem for cybersecurity companies and supporting the development of 

the industry through a strong collaboration between private and public bodies. 

3.4.4.1. The US 

The US cybersecurity industry is concentrated in several hubs throughout the country, leveraging key 

strengths such as a start-up-friendly ecosystem, a big concentration of top private cybersecurity players 

(California), closeness to public bodies with huge cybersecurity budgets (the CIA and Department of 

Defence in Virginia, the NSA and the Defence Information Systems Agency in Maryland the FBI and 

the Department of Homeland Security in Washington DC or the Army Cyber Command in Georgia) or 

closeness to leading academic and research institutions (Massachusetts) (Sorcher, S., 2015).  

Several States including Texas (Federal Business Council, 2017a), Georgia (Georgia Department of 

Economic Development, 2017), Massachusetts (Massachusetts Technology Collaborative, 2017), Florida 

(Florida Center for Cybersecurity, 2017), Maryland (Federal Business Council, 2017b), Michigan 

(Governor of State of Michigan, 2015) and California (CyberCalifornia coalition, 2017) have launched 

their own strategies to foster the development of a strong cybersecurity industry, creating incentives for 

companies to settle there. All of them seek to promote an ecosystem that combines talent, a skilled 

workforce, reputable R&D centres, proximity to customers, tax incentives and easy access to funding 

through different venture capital programs. 

In Figure 69, the top 20 US states by number of cybersecurity companies is shown, with an indication 

of the main strength of each State that allows them to support those companies. 
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Figure 69: US cybersecurity companies by State 

 

Source: (Crunchbase, 2017) 

 

The public procurement in the US constitutes a driving force for local companies. The cybersecurity 

investments of different federal bodies and agencies (Department of Defence, CIA, FBI, Department of 

Homeland Security, NSA, etc.) have a positive effect in the industry in terms of both economic 

development and fostering innovation. Although the whole spending on cybersecurity of the federal 

bodies and agencies is hard to estimate, the White House stated that the US would invest over 19 billion 

U.S. dollar for cybersecurity in the fiscal year 2017 (The White House. Office of the Press Secretary, 

2016), some data can illustrate the relevance of the public procurement for the industry. For instance, 

the Federal Budget for the fiscal year 2018 includes spending 1.5 billion U.S. dollar for cybersecurity 

activities by the Department of Homeland Security (Office of Management and Budget, 2017a). In 

addition, an explicit mention to the investments in cybersecurity states that “the Budget supports the 

President’s focus on cybersecurity to ensure strong programs and technology to defend the Federal networks that 

serve the American people, and continues efforts to share information, standards, and best practices with critical 

infrastructure and American businesses to keep them secure. The Budget also includes an increase in law 

enforcement and cybersecurity personnel across DHS, DOD, and the Federal Bureau of Investigation to execute 

these efforts and counter cybercrime. In addition, the Budget includes an increase in resources for the National 

Cybersecurity and Communications Integration Centre, which enables DHS to respond effectively to cyber-attacks 

on critical infrastructure.” (Office of Management and Budget, 2017b, p. 18). In the EU, the competences 

of ENISA —called to be an essential body for the international cooperation among MS in the fight 

against cyber-threats, as part of the Coordination Group defined by the NIS Directive— are far below 

those of the Department of Homeland Security of the US, as cybersecurity protection mostly remains a 

Member State competence. The estimated budget for 2017 of ENISA was only 11.2 million euro, a 

surprising low figure (European Union Agency for Network and Information Security, 2017). A more 

comparable figure is the proposed amount for cybersecurity spend made by the UK Government, which 

plans to invest 1.9 billion pound (2.3 billion euro) in five years, almost four times less per year than only 

one US federal agency (Mathews, L., 2016). 
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Regarding the legislative sphere, the US was one of the first countries to launch a national cybersecurity 

strategy (the National Strategy to Secure Cyberspace) as early as 2003. In 2010, the US launched its National 

Security Strategy, further amended in 2015, which mainly focused on cyber-threats. Another relevant 

legislative document relate to the industry was the Blueprint for a Secure Cyber Future (2011) that defined 

an action plan aimed at strengthening the cybersecurity ecosystem (Pernik, P. et al., 2016). The most 

recently legislative action has been the Presidential Executive Order on Strengthening the Cybersecurity of 

Federal Networks and Critical Infrastructure (The White House. Office of the Press Secretary, 2017), 

released in May 2017, which seeks to assess the capacity of all federal agencies to face cyber-threats and 

to implement risk management plans according to them. It also pays attention to the necessity of having 

a skilled workforce in the mid and long-term that is capable of dealing with the growing cyber-threats.  

3.4.4.2. Israel 

Israel has been historically sensitive to security issues, given its international geopolitical standing, so 

boosting a strong local cybersecurity industry has been one of the solutions to address the cyber threats 

it is constantly facing.  

The astonishing growth of the Israeli cybersecurity industry is strongly linked to the entrepreneurial 

spirit of the country. Israel was defined by Dan Senor and Saul Singer as a start-up country in their 

famous book Start-up Nation: The Story of Israel’s Economic Miracle. The successful development of the 

cybersecurity industry is also the result of a strategy of close collaboration between the industry, the 

academy, the government and military intelligence. Although cybersecurity issues have been in the 

political agenda since the 90s, a coordinated strategy has its roots in the Prime Minister’s launch of a 

National Cyber Initiative taskforce in 2010, aimed at defining a set of recommendations to promote the 

Israeli leadership in the cybersecurity landscape (Housen-Couriel, D., 2017). The multi-stakeholder 

taskforce, composed of around eighty experts from the army, government, academia and industry, 

presented twelve final recommendations to the government, which were included in the Government 

Resolution 3611 “Advancing National Cyberspace Capabilities” (Housen-Couriel, D., 2017). The 

recommendations encompassed the spheres of education, R&D, security, economic development and 

international cooperation (Adamsky, D., 2017). The resolution, which also established the National 

Cyber Bureau (INCB) —the first nationally-consolidated body for cybersecurity— can be considered 

the first milestone of the Israeli cybersecurity strategy. After several years of debate, in 2015 the Israeli 

Government adopted the principles of the national cybersecurity strategy defined by the National Cyber 

Bureau (Israeli Government, 2015a)  and established a National Cybersecurity Authority (Israeli 

Government, 2015b).  

Besides the legislative activity to define the national cybersecurity strategy, the Israeli Government has 

launched concrete actions to stimulate the industry. One example is the economic support to the 

National Cyber Security Incubator, owned by the private firm Jerusalem Venture Partners, which 

implies a 1:5 government leverage on private investments (the government adds 500,000 U.S. dollar of 

public investment to the first 100,000 U.S. dollar of private investment in a cybersecurity company). 

Another relevant action where the Government is involved is the Israeli cyber innovation arena, 

CyberSpark. Defined as “a joint venture of the Israel National Cyber Bureau (INCB) in the Prime Minister’s 

Office, Beer-Sheva Municipality, Ben-Gurion University of the Negev, and leading companies in the cyber-

security industry”(CyberSpark Industry Initiative, 2017), CyberSpark aims at creating a cybersecurity 

ecosystem where innovation may flourish. Public support is materialised through several government 

grants. The Global Enterprise Collaboration Program, which depends on the Israel Innovation 

Authority (formerly known as the Office of the Chief Scientist), commits a public investment on R&D 

projects conducted jointly by multinational enterprises and Israeli companies equal to the amount 

invested by the multinational (CyberSpark Industry Initiative, 2017). The Israel National Cyber Bureau 

also provides a grant of 20% of the employees’ salary to companies established in the Advanced 

Technologies Park in Beer-Sheva, with the initial percentage decreasing over 7 years (CyberSpark 

Industry Initiative, 2017). 
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3.5. Opportunities to boost the European cybersecurity industry 

The European cybersecurity industry has the basis to position itself as one of the leaders of the 

cybersecurity market. European cybersecurity companies cannot miss certain opportunities to 

successfully compete in a growing and increasingly complex ecosystem. These opportunities are 

described in the following paragraphs. 

 

Advanced regulatory framework 

Despite the current regulatory fragmentation analysed in section 4.1.1, the NIS Directive represents a 

major step forward in fostering the cyber-resilience of the EU. The NIS Directive sets out several 

obligations for both the “operators of essential services” and the “digital service providers”, which can 

be turned into business opportunities. Although the concrete cybersecurity measures depend on each 

Member State, the NIS Directive provides a minimum level playing field that can be leveraged by 

European cybersecurity companies to expand their operations to other EU countries. 

The EU has been regulating data protection issues since 1995 and, as a result, European data protection 

regulatory framework is considered one of the most advanced in the world.  The increasing confidence 

in digital services promoted by this regulation is likely to have a positive impact in the European digital 

ecosystem, thus benefiting the development of European digital providers. 

 

Cybersecurity market is going to grow more than any other tech industry 

According to Morgan Stanley, the cybersecurity market could grow fourfold compared to the overall IT 

spending between 2015 and 2020 (Morgan Stanley, 2016). The European cybersecurity market is 

expected to grow at an average yearly growth rate of 6 per cent until 2020, compared to 8 per cent at the 

global level (ECSO, 2016a). These two figures point out the cybersecurity sector as one of the most 

dynamic tech industries. 

 

Growing concern of SMEs on cybersecurity issues 

SMEs represent around 99 percent of all European enterprises (Eurostat, 2015). Despite their economic 

relevance and the growing concerns about cybersecurity issues among SMEs, their cybersecurity needs 

have not been properly addressed by their providers nor by the cybersecurity policies. According to a 

survey on the potential effects on business of small and medium enterprises due to cybercrime, SMEs 

increasingly consider that they can be a target of cyber-attacks (Zurich Insurance Group, 2016). Their 

limited size is no longer seen as an advantage to avoid the effects of cybercrime. The percentage of SMEs 

that consider they are fully protected is decreasing and the number of SMEs that have an adequate ICT 

security policy is still very low. 
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Figure 70: Potential effect on business of SMEs due to cybercrime in Europe  

 

 

Source: (Zurich Insurance Group, 2016) 

The growing awareness of SMEs regarding their potential vulnerabilities to cyber-attacks and the big 

number of SMEs that remain unprotected opens up new market opportunities to cybersecurity 

providers if they are capable of profiling their solutions to the particular needs of this market segment. 

 

The revision of the EU Cybersecurity strategy 

The European Commission announced in May 2017 the revision of the EU Cybersecurity strategy 

(European Commission, 2017c). The assessment of this strategy was published in September 2017 

(European Commission, 2017a) The Commission notes two key challenges that can be turned into 

opportunities for the European cybersecurity industry if adequately addressed: 

 “The creation of a European ICT security framework setting rules on how to organise ICT security 

certification in the EU could both preserve trust in the internet and tackle the current fragmentation of 

the cybersecurity market” (European Commission, 2017c, p. 13). This opportunity has been 

addressed by the European Commission in the proposal for a new regulation on ENISA 

(European Commission, 2017g) 

 “There is also a need to retain and develop essential cybersecurity industrial capacities in the EU. 

Building on the public-private partnership on cybersecurity created in 2016, which will trigger up to 1.8 

billion euro of investment by 2020, there will be further reflection on how the Union and its Member 

States could invest more resources together to jointly bolster cybersecurity resilience, boost research and 

ensure a robust cybersecurity industry across sectors (e.g. energy, transport, financial, health) facing 

common cybersecurity challenges” (European Commission, 2017c, p. 13). 

A revision of the EU Cybersecurity strategy in line with the former statements could set the grounds for 

reinforcing the role of the European cybersecurity industry in the international market, thus reducing 
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European dependence on non-EU providers. The recent joint communication on building strong 

cybersecurity for the EU (European Commission, 2017i) includes several measures to address these 

challenges. 

 

The European values on privacy and cybersecurity   

Privacy and cybersecurity can be considered as parts of the core values of the European Union. In this 

regard, they should be seen as a competitive advantage for the European industry. European firms are 

imbued with these values, essential in building a trustworthy digital environment and allowing for the 

growth of the digital economy and society.  
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4. Policy options 

Increasing the cyber-resilience of the European Union represents a major challenge to the construction 

of a trustworthy digital economy and society. Different factors such as the continuous evolution of cyber 

threats, the increasing dependence of society and the economy on digital services and the existence of 

multiple stakeholders make this task a complex challenge. In fact, to properly tackle the problem, a set 

of coordinated actions involving different stakeholders is required.  

The proposed policy options seek to provide an institutional framework where public bodies at all levels 

(European, national, regional) can better collaborate to tackle cyber-threats in a coordinated way. They 

also aim at developing a healthy and competitive cybersecurity industry in Europe in order to reduce 

the excessive dependence on non-EU cybersecurity providers. Finally, the policy options focus on the 

final users of digital services as one of the links of the cybersecurity process.  

Although all policy options are intertwined and are likely to affect several stakeholders simultaneously, 

they have been structured according to the main stakeholder involved in that specific policy, as shown 

in Figure 71 

Figure 71: Structure of the policy options 

 

 

 

Source: Compiled by the authors 

Institutional policies aim at enhancing regulatory remedies to fight against cybercrime while improving 

the coordination between different public administrations. Market policies seek to create a level playing 

field across Member States in order to ease cross-border trade of cybersecurity products and services. 

Industry policies focus on establishing the right conditions for the European cybersecurity industry to 

flourish and make it capable of competing with other non-European providers. Finally, demand-side 

policies intend to increase the commitment and knowledge of final users (individuals and companies, 

mainly SMEs) in the cybersecurity process. Their role as consumers of digital services is crucial in 

creating a trustworthy digital ecosystem. The proposed policies are summarized in Figure 72. 
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Figure 72: Proposed cybersecurity policies 

 

Source: Compiled by the authors 

 

The structure of the chapter is as follows: 

1. Based on the findings of the analysis, the main challenges facing Europe are described. 

2. Based on these challenges, a matrix of assessment criteria is constructed.  

3. Different policy options are described and assessed using these criteria. 

4. Eventually, a summary of the results is presented. 

4.1. Challenges 

The description of the cybersecurity ecosystem in section 3.2 has shown several challenges that Europe 

must face to improve its cyber-resilience. Although all of them are closely intertwined, they can be 

structured into three main categories: 

 Regulatory and institutional challenges 

 R&D challenges 

 Industrial challenges 

•Reinforce the role of EU and national bodies on cybersecurity issues

•Harmonise legislation against cybercrime

Institutional 
policies

•Unifying public procurement requirements of cybersecurity solutions

•Creation of trustworthy labels for European cybersecurity products

•Harmonise standardisation and certification of cybersecurity products
Market policies

•Foster the development of open-source cybersecurity products

•Develop a cybersecurity industrial policy

• Support the creation of investment instruments focused on the 
cybersecurity sector

• Foster market-driven research activities

•Increase the availability of workers in the area of cybersecurity

Industry policies

• Raising awareness of cyber threats among final users (individuals, 
SMEs) 

Demand-side 
policies
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4.1.1. Regulatory and institutional challenges 

4.1.1.1. Regulatory fragmentation 

Cybersecurity remains a national competence. Each country has defined its own national cybersecurity 

following different strategies and pursuing different goals. While “some countries focus more on fostering 

economic growth and business prosperity, other countries put the emphasis on fighting cybercrime and building 

strong cyberdefence programmes” (Trimintzios, P et al., 2017, p. 23). 

The NIS Directive sets out several overarching principles and obligations, but leaves the Member States 

in charge of defining concrete measures according to their cybersecurity strategy (Wavestone, 2017). 

Some European cybersecurity leaders claim that the cybersecurity industry needs a European level 

playing field to flourish, where related rules are equal among Member States allowing the same level 

of security for all European citizens (European Cybersecurity Industry Leaders, 2015).  

According to article 18 of the NIS Directive, a non-EU digital service provider must designate a 

representative in one of the EU countries being served by the company. The provider must comply with 

the cybersecurity legislation of that country. If the non-EU digital service provider chooses the Member 

State with the laxest legislation, it could put at risk the rest of the countries where it operates. Moreover, 

it would obtain an unfair competitive advantage over local providers —in a similar way to that of an 

unbalanced tax legislation. 

Fragmentation also occurs in the legislation set out by Member States to fight cybercrime. The legal 

cybercrime frameworks and sanctions strongly vary across EU countries, allowing cyber-criminals to 

take advantage of laxer legislations on cybercrime prosecution. As the European Cybersecurity Industry 

Leaders states: “Europe can be better prepared to combat cybercrime is law enforcement agencies throughout 

Europe can share a common base to work with, enabling easy sharing of information that facilitates the 

identification of the sources of criminal activity” (European Cybersecurity Industry Leaders, 2015, p. 10). 

Although there have been several attempts to define a set of common rules concerning the definition of 

criminal offences and sanctions in the area of attacks against information systems, including the 

Directive 2013/40/EU on attacks against information systems (European Commission, 2013d), more 

harmonised legislative instruments are needed to effectively combat cybercrime. 

Public procurement is the last sphere where regulatory harmonisation can help the cybersecurity 

industry to grow. Each EU country sets out its own procurement requirements in the form of certificates 

and standards that companies must comply with to sell their products, imposing heavy administrative 

burdens that vary by country.  

4.1.1.2. Lack of an European cybersecurity industrial policy 

Europe lacks a coordinated cybersecurity industrial policy. In fact, cybersecurity has not been 

mentioned in the Communication for a European Industrial Renaissance26, (European Commission, 

2014).  

Nowadays, each Member State is supporting its own industry according to the guidelines set out in its 

national cybersecurity strategy. The creation of a trustworthy Digital Single Market, though, requires a 

coordinated effort between EU countries to foster the creation of a strong European cybersecurity 

industry. 

                                                           

26 Key document of the European Commission setting out its priorities for industrial policy in order to 
reinforce the role of the industrial activities for the economic recovery of the European Union. 



Achieving a sovereign and trustworthy ICT industry in the EU 

PE 614.531 101 

This challenge is being addressed by the European Commission and the European Cyber Security 

Organisation (ECSO) by means of the European Cybersecurity Industry Proposal for a contractual 

Public-Private-Partnership (ECSO, 2016a), a relevant step in the right direction. 

4.1.2. R&D challenges 

4.1.2.1. Long innovation cycle of cybersecurity solutions 

The evolving cybersecurity landscape, with new cyber-threats showing up almost every day, requires 

a swift response from the industry; however, the innovation cycle of cybersecurity products and 

services from ideation to the market is too long (ECSO, 2016a). Therefore, it is necessary to reduce the 

time from the laboratory to the market. Increasing demonstration and commercialisation actions, the 

last step of the innovation cycle, would allow for better timely provision of products and services 

against cyber-threats. 

4.1.2.2. Misalignment between public funded R&D programs and market needs 

The definition of public funded R&D programs in the EU has increasingly been made with a bottom-

up approach, taking into consideration the opinions of the stakeholders related to the topic. Previous 

R&D programs, like the FP7, with a stronger focus on top-down approach, “created challenges related to 

coordination of the research efforts, making it more difficult to respond to changing cybersecurity market needs 

and increase the competitiveness of the Europe's cybersecurity sector” (European Commission, 2016b, p. 9) 

Despite the new bottom-up approach, some voices claim there is still a misalignment between these 

R&D programs and market needs. For instance, security and privacy experts criticise that “the available 

funding instruments (i.e.H2020) insist in that such applications need to be cross-platform, which in itself is an 

incongruent idea, [as] achievable levels of security and privacy are very much depending on the specific platforms 

and technologies used and security and privacy issues must therefore be addressed in a platform-specific way” 

(European Parliament, 2014b, p. 43). ECSO, among the weaknesses included in its SWOT analysis of the 

European cybersecurity domain, highlights “Industry driven innovation lacks support in Horizon 2020: 

Bottom-up instruments as Fast Track to Innovation need substantial funding for cybersecurity” (ECSO, 2016a, 

p. 17). These examples show the necessity of better coordination between the industry, which knows 

the real needs of the market, and the designers and managers of public R&D programs to align research 

efforts with the market. 

4.1.2.3. Lack of funding 

Despite the EC's growing efforts to invest in cybersecurity projects, the huge gap between this level of 

funding and the private money raised by US companies presents a formidable challenge for achieving 

a cyber-resilient industry in Europe. Notwithstanding the proposed contractual public-private 

partnership could shorten the gap by tripling the current level of spending and by leveraging on the 

private sector, serious doubts arise as to whether the private partners will be able to commit the amount 

of required funds.  

4.1.3. Industrial challenges 

4.1.3.1. Fragmentation of the European cybersecurity market 

The fragmentation of the European cybersecurity market is one of the main barriers to the development 

of a strong European cybersecurity industry (European Cybersecurity Industry Leaders, 2015). The 

European providers are mostly constrained to national or regional markets, having difficulties selling 

abroad. One of the reasons that can explain this behaviour is the close relationship between European 

cybersecurity companies and the national procurement bodies, especially from the defence sector 
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(European Commission, 2016b). While public procurement may be a relevant driver for the growth of 

the industry, it might also limit the capacity of companies to access new markets, particularly when the 

industry is mainly composed of SMEs which tend to focus their businesses on a handful of public 

national customers in order to optimise their resources. Another factor hindering the creation of a 

European cybersecurity single market is the lack of harmonisation of standardisation and certification 

mechanisms among European countries. Each country can establish its own standards and certification 

schemes, forcing the providers to adapt their products and services locally if they want to enter the 

national market. It imposes costly burdens, both administrative and technical, that deter companies 

from selling outside their domestic market. The lack of EU-wide standards and certification schemes 

also increases the lack of trust in foreign cybersecurity solutions (European Commission, 2016b). Thus, 

customers, both public and private, tend to purchase domestic products adapted to national standards 

or certificated by national schemes, contributing to the creation of isolated markets within the EU and 

impeding cybersecurity companies from scaling up their operations at a global level. The European 

Commission has already identified this barrier as one of the principal obstacles to the Digital Single 

Market, defining a “priority action plan for the next wave of technology standardisation in the digital economy” 

(European Commission, 2016c, p. 4). However, the complexity and long-time periods needed to define 

common European cybersecurity standards and certification schemes may impede European 

companies from taking advantage of the intense growth of the cybersecurity global market.  

4.1.3.2. Complexity of defining harmonised standards 

The NIS Directive recognises that “standardisation of security requirements is a market-driven process” 

(European Parliament and the Council, 2016b, p. 10). The complexity of this process stands out when 

discovering the astonishing number of institutions and fora, both public and private, involved in the 

definition of global cybersecurity standards. 
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Figure 73: Bodies and fora involved in cybersecurity standards 

 

Source: (ENISA, 2016c) 

Despite the recognition of the industry’s role in the standardisation process by the NIS Directive, it 

states that “it might be helpful to draft harmonised standards, which should be done in accordance with 

Regulation (EU) No 1025/2012 of the European Parliament and of the Council” (European Parliament and the 

Council, 2016b, p. 10). The cited regulation only recognises CEN, CENELEC, ETSI, ISO/IEC and ITU 

(ENISA, 2016c) as bodies that can participate in the standardisation process, excluding all private fora. 

The Article 19 of the NIS Directive supports bodies that “encourage the use of European or internationally 

accepted standards and specifications relevant to the security of network and information systems”, which 

implicitly refers to the standards defined by the cited public bodies. Given the complexity and rapid 

evolution of cybersecurity solutions, the “internationally accepted standards” should also take into 

account standards defined by private institutions or fora that are widely recognized by the industry 

(ENISA, 2016c).  

4.1.3.3. Lack of scale of cybersecurity companies in Europe 

The cybersecurity industry in Europe is mostly made up of SMEs, with a few large companies, as 

described in section 3.2.2. Europe lacks cybersecurity champions capable of coping with cybersecurity 

needs at the European level. Although they are able to develop innovative products, they lack the right 

conditions and funding to grow and internationalise their business. Lack of funding in key business 

processes such as marketing and commercialization are challenging these companies to effectively reach 

new markets and expand their operations outside their national scope. To compound the problem, 
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cybersecurity companies need extra funding to adapt their solutions to deal with different certifications 

schemes and standards across Europe, given the regulatory fragmentation of the EU. 

4.1.3.4. Brain drain and lack of skilled workforce 

Two main challenges arise regarding human resources in the cybersecurity sector, namely lack of skilled 

professionals and brain drain.  

The Centre for Cyber Safety and Education recently forecasted a 1.8 million shortage of cybersecurity 

professionals by 2022 at the global level (Frost & Sullivan et al., 2017). According to the same source, 

Europe will face a shortage of 350,000 cybersecurity workers by the same date. 

The European Commission has highlighted the brain drain phenomenon in its communication 

Strengthening Europe’s Cyber Resilience System and Fostering a Competitive and Innovative 

Cybersecurity Industry: “The limited perspectives of growth for cybersecurity companies within the single 

market result in a multitude of mergers and acquisitions by non-European investors. While this trend 

demonstrates the innovation capacity of Europe’s entrepreneurs in cybersecurity, it also risks leading to the loss 

of European know-how and expertise, and to a brain drain” (European Commission, 2016f, p. 9). The 

European cybersecurity professionals are leaving the EU, looking for better job opportunities in other 

markets (European Commission, 2016b). 

As a result of both of these factors, the lack of cybersecurity professionals is likely to worsen if measures 

are not taken, thus seriously hampering the growth of the European industry.  

4.1.3.5. Strong dependence on non-EU providers 

The strong dependence on non-EU providers represents a serious challenge for reinforcing the cyber-

resilience of the EU. Although this dependence affects the whole European ICT ecosystem, it is 

particularly relevant in the cybersecurity industry. The core of critical services and the protection of key 

assets and critical infrastructures are mainly based on technologies developed by non-EU companies. 

Some of these companies are closely linked to foreign governments, whose interests may differ from 

those of the EU, and they do not always comply with European standards and certifications. 

The great European buyers of cybersecurity solutions (public administrations, managers of critical 

infrastructures and online services providers) tend to rely on established and global brands and not on 

innovative SMEs, fostering a vicious circle. Non-EU global cybersecurity brands leverage their market 

power (market presence, marketing budget) to hinder the entrance of new, smaller players (European 

Commission, 2016b). As a result, the dependence on non-EU providers is reinforced. 

4.2. Assessment criteria 

The criteria are selected based on the problems described in the previous section: 

1. Cost and benefits: whether the benefits resulting from the policy clearly surpass the costs and 

whether the policy is affordable for both public and private agents. 

2. Political feasibility: whether the policy is likely to be backed by political support. This includes 

balancing the mandate-term vision of politicians with long-term policy vision. 

3. Feasibility in the EU context: whether the policy can be easily implemented in the current 

European framework.  

4. Effectiveness: whether the policy is expected to have a feasible cost per target achieved. 

5. Sustainability: whether the policy can be sustained over a period of time. 

6. Risks and uncertainties: whether the policy is likely to achieve its goals or if there is high 

uncertainty or risks associated with the policy 
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7. Coherence with EU objectives: whether the policy fits with EU objectives, such as constructing 

a European identity, preserving cultural values, etc. 

8. Innovation: whether the policy contributes to increasing innovation in Europe. 

9. Single market: whether the policy contributes to creating a single market in Europe while 

reducing disparities among the countries. 

10. Economic growth and job creation: whether the policy contributes to overall economic growth, 

particularly improving the labour market. 

The different policy options are assessed against each of these criteria by using a three-level scale: low 

if the policy does not adequately meet the objectives, high if the policy is likely to meet the objective, 

and medium if the policy is someplace in between. A fourth value of “uncertain” is applied if the effect 

of the policy remains unclear. 

4.3. Institutional policies 

4.3.1. Reinforce the role of the EU and national bodies on cybersecurity issues 

The cross-border nature of cyber threats makes it difficult to face them at a country level; however, the 

competences on cybersecurity still remain at the national level (Carrapico, H. & Barrinha, A., 2017). Each 

country defines its own cybersecurity strategy according to its national interests, while the role of the 

EU bodies (mainly ENISA) is limited as an advisor to the Member States and to raise awareness among 

citizens. The NIS Directive and the new proposal of regulation on the agency (European Commission, 

2017g) have granted new responsibilities to ENISA, although its scope remains quite limited to only 

providing advice and assistance.  

Even though the NIS Directive has set out two new bodies to enhance coordination on cybersecurity 

issues, the Cooperation Group and the CSIRTs network, it is recommended that the role of ENISA as an 

independent and permanent agency is reinforced, and not subject to national interests as is suggested 

in the proposal for new agency regulations. President Jean-Claude Juncker announced in the State of 

the Union Address in 2017 the reinforcement of the European Cybersecurity Agency to help defend 

Europe against cyber-attacks (European Commission, 2017m) . 

The governance structure of cybersecurity proposed by the NIS Directive could be considered by some 

as quite complicated, with several actors involved (national authorities, single points of contact, CSIRTs 

network, Cooperation Group) and several levels of interaction between them. In such a scenario, ENISA 

could play a major role coordinating this new cybersecurity governance structure. As ENISA itself 

states, “There are many EU institutions and bodies involved in cybersecurity, each with its own specific mandate 

and responsibilities (examples include Commission DGs, CERT EU, EUROPOL (EC3), EDA). This situation 

has the advantage of being able to offer cybersecurity services that are targeted to particular communities, but 

could result in separate pools of incomplete information and incoherent methods across communities (including 

incompatible standards and methodologies. […] The new EU Cybersecurity Strategy should embrace this 

challenge and mandate a lead agency to work closely with all relevant stakeholders at EU level. The risk of a 

fragmented approach potentially loses efficiencies from a human resource and an economic perspective.” (ENISA, 

2017b, p. 17). 

The Information Security and Analysis Centres (ISACs) are effective tools in increasing knowledge of 

previous cyber-attacks through information-sharing among public and private stakeholders. They can 

be vertical, like the FI-ISAC (ENISA, n.d.), focused on the financial sector, or the EE-ISAC (EE-ISAC, 

2017), focused on the energy sector. These tools can also be transversal, as is the case for several other 

sectors. The creation of ISACs at the EU level could contribute to a better understanding of the nature 

of cyber-attacks and prepare the stakeholders to resist them. 
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Regarding the improvement of coordination among Member States, the creation of the Cooperation 

Group by the NIS Directive is a relevant step in the right direction. The successful cooperation among 

EU countries, however, heavily depends on both the maturity of the national cybersecurity strategies 

and their willingness to share information related to cybersecurity issues which it is not always easy, 

even more if national security and defence are involved. Thus, it is necessary to find the adequate 

incentives for Member States to cooperate in monitoring, resolving and preventing cyber-attacks. 

Evidence and assessment 

The preliminary findings of the public consultation carried out by the European Commission on the 

evaluation and review of ENISA show ample room to reinforce the role of the agency as the most 

suitable EU body to tackle the current and future gaps on cybersecurity issues. Up to 98 per cent of 

respondents to the public consultation saw the need for an EU body to cope with cybersecurity needs 

and gaps, identifying ENISA as the most appropriate one (European Commission, 2017l). According to 

the European Commission (2017l), “the respondents judged that ENISA, if sufficiently mandated and 

resourced, could play an important role in achieving the following:  

 Stronger cooperation between different authorities & communities 

 Stronger EU cooperation mechanisms between Member States 

 Improve capacity in Member States through training and capacity building 

 Stronger public-private cooperation in cybersecurity 

 Improving research to address cybersecurity challenges” 

The proposal for a new regulation of ENISA (European Commission, 2017g) is an important step in the 

right direction, although it will be necessary wait for the definitive regulation after the legislative 

process. 

Table 4: Assessment matrix for the "Reinforce the role of the EU bodies on cybersecurity issues" 
policy 

Criteria Adequacy Argument 

Costs and benefits High 

Although the ENISA budget should be considerably increased to tackle its 

new responsibilities, the benefits derived from its new role, in terms of 

better cooperation between agents and better capacity to stand cyber-

attacks, would compensate the raise of the costs 

Political feasibility Low 

Member States could be reluctant to grant more powers on cybersecurity 

issues to an EU-level agency and to share sensible information in case of 

cyber-attacks. Some of them could see the reinforcement of ENISA or the 

creation of EU ISACs as meddling in a national competence 

Feasibility in the 

European context 
High 

The proposal for a new regulation of ENISA, launched in September 2017, 

grants the EU legislative bodies the opportunity to define the new 

responsibilities of the agency, including a permanent mandate. Moreover, 

the NIS Directive grants new responsibilities to ENISA, although it does 

not offer details of their concrete implementation. Thus, it is the best time 

to rethink the role of ENISA 

Effectiveness High 
The reinforcement of ENISA responsibilities and the creation of EU ISACs 

would be very effective, as the management of cybersecurity in Europe 

could improve considerably while the costs of these EU bodies would 
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continue to be very affordable. It is worth noting that the 2017 ENISA 

budget is around 11 million euro 

Sustainability High 

The extra cost imposed by ENISA’s new role could be afforded by private 

stakeholders. Currently more than 90 per cent of the budget comes from 

the European Commission. While other European agencies generate 

revenues for services rendered (for instance, the European Medicines 

Agency or the European Aviation Safety Agency), ENISA only receives 

public subsidies 

Risks and 

uncertainties 
Medium 

The main risk is the potential reluctance of Member States to transfer part 

of their national competences on cybersecurity to an EU body in order to 

improve cooperation 

Coherence with EU 

objectives 
High 

This policy is completely coherent with EU objectives, as most of the official 

documents analysed demand a better governance of cybersecurity issues 

at the European level. ENISA is the EU body most capable of that 

Innovation Medium 

Reinforcing the role of cybersecurity EU bodies could foster innovation in 

the cybersecurity sector, although that would not be one of their main 

objectives 

Single Market High 

A better coordination of cybersecurity governance in the European Union 

thanks to the new role of EU bodies could lead to improvements in the 

cyber-resilience of the economy and society, as well as an increase in the 

trust of digital services, contributing to the growth of the Digital Single 

Market 

Economic growth 

and job creation 
Medium 

Reinforcing the role of cybersecurity EU bodies could boost economic 

growth and job creation in the cybersecurity sector, although it would not 

be one of their main objectives 

 

4.3.2. Harmonise legislation against cybercrime 

Cybercrime is not equally prosecuted across the European Union, allowing cyber-criminals to benefit 

from laxer legislations. Moreover, the borderless nature of cyber-attacks and the principle of 

territoriality upon which international law is based hinders criminal investigations and prosecutions, 

easing the impunity of cyber-delinquents. The Directive 2013/40/EU on attacks against information 

systems (European Commission, 2013d) established minimum rules regarding the definition of criminal 

offences and penalties, being the first step in achieving a complete harmonisation of the legislation to 

prosecute cybercrime among Member States. 

Following the Council Conclusion 10025/16 of 9 June 2016, the European Judicial Cybercrime Network 

was launched at the end of 2016 to enhance the exchange of expertise and best practices between judicial 

authorities of EU countries on the investigation and prosecution of cybercrime. Although this initiative 

can be very useful for exchanging experiences, a more harmonized legislation against cybercrime is also 

necessary. Unifying the definition of cybercrimes, as well as the procedures to obtain e-evidences in 

criminal proceedings and the associated penalties across Member States, would contribute to the fight 

against cyber-criminals. 
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Evidence and assessment 

There are some examples that highlight the urgent need for setting common rules among Member States 

to effectively face cyber-criminals. In 2014, the Court of Justice of the European Union invalidated the 

Data Retention Directive (Court of Justice of the European Union, 2014), which leaded to the annulation 

of several national legislations based on that directive. While the main objective of the directive was “to 

harmonise Member States' provisions concerning the obligations of the providers of publicly available electronic 

communications services or of public communications networks with respect to the retention of certain data which 

are generated or processed by them, in order to ensure that the data are available for the purpose of the 

investigation, detection and prosecution of serious crime, as defined by each Member State in its national law” 

(European Parliament and the Council, 2006, p. 105/56), its invalidation puts at risk the common 

treatment of data retention strategies across the European Union and can also lead to a loss of data 

necessary to prosecute cybercrimes (Europol & Eurojust, 2017). 

Another example of the need for harmonisation of legal frameworks to prosecute cybercrime is the lack 

of ratification and entry into force of the Budapest Convention on Cybercrime in some Member States.  

It has been signed, ratified and enforced in all Member States except Ireland and Sweden which have 

only signed the treaty. This means that these countries could approve cybercrime legislation with 

different approaches than the rest of the other EU countries.   

 

Table 5: Assessment matrix for the "Harmonise legislation against cybercrime" policy 

Criteria Adequacy Argument 

Costs and benefits High 

The existence of a harmonised legal framework to fight cybercrime across 

Europe would help reduce the impunity of cyber-criminals, increasing the 

effectiveness of criminal proceedings 

Political feasibility Medium 

Cybersecurity is a national competence and each country has its own 

priorities when it comes to prosecuting cybercrime. Although international 

treaties are one of the best ways to unify the national legal frameworks, not 

all EU countries are willing to sign and ratify them 

Feasibility in the 

European context 
Medium 

The role of the European Union in prosecuting cybercrime is limited. On 

data protection issues, which the EU is fully competent in establishing the 

legal frameworks for, the European Union can only intervene on 

cybersecurity by means of coordinated actions and cooperation among 

Member States 

Effectiveness Medium 

Cyber-criminals can operate from every country, so harmonising the legal 

framework of EU countries can contribute to improvements in the 

prosecution of cybercrime, although it can also depend on the legislation 

of third countries 

Sustainability High 

A harmonised legal framework among EU countries might lead to an 

increased sustainability of the prosecution of cybercrime, as all Member 

States would share the same procedures and could cooperate in a more 

efficient way 

Risks and 

uncertainties 
Medium 

It is not guaranteed that harmonising the legal frameworks of EU countries 

may reduce cybercrime, as cyber-criminals could exploit the laxer 

legislations of non-EU countries by operating from them 



Achieving a sovereign and trustworthy ICT industry in the EU 

PE 614.531 109 

Coherence with EU 

objectives 
High 

The harmonisation of national legal frameworks to prosecute cybercrime is 

totally coherent with EU objectives. It would allow further development of 

the Digital Single Market 

Innovation Medium 

The establishment of a common legal framework to prosecute cybercrime 

in the whole EU might positively affect the research and innovation 

process, although that is not its main driver 

Single Market High 

The Digital Single Market requires common rules among EU countries to 

flourish. Any initiative oriented to harmonise legal frameworks in order to 

improve the trust of digital services will have a positive effect on the 

construction of the DSM. 

Economic growth 

and job creation 
Low 

Economic growth and job creation do not depend as much on legal 

harmonisation as on the creation of good market conditions 

 

4.4. Market policies 

4.4.1. Unifying public procurement requirements of cybersecurity solutions 

Public institutions are among the biggest consumers of cybersecurity solutions. Therefore, public 

procurement plays a key role in boosting the cybersecurity industry. The variety of public procurement 

requirements for cybersecurity solutions —mainly certification schemes and standards— across EU 

countries, and among public bodies within those countries, represent a barrier to the development of 

pan-European cybersecurity companies. These companies, mainly SMEs with limited access to funding, 

lack the capacity to adapt their solutions to the different requirements of each of the countries. This 

fosters market fragmentation across Europe while limiting the scaling up of European companies. 

The creation of a common set of requirements among the EU and Member State bodies would promote 

the development of European cybersecurity solutions. The creation of a trustworthy label for European 

cybersecurity products will further increase the effectiveness of the policy (as described in section 4.4.2.) 

by becoming a common requirement that could benefit European-based providers. 

Evidence and assessment 

Public procurement of innovation (PPI) and Pre-Commercial Procurement (PCP) are powerful tools to 

foster innovation while reducing the time it takes new solutions to enter the market. By sharing risks 

and benefits, the public sector and private suppliers can promote the development of ground-breaking 

technologies. This is the case in the US, where cybersecurity investments of different federal bodies and 

agencies (Department of Defence, CIA, FBI, Department of Homeland Security, NSA, etc.) have shown 

to have a substantial impact in the industry in terms of both economic development and fostering 

innovation. 

In the EU, however, the lack of harmonisation of public procurement requirements has been identified 

by several stakeholders —European Commission (2016b), ECSO (2016a), European Cybersecurity 

Industry Leaders (2015) and EOS (2015)— as one of the main drawbacks in consolidating a healthy and 

robust European industry, capable of competing with other non-European providers. It is also 

considered one of the reasons for the current market fragmentation.  
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Table 6: Assessment matrix for the "Harmonise public procurement requirements of cybersecurity 
solutions" policy 

Criteria Adequacy Argument 

Costs and benefits High 

The benefits of harmonising public procurement requirements are high for 

both public bodies and providers. Public bodies can benefit in that there is 

an increase in what providers can offer. They are able to purchase high-

quality solutions regardless of the provider’s origin. Providers can benefit 

from harmonisation because it means they could sell their solutions to 

public bodies beyond national borders without the need for further 

developments in order to adapt the different requirements of each country 

Political feasibility High 

Given that the public procurement requirements mainly refer to technical 

issues (certification schemes and standards) there should not be political 

deterrents to their harmonisation 

Feasibility in the 

European context 
High 

This policy is aligned with EU objectives. ENISA could lead the elaboration 

of a set of common requirements, working closely with standardisation 

bodies (CEN, CENELEC, ETSI, ISO/IEC, etc.), and supervising its 

implementation in national public procurement legislations 

Effectiveness High 
This policy could contribute to creating European cybersecurity 

champions, capable of selling across the European Union 

Sustainability Medium 

The rapid evolution of cyber-threats, and, consequently, cybersecurity 

solutions, implies a constant revision of certification schemes and 

standards to deal with the changing technological landscape. However, 

both public and standardisation bodies might not be capable of reacting 

with enough velocity to these changes when defining public procurement 

requirements 

Risks and 

uncertainties 
Medium 

The harmonisation of public procurement requirements could lead to a 

market concentration on non-EU providers, which have more resources to 

adapt their solutions and huge marketing budgets to promote themselves 

among public clients 

Coherence with EU 

objectives 
High 

This policy is completely coherent with EU objectives as it seeks to create a 

level playing field for European cybersecurity providers, reducing 

administrative and technical burdens to allow providers to enter new 

European markets 

Innovation High 

The creation of common public procurement requirements among EU 

bodies would allow cybersecurity providers to invest more on researching 

and developing new solutions rather than on adapting current solutions to 

the different specifications of EU countries 

Single Market High 
The policy is completely aligned with the policy area of the DSM Strategy 

to develop the right environment for digital services 

Economic growth 

and job creation 
High 

The harmonisation of public procurement requirements would allow for 

the creation of a single market of cybersecurity solutions and the growth of 

European cybersecurity companies, with a consequent positive impact on 

economic growth and job creation 
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4.4.2. Creation of trustworthy labels for European cybersecurity products 

The creation of trustworthy labels for European cybersecurity products could benefit the whole 

ecosystem. Consumers could easily identify trustworthy providers when purchasing cybersecurity 

solutions and cybersecurity products with these trustworthy labels could be sold across the European 

Union without further adaptations due to specific national requirements. The labels could thus 

contribute to boosting the European cybersecurity industry. By accepting these labels in all Member 

States, access to new markets would be substantially eased. Moreover, trustworthy labels have 

additional marketing benefits by becoming a powerful tool to show the quality and reliability of 

European cybersecurity products. 

The success of the trustworthy labels relies on: (1) developing transparent certification processes; (2) not 

imposing heavy administrative burdens and (3) being accessible to any company regardless of its size 

or location. The requirements and process to obtain these labels should be defined at the European level, 

with the participation of national authorities (cybersecurity agencies, CERTs, etc.), coordinated by a 

European body like ENISA. In order to ensure the highest quality, the requirements should involve the 

entire lifecycle of the cybersecurity products.  

Some of the experts interviewed for this report, however, are skeptical about security or privacy labels. 

They argue that these models have failed in the past and that they can become legacy problems in the 

future. They suggest that a partially automated, tunable and dynamic security evaluation scheme could 

be more effective. 

Evidence and assessment 

Several trustworthy labels on products within other sectors are being used across Europe with great 

success. The “Energy label” shows the energy efficiency of products. The labelling requirements are 

detailed in an “Energy Labelling Regulation”, recently published by the European Commission. 

According to the EC (2017d), these labels could contribute to saving 465 euro per year on household 

energy bills. There are other trustworthy labels related to energy savings (Ecodesign, Energy Star) that 

also help manufacturers and customers reduce their energy footprint. Many other sectors have 

trustworthy labels (food, e-Commerce, tourism, etc.) with positive effects in their respective industries.  

“CE mark” is another successful example of a trustworthy label. It ensures a certain level of quality of 

products sold in the European Economic Area, allowing them to be traded in the EEA without any 

restriction.  

Some countries like France, Germany or Luxembourg  have already defined trustworthy labels for their 

cybersecurity industries —“France Cybersecurity” (France Cybersecurity, 2017), “IT security made in 

Germany” (TeleTrust, 2017) or “Security Made in LU” (securitymadein.lu, 2017)—, which try to 

promote their national industries while raising awareness among potential customers. ECSO has also 

included the creation of European cybersecurity labels in its industrial proposal. It might be more 

effective to harmonize and synchronize these efforts rather than trying to replace them. 
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Table 7: Assessment matrix for the "Creation of trustworthy labels for European cybersecurity 
products" policy 

Criteria Adequacy Argument 

Costs and benefits High 

The creation of trustworthy labels would imply relevant costs, derived 

from the compliance process of multiple products. The benefits for the 

industry, however, in terms of access to new markets and promotion of 

products thanks to the labels would be much higher than the costs they 

must assume to obtain them 

Political feasibility Medium 

Trustworthy labels are commonly used by public authorities to support 

strategic industries, although there are countries with their own security 

labels which could be reluctant to adopt an European label 

Feasibility in the 

European context 
High 

This policy is oriented to strengthen the European cybersecurity industry, 

facilitating cross-border trade by setting common requirements for 

cybersecurity products. Although it would have complete political support 

at the European level, its feasibility depends on the regulatory instrument 

used (directive, regulation, decision, etc.)  

Effectiveness High 

The effects on the European industry would be very positive. Trustworthy 

labels represent a powerful tool in increasing the cyber-resilience of 

Europe. Customers could rely more on European products, reducing the 

dependence on non-EU providers, if their quality is ensured by a public 

body or agency 

Sustainability Medium 

National agencies should allocate enough resources to certify cybersecurity 

products according to the requirements of the trustworthy labels. The 

emergence of new cyber-threats would require constant updating of the 

cybersecurity products and constant revisions of the requirements for 

compliance with the labels 

Risks and 

uncertainties 
Medium 

Cybersecurity remain a national competence and Member States could 

want to create their own trustworthy labels, with particular requirements. 

It could hinder the definition of European labels, although the European 

bodies could oblige MS to accept them 

Coherence with EU 

objectives 
High 

This policy is clearly coherent with the EU objectives, which want to reduce 

the dependence of the ICT sector on foreign providers 

Innovation High 
The creation of challenging requirements to obtain the labels could 

stimulate innovation in the sector 

Single Market High 

The policy would contribute to the development of the Digital Single 

Market, reducing the barriers to cross-border trade derived from the lack 

of trust on non-national cybersecurity products 

Economic growth 

and job creation 
High 

The existence of trustworthy labels would increase the trade of 

cybersecurity products among EU countries, benefiting the growth of 

European companies 
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4.4.3. Harmonise standardisation and certification of cybersecurity products 

The cybersecurity market is constantly evolving and new products and services show up almost every 

day. In this evolving environment, customers need a guarantee that cybersecurity products properly fit 

their requirements. Standardisation and certification processes may tackle this challenge by ensuring 

the quality of the cybersecurity products while increasing customers’ trust. Moreover, it can represent 

a competitive advantage for the industry by easing the potential access to new markets.  

Currently, the standardisation process of cybersecurity products is booming, as several organisations 

are trying to set the security specifications for several emerging ICT technologies (IoT, blockchain, 3D 

printing, artificial intelligence, fintech, etc.). As detailed in section 4.1.3.2, numerous institutions and 

organisations, both public and private, are involved in the process of defining cybersecurity standards. 

The dispersion of efforts may pose a challenge in achieving a common cybersecurity standardization 

framework. The European Union should lead the harmonisation of the multiple standards on 

cybersecurity topics already put in place, as well as the definition of a coherent certification framework 

at the European level (ENISA, 2017b). The European Union should be an active partner in the definition 

process of cybersecurity standards. It would improve European cyber-resilience by fostering the 

development of an industry capable of successfully meeting the growing needs of cybersecurity 

solutions. 

Regarding the certification process, the joint communication of the European Commission to build a 

strong cybersecurity for the EU (2017i) gives ENISA responsibility for the creation of an  EU-wide 

cybersecurity certification framework, which will establish the procedures to create cybersecurity 

certification schemes. Although these certification schemes are going to be voluntary and are not going 

to create immediate regulatory obligations for providers, they are an adequate measure in the right 

direction. They are going to create a common set of cybersecurity requirements for ICT products and 

services among Member States, easing the deployment of a truly single cybersecurity market in Europe. 

Evidence and assessment 

The dynamics of certification in the cybersecurity sector have large communalities with the aerospace 

and defence markets where certification is an integral part of every project and is a clear roadmap for 

critical systems. As shown in Figure 73, however, the current standardisation ecosystem is highly 

complex. It involves European Standardisation Organisations officially recognised by Regulation (EU) 

No 1025/2012 (CEN, CENELEC, ETSI), as well as national standardisation bodies and private 

institutions (business associations, technical fora, etc.). The European Commission created the Cyber 

Security Coordination Group (CSCG) in 2011, a joint group made up by CEN, CENELEC and ETSI, to 

provide strategic advice on cybersecurity standardisation. The group was transformed into the CEN-

CENELEC Focus Group on Cybersecurity in 2016. The CSCG published in 2014 a White Paper with nine 

recommendations for a strategy on European cybersecurity standardisation (Cyber Security 

Coordination Group, 2014, p. 3): 

1. “The European Commission (EC) should mandate the CSCG to create a governance framework for the 

coordination of Cyber Security standardisation within Europe.  

2. The EC should establish a clear and common understanding of the scope of Cyber Security, based on an 

initiative the CSCG plans to launch to clarify the key terms and definitions used in the standardisation 

of and communication related to Cyber Security within the European Union.  

3. The EC should mandate CEN/CENELEC/ETSI to launch an initiative to re-establish the trust of the 

European citizen in the European digital environment, coordinated by the CSCG and aimed at producing 

standards to create the most trustworthy environment in the world; this should include privacy and 

harmonised objectives for education and awareness.  

4. The EC should mandate CEN/CENELEC/ETSI to establish an initiative to produce standardised 

mechanisms for a strong, interoperable, trustworthy and transparent European Public Key 
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Infrastructure and strong cryptographic capabilities for all participants in the European Digital Single 

Market.  

5. The EC should authorise the CSCG to coordinate the standardisation work for a high-level European 

Cyber Security Label for information and communication technologies (ICT) to protect the European 

consumer (objective 4 of the EU Cyber Security Strategy).  

6. The EC should mandate CEN/CENELEC/ETSI, with the CSCG coordinating appropriate harmonisation 

with the European regulatory bodies, to extend existing European Cyber Security requirements and 

evaluation frameworks to ensure adequate Cyber Security throughout the full ICT value chain and to 

establish an initiative for risk-based standardisation.  

7. The EC should authorise the CSCG to create a high-level interface between the CSCG and the European 

research community to ensure alignment between standardisation and research including industrial 

research.  

8. The EC, with the support of the CSCG, should engage in an industrial forum to harmonise Cyber Security 

Standards with key international players and stakeholders according to European requirements.  

9. The EC, with the support of the CSCG, should launch a targeted global initiative to promote standards 

appropriate to European requirements for the development of trustworthy ICT products and services as 

well as Cyber Security solutions.” 

Recommendations 1 and 2, related to the governance of cybersecurity standardisation, have been 

properly addressed in two documents published by ENISA —(ENISA, 2015b) and (ENISA, 2015a). 

None of the remaining recommendations, however, have been implemented, as CEN and CENELEC 

highlighted in their response to the public consultation on the contractual public-private partnership 

and possible accompanying measures (CEN & CENELEC, 2016). Further efforts are therefore required 

to harmonise cybersecurity standards in Europe. 

Table 8: Assessment matrix for the "Harmonise standardisation and certification of cybersecurity 
products" policy 

Criteria Adequacy Argument 

Costs and benefits High 

Harmonising standardisation could bring great benefits to the European 

industry, setting the stage for the development of cybersecurity products 

perfectly adapted to customers’ needs and favouring the growth of cross-

border trade. 

Political feasibility High 

Standards harmonisation is essential for the development of a healthy 

cybersecurity ecosystem and public bodies are willing to contribute to that. 

Although cybersecurity is a national competence and national 

standardisation bodies could try to favour their national interests, they 

recognise that the success of standardisation mainly comes from the level 

of international consensus achieved 

Feasibility in the 

European context 
High 

The recurrence of mentions to standardisation issues in policy documents 

at the European level makes this policy completely feasible in the European 

context, as it is recognised as one of the main barriers in developing the 

European cybersecurity industry 

Effectiveness Medium 

The standardisation process does not only depend on European bodies and 

institutions; however, the leadership of the European Union on 

harmonising cybersecurity standards according to its own interests could 

be effective for enhancing its cyber-resilience 
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Sustainability High 

The creation of a cybersecurity standards coordination body would allow 

for the adequate management of the constant evolution of technological 

standardisation 

Risks and 

uncertainties 
Medium 

The cybersecurity standardisation ecosystem is very complex and evolves 

rapidly, so harmonisation is not easy to achieve. The presence of a 

European coordination body can contribute to the protection of European 

interests, although it does not ensure perfect harmonisation 

Coherence with EU 

objectives 
High 

This policy is fully coherent with EU objectives, which try to pave the way 

for the development of a strong European industry able to meet the EU 

cybersecurity needs 

Innovation High 

The harmonisation of cybersecurity standards would contribute to 

boosting innovation. Research institutions and companies could innovate 

in developing new products in the knowledge that they could be sold 

across Europe without further adaptations 

Single Market High 

Harmonisation (standards, taxes, legislations, etc.) is one of the key 

elements in creating a real Single Market, so this policy would undoubtedly 

contribute to its development 

Economic growth 

and job creation 
High 

The harmonisation of cybersecurity standards would have a positive 

impact on cybersecurity companies, allowing them to develop their 

solutions according to standards widely accepted in Europe, and thus 

contributing to their economic growth 

 

4.5. Industrial policies 

4.5.1. Foster the development of open source cybersecurity products 

Cybersecurity products can be developed as proprietary software or through open-source technologies. 

The first approach usually yields “black box” solutions, where customers have no options to inspect 

how they really work. Following the Snowden revelations, this kind of approach has been under 

suspicion, as it could be used for massive surveillance activities or cyber-espionage (political, economic 

or industrial) through undetectable and intentional vulnerabilities (backdoors). In this sense, the 

European Parliament “calls for the systematic replacement of proprietary software by auditable and verifiable 

open-source software in all the EU institutions, for the introduction of a mandatory ‘open-source’ selection 

criterion in all future ICT procurement procedures, and for efficient availability of encryption tools” (European 

Parliament, 2015c, p. 9).  

Open-source software allows the research community to inspect the code and look for errors and 

vulnerabilities, improving the reliability and trustworthiness of cybersecurity products; however, it 

does not fully guarantee the impossibility of cyber-attacks and it may not be adequate where a certain 

level of secrecy is required (attack detection and prevention, threat intelligence, etc.). As the code can 

be analysed and modified by anyone, it could also be exploited by cyber-criminals to develop new 

vulnerabilities. As the European Cyber Security Organisation states, “a significant share of today’s security 

vulnerabilities stems from the fact that typical software applications are no more monolithic but composed of 

hundreds, sometimes thousands of open-source components, whereby each component’s life-cycle is disconnected 

from that of the application and beyond the control of the application developer” (ECSO, 2016b, p. 27). 
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There are several options that EU bodies could launch to incentivise the development of open-source 

cybersecurity products: 

 Include “open-source” requirements for the public procurement of cybersecurity and IT 

solutions 

 Collaborate in open-source software communities to work together on innovative open 

solutions 

 Clarify legal aspects related to intellectual property issues 

 Foster research based on open-source technologies 

Evidence and assessment 

Several stakeholders involved in analysing the best ways to improve the cyber-resilience of the 

European Union agree that open source cybersecurity products can contribute to this objective. 

According to the European Commission (2016b, p. 20), “the development of open source software and open 

standards (e.g. for exchanging threat information) can help foster trust, transparency as well as disruptive 

innovation. Well-administered open source portals and the communities behind it (including ethical hackers) are 

a great source for SMEs and start-up to build secure IT infrastructure with a low entry cost” 

The European Organisation for Security (EOS) has identified the development of open source operating 

systems for trusted services as one of the flagship projects to improve the European capacity to increase 

cybersecurity (European Organisation for Security, 2015). 

The European Parliament, in light of the Snowden revelations, claimed that “in order to regain trust, such 

a European IT capability should be based, as much as possible, on open standards and open-source software and if 

possible hardware, making the whole supply chain from processor design to application layer transparent and 

reviewable” (European Parliament, 2014a, p. 31). 

On the other hand, some experts consider that the promotion of open-source solutions can create 

competition among EU proprietary solutions, risking further reduction and fragmentation of the EU 

market. Although open-source is a very interesting option, it should be carefully selected in technical 

areas, avoiding direct competition where the EU has strong proprietary solutions. While open-source 

solutions can enhance the cyber-resilience of ICT products and services, they might not provide a 

competitive advantage to EU providers. 

 

Table 9: Assessment matrix for the "Foster the development of open source cybersecurity products" 
policy 

Criteria Adequacy Argument 

Costs and benefits High 

The use of open source software could help to reduce the technological 

dependence of the EU on foreign countries. The costs of the measures to 

foster their development (research programs, facilitate the public 

procurement of these solutions, etc.) would not be very high 

Political feasibility Low 

Policies related to research and industry promotion should be 

technologically agnostic. Public support for open source technologies can 

be considered by developers of proprietary solutions a possible 

infringement of the competition principle 

Feasibility in the 

European context 
High The main EU bodies (European Parliament, European Commission) 

consider open source technologies as relevant tools to increase the cyber-
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resilience of the EU and recommend their promotion, so they are willing to 

foster them. 

Effectiveness High 

Fostering the development of open source cybersecurity technologies 

could yield relevant outcomes in the short term, as the participation of open 

source communities can accelerate the launch of new reviewable and 

trustworthy cybersecurity products  

Sustainability High 
The low costs of the measures included in this policy makes them very 

sustainable over time 

Risks and 

uncertainties 
Medium 

The improvement of cyber-resilience of ICT infrastructures by using open 

source technologies instead of proprietary ones remain unclear. While they 

would undoubtedly help to reduce the dependence on non-EU providers, 

they are not immune to vulnerabilities  

Coherence with EU 

objectives 
High 

The policy pursues increasing the EU capacity to face cyber-threats without 

depending on foreign providers, which is totally coherent with the EU 

objectives of creating a trustworthy cyberspace 

Innovation High 

Public support for the development of open source technologies could 

boost innovation in the European Union. Many research groups across 

every EU country could benefit from the rise of public support, as it would 

reduce the time-to-market of their products 

Single Market Medium 

This policy could contribute to the development of the DSM by increasing 

the portfolio of European cybersecurity solutions and the cyber-resilience 

of digital services; however, it could create competition on EU proprietary 

solutions, risking the reduction and fragmentation of the EU market 

Economic growth 

and job creation 
Medium 

European companies could leverage public support for the development 

of open source cybersecurity products to expand their operations towards 

new markets (geographical and sectoral). It would contribute to their 

economic growth and allow them to create new jobs. It could, however, 

create competition on EU proprietary solutions, risking the reduction and 

fragmentation of the EU market 

4.5.2. Develop a cybersecurity industrial policy 

The definition of a coherent industrial policy could set the grounds for the creation of a robust European 

cybersecurity industry, capable of competing on a global scale. Current EU industrial policies, however, 

do not adequately address this cybersecurity topic (European Organisation for Security, 2015). Neither 

the European Security Industrial Policy (European Commission, 2012b) nor the Communication for a 

European Industrial Renaissance (European Commission, 2014) mention this topic among the strategic 

areas that should be supported. 

So far, the DG Internal Market, Industry, Entrepreneurship and SMEs have defined industrial policies 

for the following sectors: chemicals; automotive; tourism; textiles; defence; fashion and high end 

industries; creative industries; raw materials, metals, minerals and forest-based industries; mechanical 

engineering industries; electrical engineering industries; food; healthcare; biotechnology; aeronautic 

and maritime industries (European Commission, 2017e). It is, therefore, necessary to organize all the 

measures focused on strengthening the European cybersecurity industry into a comprehensive action 

plan with clear objectives and a detailed roadmap. These measures should include EU sponsored export 
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facilitation to promote European cybersecurity solutions and services outside the EU (particularly in 

the US, Asia and the EMEA region). 

The focus should be in areas where the EU is well positioned to be a global leader (i.e. industrial security, 

and cybersecurity for aviation, rail transportation and automotive) and in areas where the EU must be 

autonomous (i.e. defence, cryptography).  

The industrial policy should also be oriented to develop competence centres across Europe. These 

competence centres, including University and research centres, must be common ground where theory 

and innovation can meet and views and ideas can be exchanged and evolve in a joint fashion that can 

lead to commercial success. The cybersecurity competence centre network envisaged in the last 

Commission Cyber Strategy (European Commission, 2017i), if well-developed, may be a step in the 

right direction. 

In order to foster the cross-border sales of cybersecurity products by EU providers, the adaptation of 

the industrial policy for each Member State should also include internationalization mechanisms and 

programmes to allow cybersecurity companies to travel on international missions to open markets 

abroad, showing their products and getting to know end-users. Reverse missions, where international 

investors and buyers travel to EU countries, are also a good opportunity to match EU companies with 

other countries’ buyers.  

Evidence and assessment 

The European Cyber Security Organisation published in 2016 an industry proposal in which the 

objective was “to bridge the gap between capacity building and the deployment of trusted European cybersecurity 

and ICT solutions on European and international markets. Therefore, creating new business opportunities for 

European industry while addressing the challenges faced by Europe and defending its stance on safeguarding the 

privacy of citizens” (ECSO, 2016a, p. 5). The proposal seeks to set up a long term industrial strategy, 

although it also recognises that “this proposal should be aligned with the establishment of a shared ecosystem 

and the support of cybersecurity and ICT industrial activities fostering the exchange of experiences, competences, 

pooling of resources, raising general awareness, setting up general education / specific training programmes etc.” 

(ECSO, 2016a, p. 6). Thus, it is critical that EU bodies, mainly the European Commission, develop an 

ambitious cybersecurity industrial policy that addresses the support of that industry from multiple 

perspectives including funding, trade, research, standardisation, awareness, taxation, exports, 

education and training. 

Table 10: Assessment matrix for the "Develop a cybersecurity industrial policy" policy 

Criteria Adequacy Argument 

Costs and benefits High 

The development of a cybersecurity industrial policy would unify and 

provide structure for all the support measures. The cost of those measures 

would be compensated with the benefits of a robust European 

cybersecurity industry 

Political feasibility Medium 

Member States could adopt different approaches to support their national 

cybersecurity industries, according to their own cybersecurity strategies. A 

common cybersecurity industrial policy could be seen as an interference in 

their national strategies 

Feasibility in the 

European context 
High 

The European Commission have defined several industrial policies 

focused on different sectors, so there should not be any problem 

developing an industrial policy for the cybersecurity sector 



Achieving a sovereign and trustworthy ICT industry in the EU 

PE 614.531 119 

Effectiveness Medium 

An industrial policy must be financially supported to be effective. The 

European Commission should allocate enough of the budget for the 

activities included in the industrial policy 

Sustainability Medium 

The consolidation of the industry will demand growing funding to 

continue its expansion. The industrial policy might be affected by the 

limited public budget allocated when the policy is defined, which might 

not be enough depending on the evolution of the industry 

Risks and 

uncertainties 
Medium 

The definition of an industrial policy does not guarantee that the European 

industry can meet the European Union’s needs regarding cybersecurity 

Coherence with EU 

objectives 
High 

This policy is coherent with EU objectives, as it seeks to support a strategic 

industry for the construction of a digital economy and society 

Innovation High 
The industrial policy should include measures to boost innovation in the 

cybersecurity sector 

Single Market High 

All the measures to reinforce the cybersecurity industry would have a 

positive impact in the Digital Single Market, as they would allow for an 

increase in the trust of digital services 

Economic growth 

and job creation 
Medium 

The industrial policies are supposed to contribute to the economic growth 

of the sector they are focused on; however, these policies need enough 

funding in order to be effective 

 

4.5.3. Support the creation of investment instruments focused on the cybersecurity 

sector 

Section 3.2.3 shows the funding gaps that the European cybersecurity industry faces to scale up their 

operations. The funding of European cybersecurity companies is focused on early stages (seed capital), 

and almost disappearing in the consolidation and expansion stages. This lack of funding hampers two 

crucial business processes: the marketing activities to improve their visibility and the adaptation of their 

products and services to enter new markets (very necessary while the current fragmentation of 

requirements and standards is maintained) (European Commission, 2016f). Therefore, it is necessary to 

design and fund financial instruments covering all stages of business life, especially for a sector that can 

be observed with reluctance by traditional funding partners, banks. 

The European Union has several financial instruments that could be oriented to the cybersecurity 

industry. For instance, the European Fund for Strategic Investments (EFSI), a joint initiative by the EIB 

Group (the European Investment Bank and the European Investment Fund) and the European 

Commission, could allocate funds not only for the general “digital” sector but also for the cybersecurity 

sector. It could be made through the creation of a Cybersecurity Investment Platform (European 

Commission, 2016f), which could finance cybersecurity projects across the EU. This platform not only 

would be in charge of managing the funds allocated by the EFSI, but it also could receive and manage 

funds from other sources (public funds from national bodies and private funds) in order to configure 

several funding instruments according to the needs of the cybersecurity companies. 

Private funds should also play a relevant role in easing industry growth; however, they require a stable 

and predictable environment to invest in European bodies could indirectly foster private investments 

in the sector by harmonising and unifying crucial topics such standardisation or labelling, as well as co-
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investing in mixed fund initiatives and leveraging the investment capacity of institutions such as the 

EIB. 

Evidence and assessment 

All proposals from the cybersecurity industry highlight the lack of funding that companies face when 

trying to scale up their operations. ECSO states that “weak entrepreneurial culture, lack of venture capital, 

and seed money calls for other ways to support innovation with the relevant financial effort and awarding 

mechanisms efficient enough to keep up with the pace of cyber threats” (ECSO, 2016a, p. 13). EOS proposes the 

following actions to improve funding (European Organisation for Security, 2015, p. 22): 

 “Increase funding from EU Institutions and MS to support the development and competitiveness of a 

genuine EU cybersecurity industry and implementation of users’ capacities 

 Finance capability development at MS and EU level 

 Develop new models for venture capital in Europe adapted to the current economic environment: set up 

European or national investments funds for IT and IT security 

 Link H2020 with other EU and MS procurement funds in a strategic end to end approach 

 Organise regular presentations to investors of the results stemming from cooperation between industry, 

RTOs and users, as well as innovative cybersecurity start‐ ups  

 Create financial incentives and favourable fiscal conditions to ensure the development of businesses in 

certain strategic areas and to make sure strategic assets and companies remains in Europe 

 Financial / fiscal incentives should be considered by MS when financing IT / IT security capacity 

procurement 

 Analyse the possibility of protecting critical European companies from foreign acquisitions”  

The analysis shown in section 3.2.3 also highlights the gap of financing between the EU and other 

leading regions, which impedes European companies from competing with foreign enterprises, leaving 

the cyber-resilience of the EU in the hands of non-EU agents. 

Table 11: Assessment matrix for the "Support the creation of investment instruments focused on 
the cybersecurity sector" policy 

Criteria Adequacy Argument 

Costs and benefits High 

The costs of financing cybersecurity companies in consolidation and 

growth stages might be high; however, the support of public bodies to fund 

this sector might also lead to private investors cooperating. Thus, both can 

contribute to the development of the European industry 

Political feasibility High 

The policy is completely aligned to the European interest. Given the 

strategic relevance that the cybersecurity sector is achieving, the creation 

of funding instruments to strengthen the capacity of the European industry 

to reduce our dependence on non-EU providers would be welcomed by 

political representatives 

Feasibility in the 

European context 
High 

All Member States share a common concern related to the impact of cyber-

threats, so they would be willing to support both their own and European 

funding programmes  

Effectiveness Medium Access to more funding opportunities does not guarantee the success of the 

European cybersecurity companies. Industry growth also depends on 
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establishing the right conditions described in the rest of policy options 

(harmonise regulation and standardisation, unify requirements for public 

procurement, etc.) 

Sustainability Low 

The funding demand grows as business operations scales up. Public 

funding cannot cope with the increasing financing needs, so it is essential 

to attract private investors to the cybersecurity sector 

Risks and 

uncertainties 
Medium 

The evolving landscape of cyber-threats reveals a relevant level of 

uncertainty when financing cybersecurity companies, as services and 

products must be constantly adapted to face these threats. It entails a 

constant need for funding which cannot always be sustained 

Coherence with EU 

objectives 
High 

The policy is fully coherent with the EU’s objective to reduce its 

dependence on non-EU providers in such a strategic sector 

Innovation High 

The existence of funding programs aimed at all the stages of business life 

can boost innovation in the sector, allowing more innovative ideas to be 

brought to the market. 

Single Market High 

The policy is aligned with the creation of a Digital Single Market. The 

reinforcement of the European cybersecurity industry by easing access to 

financing is an essential requisite to building a trustworthy DSM 

Economic growth 

and job creation 
High 

The financial support for cybersecurity companies in all business life 

would allow the companies to increase their size in both turnover and 

number of employees 

 

4.5.4. Foster market-driven research activities 

Fostering market-driven research would improve the transferability of research outcomes. It would also 

contribute to enhancing the efficiency of public R&D&I investments, focusing them on key industry 

topics.  

Addressing the increasing number of cyber-threats requires better coordination between public bodies 

in charge of defining research topics and cybersecurity providers, which know first-hand the challenges 

that their clients are facing. Some possible ideas to improve this coordination might be: 

 Strengthening the bottom-up approach of research programs and opening the design of 

research topics to all stakeholders. 

 Since cyber-threats evolve so rapidly that research outcomes might be obsolete before they 

reach the market, making the definition process for topics in public research programs more 

dynamic would increase the transferability of outcomes.   

 Supporting the creation of cybersecurity innovation hubs where companies and research 

institutions might work closely on innovative solutions. Successful innovation requires not only 

research but also best practices, talented people and the correct mix of large companies, start-

ups, research centres and universities. 

 Reinforcing the dialogue between public research bodies at both European and national levels 

in order to ensure the coherence of their research programs. 

 Allowing funding demonstration and commercialisation activities within research projects. 
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 Separating between: (1) top quality basic research in cybersecurity (individual or larger grants 

in ERC style with scientific excellence as the main criterion) and (2) projects to bring 

fundamental innovations to the market through start-ups or pilots in a competitive DARPA-

style setting with concrete goals. 

 Since cybersecurity is a transversal need for many technologies (5G, IoT, Cloud Computing, 

Robotics,…) conducting harmonization and coordination with main actors and organizations 

(other cPPPs) from that sectors is necessary, to detect challenges, priorities, commonalities and 

specificities in research activities. The same effort should be conducted inside the European 

Commission and its internal General Directorates (DGs). 

 All public financing programmes (H2020, CEF-Telecom, and other) should follow some type of 

harmonization to centralize cybersecurity topics, sometimes dispersed on different calls, with 

different requirements. 

 Harmonising EU research and innovation programmes with Member State national programs. 

 Creating testbeds at the European level to allow companies to test their products and research 

results in a production-like environment, with almost-real data, could enhance the cooperation 

and robustness of cybersecurity products, allowing synergies and dependencies to flourish 

among companies and research institutions. 

On top of that, increasing the amount of funding allocated for R&D activities and the close supervision 

of the contribution of private partners in the new contractual public-private partnership agreement 

within the H2020 are suggested. 

Evidence and assessment 

The analysis of the public R&D&I funding instruments in section 3.2.4 suggests the misalignment 

between the market needs and the research in cybersecurity topics conducted in the EU. The long 

timescales of the EU programmes (3-5 years between conceiving and completing a project) are part of 

this problem: in internet time this is too slow. These timescales imply that most of the research does not 

reach the market. There is also evidence that the amount of funding available in Europe for R&D 

activities to substantially impact the industry is scarce. The experts point out another drawback: very 

innovative companies and top cybersecurity researchers exist in Europe, but few of those have enough 

time or resources to manage the bureaucratic burden that publicly funded R&D projects come with. 

The innovation cycle, which should finish by launching innovative products and services to cover the 

gaps identified in the market, does not seem to function properly in the European cybersecurity sector, 

limiting the growth of European companies and increasing the dependence on foreign technology to 

ensure our cyber-resilience. Some of the experts interviewed consider that the European cybersecurity 

industry tends to think in an incremental way, focusing on building operational capabilities rather than 

on pursuing long-term strategic planning. They also highlight that research motivation currently 

follows a “science push” instead of a “market pull” approach and, thus, the EU science results end up 

being developed by non-EU companies. In such scenarios, the development of a research agenda for 

innovation would not be sufficient to achieve effective innovation.  

These weaknesses have also been highlighted by key stakeholders like ENISA (2016d), ECSO (2016a) 

and EOS (2015). The European Commission itself, when assessing the implementation and participation 

in cybersecurity programmes funded by FP7 and CIP grants, states: “While the projects that obtained an 

EU grant from the programme have achieved impact in the scientific world through their deliverables and 

publications, it is unclear whether they produced successful outcomes that can contribute to the main objective 

and overall goal formulated before [enhancing the competitiveness of European industry through joint technology 

initiatives, among others]. As an example: Europe is the world leader, by far, in cryptography but the answer on 

the question "are European cybersecurity companies exploiting this technological advantage?" is not at all evident. 

“ (European Commission, 2016a, p. 18) 
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Table 12: Assessment matrix for the "Foster market-driven research activities" policy 

Criteria Adequacy Argument 

Costs and benefits High 

The benefits of driving research activities to market needs would be high, 

enabling European companies to achieve a higher market share while the 

costs of research programmes would be similar to the current ones 

Political feasibility High 

The creation of the contractual public-private partnership on cybersecurity 

seeks to foster cooperation between public bodies and the industry in all 

spheres, including the definition of research topics according to the 

market’s needs 

Feasibility in the 

European context 
High 

National research funding bodies can replicate the cooperation model of 

the cPPP when defining their research priorities, taking into consideration 

the recommendations of the industry, which knows the market’s needs 

better 

Effectiveness High 

The joint design of research priorities between public bodies and the 

industry to better fit the market needs will increase the effectiveness of the 

research programs, increasing the research outcomes that reach the market 

Sustainability Medium 

The market entry of new European cybersecurity products, adapted to 

market needs, will require a sustained effort to fund research over the next 

few years 

Risks and 

uncertainties 
Medium 

Although the alignment of research activities with market needs would 

benefit the European industry, it would not be possible to assure a positive 

impact given the rapid evolution of research in other regions 

Coherence with EU 

objectives 
High 

The policy would contribute to reinforcing the role of the European 

cybersecurity industry and to regain control of European cyber-resilience 

from non-EU agents 

Innovation High 
The policy would contribute to improve the innovation cycle, as more 

R&D&I outcomes could reach the market 

Single Market High 

The policy is aligned with the Digital Single Market objectives related to 

reinforcing trust and security in digital services, reducing the current 

dependence on foreign providers 

Economic growth 

and job creation 
High 

Focusing the research on market needs would allow European companies 

to better meet the expectations of their customers and, thus, increase their 

economic outcomes (sales, number of employees, etc.) 

 

4.5.5. Increase the availability of workers in the area of cybersecurity 

There is a shortage of professionals in the area of cybersecurity in Europe. This is usually the case in 

many areas of the digital economy, but it is particularly relevant in more innovative and evolving fields 

like cybersecurity. There are several measures that can be taking to tackle this problem (ENISA, 2017b): 

 Analyse, along with research and the industry, the current needs of cybersecurity-related 

formal and non-formal education.  
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 Promote with the industry and training centres the design of lifelong learning programmes for 

existing professionals aligned with established career paths. 

 Raise awareness among students about career opportunities in the cyber security industry and 

promote cybersecurity studies as a choice at schools. 

 Promote cybersecurity studies in universities and vocational training. A broad consultation of 

all stakeholders (industry, government, military) could help to define a strong EU-wide 

curriculum and a set of common technical areas. 

 Increase cooperation between the education system and the intelligence and military world to 

share important hard and soft skills, as is the case in the US, Israel, Russia and China. 

 Make funding available for qualified EU candidates to study masters and doctoral degrees at 

universities in Europe or elsewhere. 

Evidence and assessment 

There is a pressing need to train more people in the area of cybersecurity. The industry is reporting that 

there are not enough skilled graduates, both for the public and private sectors. For instance, the German 

military indicated that they needed to recruit more than 10,000 professionals (ENISA, 2017b). According 

to the report Benchmarking Workforce Capacity and Response to Cyber Risk, released from the 2017 Global 

Information Security Workforce Study, Europe will face a shortage of 350,000 cybersecurity professionals 

by 2022 (Frost & Sullivan et al., 2017). The excessive dependence of non-EU cybersecurity providers can 

worsen this gap and accelerate the brain drain as foreign cybersecurity companies, mostly big 

companies, can offer better conditions to attract highly skilled workers. As a result, European firms 

need to pay a premium to keep these same workers. Additionally, only 5 out of the top 20 start-up 

ecosystems in the World are located in the European Union (Startup Genome, 2017), which can lead 

skilled entrepreneurs to migrate to other regions to develop their ideas. 

Table 13: Assessment matrix for the "Increase the availability of workers in the area of 
cybersecurity" policy 

Criteria Adequacy Argument 

Costs and benefits Medium 

Although the cost of the proposed policies can be high, particularly the 

policy involving raising awareness among students, the potential benefits 

for the industry having a wide pool of qualified professionals may 

compensate the public effort. 

Political feasibility Low 

Education policies are natural competences of national and regional 

governments. Therefore, it can be difficult to reshape the education 

framework of European institutions. 

Feasibility in the 

European context 
High 

The construction of the Digital Single Market depends on having a resilient 

digital Europe and a strong European cybersecurity industry. Achieving 

that European goal strongly depends on having trained professionals.  

Effectiveness Medium 
Educational policies usually produce results in the medium/long-term, so 

it can be challenging to measure the effectiveness of the policy.  

Sustainability Low 
To be effective, these policies should be maintained over time, with the 

expected cost increasing substantially.   
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Risks and 

uncertainties 
Medium 

This is the kind of policy that requires the participation of multiple 

stakeholders: European bodies, national governments, industry, academy, 

sector associations, and trade unions. Coordinating all of these 

stakeholders with varying interests can be very difficult. 

Coherence with EU 

objectives 
High The EU is strongly committed to the promotion of digital skills and jobs. 

Innovation High 

Innovation relies on people, so increasing the number of qualified 

professionals could substantially increase the creation of innovative 

companies in Europe, particularly if entrepreneurial skills are also 

included in the curricula. 

Single Market High 

To properly achieve a European Digital Single Market it is crucial to 

increase users’ trust in digital services (citizens and firms). Increasing the 

number of highly skilled cybersecurity professionals is likely to increase 

the development of new products and services aimed at improving 

European cyber-resilience. 

Economic growth 

and job creation 
High 

Cybersecurity is expected to be one of the fields with a higher growth in 

the medium term, both in terms of revenues and job creation. Having solid 

European professionals is crucial for the European industry to seize upon 

this opportunity. 

 

4.6. Demand-side policies 

4.6.1. Raising awareness of cyber-threats among final users (individuals, SMEs) 

Cybersecurity is not only about technology, but about people. The way people use digital services has 

a big impact on the potential cyber-attacks they could suffer from. Therefore, users that are untrained 

and less aware about cyber-threats are usually the most vulnerable link in the security process. This 

only becomes meaningful, however, if software and services have been properly designed for resilience 

and security.  

Training young people in school and launching cybersecurity awareness campaigns, as well as cyber-

exercises focused and tailored-made for different target audience (citizens – minors, teens, parents, 

trainers-, professionals, researchers, C-level executives…), would promote safe and secure interactions 

online for all citizens, regardless of their education or training. The goal is that users contribute to the 

security, and not the insecurity, of the systems. 

This issue particularly affects individuals and employees of SMEs. Both groups show a low level of 

awareness and information about cybersecurity topics. To compound the problem, strong differences 

depending on the socio-demographic characteristics of the individuals and on the sector and size of the 

companies have been found. Therefore, defining different policies depending on these factors is 

suggested. To do so, the European Commission could provide the funding and basis for the policy, 

while the national and regional governments and sectorial associations could be in charge of profiling 

the policies to the specificities of their population and employees with a rigorous follow-up from 

European bodies. The EU could also lead the development of a single portal to bring together all 

European cybersecurity tools in a one-stop-shop, which could also offer advice to users on securing 

their systems, networks and data. Other awareness initiatives, such as the “European Cyber Security 
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Month”, could be reinforced by means, for example, of increasing its advertising budget to be better 

known by EU citizens. 

In addition, Member States should actively promote the idea of cyber-hygiene as a first mechanism for 

reducing cyber-risk. ENISA can support this process by helping Member States learn from each other 

and spreading good practice. In that respect, the engagement of the private sector is crucial to the 

adoption of good practices. 

This policy could be reinforced by defining a European label, as suggested in the policy “Creation of 

trustworthy labels for European cybersecurity products”. 

Evidence and assessment 

It is estimated that up to 90 percent of cybersecurity failures are due to human errors and organizational 

limitations (National Science and Technology Council, 2016). The analysis highlights that more than 50 

per cent of European citizens feel that they are not well informed or not informed at all about the risks 

of cybercrime. Moreover, this figure strongly varies depending on the socio-demographic 

characteristics of the individuals. Older, less educated and disadvantaged populations are much more 

likely to be poorly informed. Close to 70 per cent of the older population feel poorly informed compared 

to less than 35 per cent of the younger population. There is also a gender gap. The chances of a women 

being well informed are 0.6 lower compared to men (10 pp gap). There are also strong differences 

depending on the region. Southern and Eastern Europe feel less informed compared to Western Europe, 

and particularly less informed when compared to Northern Europe.  

Regarding European companies, more than 80 per cent of the large companies have made their staff 

aware of their obligations in ICT security. The figure halves when considering small companies, 

although the effect of cyber-attacks can also be particularly dangerous for those smaller companies. 

Huge differences depending on the sector have also been observed. 

Therefore, it is important to increase information and training about cybersecurity issues for citizens 

and employees, particularly among those groups with lower levels of awareness (older and less 

educated population, female population, citizens from Southern and Eastern Europe and SMEs).  

Table 14: Assessment matrix for the "Raising awareness of cyber-threats among final users" policy 

Criteria Adequacy Argument 

Costs and benefits Medium 
Awareness raising policies are usually expensive and the benefits are 

difficult to assess in the short term 

Political feasibility High 
There is an increasing social concern about cyber-threats and the 

globalization of the problem, so no major opposition is expected. 

Feasibility in the 

European context 
Medium 

Europe has funding mechanisms for training people, so this policy could 

easily fit within the European context. There are, however, strong 

differences depending on the country and, therefore, it is important to 

count on both national and regional governments and sector associations, 

thus challenging the execution and following-up of the policy. 

Effectiveness Medium 
It is difficult to quantify the true effect of these policies, particularly in the 

short term. 

Sustainability Low It is difficult to justify keeping a policy like this for long. 
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Risks and 

uncertainties 
Medium 

Raising awareness is a complex activity and the results are not always easy 

to check. 

Coherence with EU 

objectives 
High 

There are strong differences among the countries that the policy intends to 

avoid. 

Innovation Medium 
It is expected that a better-informed market could yield benefits for the 

industry as well. 

Single Market Medium 
It could improve the Digital Single Market if employees of SME are 

properly trained. 

Economic growth 

and job creation 
Medium 

It can contribute to a healthier digital market, and to an increase in the 

demand of cybersecurity products. 
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5. Conclusions  

Guaranteeing the trustworthiness of the digital services is crucial for the construction of a reliable and 

healthy European digital ecosystem. This trustworthiness relies on two key elements: having the tools 

to properly tackle the increasing number of cyber-threats at the European level, and guaranteeing the 

fundamental right to privacy and data protection for European citizens. 

Cybersecurity has been traditionally a national competence, with each country defining its own strategy 

according to its priorities. As a result, cybersecurity has not been present in the policy agenda of the EU 

until recently, thus hindering EU coordination and yielding regulatory fragmentation. Recently, the 

increasing dependence of the economy and society on digital services, the rising concerns on global 

cyber-attacks in the last years, and the fragmented strategies at the national level have driven European 

policy-makers to consider cybersecurity as a relevant topic at the European level. It is increasingly 

recognised that the cross-border nature of cyber-threats requires a unique and coordinated effort 

between Member States, as is reflected in the NIS Directive.  

European bodies have been deeply concerned about data protection and privacy since the 90s. In the 

Directive 1995/46/EC on Data Protection it was established that Member States had to protect the right 

to privacy with respect to the processing of personal data. Since then, most of European regulation 

affecting digital services already includes explicit mentions of this issue. This European interest, 

however, has not yielded a coordinated approach of the different Member States what is expected to be 

corrected by the recently updated General Data Protection Regulation.  

Europe, a market of 500 million individual users and around 26 million enterprises, is a great 

opportunity for European providers of cybersecurity solutions. Different factors, however, such as 

market fragmentation, inadequate research strategies and lack of funding to scale up companies are 

weakening the European sector and fostering a strong dependency on non-EU providers. Compared to 

the EU, the US and Israel hold the most successful cybersecurity industries in the world. In the US, the 

concentration of knowledge, effective funding mechanisms and huge investments by federal bodies and 

agencies are the main factors that have a strong and positive effect in the industry in terms of both 

economic development and fostering innovation. The successful development of the Israeli 

cybersecurity industry is also the result of a strategy of close collaboration between the industry, the 

academy, the government and military intelligence. 

The cyber-protection of European critical services and infrastructures are mainly based on technologies 

developed by non-EU companies. One of the main risks of using cybersecurity technology developed 

outside the EU is its utilization by foreign countries for cyberespionage purposes, at both economic and 

political levels, by taking advantage of unintended software flaws or intentional vulnerabilities 

(backdoors) developed by national providers closely tied to their administrations. Several stakeholders 

have claimed the adoption of a security-by-design approach for the EU digitisation which the General 

Data Protection Regulation already requires of data controllers when implementing their technical and 

organisational measures to manage personal data. Related to the security-by-design approach, the 

recent communication of the European Commission (2017i) has highlighted the “duty of care” principle 

regarding the security of ICT products and systems. The use of Open Source solutions could also 

facilitate a rapid discovery of failures or vulnerabilities by relying on the capacity of the users and expert 

communities to deeply inspect and scrutinise the code. 

Effectively guaranteeing the fundamental right to data protection in the digital global ecosystem is 

another big challenge for European governments. None of the countries that lead the digital economy 

—the US, China, or Korea— have a level of protection of personal data equivalent to the EU. 

Notwithstanding the EU has recently issued diverse legislative proposals to guarantee this right, it is 

unclear whether this renewed legislation can successfully ensure the right to data protection if most 

digital services are provided by non-EU companies. 
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The main challenges in establishing a sovereign and trustworthy ICT industry in Europe that have been 

analysed in the document are summarised in Table 15.  

Table 15: Summary of the challenges to achieve a cyber-resilient European industry 

Challenge Description Risk 

Market 
fragmentation 

In 2014, the top 15 providers, most of them 
non-European, accounted for only one-
third of the market, while a great number of 
smaller providers were responsible for the 
remaining two-thirds. The main reason 
behind this fragmentation is that European 
providers usually focus on local markets, 
therefore providing a limited set of 
cybersecurity products and services. 

European companies are unable to scale 

up and grow in the European market. 

Scarce research 
funding 

On average, current EC yearly funding for 
cybersecurity research is 55 million euro 
and it is expected to increase up to 112.5 
million euro in the coming years through 
the contractual public-private partnership 
(cPPP) within the H2020 framework. The 
UK Government, a single country, is 
funding R&D more than 3 times compared 
to the EC. The proposed cPPP could shorten 
the gap by leveraging on the private sector, 
although serious doubts arise as to whether 
or not the private partners will be able to 
commit the amount of required funds. 

With these levels of investments, results 

do not follow. EU companies are unable 

to respond effectively to market needs, 

fostering a vicious circle where foreign 

cybersecurity companies in the European 

market are strengthening at the expense 

of European companies 

The cybersecurity 
industry is 
currently led by 
non-EU countries 

The main problem of the cybersecurity 
industry in Europe is the lack of funding to 
scale up companies. 

As a result, while about 75 per cent of the 

most innovative cybersecurity companies 

come from the US, EU companies 

represents roughly 10 per cent. 

Strong 
dependence on 
non-EU providers 

The weakness of the European 
cybersecurity industry and the lack of 
information about European offers on 
cybersecurity products and services lead 
European companies to entrust their 
cybersecurity systems to non-EU providers. 
European critical services and 
infrastructures are mainly based on 
technologies developed by non-EU 
companies 

One of the main risks of using 

cybersecurity technology developed 

outside the EU is its utilization by foreign 

countries for cyberespionage purposes, at 

both economic and political levels. 

Foreign governments can take advantage 

of unintended software flaws or 

intentional vulnerabilities (backdoors) 

developed by national providers closely 

tied to their administrations. 

Data protection of 
non-EU providers 

None of the countries that lead the digital 
economy have a level of protection of 
personal data equivalent to the EU. 
Europeans’ personal data are constantly 
transferred to third countries, and it is 
necessary to ensure the same level of 
protection in this global environment.  

More than 50 per cent of European 

citizens consider it very important to 

have the same rights and protections 

over their personal data regardless of the 

country in which the authority or private 

company offering the service is 

established. Although personal data 

protection seems to be ensured inside the 

EU thanks to the renewed legal data 

protection framework, the effectiveness 

of some regulatory tools defined to 
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protect the data transferred outside the 

EU is doubtful, mainly the EU-US 

Privacy Shield. 

In this context, establishing policies to increase the cyber-resilience of the EU becomes crucial to the 

construction of a trustworthy digital economy and society. The proposed policy options seek to provide 

an institutional framework where public bodies at European and national levels can better collaborate 

to tackle cyber-threats in a coordinated way. They also foster a healthy and competitive cybersecurity 

industry in Europe to reduce the excessive dependence on non-EU cybersecurity providers. The policy 

options also focus on the final users of digital services, one of the links of the security chain. The 

proposed policies are the following: 

 Institutional Policies: 

o Reinforce the role of EU and national bodies on cybersecurity issues. 

o Harmonise legislation against cybercrime. 

 Market Policies: 

o Unifying public procurement requirements of cybersecurity solutions. 

o Creation of trustworthy labels for European cybersecurity products. 

o Harmonise standardisation and certification of cybersecurity products. 

 Industry Policies: 

o Foster the development of open source cybersecurity products. 

o Develop a cybersecurity industrial policy. 

o Support the creation of investment instruments focused on the cybersecurity sector. 

o Foster market-driven research activities. 

o Increase the availability of workers in the area of cybersecurity 

 Demand-side Policies: 

o Raising awareness of cyber-threats among final users (individuals, SMEs) 

Institutional policies aim at enhancing regulatory remedies to fight against cybercrime while improving 

the coordination between different public administrations. The NIS Directive has established a new 

framework to enhance cooperation among EU bodies and Member States and the recent cybersecurity 

package has granted new responsibilities to ENISA, although its scope still remains quite limited. The 

reinforcement of the role of ENISA as independent and permanent agency, not subject to national 

interests, as suggested by the recent communication of the European Commission (2017i), is a relevant 

step in the right direction to enhance EU cooperation. Market policies seek to create a level playing field 

across Member States to ease cross-border trade of cybersecurity products and services. Industry 

policies focus on establishing the right conditions for the European cybersecurity industry to flourish 

and to make it capable of competing with other non-European providers. Finally, demand-side policies 

intend to increase the commitment and knowledge of final users (individuals and companies, mainly 

SMEs) in the cybersecurity process. 

The policy options have been assessed using a multi-criteria weighted matrix. A summary of the 

policies, including the criteria assessment and the public and private stakeholders involved in the 

policies, is shown in Table 16.  The policies are ordered by overall assessment. An approach where the 

different policy options reinforce each other instead of being mutually exclusive has been followed, so 

the overall assessment should be used to prioritize every policy and not exclude some. 
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Table 16: Summary of policy options 
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7. Annexes 

7.1. List of experts interviewed and acknowledgments 

The following experts reviewed the draft version of the study and were interviewed during the project. 

We want to thank them for their valuable ideas and contributions:  

 Ms. Ana Ayerbe Fernández-Cuesta, Director of the IT Competitiveness area at Tecnalia 

Research & Innovation 

 Ms. Rosa Barcelo, Deputy Head of Unit H1 (Cybersecurity and Digital Privacy), DG Connect, 

European Commission 

 Mr. Fabio Cocurullo, CTO Cyber Security & ICT Solutions at Leonardo and Chair of the 

Working Group 6 (Strategic Research and Innovation Agenda) at ECSO 

 Mr. Juan Díez González, Head of European Projects Management Office at INCIBE (Spanish 

National Cybersecurity Institute) 

 Mr. Alan Duric, CEO and Co-founder at Wire 

 Mr. Janne Järvinen, Director of External R&D Collaboration at F-Secure Corporation 

 Mr. Francois Lavaste, Head of Digital Security (DTO) at Airbus Defence and Space and Vice-

Chairman at ECSO 

 Mr. Joe McNamee, Executive Director at EDRi (European Digital Rights association) 

 Mr. Bart Preneel, Full professor at the research group COSIC (Computer Security and Industrial 

Cryptography) of the Electrical Engineering Department of the Katholieke Universiteit Leuven 

in Belgium  

 

We would also like to thank the R Development Core Team for providing the tool used in the 

quantitative analysis (R Core Team, 2016b), the developers of the R-studio environment (Studio, 2012) 

and all the developers of the R libraries used in the analysis (Auguie, 2016; Bivand & Lewin-Koh, 2016; 

Bojanowski, 2015; Brownrigg, Minka, & Bivand, 2015; Csardi & Nepusz, 2006; Feinerer & Hornik, 2012; 

Galili, 2015; Handcock, Hunter, Butts, Goodreau, & Morris, 2008; Hlavac, 2015; Højsgaard & Halekoh, 

2016; Hornik, 2016; Kahle & Wickham, 2013; Kleiber & Zeileis, 2008; Lahti, Huovari, Kainu, & Biecek, 

2014; Meyer, Hornik, & Feinerer, 2008; R Core Team, 2016a; Rinker, 2013; Rudis, 2016; Slowikowski, 

2016; Vries & Ripley, 2016; Wang et al., 2014; Weidmann & Gleditsch, 2015; Wickham, 2009, 2011, 2016a, 

2016b; Wickham & Hadley, 2007; Zeileis, 2004, 2006; Zeileis & Hothorn, 2002). They made quantitative 

analysis feasible. 

7.2. Estimation of the effect of socio-demographic factors on the level of 

awareness and information about cybercrime  

The analysis is based on the micro data of the Eurobarometer 423 about cybersecurity (Eurobarometer, 

2015a), where 27.868 respondents from the 28 Member States were interviewed. The aim of the survey 

was to assess EU citizens’ experiences and perceptions of cybersecurity. The survey also included socio-

demographic characteristics of the respondents.  

The different socio-demographic factors are likely to be strongly intertwined (for instance upper to 

middle class society populations are more likely to have university studies). Therefore, it is particularly 

interesting to analyse all the variables together in order to disentangle the different effects and to 
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establish a more accurate relationship between the socio-demographic factors and the level of awareness 

and information about cybersecurity.  

The effect of socio-demographic factors on the chance of citizens feeling, at least, fairly well informed 

about the risks of cybercrime is assessed by using a Logistic regression. The response variable is whether 

or not the individual feels that he or she is very well or fairly well informed about the risks of 

cybercrime. The dependent variables are the socio-demographic characteristics. The results of the odds 

ratio are shown in Table 17. 

The results suggest that all the factors analysed (age, education, and social level) have a relevant impact 

on the level of information. On average, being a citizen from higher social levels, increases the chances 

of being well informed 2.5 times compared being a citizen of the lower class. A similar value is found 

when comparing citizens with university studies to citizens with primary studies. The respondent’s 

gender is also an important factor. Being a woman reduces the chance of being well informed to 0.67 

compared to being a man. There are also significant differences depending on the region. Being a citizen 

of Eastern and Southern Europe reduces the chances of being well informed to 0.59 and 0.66 compared 

to citizens of Western Europe, respectively. The chances of citizens of Northern Europe being well 

informed is close to 2 times compared to those of Western Europe. 

 

Table 17: LOGIT Regression results of the effect of socio-demographic factors on the level of 
awareness and information about cybercrime 

 

Source: Compiled by the authors based on the Eurobarometer 423 (Eurobarometer, 2015a) 

 

7.3. Estimation of the effect of socio-demographic factors on being concerned 

about not having complete control over the information provided on-line

  

The analysis is based on the micro data of the Eurobarometer 83.1 (Eurobarometer, 2015b) where 27.980 

respondents from the 28 Member States were interviewed. The survey included a specific section on the 

protection of online personal data. The survey also included socio-demographic characteristics of the 

respondents.  
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The different socio-demographic factors are likely to be strongly intertwined (for instance upper to 

middle class society populations are more likely to have university studies). Therefore, it is particularly 

interesting to analyse all the variables together to disentangle the different effects and to establish a 

more accurate relationship between the socio-demographic factors and whether or not citizens are 

concerned about not having complete control over the information provided on-line.  

The effect of the socio-demographic factors on the chance of citizens being at least fairly concerned about 

not having complete control over the information provided on-line is assessed by using a Logistic 

regression. The response variable is whether or not the individual feels that he or she is very concerned 

or fairly concerned. The dependent variables are the socio-demographic characteristics. The results of 

the odds ratio are shown in Table 18. 

The results suggest that age and gender have a relevant impact on the level of concern. On average, 

being a citizen age 65 or older increases the chances of being at least fairly concerned 1.728 times 

compared to populations below 30. Being a woman increases the chance of being concerned 1.157 times 

compared to being a man. The level of education does not have significant effects. People from middle 

and upper-middle social levels are less likely to be concerned. Being a citizen of Eastern Europe 

increases the chance of being concerned 1.239 times compared to citizens of Western Europe (historical 

reasons and the proximity to Russia could play a role here). 

 

Table 18: LOGIT Regression results of the effect of socio-demographic factors on being concerned 
about not having complete control over the information provided on-line 

 

Source: Compiled by the authors based on the Eurobarometer 83.1 (Eurobarometer, 2015b) 
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7.4. Analysis of the European cybersecurity industry compared to other 

selected countries  

The analysis is based on the Crunchbase data base (Crunchbase, 2017),  one of the world’s most trusted 

business information platforms, which provides information to discover industry trends, acquisitions, 

investments, and news about global companies. The data was downloaded on the 10th and 11th of July 

2017. The information can be analysed by categories. For the purpose of this analysis, the 

“cybersecurity” category has been selected. The total number of EU cybersecurity companies included 

in the dataset is 305 from 25 countries. The companies by country are shown in Table 19. 

 

Table 19: Sample of cybersecurity companies in EU countries 

Country number Companies 

United 

Kingdom 
133 

10Duke; A-tek Distribution; Acuity Risk Management LLP; Acunetix; 

ADACOM; AgendaSec; Aimbrain; Anzen; Apomatix; Appsecco; 

Arkivum; Assuria; Ayatii; Babel Systems; BAE Systems Applied 

Intelligence; Blue Box Tech Ltd; C6 Intelligence; certaj networks; 

CheckRecipient; Chess ICT; Citizen; Citizenme Ltd; Cloud Identity; 

Codified Security; Coinfloor; Corax; Core DataCloud; CriticalBlue; 

Crypta Labs; Crypto Quantique; Cyber Security Capital; Cyberlytic; 

CyberOwl; Cybershield Ltd; CyberSparta; Cybertonica Ltd.; cyberY; 

Darktrace; DataDiscretion Ltd; Dealroom.co; Deathcloud; DebitShield; 

Device Authority; Dunedin IT; ECSC Group; Encedo; Encode; ExactTrak; 

Farber Strategies; Foursys; GalaxKey; Garrison Technology; Get Safe 

Online; GGR Communications Ltd; Hacker House; HANDD Business 

Solutions; Icebackup; IDBS; Imagen Ltd; Immersive Labs; Info-Assure; 

Innovate Identity; Inquisitive Systems; Intelliagg.com; Intercede; 

Intruder; IVPN; KYC Cube; Liopa; Macrium Software; Mandalorian 

Security Services Ltd; Massive Alliance; Maytech; Mazor; Metaluxo IT 

Security; MWR InfoSecurity; MyDocSafe; MYSecurityCenter; Nebulas 

Solutions Group; Neon Century Intelligence; Netcraft; OBOHR; 

onDMARC; Onyu; Picus Security; Pivigo; Playback Holdings Ltd; 

PortSwigger; Post-Quantum (PQ Solutions); PQChat; Preventon; 

Privitar; Qredo; RepKnight; Ripjar; S3Bubble; SafeToNet; SaltDNA; 

Salvador Mobile; ScanSafe; Securestorm; Sentrum Colo; shareOptic - 

Advanced Cyber Security; Silobreaker; SmartDesk; Solus; SoluWorks; 

Sphere Secure Workspace; SQR Systems; Stack Group; Star Office 

Systems; StatusToday; Superpowered Email; Teebase UK ltd; The 

Friendly Nerd; ThreatSpike Labs; Titan Vision; Torrid Networks; Torsion 

Information Security; Tranchulas; Trudera; Trusted Cloud; Ukey1; 

Ukkobox; UM Labs; Uniregistry; VChain Technology; Verimuchme; 

Vierfire; WatchFilm.tv; Westpoint; Wintercorn; WiseCrowd 

Germany 25 

Blockchain HELIX; Boxcryptor; CloudRail; connet.io; EgoSecure; Evo-

Connect; finetunes; gateProtect AG; Grau Data Storage; Groben IT 

Solutions; kinkon; Mynigma; Packetwerk; Payload Security; PHOENIX 

CONTACT Cyber Security AG; RhodeCode, Inc.; Secucloud GmbH; 

SektionEins; Shellfire; SOFTSHELL; SySS; TeamDrive; Tutanota; 

Utimaco GmbH; VMRay GmbH 
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France 23 

Alsid; Brainsonic; BULL; CybelAngel; Cyber Test Systems; Cyberwatch; 

Denyall; Egerie Software; EncodingAll; GB & SMITH; ITrust; KeeeX; 

Ledger; Netasq; Origone; Overmind; Seclab; Servtep; Sqreen; Thales 

Group; ToolsWatch.org; UPPERSAFE; vFeed IO 

Ireland 19 

backupanytime; Barricade IO; Beecher Networks; C Infinity; Critical 

Data Services; Data Protection; Digitary; InvizBox; Jumble; Mobile 

Minder; Moqom; Pbxwall; Perform Pro; Pixalert; Sytorus; The Email 

Laundry; Trilogy Technologies; Uooka; Waratek 

The 

Netherlands 
18 

BitSensor; CipherMail; CISOfy; Cyber Alpha Security B.V.; CyberTech 

International; EclecticIQ; ERP Security B.V.; Globull Networks; Griffid; 

Hudson Cybertec; inventix; National Cyber Security Centre; Onegini; 

Oneleet; Semper Software; SpamExperts; Stellar Data Recovery 

Nederland; ZIVVER 

Finland 9 

Aves Netsec; CONNAX; Ferus Bestia; Innovesi Smart Solutions Oy; Nixu 

Corporation; nSense; SSH Communication Security; Stonesoft; WOT 

Services 

Spain 9 
Blueliv; CounterCraft; Enigmedia; INCIBE; Prot-On; Safelayer Secure 

Communications; Secr Secure; Smart Data Protection; Tactical Elements 

Poland 7 
Cryptomage; Cryptomind; Cyberus Labs; DATA Lab; HiSec; 

PrivacyProtector; Rublon 

Austria 6 
App-Ray Mobile Security; Awarity Training Solutions GmbH; KEYNTO; 

RIDDLE&CODE; Sagent Partners; VPN-Anbieter-Vergleich-Test.de 

Belgium 6 
Capgemini Consulting; Davinsi Labs; Digipass SA; Lintel Security; 

RHEA Group; Securax Security Services 

Italy 6 Chino.io; Cleafy; Clipperz; FileRock; Libra Esva; Swascan 

Romania 6 
Alter Ego; Bitdefender; Clepsisoft CyberFog; CoSoSys; CyberGhost; 

East-Tec 

Sweden 6 Advenica; ByteActive; Cognosec; Netresec; The Library; Zensed 

Czech 

Republic 
5 

Cryptelo; Flowmon Networks; Privatoria; Safetica Technologies; 

ThreatMark s.r.o. 

Estonia 4 Cybernetica; NATO Cooperative Cyber Defence; Smart ID; TitanGrid 

Hungary 4 Avatao; Balabit; Cryptic Consulting; KUERT Data Recovery Germany 

Cyprus 3 ArCycle Software; AU10TIX; Odyssey Consultants 

Denmark 3 SecTeer; Secunia; VonHayden 
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Slovakia 3 Crayonic; SophistIT; SWITSYS 

Bulgaria 2 BitCrime; Retidoc 

Greece 2 Crypteia Networks; TwelveSec 

Lithuania 2 ESTEQ UAB; Nadlow 

Luxembourg 2 GentleSecurity; Oxford BioChronometrics SA 

Croatia 1 Fossio 

Portugal 1 Jscrambler 

Total 305   

 

Source: Compiled by the authors based on (Crunchbase, 2017) and ECSO 

 

Different analyses have been made: 

 Number of companies by country 

The analysis was based on the country where the headquarters are located. A total of 1.740 

companies were retrieved by the query. The number of companies by country was calculated 

in absolute value and adjusted by the US GDP (The World Bank, 2017) to get a more 

representative figure regardless of the size of the country. The number of companies in the 

regions included in the benchmarking (Canada, EU28, Israel and the US) were 1.390. These 

companies should be considered a sample of the total number of cybersecurity related 

companies and not the actual number of companies. 

 Size of the companies by number of employees by country 

The analysis was made for the EU and 3 other countries with a high number of cybersecurity 

companies, namely the US, Israel and Canada. In this case, the variable of interest was the 

number of employees.  

 Years of the company 

The analysis was made for the same 4 countries/regions. In this case, the variable of interest 

was the years since the constitution of the company.  

 Acquisitions of cybersecurity companies 

The analysis was made for the same 4 countries/regions. Crunchbase provides detailed 

information on acquisitions, including data about the acquired and the acquiring company 

(category, country, etc.) and the date of acquisition since 1995. About 188 acquisitions of 

cybersecurity companies among the selected countries were found in the data base. The 

acquisitions by country/region of the acquired company and the acquiring company are shown 

in Table 20. This dataset has been used to analyse the acquisitions of cybersecurity companies 

by the country of both the acquired and acquisition companies, and the evolution of the 

acquisitions over time and by region.  



STOA - Science and Technology Options Assessment 

PE 614.531 152 

Table 20: Acquisitions by country/region of the acquired company and the acquiring company 

Country of 

Acquiring 

Company 

Country of 

Acquired 

Company 

n Description 

Canada Canada 1 Century Security acquired by FirstService (22-01-2001) 

Canada US 2 
e-DATA acquired by Kaba (06-06-2011); Good Technology 

acquired by BlackBerry (04-09-2015) 

EU Canada 2 
Nakina Systems acquired by Nokia (21-02-2016); GWAVA 

acquired by Micro Focus (04-10-2016) 

EU EU 16 

Securax Security Services acquired by Ernst & Young (01-02-

2001); Utimaco GmbH acquired by Sophos (28-07-2008); 

Netasq acquired by Airbus Group (02-10-2012); BULL 

acquired by Atos (26-05-2014); gateProtect AG acquired by 

Rohde & Schwarz (28-07-2014); nSense acquired by F-Secure 

(03-06-2015); C6 Intelligence acquired by Mergermarket 

Group (12-11-2015); OBOHR acquired by Byzia Technology 

LTD (12-01-2016); Device Authority acquired by Cryptosoft 

(21-04-2016); Westpoint acquired by Capita (01-09-2016); 

Info-Assure acquired by BSI (04-10-2016); Barricade IO 

acquired by Sophos (01-11-2016); A-tek Distribution 

acquired by Cognosec (24-01-2017); CyberGhost acquired by 

Crossrider (14-03-2017); Foursys acquired by Chess ICT (03-

04-2017); Davinsi Labs acquired by Proximus Group (04-05-

2017) 

EU Israel 1 Maglan acquired by Accenture (20-06-2016) 

EU US 9 

Britestream Networks acquired by nCipher (13-11-2006); 

Motorola Solutions acquired by Telit Communications (28-

01-2011); BayTSP acquired by Irdeto (24-10-2011); NSA 

acquired by Atkins (08-09-2014); FusionX acquired by 

Accenture (04-08-2015); Milestone Systems acquired by 

Kudelski Group27 (03-05-2016); Defense Point Security 

acquired by Accenture (05-10-2016); iDefense acquired by 

Accenture (09-02-2017); Neokami Inc. acquired by Relayr 

(28-02-2017) 

Israel EU 1 
CyberTech International acquired by NICE Systems (15-02-

2011) 

                                                           

27 Milestone Systems was acquired by the Swiss company Kudelski Group. Still we have included the 
transaction in the EU buyers’ group. 
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Israel Israel 2 

SofaWare acquired by Check Point Software Technologies 

(10-11-2013); Hyperwise acquired by Check Point Software 

Technologies (18-02-2015) 

Israel US 9 

Telco Systems acquired by BATM Ltd (10-04-2000); Zone 

Labs acquired by Check Point Software Technologies (15-12-

2003); Laurel Networks acquired by ECI Telecom (23-05-

2005); Sourcefire acquired by Check Point Software 

Technologies (10-10-2005); NFR Security acquired by Check 

Point Software Technologies (19-12-2006); FaceTime 

Communications, Inc acquired by Check Point Software 

Technologies (23-11-2009); Liquid Machines acquired by 

Check Point Software Technologies (09-06-2010); 

easy2comply (Dynasec) acquired by Check Point Software 

Technologies (01-11-2011); Lacoon Mobile Security acquired 

by Check Point Software Technologies (02-04-2015) 

US Canada 4 

Digital Rapids acquired by Imagine Communications (fka 

Harris Broadcast) (07-04-2014); Wurldtech acquired by 

General Electric (GE) (09-05-2014); Metafor Software 

acquired by Splunk (29-06-2015); NuData Security acquired 

by MasterCard (29-03-2017) 

US EU 9 

Digipass SA acquired by VASCO Data Security 

International (01-07-1996); Lintel Security acquired by 

VASCO Data Security International (22-07-1996); ScanSafe 

acquired by Cisco (27-10-2009); Stonesoft acquired by 

McAfee (06-05-2013); Secunia acquired by Flexera Software 

(15-09-2015); Stonesoft acquired by Forcepoint (14-01-2016); 

Sphere Secure Workspace acquired by OneLogin, Inc. (09-

11-2016); Babel Systems acquired by InvestCloud, Inc. (09-

01-2017); finetunes acquired by The Orchard (04-05-2017) 

US Israel 6 

Cyvera acquired by Palo Alto Networks (24-03-2014); 

CyActive acquired by PayPal (05-03-2015); FireBlade 

acquired by StackPath (25-07-2016); HexaTier acquired by 

Huawei Technologies (27-12-2016); Maccabim.com Ltd. 

acquired by RiskIQ (24-01-2017); Fireglass acquired by 

Symantec (06-07-2017) 

US US 126 

Scott Security Systems acquired by AutoNation (31-12-1995); 

Electric Lightwave acquired by Frontier Communications 

(16-05-2002); SafeWeb acquired by Symantec (21-10-2003); 

Tangram Enterprise Solutions acquired by Opsware (04-12-

2003); Nauticus Networks acquired by Sun Microsystems 

(21-01-2004); Omniva Policy Systems acquired by Liquid 

Machines (20-09-2004); Dantz Development Corporation 

acquired by EMC (12-10-2004); Perfigo acquired by Cisco 

(21-10-2004); Inflow acquired by SunGard (18-11-2004); 

Protego Networks acquired by Cisco (20-12-2004); AirZip, 
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Inc. acquired by Willow Technology, Inc. (01-01-2005); 

Decru acquired by NetApp (16-06-2005); iDefense acquired 

by VeriSign (15-07-2005); Netifice Communications acquired 

by MegaPath (21-02-2006); Authentica acquired by EMC (09-

03-2006); SiteAdvisor acquired by McAfee (05-04-2006); 

Kashya acquired by EMC (09-05-2006); Arcserve acquired by 

CA Technologies (11-07-2006); StoreAge Networking 

Technologies acquired by LSI Logic (25-10-2006); Motorola 

Enterprise Mobility Solutions acquired by Motorola 

Solutions (09-01-2007); Postini acquired by Google (09-07-

2007); Determina acquired by VMware (06-08-2007); 

USA.NET acquired by Silversky (23-08-2007); Arsenal 

Digital Solutions acquired by IBM (06-12-2007); SI 

Government Solutions acquired by Raytheon Co. (18-04-

2008); Reconnex acquired by McAfee (31-07-2008); 

Cyveillance acquired by QinetiQ (06-05-2009); Fleet 

Management Solutions acquired by Teletrac Inc. (19-01-

2010); National Interest Security Company acquired by IBM 

(20-01-2010); Seismic acquired by Applied Signal 

Technology (28-04-2010); SignaCert acquired by Harris (17-

05-2010); Narus acquired by The Boeing Company (07-07-

2010); Compellent Technologies acquired by Dell (13-12-

2010); SecureWorks acquired by Dell (04-01-2011); 

Terremark Worldwide acquired by Verizon 

Communications (27-01-2011); DeepNines Technologies 

acquired by Netsweeper (11-02-2011); CyberShift acquired 

by SumTotal Systems (07-07-2011); Paradigm Holdings 

acquired by CACI International (25-07-2011); Inkubook 

acquired by SnapOne (27-01-2012); eEye Digital Security 

acquired by BeyondTrust (09-05-2012); Plursona acquired by 

Aruba Networks (23-05-2012); Zencoder acquired by 

Brightcove (26-07-2012); AuthenTec acquired by Apple (27-

07-2012); Unveillance acquired by Mandiant (10-09-2012); 

SenSage acquired by KEYW Corporation (13-09-2012); 

OnPath Technologies acquired by NetScout Systems (01-11-

2012); Arkeia Software acquired by Western Digital 

Technologies (22-01-2013); Sourcefire acquired by Cisco (23-

07-2013); Element Payment Services acquired by Vantiv (25-

07-2013); BienTek acquired by SAMSA, Inc. (24-09-2013); 

MetaLayer acquired by D8A Group (02-10-2013); Unitrends 

acquired by Insight Venture Partners (31-10-2013); 

Impermium acquired by Google (16-01-2014); Imperva 

Incapsula acquired by Imperva (06-02-2014); StopTheHacker 

acquired by Cloudflare (24-02-2014); Motorola Enterprise 

Mobility Solutions acquired by Zebra Technologies (15-04-

2014); ORSYP acquired by Automic (30-04-2014); Delphiis 

acquired by Auxilio, Inc. (08-07-2014); EVault acquired by 

Seagate Technology LLC (16-07-2014); PrivateCore acquired 

by Facebook (07-08-2014); BlueSpace acquired by Sterling 

Computers (04-11-2014); Blackbird Technologies acquired 

by Raytheon Co. (05-11-2014); passOmatic acquired by 
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Dashlane (09-12-2014); Tripwire acquired by Belden (09-12-

2014); Objective Solutions acquired by Vistronix (18-12-

2014); Porticor Cloud Security acquired by Intuit (05-02-

2015); Voltage Security acquired by Hewlett-Packard (09-02-

2015); Authy acquired by Twilio (24-02-2015); Emerging 

Threats acquired by Proofpoint (02-03-2015); Forcepoint 

acquired by Raytheon Co. (18-04-2015); PetaSecure, Inc. 

acquired by Niara, Inc. (01-05-2015); Resolution1 Security 

acquired by Fidelis Cybersecurity (14-05-2015); NumberCop 

acquired by Whitepages (10-06-2015); Caspida acquired by 

Splunk (09-07-2015); AppThwack acquired by Amazon Web 

Services (14-07-2015); CRGT acquired by Salient CRGT (11-

08-2015); Salient Federal Solutions acquired by Salient CRGT 

(11-08-2015); VisiTrend acquired by Carbon Black (27-08-

2015); DualSpark acquired by Datapipe (09-09-2015); 

Kennett Group acquired by TRU Staffing Partners (16-09-

2015); Foreground Security acquired by Raytheon Co. (06-

10-2015); Pawaa Software acquired by Cisco (12-10-2015); 

Malcovery Security acquired by PhishMe (14-10-2015); 

Cyveillance acquired by LookingGlass Cyber Solutions, Inc. 

(10-12-2015); EVault acquired by Carbonite (16-12-2015); 

TowerSec acquired by Harman International Industries (06-

01-2016); iSIGHT Partners acquired by FireEye (20-01-2016); 

Corporate Armor acquired by Tiversa (25-01-2016); Invotas 

acquired by FireEye (02-02-2016); Resilient Systems acquired 

by IBM (29-02-2016); Sentrix acquired by Trusted Knight (29-

02-2016); Sookasa acquired by Barracuda Networks (05-04-

2016); The Van Dyke Technology Group acquired by Jacobs 

Engineering Group (12-04-2016); Cloak acquired by 

StackPath (29-04-2016); Subarctic Limited acquired by 

YouTube (01-05-2016); D-Vasive acquired by MGT Capital 

Investments (09-05-2016); Evantix acquired by Optiv (12-05-

2016); Linoma Software acquired by HelpSystems (02-06-

2016); Oceans Edge-Cyber Security Capabilities acquired by 

ManTech (13-06-2016); QuadMetrics acquired by FICO (Fair 

Isaac Corporation) (14-06-2016); Staminus acquired by 

StackPath (25-07-2016); Ross Technologies acquired by 

ASSURED INFORMATION SECURITY (01-08-2016); 

UnboundID acquired by Ping Identity Corporation (02-08-

2016); 2FA acquired by Identity Automation (23-08-2016); 

LaunchKey acquired by iovation (06-09-2016); GreyCastle 

Security acquired by ASSURED INFORMATION 

SECURITY (19-10-2016); FireLayers acquired by Proofpoint 

(20-10-2016); FlawCheck acquired by Tenable Network 

Security, Inc. (26-10-2016); Cyber Algorithms acquired by 

Thycotic Software (08-11-2016); Sensible Marketing, LLC 

acquired by Alaniz Marketing (08-11-2016); Good 

Technology acquired by Netflix (10-11-2016); Siege 

Technologies acquired by Nehemiah Security (15-11-2016); 

Soltra acquired by NC4 (23-11-2016); GFS Technology 

acquired by iSign International (24-11-2016); Electric 
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Lightwave acquired by Zayo (30-11-2016); InAuth acquired 

by American Express (06-12-2016); Cyberfend acquired by 

Akamai Technologies (19-12-2016); harvest.ai acquired by 

Amazon (09-01-2017); LightCyber acquired by Palo Alto 

Networks (28-02-2017); Veracode acquired by CA 

Technologies (06-03-2017); Sucuri acquired by GoDaddy (22-

03-2017); Conjur, Inc. acquired by CyberArk (11-05-2017); 

Drawbridge Networks acquired by OPAQ Networks (11-05-

2017); Altep acquired by Advanced Discovery (22-05-2017); 

Hexadite acquired by Microsoft (24-05-2017); NextNine - 

Industrial Strength Cyber Security acquired by Honeywell 

(12-06-2017) 

Source: Compiled by the authors based on (Crunchbase, 2017) 

 

 Funding mechanism of cybersecurity companies 

The analysis was made for the same 4 countries/regions. Crunchbase provides detailed 

information of the funding rounds of companies, including data about the company, the 

funding type, and the money raised since 1982. About 1,476 funding rounds of cybersecurity 

companies in the selected countries were found in the data base. The number of funding rounds 

by year and country/region are shown in Table 21. This dataset was used to analyse the number 

and type of funding rounds, the number of investors, and the money raised per company by 

countries. 

The figures of the money raised by the companies were taken Crunchbase, regardless of the 

year of the funding round, and they have not been updated to 2017 US dollars. Had the figures 

been updated, it would have benefited the United States, which has older companies. In any 

case, and given the forcefulness of the findings, we believe that the results of the analysis are 

still valid.  

In analysing the money raised, 1,228 funding rounds from a total of 1,476 funding rounds were 

included in the analysis (82.9, 75.9, 76.1 and 85.1 per cent of the funding rounds of Canada, the 

EU28, Israel and the US respectively). Some of the figures are provided in other currencies. The 

conversion to US dollar was done using the conversion rate of September 2017 regardless of the 

year of the operation: Euro, 1.191545; British pound, 1.304717; Chinese Yuan Renminbi, 

0.153205; Polish Zloty, 0.280432 and Swedish Krona, 0.125489 (X-Rates, 2017). 

Table 21: Number of funding rounds by year and country/region  

Year/Country Canada EU Israel US 

1982 0 0 0 1 

1983 0 0 0 1 

1996 0 0 0 1 

1997 0 0 0 1 

1998 0 0 0 4 
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1999 0 0 0 8 

2000 1 0 0 26 

2001 0 2 0 19 

2002 0 2 0 23 

2003 1 1 0 21 

2004 2 1 0 23 

2005 1 2 0 18 

2006 0 3 0 27 

2007 1 4 0 21 

2008 1 4 0 19 

2009 0 5 2 35 

2010 0 1 3 40 

2011 2 3 3 49 

2012 4 5 4 80 

2013 5 17 12 110 

2014 5 25 13 172 

2015 4 49 22 188 

2016 8 50 20 180 

2017 0 29 13 79 

TOTAL 35 203 92 1146 

Source: Compiled by the authors based on (Crunchbase, 2017) 

 

 

  



STOA - Science and Technology Options Assessment 

PE 614.531 158 

7.5. Text-mining analysis 

The following documents were analysed: 

 Technical documents of the DG Connect from an inventory of the reports on the studies 

completed by the European Commission Directorate General for Communications, Networks, 

Content and Technology (478 documents from 2003 to 2015) (DG CONNECT, 2014) 

 Blogs on the Digital Single Market of the DG Connect (337 posts from 18/06/2013 to 

25/07/2017) (European Commission, 2015c) 

 Blogs of the European Parliament (2,419 posts from 02/03/2012 to 26/07/2017) (European 

Parliament, 2015a) 

These sources provide a good overview of the political, strategic and technical point of view of the 

European institutions. The analysis was made using text-mining techniques that allowed the authors to 

look for specific terms and see how those terms related to one another. Different terms related to 

cybersecurity and data protection topics were selected and a benchmark comparing those terms to other 

terms related to trending topics in the digital ecosystem was made. 

The terms related to cybersecurity that were included in the text-mining analysis are: 

cyber crime 

cyber terrorism 

cyber security 

cyber risk 

cyber attack 

The terms related to data protection that were included in the text-mining analysis are: 

privacy 

data protection  

 

And the terms related to other trending technology topics are: 

e government 

cloud computing 

smartphone 

wearable 

internet of the things 

smart cities 

big data 

machine learning 

open data 

 

It may be put into question as to whether or not the terms were chosen correctly. Assuming the 

significant limitations of the analysis, we think that they give an overall idea about the differences 

between cybersecurity and data protection topics compared to other trending technology topics.   

A loess smoothing method was used to plot the trends by using the function stat_smooth (default 

values) of the ggplot package (Wickham, 2009). 
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The assessment in this section sought to determine whether cybersecurity and data protection are still 

considered relevant topics and how the perception is evolving. This was done by analysing, out of the 

total number of documents reviewed, the percentage of documents that included terms related to those 

topics compared to the percentage of documents that included terms related to other trending 

technology topics. How deeply each of these concepts is covered was assessed by analysing the average 

density of sentences per document for each set of terms. Acknowledging the limitations of the analysis, 

we think that they give an overall good idea about the differences between cybersecurity and data 

protection topics compared to other trending technology topics in this relevant source of information. 

The reports of the DG Connect provide the technical vision, the Digital Single Market Blog of the DG 

Connect is related to the strategic opinion about the DSM and its most relevant issues, while the blog of 

the EP represents the political view. Results of the analysis are shown in Figure 74 and Figure 75. The 

first finding is that data protection topics are very relevant in all sets of the documents analysed, while 

the cybersecurity topics are much scarcer. This makes sense considering that data protection policies 

are a natural competence of the EU, while cybersecurity policies are in the hands of the national 

governments. Regarding the technical view, on average, 28 per cent of the documents included 

references to trending technology topics while only 8.1 per cent of the documents included references 

to cybersecurity topics. This gap has been widening since 2003. Data protection topics almost double 

other trending technology topics reaching an average of 47.1 per cent of documents covering the topic. 

The analysis of the strategic standing of the DSM shows that cybersecurity topics were not very relevant 

until 2016, but now are becoming increasingly important. On the contrary, data protection topics were 

very relevant until 2016, but their presence in 2017 has been substantially reduced. Regarding the 

political point of view reflected in the blog of the EP, data protection topics have very high relevance 

while cybersecurity topics have been much less important, with the gap beginning to decrease. 
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Figure 74: Average percentage of documents including the topics (cybersecurity and data protection 
topics compared to other trending technology topics) 

 

Source: Compiled by the authors based on (DG CONNECT, 2014; European Commission, 2015c; European 

Parliament, 2015a) 

The analysis of how deeply the different topics are covered in the documents analysed shows a similar 

trend. In the reports of the DG Connect, there is a big positive gap between data protection topics and 

other technology topics (24.4 sentences per document on average compared to 9.5, respectively with a 

peek around 2008), although the gap is substantially diminishing. This suggests that the topic is being 

included in a lot more documents and that it is being examined in greater detail. A similar trend is found 

in the Blog of the EP. Regarding cybersecurity, the pattern is not clear and it can only be concluded that 

in the documents related to cybersecurity the topic is likely to be covered in a similar way to other 

technology topics. 
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Figure 75: Average number of sentences per document including the topic (cybersecurity and data 
protection topics compared to other trending technology topics) 

 

 

 

Source: Compiled by the authors based on (DG CONNECT, 2014; European Commission, 2015c; European 

Parliament, 2015a) 
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7.5.1. Number of documents by term and evolution 

The following figures show the number of documents including each of the terms by year for the three 

groups. 

Figure 76: Number of reports of the DG CONNECT by term and year 

 

Source: Compiled by the authors based on (DG CONNECT, 2014) 
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Figure 77: Number of blogs of the Digital Single Market of the DG Connect by concept and year 

 

Source: Compiled by the authors based on (European Commission, 2015c) 

 

Figure 78: Number of blogs of the European Parliamentary Research Service by concept and year 

 

Source: Compiled by the authors based on (European Parliament, 2015a) 
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7.6. EU contribution to cybersecurity related projects in the ICT-PSP and FP7 

programs 

The EU contribution to cybersecurity related projects in the 7th FP was estimated using both the dataset 

on projects funded by the EU under the 7th FP (European Commission, 2015d) for research and 

technological development and the list of 82 projects under FP7 in the area of Trust and Security 

(European Commission, 2015e). The total figure of EU funding (301 million euro) is very close to the 

updated information provided by the European Commission28 (334 million euro) (European 

Commission, 2016d). The list of projects and corresponding EC funding is as follows: 

                                                           

28 This figure also includes the cybersecurity projects of the Competitiveness and Innovation Framework 
Programme (CIP) 
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Table 22: Cybersecurity related projects FP7 

 

Source: Compiled by the authors based in (European Commission, 2015b, 2015e) 

 

Acronym Title Maximum EC contribution

A4CLOUD Accountability For Cloud and Other Future Internet Services 10.000.000 €

ABC4Trust Attribute-based Credentials for Trust 8.849.998 €

ACDC Advanced Cyber Defence Centre 7.700.000 €

ACTIBIO Unobtrusive Authentication Using Activity Related and Soft Biometrics 3.200.000 €

ACTOR ACcelerate Trust in digital life Organisation and Relations 800.000 €

AMBER Assessing, measuring, and benchmarking resilience 1.050.000 €

ANIKETOS Secure and Trustworthy Composite Services 9.600.000 €

ASSERT4SOA Advanced Security Service cERTificate for SOA 3.400.000 €

ATTPS Achieving The Trust Paradigm Shift 1.950.000 €

AVANTSSAR Automated validation of trust and security of service-oriented architectures 3.800.000 €

AWISSENET Ad-hoc PAN and WIreless Sensor SEcure NETwork 1.959.642 €

BIC Building International Cooperation for Trustworthy ICT: Security, Privacy and Trust in Global Networks & Services 750.000 €

CACE Computer Aided Cryptography Engineering 3.499.999 €

CIRRUS Certification, InteRnationalisation and standaRdization in cloUd Security 679.512 €

COMIFIN Communication middleware for monitoring financial CI 2.350.000 €

Consequence Context-aware data-centric information sharing 2.899.895 €

CUMULUS Certification infrastrUcture for MUlti-Layer cloUd Services 2.845.974 €

CYSPA European CYber Security Protection Alliance 1.740.000 €

D-MILS Distributed MILS for Dependable Information and Communication Infrastructures 2.850.000 €

DEMONS DEcentralized, cooperative, and privacy-preserving MONitoring for\ntrustworthiness 5.346.821 €

ECRYPT II European Network of Excellence in Cryptology - Phase II 3.000.000 €

EFFECTS+ European Framework for Future Internet – Compliance, Trust, Security and Privacy through effective clustering 624.995 €

ENDORSE Legal Technical Framework for Privacy Preserving Data Management 2.749.992 €

ENVIROFI The Environmental Observation Web and its Service Applications within the Future Internet 4.963.942 €

EURO-MILS EURO-MILS:\nSecure European Virtualisation for Trustworthy Applications in Critical Domains 6.000.000 €

FIRE Facilitate Industry and Research in Europe 1.343.582 €

FORWARD Managing Emerging Threats in ICT Infrastructures 889.950 €

FutureID Shaping the future of electronic identity 9.992.825 €

GEMOM Genetic message oriented secure middleware 3.300.000 €

GINI-SA Global Identity Networking of Individuals - Support Action 724.995 €

HINT Holistic Approaches for Integrity of ICT-Systems 3.350.000 €

INCO-TRUST International Co-operation in Trustworthy, Secure and Dependable ICT infrastructures 830.000 €

INSPIRE INcreasing Security and Protection through Infrastructure REsilience 2.400.000 €

Instant Mobility Instant Mobility for Passengers and Goods 4.993.728 €

INTER-TRUST Interoperable Trust Assurance Infrastructure 3.750.000 €

INTERSECTION INfrastructure for heTErogeneous, Resilient, SEcure, Complex, Tightly Inter-Operating Networks 2.900.000 €

MASSIF MAnagement of Security information and events in Service InFrastructures 5.950.000 €

MASTER Managing assurance, security and trust for services 9.300.000 €

MICIE Tool for sistemic risk analysis and secure mediation of data exchanged across linked CI information infrastructures 2.448.164 €

MOBIO Mobile Biometry 2.899.998 €

MUSES Multiplatform Usable Endpoint Security 3.590.339 €

NEMESYS Enhanced Network Security for Seamless Service Provisioning in the Smart Mobile Ecosystem 2.750.000 €

NESSoS Network of Excellence on Engineering Secure Future Internet Software Services and Systems 3.800.000 €

OPTET OPerational Trustworthiness Enabling Technologies 7.094.162 €

PARSIFAL Protection and trust in financial infrastructures 600.000 €

PASSIVE Policy-Assessed system-level Security of Sensitive Information processing in Virtualised Environments 2.349.982 €

PEACE IP-Based Emergency Applications and Services for Next Generation Networks 2.648.800 €

PICOS Privacy and identity management for community services 3.999.998 €

PINCETTE Validating Changes and Upgrades in Networked Software 2.800.000 €

PoSecCo Policy and Security Configuration Management 6.999.987 €

PrimeLife Privacy and Identity Management in Europe for Life 10.200.000 €

PRISM Privacy-aware Secure Monitoring 2.300.000 €

RASEN Compositional Risk Assessment and Security Testing of Networked Systems 3.069.335 €

SafeCity Future Internet Applied to Public Safety in Smart Cities 3.719.000 €

SecCord SECurity and trust COoRDination and enhanced collaboration 959.999 €

SecFutur Design of Secure and energy-efficient embedded systems for Future internet applications 2.700.000 €

SECURESCM Secure supply chain management 2.099.996 €

SEPIA Secure, Embedded Platform with advanced Process Isolation and Anonymity Capabilities 1.999.991 €

SERSCIS Semantically enhanced resilient and secure critical infrastructure services 2.000.000 €

SHIELDS Detecting known security vulnerabilities from within design and development tools 3.249.399 €

SPaCIoS Secure Provision and Consumption in the Internet of Services 3.610.000 €

STANCE A Source code analysis Toolbox for software security AssuraNCE 3.800.000 €

STREWS Strategic Research Roadmap for European Web Security 789.873 €

SWIFT Secure widespread identities for federated Telecommunications 3.480.000 €

SysSec A European Network of Excellence in Managing  Threats and Vulnerabilities in the Future Internet: Europe for the World 2.499.999 €

TABULA RASA Trusted Biometrics under Spoofing Attacks 4.038.504 €

TAMPRES TAMper Resistant Sensor node 2.959.465 €

TAS3 Trusted Architecture for Securely  Shared  Services 9.400.000 €

TCLOUDS Trustworthy Clouds – Privacy and Resilience for Internet-scale Critical Infrastructure 7.500.000 €

TECOM Trusted Embedded Computing 6.139.998 €

ThinkTrust Think Tank for Converging Technical and Non-Technical Consumer Needs in ICT Trust, Security and Dependability 580.000 €

TRESCCA TRustworthy Embedded systems for Secure Cloud Computing Applications 2.950.000 €

TREsPASS Technology-supported Risk Estimation by Predictive Assessment of Socio-technical Security 9.999.824 €

TURBINE TrUsted Revocable Biometric IdeNtitiEs 6.350.000 €

TWISNet Trustworthy Wireless Industrial Sensor neTworks 2.186.249 €

UAN Underwater Acoustic Network 2.950.000 €

uTRUSTit Usable TRUST in the Internet of Things 2.399.506 €

Viking Vital Infrastructure, networKs, INformation and control systems manaGement 1.824.950 €

VIS-SENSE Visual Analytic Representation of Large Datasets for Enhancing Network Security 2.350.000 €

WEBSAND Server-driven Outbound Web-application Sandboxing 3.199.978 €

WOMBAT Worldwide Observatory of Malicious Behaviors and Attack Threats 2.890.795 €

WSAN4CIP Wireless sensor networks for the protection of critical infrastructures 2.775.000 €

TOTAL 301.289.141 €
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Using the starting date of the project, the annual funding for cybersecurity projects of the 7th FP for the 

period 2008 to 2013 was calculated. The yearly average funding was estimated to be 50.2 million euro, 

very similar to the updated figure provided by the European Commission (55.7 million euro) (European 

Commission, 2016d). The results are the following: 

Figure 79: Annual contribution of cybersecurity related projects FP7 

 

Source: Compiled by the authors based in (European Commission, 2015d) 

 

Using data provided by the European Commission, the current number of projects in the H2020 

program that are related to cybersecurity is 132 with an estimated funding of 160 million euro. That 

makes a yearly average funding of 53 million euro, similar to the figures of the FP7. For the next H2020 

period (2017 to 2020), the yearly average funding is 112.5 million euro29, more than twofold the 

investments under the FP7. This means that there has already been an increase in the number of projects 

by 61 per cent and the expected yearly funding for the next few years is going to double. All of this data 

shows the growing interest of the industry, the research community and policy-makers on projects 

related to cybersecurity. 

 

                                                           

29 Cybersecurity market players are expected to invest three times more. 
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Table 23: List of acronyms of cybersecurity related projects H2020 

 

Source: Compiled by the authors based in data provided by the EC 

 

It is also worth mentioning that the Connecting Europe Facility (CEF) instrument has made 12 million 

euro available for cybersecurity in  both 2016 and 2017 (European Commission, 2017k). It goal is create 

services to enhance the EU-wide capability of effectively responding to cyber-threats 

 

  

ACT-ON ChildHOOT FutureTrust SHIELD

ACTIVE CyConCar LoKCS SIMIPA

AEGIS CyPREs MASTIVE SIMPATICO

ANASTACIA CySG2020 GHOST SafeCloud

ANTIPODE Cyber-SENTINEL MOSAIC SIVADIF

ARMOR CyberEasy MobiToken SLIM-Cyber

ATENA CyberSETA HERMENEUT SMART

AssureMe CYBECO OLEC SMART-SME

C2V2 cyberwatching.eu LIGHTest SAFERtec

C3ISP ECRYPT-CSA MITIGATE SORCERY

CANVAS ECSECUTIVE PAVE SO^2

CANdeLA ENKI PENATES SAINT

CASSANDRA ENTRANCE PERSONAS SAURON

CEA ESCAPE PICASSO TRACE

CERTAINer ESENCIAL POSSE TREDISEC

certMILS DEFENDER PQCRYPTO SHIELD

CIPSEC DiSIEM PRISMACLOUD SISSDEN

CLICK E_SHIELD OCTAVE Trustless

CODA EcoSec OPERANDO VALENCE

CITADEL EconCyP REACT SMESEC

COMPACT DOGANA PANORAMIX Verisa

CREDENTIAL FRAUDO PRIVACY FLAG SpeechXRays

CSEMIC EUNITY RiSKi WASEI

CSI G2CSP PROTECTIVE STOP-IT

CSI EU-SEC SAFEcrypto WITDOM

CSI^2 HEAT REASSURE TRUESSEC.EU

CSP-PACT HECTOR SCDATA TYPES

CS-AWARE FORTIKA SCISSOR iCARe

CYBER-CLUSTER I-TELESCOPE SECURANCE iSCUS

CYGNUS IPATD SECURI iSPARTA

CYRAMO JESS SERENITY VESSEDIA

CYSECON LESSRISK SHARCS VisiOn

Cerberus LIFEBOAT ReCRED WISER
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7.7. ECSO members 

The following table shows the European Cyber Security Organisation’s list of members, obtained from 

its website on 13th November 2017 

Country Type Members 

Belgium 

Large companies 

(supplier) 

Accenture; Huawei Technologies; Intel Corporation; Microsoft Corporation 

Finland F-Secure Corporation 

France 

Airbus Defence & Space – CyberSecurity; Altran; Bureau Veritas; DCNS; Nokia 

Bell Labs; Safran Identity & Security; Schneider Electric; Thales Communications 

and Security 

Germany 

Bdr – Bundesdruckerei; Bosch; G&D - Giesecke & Devrient; Infineon 

Technologies; Rohde & Schwarz Cybersecurity; SAP; SECUNET Security 

Networks AG; Siemens AG; TID - Texas Instruments Deutschland; TÜV SÜD 

Management Service 

Ireland IBM 

Italy 

aizoOn; Cy4gate S.r.l. - Elettronica S.p.A. Group Company; Deloitte; Engineering 

Ingegneria Informatica; Eustema; Exprivia; Leonardo – Finmeccanica; NTT Data 

Italia; Selta; Vitrociset 

Romania Certsign 

Spain 
Atos Spain; Everis Aerospace and Defence; GMV Soluciones Globales Internet; 

Indra; S21sec - Grupo S21sec 

Sweden Ericsson 

Switzerland SGS Group; STMicroeletronics International 

The 

Netherlands 

Gemalto; NXP semiconductors; UL TS B.V. 

Turkey STM-Savunma Teknolojileri Mühendislik ve Ticaret 

United 

Kingdom 

NEC Europe Ltd 

Austria 

SME 

RadarServices Smart IT-Security 

Belgium Digital SME; ITMA - IT Management Academy ASBL 

Cyprus Aditess 

Czech 

Republic 

Cybergym Europe 

 

Estonia Cybernetica; Guardtime; SK - AS Sertifitseerimiskeskus  

European Unife 

Finland SSH Communications Security 

France Thegreenbow 

Germany Adaptant Solutions; Wibu-Systems 

Greece 
Ubitech - Gioumpitek Meleti Schediasmos Ylopoiisi kai Polisi Ergon Pliroforikis 

EPE 

Hungary Cyber services 

Israel Waterfall Security Solutions 

Italy 
4N6; CYS4; DGS; Energent Security Competence Center; EuroFlash Group; 

Expert System; Security Brokers; Zanasi & Partners 

Poland Gallach Consulting; Secorda Sp Z.o.o.; Tukan IT 

Portugal Adyta; Edisoft; HealthySystems; Visionware sistemas de Informaçao S 

Spain 
Bit4id; Clickbalba Seguridad de la Información; Enigmedia; FundingBox; Leet 

Security; Nextel; S2 Grupo de Innovación en Procesos Organizativos 
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Country Type Members 

Switzerland Conceptivity; NSR s.r.l.; oneclick 

The 

Netherlands 

Brightsight; CyberDefcon; Intrinsic-ID; Madison Gurkha; Your Creative 

Solutions 

Turkey Uitsec Teknolji 

United 

Kingdom 

CyberOwl Limited; Trust-IT Services 

France 

Large companies 

(user) 

Orange 

Germany Continental Automotive 

Italia Poste Italiane; Telecom Italia 

Spain Telefónica Digital España 

The 

Netherlands 

Philips - Koninklijke Philips 

United 

Kingdom 

BT - British Telecommunications 

Austria 

Users/Operators 

AVL List 

Estonia RIA - Information System Autorithy , Republic of Estonia 

France EDF - Electricité de France; Enedis 

Germany Airbus Group 

Italy ISGS - Intesa Sanpaolo Group Services; SOGEI Societa’ Generale d’Informatica 

Luxembourg Incert GIE 

Spain BBVA - Banco Bilbao Vizcaya Argentaria S.A. 

The 

Netherlands 

Rabobank - Coöperatieve Rabobank U.A. 

United 

Kingdom 

London Stock Exchange Group - LSEG 

Belgium 

Association 

CORTE; EEMA - The European Association for e-Identity & Security; EOS—

European Organisation for Security; ESIA - European Semi Conductor Industry 

Association; ESMIG – European Smart Metering Industry Group; ETNO - 

European Telecommunication Network Operator's Association; EUROSMART; 

LSEC; TDL - Trust in Digital Life 

Cyprus CCCI - Cyprus Chamber of Commerce and Industry 

Denmark CenSec - Center for Defence, Space & Security 

Finland Finnish Information Security Cluster 

France ACN—Alliance pour la Confiance Numérique; Systematic Paris-Region 

Germany Teletrust; VÖWG - Verband der öffentlichen Wirtschaft und Gemeinwirtschaft 

Latvia LIKTA—Latvian Information and Communications Technology Association 

Luxembourg Security Madein.LU - Security made in Lëtzebuerg GIE 

Slovakia ITAS - IT Association of Slovakia 

Spain AEI Ciberseguridad – Cybersecurity Innovation Cluster Spain 

Austria 

RTO/University 

AIT - Austrian Institute of Technology; Joanneum Research 

Forschungsgesellschaft; SBA Research 

Belgium CEPS; Global Cyber Alliance; IMEC 

Cyprus CNTI - Cyprus Neuroscience & Technology Institute 

Denmark DTU - Technical University of Denmark; University of Copenhagen 

Estonia TUT - Tallinn University of technology 
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Country Type Members 

Finland 
JAMK University of applied Sciences; Laurea University of Applied Sciences; 

Turku University of Applied Sciences; VTT Technical Research Centre of Finland 

France 

CEA - Commissariat à L'énergie Atomique et aux Energies Alternatives; CNRS - 

Centre National de la Recherche Scientifique; IMT - Institut Mines-Télécom; 

INRIA - Institut national de recherche en informatique et en automatique 

Germany 
Fraunhofer-Gesellschaft zur Förderung der angewandten Forschung e.V.; 

Goethe-Universität Frankfurt 

Greece 

CERTH/ITI - Centre for Research and Technology Hellas/Information 

Technologies Institute; FORTH - Foundation for Research and Technology – 

Hellas; Kemea 

Ireland TSSG - Telecommunication Software and Systems Group; UTRC 

Israel BGU - Ben-Gurion University of the Negev 

Italy 
Cefriel; CINI - Consorzio Interuniversitario Nazionale per l'Informatica; CNR - 

Consiglio Nazionale delle Ricerche; Link Campus University 

Luxembourg SNT - Interdisciplinary Centre for Scurity, Reliability and Trust 

Norway 
Norwegian University of Science and Technology - Center for Cyber and 

Information Security; Simula@UiB; SINTEF - Stiftelsen SINTEF 

Poland NASK Institute; The Kosciuszko Institute 

Portugal 
University Porto - C3P - Competence Center for Cybersecurity and Privacy 

University Porto 

Spain 

EURECAT; Fundación APWG; Gradiant - Fundación Centro Tecnolóxico de 

Telecomunicacións de Galicia; IK4 Research Alliance - Associación IK4 Research 

Alliance; IMDEA Software Institute; INNOVALIA - Association de Empressas 

Tecnologicas; RENIC - Red de Excelencia Nacional de Investigación en 

Ciberseguridad; TECNALIA - Fundación Tecnalia Research & Innovation; UAM 

- Universidad Autónoma de Madrid; UC3M - Universidad Carlos III de Madrid; 

University of Malaga; University of Murcia 

The 

Netherlands 

National Centre for Nuclear Research; Shadowserver Europe; TNO - The 

Netherlands Organisation for applied scientific research 

United 

Kingdom 

BU - Bournemouth University - Department of Computing & Informatic; CSIT - 

Centre for Secure Information Technologies, Queen's University, Belfast; Digital 

Catapult 

Austria 

Public 

Administration 

BKA - Federal Chancellery of Austria 

Belgium CCB - Centre pour la Cybersécurité Belgique 

Cyprus Office of the Commissioner of Electronic Communications and Postal Regulation 

Czech 

Republic 

NAKIT - Národní agentura pro komonikacni a informacni technologie 

Estonia Ministry of Defence of the Republic of Estonia 

Finland NESA - The National Emergency Supply Agency 

France ANSSI—Agence Nationale de la Securité des Systèmes d'Information 

Germany BSI - Federal Office for Information Security 

Italy MiSE - Ministry of Economic Development 

Norway Research Council of Norway 

Poland Ministry of Digital Affairs 

Slovakia National Security Authority 

Spain INCIBE 

The 

Netherlands 

Ministry of Security and Justice 
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Country Type Members 

United 

Kingdom 
 

DCMS - Department for Digital, Culture, Media and Sport 

France 
Region/Cluster 

Conseil Régional de Bretagne 

Poland Wklaster - Wielkopolska ICT Cluster 

 







This study attempts to identify and assess policy options for
the EU to achieve cyber-resilience, and to develop capabilities,
and industrial and technological resources for a trustworthy
EU cyberspace, with a view also to promoting core values, such
as online privacy protection. The findings could form the basis
for an assessment of alternative measures to improve the
resilience of the European ICT industry and the EU's strategic
decision-making capacity, and enhance the resilience of critical
information technology networks. The study further reviews
the current state of reciprocity between search engine services
and individual customers.
The ultimate aim of this study is to develop concrete policy
options to be considered by EU institutions and Member
States – and potentially to be used as background by EP
committees for their legislative and own-initiative reports.
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