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Background 

Artificial Intelligence (AI) is high on the agenda of the European Union (EU). Discussions on its possible 
regulation have been particularly prominent since Ursula von der Leyen announced, already before her 
nomination as President of the European Commission (EC), a strong will to situate AI among the Commission’s 
top priorities. The endorsement of AI as an EU-level policy priority has been accompanied by a reflection on 
how to promote trust in AI technologies, and how to guarantee that AI systems do not compromise, during 
their development or deployment, EU fundamental rights. This specific reflection is actually not completely 
novel, but entrenched in prior legal and policy debates on fundamental rights issues connected notably to ‘big 
data’, as well as, more generally, related to the regulation of the processing of both personal and non-personal 
data.  

Aim 

This study aims at analysing the impact on EU fundamental rights of AI in the field of law enforcement and 
criminal justice. It approaches the subject from an EU law and policy perspective. It first succinctly presents 
the main features of the applicable legal framework. Second, it introduces recent and ongoing developments 
in the field, focusing on ‘predictive policing’, facial recognition, the use of AI in criminal justice, and AI and 
borders. It discusses the impact on fundamental rights of these trends, and reviews relevant policy discussions 
around AI regulation. After such exploration, the study puts forward some concrete recommendations. 

                                                             
1 Full study in English: https://www.europarl.europa.eu/RegData/etudes/STUD/2020/656295/IPOL_STU(2020)656295_EN.pdf 

ABSTRACT 

This study, commissioned by the European Parliament’s Policy Department for Citizens’ Rights and 
Constitutional Affairs at the request of the LIBE Committee, examines the impact on fundamental 
rights of Artificial Intelligence in the field of law enforcement and criminal justice, from a European 
Union perspective. It presents the applicable legal framework (notably in relation to data 
protection), and analyses major trends and key policy discussions. The study also considers 
developments following the Covid-19 outbreak. It argues that the seriousness and scale of 
challenges may require intervention at EU level, based on the acknowledgement of the area’s 
specificities. 

https://www.europarl.europa.eu/RegData/etudes/STUD/2020/656295/IPOL_STU(2020)656295_EN.pdf
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Findings 

The field of law enforcement and criminal justice is particularly sensitive, as it touches upon core issues of the 
relation between the individual and the State. There is a broad consensus on the fact that reliance on AI systems 
in this area can substantially impact EU fundamental rights, and more generally democracy itself. The issue thus 
deserves special consideration in the context of any discussion on the future of trustworthy AI. 

This study: 
• Shows that the advent of AI in the field of law enforcement and criminal justice is already a reality, as 

AI systems are increasingly being adopted or considered; such systems might take many different 
shapes, and occur at the cross-roads of different sustained trends to increase the use of data, 
algorithms, and computational power; these developments are connected to pre-existing trends, some 
of which had been previously broadly framed under other notions or policy priorities (‘big data’); 

• Documents that such developments have already generated significant controversies, notably in 
relation to ‘predictive policing’, facial recognition, AI and criminal justice, and AI and borders (including 
a reflection on the European Travel Information and Authorization System, ETIAS), for instance in 
litigation and calls from civil society to better prevent or mitigate associated risks, both in the EU and 
beyond; 

• Points out that discussions around AI regulation in the EU have been deeply embedded in the EU 
Digital Single Market agenda, and that generally speaking, although they might refer to the need to 
consider law enforcement and criminal justice specificities, such policy discussions are most often not 
based on a detailed review and taking into account of concrete applicable rules (and, especially, of 
applicable restrictions and derogations);  

• Warns that such policy discussions suffer from persistent ambivalences on the role of ‘ethics’ in 
relation to the safeguarding of fundamental rights, generating not only lack of conceptual precision 
but most importantly uncertainty as to whether effective protection of fundamental rights will be 
delivered;   

• Emphasises that the current EU data protection legal framework shall not be assumed to offer 
enough solid safeguards for individuals in light of the increased uses of automated decision-making 
and profiling for law enforcement and criminal justice purposes, as: 

o the general safeguards provided by the General Data Protection Regulation (GDPR) do not 
necessarily apply when the processing is for such purposes, as restrictions and derogations 
might be applicable;  

o the Law Enforcement Data Protection Directive (LED Directive), which might be the applicable 
relevant instruments, provides for safeguards that are similar to those of the GDPR, but 
nevertheless not exactly equivalent, and equally provides for possible restrictions and 
derogations. 

• Reviews a variety of fundamental rights considerations connected to AI in the field of law enforcement 
and criminal justice, illustrating the fact that they include privacy and data protection issues but also 
other challenges, notably related to non-discrimination;  

• Describes a problematic lack of minimum transparency standards in relation to the support of AI 
research with EU funds, affecting notably the possibility to assess how funded research complies with 
the respect of EU fundamental rights and EU law in general, but also further scientific work towards 
trustworthy AI solutions; 

• Cautions that responses to the Covid-19 outbreak have led to the rapid proliferation of 
technological measures and data-driven initiatives to be carefully assessed, including initiatives 
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which have the ambition of sustaining an unprecedented widespread generalised collection of data 
about individuals (‘contact tracing apps’), and initiatives that build on the fragile distinction between 
‘personal’ and ‘anonymised’ data to facilitate extensive data processing;  

• Recommends that due consideration be given to the need for a legislative intervention to 
guarantee EU fundamental rights in the field of law enforcement and criminal justice; that any 
possible role granted to ‘ethics’ in such intervention shall be clarified and justified in detail; that the 
possible gaps and inefficiencies of the EU data protection law, as well as national laws implementing 
EU data protection law, shall be duly examined specifically in the light of the law enforcement and 
criminal justice context; that EU-funded AI research must be better framed, and finally, that 
developments related to the Covid-19 outbreak shall be monitored with extreme attention. 

. 
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