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Background 

Addressing security challenges related to terrorism, organised crime and cybersecurity has led to increased 
efforts to enhance police cooperation amongst national law enforcement authorities. A central pillar of EU 
action in that context relates to the facilitation of information exchange, particularly by eliminating obstacles 
to the exchange of personal data between national authorities. Thus, a wide range of EU legal instruments in 
the field of police cooperation has been adopted in accordance with elaborate agenda-setting by the EU 
institutions. For example, the report by the Special Committee on Terrorism by the Parliament published in 
November 2018 has called for enhanced cooperation and information exchange within and among Member 
States. The latest document in this regard is the Communication on the EU Security Union Strategy published 
by the Commission on 24 July 2020, calling inter alia for a modernisation of the Prüm Decisions (Decision 
2008/615/JHA and Decision 2008/616/JHA) and the API Directive (Directive 2004/82/EC). 

Aim  

This study aims to provide background information and policy recommendations on the future developments 
regarding Prüm and the API Directive. In relation to the former, emphasis is placed on the implementation of 
the Prüm Decisions at the national level, the possible ways forward with a view to establishing the next 
generation Prüm, as well as the potential for opening up the Prüm framework to the United Kingdom (UK) and 
third countries, particularly the Western Balkans. As for the latter, the analysis is focused on the implementation 
of the API Directive, particularly in relation to the use of API data for law enforcement purposes and the 
possibility of embedding interoperability components in the API system. 
  

                                                             
1 Full study in English: 
https://www.europarl.europa.eu/RegData/etudes/STUD/2020/658542/IPOL_STU(2020)658542_EN.pdf 

ABSTRACT 

This study, commissioned by the European Parliament’s Policy Department for Citizens’ Rights and 
Constitutional Affairs at the request of the LIBE Committee, aims to provide background 
information and policy recommendations concerning police information exchange and in 
particular the future developments regarding Prüm and the API Directive (Directive 2004/82/EC). 

https://www.europarl.europa.eu/RegData/etudes/STUD/2020/658542/IPOL_STU(2020)658542_EN.pdf
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Key findings: Prüm  

Member States must ensure the availability of DNA, fingerprint (constituting special categories of personal 
data) and vehicle registration data from their national databases and allow automated searches through 
designated national contact points (NPC) who may compare these categories of data in individual cases and in 
compliance with the requesting Member State’s national law. Prüm operates on a hit/no hit basis. In case of a 
hit, traditional channels of mutual legal assistance are activated, but these are not technically part of the Pru ̈m 
regime and exchanges of further available personal data are governed by the national law of the requested 
Member State. The implementation of the Prüm Decisions necessitated the establishment of national 
databases, including enacting national legislation in that respect 

State of implementation: Overall, according to the latest information on the state of play of implementation 
of Prüm, a large majority of Member States are operational and enable automated searches of DNA analysis 
files, fingerprints and vehicle registration data (VRD). However, a few Member States have not yet been 
operational, whereas amongst the operational ones the degree of connectivity with other Member States’ 
databases varies considerably. 

a) DNA analysis files: Greece and Italy are still not operational, although the relevant software has been 
installed. Furthermore, amongst the 25 operational states, the degree of connectivity considerably varies. The 
different types of national DNA analysis files (convicted persons, suspects, crime stains, victims, unidentified 
persons, unidentified human remains, missing persons, relatives of missing persons) to which Member States 
give each other access for the investigation of criminal offences also vary; all participating States allow searches 
of any crime stains stored in their national database, whereas in relation to convicted criminals and suspects 
few exceptions are noticed; 18 out of 29 participating countries allow access to DNA files concerning 
unidentified human remains. Search of their national DNA analysis files of unidentified persons and missing 
persons is less widespread and discrepancies are observed, as around half the participating countries (14 out 
of 29) allow access to such files. 

b) Fingerprint data: Greece, Italy, Croatia and the UK do not allow or launch fingerprint data exchanges. 
Greece and Croatia are in the testing phase. Amongst operational countries, connectivity discrepancies similar 
to those observed in relation to DNA analysis files are noted here as well. Searches to national Automated 
Fingerprint Identification Systems (AFIS) containing fingerprint data of criminals, suspects and those found in 
a crime scene are widely allowed with few exceptions, however around half of countries give each other access 
to their national AFIS databases containing fingerprints of unidentified human remains, but automated 
searches to missing persons’ fingerprints is currently enabled in seven countries only. 

c) VRD: Greece, Italy and the UK are not operational.  

Next generation Prüm: With the implementation of Prüm coming to an end, the aspiration for a next 
generation Prüm with a view to broadening its scope and, to that end, updating the necessary technical and 
legal requirements has come to the forefront. A revision of the Prüm framework will enable the incorporation 
of modernised data protection safeguards in line with the current EU legal framework on data protection law, 
particularly Directive 2016/680. Furthermore, in the post-Lisbon Treaty era a revised Prüm will be scrutinised 
by the Parliament during the legislative process. Four focus groups – DNA, fingerprints, VRD and facial images 
- were established with the task of setting out how to further develop the current information exchange 
mechanisms and to support the Commission's feasibility study on improving information exchange under the 
Prüm Decisions.  

A feasibility study on improving information exchange under the Prüm Decisions was published in May 2020,2 
proposing a wide array of possible amendments in five areas as below. The options were designed to remedy 
certain shortcomings identified by the study and to include new solutions resulting from changes in the 
technological landscape and maximise the performance of the Prüm network. 

                                                             
2 Commission, ‘Study on the feasibility of improving information exchange under the Prüm Decisions (May 2020). 
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1. Improving the automated data exchange: This includes the expansion of the Prüm by allowing searching 
for missing persons and identifying deceased persons. This option presents certain challenges; exchanges will 
be enabled in respect of persons who do not have a criminal activity or are suspected of such activity and may 
include vulnerable groups of individuals. Additional safeguards are required in relation to the retention of such 
data and the authorities’ rights to launch searches. A way forward could be to distinguish data exchanges 
concerning missing and deceased persons from those related to criminals. As for deceased persons, the level 
of personal data protection is subject to national law and is considered uneven among Member States. 

Furthermore, improvements on the types of data exchanged are proposed, such as implementing standards 
on the quality of fingerprints and improvements of statistical data on usage (but accuracy statistics are 
discarded as an option).  

2. Improving the follow-up procedure (Step 2), whereby a limited core data set is provided by default in 
cases of ‘high-accuracy searches’ of fingerprint data only. This development that introduces automaticity in 
data exchanges should be reserved for cases where the possibility of false matches is very low. 

3. Introducing new data categories, namely facial images, driving licenses and biographic data. The inclusion 
of facial images will enable law enforcement authorities to employ facial recognition technology with the aim 
of identifying unknown perpetrators of criminal offences. Challenges to the protection of the rights to private 
life and protection of personal data, as well as non-discrimination are raised stemming from the risks of false 
matches which may be due to various factors; the possibility of comparing low quality images will affect the 
searches increasing the potential of false positive matches; the size of the national databases, the age of facial 
images and the number of results displayed for all requests. Furthermore, research demonstrates that in 
comparing facial images, the underlying Facial Recognition technology is inaccurate particularly for people of 
colour and individuals may be wrongly bothered by the police due to algorithm bias. The creation of index 
databases containing an extract of police records with pseudo-anonymised data is also foreseen, but the 
fundamental rights implications and safeguards such as on the purposes, retention period and data contained 
in national indexes must be carefully determined. 

4. Introducing a new IT architecture, by implementing a central router, which will receive and send Prüm 
requests between Member States, instead of requiring bilateral arrangements and connections. This solution 
is preferred in comparison to a centralised information system, which has been rejected due to legal constraints 
on storing such data outside the national territory, for various reasons; processing personal data at EU level will 
be avoided; accurate statistical data at central level will be produced and technical difficulties posed by bilateral 
connections will be eliminated. 

5. Exploring the possibility of linking Prüm to other information systems and embedding 
interoperability solutions. This might involve the possibility of connecting the Prüm databases to the 
European Search Portal (ESP) and providing access to Prüm data to Europol, Interpol and certain third countries. 
These solutions must be assessed in light of the principles of necessity and proportionality. 

The participation of the UK in Prüm: The UK is operational with regard to DNA analysis files. As for fingerprint 
data exchanges, notwithstanding the UK’s departure from the EU and the Parliament’s opposition, a Council 
Implementing Decision was recently (in August 2020) adopted. A new partnership agreement is currently 
negotiated featuring inter alia Prüm-like provisions. At the same time, the UK seeks a Commission adequacy 
decision; at the time of writing, it is uncertain as to whether these efforts will be fruitful. If not, other options 
are the adoption of a partial adequacy decision or access via Interpol. 

Western Balkans: The Police Cooperation Convention for Southeast Europe (PCC SEE) signed a ‘Prüm 
Agreement for South-East Europe’ mirroring the Prüm rules. Though the third countries involved in this 
agreement are in an accession trajectory, concerns are raised as to whether such cooperation may indeed take 
place without the EU involvement. In October 2019, the Commission decided to launch infringement 
procedures by sending letters of formal notice to Austria, Bulgaria, Hungary and Romania for signing the 
agreement in breach of the EU’s exclusive competence under Article 3(2) TFEU.  
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Key findings: API Directive 

In February 2020, an evaluation report on the implementation of the API Directive was released. It found a series 
of implementation issues, particularly in relation to the data processing rules (Article 6). This assessment 
includes Article 6(1) last subparagraph that foresees the use of API data for law enforcement purposes, when 
the use of such data is authorised by national law, but implementation of this option has left at Member States’ 
discretion the possibility of using API data for law enforcement purposes; all but two Member States have made 
use of this discretion. At the same time, the PNR Directive has established the obligation for air carriers to 
transmit API data, as well as flight reservation data, where API data are collected in the normal course of their 
business. As a result, the processing of API data at EU level is governed by two separate instruments, which are 
strongly linked. However, there are discrepancies between the two instruments, as the API Directive lacks a 
definition of what ‘law enforcement’ purposes may encompass, the API data elements do not entirely match in 
both Directives, the two instruments do not apply to the same type of flights and no requirements on the data 
retention period are foreseen for the use of API data for law enforcement purposes. Overall, though more clarity 
and coherence is needed, it must be emphasised that the PNR framework is currently under scrutiny by the 
CJEU. Finally, it has been pointed out that the forthcoming introduction of the Entry/Exit System (EES) and the 
European Travel Information and Authorisation System (ETIAS) will require an interactive API (iAPI), so that API 
data will be sent once through a single point (the carrier gateway) to different destinations: both centralised 
systems and national systems. This solution presents a number of expected implementing challenges, such as 
the lack of financial resources and insufficient analytical and processing capacity. iAPI is currently at a very early 
stage in the EU. Currently, only one Member State has implemented an interactive API system and three 
Member States have partially integrated their API systems with their electronic systems for travel authorisation 
and visa verification.  
. 
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