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Abstract 

This study, commissioned by the European Parliament’s Policy 
Department for Citizens’ Rights and Constitutional Affairs at the 
request of the LIBE Committee, aims to provide background 
information and policy recommendations concerning the 
impact and effectiveness of the counterterrorism policies, 
measures and tools in the EU. Besides a mapping of the evolution 
of the EU counter-terrorism policy architecture, this study 
assesses the impact and effectiveness of the EU counterterrorism 
policy by focusing on key policy areas.  On the basis of the 
mapping exercise and the examination of the areas covered by 
this study, the research team has provided recommendations 
that could inform future policy developments. 

 
  

Counterterrorism 
policies, measures 
and tools in the EU  

An assessment of the effectiveness of 
the EU counterterrorism policy 



This document was requested by the European Parliament's Committee on Civil Liberties, Justice and 
Home Affairs. 
 
 
AUTHORS 
Dr. Julia BURCHETT, Université Libre de Bruxelles 
Prof. Anne WEYEMBERGH, Université Libre de Bruxelles 
In collaboration with Georgia THEODORAKAKOU, Intern, Centre de droit européen, Université Libre de 
Bruxelles 
 
The authors would like to express their sincere gratitude to the interviewees for the invaluable insights 
they provided. 
 
ADMINISTRATOR RESPONSIBLE  
Alessandro DAVOLI 
 
EDITORIAL ASSISTANT  
Ginka TSONEVA 
 
LINGUISTIC VERSIONS 
Original: EN 
 
 
ABOUT THE EDITOR 
Policy departments provide in-house and external expertise to support EP committees and other 
parliamentary bodies in shaping legislation and exercising democratic scrutiny over EU internal 
policies. 
 
To contact the Policy Department or to subscribe for updates, please write to:  
Policy Department for Citizens’ Rights and Constitutional Affairs 
European Parliament 
B-1047 Brussels 
Email: poldep-citizens@europarl.europa.eu   
 
Manuscript completed in March 2022 
© European Union, 2022 
 
This document is available on the internet at: 
http://www.europarl.europa.eu/supporting-analyses 
 
DISCLAIMER AND COPYRIGHT 
The opinions expressed in this document are the sole responsibility of the authors and do not 
necessarily represent the official position of the European Parliament.  
Reproduction and translation for non-commercial purposes are authorised, provided the source is 
acknowledged and the European Parliament is given prior notice and sent a copy.  

mailto:poldep-citizens@europarl.europa.eu
http://www.europarl.europa.eu/supporting-analyses
http://www.europarl.europa.eu/supporting-analyses


Counterterrorism policies, measures and tools in the EU  
 

PE 730.581 3 

CONTENTS 

LIST OF ABBREVIATIONS 5 

EXECUTIVE SUMMARY 7 

INTRODUCTION 10 

Objective of the research 10 

Scope and limitations of the study 10 

Methodology 12 

Structure 13 

1. MAPPING OUT THE EVOLUTION OF THE EU COUNTERTERRORISM POLICY ARCHITECTURE14 

1.1. Historical background 14 

1.2. Key features of the EU counterterrorism policy architecture 18 

2. ASSESSING THE IMPACT AND EFFECTIVENESS OF THE COUNTERTERRORISM POLICIES, 
MEASURES AND TOOLS IN THE EU ON KEY ASPECTS 20 

2.1. Role of Europol and Eurojust 20 

2.1.1. Europol 20 

2.1.2. Eurojust 29 

2.1.3. Relation between Eurojust and Europol 35 

2.2. EU Directive 2017/541 on combating terrorism 36 

2.2.1. Background information 36 

2.2.2. The need to substantiate positive achievement with more evidence 38 

2.2.3. Lack of/restrictive transposition of certain provisions 39 

2.2.4. Challenges in proving the intentional element 39 

2.2.5. A need to ensure greater legal clarity and foreseeability 40 

2.2.6. Significant gaps in the provisions applicable to victims 41 

2.2.7. Impact on fundamental rights and freedoms 42 

2.3. Data collection/retention 43 

2.3.1. Background information 43 

2.3.2. Legal framework 44 

2.3.3. Case-law development in the field 46 

2.3.4. Impact on national laws 48 

2.4. External border security 52 

2.4.1. Background information 52 

2.4.2. Changing the landscape of EU large-scale information systems 53 

2.4.3. Enhancement of the role of Frontex 55 



IPOL | Policy Department for Citizens’ Rights and Constitutional Affairs 
 

 4 PE 730.581 

2.4.4. Afghanistan: strengthening controls at the EU’s external borders to avoid an 
infiltration of individuals related to terrorist groups 59 

2.5. Terrorist financing 60 

2.5.1. Background information 60 

2.5.2. Towards a more effective legal framework for the fight against EU money laundering 
and terrorist financing 65 

2.5.3. Fundamental rights issues 66 

2.6. Measures to combat radicalisation and recruitment 69 

2.6.1. Background information 69 

2.6.2. Some important limits to the EU’s action in the fight against radicalisation 71 

2.6.3. The Radicalisation Awareness Network (RAN) 72 

2.6.4. Countering online terrorist propaganda 75 

2.6.5. Rehabilitation programmes 79 

2.7. External dimension and development of counterterrorism partnerships 82 

2.7.1. Background information 82 

2.7.2. Developing counterterrorism partnerships with key third countries 86 

2.7.3. Countering the spread of Islamist extremist ideology 88 

2.8. Measures to reduce terrorist’s access to weapons and explosives 90 

2.8.1. Background information 90 

2.8.2. Towards a more effective legal framework to control firearms and restrict access to 
explosive and precursors 91 

2.8.3. Towards enhanced cooperation to address Chemical, Biological, Radiological and 
Nuclear (CBRN) threats 96 

3. POLICY RECOMMENDATIONS 99 

REFERENCES 107 

ANNEX – LIST OF INTERVIEWS 117 
 

 
 

  



Counterterrorism policies, measures and tools in the EU  
 

PE 730.581 5 

LIST OF ABBREVIATIONS 

 
AFSJ Area of Freefom, Security and Justice 

AI 

CBRN 

Artificial Intelligence 

Chemical, Biological, Radiological and Nuclear 

CJEU Court of Justice of the European Union 

EBCGA/FRONTEX European Border and Coast Guard Agency 

ECHR 

ECtHR 

ECTC 

European Convention on Human Rights 

European Court of Human Rights 

European Counter Terrorism Centre 

EDPS European Data Protection Supervisor 

EIS Europol Information System 

EES 

ETIAS 

EU 

Entry Exit System 

European Travel Information and Autorisation System 

European Union 

Eurojust European Union Agency for the Criminal Justice Cooperation 

Europol European Union Agency for Law Enforcement Cooperation 

FIU Financial Intelligence Unit 

FTF 

FRA 

GDPR 

Foreign Terrorist Fighters 

European Union Agency for Fundamental Rights 

General Data Protection Regulation 

IRU Internet Referral Unit 

JHA Justice and Home Affairs 

JIT Joint Investigation Team 



IPOL | Policy Department for Citizens’ Rights and Constitutional Affairs 
 

 6 PE 730.581 

LIBE Committee on Civil Liberties, Justice and Home Affairs 

NGO 

RAN 

Non-Governmental Organisation 

Radicalisation Awareness Network 

SIENA Secure Information Echange Network Application 

SIRENE Supplementary Information Request at the National Entries 

SIS Schengen Information System 

TEU Treaty on the European Union 

TFEU 

UN 

US 

VIS 

Treaty on the Functionning of the European Union  

United Nations 

United States 

Visa Information System 

  



Counterterrorism policies, measures and tools in the EU  
 

PE 730.581 7 

EXECUTIVE SUMMARY 
Background 

Since the 1970s, the fight against terrorism has evolved considerably. While the attacks of 9/11 acted 
as a catalyst for the development of the EU counter-terrorism policy, EU action in this area has 
subsequently continuously broadened to include new priorities to address the evolving terrorist threat. 
In 2013, in an attempt to provide a catalogue of EU counter-terrorism measures, a research project – 
SECILE – identified 239 counter-terrorism measures adopted between the autumn of 2001 and the 
summer of 2013, 88 of which were ‘legally binding’1. Researchers pointed out the lack of systematic, 
participatory, evaluative review of EU counter-terrorism measures which undermines their legitimacy 
while making it difficult to understand their impact and assess their effectiveness2. In another 2017 
study commissioned by the Committee on Civil Liberties, Justice and Home Affairs (LIBE) of the 
European Parliament, the plethora of sub-strategies, actions plans and sometimes overlapping policy 
fields that are part of the EU counter-terrorism policy have been identified as problematic in terms of 
coherence, consistency and effectiveness3. While these findings are indicative of the challenges posed 
by the EU counter-terrorism policy, new measures have been adopted since then. EU counter-terrorism 
policy is increasingly embedded in multiple policy areas of the EU while involving a wide range of 
actors. In this context, the gradual widening of the range of instruments underpinning this policy but 
also its sensitivity with regard to national sovereignty as well as its impact on fundamental rights 
requires an overall assessment. While every policy must be subject to independent evaluation, this 
requirement is all the more necessary in the context of the fight against terrorism given the sensitivity 
and impact abovementioned and the relative lack of clarity in which the EU counter-terrorism policy 
has developed. 

 

Aim  

This study aims to provide the European Parliament with background information and policy 
recommendations concerning the impact and effectiveness of the counter-terrorism policies, 
measures and tools in the EU. The results of this research should contribute to bring forth policy inputs 
and options for the future direction of EU counter-terrorism policy. 

 

Key findings 

From the first pages, the study tries to highlight the complexity of the dynamics on which the EU 
counterterrorism policy is based. In this regard, several factors have been identified to explain this 
complex architecture. First, one cannot fail to take into account the intricate institutional 
framework in which the EU’s counterterrorism policy has developed. Moreover, while EU action in 
this field has mainly developed within the framework of the Area of Freedom, Security and Justice 

                                                             
1 Voronova, S., ‘Understanding EU counter-terrorism policy’ (European Parliamentary Research Service, PE 659.446 2021); 
Hayes, B. and Jones, C., ‘Securing Europe through Counter-Terrorism: Impact, Legitimacy and Effectiveness (SECILE). Catalogue 
of EU Counter-Terrorism Measures Adopted since 11 September 2001’, 2013. 
2 Final Report Summary, SECILE (Securing Europe through Counter-Terrorism – Impact, Legitimacy and Effectiveness) which 
may be found here https://cordis.europa.eu/project/id/313195/reporting/fr> accessed 30 January 2022.   
3 Wensink, W., and al., ‘The European Union’s Policy on Counter-Terrorism. Relevance, Coherence and Effectiveness’ (Study 
for the European Parliament LIBE Committee, Policy Department for Citizens’ Rights and Constitutional Affairs, PE 583.124 
2017).  

https://cordis.europa.eu/project/id/313195/reporting/fr
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(AFSJ), the cross-sectoral approach promoted to combat terrorism goes well beyond this policy. A 
second factor is the event-driven nature of EU counterterrorism policy. The historical perspective 
clearly shows how the tragic terrorist events alongside the evolution of the terrorist threat have 
constantly prompted the EU to react, sometimes in a hasty manner and without an overall vision. As a 
result, the issues addressed by EU counterterrorism policy have gradually broadened to include new 
priorities, making it at the same time difficult to delineate the scope of this policy and to assess it 
comprehensively.  

One of the findings of this research is the difficulty of evaluating the effectiveness of the EU anti-
terrorism policy. Assessing whether this policy succeeds in achieving its objective(s) is proving to be 
a rather challenging endeavour due to the scarcity of available data and the fact that many of the 
instruments encompassed by this policy are currently being redesigned. Not to mention the difficulty 
of assessing certain sub-areas which are governed by a complex legal framework overlapping with 
rules adopted at national and international levels. It is therefore difficult to determine whether the 
effectiveness of an action can be attributed to EU intervention alone in such a context. The tendency 
to design multi-purpose instruments due to the established link between terrorism and broader issues, 
such as migration, also makes it difficult to rate their effectiveness as the latter cannot be considered 
in light of the objective to prevent/counter terrorism only (e.g. interoperability of EU information 
system). It was also found that certain sub-areas covered by this policy currently lack appropriate 
indicators to assess the effectiveness of their actions, while the assessment of some other instruments 
is not sufficiently evidenced-based.  

Despite these difficulties, several findings of this study contribute to fuel reflections on the challenges 
of the EU counterterrorism policy in terms of impact and effectiveness. Although concerns about the 
impact of EU counterterrorism policy on fundamental rights have been expressed for a long time, they 
are still relevant, if not exacerbated. As the EU’s fight against terrorism has gradually broadened to 
cover new areas and issues, the scope of freedoms that may be affected has also widened. One 
of the most emblematic examples can be found in the focus on the fight against terrorist/extremist 
content, which is of increasing importance at EU level, while raising new concerns regarding the 
protection of freedom of expression (i.e. the growing involvement of private actors for the purpose 
of regulating online communication). Data protection concerns are also growing in the face of the 
enhanced mechanisms of information exchange in counter-terrorism cases with the EU Agencies and 
massive data collection/retention practices that are proving particularly useful for law enforcement 
and intelligence services, especially for terrorist threat detection purposes.  

Another cross-cutting issue emerging from this research relates to the coherence of the EU action in 
the fight against terrorism. This study finds that the EU’s counterterrorism policy continues to pose 
significant challenges in terms of coherence, notably due to the gradual broadening of its 
priorities and the proliferation of actors involved. In some cases, this is manifested by overlaps 
between the tasks of the many actors involved in the design and implementation of this policy area 
(i.e. strategic guidelines issued by several institutions at the same time and which do not match 
perfectly). In other cases, the multidisciplinary approach advocated to combat the complex and 
multifaceted phenomenon of terrorism leads to overlaps and/or inconsistencies between the different 
objectives promoted under this policy, i.e. the objective of preventing terrorism which is embedded in 
both the ‘Prevent’ and the ‘Pursue strand’ of the EU’s counter-terrorism strategy, albeit using different 
means which sometimes contradict each other. With regard to this latter case, the impact of the EU’s 
weak competence on certain issues related to prevention should not be underestimated as it is likely 
to exacerbate these inconsistencies. As the study will show later, problems of coherence also arise with 
regard to specific legislative instruments whose articulation is not sufficiently clear (e.g. between the 
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proposed revision of the Europol regulation and the new regulation addressing the dissemination of 
terrorist content online).  

These key findings are in addition to a number of others that the study has sought to highlight in order 
to better capture the operational needs of actors at national and European levels - e.g. appropriate 
funding and staffing, training activities or the continuous need to foster trust between the actors 
involved in counterterrorism. 
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INTRODUCTION 

Objective of the research 
 

The overall aim of this study is to provide the European Parliament with background information and 
policy recommendations concerning the impact and effectiveness of the counter-terrorism policies, 
measures and tools in the EU by focusing on several key sub-areas.  

Besides a mapping of the evolution of the EU counter-terrorism policy architecture, including the legal 
framework governing EU counter-terrorism policy as well as an overview of the key stages in the 
construction of EU counter-terrorism policy highlighting some of its most significant developments 
and limits, this study assesses the impact and effectiveness of the existing counter-terrorism policies, 
measures and tools in the EU. In this respect and as developed later on, the study considered in depth 
eight policy areas/themes that are key components of the EU counter-terrorism policy.  On the basis of 
the mapping exercise and the examination of the areas covered by this study, the research team has 
provided policy recommendations that could inform future policy developments.  

Scope and limitations of the study  
 

The study assesses the impact and effectiveness of the existing counter-terrorism policies, measures 
and tools in the EU by focusing in particular on the following themes:  

(i) Role of Europol and Eurojust 

(ii) EU Directive 2017/541 on combating terrorism 

(iii) Data collection/retention 

(iv) External border security 

(v) Terrorist financing 

(vi) Measures to combat radicalization and recruitment  

(vii) External dimension and development of counter-terrorism partnerships 

(viii) Measures to reduce terrorists’ access to weapons and explosives 

 

While the above themes are analyzed separately for the purpose of this study, this division may appear 
somewhat artificial given the interactions that exist between them. This is particularly the case for the 
external dimension of the EU counter-terrorism policy which permeates most of the themes covered. 
Not to mention the links between operational cooperation and the mandate of Europol and Eurojust. 
In order to avoid risk of redundancy, certain cross-cutting themes (such as on operational cooperation 
and law enforcement information exchange and interoperability) are addressed within the different 
themes with which they are linked. When relevant, the study also seeks to highlight the links between 
certain themes which are dealt separately. 

Since the purpose of this study is to assess ‘the impact, effectiveness and efficiency’ of EU counter-
terrorism policy, it is important to agree on the meaning of these terms. According to the evaluation 
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standards adopted by the European Commission4 and by the Organisation for Economic Co-operation 
and Development (OECD)5, ‘effectiveness’ is generally understood as an indicator which tends to 
measure the extent to which an intervention is effective in fulfilling expectations and meeting its 
objective. Thus, ‘effectiveness’ must be distinguished from ‘efficiency’ which aims to assess whether 
the intervention is efficient in terms of cost-effectiveness and proportionality. In other words, efficiency 
consists in assessing whether the desired objective has been achieved in an optimal manner in terms 
of the use of material resources and the negative effects induced whereas effectiveness will assess 
whether the desired objective has been delivered. The ‘impact’ is not a commonly defined term in 
available evaluation standards. It refers more generally to the question of what are the (positive and 
negative) effects of an intervention on relevant domains and actors. However, there are no 
authoritative guidelines for policy evaluation and researchers sometimes draw a distinction between 
‘formal effectiveness’ and ‘material effectiveness’. 

Taking into consideration these guidelines, but also the resources available for the conduct of this 
study as well as the very limited time allocated and the broad scope of the areas to be covered, our 
analysis will focus on certain aspects of the EU counter-terrorism policy’s effectiveness only.6 Moreover, 
the study does not purport to provide an exhaustive analysis of every measure and instrument under 
each theme covered by the study. As emphasized by a previous study assessing the relevance, 
coherence and effectiveness of the EU counter-terrorism policy, “a stocktaking of practices and an 
assessment of their effects and effectiveness requires much more time and resources and almost full 
access to data and information that is now inaccessible for such research”.7 Similarly, the conduct of 
this research has revealed the scarcity of data on this topic, which is also attributable to the sensitivity 
of the issues involved. In assessing whether the EU counter-terrorism policy has effectively achieved its 
objective(s), a two-level analysis will be carried out by paying attention to both meta objectives and 
specific objectives8.  At first level, attention will be paid to the meta-objective, i.e the general objective 
to which the prevention and the fight against terrorism should contribute: ensuring a high level of 
security (art. 67(2) TFUE) as a core dimension of the Area of freedom, security and justice (AFSJ). In this 
respect, due consideration will be given to the need to strike a right balance between the effectiveness 
of the cooperation in criminal matters in the context of the fight against terrorism and the protection 
of fundamental rights. Considering proportionality as a criterion of effectiveness, the study will in 
particular pay attention to the requirement that counter-terrorism measures do not exceed what is 
strictly necessary in order to achieve the objective foreseen. Given the national sovereignty issues 
involved, effectiveness must also be seen in the light of the limits to the Union’s action. In this regard, 
the principle of conferral of powers as well as the principle of subsidiarity will serve as a benchmark to 

                                                             
4 Commission, ‘Better Regulations guidelines’ (November 2021). 
5 Schumann, A., ‘Using outcome Indicators to improve policies: methods, design strategies and implementation’ OECD 
Regional development working papers (January 2016). 
6 However, it cannot be excluded that ‘the impact’ feed into ‘effectiveness ‘considerations. This is particularly the case when 
effectiveness is analyzed in the light of the transposition of certain instruments into national law or in the light of the negative 
effect of certain counterterrorism measures on fundamental rights (as it will require to assess the impact of counterterrorism 
measures on the legal system). 
7 Wensink and al. (n 3). 
8 Regarding this distinction see De Londras, F., ‘Reviewing the effectiveness of EU counter-terrorism policies’ in Sergio 
Carrera and Valsamis Mitsilegas (eds), Constitutionalising the Security Union. Effectiveness, rule of law and rights in 
counterterrorism and crime, (CEPS, November 2017) 146-147. Also see De Londras, F., ‘Evaluation and Effectiveness in 
Counter-Terrorism’ in Wim Hardyns and al. (eds), Socially Responsible Innovation in Security: Critical Reflection (Routledge, 
London, 2018). 
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avoid any “capability-expectations’9 gap as well as to assess the extent to which the need to regulate 
certain areas at EU level is sufficiently evidence-based. At a second level, this study will analyze the 
effectiveness of the EU counter-terrorism policy in relation to the specific objective(s) of each 
instrument underpinning the ten sub-areas covered. The result of this second stage of the analysis must 
be considered in the light of a number of limitations among which are the lack of properly formulated 
policy objectives which in turn makes it difficult to gauge the effectiveness of a policy as well as the 
impossibility to identify exactly what part of the effectiveness is attributable the action of the EU only 
and what part is due to external factors (this is especially the case for certain sub-areas governed by 
various rules at regional and international levels). In addition to this difficulty, it must be noted that a 
number of instruments covered by the study are in the process of being redesigned (e.g. Europol’s 
mandate) or implemented (e.g. interoperability of EU information systems), making it difficult to assess 
their effectiveness at this stage. This comes in addition to other challenges such as the fact that certain 
sub-policies covered in this study currently lack proper indicators to evaluate their effectiveness. In this 
respect, this research will take into account the fact that the themes and instruments covered cannot 
be assessed according to the same criteria.  

Methodology 
 

This research was conducted through a combination of desk research and empirical data from 
interviews. 

Desk research encompasses a wide range of EU legislative instruments. These include the primary 
legislation of the EU (i.e. EU treaties and the EU Charter of Fundamental Rights) as well as EU secondary 
legislation applicable to the areas covered by this study. When relevant, particular attention is paid to 
national transposition laws and related case-law in selected Member States. Policy documents from EU 
institutions also account for an important part of the sources reviewed in the framework of this study, 
such as Council conclusions and strategies setting out priorities in the field of counter-terrorism (from 
the beginning of the 2000s until today), the communications and strategic orientations adopted by the 
Commission (e.g. 2020 Counter-terrorism Agenda) or the relevant resolutions from the European 
Parliament. Another strand of the research includes the jurisprudence of the Court of Justice of the 
European Union (CJEU), especially its analysis of EU secondary legislation from the perspective of 
fundamental rights relating not only to data collection/retention practices, but also to asset freezing 
measures which are part of EU’s broader legislative framework to combat terrorist financing. Desk 
research also involves reviewing the existing literature in order to complement the understanding of 
key EU instruments in this field and the many challenges raised by EU counter-terrorism policy.   

To the extent possible, this study incorporates findings from previous ex-post studies and assessments 
conducted on some topics and/or instruments that are relevant for the purpose of this research (e.g. 
the report published by the European Commission on the implementation of the Directive 2017/541 
on counter-terrorism; the findings of the 2017 European Parliament study on “The European Union’s 
Policies on Counter-terrorism: Relevance, Coherence and Effectiveness” commissioned at the request 
of the LIBE Committee; the 2018 findings and recommendations of the Special Committee on Terrorism 
of the European Parliament; the 2018 European Court of auditors special report assessing whether the 
Commission appropriately managed its support for Member States in addressing radicalization leading 

                                                             
9 See in this regard Monar, J., ‘The EU as a counter-terrorism actor: Is there a ‘capability-expectations’ gap?’ in Christiane 
Höhn, Isabel Saavedra and Anne Weyembergh (eds), The fight against terrorism: achievements and challenges. Liber Amicorum 
dedicated to Gilles de Kerchove (Bruylant, Brussels, 2021) 253ff. 
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to terrorism). The resources provided by EU agencies was also taken into consideration, such as the 
assessments carried out by the Fundamental Rights Agency (FRA), Eurojust reports and case law 
monitoring (e.g. Terrorism Convictions Monitor) or Europol EU Terrorism Situation and Trend Report 
(TESAT). In addition, relevant reports from non-governmental organizations (NGO’s) are also 
incorporated in this study. 

In order to complement desk research as well as to better reflect the practical challenges posed by the 
EU counter-terrorism policy and tools, the research process was complemented by the conduct of 
several interviews. Interviews involved EU and national officials/experts working in the field of 
prevention and fight against terrorism. At the EU level, interviews targeted primarily officials working 
in the EU institutions and agencies. Within the four months allowed to complete this study, interviews 
were conducted with more than ten experts working at the European Commission, the Council and at 
relevant EU agencies and networks. Interviews also took place with practitioners at the Belgian and at 
the French level in order to gain concrete insights on the extent to which EU counter-terrorism policy 
and tools meet the needs of practice as well as to identify possible area for improvement. In this respect, 
attention was paid to the need to offer a certain representativeness in the profile of the interviewees 
(this in order to have a representative vision of the problems that arise in practice, not only from the 
point of view of security actors (police and justice) but from that of the defence lawyers or human rights 
organizations). 

 

Structure  
This Study is structured in three main parts: Chapter 1 provides a mapping out of the evolution of the 
EU counterterrorism policy architecture. Chapter 2 provides an assessment of the impact and 
effectiveness of the counterterrorism policies, measures and tools in the EU in several key areas. For the 
sake of clarity, this section is subdivided into eight specific themes which correspond to the thematic 
areas covered by the Study. For each area, a state play of the current legal framework and objectives is 
set out before providing an in-depth analysis of some key issues. Chapter 3 provides an overall 
assessment of the EU Counter-terrorism policy, as well as policy recommendations.  
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1. MAPPING OUT THE EVOLUTION OF THE EU 
COUNTERTERRORISM POLICY ARCHITECTURE 

1.1. Historical background 
The evolving dynamics of EU counter-terrorism policy cannot be understood without a historical 
perspective. This long-term perspective will provide an overview of the key stages in the construction 
of EU’s counter-terrorism policy, highlighting some of its most significant developments. In this respect, 
it should be noted that “counterterrorism”, far from being a unified and precisely delineated field, 
unfolds across a wide range of EU policy areas and mobilises a large number of actors, some of whom 
have a broader mandate.   

 

From TREVI and ‘Euroterrorism’ (1970-1980) to the Treaty of Amsterdam (1997) 

EU cooperation in the fight against terrorism owes its origins to the terrorist challenges of the 1970s. 
As early as the 1970s, European States felt the need to set up cooperation between their police services 
to deal with terrorist violence, which at that time was underpinned by anarchist ideology but also left 
and right-wing extremism (“Euroterrorism”). The European Communities (EC) had no prerogative in the 
fight against terrorism and EC Member States favored informal cooperation outside the legal 
framework of the European Communities due to the sensitivity of internal security issues. This is how 
the Trevi10 group was officially inaugurated at the European Council of 1 and 2 December 1975, with 
the aim of fostering police cooperation at European level. Terrorism is the main origin of other 
ambitious initiatives, such as the proposal on the establishment of a ‘European judicial area’.11  

With the creation of the third pillar of the TEU by the Treaty of Maastricht (1992), the work and activities 
of Trevi and of other intergovernmental structures dealing with cooperation in criminal matters were 
incorporated in the EU institutional framework, mainly as compensatory measure to the abolition of 
checks at internal borders. With the entry into force of the Maastricht Treaty, the prevention and the 
fight against terrorism appear for the first time on a list of areas considered as matters of common 
interest within the meaning of Article K.1.9 of the Treaty on European Union (TEU). This provision which 
falls under the third pillar of the TEU or the title VI on cooperation in the field of justice and home affairs 
does not treat terrorism differently from the other forms of serious cross-border crime according to EU 
primary norms. Terrorism will however be a driving force for the adoption of several EU instruments 
with a transversal scope, such as the Convention of 27 September 1996 relating to Extradition between 
the Member States of the EU.12 With the adoption of the Treaty of Amsterdam (1997), preventing and 
combating terrorism became an objective, among others, to serve the establishment of an Area of 
freedom, security and justice (AFSJ) as set out in Article 29 TEU. The Amsterdam Treaty brought 
improved cooperation mechanisms and legal instruments in support to the EU’s new AFSJ and 
terrorism emerged as one of the areas of cross-border crime requiring closer police and criminal justice 
cooperation within the meaning of Articles 30 and 31 TEU. However, at the time, the development of 
an EU area for criminal justice still developed in the framework of the intergovernmental ‘third pillar’ 
and was therefore subject to specific rules which made the decision-making process particularly 

                                                             
10 For an explanation of the controversies surrounding this acronym see Elsen, C., ‘Retour aux sources: la cooperation TREVI’ in 
Christiane Höhn, Isabel Saavedra and Anne Weyembergh (eds.), The fight against terrorism: achievements and challenges. Liber 
Amicorum dedicated to Gilles de Kerchove (Bruylant, Brussels, 2021) 183-196. 
11 Proposal of Valéry Giscard d’Estaing on the establishment of a European judicial area, Brussels, 5 December 1977. 
12 See Weyembergh, A., and Bribosia, E., ‘Extradition et asile: vers un espace judiciaire européen?’ (1997) 1 Revue belge de 
droit international. 
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complex (e.g. unanimity principle for the adoption of the decisions by the Council), while the Court of 
justice had only a limited competence in the field (art. 35 TEU). Counter-terrorism had not been a 
primary driving factor of the Amsterdam internal security governance reforms,13 but the terrorist 
attacks of September 2001 will have a major impact on the development of EU counter-terrorism policy 
and, more generally, on the development of police and judicial cooperation in criminal matters. Many 
initiatives already in preparation under the Tampere programme14 will be accelerated and 
implemented under the influence of these tragic events.  

 

11 September 2001: a catalyst for the development of the AFSJ 

The 9/11 attacks are a stark illustration of the incident-driven nature of EU counter-terrorism policy. As 
noted by Jörg Monar, “The perceived size and urgency of the threat have influenced the development 
of EU internal security governance more than any other single internal security challenge”.15 Unlike the 
heterogenous and mostly national terrorist challenges which had led to the creation of Trevi, these 
2001 attacks were perceived by Member States as a new major common threat with a strong 
transnational dimension (commonly referred to as ‘global terrorist threat’). Attention was drawn to the 
Islamist threat with an initial focus on Al-Qaeda, both at national and EU levels. Within two weeks of 
the attacks, a comprehensive EU Action Plan to fight terrorism was adopted and led to the adoption of 
a wide range of legislative instruments in line with the Tampere Conclusions, involving both internal 
and external policy areas.16 Among the most important legal instruments adopted in the aftermath of 
9/11, mention should be made of the 2002 Framework Decision on combating terrorism, which aimed 
to harmonise the definition of terrorist (related) offences through criminal law.17 The Council 
Framework Decision on the European Arrest Warrant18 is also one of the important instruments 
adopted only a few months after 9/11 and illustrates well how terrorism has contributed to the 
development of JHA instruments with a wider scope. Instruments adopted during this period do not 
only involve criminal justice instruments from the third pillar, but EU counter-terrorism policy 
encompasses measures across all former three pillars. These tragic events have not only contributed to 
the adoption of binding legal instruments in the JHA area but had also an influence on the institutional 
JHA structures which they contributed to establish or to strengthen. Although Europol faced 
challenges to establish itself as an actor in the fight against terrorism in the wake of these events, the 
expansion of its mandate to new tasks after the 9/11 attacks marks a significant evolution.19 While the 
EU’s cross-border prosecution unit Eurojust (Pro-Eurojust) existed as a provisional unit at the time of 
the attacks, its definitive establishment in 2002 with an extended mandate was accelerated in the 
context post 9/11. Not only European agencies but also the organizational capacity of EU institutions 
received a boost in the aftermath of these events.20 The European Commission Directorate-General for 
‘Justice, Freedom and Security’ (JFS) was reorganised and enhanced its administrative resources, 
reforming Unit D1 (‘Counter-Terrorism Unit’) to take charge of policy formulation in this area.21 An 

                                                             
13 Monar, J., ‘EU internal security governance: the case of counter-terrorism’ (2014) 2 European Security 195-209. 
14 European Council, ‘Presidency Conclusions. Tampere European Council, 15 and 16 October 1999’. 
15 Monar, ‘EU internal security governance’ (n 13) 196. 
16 Conclusions and plan of action of the extraordinary council meeting of 21 September 2001. 
17 Council Framework decision 2002/475/JHA of 13 June 2002 on combating terrorism, OJ L 164/3, 22 June 2002. 
18 Council Framework decision 2002/584/JHA of 13 June 2002 on the European arrest warrant and the surrender procedures 
between Member States [2002] OJ L 190/1. 
19 For an account of the changes made to Europol’s mandate in the aftermath of 9/11 see. Bures, O., ‘Europol’s Fledging 
Counterterrorism Role’ (2008) 20 Terrorism and Political Violence 501 and ff. 
20 Argomaniz, J., ‘Post-9/11 institutionalisation of European Union counter-terrorism: emergence, acceleration and inertia’ 
(2009) 2 European Security 156. 
21 Ibid. 
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expansion of networks, committees and working groups engaged in counter-terrorism is also observed 
within the Council of the EU after 9/11, i.e. the Working Party on Terrorism External Aspects (COTER); 
the JHA Terrorism Working Group (TWG), reflecting the gradual and incremental pattern of EU’s 
counter-terrorism policy.22 This led to what several authors called “a tapestry of legal instruments and 
institutional bodies with competencies in fighting terrorism at the European level”.23 

 

The attacks of Madrid (2004) and London (2005): a shift in the perception of the terrorist threat 

The Madrid and London bombings have given new impetus to the fight against terrorism.24 The 
creation of the new position and office of the EU Counter-Terrorism Coordinator under the authority 
of the Council’s Secretary-General is undoubtedly the flagship initiative of the Union in the aftermath 
of these attacks. This new body seemed to respond to the demand for new structures to ensure greater 
coordination in the European combat against terrorism.25 The newly appointed EU Counter-Terrorism 
Coordinator - position held by Gijs de Vries from 2004 to 2007 - was subsequently tasked with preparing 
and monitoring the implementation of the EU Counter-Terrorism Strategy. Significantly, these attacks 
also led to a change in the perception of the terrorist threat which is no longer perceived as an external 
threat, but also as an internal threat commonly referred to in the discourse as ‘homegrown terrorism’. 
This change has had a significant impact on the orientation of EU counterterrorism policy, which has 
expanded to include new concerns related to prevention. This resulted in a shift from a purely 
repressive approach to a comprehensive approach towards terrorism focusing on broader social 
environments and structures that support terrorist organizations and campaigns.26 The ambition to 
develop a long-term strategy addressing the factors which contribute to radicalization and recruitment 
for terrorist activities was first mentioned in the Hague Programme, among other classical security 
issues (i.e. exchange of information with a focus on the principle of availability; financing of terrorism; 
restriction of access to explosives; borders control).27 This holistic approach to the fight against 
terrorism is well reflected in the 2005 EU’s Counter-terrorism strategy,28 which was strongly influenced 
by the United Kingdom which held the presidency of the Council at the time. This strategy is based on 
four strategic objectives called ‘pillars’ similarly to the UK strategy, albeit with some slight semantic 
differences: ‘Prevent’, ‘Pursue’, ‘Protect’ and ‘Respond’ as a reflection of the multidisciplinary dimension 
of EU counter-terrorism policy. ‘Prevent’ encompasses the objective to counter the radicalization 
process by tackling its root causes and terrorist recruitment. ‘Protect’ aims at protecting citizens and 
infrastructure from terrorist attacks. ‘Pursue’ covers prosecution and punishment of individuals 
involved in terrorism across EU borders. ‘Respond’ intends to put into practice the 2004 solidarity clause 
by enhancing consequence management mechanisms and capabilities to be used in the event of an 
attack in one Member States. This general Strategy was soon supplemented by a specific Strategy on 
combating radicalization and recruitment to terrorism which will be revised in 2008, 2014, and 2017, 
mirroring the evolving dynamics of this issue. In the meantime, the evolution of the modus operandi 
of terrorist groups, in particular the increasing use of communication technologies to disseminate 
terrorist propaganda, has led to the introduction of new offences related to terrorist activities as 

                                                             
22 Den Boer, M., ‘9/11 and the Europeanisation of anti-terrorism policy. A critical assessment’ Policy Papers N°6 (September 
2003). 
23 Argomaniz, J., Bures, O., and Kaunert, C., EU Counter-Terrorism and Intelligence. A critical Assessment (Routledge 2016) 248. 
24 Council Document 7906/04 (29 March 2004). 
25 Argomaniz, ‘Post-9/11 institutionalisation of European Union counter-terrorism’ (n 20) 151-172. 
26 Bossong, R., ‘EU cooperation on terrorism prevention and violent radicalization: frustrated ambitions or new forms of EU 
security governance?’ (2014) 1 Cambridge Review of International Affairs 2014 66-82. 
27 The Hague programme: strengthening freedom, security and justice in the European Union, OJ C 53/1 (3 March 2005). 
28 Council Document 14469/4/05 (30 November 2005). 
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amended by Framework Decision 2008/919/JHA.29 Within the framework of the Stockholm 
programme30 setting the priorities of the AFSJ for the period 2010-2014, the European Council reaffirms 
its strategy for a comprehensive fight against terrorism and calls for a strengthening of the prevention 
axis. This is concomitant with the adoption of the Lisbon treaty which, in addition to providing the EU 
a greater role to play in matters related to internal security as a result of the abolition of the pillar 
structure, maintains terrorism in the list of serious crime with a cross-border dimension. Innovatively, 
the Lisbon treaty also confers on the Union a competence in the area of the prevention of crime (Art. 
84 TFUE) for the first time. The prerogatives conferred on the Union under this new provision are 
however weak and are limited to supporting actions, reflecting the desire of the Member States to limit 
EU intervention in this area.  

 

2015-2016: the resurgence of terrorist attacks in Europe 

The resurgence of attacks in Europe since 2015, added to the unprecedent wave of EU citizens who 
have travelled to conflict zones in Syria and in Iraq, has largely contributed to reviving the debate on 
the fight against terrorism and the instruments which underpin the latter. During this period, the 
objective of combating terrorism and preventing radicalization continued to be high on the agenda of 
European programmatic instruments dealing with broader security-related issues.31 Examination of the 
joint declarations adopted by the heads of State and governments following the attacks in 2015, 2016 
and 202032 illustrates the gradual broadening of priorities to be addressed at EU level. While some 
themes, such as improving the exchange of information, strengthening of controls at the external 
borders or cooperation with international partners have appeared rather constant, others such as the 
protection of EU values, social cohesion and the countering of the spread of extremist ideologies are 
relatively new. This is emblematic of the progressive broadening of the scope of the fight against 
terrorism, which extends far beyond the confines of the AFSJ (e.g. internal market). The permanent 
concern to adapt the instruments to the evolution of the terrorist threat is highlighted by several 
developments. One of the most important is the focus on the phenomenon of ‘foreign terrorist fighters’ 
which has led to the criminalization of new terrorism-related offences, as provided for in the Directive 
2017/451 on combating terrorism.33 The threat posed by the potential return of ‘foreign terrorist 
fighters’ to their country of origin has also contributed significantly to strengthening the mandate of 
certain EU agencies, in particular Eurojust, Frontex and Europol, while placing the issue of rehabilitation 
of former extremist/terrorist offenders at the center of the debate. Although the shift towards a 
proactive approach has been observed for a long time, it has become increasingly transversally 
prevalent in the EU’s counter-terrorism policy. Significantly, the new EU counter-terrorism agenda34 
adopted by the European Commission in December 2020 has defined a series of priority actions 

                                                             
29 Council Framework Decision 2008/919/JHA of 28 November 2008 amending Framework Decision 2002/475/JHA on 
combating terrorism, [2008] OJ L 330/21.  
30 Council Document 17024/09 (2 December 2009). 
31 Commission, ‘The European Agenda on Security’ COM(2015) 185 final (28 April 2015); Commission, ‘Communication to the 
European Parliament, the European Council, the Council, the European economic and social committee and the Committee 
of the regions on the EU Security Union Strategy, COM(2020) 605 final (24 July 2020). 
32 Statement by the members of the European Council, Informal meeting of the Heads of State or government, Brussels (12 
February 2015); Joint statement of EU Ministers for justice and home affairs and representatives of EU institutions on the 
terrorist attacks, Brussels (22 March 2016); Joint statement by the EU home affairs ministers on the recent terrorist attacks in 
Europe (13 November 2020). 
33 Directive (EU) 2017/541 of the European Parliament and of the Council of 15 March 2017 on combating terrorism and 
replacing Council Framework Decision 2002/475/JHA and amending Council Decision 2005/671/JHA [2017] OJ L 88/6.  
34 European Commission, ‘Communication to the European Parliament, the European Council, the Council, the European 
economic and social committee and the Committee of the regions on a Counter-Terrorism Agenda for the EU: Anticipate, 
Prevent, Protect, Respond’, COM(2020) 795 final (9 December 2020). 
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articulated around four strands, one of which is entitled “Anticipate”. Under this new pillar which comes 
first and precedes the three other pillars “Prevent”, “Protect” and “Respond”, the Commission intends 
in particular to strengthen threat assessments to support evidence-based decision making while 
responding to the need of security services by reinforcing early detection capacity. The focus on 
preventing threats as far as upstream as possible from their materialization is also noticeable in the 
activities related to the exchange of information. In debates on improving information sharing, the 
focus has gradually shifted towards lone actors or individuals posing a terrorist or violent extremist 
threat (Gefährder)35, which is not without effect on the long running tension over the separation 
between law enforcement and intelligence services.   

 

1.2. Key features of the EU counterterrorism policy architecture  
Any attempt to present an exhaustive view of the current structures and instruments contributing to 
the fight against terrorism would be beyond the reach of this study. The complex dynamics of the fight 
against terrorism seems to be the result of a combination of factors. One of these factors include the 
intricate institutional architecture on which the EU counter-terrorism policy has been built alongside 
with the constant evolution of the terrorist threat. The dynamics behind EU counterterrorism policy 
can be compared to ‘successive shock waves’, impelled by major attacks and by the changing terrorist 
threat. As underlined by several authors, this resulted in a patchwork of measures and mechanisms, 
often elaborated in great haste, without an overall design.36 This ad hoc process, in addition to the cross 
sectoral approach promoted to combat terrorism, does not facilitate the readability of the EU counter 
terrorism policy. As described by researchers in 2017, EU counter-terrorism policy is a ‘composite’ policy 
area with challenges related to coordination, coherence, and consistency.37 This was notably evidenced 
by the many actors involved in the design and implementation of this policy area, whose task gradually 
evolved and sometimes overlap. The example given of strategic orientations which can be issued by 
several institutions at the same time and which do not make it possible to know who exactly has the 
lead still seems relevant today. A case in point is the new EU Counter-Terrorism Agenda issued by the 
Commission in December 2020 whose articulation with the 2005 Council’s Counter-terrorism strategy 
is confusing. This is particularly true since each of these two strategic instruments is built around four 
pillars that do not perfectly correspond. The overlap between the pillars on which EU counter-terrorism 
policy is built, in particular the prevent and the pursue strands, also raises question in terms of 
coherence. As seen above, counter-terrorism infuses a wide range policy areas that are expanding as 
the fight against terrorism extends to new concerns. The myriad of programmatic instruments setting 
out orientations and priority actions in this area illustrates well how the fight against terrorism is 
constantly evolving. In this respect, the shift in the perception of the terrorist threat has continuously 
contributed to broaden the scope of EU counter-terrorism policy to include new priority concerns (e.g. 
actual concerns concerning the rise of terrorism inspired by far-right ideologies or the impact of the 
Covid pandemic on the spread of extremist ideologies). 

Another layer of complexity lies in the limitations marking the competences of the Union. Although 
the Union is arguably an important actor which has gained increased visibility in the field of counter-
terrorism, its role continues to be subsidiary to that of the Member States. The long-standing tension 
between the necessity to enhance cooperation in the field of counter-terrorism and the reluctance of 

                                                             
35 Joint statement by the EU home affairs ministers on the recent terrorist attacks in Europe (n 32); Council Document 
13083/1/20 (24 November 2020. 
36 Coolsaet, R., ‘EU counterterrorism strategy: valued added or chimera?’ (2010) 86(4) International Affairs 858. 
37 Wensink and al., (n 3) 16. 
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Member States to relinquish competences in this field due to its national sovereignty sensitivity is not 
without effect on the EU counter-terrorism policy architecture. The Union’s competence is limited by 
Article 4(2) of the Treaty on European Union (TEU), which states that ‘national security remains the sole 
responsibility of each member State’ and by Article 72 TFEU, which confirms national prerogatives for 
maintaining law and order and safeguarding internal security. These legal obstacles appear as an 
important challenge to build a coherent and comprehensive EU counter-terrorism framework in 
addition to the divergent national sensitivities and experiences in counter-terrorism across the EU. 
Such sensitivity and the difficulty to generate consensus can also explain the proliferation of soft law 
instruments. 
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2. ASSESSING THE IMPACT AND EFFECTIVENESS OF THE 
COUNTERTERRORISM POLICIES, MEASURES AND TOOLS IN THE 
EU ON KEY ASPECTS 

2.1. Role of Europol and Eurojust  
Eurojust and Europol play a pivotal supporting role in the fight against terrorism, facilitating 
coordination between Member States’ law enforcement and judicial authorities. This section will 
provide an overview of the role of Europol (2.1.1.) and Eurojust (2.1.2.) in the fight against terrorism, 
taking into account the ongoing work to revise Eurojust and Europol’ legal framework. As will be 
demonstrated later in this Section, both the Proposal for the revision of the Eurojust Regulation and 
the one for the revision of the Europol Regulation will have a significant impact on their capacity to 
support Member States in preventing and combating terrorism, in particular by enhancing their 
information-related mandates as there is a general agreement among EU Institutions, EU Agencies, and 
practitioners on the crucial importance of the exchange of information at EU level as well as between 
the EU and third countries to counter terrorism.38 Finally, considering that Eurojust and Europol are 
both key partners when it comes to supporting EU Member States in their counter-terrorism 
investigations, it is worth illustrating the value of the inter-agency cooperation (2.1.3.). 
 

2.1.1. Europol  
2.1.1.1. Role of Europol 

Europol is the European Union Agency for law enforcement cooperation, whose mission is to support 
EU Member States in the area of cross-border police cooperation. Countering terrorism was included 
in Europol’s mandate only a few years after its creation.39 In order to help Member States in the fight 
against terrorism, Europol serves as a hub for information on criminal activities; provides 
operational support to the Member States (especially regarding the establishment and 
operation of Joint Investigation Teams (JITs)); serves as a center for law enforcement expertise; 
and carries out strategic and operational analysis of information. Even though Europol has played 
a key role over the last years, it still faces challenges to establish itself as an actor when it comes to 
terrorist cases as will be demonstrated below. Part of the problem can be attributed to the lack of trust 
towards Europol and to legal and political challenges due to the sensitivity of the field of law 
enforcement for the Member States.40 

Europol’s counter terrorism efforts are coordinated by the European Counter Terrorism Centre 
(ECTC), which was established in 2016 and is now part of almost every major counter-terrorism 

                                                             
38 Commission, ‘Communication from the Commission on a Counter-Terrorism Agenda for the EU’ (n 34); European Parliament, 
‘Resolution of 12 December 2018 on findings and recommendations of the Special Committee on Terrorism’ 
(P8_TA(2018)0512), paras 88ff; Council, ‘Declaration of the Home Affairs Ministers of the European Union - Ten points on the 
future of Europol’ (21 October 2020). 
39 The European Union Agency for Law Enforcement Cooperation operates on the basis of Article 88 TFEU and Regulation (EU) 
2016/794 of the European Parliament and of the Council of 11 May 2016 on the European Union Agency for Law Enforcement 
Cooperation (Europol) and replacing and repealing Council Decisions 2009/371/JHA, 2009/934/JHA, 2009/935/JHA, 
2009/936/JHA and 2009/968/JHA [2016] OJ L 135/53.  
40 Lingenfelter, K., and Miettinen, S., ‘Obstacles to supranational operational police powers in the European union: Europol 
reform and the construction of trust between national police authorities’ (2021) 28(2) Maastricht Journal of European and 
Comparative Law, 191. 
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investigation in the EU.41 In a nutshell, the ECTC coordinates operational support in CT cases, cross-
checks operational data against the data Europol already possesses, and analyses all available 
investigative details with the aim to creating a structured picture of the terrorist network.42 

With regards to operational tasks, Europol can request – to a limited extent – national authorities to 
initiate a criminal investigation,43 while its role is instrumental in supporting Member States to set up 
JITs in which the agency is empowered also to participate.44 Furthermore, Europol produces 
operational analysis which may assist national authorities in getting crucial information and 
identifying links between cases. In that respect, Europol has also set Analysis Projects that focus on 
certain crime areas including terrorism, such as the Analytical Projects ‘Hydra’, Travelers’, and Dolphin’, 
and support EU law enforcement authorities to tackle them mainly through analysing relevant 
information.45 Europol has underlined the value of those projects in combating terrorism.   

Europol’s counter-terrorism role lies notably within its information-related tasks, as it functions as a 
criminal information hub that collects, stores, processes, analyses and exchanges information, 
including criminal intelligence.46 To facilitate the exchange of information, Europol has established the 
Europol Information System (EIS) which is Europol’s central criminal information and intelligence 
database – used by Europol, Member States liaison officers and seconded national experts posted at 
Europol, and staff in law enforcement authorities in the Member States – including data concerning 
suspected and convicted persons, criminal structures, offences and means to commit offences. The 
system allows for cross-matching data by performing searches. Over the last years, information sharing 
on terrorism cases has significantly increased. For instance, according to the former EU Counter-
Terrorism Coordinator, by the end of 2017, more than half of the data objects in the EIS were linked to 
terrorism, compared to only 3,9% at the end of 2016, with a large amount of data – provided by both 
EU Member States and third parties (such as Interpol) – concerning particularly Foreign Terrorist 
Fighters (FTFs).47 Furthermore, in order to ensure secure exchange of data, Europol provides the so-
called SIENA platform (Secure Information Exchange Network Application). In this regard, the 
Europol Regulation introduced a simplified ‘privacy by design approach’ whereby the rules for 
information processing are related to the data, rather than the systems of databases used to store them. 
This new data processing concept has provided Europol with a wider degree of flexibility and increased 
information-related powers for Europol, thus improving its capabilities to cross-check and identify links 

                                                             
41 According to the Commission the operational support provided by Europol has increased from 127 cases in 2016 to 632 
cases in 2019 (Commission, ‘Communication on a Counter-Terrorism Agenda for the EU’ (n 34)). 
42 Commission, ‘Staff Working Document, Impact Assessment, accompanying the Regulation of the European Parliament and 
of the Council amending Regulation (EU) 2016/794, as regards Europol’s cooperation with private parties, the processing of 
personal data by Europol in support of criminal investigations, and Europol’s role on research and innovation’ COM(2020) 796 
final (Europol Impact Assessment) 6. In this regard, see also Gless, S., and Wahl, T., ‘A Comparison of the Evolution and Pace of 
Police and Judicial Cooperation in Criminal Matters: A Race between Europol and Eurojust’ in Chloé Brière and Anne 
Weyembergh (eds), The Needed Balances in EU Criminal Law: Past Present and Future (Hart Publishing 2018) 343. 
43 Article 6 Europol Regulation. The Commission proposal for the revision of the Europol Regulation has suggested extending 
the power of Europol to propose the initiation of a national investigation to non-border crimes affecting a common interest 
that is subject of EU policy. In their provisional agreement on the draft regulation the Council and the European Parliament 
have upheld this amendment (Article 6(1a) Draft Regulation). For the revision of the Europol Regulation, see more in Section 
2.1.1.2.  
44 Article 5 Europol Regulation.  
45 https://www.europol.europa.eu/operations-services-and-innovation/europol-analysis-projects.  
46 Article 4(1)(a) Europol Regulation. Furthermore, see Article 2(1) and (3) of Directive 2005/671/JHA on the exchange of 
information and cooperation concerning terrorist offences, which require Member States to transmit to Europol certain 
information concerning criminal investigations for terrorist offences which affect or may affect two or more Member States.  
47 Council, Document 6146/18 (6 April 2018). For the Foreign Terrorist Fighters, see more in Section 2.1.2.1. 
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between cases, and to analyse relevant data.48 However, a study conducted in 2021 on ‘Strengthening 
Europol’s mandate’ has pointed out that this new approach has cast significant concerns regarding the 
transparency of personal data processing and the purpose limitation principle paving the way for the 
creation of an overarching EU database of criminal data and criminal intelligence without dealing with 
the question as to how the purpose limitation principle will be safeguarded.49   

Despite the increase in the feeding of the Europol’s databases observed over the last years, national 
authorities still hesitate to share their data and therefore information held by Europol does not reveal 
the real extent of the threat.50 According to a 2017 study on ‘The European Union’s Policy on Counter-
Terrorism’, this reluctance can be attributed to inadequate knowledge of national authorities of their 
obligation to share with Europol certain information or to their willingness to avoid compromising 
ongoing operations.51 In addition to those factors, one could wonder whether the serious concern 
about the legality of Europol’s processing of large datasets raised currently by the EDPS has further 
weakened trust towards Europol thus intensifying the hesitancy of Member States to provide the 
agency with data.52 Against this background, Europol has repeatedly stressed the importance of 
information exchange at EU level in order to prevent, investigate and prosecute terrorism. To this end, 
it indicates that strengthening trust among Member States as well as towards Europol can play a crucial 
role to ‘convince’ Member States to provide Europol with more information. Apart from the exchange 
of information at EU level, the Commission has also underlined the need for increasing the flow of 
information shared by third countries, and in particular by the Western Balkans partners.53  

Likewise, the sharing of data by private parties is also limited although they may hold information 
relevant to Europol’s activities. Under the current regime of the Europol Regulation, the exchange of 
information with private parties, albeit possible, is subject to a very strict framework.54 Personal data 
from private persons and bodies may be processed only if they are received indirectly via competent 
intermediaries (ENU or a contact point or a competent authority of a third country), while in case where 
private parties share proactively personal data with Europol, the latter may process this data only to 
identify the responsible national unit, transfer it to that and then delete it.55 According to a study 
published in November 2021 and conducted by an external contractor, Europol receives only a 
minority of information that private parties transfer to the national law enforcement authorities, while 
proactive sharing of data by private parties to Europol is rarely used.56 Nevertheless, cooperation 
between Europol and private parties can prove essential in combating effectively terrorism, as over the 
last years and due to the advanced technology, terrorists very often abuse cross-border services 
provided by private parties, in order, for instance, to recruit followers, to plan attacks, and to 
disseminate propaganda inciting further attacks;57 private parties may thus keep crucial information 
                                                             
48 Vavoula, N., and Mitsilegas, V., ‘Strengthening Europol’s mandate. A legal assessment of the Commission’s proposal to 
amend the Europol Regulation’ (Study for the European Parliament, PE 694.200, May 2021) 18; Europol, ‘Europol Strategy 
2016-2020’ (2016), which may be found here <europol_strategy_2016-2020_0.pdf (europa.eu)> accessed 24 February 2022.  
49 Vavoula and Mitsilegas (n 48) 18. 
50 Council, Document 13083/1/20 (24 November 2020) which may be found here < 
https://data.consilium.europa.eu/doc/document/ST-13083-2020-REV-1/en/pdf> accessed 24 February 2022; Vavoula and 
Mitsilegas (n 48) 25.  
51 Wensink and al., ‘The European Union’s Policies on Counter-Terrorism (n 3) 115. 
52 For the processing of large datasets by Europol see more in Section 2.1.1.2. 
53 Commission, ‘Communication on a Counter-Terrorism Agenda for the EU’ (n 34) 18, 22. 
54 Vavoula and Mitsilegas (n 48) 23. 
55 Article 26 Europol Regulation.  
56 Milieu, ‘Study on the Practice of Direct Exchanges of Personal Data between Europol and Private Parties’ (September 2020), 
29-35, 44.  
57 Commission, ‘Europol Impact Assessment’ (n 42) 17; Commission, ‘Communication on a Counter-Terrorism Agenda for the 
EU’ (n 34) 16; See also at Europol site: Terrorist ‘how-to’ guides - focus of latest Europol Referral Action Day | Europol 
(europa.eu).  

https://www.europol.europa.eu/cms/sites/default/files/documents/europol_strategy_2016-2020_0.pdf
https://data.consilium.europa.eu/doc/document/ST-13083-2020-REV-1/en/pdf
https://www.europol.europa.eu/media-press/newsroom/news/terrorist-%e2%80%98how-to%e2%80%99-guides-focus-of-latest-europol-referral-action-day
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for criminal investigations against terrorism.58 Collecting information from private parties is also 
important to reach areas that law enforcement are struggling to access in fighting terrorism.  

In order to reduce the level and impact of Internet content promoting terrorism or violent extremism, 
Ministers of the JHA Council of the EU mandated Europol in 2015 to establish a dedicated unit – the EU 
Internal Referral Unit (EU IRU) – which operates under the ECTC.59 As will be seen later on, the EU IRU 
detects, flags and assesses terrorist content online as well as requests its deletion from the private 
internet company concerned, with the aim of restricting public access to terrorist propaganda, and 
facilitating the detection of perpetrators.60 Although, some progress has been made in this regard it 
seems that there is still need to step up the cooperation with private parties.  

Finally, Europol provides strategic assistance, by producing threat assessments,61  and general 
situations reports, such as the annual and public TE-SAT (Terrorism Situation and Trend Reports), which 
provides an overview of the terrorism phenomenon in the EU on a yearly basis and how this is dealt 
with by Member States, indicating among other things statistical data on conviction rate, information 
on the types of sentences imposed.62  
 
2.1.1.2. Towards a stronger mandate for Europol 

Considering the vital role of Europol in strengthening European law enforcement cooperation and in 
supporting the fight against terrorism, the Commission adopted, in December 2020, a proposal for 
the revision of the Europol Regulation, in order to strengthen Europol’s mandate. It aims mainly to 
reinforce the cooperation of Europol with private parties, enable Europol to analyse large and complex 
datasets, strengthen Europol’s potential for innovation and research and finally allow Europol to enter 
data into SIS. The Proposal is part of a broader package of measures presented by the Commission 
on 9 December 2020 to reinforce the Unions’ response to the threat posed by terrorism, hence it 
is clear that this intends to scale up the Europol’s role in the fight against terrorism.63 On 1 
February 2022, the European Parliament and the Council reached a provisional agreement on the draft 
regulation amending the Europol regulation (hereinafter: ‘Draft Regulation’).64 In addition to this 2020 
package, on 8 December 2021 the Commission adopted another one to strengthen police 

                                                             
58 Europol, ‘Europol’s main operational considerations in light of the Europol Regulation’ (2020) which can be found here 
<https://www.statewatch.org/media/1284/eu-europol-operational-considerations-legal-basis-edoc-1119771v3.pdf> 
accessed 24 February 2022. In a way confirming that, the Home Affairs Ministers of the EU in their October 2020 Declaration 
on ‘Ten points on the Future of Europol’, stressed the increasingly important role of private parties in fighting online and 
offline crime due to the fact that ‘they possess information without which effective law enforcement is often impossible’, 
underlining that ‘this is especially true for online-service providers in the case of investigations into…terrorism …’ (Council, 
‘Declaration of the Home Affairs Ministers’ (n 38)). 
59 Europol, ‘2020 EU IRU Transparency Report’ (2020) 5, which can be found here < 
https://www.europol.europa.eu/publications-events/publications/eu-iru-transparency-report-2020> accessed 24 February 
2022. In this regard, see more in Section 2.6.4.  
60 Ibid. The European Parliament has stressed the need to strengthen the capabilities of Europol’s EU IRU to face the 
dissemination of online terrorist content (European Parliament, ‘Resolution of 17 December 2020 on the EU Security Union 
Strategy (2020/2791(RSP)) para 6).  
61 It is worth noting that a Study on ‘The EU Policies on Counter-Terrorism’ published in 2017 criticizes these reports as being 
essentially compilations from state-provided data without making any effort to assess the threat posed by terrorism in them 
(Wensink, and al., ‘The European Union’s Policies on Counter-Terrorism’ (n 3) 69). 
62 Europol, ‘European Union Terrorism Situation and Trend report (‘TE-SAT report’)’ (2021), which can be found here < 
https://www.europol.europa.eu/cms/sites/default/files/documents/tesat_2021_0.pdf > accessed 24 February 2022.   
63 Van Ballegooij W., ‘Revision of the Europol Regulation’ (European Parliamentary Research Service, PE 654.214 2021) 3 which 
may be found here < https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/654214/EPRS_BRI(2021)654214_EN.pdf> 
accessed 24 February 2022. 
64 https://www.consilium.europa.eu/en/press/press-releases/2022/02/01/europol-provisional-agreement-between-council-
presidency-and-european-parliament/.  
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cooperation.65 As will be demonstrated in this section, these new developments will allow to enhance 
Europol’s capacity to support Member States’ efforts to combat terrorism, in particular by reinforcing 
Europol’s information-related tasks.  
 
 
Combatting abuses of online services by terrorists  

The Commission proposed amending Article 26 of the Europol regulation on ‘Exchanges of personal 
data with private parties’ with the aim to enhance the information exchange between Europol and 
private parties so that Europol is able to identify the Member States’ national units concerned by 
terrorist attack. In a nutshell, the amendment put forward by the Commission aims to enable Europol 
to: 1) receive data directly from private parties on a more regular basis, 2) transfer data to private parties 
(under certain conditions), and 3) ask Member States to request private parties to share further 
information. The said provision had been criticised as conferring on Europol a more proactive role and 
thus extending Europol’s mandate far beyond Article 88(1) TFEU which regards Europol as a supportive 
actor to Member States efforts to prevent and combat serious crime and terrorism with its tasks being 
hinged upon Member States’ willingness to cooperate.66 The provisional agreement on the draft 
regulation has generally speaking upheld the provision of the Commission proposal while inserting 
few amendments in particular with regards to data protection safeguards that both private parties and 
Europol should comply with when exchanging information.67 This version of the draft regulation has 
also reversed some wording in Article 26(5) in order to make it clear that the direct cooperation 
between Europol and private parties should still remain the exception.68 The question is however to 
know whether these changes in wording are not counterproductive to enhancing the direct exchanges 
of data between Europol and private parties as the phrasing of the draft regulation greatly resembles 
the wording of the current provision under the regime of which information sharing by private parties 
has been considered to be insufficient.  
 
In order to enable Europol to support Member States to prevent the dissemination of terrorist 
content via online platforms, the draft regulation expands the tasks conferred to Europol under 
Article 4 of Regulation 2016/794. In its current version, Article 4(1)(m) allows Europol to support 
Member States for the making of referrals of terrorist content to online service providers. This is 
extended in order to enable the agency to cooperate with Member States with regard to removal 
orders for terrorist content online issued by competent authorities in accordance with Regulation 
2021/784 (on addressing the dissemination of terrorist content online).69 In addition, it confers to 

                                                             
65 https://ec.europa.eu/commission/presscorner/detail/en/ip_21_6645.  
66 In this regard, see Vavoula and Mitsilegas (n 48); EDRi, ‘Recommendations on the revision of the Europol’s mandate’ (10 June 
2021) which may be found here <https://edri.org/wp-content/uploads/2021/06/Recommendations-on-the-revision-of-
Europols-mandate.pdf> accessed 24 February 2022; CCBE, ‘Position Paper on the Proposal for Regulation amending 
Regulation (EU) 2016/794, as regards Europol’s cooperation with private parties, the processing of personal data by Europol 
in support of criminal investigations, and Europol’s role on research and innovation’ (6 May 2021) which may be found here < 
https://www.ccbe.eu/fileadmin/speciality_distribution/public/documents/SURVEILLANCE/SVL_Position_papers/EN_SVL_20
210506_CCBE-position-paper-on-Europol-s-mandate.pdf> accessed 24 February 2022.  
67 For instance, it prohibits the systematic, massive or structural transmission of personal data to private parties or requires 
Europol when requesting data from private parties via Member States’ national units, to comply with the proportionality and 
necessity principles and reason its request.  
68 ‘Europol shall not transmit or transfer personal data to private parties, except where…’, while the Commission proposal 
read as follows: ‘Europol may transmit or transfer…’. 
69 Regulation (EU) 2021/784 of the European Parliament and the Council of 29 April 2021 on addressing the dissemination of 
terrorist content online [2021] OJ L 172/79.  
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Europol a new task to ‘support Member States’ actions in addressing online crisis situations’ involving 
a link to terrorism or violent extremism70 (Article 4(1)(u)).71 To this end, pursuant to Article 26a of the 
draft regulation, Europol will be allowed to exchange personal data with private parties. In this respect, 
the draft regulation is more in line with Article 88(1) TFEU than the Commission proposal. On the one 
hand, Article 4(1)(u) stresses that Europol may support Member States’ actions in addressing online 
crisis situations only upon their request, thereby removing all concerns raised by the Commission 
proposal about Europol receiving information even before the involvement of national competent 
authorities.72 On the other hand, Recital 30 clarifies that exchanges of data taking place in the context 
of ‘online crisis situation’ between Europol and private parties should only serve the removal of 
terrorist content thus delimiting clearly the remit of Europol’s role in this regard. Furthermore, the 
provisional text agreed between the Council and the European Parliament brings more clarity as it 
aligns Europol’s mandate to help Member States with removal orders with the prescriptions of the 
recently adopted Regulation on addressing the dissemination of terrorist content online,73 which 
already provided for Europol’s role to support Member States in its implementation.74 In addition, 
Article 2(r) of the draft Regulation defines ‘terrorist content’ by referring to Article 2(7) of the said 
Regulation (which in turn refers to Directive on combating terrorism75) thus ensuring better 
consistency with the existing legislative texts at EU level.  
 
The aforementioned amendments may have a significant impact on terrorism policy. 
Strengthening the mandate of Europol in the context of Article 26 of the Europol Regulation will help 
Europol cooperate more effectively with private parties in situations where the latter hold relevant 
information but have difficulties in identifying the Member States concerned by the relevant criminal 
activity, including terrorism. In those cases, private parties can share the relevant information with 
Europol, which will then identify and inform the Member States concerned, and thus the latter would 
access information that could be useful for the investigation, prosecution, adjudication or sentencing 
of inter alia terrorist offences.76 On the other hand, article 26a will enhance the capacity of Europol to 

                                                             
70 Instead, the Commission proposal had suggested a different wording that enabled Europol to support Member States with 
‘the taking down of terrorist content online’.  
71 Article 2(1)(t) defines the ‘online crisis situation’ as ‘the dissemination of online content stemming from an ongoing or recent 
real world event which depicts harm to life or to physical integrity or calls for imminent harm to life or to physical integrity 
and aims to, or has the effect of seriously intimidating a population, where there is a link or a reasonable suspicion of a link to 
terrorism or violent extremism and where there is an anticipated potential of exponential multiplication and virality across 
multiple online services’. 
72 Article 4(1)(u) of the Commission proposal conferred to Europol the task to ‘support Member States’ actions in preventing 
the dissemination of online content related to terrorism or violent extremism in crisis situations’, and Article 26a enabled the 
Agency to exchange personal data with private parties in order to prevent the dissemination of online content related to 
terrorism or violent extremism in such situations. 
73 See, for instance, Recital 35 of the draft regulation which stresses that ‘Nothing in this Regulation should be understood as 
precluding the Member States from using removal orders as laid down in Regulation (EU) 2021/784 on addressing the 
dissemination of terrorist content online as an instrument to address terrorist content online’.  
74 In this regard, see Article 14 of Regulation 2021/784 laying down rules on ‘Cooperation between hosting service providers, 
competent authorities and Europol’ and Recital 36 which provides that ‘in implementing the provisions of this Regulation, 
Europol could provide support in line with its current mandate and existing legal framework’. 
75 Directive (EU) 2017/541 of the European Parliament and of the Council of 15 March 2017 on combating terrorism and 
replacing Council Framework Decision 2002/475/JHA and amending Council Decision 2005/671/JHA [2017] OJ L 88/6. 
76 Commission, ‘Europol Impact Assessment (n 42) 45ff. In addition, according to the Commission, the reinforcement of the 
Europol’s mandate would help Europol get information from private parties that could facilitate the proof of terrorist intent 
(Commission, ‘Report to the European Parliament and the Council based on Article 29(1) of Directive (EU) 2017/541 of the 
European Parliament and of the Council of 15 March 2017 on combating terrorism and replacing Council Framework Decision 
2002/475/JHA and amending Council Decision 2005/671/JHA, COM(2021) 701 final, 7).  
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prevent specifically the dissemination of terrorism-related content in the specific cases provided for 
therein by exchanging information with private parties.  
 
Notwithstanding the general agreement among the European Institutions77 and Agencies78 as regards 
the added value of enhancing Europol’s mandate in exchanging information, and in particular with 
regard to private parties, several studies point out that this may be premature79 overlooking 
concerns related in particular to human rights protection and admissibility of evidence.80 Indeed, 
enabling private parties to share data with Europol – on their own initiative or after being informed by 
Europol that the information provided by them is not sufficient to enable Europol to perform its tasks 
– without the intervention of national authorities risks circumventing important safeguards, in 
particular prior judicial authorisation and scrutiny of compliance with fundamental rights.81 This could 
have the further result of evidence collected through information shared by private parties being 
declared inadmissible by the courts later – as this would not have been acquired in the respect of 
procedural rules – thus negating the rationale behind the amendment at hand, that is the 
strengthening of counter-terrorism through the use of crucial information kept by private parties.82   
 
Nevertheless, the draft regulation has fleshed out the relevant provisions with stricter safeguards which 
could serve, to some extent, as counterbalancing factors to compensate the risks resulting from the 
enhanced direct cooperation between Europol and private parties, such as the prohibition of 
systematic, massive, or structural transmission of personal data to Europol by private parties or the 
requirement of Europol to comply with proportionality and necessity principles when requesting 
information from private parties. More importantly, Article 1(12)(f) inserts a new provision that requires 
Europol to draw up an annual report to the Management Board on the personal data exchanged with 
private parties pursuant to both Articles 26 and 26a of the draft regulation, which then should be sent 
to the European Parliament, the Council, the Commission and national parliaments.83 The latter 
provision could contribute to stepping up accountability of Europol and therefore strengthen trust 
between Member States and Europol the lack of which has been argued to be one of the main reasons 
that prevents Member States from sharing information with Europol.  
 
Channel for the exchange of information  

Additionally, the draft regulation, adopting the provision put forward by the Commission proposal, 
introduces the possibility for Europol to serve as a technical channel for the exchange of 
                                                             
77 Commission, ‘Communication on a Counter-Terrorism Agenda for the EU’ (n 34) 16; European Parliament, ‘Resolution on 
findings and recommendations of the Special Committee on Terrorism (n 38) para 161; Council Document 14745/19 (2 
December 2019).  
78 Europol, ‘Europol’s main operational considerations in light of the Europol Regulation’ (n 58).  
79 Some researchers have pointed out that the Commission Proposal was not preceded by a proper evaluation in line with the 
Better Regulation Guidelines as prescribed by Article 68 of the Europol Regulation – which could assess the effectiveness and 
efficiency of Europol and of its working practices. It is also stressed that the study on the evaluation of the practice of direct 
exchanges of personal data with private parties conducted by an external contractor at the request of the Commission suffers 
from several deficiencies, insofar as it does not address the need for independent judicial control, nor does it properly reflect 
the positions of national data protection authorities (DPAs) and private parties. In this regard, see Vavoula and Mitsilegas (n 
48); Van Ballegooij, ‘Revision of the Europol Regulation’ (n 63). 
80 Vavoula and Mitsilegas (n 48); EDRi, ‘Recommendations’ (n 66); CCBE, ‘Position Paper on the Proposal for Regulation 
amending Regulation (EU) 2016/794 (n 66). 
81 In this regard, see Recital 30 of the draft Regulation which reads as follows: ‘This would enable private parties which have 
shared information with Europol to decide whether it is in their interest to share additional information with Europol and 
whether they can lawfully do so’ (emphasis added).  
82 EDRi, ‘Recommendations’ (n 66) 12. 
83 See also Article 51(3) draft regulation.  
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information between Member States and private parties covering both crimes falling within and 
outside the scope of the objectives of Europol.84 In the former case, Member States may also grant 
Europol access to the data exchanged with private parties. This provision is coherent with the proposal 
for a Directive on information exchange between law enforcement authorities of Member States,85 
which – if adopted – will require Member States to put in place a single point of contact so that Member 
States’ police officers are able to exchange with each other information for the purpose of preventing, 
detecting or investigating criminal offences, including terrorism. In accordance with the said proposal, 
Member States’ national authorities when exchanging information, should use SIENA (mandatory use) 
and inform Europol of their exchanges. As a result, both texts will contribute to turning Europol to a 
real channel for information exchange so that Europol can be involved in terrorism cases as soon as 
possible and effectively support Member States to fight terrorism. Furthermore, the mandatory use of 
SIENA by national authorities is expected to alleviate the problems arising from the use of different 
channels of communication, such as the duplication of requests, information losses etc, and therefore 
streamline the exchange of information between Member States in terrorist cases.86  

 
Processing of large datasets  

Europol has repeatedly stressed the importance of analysing mass data in order to effectively support 
Member States in counter-terrorism investigations. In the context of the November 2015 Paris attacks 
and the March 2016 Brussels attacks, Europol’s processing of large and complex data considerably 
helped the French and Belgian authorities in the investigations as it resulted in 799 intelligence leads.87 
Notwithstanding the obvious added value of Europol’s ability to process high volumes of data, the 
EDPS has recently questioned its lawfulness resulting in the admonishment of Europol due to the 
processing of big data in October 2020,88 while on 3 January 2022, the EDPS proceeded by ordering 
Europol to delete data concerning individuals with no established link to a criminal activity.89 In light 
of the foregoing, in its proposal the Commission put forward a legal ground so that Europol can process 
large and complex datasets, which has been approved by the Council and the European Parliament in 
their provisional agreement. To that end, Europol would be enabled, on the one hand, to carry out a 
pre-analysis of personal data received for the sole purpose of determining whether such data falls into 
the categories of data subjects;90 and on the other hand, to process data outside the list of categories 
of personal data in Annex II of the Europol Regulation in support of a specific criminal investigation 
provided that certain conditions are fulfilled.91 This reform is likely to enhance Europol’s capacity to 
provide effective operational support to Member States in counter-terrorism investigations. However, 
considering that the amendment at hand would also entail a significant limitation of the rights to 
respect private life and protection of personal data, this should be accompanied by sufficient 

                                                             
84 Article 26(6b) draft Regulation.  
85 Commission, ‘Proposal for a Directive of the European Parliament and of the Council on information exchange between law 
enforcement authorities of Member States, replacing Council Framework Decision 2006/960/JHA’ COM(2021)782 final.  
86 Ibid 5. 
87 https://ec.europa.eu/home-affairs/system/files/2020-12/20201209_reinforced-europol-mandate_en.pdf accessed 24 
February 2022. 
88 EDPS, ‘EDPS Decision of 17 September 2020 relating to the EDPS own initiative inquiry on Europol’s big data challenge’ (18 
September 2020) which may be found here <EDPS Decision on the own initiative inquiry on Europol’s big data challenge | 
European Data Protection Supervisor (europa.eu)> accessed 24 February 2022.  
89 EDPS, ‘EDPS Decision on the retention by Europol of datasets lacking Data Subject Categorisation’ (21 December 2021). In 
this regards, see, also  https://www.theguardian.com/world/2022/jan/10/a-data-black-hole-europol-ordered-to-delete-vast-
store-of-personal-data?CMP=Share_iOSApp_Other accessed 24 February 2022.  
90 Article 18(5a) of the Commission Proposal.  
91 Article 18a of the Commission Proposal. 
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safeguards.92 In its ‘remarks at the LIBE Committee on Europol’ released on 1 February 2022, the EDPS 
expressed serious concerns regarding the relevant provisions – even after the amendments put 
forward by the Council and the European Parliament – underlining that Article 18a would allow the 
processing of large datasets to a very broad extent and therefore would risk making this ‘exceptional’ 
derogation the rule for Europol.93 The EDPS stressed also the risks arising from the retroactive 
application of the proposed provisions94 that would allow Europol to retain and process data received 
before the entry into of force of the forthcoming regulation. It is argued that the amendment to the 
Europol Regulation that has now been provisionally agreed would completely cancel the effect of the 
recent EDPS’ decision ordering the deletion of such data and hence legalise breaches already 
sanctioned by the EDPS, undermining its statutory role.95 
 
Foreign Terrorist Fighters (FTFs)  

Foreign Terrorist Fighters (FTFs) have been a key priority of the new EU Counter Terrorism Policy.96 To 
this end, the exchange of information at EU level is essential. Though it is true that Europol receives 
crucial information on suspects from third countries and international organisations, it is not able to 
enter this information in the Schengen Information System (SIS) insofar as it has ‘read only’ access to 
the system.97 Against this backdrop, the Commission proposal on the revision of the Europol 
Regulation together with an amendment to the Regulation on the establishment, operation and use of 
SIS98 would have enabled Europol to create dedicated alerts in SIS, in consultation with Member States, 
so that this information becomes accessible directly and in real time to frontline officers in Member 
States.99 However, this reform has raised significant concerns as regards inter alia fundamental rights 
of individuals, possible conflicts with national law and with the nature of Europol, thus resulting in 
several Member States being reluctant to confer on Europol the power to enter alerts into SIS.100 In light 
of the foregoing, the draft regulation provisionally agreed between the Council Presidency and the 
European Parliament has amended the Commission Proposal limiting Europol’s power to simply 
propose the possible entry by the Member States of information alerts in the SIS. 

                                                             
92 In this respect, see Vavoula and Mitsilegas (n 48) 36ff.  
93 EDPS, ‘Remarks at the LIBE Committee on Europol’ (1 February 2022).  
94 Articles 74a and 74b draft Regulation. The provisions at hand were proposed by the French Presidency of the Council and 
accepted provisionally by the European Parliament. In this regard, see https://edri.org/our-work/secret-negotiations-about-
europol-the-big-rule-of-law-scandal/ accessed 24 February 2022.  
95 https://euobserver.com/democracy/154382. On 26 January 2022, 23 civil society organisations addressed a latter to the 
Council and the European Parliament representatives urging the co-legislator to change plans regarding the reform of the 
Europol regulation, which may be found here <https://edri.org/wp-content/uploads/2022/02/Letter-to-Policymakers-on-
Europol.pdf> accessed 24 February 2022.  
96 For FTFs, see more in Section 2.1.2.1 of this Study. 
97 Commission, ‘Communication on a Counter-Terrorism Agenda for the EU’ (n 34) 13. The Commission has pointed out that 
it is crucial for the fight against terrorism that third-country information on foreign terrorist fighters shared by trusted 
countries is entered into SIS, and that approximately 1.000 non-EU foreign terrorist fighters provided by trusted third countries 
to Europol and individual Member States have not been inserted into SIS (Commission, ‘Proposal for a Regulation of the 
European Parliament and of the Council amending Regulation (EU) 2018/1862 on the establishment, operation and use of the 
Schengen Information System (SIS) in the field of police cooperation and judicial cooperation in criminal matters as regards 
the entry of alerts by Europol’ COM/2020/791 final (SIS Proposal), 1). 
98 Commission, ‘SIS Proposal’ (n 97). 
99 The proposed Article 4(1)(r) of the Commission Proposal for the revision of the Europol Regulation introduced a new task 
whereby Europol would be enabled to enter data into SIS, while the SIS proposal describes the establishment of this new alert 
category.  
100 Namely France, Greece, Malta, Netherlands, Belgium and Germany (Vavoula and Mitsilegas (n 48) 48). See also the 
recommendations drawn by the European Digital Rights (EDRi) Network, which objected to allowing Europol to enter alerts 
in the SIS (EDRi, ‘Recommendations (n 66) 32ff). 

https://edri.org/our-work/secret-negotiations-about-europol-the-big-rule-of-law-scandal/
https://edri.org/our-work/secret-negotiations-about-europol-the-big-rule-of-law-scandal/
https://euobserver.com/democracy/154382
https://edri.org/wp-content/uploads/2022/02/Letter-to-Policymakers-on-Europol.pdf
https://edri.org/wp-content/uploads/2022/02/Letter-to-Policymakers-on-Europol.pdf


Counterterrorism policies, measures and tools in the EU  
 

PE 730.581 29 

In addition, in the framework of the legislative package proposed by the Commission to boost police 
cooperation on 8 December 2021, the Commission put forward a proposal for a Regulation on 
automated data exchange for police cooperation (Prüm II), which – if adopted – will inter alia enable, 
on the one hand, Member States to have access to biometric data stored at Europol and on the other 
hand, Europol to search Member States’ databases under the Prüm framework. Considering the large 
amount of data related to suspected and convicted terrorists from third countries stored at Europol, 
this reform, if accepted by the Council and European Parliament, is expected to step up the EU’s efforts 
to face the threat posed by foreign terrorist fighters.     
 
Innovation and research  

Modern technology can play a crucial role in committing terrorism as by exploiting advanced 
technologies terrorists can, for instance, mask their identity, hide the content of their communications, 
or secretly transfer illicit goods and resources.101 Therefore, in the 2020 CT Agenda, the Commission 
concluded that ‘we need to? better anticipate how technologies impact the terrorist threat in order to 
equip law enforcement authorities with the right tools’ to reinforce early detection of terrorism.102 
Furthermore, recent developments in Artificial intelligence (AI) are expected to have a significant 
impact on the capacity of law enforcement authorities to respond to terrorist threats. Member States 
and Europol are already developing innovative solutions based on AI technology for example to 
identify terrorist content online and stop its dissemination, to prevent the creation of new terrorists’ 
accounts on social media, and detect symbols. In this context, following the Commission proposal, the 
draft regulation strengthens Europol’s role in research and innovation in order to assist the Commission 
and Member States in identifying, developing and using new technologies for law enforcement 
purposes.103  
 

2.1.2. Eurojust 
2.1.2.1. Role of Eurojust 

Combating terrorism has been within the scope of Eurojust’s mandate since its establishment104 and 
still remains one of its key priorities.105 In this respect, Eurojust assists national authorities by 
coordinating investigations and prosecutions, and facilitating judicial cooperation in all kinds of 
terrorism cases at all stages of judicial proceedings (before, during and after trial). In 2019, Eurojust 
assisted 222 counter-terrorism investigations, increasing from the 191 cases in 2018.106 The cases 
amounted to 217 in 2020 and increased to 221 in 2021.107  

As will be seen in the following developments, the assistance provided by Eurojust takes various forms. 
It involves operational support including the preparation of judicial cooperation requests and the 

                                                             
101 Commission, ‘Communication on a Counter-Terrorism Agenda for the EU’ (n 34) 3-4.  
102 Ibid.  
103 Vavoula and Mitsilegas (n 48) 39.  
104 Eurojust was established in 2002 based on Council Decision 2002/187/JHA. In the light of the entry into force of the Lisbon 
Treaty, and Article 85 TFEU – which provides for Eurojust to be governed by a Regulation – Council Decision 2002/187 was 
replaced by Regulation 2018/1727 (Regulation (EU) 2018/1727 of the European Parliament and of the Council of 14 November 
2018 on the European Union Agency for Criminal Justice Cooperation (Eurojust), and replacing and repealing Council Decision 
2002/187/JHA [2018] OJ L 295/138). 
105 S Gless and T Wahl, (n 42) 345. 
106 Eurojust, ‘Report on Counter-Terrorism 2019’ (2020), 6.  
107 Eurojust, ‘Annual Report 2021’ (2022), 56. 
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setting up/operation of JITs, coordination of parallel and related investigations and prosecutions, 
information-related assistance, and strategic assistance.  

More specifically, Eurojust supports national authorities in the preparation of judicial cooperation 
requests, such as European Investigation Orders (EIO), European Arrest Warrants (EAW), Mutual Legal 
Assistance requests (MLA) between Member States and third partners, facilitating the drafting, 
issuance and transmission, execution and possible follow-up of their requests. Eurojust’s assistance can 
be proven crucial especially in urgent cases or when investigative measures should be executed 
simultaneously or in coordination with measures planned in the issuing Member State or when EAWs 
have to be executed simultaneously in several EU Member States, as part of a coordinated action 
against a terrorist group active in the territory of those EU Member States.108  

Eurojust helps also in setting up JITs, which have been considered as an extremely efficient judicial 
cooperation tool in counter-terrorism cases due to the transnational dimensions of terrorist offences.109 
In 2021, Eurojust supported nine joint investigations teams in counter terrorism cases four of which 
were set up in 2021 and five of which were extended from previous years.110 Some of the JITs involved 
EU Member States only, while others involved third countries as well.111 According to magistrates 
involved, the JITs have proved particularly useful in the context of the investigations related to the Paris 
and Brussels attacks.  

Furthermore, Eurojust contributes to coordinating parallel or linked investigations and 
prosecutions of terrorist crimes so that Member States avoid conflicts of jurisdiction and infringement 
of the ne bis in idem principle. To this end, Eurojust organises coordination meetings involving the 
judicial authorities concerned, so that they can share information on the progress of their 
investigations, consider prosecution strategies and agree on a coordinated approach to achieve better 
operational results. In 2019, Eurojust organised 24 coordination meetings for counter-terrorism cases 
with the participation of EU Member States and in some cases, third countries,112 while in 2021 these 
amounted to 9.113  

According to the 2019 Eurojust Report on Counter-Terrorism, around a quarter of the counter-terrorism 
investigations assisted by Eurojust involved third countries.114 Cooperation with third countries is 
instrumental in combating terrorism. Before the entry into force of the Eurojust Regulation, Eurojust 
had concluded 12 international agreements with third countries that lay down inter alia provisions on 
information exchange, including evidence and personal data, and the transmission and execution of 
MLA requests. Based on these agreements, liaison prosecutors from 10 third countries have been 
seconded at Eurojust and work side by side with their colleagues from the EU Member States and 
provide support in transitional investigations.115 In its resolution of 12 December 2018, the European 
Parliament called upon Eurojust to keep expanding its network of contact points in third countries and 

                                                             
108 Eurojust, ‘Report on Counter-Terrorism 2019’ (n 106) 9. 
109 Ibid 15. See also C. Adreeva, ‘The EU’s counter-terrorism policy after 2015-“Europe wasn’t ready”-“but it has proven that it’s 
adaptable”’, (2020) 20(3) ERA Forum 356.  
110 Eurojust, ‘Annual Report 2021’ (n 107) 56. 
111 Eurojust, ‘Report on Counter-Terrorism 2019’ (n 106) 14.  
112 Ibid 12. 
113 Eurojust, ‘Annual Report 2021’ (n 107) 56. 
114 Ibid 19. Regarding the assistance provided by Eurojust in terrorist cases involving third countries, see also Eurojust, 
‘Casework on Counter-Terrorism: Insights 2020-2021’ (2021), 18-20. 
115 B Škrlec, ‘Eurojust and External Dimension of EU Judicial Cooperation’ (2019) 3 Eucrim 189.  
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encouraged the secondment to Eurojust of more liaison prosecutors, especially from the Western 
Balkans.116  

Notwithstanding providing for a legal basis for the cooperation with third countries,117 the Eurojust 
Regulation does not explicitly mention the liaison prosecutors seconded to Eurojust by third 
countries,118 and more importantly, it does not grant the third country liaison prosecutors  access to 
the Case Management System (CMS),119 that is, the Eurojust information processing system which is 
intended to help identifying links between terrorism and other cases.120 However, as the Commission 
notes, ‘if third country liaison prosecutors are unable to exchange data through the CMS under certain 
conditions, this also directly affects the easy and secure exchange of data of the Member States with 
the third countries’.121

  

Against this backdrop, the Commission adopted a Proposal for the revision of the Eurojust Regulation 
on 1st December 2021 which inter alia provided explicit rules on the cooperation with third countries 
liaison prosecutors posted to Eurojust, including a legal basis for their access to the Eurojust CMS .122 
Access of third country liaison prosecutors to the CMS system should of course be accompanied by 
adequate safeguards and security measures in order to ensure that personal data and fundamental 
rights are not circumvented considering that the presumption of compliance with fundamental rights 
does not automatically apply to third countries.123  

                                                             
116 European Parliament, ‘Resolution on findings and recommendations of the Special Committee on Terrorism’ (n 38) para 
119. In March 2021, the Council mandated the Commission to open negotiations with thirteen further third countries to 
conclude international agreements on cooperation between Eurojust and the competent authorities for judicial cooperation 
in criminal matters of those third States (https://data.consilium.europa.eu/doc/document/ST-7072-2021-INIT/en/pdf) 
117 Articles 52ff Eurojust Regulation.  
118 On the contrary, Eurojust Regulation includes a provision on liaison magistrates posted to third countries (Article 53 
Eurojust Regulation).   
119 While it is true that the Eurojust Framework Decision had not regulated the access of third country liaison prosecutors to 
the CMS either, nonetheless, the Eurojust College Decision 2017-24 of 20 June 2017 (which had been adopted to implement 
the rights and obligations of liaison prosecutors laid down in the international agreements) provided for their limited access 
to their CMS (Commission, ‘Staff Working Document - Analytical supporting document accompanying the Proposal for a 
Regulation of the European Parliament and of the Council amending Regulation (EU) 2018/1727 and Council Decision 
2005/671/JHA, as regards the digital information exchange in terrorism cases’ COM(2021) 757 final (Eurojust Analytical 
Supporting Document), 10).  
120 The Case Management System is the Eurojust’s information processing system, which is composed of temporary files and 
an index. For each case handled by Eurojust, the national member concerned opens a temporary work file where data is saved. 
The access to this file is determined by the national members concerned which can decide whether to keep the file restricted 
or give access to it or to parts of it to other national members.  On the contrary, the index contains limited information related 
to a temporary work file, which are determined by the national member concerned (within the limits set by the Eurojust 
Regulation) and are accessible. According to the Commission, the CMS is outdated and cannot support the innovative 
functions of the Counter Terrorism Register (CTR) as it will be demonstrated in Section 3.7.1.2.  
121 Ibid 18.  
122 Article 54a of the Commission Proposal (Commission, ‘Proposal for a Regulation of the European Parliament and of the 
Council amending Regulation (EU) 2018/1727 of the European Parliament and the Council and Council Decision 
2005/671/JHA, as regards the digital information exchange in terrorism cases’ COM(2021) 757 final (‘Eurojust Proposal’)). 
123 In this regard, Eurojust Regulation along with Directive 2016/680 (Directive (EU) 2016/680 of the European Parliament and 
of the Council of 27 April 2017 on the protection of natural persons with regard to the processing of personal data by 
competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the 
execution of criminal penalties, and on the free movement of such data, and repealing Council Framework Decision 
2008/977/JHA [2016] OJ L 119/89) establish the conditions to be respected for transferring data to third countries. The 
explanatory memorandum of the Commission proposal for the revision of the Eurojust Regulation clarifies that the transfer of 
data to liaison prosecutors should be conducted in line with the relevant provisions laid down therein (Commission, ‘Eurojust 
Proposal’ (n 122) 10). 
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Over the past few years, combating foreign terrorist fighters (FTFs) and returnees from conflict zones 
has been a major focus of the EU.124 In the 2020 Counter Terrorism Agenda, the European Commission 
encompassed countering FTFs among its priorities stressing that it will support Member States  in 
increasing efforts towards ensuring the prosecution of FTFs.125 Meeting the requirements of the burden 
of proof is proving to be a particularly important challenge for national judges and prosecution 
authorities, particularly where the evidence concerning FTFs is located in conflict zones. At the same 
time, the number of cases in which investigations on terrorism offences were launched together with 
investigations on core international crimes (such as war crimes, genocide and crimes against humanity) 
has risen.126 Eurojust has coordinated many investigations and prosecutions against FTFs (especially 
those against jihadi-motivated FTFs), and, since 2013, it has held regular meetings to discuss the 
Member States’ criminal justice response to FTFs returning to Europe, in order to help judicial 
authorities to define a more effective response.127 In this regard, a key element to bringing FTFs to trial 
is the gathering of battlefield evidence, such as pictures depicting crimes committed against civilians 
and fingerprints on explosive devices.128 However, this evidence gives rise to several challenges, 
including inter alia its gathering given the ongoing conflict and its admissibility in criminal proceedings 
due to its dubious/untrusted origin.129 Among the problems identified by Eurojust in this regard are 
the transformation of information into evidence in a timely manner guaranteeing its admissibility, the 
admissibility of witness or defendants statements – contrary to information consisted of seized or 
found materials, such as documents, telephones, where no important admissibility challenges are 
raised – the witnesses’ protection, the (over-) classification of information coming from conflict zones, 
for instance as information related to secret military operations thus triggering thus the application of 
strict secrecy rules.130   

In order to support Member States in facing the challenges arising from battlefield evidence, Eurojust’s 
role is to enhance the coordination of EU Member States – along with Europol – when investigating 
such crimes and in particular facilitating the access of national authorities to this evidence gathered by 
other actors (e.g. military forces, NGOs, United Nations entities or private parties). Furthermore, in 2017 
Eurojust in close co-operation with the national correspondents for Eurojust on terrorism matters, 
started mapping best practices and challenges in the collection and use of battlefield evidence in 
criminal proceedings against FTFs and other persons suspected of terrorism offences and/or war crimes 
during armed conflicts, in order to provide more guidance to national authorities of Member States 
and to suggest ways to overcome the challenges identified.131 In 2019, Eurojust also started working 
with the U.S authorities (U.S Government Battlefield Information Project) in order to ensure the 
integration of battlefield information in court proceedings.132  

Eurojust also provides strategic assistance. It shares the experiences it gains in supporting national 
authorities in counter-terrorism cases, as well as the findings of its analyses, with practitioners and 

                                                             
124 Eurojust, ‘Memorandum on Battlefield Evidence’ (2020), 4. 
125 Commission, ‘Communication on a Counter-Terrorism Agenda for the EU’ (n 34). 
126 Eurojust, ‘Casework on Counter-Terrorism: Insights 2020-2021’ (n 114), 9.   
127 Ibid.   
128 Commission, ‘Communication on a Counter-Terrorism Agenda for the EU’ (n 34) 20.  
129 Eurojust, ‘Casework on Counter-Terrorism: Insights 2020-2021’ (n 114) 10. In this regard, see also United Nations, ‘Position 
of the United Nations Special Rapporteur on the promotion and protection of human rights and fundamental freedoms while 
countering terrorism on the use of “battlefield” or military produced evidence in the context of investigations or trials 
involving terrorism offences’ (2021).  
130 Eurojust, ‘Memorandum on Battlefield Evidence’ (n 124) 18. 
131 In this regard, see for instance the 2020 Eurojust Memorandum on Battlefield Evidence, which may be found here 
<https://www.eurojust.europa.eu/sites/default/files/assets/2020_09_14_eurojust_memorandum_on_battlefield_evidence.
pdf> accessed 24 February 2022.  
132 Eurojust, ‘Memorandum on Battlefield Evidence’ (n 124) 21.  
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lawmakers at the EU and national levels. For instance, it organises workshops (e.g. on Violent Right-
wing Extremism and Terrorism133) and produces reports (e.g. 2019 Eurojust Report on Counter-
Terrorism,134 Eurojust Casework on Counter-terrorism: Insights 2020-2021135, 2020 Eurojust 
Memorandum on Battlefield Evidence), as well as contributes to the elaboration of reports issued by 
others (e.g. European Union Terrorism Situation and Trend report 2021 – TESAT produced by 
Europol136). Moreover, in cooperation with the EJTN, Eurojust provides training programmes to allow 
national judges and prosecutors to better understand their respective tasks, functioning and activities, 
as well as to develop a European culture, which have been identified by some practitioners at national 
level (notably judges) as being of utmost importance. Last, Eurojust monitors the terrorism-related 
jurisprudence in Member States and reports on it in its Terrorism Conviction Monitor (TCM) 
providing thus a regular overview of terrorism-related judgments across the European Union and 
useful information including on penalties and sentenced regime applied in terrorism cases.137 
Notwithstanding its value, the report has stopped being published over the last years. One could argue 
that this is due to the lack of information transmitted to Eurojust by the Member States considering 
that the TCM relies to a large extent on open sources information and on information provided by the 
Member States by virtue of Council Decision 2005/671/JHA.138  

Eurojust communicates also with the Member States through the national correspondents for 
Eurojust for terrorism matters, which is a part of the Eurojust National Coordination System (ENCS) 
and is active since 2005.139 It organises once a year a meeting with all correspondents for terrorism with 
the aim to exchange best practices, and trends of terrorist threats. Sharing experiences raises 
awareness about the difficulties confronting judicial authorities and contributes to developing a 
coherent approach towards the criminalisation of terrorism-related crimes and to avoid prosecution 
gaps throughout the European Union.140 

Last, the European Commission stressed in the 2020 CT Agenda the need to support victims of 
terrorism while several gaps have been identified as regards the transposition of provisions applicable 
to victims contained in Directive (EU) 2017/541 on combating terrorism141. In this regard, Eurojust 
contributes to ensuring that foreign victims do enjoy their right to effective access to justice.142 Judicial 
cooperation supported by Eurojust is also used to avoid secondary and repeat victimisation in case 
where multiple jurisdictions are involved in the same case.143  
 

                                                             
133https://www.eurojust.europa.eu/publication/eurojust-expert-workshops-violent-right-wing-extremism-and-terrorism.  
134 https://www.eurojust.europa.eu/sites/default/files/2020-12/2020-12-Eurojust_Counterterrorism_report_2019.pdf.  
135 https://www.eurojust.europa.eu/publication/eurojust-casework-counter-terrorism-insights-2020-2021.  
136 https://www.europol.europa.eu/cms/sites/default/files/documents/tesat_2021_0.pdf.  
137 Eurojust, ‘Terrorism Convictions Monitor’ (2018) 32, 10/L/2018, which can be found here 
<https://www.eurojust.europa.eu/sites/default/files/Publications/Reports/2018-12_TCM-32_EN.pdf> accessed 24 February 
2022.  Issue 32 of the TCM covers the period May-August 2018 and includes an overview of the concluded court proceedings 
in the reporting period, a selection of upcoming and ongoing trials and an update on relevant legal developments.  
138 In its 2018 Resolution, the European Parliament calls on the Member States to transmit to Eurojust all relevant information 
on prosecution and conviction for terrorist offences which affect or may affect two or more Member States so that Eurojust 
can report regularly in its Terrorism Conviction Monitors (European Parliament, ‘Resolution on findings and recommendations 
of the Special Committee on Terrorism’ (n 38) para 34). In this regard, see also the Commission Proposal for the revision of the 
Eurojust Regulation which seeks to strengthen the obligation of Member States to provide information about terrorism cases 
to Eurojust. See more in Section 2.1.1.2. 
139 Eurojust, ‘Eurojust News’ (2017) 15, 8.  
140 https://www.eurojust.europa.eu/crime-types-and-cases/crime-types/terrorism.  
141 See in Section 2.2. of this Study, developments regarding EU Directive 2017/541.  
142 Eurojust, ‘Report on Counter-Terrorism 2019’ (n 106) 18-19. 
143 Eurojust, ‘Casework on Counter-Terrorism: Insights 2020-2021’ (n 114), 15.  
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2.1.2.2. Towards an enhanced framework for information exchange 

As previously underlined, the exchange of information has been identified as being of utmost 
importance to combatting terrorism effectively. In this regard, Eurojust’s role is crucial. More 
specifically, pursuant to the Eurojust Regulation, Member States should exchange with Eurojust all 
information on terrorism cases necessary for the performance of its tasks as described above.144 Apart 
from the exchange of operational data related to ongoing cases of judicial cooperation supported by 
Eurojust, Council Decision 2005/671/JHA requires the Member States to take the necessary measures 
to ensure that relevant information concerning prosecutions and convictions for terrorist offences 
which affect or may affect two or more Member States is transmitted to Eurojust.145 However, the lack 
of clarity of this Council Decision has led to different interpretations by the Member States. As a result, 
differences continued to exist between the Member States in relation to the amount, type and scope 
of the information shared, which resulted in fragmentation of the information available.146  

Against this background, in 2019 Eurojust set up the European Judicial Counter-Terrorism Register in 
partnership with the EU Member States on the basis of Council Decision 2005/671/JHA.147 The CTR is a 
unique operational tool at EU level collecting information on judicial proceedings against suspects and 
convicted persons of terrorist offences. The Member States should provide information on ongoing 
and concluded judicial proceedings so that Eurojust can coordinate more effectively the relevant cases 
and identify links between proceedings that are not known to the national authorities.148 The main 
principles of its implementation and functioning (e.g. minimum set of data to be transmitted, time of 
transmission etc.) were presented by Eurojust at the annual Eurojust meeting on CT on 19-20 June 
2019, during which the national experts agreed on practical steps for the implementation of the CTR. 
To facilitate the exchange of information in a structured manner, Eurojust formed a special template 
which has been translated into all official EU languages. Since the CTR was launched, Member States 
have shared more information with Eurojust and in a more uniform way; while it has also become easier 
for Eurojust to follow-up to the Member States’ requests.149   

However, shortcomings remain. According to the Commission’s assessment, Eurojust still does not 
receive comprehensive structured case information from the Member States’ national authorities. 
Indeed, even after the establishment of the CTR, there is not a solid legal basis defining explicitly the 
scope of Member States’ obligations, which remain unclear, and the relation between Council Decision 
2005/671 and the Eurojust Regulation is not clear either.150 Furthermore, data transmitted in the frame 
of the CTR should be stored and cross-checked in the Eurojust Case Management System (CMS) which 
is technically outdated and therefore is not able to support the identification of links or secure 
transmission of data.151  

In its proposal for the revision of the Eurojust Regulation, the Commission clarifies the obligation for 
national authorities to share information on terrorism cases with Eurojust, including among others 
concerning the stage of the criminal proceedings when information should be sent. In this regard, it 

                                                             
144 Article 21 Eurojust Regulation.  
145 Article 2(3)(b) and (5) Council Decision 2005/671/JHA.  
146 In this regard see European Parliament, ‘Resolution on findings and recommendations of the Special Committee on 
Terrorism’ (n 38).  
147 Eurojust, ‘Lancement du registre judiciaire antiterroriste au sein d'Eurojust: Accélérer et renforcer la réponse judiciaire face 
au terrorisme’ (2019), which can be found here <https://www.eurojust.europa.eu/sites/default/files/2019-09/2019-09-05-CTR-
Press-Release_FR.pdf> accessed 24 February 2022.  
148 Eurojust, ‘Report on Counter-Terrorism 2019’ (n 106) 25. 
149 Eurojust, ‘Annual Report 2021’ (n 107), 56.  
150 Commission, ‘Analytical supporting document on Eurojust Regulation’ (n 119) 5-7. 
151 Ibid 7-9. 
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should be underlined that Eurojust and stakeholders have stressed the importance of Eurojust 
receiving information at the earliest possible stage, i.e. as soon as national judicial authorities are 
involved.152 Clarifying the remit of Member States’ obligation to share information with Eurojust is likely 
to increase the amount of data provided by Member States. Furthermore, the Commission proposes 
that Eurojust be able to process data about previous investigations for terrorism cases having ended in 
an acquittal as this has been considered extremely helpful to improve Eurojust’s capacity to identify 
links between cases. Considering the potential interference of this new provision with human rights, 
and in particular the presumption of innocence, the proposal provides for stricter conditions under 
which such data could be processed by Eurojust (limited retention period and processing only for the 
identification of links between cases). Last, the Commission proposal seeks to introduce a legal base to 
modernise the Eurojust’s CMS – including the use of secure digital communication channels153 – 
allowing Eurgojust to identify links between ongoing and concluded proceedings. Getting rid of the 
technical design details will allow Eurojust to design its CMS in accordance with the current operational 
needs. As long as the proposal entails the processing of sensitive personal data concerning criminal 
investigations and convictions as well as biometric data, it should be stressed that this needs to be 
accompanied by adequate safeguards, such as purpose limitation, retention period etc. The 
Commission proposal generally speaking seems to be welcome at Eurojust because of its expected 
positive impact on the fight against terrorism, as pointed out by the President of Eurojust.154 
 

2.1.3. Relation between Eurojust and Europol 

Europol and Eurojust, being key actors at EU level that support Member States to combat 
terrorism, cooperate closely with each other. For instance, on the one hand, Eurojust may share with 
Europol information for cross-checking under certain conditions, contribute to the annual European 
Union Terrorism Situation Trend Report, and has been associated with Europol’s Analysis Projects 
concerning terrorism. On the other hand, Europol may attend coordination meetings on terrorism 
cases organised by Eurojust.155 Both Agencies have indirect access to each other’s information system 
with the aim of launching cross-checks to identify links or to carry out analyses.156 In the future, the 
capabilities of both Agencies to detect links are expected to be further improved, as according to the 
2021 Eurojust Annual Report, a hit/no-hit pilot project is scheduled to be put in place in 2022 between 
Eurojust and Europol.   

More importantly, in order to enhance the synergies between Eurojust and Europol at both strategic 
and operational levels, in September 2017 Eurojust posted a specialised counter-terrorism 
prosecutor (Seconded National Expert – SNE) to the ECTC. Even though, the SNE has proved 
particularly effective in strengthening cooperation between the two Agencies,157 information 
exchange is still not ideal, which can be attributed to the use of different secure means of 
communication.158 According to the European Parliament, the setting up of an interinstitutional secure 

                                                             
152 In this regard, see also Commission, ‘Analytical supporting document on Eurojust Regulation’ (n 119) 14-15.  
153 Article 22a of the Commission Proposal.  
154 The President of Eurojust, commenting on the proposal for the revision of the Eurojust Regulation, highlights that ‘The 
Judicial Counter-Terrorism Register will boost cross-border information exchange in ongoing terrorism cases, resulting in 
better coordination between the EU Member States’ (Eurojust, ‘Annual Report 2021’ (n 107), 68). 
155 Eurojust, ‘Report on Counter-Terrorism 2019’ (n 106) 21-22.  
156 Article 49 Eurojust Regulation and 21 Europol Regulation respectively. In this regard see also, Van Ballegooij, ‘Revision of 
the Europol Regulation’ (n 63) 4.  
157 Ibid 22.  
158 European Parliament, ‘Resolution on findings and recommendations of the Special Committee on Terrorism (n 38) para CL. 
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means of communication could enhance information exchange between the different concerned 
agencies such as EU INTCEN, Europol and Frontex.159 

Last, it is worth referring to the Scientific Information Retrieval Integrated Utilisation System project 
(SIRIUS) which was launched in 2017 and is co-implemented by Eurojust and Europol in close 
partnership with the European Judicial Network (EJN), for the purpose of sharing knowledge on cross-
border access to electronic evidence among national authorities by preparing, for instance guidelines 
and templates for information requests to online service providers.160 Considering the increasing 
number of terrorism cases committed using new technologies, this project can turn out to be 
particularly effective161 in enhancing investigations for terrorism cases especially since there is no legal 
instrument at EU level yet regulating the collection of electronic evidence while negotiations 
concerning the proposals on e-evidence are blocked.162 Traffic and location data may allow precise 
conclusions to be drawn about the persons involved, e.g. their social relationships or the social 
environments frequented by them. In most cases, the CJEU has only allowed access to such data for 
serious crimes. However, the CJEU ruled that access to retained data is only allowed in cases of serious 
crime when the access implies a serious interference, and in all criminal cases when the access does 
not imply a serious interference.163 

 

2.2. EU Directive 2017/541 on combating terrorism  

2.2.1. Background information  

The EU Directive 2017/541 on combating terrorism is the flagship EU legislative instrument for 
harmonising the definition of terrorist and terrorist-related offences by means of criminal law.164 The 
Directive replaces Framework Decision 2002/475/JHA and was adopted to strengthen the EU legal 
framework by extending the criminal offences related to terrorism and by better addressing the specific 
needs of victims of terrorism. Based on article 83(1) TFEU, the Directive imposes minimum rules in the 
area of terrorist offences, offences related to a terrorist group and offences related to terrorist 
activities.  The Directive exhaustively lists a number of acts that Member States must qualify as terrorist 
offences insofar as committed with a specific aim, while giving Member States a certain margin of 
discretion to define these acts. As a result, Member States can apply the definitions provided by 
the EU legislation in a strict way while they can also go beyond the requirements of EU Law, to 
the extent that they do not betray the substance of the Directive. The risk being that by deviating 
from the provisions of the said Directive Member States might be considered to have failed to 
transpose this instrument. In other words, the EU can set the definition of minimum punishable 

                                                             
159 Ibid. In this regard, the Commission has also stressed that the ‘Justice and Home Affairs Agencies (such as Europol, Eurojust 
and Frontex) will need to strengthen their coordination in order to combat terrorism’ (Commission, ‘Communication on a 
Counter-Terrorism Agenda for the EU’ (n 34) 18).  
160 https://www.eurojust.europa.eu/sirius  
161 In this regard, the European Parliament has pointed out that competent authorities often face practical difficulties in 
obtaining data from service providers in cross-border investigations owing to the ineffectiveness of the existing instruments 
(European Parliament, ‘Resolution on the EU Security Union Strategy’ (n 60) para K).  
162 Europol, ‘SIRIUS EU Digital Evidence Situation Report 2019. Cross-border access to electronic evidence’ (2019), which can 
be found here <https://www.europol.europa.eu/sites/default/files/documents/sirius_eu_digital_evidence_report.pdf> 
accessed 12 February 2022, where terrorism is enumerated among those crimes that require electronic evidence most often.  
163 Case C-746/18, H.K. v. Prokuratuur, 2 March 2021, ECLI:EU:C:2021:152, para 33.  
164 Directive (EU) 2017/541 of the European Parliament and of the Council of 15 March 2017 on combating terrorism and 
replacing Council Framework Decision 2002/475/JHA and amending Council Decision 2005/671/JHA [2017] OJ L 88/6. 
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conduct but cannot prevent Member States from adopting broader incriminations or harsher 
penalties.165 

While the primary objective of EU Directive 2017/541 is to facilitate judicial cooperation based on a 
common definition of terrorism, the usefulness of this instrument extends beyond the scope of 
judicial cooperation. The harmonised definition of terrorist (related) offences as provided by the 
Directive serves as a benchmark for information exchange166 as well as for the implementation of other 
EU legislative instruments, such as the recently adopted regulation (EU) 2021/784 on addressing the 
dissemination of terrorist content online167 or for freezing the assets of foreign terrorist organisations 
and individuals.168 The EU definition of terrorist (related) offences is also central for the work of Europol 
and Eurojust who need to generate/rely on a common understanding of terrorism to carry out their 
activities. The adoption of Directive 2017/541 replacing the Council Framework Decision 2002/475/JHA 
reflects the constant concern to adapt the EU legislation combating terrorism to the evolution of 
the terrorist threat. Since the adoption of the Council Framework Decision 2002/475/JHA, which was 
the first EU binding instrument defining terrorism, two major modifications were made to take into 
account the evolving nature of the terrorist threat. Amendments to this instrument were introduced in 
2008 and 2017 with the aim of widening the scope of offences related to terrorist activities, thus 
confirming a shift towards the criminalisation of acts at a very preparatory stage to better prevent any 
future/potential terrorist harm. In 2008, the EU legislator introduced three new offences of ‘public 
provocation to commit a terrorist offence’, ‘training for terrorism’ and ‘recruitment for terrorism’ in line 
with the Council of Europe Convention of 2005 on the Prevention of Terrorism from which the 
Framework Decision 2008/919/JHA169 draws inspiration. This amendment was not only motivated by 
the need to align the EU legislation with that of the Council of Europe but also to take into account the 
change in the “modus operandi of terrorist activists”, in particular the increasing use of communication 
technologies to disseminate terrorist propaganda aiming at mobilisation and recruitment to 
terrorism.170 The scope of terrorist related offence has been subsequently extended in 2017 in the face 
of the increasing number of EU citizens travelling to conflict zones in Syria and Iraq – these individuals 
being often referred to as ‘foreign terrorist fighters’ – and the corelative threat they pose upon their 
return. The EU legislator deemed it necessary to review the effectiveness of existing EU legislation in 
order to address the foreign terrorist fighter phenomenon in compliance with international 
standards,171 such as the UN Security Council Resolution 2178(2014) and the Additional Protocol to the 
Council of Europe Convention on the Prevention of Terrorism. In addition to criminalising new 
conducts related to terrorism such as receiving training and travelling for terrorism as well as terrorist 
financing, the Directive also complements legislation on the rights for victims of terrorism.  

                                                             
165 Caeiro, P., ‘Concluding remarks’ in Anne Weyembergh and Francesca Galli (eds), EU counter-terrorism offences. What impact 
on national legislation and case-law? (Editions de l’Université Libre de Bruxelles, 2012) 307ff. 
166 Council decision 2005/671/JHA of 20 September 2005 on the exchange of information and cooperation concerning 
terrorist offences [2005] OJ L 253/22. 
167 Regulation (EU) 2021/784 of the European Parliament and of the Council of 29 April 2021 on addressing the dissemination 
of terrorist content online [2021] OJ L 172/79. 
168 See Section 2.5 in this Study. 
169 Council Framework Decision 2008/919/JHA of 28 November 2008 amending Framework Decision 2002/475/JHA on 
combating terrorism [2008] OJ L 330/21. 
170 Commission, ‘Proposal for a Council Framework Decision amending Framework Decision 2002/475/JHA on combating 
terrorism’ COM(2007) 650 final; Commission, ‘Staff working document accompanying document to the Proposal for a Council 
Framework Decision amending Framework Decision 2002/475/JHA on combating terrorism’ SEC(2007) 1424 12-16. 
171 Commission, ‘Proposal for a Directive of the European Parliament and of the Council on combating terrorism and replacing 
Council Framework Decision 2002/475/JHA on combating terrorism’, COM(2015) 625 final. 
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Since the adoption of EU Directive 2017/541 - which had to be transposed into national law before the 
8th of September 2018 - the EU Commission carried out two evaluations assessing the extent to which 
the Member States have taken the necessary measures to comply with this Directive respectively in 
2020172 and in 2021.173 For its part, the European Union Agency for fundamental rights (FRA) specifically 
assessed the impact of Directive (EU) 2017/541 on fundamental rights and freedoms in 2021.174 The 
following is a summary of the main findings of these evaluations, taking into account the 
methodological criticisms addressed to them. Without claiming to be exhaustive, the choice here is to 
focus on positive achievements (2.2.2) identified by the evaluators and recurring gaps (2.2.3 to 2.2.7). 
In this regard, it should be noted that the two evaluations carried out by the Commission in 2020 and 
2021 are envisaged as complementary although their approach is different. While the 2020 report 
analyses the transposition of Directive 2017/541 provision by provision, the 2021 report claims to 
assess the Directive beyond mere transposition by analysing its impact on fundamental rights and 
freedoms as well its relevance, effectiveness, efficiency and coherence. To this end, the Commission 
notably relied on the contributions provided from several stakeholders consulted at the national and 
EU level. An external study carried out by ICF Consulting Services Limited is also supporting the 
evaluation. Although it is not clear to what extent this external evaluation contributed to shaping the 
conclusions of the 2021 report, this partial outsourcing of the evaluation to an consultancy group is 
likely to question the independence of the assessment carried out. 

2.2.2. The need to substantiate positive achievement with more evidence 
The transposition of the Directive is considered, overall, satisfactory by the two evaluations of 2020 and 
2021. The 2021 evaluation considers that the Directive has functioned and largely achieved its 
objectives to the extent that it was expected, even though several issues limiting the efficiency of the 
Directive have been identified.175 More specifically, the evaluation finds that the scope and definitions 
of the Directive, as well as its minimum rules, are overall highly relevant to achieve its objectives. The 
Commission’s report claims that ‘while the Directive has had an impact on fundamental rights 
and freedoms, the limitations thereof largely meet the requirements of necessity and 
proportionality’ – an assessment considered too optimistic by some commentators including 
human rights organisations at national level.176 Especially since the report does not specify which 
type of stakeholders was consulted in this regard while the FRA has provided a separate assessment 
accounting for the many fundamental rights affected by the Directive. Without being able to draw any 
clear conclusions on the costs associated with the implementation of the Directive, the majority of the 
stakeholders consulted indicated that the Directive generated some or significant improvements, such 
as enhanced legal clarity and enhanced cooperation. The report also concludes that the Directive is 
internally coherent and is largely coherent with other relevant instruments, at national, EU and 
international level. In terms of added value, the 2021 evaluation finds that the Directive has generated 
added value beyond what could have been achieved unilaterally by Member States at the international 
level without however specifying the elements on which this positive assessment is based. It is however 

                                                             
172 Commission, ‘Report to the European Parliament and the Council based on Article 29(1) of Directive (EU) 2017/541 on the 
European Parliament and of the Council of 15 March 2017 on combating terrorism and replacing Council Framework Decision 
2002/475/JHA and amending Council Decision 2005/671/JHA’ COM(2020) 619 final. 
173 Commission, ‘Report based on Article 29(1) of Directive (EU) 2017/541 (76). 
174 European Union Agency for fundamental rights (FRA), ‘Report on Directive (EU) 2017/541 on combating terrorism. Impact 
on fundamental rights and freedoms’ (2021). 
175 See Section 2.2.3 to 2.2.7 of this Study. 
176 See Report from the Belgian ‘Comité T’, “Evaluation des mesures visant à lutter contre le terrorisme à la lumière des droits 
humains”, 2022, 108 and f. Also see Gherbaoui, T., and Scheinin, M., ‘Time to Rewrite the EU Directive on Combatting 
Terrorism’, Verfassungsblog (25 January 2022) <https://verfassungsblog.de/time-to-rewrite-the-eu-directive-on-combating-
terrorism/> accessed 28 January 2022 

https://verfassungsblog.de/time-to-rewrite-the-eu-directive-on-combating-terrorism/
https://verfassungsblog.de/time-to-rewrite-the-eu-directive-on-combating-terrorism/
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noted that stakeholders’ views were slightly more divided concerning the added value of the 
provisions covering the rights of victims of terrorism, although their assessment was overall positive. 

2.2.3. Lack of/restrictive transposition of certain provisions 

In 2020, the Commission highlighted a number of transposition issues resulting mainly from a 
restrictive application of the scope and definitions of the Directive. Among the main 
shortcomings, the following were noted: the incomplete or incorrect transposition of one or more of 
the terrorist offences listed in Article 3 of the Directive which may have an impact on other related EU 
cooperation instruments as well as on national prosecutions;177 the lack of transposition of the element 
‘contribute to the commission’ in relation to several offences related to terrorist activities, thus 
narrowing the scope of these offences; the incomplete or incorrect transposition of Article 9 on 
travelling for the purposes of terrorism and Article 11 on terrorism financing (two of the new provisions 
introduced by the Directive 2017/541) that some Member States apply in a narrow way;178 the 
fragmented transposition of Article 21 requiring Member States to ensure the prompt removal of 
online content constituting a public provocation to commit a terrorist offence, which impact on the 
newly adopted regulation (EU) 2021/784 on addressing the dissemination of terrorist content online 
should not be underestimated;179 the lack of transposition of Article 22 imposing on Member States an 
obligation to share with Europol and Eurojust relevant information in connection with terrorist 
offences; important shortcomings have also been identified in the transposition of specific provisions 
for victims of terrorism which are still relevant as indicated in the 2021 evaluation report.180 

While the 2021 evaluation report does not provide specific information on the evolution of the gaps 
identified in 2020, except for the provisions dealing with the victims that still suffer from significant 
deficiencies, infringement proceedings have been launched by the Commission against several 
Member States for failure to fulfill their obligation under the said Directive. Between June and 
November 2021, the Commission had opened infringement procedures against nineteen Member 
States, urging them to ensure the correct transposition of the Directive. On 2 December 2021, the 
Commission opened infringement proceedings against three other Member States, that is, Belgium, 
Estonia and Italy, for failing to transpose certain elements of the EU rules on combating terrorism as 
provided for in EU Directive 2017/541. 

2.2.4. Challenges in proving the intentional element 
Within the framework of the 2021 evaluation carried out by the Commission, several national 
authorities and judges reported difficulties in proving terrorist intent. This difficulty is particularly 
raised in relation to two cases: for the gathering of evidence when that evidence is located 
outside the national territory (a recurring situation) and in relation to extreme-right acts. For what 
concerns the issues related to the gathering of evidence outside the national territory, in particular in 
conflict areas, practical issues have been encountered regarding the offence of travelling for the 

                                                             
177 The Commission deems it important that these offences are in themselves considered terrorist offences, to account for 
example, the possibility of charging lone offenders with terrorist offences. In addition, a common qualification of terrorist 
offences is important to allow for effective use of law enforcement cooperation instruments, such as Council Decision 
2005/671/JHA. Finally, it is important for victims of terrorist offences that they are recognized as such. 
178 With regard to the newly introduced offence of travelling for the purpose of terrorism (art. 9), it appeared that while some 
Member States go beyond EU law requirement, other Member States tend to narrow the scope of the offence. In addition, the 
offence appears not to be covered by Portuguese legislation. With regard to the offence of terrorist financing (art. 11), several 
Member States seem to apply this provision in a restrictive manner since they do not cover financing concerning all the 
offences in Article 3 to 10 as required by the Directive. 
179 See Section 2.6 of this Study. 
180 See Section 2.2.6 of this Study. 
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purpose of terrorism (art. 9-10), for which national competent authorities reported difficulties to 
establish the terrorist intent, as well as to collect evidence to prove such intent. In this regard, the 
Commission together with the European External Action Service (EEAS) committed to supporting the 
use of battlefield information to identify, detect and prosecute returning FTF through the 
establishment of best practices, the exchange of information as well as project financing. For their part, 
Member States are encouraged to make use of a variety of EU instruments that may significantly 
contribute to getting access to battlefield evidence and using it in criminal proceedings, including by 
exploiting the Eurojust Memorandum on Battlefield Evidence report181. 

With regard to the second difficulty, it appears that while the Directive applies to all forms of terrorism, 
be it driven by religious, separatist, left-wing or other ideologies, in reality some Member States find it 
challenging to classify violent extreme right-wing acts as acts of terrorism. The lack of evidentiary 
information proving the terrorist intent, which is a requirement of both the Directive and national 
legislations for an act to qualify as a terrorist offence, is presented as one of the main obstacles to apply 
counter-terrorism legislation to right-wing extremist offences. This echoes the request from ‘like-
minded’ EU countries to develop cooperation in clarifying the circumstances under which action by 
far-right extremists is considered illegal and/or constitutes terrorism182, in addition to the need 
expressed by some practitioners to gain a better understanding of the right-wing movement given its 
heterogeneity.183 As emphasized by the Commission, addressing this issue is not only important to 
enhance the effectiveness of the Directive, but also to ensure that the Directive is applied in a non-
discriminatory manner. To address these issues, the Commission has committed to work on an 
overview of actions to address violent right-wing extremism in the Member States. This is expected to 
generate a better situational understanding of the phenomenon of right-wing extremism across the 
EU and to offer recommendations towards common approaches and activities. In a complementary 
way, the EU Internet Forum will deliver a ‘knowledge package’ on violent right-wing extremist and 
terrorist groups, symbols and manifestos with a view to provide guidance to tech companies in their 
efforts to moderate the terrorist-related content. One may also wonder whether the recent proposal to 
extend the list of EU crimes to hate speech and hate crime184 will bring any improvement to combat 
forms of violent right-wing extremism as most probably the harmonisation of these two criminal 
offences would not require proving a specific terrorist intent. Another concern, not addressed in the 
Commission’s assessment but which reflects a growing trend in EU law, is the proliferation of terrorist 
related offences based on a very weak material element (i.e. travelling) which in turn makes the 
intention the central constitutive element of the offence185. As some scholars have pointed out, this 
involves the risk that intent can be inferred from the circumstances so that convictions are handed 
down based on presumptions. 

2.2.5. A need to ensure greater legal clarity and foreseeability 
The evaluation identifies certain provisions that need to be clarified. This is particularly the case of 
Article 3(1) for which some Member States reported difficulties in determining criteria to establish an 
act that ‘may seriously damage a country or an international organisation’ as required by the Directive 

                                                             
181 Eurojust, ‘Eurojust Memorandum on Battlefield Evidence’ (n 124). 
182 See European Commission, Report on right-wing extremism: a study visit in Sweden, 2019, accessible on the Commission 
(DG-HOME) website, page dedicated to ‘Project Based Collaborations’ https://ec.europa.eu/home-affairs/policies/internal-
security/counter-terrorism-and-radicalisation/prevention-radicalisation/project_fr accessed 28 December 2021. 
183 See in this study developments regarding measures to combat radicalisation. 
184 Commission, ‘Communication to the European Parliament and the Council on a more inclusive and protective Europe: 
extending the list of EU crimes to hate speech and hate crime’ COM(2021) 777 final. 
185 See e.g. Cesoni, M. L., ‘Chapitre VII. Les ‘infractions terroristes’: de la repression des actes à la police de la pensée”, in Henri-
D. Bolsy and Christian De Valkeneer (dir.), Actualités en droit pénal, (Larcier 2019) 228-257. 

https://ec.europa.eu/home-affairs/policies/internal-security/counter-terrorism-and-radicalisation/prevention-radicalisation/project_fr
https://ec.europa.eu/home-affairs/policies/internal-security/counter-terrorism-and-radicalisation/prevention-radicalisation/project_fr
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for the offence to be qualified as terrorist. In addition, several stakeholders consulted pointed out that 
the definition of terrorist group in Article 4 of the Directive fails to take into account the changing 
nature and loosening of the structure of terrorist groups. The definition in the Directive requires a 
certain degree of organisation that is not often present according to these stakeholders. Discussions 
were held on the possibility to adopt non-regulatory guidance for Member States on the interpretation 
of certain key provisions of the Directive, however these led to conflicting opinions. Some Member 
States considered that the Directive is sufficiently clear pointing out that interpreting legislation is the 
sole competence of the judiciary, while others saw room for further clarification of certain provisions. 
In any event, the Commission considers that the opening of infringement procedures will lead to 
enhanced legal clarity, as it will clarify the correct interpretation of the Directive. Beyond the difficulties 
identified by the Commission, it should be noted that the concerns raised by the Directive with regard 
to the principle of legality are not new186 and continue to receive considerable attention given the 
multiplication of ‘inchoate offences’ defined in broad terms. This type of offence is characterised 
by the sanctioning of an act prior to and irrespective of the commission of any harm.187 At the level of 
practitioners, certain difficulties are also reported in identifying the boundaries between 
terrorism and extremism, (i.e. to what extent can an act qualified as extremism be considered as 
falling into the scope of terrorism). This echoes a more general need to clarify the line between lawful 
and terrorist behaviors.  

2.2.6. Significant gaps in the provisions applicable to victims  

In line with the findings of the previous evaluation, the 2021 evaluation points several deficiencies as 
regards the transposition of provisions regarding the protection and support of victims of 
terrorism. Among those, it appears that not all Member States have designated single contact points 
which would significantly facilitate the implementation of Article 26 of the Directive concerning the 
rights of victims of terrorism resident in another Member State. In addition, the evaluation reports a 
lack of secure tool for exchanging information on individual situations, both in the aftermath of the 
attack or during the longer-term follow-up. Overall, it is considered that the Directive has had a lower 
impact on the protection and assistance provided to victims of terrorism, and in particular cross-border 
victims, than expected. Therefore, the Commission strongly urges Member States that have not yet 
done so to designate single contact points for victims of terrorism. Several complementary initiatives 
aiming at enhancing the assistance and protection provided to victims of terrorism are also listed as 
important. These include the support provided through the EU Centre of Expertise for Victims of 
Terrorism, a two-year pilot project developed within the framework of the EU Strategy on victims’ rights 
(2020-2025); the possible elaboration of further guidance on victims’ rights by the Commission; as well 
as the exploration of good practices and challenges encountered by Member States on victims’ rights 
and related issues.  

                                                             
186 See Weyembergh, A., ‘L’impact du 11 septembre sur l’équilibre sécurité/liberté dans l’espace pénal européen’, in 
Emmanuelle Bribosia et Anne Weyembergh (dir.), Lutte contre le terrorisme et droits fondamentaux, (Bruylant, Bruxelles, 2002) 
153-195. For an overview of the issues raised by the Belgian transposition law between 2003 and 2008 also see the 2008 report 
from the Comité de vigilance en matière de lutte contre le terrorisme (Comité T), < https://comitet.be/wp-
content/uploads/2019/03/Comite-T-Rapport-2008.pdf> accessed on 22 February 2022. 
187 For more development about the influence of EU law on this particular trend see. K Sugmans, K., and Galli, F., ‘Inchoate 
offences. The sanctioning of an act prior to and irrespective of the commission of any harm’ in Anne Weyembergh and 
Francesca Galli (eds), EU counter-terrorism offences. What impact on national legislation and case-law?, (Éditions de l’Université 
Libre de Bruxelles, 2012) 291ff. 
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2.2.7. Impact on fundamental rights and freedoms 
 While the Commission report takes a rather positive view of the impact of Directive 2017/541 on 
fundamental rights, some stakeholders have taken a more critical look at identifying certain provisions 
that could potentially lead to adverse effects on groups that are at heightened risk of facing 
discrimination and racism. Among the stakeholders consulted in the framework of the assessment of 
Directive 2017/541 was the European Union Agency for Fundamental Rights (FRA) which submitted its 
own contribution in a separate report. The report from the FRA contains a detailed empirical 
analysis of the fundamental rights concerns raised by the Directive based on extensive 
fieldwork, including interviews with experts and practitioners in seven Member States (Belgium, 
Germany, Greece, Spain, France, Hungary and Sweden). The FRA’s findings confirm that, overall, 
the directive affects a wide range of fundamental rights and freedoms that the Charter of Fundamental 
Rights of the European Union and international human rights instruments safeguard. 

Among the main shortcomings reported by the FRA, some echoes those identified by the Commission. 
These include the need to ensure better foreseeability and clarity with regard to the definition of 
terrorist offences and terrorist related offences as covered by the Directive. In this regard, FRA finds out 
that the broad definitions covered by the Directive have negative consequences on the clarity of 
Member State’ legislation. In addition, interpretation difficulties arise in relation to the scope of several 
offences related to terrorist activities while overlaps have been identified between the definitions of 
different offences in national law. Taken together, these factors are considered to give rise to diverging 
interpretations of the offences across the EU, as well as conflicting jurisprudence within individual 
Member States, thus reducing the foreseeability of criminal law. 

Avoiding criminalising lawful activities and objectively determining terrorist intent is another key 
concern raised by the FRA. While the Directive reinforced the focus on preparatory offences by 
criminalising acts at a very preparatory stage, judicial practitioners consulted expressed concern that 
such activities can be very far from an actual terrorist act. FRA’s findings show that this can also affect 
lawful conduct, and may even discourage individuals from pursuing certain activities because they are 
concerned about the authorities’ interpretation of such activities. Many fundamental rights and 
freedoms are therefore likely to be impacted by such trend. Moreover, it appears that the person’s 
intent which is given growing importance in the context of preparatory offences is difficult to prove in 
practice, which may in turn lead to adverse effect. The risk being that authorities may rely on subjective 
criteria and indications, thus presuming the existence of intent in some cases and transferring the 
burden of proof to the defence.  

FRA’s findings also stress the need to apply effective procedural safeguards to the use of investigative 
tools and evidence. This is demonstrated by the fact that in the specific context of counter-terrorism 
investigations, judges or other competent authorities are more prone to authorise invasive 
investigative tools, including to prevent potential crimes. In view of some criminal law practitioners 
and academics consulted, this may disproportionately interfere with procedural and other rights, such 
as the right to respect for private and family life, and also affect the rights of persons that are not directly 
targeted by the measures. In connection to this, FRA’s research finds that information obtained from 
intelligence sources often plays a key role in proceedings but without the necessary safeguards for the 
rights of the defence and effective judicial oversight being guaranteed. This is all the more true when 
it comes to evidence originating from non-EU countries whose legality appears to be presumed and 
not systematically verified by the national competent authorities. 

Another concern is related to the discriminatory impact counter-terrorism legislation may have on 
specific groups, in particular Muslims. As evidence by FRA’s empirical research, the focus placed on 
‘jihadism’ terrorist within counter-terrorism policies increase the likelihood that an individual’s 
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association with a religion or belief may in practice be subject to criminal investigations and other 
measures. Concerns have also been raised by practitioners that religious belief and its manifestations 
may be misinterpreted as a sign of radicalization and used in place of objective criteria for establishing 
intent. In line with the findings of the EU Commission, FRA’s findings show that the provisions of the 
Directive apply predominantly to ‘jihadism’ terrorism while comparable conduct motivated, for 
example by right-wing extremism may not be subject to the same focus or may not be prosecuted 
under counter-terrorism legislation. 

Other concerns identified by the FRA include, inter alia, the long-standing risk that national counter-
terrorism measures are applied to conducts that are not strictly terrorist in nature (i.e. groups and 
individuals that the state perceives as undesirable such as non-violent anarchist or separatist 
movements, public protests, etc.) or the increasing use of administrative measures against persons 
suspected of involvement in terrorist activities – a shift that is also observed by civil society 
organisations at the national level, as evidenced in particular by the development of ‘para-pénales’ 
databases188. This trend raises important concerns given that these intrusive measures are not subject 
to the more protective guarantees of criminal law.  

 

2.3. Data collection/retention 

2.3.1. Background information  
In recent years, the collection/retention of (big) data has emerged as significant challenge highlighting 
competing interests. On the one hand, the activities of law enforcement and intelligence services must 
adapt to a changing world in which security threats, including terrorism, are more difficult to detect 
due to the rise of new technologies. Therefore, security services must be equipped with sophisticated 
and secured tools allowing the collection/retention of a large amount of data deemed useful for 
detecting/preventing criminal activities. The effectivity of their work relies heavily on data transfers, 
including from the private sector (eg. Telecommunication companies; Internet service providers, etc.) 
which holds increasing amounts of personal data relevant to criminal investigations and threat 
detection. The European legislator is sensitive to these issues as shown by the recent legislative 
proposal to strengthen Europol’s mandate, including to enhance its cooperation with private parties.189 
In the same vein, the European Commission Counter-terrorism agenda 2020 aims to respond to the 
changing needs of law enforcement authorities by funding security research aimed at strengthening 
the capacity for early detection of potential terrorist threat, including exploring the use of Artificial 
Intelligence to allow for more efficient and accurate processing of large amounts of data.190 

On the other hand, it is important to ensure that these data collection/retention practices are 
implemented in full respect of the fundamental right to privacy and in compliance with the protection 
of personal data, which are respectively enshrined in Articles 7 and 8 of the EU Charter of fundamental 
rights (hereinafter ‘the Charter’), and ultimately in compliance with the latter as applied by the Court of 
Justice of the European Union (hereinafter, ‘the CJEU’ or ‘the Court’). The Court of justice is set to play 
a considerable role in ensuring a balance between the collection/retention of personal data for 
legitimate security purposes and the protection of personal data and privacy. The challenge of 

                                                             
188 See the 2020 report from the Comité de vigilance en matière de lutte contre le terrorisme (Comité T), 2020, 21-24. 
189 Commission, ‘Proposal for a regulation of the European Parliament and of the Council amending Regulation (EU) 2016/794, 
as regards Europol’s cooperation with private parties, the processing of personal data by Europol in support of criminal 
investigations, and Europol’s role on research and innovation’ COM(2020), 796 final. 
190 Commission, ‘Communication on A Counter-Terrorism Agenda for the EU, (n 34) 4. 
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achieving a satisfactory data retention scheme does not only concern counter-terrorism activities, but 
more generally, the prevention and the fight against serous crime. However, this issue has gained 
prominence in the context of counter-terrorism measures authorising bulk data interception, as 
illustrated by several recent cases brought before the CJEU and the European Court of Human Rights 
(hereinafter ‘ECtHR’)191. Not to mention that these questions are of particular importance in the context 
of the fight against terrorism given the potential dramatic consequences in the event of a terrorist 
threat materialising, as some practitioners have pointed out.   

After an overview of the relevant legislative instruments on the protection of personal data (2.3.2.), the 
following will review the evolution of the Court’s case-law on data collection/retention issues (2.3.3.) 
and its impact on national law (2.3.4.) 

2.3.2. Legal framework 
The EU legislator has played an important role in harmonising the legal regimes of data collection and 
retention towards stronger protection of the fundamental rights of the individual, including when data 
is processed for security purposes. Since the entry into force of the Lisbon Treaty, European data 
protection legislation has been recast for this purpose. On the new legal basis of Article 16 TFEU two 
reference instruments regulating data protection rules at the EU level have been adopted, namely the 
General Data Protection Regulation (GDPR)192 and the Directive on the protection of natural 
persons with regard to the processing of personal data by competent authorities for the purpose 
of law enforcement (also knonw as ‘LED’).193 Both instruments entered into force in May 2016 with 
the aim of modernising the EU’s data protection legal framework and strengthening individuals’ 
fundamental rights in the digital age. In addition to the aforementioned instruments governing the 
data protection rules for the public sector in the Member States, mention should be made of Regulation 
2018/1725194 which has laid down the general regime with regard to the processing of personal data 
by the Union institutions, bodies, offices and agencies. Considering that with regard to processing of 
operational personal data by EU bodies, offices and agencies when carrying out activites falling within 
the scope of judicial cooperation in criminal matters and police cooperation, the specific rules provided 
for in the respective legal instruments still apply as lex specialis ( recital 11), this section will be limited 
to an analysis of the GDPR, the LED and other relevant sectoral directives. 

As its name suggests, the GDPR has a broader scope than the Directive which applies more specifically 
to cross-border and domestic data processing for law enforcement purposes. This includes the 
prevention, investigation, detection and prosecution of criminal offences, and, as a new extension, the 
safeguarding of threats to public security. Both instruments set out a series of principles reinforcing the 
rights of individuals, including the need to ensure that personal data is processed lawfully, is collected 
for specific, explicit and legitimate purposes, and their processing does not exceed the purpose for 
which they were collected. This positive development should not, however, mask the growing 

                                                             
191 See Sub-section 2.3.3. 
192 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural 
persons with regards to the processing of personal data and on the free movement of such data, and repealing Directive 
95/46/EC, OJ L119/1, 4 May 2016 (General Data Protection Regulation). 
193 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons 
with regard to the processing of personal data by competent authorities for the purposes of the prevention, investigation, 
detection or prosecution of criminal offences or the execution of criminal penalties, and on free movement of such data, and 
repealing Council Framework Decision 2008/977/JHA [2016] OJ L119/89. 
194 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural 
persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free 
movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC [2011] OJ L 295/39. 
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complexity of the EU legal regime for the protection of personal data. As several authors pointed out, 
the GDPR is a long and complex text with many exceptions that make it difficult to read.195  

Both the GDPR and the Directive provide for the possibility of limiting the guaranteed rights for specific 
purposes and under certain conditions.196 These two instruments do not apply to the processing of 
personal data in the course of an ‘activity which falls outside the scope of Union law’, e.g., for 
example activities concerning national security.197 This exclusion is important given that counter-
terrorism activities are largely dependent on intelligence activities aimed at protecting national 
security. All the more so since ‘national security’ is generally recognised as a reason for tolerating 
greater interference with the fundamental rights of individuals, as the Court of Justice has recently 
stated.198 The qualification of data processing for security purposes has thus emerged as an important 
issue in some national litigations, showing a propensity for States to use the notion of ‘national security’ 
to exempt themselves from the European rules applicable to the protection of data. In a recent French 
case concerning a controversial interconnexion between data related to psychiatric care on one side 
and data related to the prevention of radicalisation leading to terrorism on the other side, the French 
Conseil d’État rejected the application of EU data protection rules as claimed by several health and 
human rights organisations199 as well as by the ‘Commission Nationale de l’Informatique et des 
Libertés’ (CNIL).200 The French highest administrative court considered that the primary purpose of the 
controversial data processing in question is the prevention of radicalisation leading to terrorism, even 
though medical care data are at stake.201 Therefore, only the derogatory rules of data processing for 
national security purposes should apply, while EU law being excluded.202 Insofar as the Court has 
recently recognised its competence to interpret the conditions allowing Member States to derogate 
form European data protection rules, including when the measures aim to protect ‘national security’,203 
it is regrettable that the case has not been referred to the Court for a preliminary ruling.  

While the derogation provided for by the GDPR has not yet been interpreted by the Court of Justice in 
the light of the objective to safeguard national security, the similar derogation provided for by 
article 15(1) of the sectoral Directive 2002/58/EC concerning the processing of personal data and 
the protection of privacy in the electronic communications sector204 (‘e-privacy Directive’) has 
generated important case-law before the CJEU205. Directive 2002/58/EC was adopted in 2002 to 
provide an adequate level of protection of personal data and privacy in the context of the growing use 
of electronic communications services. The protection offered by this Directive remains very relevant 

                                                             
195 See Tracol, X., ‘Le règlement et la directive relatifs à la protection des données à caractère personnel’, Europe, 2016, étude 
n°8; Tinière, R., ‘Article 8. Protection des données à caractère personnel’ in Fabrice Picod, Cecilia Rizcallah et Sébastien Van 
Drooghenbroeck (dir.), Charte des droits fondamentaux. Commentaire article par article (Bruylant, Bruxelles, 2018) 221. 
196 See. Art. 23 of the GDPR regulation and Art. 13(3)(c)(d); Art. 15(1)(d)(e) Directive 2016/680.  
197 See. Art. 2(2)(a) of the GDPR and Art. 2(3) read in conjunction with recital 14 of Directive 2016/680.  
198 Joined Cases C-511/18 and C-512/18, La Quadrature du Net and others, 6 October 2020, ECLI:EU:C:2020:791, para. 136. 
199 CE, 10e and 9e Ch., n°431350, 27 mars 2020.  
200 Commission nationale de l’informatique et des libertés, Délibération n°2018-354 du 13 décembre 2018 portant avis sur un 
projet de décret modifiant le décret n°2018-383 du 23 mai 2018 autorisant les traitements de données à caractère personnel 
relatifs au suivi des personnes en soins psychiatriques sans consentement (demande d’avis n°18020552). 
201 For an opposite view see. Avis de la Commission nationale de l’informatique et des libertés (CNIL), n°2018-354, 13 décembre 
2018. 
202 For a commentary of this decision see. Castaing C., ‘Soins psychiatriques sans consentement et terrorisme’, AJDA, 2020, p. 
1622. 
203 Joined Cases C-511/18 and C-512/18, La Quadrature du Net and others (n 197). 
204 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of personal 
data and protection of privacy in the electronic communications sector [2002] OJ L 201/37 (Directive on privacy and electronic 
communications). 
205 For the relevant case-law see more in Section 2.3.3. 
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given the importance of data requested from telecommunications companies for law enforcement and 
intelligence purposes, in particular in the fight against terrorism.206 Article 15(1) of that Directive, which 
allows Member States to restrict the scope of several rights protected by that instrument (e.g. by 
retaining data in the electronic communication sector) under certain conditions, raised a number of 
preliminary questions, some of which are currently pending before the Court. This growing litigation 
reflects the interest of Member States in understanding the conditions under which it is possible to 
derogate from the European data protection rules as interpreted by the Court. Indeed, Several Member 
States have expressed concerns about the strict requirements imposed by the Court in this area and 
call for this case-law to be repealed or refined. 

2.3.3. Case-law development in the field  
Striking a balance between the collection/retention of personal data for legitimate security purposes 
and the protection of personal data and privacy has been a particularly contentious issue in which the 
judicial review of the CJEU plays an important role. The Court of justice has delivered important 
judgments in recent years on the retention of personal data and access to such data in the area of 
electronic communication services. A milestone was taken in the case Digital Rights Ireland and 
Others,207 when the Court invalidated Directive 2006/24/EC (known as ‘Data Retention Directive’) after 
concluding that it entailed disproportionate interference with the rights recognised by Articles 7 and 8 
of the Charter. Directive 2006/24/EC required operators to retain certain categories of communications 
data, that is, traffic and location data (excluding the content of those communications) for a period 
between six months and two years and to make them available, on request, to law enforcement 
authorities for the purposes of investigating, detecting and prosecuting serious crime and terrorism. 
The finding that Directive 2006/24 has led to a widespread and particularly serious interference with 
the fundamental right of ‘practically the entire European population’, without such an interference 
being precisely circumscribed by provisions guaranteeing its effective limitation to the strictly 
necessary was at the heart of the Court’s reasoning. In its judgment of 21 December 2016, Tele2 Sverige 
and Watson and Others208 regarding national legislation adopted on the basis of the above mentioned 
data retention Directive, the Grand Chamber ruled that Article 15(1) of Directive 2002/58/EC 
concerning the processing of personal data and the protection of privacy in the electronic 
communications sector read in the light of the Charter precludes national legislation which, for the 
purpose of fighting crime, provides for the general and indiscriminate retention of all traffic and 
location data (i.e. affecting all subscribers and registered users relating to all means of electronic 
communication and applying even to persons for whom there is no evidence capable of suggesting 
that their conduct might have a link, even an indirect or remote one, with serious criminal offences). 
Therefore, Member States may not impose such a general obligation on providers of electronic 
communication services. The Court has nevertheless paved the way for the adoption of targeted data 
retention regime compatible with EU law for the purpose of fighting serious crime, under certain 
conditions (i.e. the retention of data is limited with respect to the categories of data to be retained, the 
means of communication affected, the persons concerned and the retention period adopted, to what 
is strictly necessary)209. Among the key criteria to be met by national legislation is the requirement to 

                                                             
206 See in this regard Conseil d’État, ‘Données de connexion: le Conseil d’État concilie le respect du droit de l’Union européenne 
et l’efficacité de la lutte contre le terrorisme et la criminalité, Communiqué de presse, 21 avril 2021. 
207 Case C-293/12, Digital Rights Ireland and others, 8 April 2014, ECLI:EU:C:2014:238. 
208 Joined Cases C-203/15 and C-698/15, Tele2 Sverige AB, 21 December 2016, ECLI:EU:C:2016:970. 
209 For a detailed commentary on this judgment see Tracol, X., ‘The judgement of the Grand Chamber dated 21 December 
2016 in the two joint Tele2 Sverige and Watson cases: The need for a harmonised legal framework on the retention of data at 
EU level’ (2017) 33 Computer law & Security review 541-552. 
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provide objective criteria establishing a connection between the data to be retained and the objective 
pursued. Dealing separately with the issue of access to data retained, the Court also clarified the 
requirement that access of the national authorities to the retained data must be limited to what is 
strictly necessary. Moreover, the Court emphasised that only the objective of fighting ‘serious crime’ 
(although not defined by the Court) is capable of justifying national legislation providing for the 
retention of traffic and location data and for access to those retained data. The Court’s interpretation 
in the Tele2 judgement regarding the issue of access to retained data was subsequently confirmed by 
the judgment of 2 October 2018, Ministerio Fiscal,210 pointing out the importance of the principle of 
proportionality in this respect. The Court clarifies that where access to retained data entails ‘non-
serious’ interference with fundamental rights enshrined in Articles 7 and 8 of the Charter, as in the case 
Ministerio Fiscal involving access to subscriber’s identity, this access to retained data can be justified by 
the objective of fighting crime in general (i.e. without requiring that it be defined as ‘serious’). This 
interpretation follows from the requirement that the objective pursued by the access to retained data 
must be proportionate to the seriousness of the interference with the fundamental rights that the 
access entails. By contrast, this requirement was not met in the case Tele2 in which access to retained 
data, taken as a whole, allowed precise conclusions to be drawn concerning the private lives of the 
person concerned - a decisive criterion in the Court’s reasoning. As the Court confirmed, such access to 
retained data which reveals the date, time, duration and recipients of the communications, or the 
locations where the communications took place constitutes a serious interference with fundamental 
rights and can be justified only by the objective of fighting serious crime. In short, the Court ruled that 
‘access to retained data is only allowed in cases of serious crime when the access implies a serious 
interference, and in all criminal cases when the access does not imply a serious interference’.211 This 
case-law, in particular the Tele2 decision, is a source of concern for certain Member States which 
consider themselves deprived of an instrument which they deem necessary for the purposes of 
safeguarding national security and combating crime and terrorism. This concern of Member States 
was highlighted in two landmark judgments delivered by the Grand Chamber of the Court on 6 
October 2020, thus continuing a long-standing saga. Reference is made here to cases La Quadrature 
du Net and others212 and Privacy International213 dealing with the compliance with EU law of national 
legislation in France, Belgium and the UK imposing on providers of electronic communications services 
the obligation to generally and indiscriminately retain or transmit personal data to competent 
authorities, for the purposes of safeguarding national and public security and combating serious crime. 
While the CJEU mostly followed the line of argument adopted in its previous decision, it also opened 
the door to a variety of possible exceptions to its previously established rule against a general and 
indiscriminate retention of traffic and location data. This flexibility however depends on the type of 
data concerned and the purpose of the data processing in dispute, and is subject to a number of 
conditions. For instance and as a major contribution of the Court’s judgment, the Grand Chamber 
considered that the objective of safeguarding national security is of greater importance than the 
objectives of combating crime in general, even serious crime, and of safeguarding public security. As a 
result, such an objective may justify ‘measures entailing more serious interferences with fundamental 
rights than those which might be justified by those other objectives’.214 This stage of the reasoning is 

                                                             
210 Case C-207/16, Ministerio Fiscal, 2 October 2018, ECLI:EU:C:2018:788. 
211 EDRi, ‘CJEU upholds strict requirements for law enforcement access to electronic communications metadata’ (10 March 
2021) <https://edri.org/our-work/cjeu-upholds-strict-requirements-for-law-enforcement-access-to-electronic-
communications-metadata/> accessed on 22 February 2022. 
212 Joined Cases C-511/18 and C-512/18, La Quadrature du Net and others (n 198). 
213 Case C-623/17, Privacy International, 6 October 2020, ECLI:EU:C:2020:790. 
214 Joined Cases C-511/18 and C-512/18, La Quadrature du Net and others (n 198) 136. 
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of particular interest to the Member States parties to the proceeding since many of them are in favour 
of a mitigation of the requirements imposed by the Court in its Tele2 ruling.215 By not invalidating 
general and indiscriminate data retention practices when a serious threat to national security is at 
stake, the Court suggests a departure from its previous jurisprudence, but only in this specific case. 
Furthermore, such measures are subject to demonstrating that the threat to national security is shown 
‘to be genuine and present or foreseeable’.216 The measure must also ‘be subject to effective review, 
either by a court or by an independent administrative body whose decision is binding, the aim of that 
review being to verify that one of those situations exists and that the conditions and safeguards which 
must be laid down are observed’.217 By way of comparison, by leaving greater room to national security 
practices, the CJEU seemingly follows the ECtHR case-law in allowing general and indiscriminate 
metadata retention for national security purpose.218 In a subsequent case H.K. v. Prokuratuur,219 which 
is illustrative of the inter-dependence between retention and subsequent access to traffic and location 
data, the Court further clarified that the objective of fighting against crime in general (and not just 
serious crime), cannot justify access by public authorities to a set of traffic and location data retained 
by providers of electronic communications services, even if the access granted was short and the type 
of data accessed limited. In accordance with the principle of proportionality, only the objectives of 
combating serious crime or preventing serious threats to public security are capable of justifying 
serious interference with the fundamental rights enshrined in Articles 7 and 8 of the Charter, such as 
the interference entailed by the retention of traffic and location data, no matter whether the retention 
is general and indiscriminate or – as in the case under review - targeted. In other words, for a serious 
interference to be justifiable, the threat to security must equally be considered as serious, similarly to 
previous CJEU rulings.220 However, the Court of justice highlighted that it is for national law to regulate 
issues relating to the admissibility of evidence obtained by general and indiscriminate retention of data 
in contravention to EU law. 

 

2.3.4. Impact on national laws  

Given the importance of the stakes involved, these case-law developments have attracted the 
attention at the national level while raising new questions analysed in more detail below. By a 
decision of 21 April 2021, the French Conseil d’État drew the consequences of the judgment delivered 
by the European Court of Justice221 by proposing a ‘conciliatory’ interpretation of the CJEU judgment.222 
Far from totally subordinating itself to the judgment of the Court, it intends to make use of the leeway 

                                                             
215 Opinion of Advocate general Campos Sánchez-Bordona delivered on 15 January 2020, Joined Cases C-511/18 and C-
512/18, point 2. 
216 Ibid. 
217Joined Cases C-511/18 and C-512/18, La Quadrature du Net and others (n 198) para. 139. 
218 In two similar cases involving bulk interception of communications by the British and Swedish intelligence services, the 
ECtHR confirmed that such surveillance regimes are not, in themselves, incompatible with Article 8 of European convention 
on human rights. Cour EDH, arrêt Big Brother Watch et autres c. Royaume-Uni, 13 septembre 2018, nos. 58170/13, 62322/14 et 
24969/15. This decision was confirmed by the Grand Chamber of the Court. Voy. Cour EDH (Gde. Ch.), 25 mai 2021, arrêt Big 
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för Rättvisa c. Suède, no. 35252/08. 
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220 See. Vogiatzoglou, P., and Bergholm, J., ‘Privacy International & La Quadrature du Net: the latest on data retention in the 
name of national and public security – Part 3’ (27 October 2020)  <https://www.law.kuleuven.be/citip/blog/privacy-
international-la-quadrature-du-net-part-3/> accessed 1 January 2022. 
221 Conseil d’État, Assemblée, n°393099, 21 April 2021. 
222 For an analysis of this decision see Christakis, T., ‘French Council of State discovers the ‘philosopher’s stone’ of data 
retention”’ (23 April 2021) <https://aboutintel.eu/france-council-of-state-ruling/> accessed 15 January 2022. 
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left by the Court of Luxembourg. In this regard, the French jurisdiction took the view that the general 
retention of data currently imposed on service providers by French law is justified by a threat to 
national security as required by the Court. While the Conseil d’État considers that some of the 
requirements of European law are met by French law, others, such as the need for prior control by an 
independent authority on the use of data retained for intelligence purposes, are deemed insufficient 
and must be supplemented. As a result of this interpretation, the ruling of the Court of Justice does not 
really affect the core of the French data retention scheme. The subsequently adopted law of 30 July 
2021223  on the prevention of terrorist acts and intelligence introduces a new legal regime for the 
retention of data while subjecting certain intelligence techniques to prior control by an independent 
authority (‘Commission nationale de contrôle des techniques de renseignement) in accordance with 
the requirements laid down by the Court of justice. In a decision of 25 February 2022,224 the French 
Constitutional Council however canceled part of the provisions of the disputed law on data retention 
in its version prior to 31 July 2021 after finding that it entails a disproportionate interference with the 
right to privacy.  While this decision reflects an alignement with the case law of the Court of Justice, the 
Constitutional Council decided to limit the effects of this invalidation so that is does not affect ongoing 
proceedings. For the French parliamentary delegation on intelligence (‘Délégation parlementaire au 
renseignement’), the interference of the Court of Justice in matter of intelligence is however subject to 
debate and it would be up to the Member States to make European law evolve towards a better 
consideration of issues relating to the protection of the fundamental interests of the nation.225 
Contrary to the flexible approach of the French Conseil d’État, the Belgian Constitutional Court 
applied the judgment of the Court of Justice to the letter and annulled the provisions of Belgian 
law which imposed a general and indiscriminate retention of communication data.226 Although 
Belgian law provided safeguards regarding access to data, these were deemed insufficient by the 
Belgian High Court. Quoting extensively from the Court’ judgment, it considers that the Court of Justice 
imposes a change of perspective with respect to the choice made by the Belgian legislator: the 
obligation to retain electronic communications data must be the exception and not the rule. The 
Belgian Court has therefore asked the Parliament to adopt a new legislation in this area, ensuring that 
it complies with the requirements of the CJEU. Although the new law has not yet been adopted, the 
draft bill has already raised several concerns among civil society and human rights actors.227 In its 
detailed opinion delivered on 28 June 2021,228 the Belgian data protection authority (‘Autorité de 
protection des données’) considers that the draft law does not fully achieve the change of 
perspective required by the CJEU in several respects. Among the many points that caught his 
attention was the statistical criterion chosen by the Belgian legislator to determine whether a 
geographical area is particularly prone to serious crime such as to justify the imposition of an obligation 
to retain data in this area. The Belgian data protection authority expressed concerns about the 
relevance and proportionality of the criterion chosen and fears that it may lead to the de facto 
reintroduction of a general and indiscriminate obligation to retain data of almost the entire 

                                                             
223 Loi n°2021-998 du 30 juillet 2021 relative à la prévention d’actes de terrorisme et au renseignement, JORF n°0176 du 31 
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national territory.229 The possibility of supplementing the future Belgian law on electronic 
communications with a provision on access to encrypted data as suggested by the Belgian government 
is another matter of concern.230   

The case-law developments of the Court of Justice are generally perceived as providing greater 
clarity on the strict line followed by the Court in its previous decisions on data retention and 
access. Nevertheless, the difficulties of its interpretation should not be underestimated. The 
Court has developed a substantial body of case-law on these issues, the complexity of which raises 
questions of interpretation amongst practitioners. Apart from the difficulties of interpretation occurred 
due to the technical nature of the issue at stake, difficulties may also arise from the vague wording used 
by the Court. This has been particularly highlighted in the doctrine relating to the Court’s requirements 
to authorise the general retention of data for national security purposes where ‘there are sufficiently 
solid grounds for considering that the Member State concerned is confronted with a serious threat to 
national security […] which is shown to be genuine and present or foreseeable’.231 Insofar as this 
requirement depends on the assessment of the national authorities, it may lead to divergent 
applications. Overall, some commentators see a risk that, without adding further guidance to its 
previous rulings, such wording could allow for broader than strictly targeted retention measures.232 

Furthermore, one should not overlook the practical difficulties that national legislators may face 
in implementing the requirements set by the Court. In its decision analysed above, the French 
Conseil d’État argues that the criteria laid down by the CJEU for implementing targeted data retention 
have proven to be ineffective, whether according to geographical criteria or according on criteria 
related to certain categories of persons.233 The operational value of such targeted retention is also 
questioned because it could lead to blind spots, including in the event of particularly serious acts. 
Beyond the technical difficulties linked to the application of the Court’s requirements, the French 
administrative jurisdiction also underlines the difficulty in reconciling the requirement of a targeted 
data retention regime with the need to prevent it from leading to discriminatory practices. A similar 
concern had also been expressed by the Belgian Constitutional Court who considers that a targeted 
retention, as suggested by the CJEU in Tele2, could easily lead to profiling the subject of the data 
concerned with all the risks of discrimination that this entails.234 Although the Advocate General 
Campos Sánchez-Bordona acknowledges the legislative difficulty of providing detailed definition of 
the circumstances and conditions under which targeted retention is feasible, he considers that there is 
‘no reason for the Member States, by turning the exception into a rule, to make the general retention 
of personal data the core principle of their legislation’.235 In practical terms, the question whether 
the hierarchy established by the Court between the fight against serious threats to national 
security, on the one hand, and the fight against serious crime, on the other, takes sufficient 
account of the reality of the field is another debate. In this regard, some commentators have 
highlighted that the fight against serious crime aims to prevent threats that are sometimes as serious 
                                                             
229 Ibid, para. 122. 
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as those covered by the concept of national security.236 Not to mention the risk of overlap between 
organised crime and the threat to national security due to the links established between the two 
notions, particularly in the case of terrorism. In any case, the new cases pending before the Court of 
Justice will provide further opportunities for the Court to rule on these issues. In the joined cases 
SpaceNet AG and Telekom Deutschland GmbH,237 the German referring court essentially seeks to 
ascertain whether the German legislation satisfies the requirement of the Court’s case-law since it has 
noted that this legislation differs in several respects from the legislation examined in La Quadrature du 
Net. In the GD238case, the Irish Supreme Court mainly asks questions similar to those already answered 
by the Court in La Quadrature du Net and Prokuratuur, which seems to reveal the difficulties of 
interpreting the Court’s case-law. The questions referred to the Court in this latter case relate mainly to 
the lawfulness of a scheme of general and indiscriminate retention of data, per se and in the context of 
the fight against serious crime, the conditions to be satisfied by legislation governing access to retained 
data and the possible temporal limitation of the effects of any declaration of incompatibility with EU 
law. As Advocate General Campos Sánchez-Bordona has pointed out, these two requests for 
preliminary ruling demonstrate, once again, the concern arisen in certain Member States by the case-
law of the Court relating to the retention and access to personal data generated in the electronic 
communications sector.239  

While this section focused on the data collection/retention practices and the protection of privacy in 
the electronic communications sectors, concerns about mass data collection/retention practices 
extend beyond this area. The EU Passenger Name Record (PNR) Directive,240 which obliges Member 
States to collect PNR data on all flights to third countries and exchange this information with other 
Member States through the Passenger Information Units (PIUs) has long been at the heart of these 
issues, as exemplified by the initial rejection of the text for privacy concerns. The implementation of 
the said Directive has recently given rise to several requests for preliminary rulings on the validity of 
the PNR scheme by Belgium, German and Slovenian courts (some of which are pending). In a long-
awaiting opinion delivered on 27 January 2022,241 the Advocate General replied to several questions 
that were referred by the Belgian Constitutional Court regarding the validity and interpretation of 
Directive 2016/681 on the use of PNR for data enforcement purposes (PNR Directive) and Directive 
2004/82 on the obligation of carriers to communicate passenger data (the API Directive) as well as the 
interpretation of the GDPR in that context.242 Building extensively on previous case-law, including on 
La Quadrature du Net and Opinion 1/15, the Advocate General proposes to conclude that the PNR 
Directive should be declared compatible with the Charter of Fundamental Rights. This conclusion is 
both a disappointment and a surprise for civil society organisations hoping for the invalidation of the 
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1. 
240 Directive (EU) 2016/681 of the European Parliament and of the Council of 27 April 2016 on the use of passenger name 
record (PNR) data for the prevention, detection, investigation, and prosecution of terrorist offences and serious crime, OJ L 
119/132, 4 May 2016. 
241 Opinion of Advocate general Giovanni Pitruzella delivered on 27 January 2022, Case C-817/19. 
242 Wahl, T., ‘AG: PNR Directive is in line with EU Charter’, Eucrim, 18 February 2022, < https://eucrim.eu/news/ag-pnr-directive-
is-in-line-with-eu-charter/> accessed on 4 March 2022. 
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PNR Directive.243 This example shows once again how these issues are gaining momentum at European 
level. 

2.4. External border security 

2.4.1. Background information 
Protecting the security of EU’s external border is a key compensatory measure to ensure the 
sustainability of the Schengen area guaranteeing free travel of EU citizens. It is also a central priority of 
the ‘Protect’ pillar of the EU’s Counter-terrorism Strategy, which has expanded considerably over time, 
reflecting a growing trend to use preemptive technology as a means of tightening links between 
migration management and countering terrorism. In response to the most recent terrorist attacks, 
the Council and the EU Commission have constantly underlined the importance of ensuring that all 
persons crossing the Union’s external borders are checked against the relevant databases.244 The link 
between the cross-border movement of persons and terrorism has become even more apparent after 
it was found that some perpetrators of the Paris and Brussels terrorist attacks travelled to the conflict 
zone in Syria for training purpose.245 It was further amplified with the threat posed by the phenomenon 
of foreign terrorist fighters wishing to return to their country of origin. The prevention of undetected 
return foreign terrorist fighters continues to be high on the European agenda, with an estimated 
number of around 1500 European citizens located in Syria and Iraq.246  

Besides strengthening the role of EU agencies such as Europol and Frontex, the issue of foreign 
fighters has also reinvigorated EU policy priorities focused on large-scale IT systems monitoring 
the movements of EU citizens and third-country nationals inside and outside the EU. One of the 
flagship initiatives taken in this regard is the legislation on interoperability between EU information 
systems in the field of borders and visa and police and judicial cooperation, asylum and migration with 
the purpose, inter alia, to improve the effectiveness and efficiency of external borders controls by 
ensuring that all these systems ‘talk to each other’ and that no information is lost because of 
disconnected systems. This long-standing project demonstrates well the link established between 
security and migratory challenges, which the threat of foreign fighters has helped to legitimise.247 Other 
parallel initiatives include upgrading existing EU information systems such as the Schengen 
Information System (SIS) alongside with creating new information systems. In response to the threat 
posed by the phenomenon of foreign terrorist fighters, the Schengen Borders Code was also amended 
in 2017 to oblige Member States to carry out systematic checks against relevant databases on all 
persons, including those enjoying the right of free movement under EU law (i.e. EU citizens and 

                                                             
243 See EDRi, ‘CJEU Advocate General states that PNR Directive does not violate fundamental rights despite mass surveillance 
concerns from civil society’, 16 February 2022, < https://edri.org/our-work/cjeu-advocate-general-states-that-pnr-directive-
does-not-violate-fundamental-rights-despite-mass-surveillance-concerns-from-civil-society/> accessed on 4 March 
244 See Joint statement by the EU home affairs ministers on the recent terrorist attacks in Europe (13 November 2020); 
Commission, ‘Communication on a Counter-Terrorism Agenda for the EU’ (n 34). 
245 Bigo, D., and al., ‘The EU and its Counter-Terrorism Policies after the Paris attacks’ (CEPS, November 2015). 
246 Commission, ‘Communication on a Counter-Terrorism Agenda for the EU’ (n 34). A hundred of Europeans remain in 
detention camps in northeast Syria according to Europol’s Te-Sat report (2021). As highlighted by some researchers, it is 
however difficult to provide comprehensive figures given the limited capacity to collect information in the camps and prisons 
while the counting method differs greatly from one country to another. See in this regard Renard, T., and Coolsaet, R., ‘From 
bad to worse: The fate of European foreign fighters and families detained in Syria, one year after Turkish offensive’, (2020) No 
130, Egmont Institute, Security policy brief. 
247 Council of the European Union, ‘Roadmap to enhance information exchange and information management including 
interoperability solutions in the Justice and Home Affairs area’ Document 9368/1/16 (6 June 2016). 
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members of their families who are not EU citizens) when they cross the external borders.248 In this 
regard, the 2020 EU Counter-terrorism Agenda stresses the importance that derogations from this rule 
must apply restrictively. More recently, the Commission presented a new strategy for strengthening 
the Schengen area249 in response to the challenges posed by the 2015 refugee crisis, the persistence of 
terrorist threats and attacks on European soil and the Covid-19 pandemic issues, which have led some 
Member States to re-introduce internal border controls. Against this background, the Commission 
plans to act on several fronts, notably by improving the management of EU’s external border250. The 
proposal to amend the Schengen Borders Code is among the key measures proposed by the 
Commission in December 2021 to reinforce the governance of the Schengen area251. These initiatives 
do not specifically aim to reduce the terrorist threat at the EU’s external borders but focus more 
generally on limiting the main causes of the reintroduction of internal borders control (i.e. the terrorist 
threat).  

Without claiming to be exhaustive, the following paragraphs will focus on several key initiatives taken 
to ensure the security of EU external borders in the context of the fight against terrorism. Among these 
initiatives, it is worth mentioning the current reform to make EU large-scale information systems 
interoperable which is expected to have a major societal impact, although its objective is broader than 
the fight against terrorism (2.4.2). In addition to these technological developments, the European 
Border and Coast Guard Agency (known as ‘Frontex’), with its strengthened mandate, should play a key 
role in supporting counter-terrorism efforts at the EU’s external borders (2.4.3). Finally, as the situation 
in Afghanistan has recently become a major source of concern for borders security, some recent 
measures to prevent infiltration of individuals linked to terrorist groups will be presented (2.4.4). 

2.4.2. Changing the landscape of EU large-scale information systems  
Alongside the strengthening of systematic checks at EU borders, the EU is committed to the 
implementation of several IT reforms, notably with a view to support external border control activities. 
These reforms include in particular the upgrading of existing EU information systems, the creation of 
new information systems as well as the interoperability of EU information systems. It is important to 
note that the information systems covered by these reforms were not created to support  counter-
terrorism activities only. However, the evolving terrorist threat acted as a driver in gradually improving 
their functionalities while broadening their purpose, with the result of blurring the distinction 
between different policy areas of asylum, migration, border management and police 
cooperation.  

In June 2019, two new regulations on the interoperability of information systems entered into force. 
This long-standing initiative, which gained new impetus after the Paris attacks revealed gaps in 

                                                             
248 Regulation (EU) 2017/458 of the European Parliament and of the Council of 15 March 2017 amending (EU) 2016/399 as 
regards the reinforcement of checks against relevant databases at external borders [2017] OJ L 74/1. The previous applicable 
rule only provided for minimum checks on a rapid and straightforward verification of the validity of the travel document for 
crossing the border for persons enjoying the right of free movement. 
249 See Commission, ‘Communication to the European Parliament and the Council on a strategy towards a fully functioning 
and resilient Schengen area’ COM(2021) 277 final. 
250 To this end, the strategy builds on several initiatives including the ongoing deployment of the European Border and Coast 
Guard standing corps; the objective of making information systems for border and migration management interoperable by 
2023; the elaboration of guidance on the systematic checks against relevant databases at entry and exit of the Schengen area 
or the forthcoming proposal on the digitalisation of visa applications and travel documents, not to mention the Commission’s 
call to swiftly adopt the proposal for a New Pact on Migration and Asylum on the screening of people crossing the EU borders 
without authorization. 
251 Commission, ‘Proposal for a regulation of the European Parliament and of the Council amending Regulation (EU) 
2016/399 on a Union Code on the rules governing the movement of persons across borders’ COM(2021) 891 final. 
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information sharing, aims to improve the Union’s data management architecture for border 
management and security, so as to allow the simultaneous consultation and automatic 
interconnection of data.252 In this regard, it is worth mentioning that addressing gaps in information 
exchange is a regular topic of debate and there is a strong consensus between EU institutions to 
provide for more efficient and effective use of information systems for borders and security. In its final 
report adopted in November 2018, the European Parliament special committee on terrorism (TERR) 
particularly welcomes the proposed regulations on interoperability while highlighting the need ‘to find 
the right balance between legitimate needs for timely, efficient and relevant information for authorities 
in full accordance with their access rights and purpose limitation under the underlying legal bases and 
the fundamental rights of the data subjects’.253 The two interoperability regulations concern the three 
existing centralised EU information systems for borders and security (SIS, VIS and Eurodac) and three 
centralised systems that are under development (the EES, ETIAS and ECRIS-TCN). They also concern 
Interpol’s stolen and lost document (SLTD) database, Interpol’s travel documents associated with 
notices (TDAWN) database and Europol data, as far as the latter are relevant for the functioning of the 
ETIAS. The new regulations on interoperability have multiple purposes, including to improve the 
effectiveness and efficiency of checks at the EU’s external borders, to contribute to the prevention, 
detection and investigation of terrorist offences and other serious criminal offences, to better detect 
identity fraud, and to help in preventing and combating irregular migration. Four technical 
components will make it possible to achieve interoperability: a European search portal (ESP) that would 
allow simultaneous searches of all relevant information systems to obtain the results of all checks on a 
single screen; a shared biometric matching service (BMS) that would enable the querying and 
comparison of biometric data from several central systems; a common identity repository (CIR) that 
would store biographical and biometric information on third-country nationals recorded in the 
relevant information systems to facilitate identity checks of third-country nationals and assist in the 
detection of individuals with multiple identity; and a multiple-identity detector (MID) that would 
enable the correct identification of persons and the discovery of identity fraud and multiple identities. 
The interoperability scheme is thus based on a mechanism through which different authorities can 
check whether information on a particular individual is available in one of the current (and future) EU 
databases. This new interoperable framework would not ‘modify the rights of access as set out in the 
legal basis for each European information system’ as requested by the European Parliament during the 
negotiations but ‘will ease and improve information sharing’254. This however implies that the data 
from these different systems will be attached to new purposes, which is difficult to reconcile with the 
purpose limitation principle255. As several researchers and fundamental rights actors pointed out, the 
highly technical nature of this project should not hide its major implications256. While 
interoperability of EU information systems it is not yet achieved, this new framework for information 

                                                             
252 Commission, ‘Communication on improved effectiveness, enhanced interoperability and synergies among European 
databases in the area of Justice and Home Affairs’ COM(2005) 597 final. In the words of the Commission, interoperability refers 
to the ability of information systems to exchange (personal) data and to enable the sharing of information and knowledge. 
253 European Parliament, ‘Resolution on findings and recommendations of the Special Committee on Terrorism’ (n 38) para 
82. 
254 Council of the EU website, < https://www.consilium.europa.eu/en/press/press-releases/2019/05/14/interoperability-
between-eu-information-systems-council-adopts-regulations/> accessed 12 February 2022.  
255 Vavoula, N., ‘Interoperability of European Centralised Databases: Another Nail in the Coffin of Third-Country National’s 
Privacy?’ (July 2019) < https://eumigrationlawblog.eu/interoperability-of-european-centralised-databases-another-nail-in-
the-coffin-of-third-country-nationals-privacy/> accessed 12 February 2022.  
256 For an account of how this new interoperable framework is witnessing a paradigm change in the law-enforcement 
cooperation dynamics within the EU AFSJ see Galli, F., ‘Interoperable Law Enforcement Cooperation Challenges in the EU 
Area of Freedom, Security and Justice’ (2019) 15 EUI Working Papers. 
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exchange raises concerns in particular with regard to the right to privacy and data protection.257 In its 
opinion of 16 April 2018, the EDPS stressed that the decision to make large scale IT systems 
interoperable ‘is not primarily a technical choice’ but ‘a political choice’ that would mark ‘a point of no 
return” and which is likely to have ‘significant legal and societal implications’.258 The opinion of the FRA 
issued the same year259 revealed important implications on several fundamental rights protected by 
the Charter, although the possibility to objectively assess the full impact of the interoperable 
framework on fundamental rights was considered difficult by the FRA. This difficulty is mainly due to 
the fact that the interoperability proposals had been issued at a time when the legal framework of the 
majority of the information systems concerned by interoperability was under preparation of revision, 
which is still the case for some of them. As a result, the FRA called, among other things, for strong ex-
post evaluations while highlighting the possible ‘longer-term implications of interoperability’ since the 
proposals are meant to serve as basis for future developments.260 More recently, in a joint letter 
addressed to the EU Commission on 13 January 2020,261 several representatives of the Data Protection 
Authorities (DPAs) supervising the SIS, the VIS and Eurodac expressed concerns regarding the serious 
impact that the whole interoperability framework could have on key principles such as purpose 
limitations and proportionality. They also pointed out to the lack of transparency of such regulatory 
approach which fail to comply with the principle that data processing has to be based on clear, precise 
and accessible rules.  Considering the extensive scale of data processing involved, one cannot overlook 
that errors are likely to occur since incorrect or outdated information in one database has a high risk of 
being multiplied in other EU databases and at the national level262. In this regard, some researchers 
have shown the significant consequences that a decision based on incorrect data is likely to have 
significant on human rights, including the right of freedom of expression, freedom of movement or 
effective judicial protection263. The complexity of this new interoperable framework also triggers 
questions on accountability and liability with regard to incorrect or unlawful data processing264. 

2.4.3. Enhancement of the role of Frontex  
Since its creation, the European Border and Coast Guard Agency (commonly referred to as ‘Frontex’) 
has seen its mandate considerably reinforced in 2016 and in 2019. The prevention and detection of 
serious crime, including terrorism, were included among the activities of Frontex’ by Regulation (EU) 
2016/1624,265 which was replaced in 2019 by the regulation (EU) 2019/1896.266 The latter reiterates the 

                                                             
257 E.g. see Gutheil, M., and al., ‘Interoperability of Justice and Home Affairs Information Systems’, (Study for the European 
Parliament LIBE Committee, PE 604.947 2018 76-83. 
258 EDPS, ‘EDPS Opinion 4/2018 on the proposals for two regulations establishing a framework for interoperability between 
EU large-scale information systems’ (16 April 2018). 
259 FRA ‘Opinion 1/2018 on Interoperability and fundamental rights implications’ (11 April 2018). 
260 Since then, it appears from the FRA website that a contract has recently been negotiated to provide the Agency with legal 
and technical support in its work on the fundamental rights implications of large-scale EU-IT systems, with a focus on the new 
generation of the EU IT systems and their interoperability, https://fra.europa.eu/en/call-for-tender/2021/negotiated-
procedure-low-value-contract-provision-services-fundamental-rights accessed 9 February 2022 
261 Joint letter on the new EU legislative framework for interoperability between EU large-scale information systems, 1 July 
2020, https://edps.europa.eu/data-protection/our-work/publications/other-documents/joint-letter-new-eu-legislative-
framework_en accessed 9 February 2020 
262 Brouwer, E., ‘Interoperability and Interstate Trust: a Perilous Combination for Fundamental Rights’ (11 June 2019) 
https://eumigrationlawblog.eu/interoperability-and-interstate-trust-a-perilous-combination-for-fundamental-rights/ 
accessed on 12 February 2022. 
263 Ibid. 
264 Ibid. 
265 Regulation (EU) 2016/1624 of the European Parliament and of the Council of 14 September 2016 on the European Border 
and Coast Guard [2016] OJ L 251/1. 
266 Regulation (EU) 2019/1896 of the European Parliament and of the Council of 13 November 2019 on the European Border 
and Coast Guard and repealing Regulations (EU) No 1052/2013 and (EU) 2016/1624 [2011] OJ L 295/1. 
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Agency’s supporting role to border control measures related to the prevention and detection of 
terrorism while further enhancing Frontex’s internal security function.267 In the words of the executive 
director of Frontex, ‘the agency is not meant to launch or coordinate counter-terrorism operations or 
investigations, but it shall contribute to the fight against terrorism through its operational assistance 
to the Member States focusing on the external borders, and in cooperation with other EU security 
partners’.268 Under this new regulation, Frontex continues to be responsible for cooperating with 
Europol and Eurojust and providing support to Member States in circumstances requiring increased 
technical and operational assistance at the external borders in the fight against organised cross-border 
crime and terrorism269 (e.g. in the context of large migration flows). As highlighted by the former EU 
Counter-terrorism Coordinator, Frontex has included the detection of suspected foreign terrorist 
fighters as an operational objective in most of its activities270 (i.e. border controls; operation at sea; 
analytical work; training activities).  

At the operational level, Frontex launched Operation Themis in February 2018 to assist the Italian 
authorities with border surveillance,271 in particular with a view to preventing foreign terrorist fighters 
from entering the EU. Its operational area spans the Central Mediterranean Sea where strong migratory 
flows from Algeria, Tunisia, Libya, Egypt, Turkey and Albania take place. In addition to search and rescue 
missions, Operation Themis, has an important security focus which includes ‘collection of intelligence 
and other steps aimed at detecting foreign fighters and other terrorist threats at the external 
borders’.272 Information gathered by officers deployed by Frontex in the framework of the Themis 
operations has been shared with Italian authorities and Europol, although the type of intelligence 
collected by Frontex regarding foreign fighters was considered by some researchers to be unclear.273 
From July to September 2019, Frontex also supported the implementation of maritime border 
operation Neptune 2 coordinated by Interpol which resulted in the detection of more than a dozen 
suspected foreign terrorist fighters travelling across the Mediterranean. Operation Neptune 2 targeted 
the threat posed by suspected foreign terrorist fighters using the sea routes between North Africa and 
Southern Europe during the busy summer tourist season. According to the Frontex website, this 
operation resulted in 31 active investigative leads, among which more than 12 related to the 
movement of terrorist suspects.274 As some commentators have noted, this security-centric mandate 
marks a break with previous Frontex naval operations and demonstrates a tendency to reframe people 

                                                             
267 See Art. 3(1)(a) of Regulation (EU) 2019/1896. The European integrated border management aims at managing the crossing 
of the external borders efficiently and addressing migratory challenges and potential future threats at those borders, thereby 
contributing to addressing serious crime with a cross-border dimension and ensuring a high level of internal security within 
the EU, while at the same time acting in full respect for fundamental rights and in a manner that safeguards the free movement 
of persons within the EU. 
268 Leggeri, F., ‘Making the European Border and Coast Guard a fully-fledged internal security actor”, in Christiane Höhn, Isabel 
Saavedra and Anne Weyembergh (eds), La lutte contre le terrorisme: ses acquis et ses défis. Liber Amicorum dédié à Gilles de 
Kerchove (Bruylant, Brussels, 2021) 316. 
269 Article 8(1)(m) and Article of 52 Regulation (EU) 2016/1624. Article 10(1)(q) of Regulation (EU) 2019/1896. 
270 Council, Document 6146/18 (6 April 2018).  
271 Frontex website <https://frontex.europa.eu/we-support/main-operations/operation-themis-italy-/> accessed 11 January 
2021.  
272 Frontex website <https://frontex.europa.eu/we-support/main-operations/operation-themis-italy-/> accessed 11 January 
2021.  
273 Scherrer, A., and al., ‘The return of foreign fighters to EU soil. Ex-post evaluation’ (European Parliamentary Research Service, 
PE 621.811 2018 13. 
274 Frontex’ website, <https://frontex.europa.eu/media-centre/news/news-release/frontex-teams-up-with-interpol-to-track-
down-foreign-terrorist-fighters-9SedgZ> accessed 11 January 2021. 
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rescued at sea as potential threats’,275 reflecting the ongoing ‘securitisation of EU migration and border 
control policy.’276 

The processing of a large volumes of personal data, including for the purposes of preventing cross-
border crime (i.e. terrorism), is another important part of Frontex’s activities.277 Article 90 of the new 
Frontex regulation explicitly allows the Agency to process operational personal data as well as 
exchange such data with Europol or Eurojust and with the competent law enforcement authorities of 
the Member States.278 This new legal possibility should make a substantial contribution to 
Frontex’s analytical work, in particular for the purpose of developing risk profiles and indicators. 
In this regard, Frontex contributed to the further operationalisation of the ‘Common Risk Indicators’279 
to help border guards and other law enforcement authorities to better identify returning foreign 
fighters. To this end, Frontex developed a manual in January 2016 which was updated in 2018. 
Although there is no data available on the practical usefulness of this booklet, it is expected that these 
Common Risk Indicators be used for the development of the future European Travel Information and 
Authorisation System (ETIAS) screening rules.280 

The European Parliament’s Special Committee on Terrorism (TERR Committee) noted in its 2018 final 
report that the 90-day personal data retention period applicable to the Agency (as provided by 
Regulation (EU) 2016/1624 and maintained by regulation (EU) 2019/1896) does not allow 
Frontex to monitor terrorism effectively.281 The Special Committee therefore requested, among 
other things, an extension of the retention period for personal data managed by Frontex for persons 
suspected of cross-border crime and terrorism to three years in line with the retention period of Europol 
and Eurojust. In its final report, the Special Committee on Terrorism also considered important for the 
Agency to have access to all relevant databases and information systems, in particular SIS, EES, VIS, 
Eurodac and the Europol information system, not only for the work of the border management teams, 
but also for analysis purposes related to new phenomena at the external borders or to changes in 
border movements or modus operandi.282 In this respect, a recent audit carried out by the European 
Court of auditors in 2021 revealed that the Agency lacks an adequate information-exchange framework 
to support the fight against cross-border crime (in general).283 The European Court of auditors’ 
assessment highlighted how the low flow of information from national authorities to Frontex hampers 
the comprehensiveness of Frontex’s vulnerability assessment.  

The processing of data by Frontex for the purposes of carrying out risk analyses, including for crime-
prevention purposes, should also be considered in the light of the measures taken to enable the 
interoperability of the EU databases. During the negotiations on the interoperability of EU information 
systems, Frontex requested better access to EU information systems in order to implement integrated 
border management at the external borders more effectively without this being perceived as an 

                                                             
275 Nielsen, N., ‘Frontex naval operation to look for ‘foreign fighters’ (EU Observer, February 2018) 
<https://euobserver.com/migration/140806> accessed 13 January 2022. 
276 See Baker-Beall, C., ‘The threat of the ‘returning foreign fighter: The securitization of EU migration and border control policy’ 
(2019) 50(5) Security Dialogue 437-453. 
277 Council, Document 6146/18 (n 269).  
278 Art. 90 of Regulation (EU) 2019/1896.  
279 Common Risk Indicators support the work of national border authorities when conducting checks on persons. 
280 Leggeri (n 268) 321. 
281 European Parliament, ‘Resolution on findings and recommendations of the Special Committee on Terrorism’ (n 38) para. 
137. 
282 Ibid.  
283 European Court of Auditors, ‘Special Report N°8 on Frontex’s support to external border management: not sufficiently 
effective to date’ (2021). 
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expansion of the Agency’s mission.284 The two interoperability regulations extended Frontex’s access 
to EU information systems that are interoperable for statistical data and risk assessment purposes 
only.285 This should contribute substantially to boosting Frontex’s analytical activities while 
strengthening at the same time its ‘intelligence-led policing function’.286 With regard to border 
control activities, although interoperability is not yet implemented it is likely that border guards and 
frontline officers will benefit from the new interactions between different systems. This should be 
considered in the light of Article 82(10) of Regulation (EU) 2019/1896 which provides that ‘the host 
Member State shall authorise members of the teams to consult Union databases, the consultation of 
which is necessary for fulfilling operation aims specified in the operational plan on border checks […] 
The host Member State may also authorise members of the teams to consult its national databases 
where necessary for the same purpose’. On the basis of this provision, officers deployed by Frontex can 
therefore have access to information systems to the extent permitted by the rules of national and EU 
law and thus contribute to identifying terrorists at the external borders.287 However, it remains difficult 
to assess the precise implication of interoperability on the Frontex activities given that the regulations 
governing some existing EU databases covered by interoperability, are currently being renegotiated 
(e.g. Schengen Information System; Eurodac). The Agency, for its part, will be given new powers 
under the regulation establishing a European Travel Information and Authorisation System 
(ETIAS).288 This new information system was created with the aim of improving the security at the EU’s 
external border by pre-screening individuals travelling from visa-exempt countries to the Schengen 
area289. The ETIAS Central Unit established within Frontex would notably be responsible for reviewing 
the information in applications that were automatically rejected during the processing by verifying that 
the data recorded in the application file corresponds to the data triggering a hit, before forwarding the 
alert or hit to the relevant Member States.290 The ETIAS Central Unit will also actively participate in the 
definition of screening rules based on specific risk indicator which will be used to analyse ETIAS 
applications,291 in addition to being responsible for the assessment ex ante, implementation, evaluation 
ex post, revision and the deletion of such specific risk indicators, thus confirming the growing role of 
Frontex in matters related to cross-border crime prevention missions.292 In this regard, the lack of 
appropriate oversight over the ETIAS screening rules along with the risk of discriminatory 
profiling such rules could entail were identified by researchers and fundamental rights actors as 
areas of major concern at the time of negotiations on the proposed regulation.293 It is 

                                                             
284 Council, Document 15174/17 (1 December 2017). 
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questionable whether the current regulation provides sufficient guarantees in this respect. While 
Article 7(2)(c) of the ETIAS regulation provides that the abovementioned tasks must be carried out after 
consultation of the ‘ETIAS Screening Board’, the Board is composed of a representative of each ETIAS 
National Unit, of the European Border Coast Guard Agency and of Europol, and therefore does not 
include any body responsible for the protection of fundamental rights. As the wording of Article 9(5) 
indicates, the consultation of the ‘ETIAS Fundamental Rights Guidance Board’ is left to the discretion of 
the ETIAS Screening Board. 

2.4.4. Afghanistan: strengthening controls at the EU’s external borders to avoid an 
infiltration of individuals related to terrorist groups 

The recent takeover of Afghanistan by the Taliban in August 2021 raised fears of security threats and 
the risk of infiltration of terrorist into the EU’s external borders.294 Discussions in the JHA Council 
resulted in the identification of potential areas of action where the EU and its Member States could 
cooperate to address the risk to EU internal security resulting from the Situation in Afghanistan. The 
JHA Council statement of August 2021 explicitly mentioned the need to strengthen security checks of 
evacuees from Afghanistan as well as to prevent large-scale and uncontrolled illegal migration 
movements, acknowledging the need for the EU to cooperate with transit countries and enhance 
border management.295 Following the extraordinary JHA Council of 31 August 2021, the EU 
Counter-Terrorism Coordinator presented on 29 September 2021 a new Counter-Terrorism 
Action Plan related to the situation in Afghanistan,296 which was developed in coordination with 
the Commission services, the European External Action Service (EEAS), the Presidency and relevant EU 
JHA agencies. The Action Plan sets out 23 recommendations for action, which are divided into four 
areas: ‘Security checks: prevent infiltration of terrorist into the EU’ (1); ‘Strategic intelligence/foresight: 
prevent Afghanistan from becoming a safe haven for terrorist groups’ (2); ‘Monitor and counter 
propaganda and mobilization’ (3); ‘Tackle organised crime as a source of terrorist financing’ (4). In the 
area of security checks, the action plan stresses the importance of effectively identifying people who 
pose, or could pose a risk to EU internal security and of preventing infiltration of terrorists into the EU 
as well as the importance of sharing information between law enforcement and other security related 
authorities with asylum and migration authorities. Recommendations in this area include: the need for 
the Member States to optimise systematic checks of biographical and biometric data of Afghan 
nationals or presumed Afghan nationals or other nationals from Afghanistan arriving at the EU’s 
external borders; the competent authorities of the Member States are also invited to continue and 
further enhance timely exchange of information on the threat posed by foreign terrorist fighters 
traveling from Afghanistan with the help of EU agencies, such as Europol or the European Border and 
Coast Guard Agency (Frontex) and the European Asylum Support Agency (EASO); it is also 
recommended to improve the exchange of information regarding battlefield information from 
Afghanistan and to ensure that national authorities and Europol have access to relevant data (i.e. 
battlefield information; data recorded in SIS), including relevant data held by the US authorities. The 
assistance of the US is seen all the more important as the US have asked some Western Balkans 
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countries to serve as transit countries for a number of Afghans citizens fleeing to the US.297 As part of 
this Action Plan, a non-binding common procedure has recently been agreed on enhanced security 
checks of all persons from Afghanistan crossing the EU’s external borders or being evacuated from 
Afghanistan. The procedure was approved by the Terrorism Working Party (TWP) on 10 November 
2021298 and provides for three levels checks against relevant EU and national databases, including 
databases for intelligence purposes. First level checks mainly build on already existing obligations 
under EU legislation, notably the Schengen Borders Code, while second and third level checks define 
the measures to be implemented by law enforcement agencies and other competent authorities, 
where appropriate in cooperation with Europol and intelligence and security services. Although this 
protocol is currently in a preliminary phase of its application, some practitioners consulted 
express reservations about its practical implementation. These reservations result from the 
restricted mandatory checks imposed by the Schengen Border Code (limited to the consultation 
of the SIS and Interpol’s database on stolen and lost travel documents (SLTD)), to which must be 
added the reluctance of the Member States regarding the involvement of intelligence in the 
procedure. The procedure for enhanced checks has also raised human rights concerns as it 
targets all Afghans nationals against which national authorities are recommended to use 
particularly intrusive measures, although this procedure is legally non-binding.299 Practitioners 
working in this area have also stressed the need to be careful on this issue as one incident can 
undermine the whole humanitarian effort. It is also crucial to pay attention to the risk that a gloomy 
presentation of the situation in Afghanistan contribute to fueling the discourse of the far right.300 
For instance, the announcement by the French press in August 2021 of the case of an Afghan national 
repatriated to France and likely to have maintained links with the Taliban regime created a controversy 
which was exploited by far-right media.301 This risk has been corroborated by the UNICRI’s findings on 
the possible impacts of the increased influx of Afghan migrants into Europe.302 In this regard, the UNICRI 
final report recommends using positive narratives vis-à-vis immigration as well as a more inclusive and 
moderate language to describe the phenomena in the media, thus avoiding the risk of further 
polarisation.  

 

2.5. Terrorist financing 

2.5.1. Background information 
Combating the financing of terrorism has become an essential aspect of the EU counter terrorism policy 
after 9/11. It is a centrepiece of the ‘Pursue’ strand of the EU’s Counter-Terrorism Strategy and it remains 
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a high priority on the EU Counter-terrorism agenda.303 Different types of instruments underpin EU 
action in this field, ranging from criminal law measures approximating the definition of terrorist 
financing offences (i.e. Directive 2017/541),304 to preventative measures aimed at preventing abuse of 
the Union financial system for terrorist purposes (e.g. EU Directives combating money laundering and 
terrorist financing) or at imposing restrictive measures on individuals or legal entities listed as having 
been involved or suspected of being involved in terrorism (e.g. preventive asset freezing measures 
imposed on the basis of ‘blacklists’). These last two types of measures, which will be discussed in more 
detail in the following sections, have been developed from the early 2000s to implement the two key 
international counter-terrorist financing frameworks in place at the time. These include the United 
Nations (UN) Security Council resolutions imposing targeted financial sanctions against organisations 
and persons who are suspected of having links with international terrorism (so-called ‘targeted 
sanctions’ model or ‘blacklists’) and the model for combating money laundering advanced by G-7’s 
Financial Action Task force (FATF).305 

 

EU blacklists 

It must be noted that the ‘EU blacklists’ have developed in a particularly complex institutional and 
legal framework. Such restrictive measures involve a combination of Common Positions taken by the 
Council of the EU under the former intergovernmental pillars related to Common Foreign and Security 
Policy (CFSP) and police and judicial cooperation in criminal matters as well as EC Regulations from the 
former first pillar implementing these Common Positions, not to mention enforcement measures taken 
at national level. In addition, while certain European blacklisting measures are autonomous, others are 
adopted for the purpose of implementing sanctions decided by the UN Security Council. This has 
resulted in the overlapping of different legal frameworks (international, European and national) 
governed by complex procedural rules, thus creating a situation of legal uncertainty with a risk 
of fragmentation of legal protection.306  

Between 1999 and 2002, the Council of the EU has taken several additional measures to comply with 
UN Security Council resolutions requiring the freezing of funds and financial assets of Taliban, Al Qaeda 
and their associates, whose scope later extended to include ISIL/Da’esh.307 Amongst these measures, 
reference should be made of Common Position 2002/402/CFSP and regulation (EC) 881/2002 aimed at 
implementing targeted sanctions against individuals and entities linked to Usama bin Laden, members 
of the Al-Qaeda organisation and the Taliban based on the blacklist that was established by the UN. 
Common Position 2002/402/CFSP has since been replaced by Council Decision (CFSP) 2016/1693 of 20 
September 2016 concerning restrictive measures against ISIL (Da’esh) and Al-Qaeda and persons, 
groups undertakings and entities associated with them.308 Innovatively, this 2016 Council Decision 
introduces an important change by enabling the Council of the EU to apply sanctions autonomously 
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to ISIL and Al-Qaida and persons and entities associated or supporting them. This new legal framework 
marks a significant evolution compared to the previous regime under which sanctions could only be 
applied to persons and entities listed by the UN or by EU countries acting individually, although the 
added value of establishing a new regime separate from that of the UN remains unclear.309 It was 
completed on the same day by Regulation (EU) 2016/1686310 for implementing the restrictive measures 
provided by the Council Decision in a uniform way. Individuals and companies that are identified as 
being associated with ISIL and Al-Qaeda under these twin instruments are not only subject to asset 
freezing measures but also to a travel ban preventing them from entering into, or transiting through 
EU countries. The two abovementioned sanction regimes must however be distinguished from the 
regime implementing UN Security Council resolution 1373 (2001) targeting persons and entities linked 
to terrorism.  

To comply with the requirements of the UN Security Council resolution 1373 (2001),311 which among 
other things called the UN Member States to criminalise the financing of terrorism and to impose asset 
freezing measures on persons and groups directly and indirectly related to terrorism, the Council 
adopted Common Position 2001/931/CFSP312 on the application of specific measures to combat 
terrorism. The scope of this sanction regime is broader than that of the two aforementioned 
instruments as it does not target a specific organisation or affiliated group or persons but rather focuses 
on groups or individuals linked to terrorism more broadly. This cross-pillar instrument based on former 
article 15 TEU (Common Foreign and Security Policy) and ex-article 34 TEU (Police and judicial 
cooperation in criminal matters) sets out the definition of a terrorist act and requires the freezing of 
funds and other financial assets or economic resources of all persons, groups and entities listed in the 
Annex of the Common Position. The list distinguishes between two different categories of persons, 
each subject to different types of measures, because the Treaty establishing the European Community 
did not provide the European Union with the legal competency to enforce measures against ‘internal 
terrorists’ of Member States.313 Therefore, a first group of ‘internal terrorists’ are subject only to 
enhanced measures related to police and judicial cooperation in criminal matters’. As for the second 
group of ‘EU external terrorists’, the Council adopted Regulation (EC) 2580/2001 of 27 December 2001 
implementing Common Position 2001/931/CFSP, which covers terrorist activities outside the EU314. The 
aforementioned regulation also provides that the list should be reviewed by the Council regularly, at 
least every 6 months to ensure that there are grounds for keeping the individuals and organisations on 
the list. From this overview, one cannot fail to note the complexity of the legal scheme governing 
EU blacklists which were adopted according to different procedural rules and subject to 
different degrees of judicial control. This was largely due to the legal loopholes in the treaties 
which did not contain any explicit legal basis for restrictive measures applicable to individuals 
in addition to the intricate former pillar structure.315 The Lisbon treaty remedied this situation by 
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introducing two new legal bases which give the EU the competence to adopt sanctions against private 
individuals and legal entities for the first time. These two provisions fall respectively under the Common 
Foreign and Security Policy (Article 215(2) TFEU) and under the framework of the Area of freedom, 
security and justice (Article 75 TFEU). However, practice shows that both autonomous sanctions 
and sanctions giving effect to UN lists continue to be adopted on the basis of the aforementioned 
pre-Lisbon instruments. As a result, the sanctions adopted on these abovementioned regimes 
can only be challenged in preliminary rulings and not in direct actions.316 Besides, several 
commentators have pointed to a lack of clarity as to which legal basis between Article 215(2) 
TFEU and Article 75 TFEU should be used in practice and under which circumstances,317 which is 
not without consequences, all the more since these two provisions differ significantly not only in 
terms of scope, but also with regard to the degree of democratic accountability offered to the measure 
adopted (the European Parliament being informed only under the procedure governed by Article 215 
TFEU). This legal uncertainty has already given rise to inter-institutional litigation in the case European 
Parliament v. Council318 where the Court of Justice concluded that Article 215(2) TFEU constitutes the 
appropriate legal basis to combat international terrorism and its financing. Although this case has 
brought clarification that CFSP-based sanctions must be implemented by means of Article 215 TFEU, 
this judgment is seen as unsatisfactory in several respects, notably because it leaves the question of 
the scope of Article 75 TFEU unresolved.  As some authors pointed out, it is therefore questionable 
whether this judgment should serve as an authority to argue that the adoption of any instrument of 
targeted sanctions with an external dimension should be based on Article 215 TFEU and not Article 75 
TFEU319. So far, the EU has introduced terrorism-related sanctions against individuals/entities only on 
the basis of Article 215 TFEU, such as for the adoption of the above-mentioned Council regulation (EU) 
2016/1686 imposing additional restrictive measures directed against ISIL (Da’esh) and Al-Qaeda. Article 
75 TFEU has not yet been used, despite calls and legal action from the European Parliament in this 
respect.320  

 

Anti-money laundering and terrorist financing 

In addition to the freezing assets measures, anti-money laundering is another cornerstone of the 
EU existing legal framework for combating the financing of terrorism. It is premised on the 
assumption that there are important similarities between traditional money laundering and terrorist 
financing. The EU anti-money laundering legislation has been constantly revised and strengthened 
between 1991 and 2018 to comply with the international standards of the Financial Action Task Force 
(FATF) and to address the evolution of financial criminality. After the first two Directives (1991 and 
2001)321 introducing anti-money laundering obligations on private credit and financial institutions and 
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requiring the establishment of financial intelligence units (FIUs) in EU Member States,322 a third 
Directive323 came into force in 2007 to update EC law in the light of the work by the FATF. Among other 
things, this new Directive required Member States to implement a number of the FATF’s 
recommendations into national law. This Directive has been repealed by a fourth Directive adopted in 
2015324 whose main purpose was to remove any ambiguities of the previous Directive and associated 
legislation, and to improve the consistency of anti-money laundering and counter-terrorist financing 
rules across all EU Member States. After a series of terrorist attacks in Europe in 2016, a fifth anti-money 
laundering was adopted in June 2018. The new Directive (EU) 2018/843325 intends to strengthen the 
EU’s rules on preventing money laundering and terrorist financing in a number of ways, including by 
increasing transparency of beneficial ownership of companies and trusts; by regulating virtual 
currencies and pre-paid cards; by strengthening checks on risky third countries as well as by giving FIUs 
wider access to information. The said directive was completed in October 2018 by Directive 2018/1673 
introducing measures to combat money laundering by criminal law.326 The aim of Directive 2018/1673 
is to address some of the gaps in the current anti-money laundering legislative framework, which is 
considered to be insufficiently comprehensive and coherent to be fully effective. For this purpose, this 
new legislation harmonises the definition of the criminal offence of money laundering and related 
sanctions with a view to facilitating police and judicial cooperation between EU countries and avoiding 
that criminals take advantage of more lenient legal systems. This patchwork of legislation which is 
continuously adapted to tackle the evolution of financial criminality and to keep pace with 
international standards is only one part of a broader package of EU measures and bodies aimed at 
tackling financial crime (including terrorist financing), among which are the Regulation (EU) 2015/847 
on the traceability of money transfers; the Directive 2019/1153 facilitating the use of financial and other 
information; the setting-up of an Expert group on money laundering and terrorist financing; the 
Committee on the Prevention of money laundering and terrorist financing; the network of Financial 
Intelligence Units and the Joint Committee of European Supervisory Authorities. Not to mention the 
Directive 2017/541 on combating terrorism which harmonises the definition of the criminal offence of 
‘terrorist financing’ as provided by Article 11 of the said Directive327, the Regulation (EU) 2018/1805 on 
the mutual recognition of freezing orders and confiscation orders328 or the international agreement 
between the EU and the US on the processing and transfer of financial messaging data for the purposes 
of the Terrorist Finance Tracking Program (TFTP)329. 
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2.5.2. Towards a more effective legal framework for the fight against EU money 
laundering and terrorist financing 

Between 2019 and 2021, a series of initiatives have been taken by the Commission to increase 
the effectiveness of anti-money laundering and countering the financing of terrorism in 
particular via greater harmonisation of the applicable rules and enhanced supervision at the EU 
level. In its Communication ‘Towards better implementation of the EU’s anti-money laundering and 
countering the financing of terrorism framework’330 and accompanying assessment reports of July 
2019, the Commission considered that despite recent enhancement of the legislative framework 
challenges remain. Areas where improvements are needed include: a better implementation of 
existing rules, a more detailed and harmonised rulebook, high-quality and consistent supervision 
including by conferring supervisory tasks to an EU body; a stronger mechanism to coordinate the work 
of the FIU’s and to better regulate exchange of information between them. The Commission was also 
in favour of further harmonising the EU anti-money laundering/counter-terrorist financing (AML/CTF) 
framework by means of a regulation. Between 2020 and 2021, the Commission launched infringement 
proceedings against several Member States for not having transposed the 5th Anti-money laundering 
Directive as well as for lack of transposition or non-communication of national transposition measures 
of the 2018 Directive on combating money laundering by criminal law.331 Against this background, the 
Council acknowledged in 2019332 that further work is needed to strengthen the current framework on 
several priority issues. The Commission was notably invited by the Council to explore the possibilities, 
advantages and disadvantages of conferring certain responsibilities and powers for anti-money 
laundering supervision on a Union body with an independent structure and direct powers over certain 
obliged entities. Following to the Action Plan for a comprehensive Union policy on preventing money 
laundering and terrorist financing presented by the Commission on 7 May 2020,333 the Council 
reiterated334 its support to several reforms proposed by the Commission, in particular to improve 
supervisory and coordinating mechanisms at EU level.  In this respect, the Council supports the 
Commission’s intention to establish an EU-level Anti-money laundering/Counter-terrorist financing 
body while stressing the importance to give this new entity an appropriate supervisory scope in line 
with the principle of subsidiarity. In response to the calls of the Council, the Commission presented 
an ambitious package of four legislative proposals in July 2021.335 At the heart of this legislative 
package is the proposal to create a new EU authority for anti-money laundering and countering the 
financing of terrorism336 who will, among other things, be in charge of supervising and enhancing the 
cooperation among Financial Intelligence Units (FIUs). This initiative is accompanied by three other 
proposals: a proposal for a new regulation that will contain directly applicable rules,337 including in the 
areas of customer due diligence and beneficial ownership; a proposal for a 6th Directive on anti-money 

                                                             
330 Commission, ‘Communication to the European Parliament and the Council towards better implementation of the EU’s anti-
money laundering and countering the financing of terrorism framework’ COM(2019) 360 final. 
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https://ec.europa.eu/commission/presscorner/detail/en/inf_21_5342 accessed 21 January 2022. 
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333 Commission, ‘Communication on an Action Plan for a comprehensive Union policy on preventing money laundering and 
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334 Council, Document 12608/20 (5 November 2020). 
335 European Commission, ‘Anti-money laundering and countering the financing of terrorism legislative package’ (20 July 
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336 Commission, ‘Proposal for a regulation of the European Parliament and of the Council establishing the Authority for Anti-
Money Laundering and Countering the Financing of Terrorism’ COM(2021) 421 final. 
337 Commission, ‘Proposal for a regulation of the European Parliament and of the Council on the prevention of the use of the 
financial system for the purposes of money laundering or terrorist financing’ COM(2021) 420 final. 
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laundering/countering terrorist financing338 as well as a proposal to revise Regulation 2015/847 to 
make it possible to trace transfers of crypto-assets.339 

2.5.3. Fundamental rights issues 
It is not possible to comprehensively assess the effectiveness of the EU counter-terrorism financing 
legal framework as it is largely being redesigned, in particular with regard to anti-money laundering 
measures. Regardless of this difficulty, it has long been argued that lack of official, publicly available 
data concerning the actual amounts and types of terrorist assets frozen by relevant authorities makes 
the evaluation of EU’s counter-terrorism financing policies a rather difficult endeavor.340 Not to mention 
the diverging interpretation on how to assess the effectiveness of EU restrictive measures, which for 
some EU actors should not be judged purely in terms of amount frozen but should also take into 
account the impact such decision may have on the functioning of terrorist networks as well as the 
political impact of a decision taken by the EU as a whole to declare a group or an individual as 
terrorist.341 In any case, assessing whether such measures had a significant impact on terrorists’ ability 
to carry out attacks, is considered particularly difficult.342 While bearing these considerations in mind, 
it is equally important to consider the effectiveness of the EU’s counter-terrorist financing policy in light 
of its impact on fundamental rights.  

With regard to the so called ‘EU blacklists’, the procedure governing the listing and its consequences 
for individuals has long given rise to questions of human rights compliance.343Among the main 
contentious issues raised by these measures are the lack of communication of the grounds on 
which the listing decision is based, which in turn makes it difficult for the person listed to 
challenge such decision, in addition to the very vague criteria for including a person on a list. 
This risks interfering with the fundamental rights of the persons concerned such as the defence rights 
and the rights to property and privacy. In this respect, the Court of first instance and the Court of justice 
of the European Union, despite the limited possibilities of judicial review provided before the Lisbon 
reform, have played a remarkable role in achieving a more balanced approach in the EU’s fight 
against the financing of terrorism with a view to improve the protection of the rights of targeted 
individuals. Through several major decisions, the European judge has driven reforms towards a clearer 
and more transparent procedure to reduce the level of governmental discretion in listing and de-listing 

                                                             
338 Commission, ‘Proposal for a Directive of the European Parliament and of the Council on the mechanisms to be put in place 
by the Member States for the prevention of the use of the financial system for the purposes of money laundering or terrorist 
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procedures of persons.344 Among these, it is worth mentioning the 2006 OMPI case345 by which the 
Court of First Instance required more procedural guarantees to the sanctions applied against an 
individual or group on the basis of being included on a blacklist. The Court found in particular that 
three key requirements must apply in such case, including the right to a fair hearing, the obligation to 
state reasons for listing any person, group and entity subject to targeted sanctions and the right to 
effective judicial protection. In the 2008 OMPI judgment,346 the Court of First Instance further clarified 
that a decision to maintain a group or entity on a list must be duly motivated by taking into account 
not only the reasons stated by the national government but also the national court’s decision 
challenging the validity of the government’s conclusions. Most importantly, following the 2008 Kadi 
case,347 European institutions could no longer automatically implement UN blacklists but have to 
consider their compatibility with fundamental rights. Questions regarding the information on which a 
decision to maintain individuals or entities on a list must be grounded has since generated new 
litigations as illustrated by the several appeals brought in the case Hamas v. Council.348 Despite the 
Court of Luxembourg’s essential contribution to improving procedural guarantees to the 
benefit of targeted individuals, it is noted, however, that the scope of judicial review varies 
significantly depending on the asset freezing regime involved.349 Moreover, certain requirements 
arising from the Kadi judgments, such as the requirement that the European Commission carefully 
examine the merits of the grounds for a freezing order by the UN Sanction Committee, seem 
particularly difficult to be implemented in practice as it would lead to questioning the authority of UN 
sanctions.350 This triggers a conflict between the rights guaranteed by the EU legal order and the 
binding nature of the UN Sanction Committee decisions. Similarly, the obligation to state reasons for a 
decision to freeze assets is not of the same intensity depending on the applicable legal framework for 
blacklisting.351 Thus, the diversity of blacklisting regimes raises important questions with regard 
to the resulting fragmentation of legal protection. Moreover, by refusing to recognise the punitive 
nature of such restrictive measures which are still qualified as preventive measures despite their far-
reaching consequences on individuals or groups targeted, the scope of the review of the European 
judge is then limited as are the guarantees afforded to those person or groups. In this regard, the 
practical consequences of targeted sanctions on the exercise of the rights of the defence should 
not be underestimated. As pointed out by defence lawyers, it may be particularly difficult for an 
individual whose funds are frozen and who therefore no longer has any financial resources to have 
access to legal services. In addition, although regular revision of these lists is needed, it complicates the 

                                                             
344 For an account of the human rights challenges posed by blacklisting and asset freezing Galli, F., ‘The freezing of terrorists’ 
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345 Case T-228/02, People’s Mojahedin Organization of Iran (OMPI), 12 December 2006. 
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procedure to challenge the listing decision as the lawyer must not only challenge the first listing 
decision but also subsequent maintenance decisions352. 

When assessing the balance achieved between the fight against the financing of terrorism and the 
protection of fundamental rights, the impact of measures taken by other organisations at International 
and European levels must also be taken into account. Certain initiatives such as the introduction of an 
Ombudsperson by UN Resolution 1904(2009) have been welcomed as an important step to ensure 
greater transparency over the blacklisting procedure. The European Court of Human Rights (ECtHR) on 
its part delivered important judgments in the context of targeted sanctions, although few in number.353 
However, the UN Security Council does not provide for any judicial remedy against the blacklisting 
procedure and the ECtHR seems to take a similar approach to that of the CJEU. This clearly indicates 
the importance of the Union’s role in these issues. 

The need to find a right balance between the objective to prevent money laundering and the 
financing of terrorism on one side and the protection of fundamental rights on the other side 
has long raised concerns that still resonate today. On 24 September 2020, the Belgian 
Constitutional Court partially annulled the law transposing the fourth (EU) Directive 2015/849 on the 
prevention of the use of the financial system for the purposes of money laundering or terrorist 
financing for excessive infringement of lawyer-client privilege.354 The provision at issue required 
obliged entities, including lawyers, to report to the ‘Cellule de traitement des informations financières 
(CTIF)’ any suspicious activity linked to money laundering or terrorist financing of which the lawyer 
becomes aware or that he would have suspected at the expense of the client-lawyer privileged. The 
contentious law imposed a reporting obligation even in the case the client decides to abandon 
suspicious activity based on the advice of his lawyer, which was at the heart of the dispute. The Belgian 
Constitutional Court considered that this situation is covered by professional secrecy and must 
therefore be excluded from the obligation to report. More recently, the fifth anti-money laundering 
Directive led to several preliminary questions in relation to the right of privacy and data protection on 
which the Advocate General Pittruzella recently issued an opinion.355 The contentious issue at the heart 
of these preliminary references concerned the modification introduced by Directive (EU) 2018/843 
which allows certain information on beneficial owners of companies and other legal entities 
incorporated within their territory to be accessible to the general public for transparency purposes. In 
its conclusion, the Advocate general considers that the disclosure regime put in place by the fifth anti-
money laundering Directive does not lead to a disproportionate interference with the right to privacy 
and data protection guaranteed by Articles 7 and 8 of the Charter respectively. This position contrasts 
sharply with the opinion previously issued by the European Data Protection Supervisor (EDPS) on the 
legislative package proposed by the Commission in 2021 to strengthen anti-money 
laundering/counter-terrorist financing (AML/CTF) rules.356 While, overall, the EDPS welcomes the 
objectives pursued by the AML/CTF legislative package,357 several concerns kept his attention 
including the possibility provided for in the proposed anti-money laundering Directive that “any 
member of the general public” can have access to the beneficial ownership registers. The EDPS 
stresses in particular that the necessity and proportionality of such generalised access for the purposes 
                                                             
352 See in this regard Case C-833/19, Council v. Hamas, 23 November 2021, ECLI:EU:C:2021:950, para. 23 
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of prevention of money laundering and terrorism financing has not been clearly established so far. In 
this respect, the EDPS would recommend establishing two separate regimes in terms of necessity and 
proportionality assessment depending on whether access to beneficial ownership information is 
motivated by objectives of general interest or by other objectives such as transparency. Among other 
things, the EDPS highlights that the risk-based approach of the use of the financial system for money 
laundering needs further clarifications. He also takes the view that the categories of personal data to 
be processed by the obliged entities should be further specified, depending on the different activities 
and measures carried out by such entities and the specific purpose pursued and taking into account 
the necessity and proportionality principles. Moreover, with regard to the same proposed Directive, 
the EDPS notes ‘the extensive access powers conferred to FIUs’ and invites the legislator to reassess the 
necessity and proportionality of these access rights, in relation in particular to the ‘law enforcement 
information’ listed under Article 18(1)(c) of the proposal for a 6th anti-money laundering Directive.  The 
‘Council of Bars and Law Societies of Europe’ (‘Conseil des barreaux européen’ - CCBE) for its part 
welcomes the new legislative package presented by the Commission but also identifies several 
important concerns with regard to the rule of law.358 One of the major concerns raised by the CCBE is 
about the risk that the new powers conferred to public national authorities as provided by the 
anti-money laundering Directive proposed by the Commission in the frame of the AML/CTF 
package would undermine the independence of lawyers. The lack of an ex-post comprehensive 
assessment of the current legal framework for combating money laundering and the financing of 
terrorism also appears problematic, particularly in view of the constant evolution of this legislation and 
the lack of empirical evidence supporting the new legislative package. Moreover, the CCBE required 
additional safeguards to protect the lawyer’s professional secrecy to be included in the proposal for a 
new AML Directive, thus echoing concerns already raised with regard to the previous anti-money 
laundering Directives. 

 

2.6. Measures to combat radicalisation and recruitment 

2.6.1. Background information  
Since 2004-2005, the fight against radicalisation has become a core element of the EU’s holistic 
approach to countering terrorism. The fight against radicalisation occupies a central place in the 
‘Prevent’ pillar of the EU Counter-terrorism strategy, which is linked to the objective ‘to prevent people 
turning to terrorism by tackling the factors or root causes which can lead to radicalisation and 
recruitment, in Europe and internationally’. This general objective, per se, does not encompass the wide 
range of topics related to the problem of radicalisation. While the fight against radicalisation is an 
essential dimension of the EU’s counter-terrorism policy, its priorities extend well beyond the scope of 
this policy. This is best illustrated by the wide range of programmatic instruments produced by the EU 
institutions which set priorities and guidelines to tackle this phenomenon. The prevention of extremist 
phenomena underlying terrorism is still a priority of the 2020 EU Counter-terrorism agenda with a focus 
on several key issues including on ‘Countering extremist ideologies online’, ‘Supporting local actors for 
more resilient communities’, ‘Prison, rehabilitation and reintegration’ and on ‘Consolidating 
knowledge and support’.359 In the opinion of the national authorities that contributed to the definition 
of these broad priorities, these latter largely reflect the current issues facing the Member States.  
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While the EU’s fight against radicalisation falls under the general framework of the EU’s fight against 
terrorism, a specific strategy to combat radicalisation and recruitment was adopted for the first time in 
2005. It was subsequently amended in 2008, 2014 and 2017, thus illustrating how much this topic is 
evolving. Between 2005 and today, the priorities have changed considerably and the initial focus on 
Islamist-type radicalisation has shifted to other forms of radicalisation, in particular violent right-wing 
extremism. Since radicalisation is attributed to multiple factors, a wide range of preventive actions are 
usually advocated to address different facets of the problem. The heterogeneity of the measures 
promoted at the EU level ranges from addressing the root causes of radicalisation by improving living 
condition, employment, education, by fighting racism and xenophobia, etc. (‘primary prevention’) to 
short-term security measures such as combatting online terrorist propaganda or detecting early signs 
of radicalisation (‘secondary prevention’) and rehabilitation of former extremist offenders (‘tertiary 
prevention’). The elasticity of the expression ‘preventing and fighting against radicalisation’ which 
stems from the multidisciplinary approach favored to deal with this phenomenon, and the multiplicity 
of the actions proposed make it difficult to precisely delineate the scope of the fight against 
radicalisation. In addition, the difficulty in conceptualising the notion of radicalisation to which should 
be added the difficulty in reaching a consensus on the root causes of this phenomenon have proven 
to be a major challenge in developing the preventive strand of the EU’s counter-terrorism policy.360 
While it is generally agreed that radicalisation is not a crime in itself and must not be confused with 
terrorism, the two phenomena are often linked together as evidenced by the focus on ‘radicalisation 
leading to terrorism’. The EU’s approach to radicalisation is based on the assumption that different 
types of initiatives in different policy areas are needed to better tackle this complex phenomenon. In 
other words, the EU intends to provide Member States with a ‘toolbox’, encouraging them to use all 
relevant EU instruments that can make a valuable contribution, while facilitating networking and 
exchange of experiences and good practices at EU level with a view to enhancing the stakeholders’ 
capabilities in tackling the phenomenon. A variety of cooperation fora, including networks, have been 
set up for this purpose.361 In addition, several structures for cooperation and coordination have been 
put in place with a view to following-up on the needs of Member States and to providing effective 
support at EU level. In line with one of the recommendations made by the former ‘High-Level 
Commission Expert Group on Radicalisation’ (HLCEG-R)362 -  a temporary body with an advisory role to 
the European Commission on how to improve European cooperation on the prevention of 
radicalisation363 - several structures have been created to involve the Member States more closely in 
the definition of common priorities in the area of preventing and countering radicalisation. In this 
regard, mention should be made of the ‘Network of Prevent Policy Makers’ (NPPM) and the ‘Steering 
Board for Union actions on preventing and countering radicalisation’. These two bodies, made up of 
competent national authorities, enable the Member States to help define the guidelines and priority 
actions to be taken in this area (e.g. by contributing to the drafting of ‘Strategic orientations’), in close 
collaboration with the radicalisation prevention Unit of the Commission’s Directorate-General for 
Migration and Home Affairs. The composition of this latter unit, which brings together officials from 
the European Commission and seconded national experts, is seen as contributing to maintain fluid 
communication between the various stakeholders.  
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Reflecting the multidisciplinary approach to preventing and countering radicalisation, the topics 
addresed within the aforementioned coordinating structures are very broad, commensurate with the 
extent of the EU support in this area. This broad approach, in turn, makes it difficult to evaluate this 
sub-counterterrorism policy in a comprehensive manner. For instance, the 2018 report of the European 
Court of Auditors assessing the transversal support provided by the EU Commission364 to tackle 
redicalisation - which is the most comprehensive assessment to date on this subject - indicates that it 
has mainly focused on the management of actions within the EU whose primary purpose was to 
prevent and counter radicalisation, while leaving aside certain relevant aspects such as the exchange 
of information between Member States. In response to one of the shortcomings identified by the 
European Court of Auditors, the Commission has recently launched a study to develop relevant 
indicators to evaluate its own prevention policy. While there is an increased need to evaluate the results 
and effectiveness of prevent polcies and intervention, this is generally considered a difficult exercise 
insofar as it requires a correlation between the effectiveness of preventive measures and acts that were 
not committed. As admitted by EU officials who have worked at the heart of these issues, it proved 
impossible to assess the effectiveness of prevention programmes and policies and most of the 
evaluations conducted at national level are not conclusive.365 Without claiming to exhaustively assess 
the support provided by the EU in this area, the discussion will focus on key priority topics. After 
highlighting the limits to EU’s action in the fight against radicalisation (2.6.2), it is worth mentioning 
the transversal support provided by the EU through the Radicalisation Awareness Network (2.6.3), 
which is by far one of the EU’s flagship initiatives in this area. Focusing on sectoral issues, attention 
should be paid to the range of initiatives taken to counter online propaganda (2.6.4) which are high on 
the EU agenda. The development of rehabilitation programmes aimed at facilitating the long-term 
reintegration into society of former terrorist/extremist convicts is also receiving increasing attention at 
EU level in view of the release of several allegedly highly radicalised prisoners in some Member States. 
Several tools are mobilised by the Commission to support the needs of Member States in this regard, 
although this is still a relatively young field (2.6.5).  

2.6.2. Some important limits to the EU’s action in the fight against radicalisation 
While the prevention of crime has been a fundamental objective of the Area of Freedom, Security and 
Justice (AFSJ) since the Treaty of Amsterdam, the EU has not been given any explicit competence to 
prevent and combat radicalisation while it has only weak powers in the field of crime prevention (in 
general).366 Preventing and combating radicalisation touches upon many policy areas for which 
Member States are primarily competent. This is particularly true for socio-preventive measures aimed 
at eliminating socio-economic factors that are presumed to contribute to radicalisation. Since 
radicalisation is not only perceived as a societal problem but also as a security threat that can lead to 
terrorism, the potential of police cooperation instruments should not be underestimated. The 
prevention of terrorism at the earliest possible stage has been given crucial importance in recent years 
and this has had an impact on police cooperation priorities.367 This is notably illustrated by the growing 
operational powers conferred to Europol which have recently extended to priorities relevant for the 

                                                             
364 European Court of Auditors, ‘Special Report N°13 on tackling radicalisation that leads to terrorism: the Commission 
addressed the needs of Member States, but with some shortfalls in coordination and evaluation’ (2018) 13. 
365 De Vries (n 360) 238. 
366 See art. 84 TFEU which provides the EU with a general competence in the field of the prevention of crime, the possibility of 
approximating legislation being explicitly excluded. This provision clearly provides for a competence to carry out supporting 
action within the meaning of the treaties while it is inserted in the chapter of judicial cooperation in criminal matters, an area 
which falls under a category of shared competence. 
367 See for example Joint Statement by the EU Home Affairs Ministers on the recent terrorist attacks in Europe (13 November 
2020). 



IPOL | Policy Department for Citizens’ Rights and Constitutional Affairs 
 

 72 PE 730.581 

prevention of radicalisation, such as the fight against online propaganda.368 But even in the area of 
security there are quite significant limits to the competence of the EU. While police cooperation is an 
area of shared competence between the EU and its Member States, national security is explicitly 
excluded from the competence of the EU (art. 4(2) TEU and art. 72 TFEU) notwithstanding the need 
to cooperate. In addition, there are other areas relevant to the fight against radicalisation which fall 
outside the competence of the EU (e.g. religion or social reintegration of former extremist prisoners). 

The EU also faces important constraints in terms of subsidiarity. This important principle of EU law that 
applies in the fields of shared competence states that the Union should only act when a given objective 
can be better achieved at Union level than by individual Member States. One clear example of when 
the EU can perform better than Member States is when the phenomenon to be regulated is 
transnational. This is not always the case with radicalisation. Some of the key priorities identified to 
tackle this phenomenon do have a cross-border dimension such as the fight against online 
radicalisation or the travelling of EU citizens to conflict zone. However, the local level is also usually 
considered as an appropriate level to address the root causes of the problem. When analysing the 
situation from a national perspective, we see that the fight against radicalisation has a strong 
decentralised dimension and relies on the involvement of a wide range of local actors (local authorities, 
social services, security services, etc.).  

2.6.3. The Radicalisation Awareness Network (RAN) 

The Radicalisation Awareness Network (RAN) is one of the flagship initiatives through which the EU 
intends to contribute to pool expertise, knowledge and good practices on key issues related to 
radicalisation. This transnational network aims to connect frontline practitioners from all Member 
States and beyond, such as prison officers, teachers, social workers, psychologists, or communication 
experts, in order to facilitate the sharing of experience and knowledge between them. The activities 
organised through the RAN result in the provision of concrete resources/guidances such as handbooks, 
toolkits, etc., some of which are translated into several languages, which is highlighted as an important 
issue for national authorities. This network, which has a cross-cutting scope of action as reflected by 
the nine thematic blocks it deals with, is thus a good illustration of how the EU managed to design its 
support in a way that benefits not only decision makers but also local actors operating on the ground 
through a ‘bottom-up approach’. The RAN was first set-up by the European Commission (Directorate-
General for Migration and Home Affairs) in 2011 in the post-Arab spring context. Since then, its 
mandate has been renewed twice and was recently reconducted for a third time until 2024 alongside 
a gradual broadening of its activities. As an important step, in 2015 the ‘RAN Centre of Excellence’ (RAN 
CoE) was created. Acting as an ‘EU Knowledge hub’, it offers a platform for facilitating and enhancing 
the exchange of experiences and cooperation between the relevant stakeholders (inside and outside 
the EU),  for supporting the EU and the relevant stakeholders in Member States in their efforts to 
develop prevent policies and for consolidating, disseminating and sharing expertise, best practice and 
targeted research in the field of preventing radicalisation. While the RAN’s mandate initially focuses on 
the EU with a relatively limited budget for external engagement, its engagement outside the EU has 
increased considerably. RAN CoE currently offer its expertise to a selected number of priority third 
countrutries (including Western Balkans, Tunisia, Jordan, Lebanon and Turkey).369 The activities of the 
network are financed by the EU internal Security fund, whose specific objective for the period 2021-

                                                             
368 See Section 2.1.2 in this Study. 
369 For developments on the support provided by the RAN to the Western Balkans see Section 2.7 in this Study. 



Counterterrorism policies, measures and tools in the EU  
 

PE 730.581 73 

2027 includes supporting initiatives to strengthen capabilities to combat and prevent radicalisation.370 
As some researchers pointed out, the four-year mandate of the network allows it to have a more stable, 
and long-term impact than other bodies set up only on an annual basis.371 At the same time, the RAN 
CoE being a virtual entity and services being provided under a procurement contract with limited 
duration entails a risk that expertise and relations built in the course of one contract period are lost.372 
In addition, the lack of permanent structures may limit the visibility of the work being carried out 
within the network as well as the scope and impact of its actions and their sustainability. In its final 
report, the European Parliament special committee on Terrorism called, inter alia, for further 
developing long-term capacities of the RAN within the Commission, with adequate financial and 
human resources while calling for an extension of the network, both in terms of the scope of the 
activities to be covered and the actors involved.373  

The support provided through the network is intended to be flexible as prevention remains a primary 
competence of EU Member States. This explains why radicalisation and violent extremism is primarily 
being tackled through so-called ‘soft measures’, that is, through non-legislative approach 
lacking legally binding monitoring mechanisms. The role of the RAN is to facilitate exchange of 
good practices between practitioners on a voluntary basis. As highlighted by some experts involved 
in the management of the RAN, flexibility is considered as one of the strengths of the network. 
This is all the more true since needs and approaches to this phenomenon may vary from one Member 
State to another. Depending on how radicalisation is dealt with at the national level, the practitioners 
involved in the RAN may belong to very different organisations (e.g. local government; NGOs, etc.) 
which may therefore have very different views on this subject (security issue vs. social issue) and how 
to address it. There are also differences in the extent to which radicalisation affects different countries. 
While until 2016, the focus was on jihadism and the phenomenon of foreign fighter’s, over the last years 
anti-government and far-right extremism are becoming increasingly important topics discussed within 
the network. It is also observed that Member States are not involved in the fight against radicalisation 
to the same extent. Some countries have launched many projects regarding extremism while other 
countries lack the resources to address this issue. In some countries, civil society initiatives are more 
numerous, while in other countries initiatives are undertaken at the State level. According to the 
experts interviewed, some countries have strong experience in fighting radicalisation, while some 
Member States do not but learn from the other countries. It is therefore important to respect these 
differences in the work carried out within the network. The flexible approach provided through the 
RAN makes it also easier to adapt to new developments considering that this phenomenon is 
constantly evolving. 

In its 2018 assessment, the European Court of Auditors found that although the RAN provides 
tangible benefits by acting at European level, this network is not being used to its full 
potential.374 Among the main shortcomings identified, the following were highlighted: the lack of 

                                                             
370 See Commission website, https://ec.europa.eu/home-affairs/funding/internal-security-funds/internal-security-fund-2021-
2027_en, accessed on 22 February 2022. The financial envelope for the implementation of the Fund for the period from 1 
January 2021 to 31 December 2027 is 1.93 billion euros. 
371 For discussion about the RAN see Foret, F., and Markoviti, M., ‘New challenge, old solutions? Religion and counter-
radicalisation in the European Parliament and the radicalisation awareness network’, (2019) 21 European Politics and Society 
434-451. 
372 See in this regard Commission, ‘Staff working document - Comprehensive assessment of EU security policy’ SWD(2017) 278 
final 16.  
373 European Parliament, ‘Resolution on findings and recommendations of the Special Committee on Terrorism’ (n 38) para 
27. 
374 European Court of Auditors, ‘Special Report N°13 (n 364). 
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practical results in the analysis of the best practices of the Member States; insufficient dissemination of 
information on relevant EU funding opportunities and outcomes; insufficient involvement of small 
organisations unrelated to government as well as the need to strengthen bottom-up communication 
from practitioners to policymakers to better address needs on the ground.375 Since then, it appears that 
efforts have been made to fill these gaps. A new consortium has been created in January 2021 to 
‘Prevent and Counter Radicalisation for Policy Makers and Researchers’ (‘RAN Policy support’) 
that works alongside RAN for practitioners. This initiative is in addition to others relevant actions 
such as the establishment of national RAN contact points whose mission includes to facilitate the 
further dissemination of outcomes of the activities being conducted within the network. RAN Policy 
Support was launched by the Commission (DG HOME) to facilitate exchanges among policy-makers 
across the EU and to foster evidence based approach. This new consortium which is implemented 
through public procurement contract376 includes 16 partners from 9 Member States, ranging from 
public authorities to private companies, renowned academics, think-tanks and foundations active in 
preventing and fighting against violent radicalisation.377 The involvement of institutional actors at 
national level marks an important step in the evolution of the network, which until now has been 
mainly dedicated to practitoners. RAN Policy Support is committed to informing policy-makers with 
evidence-based data and analysis in a range of areas identified as priorities by the Member States, such 
as violent extremist ideologies (both online and offline); polarisation in local communities, the 
management of foreign fighters and their families; radicalisation in prisons and the rehabilitation of ex-
offenders. This initiative also came in response to a request from Member States to develop state 
cooperation on this matter. In the view of the experts involved in running the network, this separation 
into two branches (RAN Policy Support on one side and RAN for practitioners on the other) can 
generate advantage in terms of concrete initiatives aimed at addressing the major challenges 
practitioners face, including the data challenge as well as the need to find an adequate framework to 
develop multi-agency approach allowing better exchange of information between practitioners. A 
strict separation between practitioners and policy-makers is, however, not desirable given the 
importance of maintaining a multi-stakeholder approach based on mutual trust. Although it is still too 
early to assess the ‘RAN Policy Support’, the Covid-19 pandemic has had an impact on the progress of 
its activities, such as on study visits. Some of these study visits may have been organised virtually but, 
as some stakeholders point out, this does not have the same effect as an ‘in person’ visit which 
contributes to creating a dynamic interaction between the different actors involved.  

In line with the objective set out in the EU Counter-terrorism agenda (2020) to further consolidate 
knowledge in this area, an ‘EU Knowledge Hub’ on prevention of radicalisation for policy makers, 
practitioners and researchers is currently being developed. Acting as a platform for knowledge 
exchange, it would disseminate knowledge and expertise and also promote the full use of funding 
possibilities under the various EU programmes, evaluate interventions, certify best practices and 
provide targeted support to stakeholders at national and local levels.378 As practitioners working in this 
field have stressed, continuous work is needed to consolidate the acquis in this area. While some 
precautions are taken to avoid overlaps between the various initiatives supported by the Commission 
to foster knowledge and experience on priority topics related to the prevention of radicalisation (e.g. 

                                                             
375 Ibid 22-24. 
376 Commission, ‘Implementing decision of 26 November 2021 on the financing of the components of the Thematic Facility 
under the Internal Security Fund and the adoption of the work programme for 2021 and 2022’ C(2021) 8460 final. The global 
budgetary envelope for procurement contracts in years 2021 and 2022 is 55 690 700. 
377 See in this regard International Centre for Counter-Terrorism website, https://icct.nl/project/radicalisation-awareness-
network-2021/ accessed on 22 February 2022. 
378 Commission, ‘Communication on a Counter-Terrorism Agenda for the EU’ (n 34). 
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by allowing RAN representatives to attend meetings organised in other format/projects relevant to the 
work of practitioners), the risk of duplication cannot be completely ruled out. More generally, the 
involvement of private consultancy groups in the operation of the RAN also raises questions in terms 
of the credibility of the expertise promoted through the training activities offered by the network. 
While the added value of having European networks that promote European expertise on the 
prevention of radicalisation is undeniable, the reliability of the methodology on which this expertise is 
based is equally important. The added value that the future ‘EU Knowledge Hub’ could bring in this 
respect is particularly welcomed.  

2.6.4. Countering online terrorist propaganda 
As terrorist organisations, such as Daesh, have attracted a significant number of young EU citizens 
through a powerful communication strategy, to which should be added the increasing dissemination 
of extremist ideologies and apologies of terrorist acts online, it becomes urgent to counter terrorist 
propaganda online in order to prevent incitement to terrorism.379 Terrorist propaganda online has 
indeed been identified as one of the possible factors contributing to/amplifying violent radicalisation. 
This issue is all the more topical since it has been observed that the dissemination of hate/extremist 
messages has been further amplified by the Covid-19 pandemic.380 While the focus was initially on 
Islamist-inspired ideology, the rise of far-right ideology is a growing concern at the EU level, as 
evidenced by discussions within the EU Council381 and Europol’s analytical work.382 In this regard, some 
practitioners involved in the field expressed the need to better understand extremist far-right ideology 
and to build up more understanding on the many different ideologies at play and how they reinforce 
each other. This is a significant challenge because right-wing ideologies include many different 
communities (e.g. conspiracy theories, xenophobic reactions towards refugee crisis, etc.) which helps 
to attract a wider audience. Some key EU actors have also identified new forms of conversion between 
extremist ideologies (e.g. anti-vaccine; State actors promoting disinformation, etc.). Although there is 
no EU definition of extremism, this term appears to encompass a wide range of ideological expressions, 
including hate speech, incitement to violence (e.g. terrorist violence) and more generally, messages 
that go against EU values and create division in our societies.  

The fight against extremist ideologies online has been a constant theme of the EU agenda since 2015 
and one of the key priorities of the ‘prevent’ strand of the new agenda on Counter-terrorism.383 It is also 
a priority of the national prevent strategies, as is the need to counter extremist ideology beyond the 
online environment (e.g. in France, the issue of unwelcome funding from foreign religious 
organisations which contributes to the development of radical separatist ideologies is gaining 
momentum). The EU has taken a wide range of initiatives to address the dissemination of terrorist 
propaganda, ranging from non-legislative measures (i.e. through financial support to help 
Member States develop counter-narratives strategies, or through the setting up of discussion 
forums and police cooperation instruments aimed at contributing to the detection of 

                                                             
379 Jourová, V., ‘EU anti-terrorist strategy: Focusing on preventing radicalisation online and fighting terrorist conten online’ in 
Christiane Höhn, Isabel Saavedra and Anne Weyembergh (eds), La lutte contre le terrorisme: ses acquis et ses défis. Liber 
Amicorum dédié à Gilles de Kerchove (Bruylant, Brussels, 2021) 905ff. 
380 In this regard see Council, ‘Conclusions on the impact of the COVID-19 pandemic on the threat posed by terrorism and 
violent extremism, including the impact on CT and CVE authorities and their activities’ Document 9586/21 (8 June 2021). 
381 Council, Document 11756/19 (30 August 2019). 
382 Europol, ‘Written contribution to JPSG, Reporting on the fight against right-wing extremism and terrorism (RWE) (21 
September 2021) which may be found here 
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383 Commission, ‘Communication on a Counter-Terrorism Agenda for the EU’ (n 34). 
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terrorist/extremist content) to legally binding initiatives aimed at ensuring the prompt removal 
of terrorist content online. This combination of measures is considered necessary to address the issue 
on the short and longer term. As expressed by EU practitioners involved in the field, it is clear that any 
form of online violence, be it hatred or terrorist content, will not be eradicated only through criminal 
law.384 Prevention remains a key response to positively promote change in societies, starting from 
education and integration; thus, addressing the cause of the sickness, ‘not only the symptoms’.385 
Short-term preventative security measures are, however, also considered necessary to protect citizens 
against dangerous online content immediately.386  

Soft measures to help Member States develop counter-narratives strategies are an important part of 
the support provided by the EU. Several EU funding instruments have led to the creation of networks 
to facilitate the exchange of good practices on this subject, for example through the RAN working 
group on ‘Communication and Narratives’ (RAN C&N), or through the old ‘European Strategic 
Communications Network’ (ESCN). However, there is little evidence to conclude whether these 
strategic communication activities have worked.387 Since 2005, the EU has largely left the task of 
counter-narrative to the Member States388 while providing them with financial support and platforms 
for the exchange of good practices. As an illustration of the changing priorities in the fight against 
extremist speech, the Commission has recently launched a call for funding under the Framework of 
Horizon Europe Programme (HORIZON) on the theme of ‘Evolution of political extremism and its 
influence on contemporary social and political dialogue’.389 The projects funded under this programme 
are expected to contribute to gain an in-depth understanding of the major factors leading to the 
present rise of extremist narratives and of their influence on mainstream worldviews, discourses and 
policies across European countries in their local and global context, with a view to formulate multi-level 
policy recommendations to help counter these extremist narratives.  

However, countering narrative is only one dimension of the EU’s support for tackling the spread of 
extremist ideologies and not the most important one. The detection and removal of 
extremist/terrorist content online is another important issue on which the EU is more actively 
involved using different types of instruments under different policies. Since private internet companies 
play a crucial role in hosting or facilitating the flow of online content, there is a strong consensus on 
the need to involve them in the efforts to prevent the propagation of extremist/terrorist content online. 
To this end, the EU has engaged in a dialogue with big internet companies to raise their awareness on 
this issue and make them more responsive towards the content posted by their users. This is done in 
particular via the ‘EU Internet Forum’ which was launched by the Commission in December 2015 to 
fight against the misuse of the Internet for terrorist purposes. This forum brings together the 
Commission, Member States, the main IT companies, and Europol, as well as other experts and civil 
society partners. It aims to provide a platform where these actors can exchange their views on trends, 
developments and the challenges posed by the presence of terrorist content online.  

Another major initiative is the setting up of the Internet Referral Unit (EU IRU) at Europol in 2015 
following to the Charlie Hebdo attacks. This unit was created to respond to the demand for closer 
collaboration with the Internet industry and to prevent radicalisation and related propaganda 

                                                             
384 Jourová (n 379). 
385 Ibid. 
386 Ibid. 
387 De Vries (n 360) 238. 
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389 See European Commission website, page dedicated to ‘Funding & tender opportunities’, Call ‘Reshaping democracies 
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activities. Its core mission is to support the competent national authorities by 
detecting/flagging/assessing terrorist and extremist content online and requesting their deletion from 
the private internet company concerned. The IRU also supports Member States and third parties in 
online investigations390. In the words of an expert in the field, ‘the IRU bridged the gap between 
prevention and investigation capabilities by not only detecting and deferring the dissemination of 
terrorist propaganda and removing the content, but also by facilitating the attribution and prosecution 
of perpetrators’.391 The Europol internet referral unit has no enforcement powers to decide on the 
removal of extremist or terrorist content and its work relies to a large extent on the good cooperation 
with internet private companies, which, until recently, enjoyed a wide margin of discretion in this 
matter. According to statistics, the IRU’s activities have grown rapidly since its inception, with the 
number of content assessed and referrals doubling in the year 2017 to 2018 alone.392 Despite these 
positive results, the 2018 report of the European Court of Auditors evaluating the cross-cutting support 
provided by the EU to fight radicalisation has highlighted several limitations in the way the 
performance of the IRU is measured.393 Among the gap identified was the lack of performance 
indicators showing how much content was removed solely due to EU IRU actions (without the content 
at issue having been reported by national IRUs, civil society or the internet companies themselves) or 
the lack of feedback from private companies as to why the content was removed.394 Moreover, 10 
survey respondents highlighted the challenge of the re-uploading of removed content while 
emphasising the difficulty in finding the right balance between making terrorist propaganda less 
accessible on the internet and pushing terrorists to use more complex and clandestine messaging 
systems, which could make investigations more difficult.395 More recently, the European Parliament 
stressed the need to strengthen the capabilities of Europol’s EU IRU to help limit the dissemination of 
terrorist content online.396  

Since voluntary cooperation with private internet companies proved insufficient in spite of the positive 
results achieved, the EU Commission decided to move from its voluntary/soft approach to a more 
binding approach towards internet platform. After four years of negotiation, the EU regulation on 
addressing the dissemination of terrorist content online397 was recently adopted in April 2021. The 
main purpose of this regulation is to ensure the prompt removal or the blocking of access to terrorist 
content on the internet by harmonising rules for the removal of terrorist content at EU level and, more 
specifically, by imposing new obligations on hosting service providers (HSPs). Under the new 
regulation, hosting service providers (such as Facebook or Twitter) will have to remove or block access 
to flagged terrorist content within one hour upon reception of a notification from the national 
competent authorities. In the event of non-compliance with the removal order, they may incur financial 
penalties. Hosting service providers exposed to terrorist content may also be asked to take proactive 
measures to prevent the misuse of their services for terrorist purposes. This legislation thus constitutes 
a new example of a situation where the legal basis of article 114 TFEU relating to harmonisation of rules 

                                                             
390 See Section 2.1.1. of this Study. 
391 Wainwright, R., ‘The European Union’s Response to Terrorism in the Age of Technology’, in in Christiane Höhn, Isabel 
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in the internal market is used to serve the security objectives of the Union, in this case the prevention 
of terrorism. 

The future implementation of this regulation, which will apply from 7 June 2022, has raised significant 
concerns given its impact on fundamental rights, in particular freedom of expression.398 One of 
the most contentious points in the eyes of human rights organisations involved at the start of the 
legislative procedure relates to the definition of ‘terrorist content’ which was considered too broad.399 
As a result, they saw a risk that the removal of terrorist content could interfere with the right to free 
speech. At the request of the European Parliament, further amendments were adopted to clarify the 
definition of terrorist content which is now fully aligned with that of the Directive on Combating 
terrorism. However, the assessment of the transposition of this Directive revealed certain 
shortcomings which could have an impact on the future implementation of the regulation on the 
dissemination of terrorist content online.400 Another major concern related to this newly adopted 
instrument is the use of proactive measures. Under this new regulation, Internet companies will not 
only be asked to execute removal order issued by competent authorities who will have already 
assessed the illicit nature of the content. They may also be requested or strongly incited to take 
proactive measures themselves. While the Regulation does not call into question the long-established 
principle against imposing a general monitoring obligation on hosting service providers, it remains to 
be seen how these proactive measures can be executed in a targeted manner.401 In this context, there 
are also fears that inciting a private company to take proactive measures may lead the latter to assess 
the legality of the content itself, which is a rather demanding task, and it is questionable whether 
private companies are well equipped to do so. This requires careful analysis of the message taking into 
account the context and its impact on the audience. In addition to this, the fact that internet companies 
are allowed/incentivised to use automated tools to detect terrorist content online also raised many 
questions.402 Scientific studies have questioned the ability of an algorithm to detect harmful or hate 
speech content, highlighting the risk that the use of these technologies might lead to excessive 
censorship.403 Some of the most controversial issues raised during the negotiations of the newly 
adopted regulation include: the one-hour rule imposed on host service providers to delete/block the 
content at issue; the cross-border scope of the removal order, with the Council insisting on retaining 
direct jurisdiction of a national authority over a platform based in another Member State; the nature of 
the authority issuing the removal order, which Parliament insisted had to be a competent judicial or 
independent authority; accommodations for small business, where Parliament feared the regulation 
would be difficult to implement by medium-sized platforms and SMEs; penalties, in particular those 
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that affect the target company’s turnover.404 In short, while this legislation pursues a legitimate 
objective of reducing the risk of incitement to terrorism online, it has also given rise to many concerns 
about the risk that private internet companies may be able to control free speech online. One of the 
crucial issues of the contemporary debate lies in the possibility for a social network to remove content 
that is not illicit but simply contrary to its terms of use. This risk seems to have been taken into account 
by the proposed regulation on a Single Market for Digital Services (‘Digital Services Act’), whose 
aim is to provide a safer environment for citizens and prevent the misuse of online platforms to spread 
illegal content, such as hate speech or terrorist content. The proposed regulation partly compensates 
for the lack of oversight of social media moderation policies by addressing issues such as the platforms’ 
responsibilities and transparency. Article 12(2) of the proposed regulation tends to limit the autonomy 
of social networks in the development and execution of their moderation policies by imposing 
providers or intermediary services to act ‘in a diligent, objective and proportionate manner’ in applying 
and enforcing their terms and conditions, ‘with due regard to the rights and legitimate interests of all 
party involved, including the applicable fundamental rights of the recipients of the service as enshrined 
in the Charter’. However, in the view of certain stakeholders, the Digital Services Act doesn’t go far 
enough to harmonise the terms and conditions of the internet platforms. 

Altough radicalisation prevention policies mainly involve non-legislative instruments addressing the 
root causes of this phenomenon, the scope of prevention is not precisely defined. The 
abovementioned Regulation addressing the dissemination of terrorist content online, which is 
considered a preventive action, although with a security focus, is one the examples that calls for a 
longer-term reflection on the evaluation of the implications of preventive policies on fundamental 
rights.405 

2.6.5. Rehabilitation programmes 
The development of rehabilitation programmes allowing the reintegration into society of extremist 
inmates – that is, those convicted of terrorism-related offences, as well as those convicted of regular 
offences who have become radicalised in prison - has become a key priority for ‘tertiary prevention’ of 
radicalisation in recent years. The theme of rehabilitation is regularly present in the strategic 
orientations on the prevention of radicalisation defined within the Council406 and other coordination 
structures involving Member States.407 It is also one of the priorities of the new 2020 EU Commission 
Counter-terrorism agenda408 under the ‘Prevent’ pillar. The issue of ‘rehabilitation’ has gained 
momentum in the context of the threat posed by the return of foreign terrorist fighters to their 
countries of origin. It has triggered renewed interest in view of the imminent release of former 
extremist/terrorist prisoners in some Member States, including France and Belgium,409 in addition to 
several terrorist incidents in Europe perpetrated by recently released convicts.410 The theme of 
‘rehabilitation programmes’ is often linked to broader related issues (e.g. risk assessment of radical 
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406 Council, ‘Revised Guidelines for the EU Strategy for Combating Radicalisation and Recruitment to Terrorism’, Document 
10855/17 (30 June 2017); Council, ‘Conclusions on preventing and combating radicalisation in prisons and on dealing with 
terrorist and violent extremist offenders after release’, Document 9727/19 (6 June 2019). 
407 High-Level Commission Expert Group on Radicalisation (HLCEG-R), Final Report, 18 May 2018, 5-6; Strategic orientations on 
a coordinated EU approach to prevention of radicalisation for 2021, 3-5. 
408 Commission, ‘Communication on A Counter-Terrorism Agenda for the EU’ (n 34) 8-9. 
409 Neumann, P., and Basra, R., ‘Prison and Terrorism: 5 key challenges’, in Christiane Höhn, Isabel Saavedra and Anne 
Weyembergh (eds), The fight against terrorism: achievements and challenges. Liber Amicorum dedicated to Gilles de Kerchove, 
(Bruylant, Brussels, 2021) 811ff. 
410 Overall, however, recidivism among terrorism convicts in Europe is relatively low. See Europol ‘TE-SAT report’ (n 62) 16-17. 



IPOL | Policy Department for Citizens’ Rights and Constitutional Affairs 
 

 80 PE 730.581 

inmates and terrorist offenders, prison conditions, probation regime, etc.).411 In practice, the label 
‘rehabilitation’ covers a wide variety of initiatives, including ‘disengagement/deradicalisation 
programmes’ that are also referred to as ‘exit strategies’. While the common objective of these practices 
is to prevent terrorist recidivism and, ultimately, to allow the reintegration of the individual into 
society,412 these are implemented in very different ways from one country to another (inside/outside 
the prison setting; within the context of a judicial obligation/based on a voluntary approach; with a 
focus on an ideological change/with a focus on a behavioral change).413 At the national level, the so-
called rehabilitation programs are not necessarily labelled as such (e.g. French ‘Programme d’accueil 
individualisé et de reaffiliation sociale’ (PAIRS); or ‘Centre d’Aide et de Prise en charge de toute 
personne concernée par les Extrémismes et Radicalismes Violents’ (CAPREV) in Belgium). 

Although the EU has no competence in the field of social prevention/social reintegration, the EU 
Commission intends to support the efforts of Member States through several existing EU funds 
and networks with broader purpose. The ‘Justice Programme’ and the ‘Internal Security Fund for 
Police’ are among the most important EU funds through which the Commission supports 
Member States in developing ‘exit strategies’.414 In practice, however, it appears that the conditions 
for applying to call for funding under the above mentioned programmes often involve a cumbersome 
procedure, which tends to disadvantage small structures. Through the Radicalisation Awareness 
Network (RAN) working groups on ‘Prisons’ and ‘Rehabilitation’, the Commission also intends to 
provide Member States with more tailored guidance on rehabilitation and reintegration of radical 
inmates, including after release, while also supporting the training of staff. The activities carried out 
within the framework of the RAN have already generated substantial documentation for practitioners 
available online, including a ‘rehabilitation manual’.415 Exchange of good practices on rehabilitation 
and related topics are also promoted via existing networks with broader goals, such as the European 
Union Agency for Law Enforcement Training (CEPOL), the European Organisation of Prison and 
Correctional Services (EuroPris) or the European Judicial Training Network that also support the 
training of probation and prison staff.  

These initiatives are in line with the calls from EU-level advisory and coordination structures to facilitate 
exchange of experiences on this question. The Steering Board on radicalisation identified ‘Exit work’ as 
one of the strategic priorities for 2021416 allowing for more coordinated and intensified efforts on EU 
level, while the final report of the High-Level Commission Expert Group on Radicalisation stressed the 
needs to work on the evaluation of exit, rehabilitation and reintegration programmes in Member 
States.417 Evaluation has emerged as an important topic on the ‘prevent/counter-radicalisation’ 
agenda, with discussions trying to address the question of what works.418 Developing a 
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radicalisation/funding_en accessed on 31 December 2021. 
415 Radicalisation Awareness Network, ‘Rehabilitation Manual’ (June 2020), <https://ec.europa.eu/home-
affairs/system/files/2020-06/ran_rehab_manual_en.pdf> accessed on 30 December 2021.  
416 Strategic orientations on a coordinated EU approach to prevention of radicalisation for 2021, 3-5. 
417 High-Level Commission Expert Group on Radicalisation (HLCEG-R), Final Report, 18 May 2018, 5-6. 
418 Concerning France, see M. Hecker, ‘Jihadisme: la déradicalisation efficace?’, Institut Français des Relations Internationals 
(IFRI) (1 February 2021). Also see. M. Hecker, ‘Djihadiste un jour, djihadistes toujours? Le programme de déradicalisation vu de 
l’intérieur’, Études de l’IFRI, Focus Stratégique 102 (Février 2021).  
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methodology with common standards and indicators for evaluating the effectiveness of 
reintegration programmes is a key priority of the 2020 EU Counter-terrorism agenda. In this 
regard, reference should be made to the practical guideline for policy-makers and practitioners 
regarding evaluation in tertiary prevention published on the Commission’s website. 419 This practical 
guideline is the result of the work carried out under the framework of the ‘Project Based Collaborations’ 
– an innovative collaboration format involving small groups of Member States facing common 
problems linked to radicalisation with the support of the Commission. Overall, experts consider that 
rehabilitation programmes are difficult to assess.420 The recidivism rate for terrorist offenders - 
which is a benchmark indicator- is generally very low in Europe but it ‘only covers part of the picture’.421 
Recidivism rate does not include for example individuals who passed away while committing a terrorist 
attack, nor it includes those who re-engaged in terrorism – that is, when terrorists are released and 
subsequently become involved in further terrorism-related activity without being sentenced again (a 
category for which figures are higher).422 It was found that no European country currently produces 
comprehensive recidivism figures for all individuals who have been marked as extremists during their 
stay in prison, thus highlighting the need for better data and research.423 Despite those gaps, some 
experts interviewed consider that defining clear achievable objective is key for evaluating the 
effectiveness of exit strategies.  

Given that rehabilitation/reintegration opportunities are highly dependent on the terrorism sanction 
regime implemented at national level, the collection of information and best practices in this regard is 
also welcomed. While extremist inmates are serving a wide range of sentences, including 
relatively short-term sentences but also long-term sentences,424 these are not always easy to 
combine with rehabilitation work. This is especially true since some national legislations impose 
harsher penalties for terrorist offences425 while restricting sentence adjustments that prepare for 
reintegration.426 The counterproductive effects of these measures were soon felt in France in the 
context of the imminent release of hundreds of prisoners convicted for terrorism. To compensate for 
the lack of measures to prepare for their release, the French legislator paradoxically intended to resort 
to post-custodial security measures designed to monitor these persons at the end of their sentence.427 
Although this legislative initiative was largely invalidated by the French Constitutional Court,428 it 
reflects the difficulty of reconciling short-term security imperatives with no less important imperatives 

                                                             
419 Practical Guideline for policy-makers and practitioners regarding Evaluation in tertiary prevention in the field of Islamist 
extremism <https://ec.europa.eu/home-affairs/policies/internal-security/counter-terrorism-and-radicalisation/prevention-
radicalisation/project_en > accessed on 30 December 2021.  
420 Neumann and Basra (n 409) 814. 
421 Ibid. 
422 Ibid. 
423 Ibid. 
424 Europol, Europol ‘TE-SAT report’ (n 62) 40ff. 
425 See French law n°2016-731 du 3 juin 2016 renforçant la lutte contre le crime organisé, le terrorisme et leur financement, et 
améliorant l’efficacité des garanties de la procédure pénale, J.O.R.F. n°0129 du 4 juin 2016. According to Europol TE-SAT report 
(2021), the average prison sentence imposed for terrorist offences in the reported proceedings in EU Member States in 2020 
was eight years, which was higher than in 2019 (six years) despite a decrease in the number of convictions. Europol ‘TE-SAT 
report’ (n 62) 40. 
426 For an analysis with regard to French criminal law see Alix, J., ‘Radicalisation et droit pénal’ (2020) Revue de Science Criminelle, 
Dalloz, 2020 769.  
427 See French law n°2020-1023 du 10 août 2020 instaurant des mesures de sûreté à l’encontre des auteurs d’infractions 
terroristes à l’issue de leur peine, JORF n°0196 du 11 août 2020. 
428 Décision n°2020-805 DC of the French Consitutional Council of 7 august 2020. 
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of long-term reintegration.429 In the same vein, several national actors interviewed have identified a risk 
that asset freezing measures may lead to adverse effects on long-term social reintegration.  

Eurojust work on monitoring and analysing terrorism related convictions, including use of alternatives 
to prosecution and detention, is a source of relevant information on rehabilitation issues. The internal 
Eurojust report “Terrorism convictions monitor” provides an overview of the concluded court 
proceedings in the reporting period, a selection of upcoming and ongoing trials as well as an update 
on relevant legal developments. However, the feeding of this annual report is to a large extent 
dependent on the information provided by the Members States by virtue of Council Decision 
2005/671/JHA which is currently considered insufficient.430 In addition to the sentence regime, the 
impact of prison conditions may not be underestimated on rehabilitation work. According to some 
experts, experience show that individuals are much more prone to rehabilitation when prison 
conditions are good and do not suffer from overcrowding. This echoes the call from the European 
Parliament Special Committee on Terrorism that ‘prison should enable rehabilitation, reintegration and 
prevention of repeat offences instead of fomenting violent extremism’.431  

 

2.7. External dimension and development of counterterrorism 
partnerships 

2.7.1. Background information 
Combating terrorism outside the Union has been and continues to be a key dimension of the EU’s 
counter-terrorism policy since its creation. The gradual broadening of the Union’s external action in the 
field of counter-terrorism is particularly notable in the last twenty years and is evident in a number of 
ways. This expansion not only concerns the Union’s external partners, but also the EU actors 
involved, the transversality of the instruments mobilised and the priorities covered.  

In recent years, the EU has strengthened its collaboration with third States, international 
organisations and key partners countries. Since 2001, and despite the complex institutional 
architecture that was in place at the time, the EU has actively sought cooperation with third countries 
such as the United States (US), which are the EU’s key counter-terrorism partner, and international 
organisations. As highlighted by the 2020 Counter-terrorism agenda, cooperation with the US remains 
key and should be further strengthened, in particular with a view to enhancing the cooperation on 
battlefield information/evidence.432 This should come alongside with renewed efforts to deepen 
cooperation with a number of key partners at the bilateral, regional and multilateral levels, such as with 
the United Nations Office of Counter-Terrorism (UNOCT), the OSCE, the Council of Europe, NATO, the 
Financial Action Task Force (FATF), the Global Counterterrorism Forum or with the Global Coalition 
against Da’esh433 to which the EU is a party. As will be seen later in this section, the EU has also 
expanded the scope of its counter-terrorism cooperation with a number of states in its neighbourhood. 
The past few years have also shown a proliferation of EU actors involved in the external 

                                                             
429 For a reflection on the need to find a balance on these issues, see. Vestergaard, J., ‘’Foreign Terrorist Fighters’ – De-
Radicalisation and Inclusion vs Law Enforcement and Corrections in Denmark’ in Anne Weyembergh and Chloé Brière (eds), 
The Needed Balances in EU Criminal Law. Past, Present and Future (Hart Publishing 2018) 257ff. 
430 See in this Study Section 2.1.2. 
431 European Parliament, ‘Resolution on Findings and recommendations of the Special Committee on Terrorism’ (n 38). 
432 Commission, Communication on a Counter-Terrorism Agenda for the EU’ (n 34) 20. The cooperation on battlefield evidence 
is considered paramount for bringing foreign terrorist fighters to justice.   
433 Ibid. 
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dimension of EU counter-terrorism policy. EU’s external efforts to counter-terrorism rely on a variety 
of actors within different EU institutions. Among the most important ones is the role played by the EU 
Counter-terrorism Coordinator in improving dialogue between the EU and third countries on these 
issues. Other important EU networks and actors include the High Representative/Vice President of the 
Union for foreign affairs and security policy; the European External Action Service (EEAS), in particular 
its counter-terrorism division; the network of counter-terrorism/security experts posted to several EU 
Delegations; as well as relevant General Directorates/services within the European Commission (e.g. 
DG NEAR, DG INTPA, FPI), not to mention the ‘Radicalisation Awareness Network’ (RAN) which supports 
the prevent strand of the EU counter-terrorism policy and whose activities recently extended to the 
Western Balkans and other neighbouring countries like Tunisia. The external dimension of the EU’s 
fight against terrorism also confirms the key roles of AFSJ agencies such as Europol and Eurojust.434  

Beyond this important network of partners and actors, it is also the transversality of EU external 
action that deserves to be highlighted, as it mobilises various instruments under different 
policies. Some of these instruments fall under what has become commonly known as ‘foreign policy 
counterterrorism’. In this regard, the Common Foreign and Security Policy (CFSP) and the Common 
Security and Defence Policy (CSDP) are essential components of EU’s efforts to countering terrorism 
and violent extremism in order to strengthen stability and protect European security interests. This 
should not hide the contribution of the externalisation of policy field that was primarily internally 
focused such as the Area of Freedom, Security and Justice (AFSJ) to which several international counter-
terrorism agreements belong (categorised as ‘external dimension of EU counterterrorism’). The EU has 
concluded a number of agreements with third countries on matters related to police and judicial 
cooperation, some of them with an exclusive focus on counter-terrorism (e.g. the ‘Terrorist Finance 
Tracking Programme’). The establishment of cooperation mechanisms with the US has been clearly 
given priority as evidenced by the number of bilateral agreements concluded with this country alone. 
Between 2003 and 2013, several bilateral agreements which include a counter-terrorism purpose have 
been concluded with the US in the field of police and judicial cooperation (e.g. on mutual legal 
assistance, extradition), although not without controversy (e.g. on the transfer of Passenger Name 
Records). Since 2001, the EU has also managed to introduce counter-terrorism clauses on a variety of 
international instruments such as Association and Stabilisation agreements or Partnership and 
Cooperation Agreements with neighbouring countries, which are still an important lever for 
cooperation. According to the figures for 2019, the EU is engaged in political dialogues on counter-
terrorism with twenty partner countries and regions.435 This has notably resulted in the adoption of 
specific action plans and partnerships although with varying levels of progress across the regions. The 
EU also mobilises a variety of EU funding programmes to provide key partner countries and regions 
with technical assistance and training, including support for counter-terrorism capacity-building and 
preventing/countering violent extremism initiatives (P/CVE). There are currently 207 CT and P/CVE 
projects supported by the EU across 157 partner countries.436 In short, the EU has become increasingly 
involved in counterterrorism outside its borders in a number of ways, which inevitably raises 
challenges to ensure coherence and consistency between the different policies involved.437 The 
EU funded project called ‘CT MORSE’ appears to be an interesting initiative to contribute to addressing 
these challenges. Created in 2015, this project aims, inter alia, to provide coordination, monitoring and 
knowledge support in the areas of CT and P/CVE as well as to increase the visibility of the EU and its CT 

                                                             
434 See in this Study Section 2.1. 
435 The European Union’s Global Strategy report ‘Three years on, looking forward’ (2019). 
436 See CT MORSE Counter-Terrorism dedicated website, < https://ct-morse.eu/projects/projects-map/ > accessed 6 March 
2022. 
437 Herlin-Karnell and Matera (n 319). 
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and P/CVE programmes.438 To this end, the project website contains various useful resources, including 
an interactive map that help to improve the visibility of EU-supported projects in these areas.439 In 
response to the challenges of assessing CT and P/CVE projects and programmes, in 2018, CT MORSE 
carried out a Study with a view to support the efforts of the EU, other donors, implementers and 
beneficiaries to improve the monitoring and evaluation of CT and P/CVE programmes. This has resulted 
in the publication of a final report containing several recommendations in this respect.440   

The growing involvement of the EU outside its borders is also evidenced by the gradual 
broadening of the priorities covered under the external dimension of EU counter-terrorism 
policy. The threat posed by Al-Qaeda and Da’esh is an important focus of the EU’s external counter-
terrorism efforts. While the complementarity of internal and external action to counter terrorism has 
been constantly emphasised in the discourse of the EU, the phenomenon of the ‘foreign terrorist 
fighters’ has greatly contributed to strengthening this nexus441. In this respect, one cannot fail to note 
the gradual broadening of the priority issues to be addressed since 2014 both internally and externally, 
as a reflect of the evolution of the terrorist threat and the comprehensive approach promoted towards 
terrorism. The broad geographic scope of the EU’s external action is also illustrative of the evolving 
terrorist threat which is considered to be more complex ang geographically diffused. In response to 
the sudden expansion of Da’esh in summer 2014, the EU adopted a ‘Counter-terrorism strategy for Syria 
and Iraq, with a particular focus on foreign fighters’442 as part of EU’s wider foreign and security policy 
towards both Iraq and Syria. Its main objective is to channel the threat posed by foreign fighters 
travelling to Syria and Iraq through a transversal approach mobilizing each pillar of the 2005 EU 
Counter-terrorism strategy (‘prevent’, ‘pursue’, ‘respond’, ‘protect’). This first strategy comes alongside 
with the 2015 comprehensive regional strategy for Syria and Iraq as well as the Da’esh threat443 whose 
implementation was renewed in 2016444. This latter strategy outlines several priorities in working to 
achieve long-term peace, stability, security in Syria, Iraq and the wider region in close collaboration 
with international partners. It combines quick impact actions with longer-term measures aimed at 
addressing the underlying dynamics of the conflicts, through diplomacy and support for political 
reforms, as well as economic development and reconciliation between different ethnic group.445 The 
strategy also seeks to address the specific terrorist threat of Da’esh through a combination of measures, 
including through targeted and upgraded security and counter-terrorism dialogues. In addition to 
tackle Da’esh’s financing infrastructure, dismantle its network, counter its ideological influence and 
addressing the flow of foreign fighters, the strategy includes the objective of preventing violent 
extremism in the countries of the region as one of its main lines of action – a dimension which 
continues to receive increased attention beyond this region.  

                                                             
438 See CT MORSE website < https://ct-morse.eu/about/> accessed 6 March 2022. 
439 See the interactive map available on the CT MORSE website which provides an overview of the CT and P/CVE projects 
supported by the EU < https://ct-morse.eu/projects/projects-map/> accessed 6 March 2022. 
440 See Glazzard, A., ‘Improving the Evaluation of Interventions to Counter and Prevent Terrorism and Violent Extremism’ CT 
MORSE - Counter-Terrorism monitoring, reporting and support mechanism < https://kbb9z40cmb2apwafcho9v3j-
wpengine.netdna-ssl.com/wp-content/uploads/2018/01/think-piece-me-final.pdf> accessed 6 March 2022. 
441 This nexus is based on the premise that the security of the EU depends on peace and stability beyond the EU’s borders. 
442 Council, ‘Outline of the counter-terrorism strategy for Syria and Iraq’, with particular focus on foreign fighters’, Document 
5369/15 (16 January 2015). 
443 Council, ‘Conclusions on the EU Regional Strategy for Syria and Iraq as well as the ISIL/Da’esh threat’ Document 7267/15 
(16 March 2015). 
444 Council, ‘Conclusions on the EU Regional Strategy for Syria and Iraq as well as the Da’esh threat’ Document 9105/16, (23 
May 2016). 
445 For an overview of the support provided by the EU see European Union External Action (EEAS) Fact sheet, ‘The EU’s work 
to fight Da’esh and support Syria’s people and neighbouring countries’ (23 May 2016). 
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After the 2015 Charlie Hebdo attacks, the European Council has called for further strengthening the 
EU’s external efforts on several fronts, in particular by engaging more with third countries on security 
issues and counter-terrorism, particularly in the Middle East and North Africa and in the Sahel, but also 
in the Western Balkans, including through new capacity building project (e.g. border controls) with 
partners and better targeted EU assistance446. In this context, the Foreign Affairs Council of 9 February 
2015 set out a number of priority actions to strengthen EU’s external engagements while stressing the 
need to put more emphasis on the prevention of terrorism in order to address underlying factors of 
terrorism (i.e. conflict, poverty, proliferation of arms and state fragility)447. In line with this objective, EU 
funding for preventing and countering violent extremism in non-EU countries has tripled since 2015.448 
The emphasis on the prevention component was later reiterated in the 2017 Council conclusions which 
recommends, inter alia, further integrating the objective of preventing/countering violent extremism 
(P/CVE) into instruments supporting EU’s external action449. Other key thematic subjects identified as 
requiring further support from the EU include the management of returning foreign fighters, the fight 
against terrorism financing or judicial cooperation in criminal matters. These challenges were still 
considered as priority areas in 2020450, in addition to a variety of cross-cutting issues such as the need 
to ensure compliance between counter-terrorism measures, human rights and the rule of law, to 
develop cooperation with key strategic partners in the area of battlefield information and electronic 
evidence, to support capacity-building actions for partner countries concerning victims of terrorism, to 
develop a gender responsive approach to countering and preventing violent extremism, or to provide 
opportunities for young people, just to name the main ones451. Although Da’esh has been defeated, 
the situation in Syria and Iraq continues to receive attention. The deplorable conditions in the camps 
in North-east Syria as well as in detention facilities has raised considerable concerns at EU level 
considering the risk that it provides a breeding ground for terrorism452. In relation to this concern, the 
repatriation of foreign terrorist fighters and their relatives who are still located in Syria has emerged as 
a particularly sensitive issue over which Member States are primarily competent.  In addition to these 
challenges, several actors have recently identified a resurgence of the terrorist threat in Africa where a 
number of groups affiliates to Da’esh and Al-Qaeda continue to prosper – which has led to what some 
actors have called ‘the africanisation of the threat’.453 

While any attempt to provide a comprehensive overview of the EU’s efforts to counter terrorism 
beyond its borders would exceed the limits of this study, the following paragraphs will focus on two 
high priorities on the EU agenda, namely developing counter-terrorism partnerships with key third 
countries (2.7.2) and countering the spread of extremist ideology (2.7.3). 

                                                             
446 Statement by the members of the European Council, Informal meeting of the Heads of State or Government, Brussels (12 
February 2015). 
447 Foreign Affairs Council, ‘Conclusions on counter-terrorism’ (9 February 2015). 
448 The European Union’s Global Strategy report, 2019. Also see CT MORSE Counter-Terrorism dedicated website, < https://ct-
morse.eu/projects/> accessed 6 March 2022. 
449 Council, ‘Conclusions on EU External Action on Counter-terrorism’, Document 10384/17 (19 June 2017). 
450 Council, ‘Conclusions on EU external action on preventing and countering terrorism and violent extremism’ Document 
8868/20 (16 June 2020). 
451 Ibid. 
452 Szucs, A., ‘Camps in northeastern Syria mean ticking bomb for Europe: EU counter-terrorism chief said’, (30 November 2021), 
which may be found here <https://www.aa.com.tr/en/middle-east/-camps-in-ne-syria-mean-ticking-bomb-for-europe-eu-
counter-terrorism-chief/2435145> accessed 7 March 2022. 
453 See Council of the EU, Live show on ‘20 years after 9/11: achievements and challenges of EU counter-terrorism efforts’ (8 
July 2021), which may be found here https://www.consilium.europa.eu/en/events-gsc/live-show-counter-terrorism/ accessed 
29 January 2022.  
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2.7.2. Developing counterterrorism partnerships with key third countries 
Since 2015, the EU has committed itself to further develop counter-terrorism partnerships with key 
countries, in particular in its neighbourhood (Western Balkans, North Africa and the Middle East) and 
also beyond, in particular in the Sahel region.454 As emphasized by the 2020 EU counter-terrorism 
agenda, counter-terrorism partnerships, including with countries in the EU’s neighborhood, are 
essential to improve security inside the EU.455 Developing counter-terrorism partnerships with key third 
countries in the neighbourhood and beyond, in particular to support their efforts to identify and locate 
foreign terrorist fighters, is also a priority of the new EU security strategy (2020-2025).456 In this regard, 
important steps have been taken to develop targeted cooperation with the Western Balkans. 

Indeed, concerning Western Balkans, in October 2018, the European Commission and representatives 
of Albania, Bosnia and Herzegovina, Kosovo, Montenegro, North Macedonia and Serbia signed a Joint 
Action Plan on Counter-Terrorism for the Western Balkans,457 which was followed in 2019 by the 
conclusion of six bilateral arrangements with each partner of the Balkans458. Building on the accession 
and association processes,459 this Action Plan is intended to provide a framework to intensify joint work 
in the area of counter-terrorism and preventing and countering violent extremism, including with the 
assistance of some EU agencies like Europol and Eurojust. This targeted cooperation is considered all 
the more crucial as a large number of foreign fighters traveling to Syria and Iraq are identified as coming 
from the Balkan region while several common challenged are faced by Balkan countries and EU 
countries (e.g. reintegration of foreign fighters; the development of home-grown radical cells).460 The 
Joint Action Plan has set out five objectives for which Western Balkans partners are primary responsible, 
in particular the building of a robust framework for countering terrorism and preventing/countering 
violent extremism (objectives n°1 and n°2); improve the exchange of information and operational 
cooperation (objective n°3); enhance the capacity to combat money laundering and terrorism 
financing (objective n°4) and strengthen the protection of citizens and infrastructure (objective n°5). In 
order to monitor progress towards the implementation of the planned objective, it is foreseen to make 
use of a range of means including regular exchanges, dialogues, visits or peer-review missions with the 
involvement of counter-terrorism practitioners working at EU level. As regards the state of 
implementation of this non-binding instrument, it appears that, overall, significant progress has been 
achieved although some countries are more advanced than others. Of the five objectives covered by 
the Joint Action Plan, objective n°3 on information exchange and operational cooperation is the best 
implemented. The six Western Balkans partners have been quite active in exchanging information with 
Europol on foreign terrorist fighters.  In this regard, it appears that the establishment of a national 
contact point for cooperation with Europol (‘Joint Europol Contact Point’) in these countries has 
greatly contribute to facilitating the exchange of information. Developing measures to effectively 

                                                             
454 Foreign Affairs Council, ‘Conclusions on counter-terrorism’ (n 447). 
455 Commission, ‘Communication on a Counter-Terrorism Agenda for the EU’ (n 34), 22. 
456 Communication, ‘Communication on the EU Security Union Strategy’ (n 31) 17. 
457 Joint Action Plan on Counter-Terrorism for the Western Balkans, which may be found here <https://ec.europa.eu/home-
affairs/system/files/2018-10/20181005_joint-action-plan-counter-terrorism-western-balkans.pdf> accessed 9 January 2022. 
458 While the access to these arrangements is restricted, these are intended to making concrete the objectives of the Joint 
Action Plan. 
459 See Commission, ‘Communication to the European Parliament, the Council, the European and social Committee and the 
Committee of the regions on a credible enlargement perspective and enhanced EU engagement with the Western Balkans’, 
COM(2018) 65 final; Council, ‘Conclusions on Enlargement and stabilisation and association process’ Document 10555/18 (26 
June 2018); Commission, ‘Implementation decision of 19 December 2021 adopting the Instrument for Pre-Accession 
Assistance (IPA III) Programming Framework for the period 2021-2027, C(2021) 8914 final. 
460 European Parliament, ‘Resolution on findings and recommendations of the Special Committee on Terrorism’ (n 38) paras 
EL and EM. 
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prevent and counter violent extremism is also a key priority of the Joint Action Plan as highlighted by 
its objectives No1 and No 2. In order to contribute to these objectives, the Commission intends to foster 
synergies with the activities carried out within the ‘Radicalisation Awarenness Network’ (RAN). The 
support provided by the RAN has recently extended to support prevention work in the Balkan region, 
in particular in order to facilitate the implementation of a number of priorities defined in the Joint 
Action Plan on Counter-Terrorism for the Western Balkans. The ‘RAN in the Western Balkans project’,461 
which is funded under the Instrument for Pre-Accession, foresees the organization of training sessions, 
workshops and study visits around themes such as the management of returning Foreign Terrorist 
Fighters and their family members and Violent Right-wing Extremism in which practitioners from the 
Western Balkan countries are involved on an ad hoc basis. The cooperation between the RAN and the 
Balkan countries should continue within a more structured framework since the Commission intends 
to further integrate the region into the activities of the RAN,462 including through the ‘RAN policy 
support’ framework. As highlighted by some experts interviewed, these countries face similar problems 
to those faced by EU Member States, which makes synergies possible in terms of experience and 
knowledge sharing. In this regard, the RAN has published and translated a number of thematic papers 
(e.g. on “The role of religion in exit programmes and religious counselling”) in regional Western Balkan 
languages.463 However, the lack of common understanding of the problem of extremism can make 
cooperation on this issue difficult. For example, certain Balkan countries are reluctant to address the 
issue of right-wing extremism which makes it difficult to develop prevention programs on this topic.  

Overall, the cooperation framework provided by the ‘Joint Action Plan on Counter-terrorism’ is seen as 
an important step forward in developing targeted cooperation with the Balkan countries in the area of 
counter-terrorism. Currently, there are no such joint action plan with other third countries. The EU 
accession process for cooperation with the Western Balkans countries contributes significantly to 
boosting this cooperation. As part of the accession process, these countries should align themselves 
with the EU counter-terrorism agenda, which constitutes an additional incentive to cooperate on these 
issues compared to other third countries which do not have this perspective.  

In 2020, the Council of the EU further called for the EU to implement, and adjust where necessary, the 
existing counter-terrorism partnerships and deepen counter-terrorism cooperation, including with 
other relevant partner countries in North Africa and the Middle East (MENA), as well as to continue 
regular targeted and upgraded security and counter-terrorism dialogues with these partners, and help 
address the underlying issues that led to the rise of Da’esh.464 With regard to this latter priority, there is 
an increasing focus by the International community, including the EU, on developing preventive 
approaches to violence and conflict in order to address the grievances that contribute to create an 
environment conducive to terrorism. Under the instrument contributing to Stability and Peace (IcSP), 
a number of global P/CVE-specific actions have been launched across different partner countries and 
regions under the Strengthening Resilience to Violent Extremism (STRIVE) programme.465 The 
STRIVE programme covers a variety of supporting actions which, depending on the needs of the region 
concerned, aimed, inter alia, at helping the implementation of P/CVE-specific activities, developing 
best practices, increasing the capacity of selected countries to effectively manage violent extremist 

                                                             
461 European Commission website, available from this link https://ec.europa.eu/home-affairs/networks/radicalisation-
awareness-network-ran/ran-western-balkans_en accessed 29 January 2022. 
462 Commission, ‘Communication on a Counter-Terrorism Agenda for the EU’ (n 34). 
463 Ibid. 
464 Council, ‘Conclusions on EU external action on preventing and countering terrorism and violent extremism’ Document 
8868/20 (16 June 2020).  
465 See CT MORSE Counter-Terrorism dedicated website, < https://ct-morse.eu/projects/> accessed 6 March 2022. 
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prisoners, or at disrupting terrorist groups’ recruitment of children.466 In short, the STRIVE programme 
aims to facilitate innovative P/CVE projects in collaboration with local communities, to strengthen 
conditions conducive to development, and resilience towards violent extremism. In addition to 
projects aimed at supporting the development of effective rule of law compliant criminal justice 
systems against terrorism in MENA region (e.g. such as through the project ‘CT MENA’), the EU also 
supports a range of programmes dedicated to the implementation of P/CVE projects in this region (e.g. 
through the ’Strengthening Resilience – MENA II’ project).467 Although innovative initiatives have been 
put in place to improve the visibility of the numerous CT and P/CVE programmes implemented in the 
MENA region and beyond, such as through the abovementioned ‘CT MORSE’ project, several experts 
have stressed the need to have more comprehensive information on the many programmes 
implemented in each partner country (e.g. on the different actors involved and their role, as well as on 
the relationship between these programmes). The lack of a consolidated vision of the numerous 
initiatives supported by the EU but also by its Member States in each partner country, in addition to 
the insufficiently concrete nature of the information on these programmes, are identified as areas 
where improvement is needed. Among the various instruments contributing to improve CT 
cooperation, including with neighbourhood countries in the MENA region, the ‘Twinning’ and the 
‘TAIEX’ have been identified as interesting levers for cooperation to provide tailored expertise and 
strengthen the CT capacities of the beneficiary country. These two different instruments allow, among 
other things, for flexible cooperation and tailored-made expertise to help public administrations to 
address CT issues, including through training of staff, workshops, expert mission or study visits. 
However, it appears from the interviews conducted that their potential could be better exploited by 
providing better assistance to countries wishing to apply for these programmes.  Beyond the MENA 
and Balkan regions, the Sahel is a region where the terrorist threat is particularly worrying and where 
cooperation fails to deliver positive results. In this regard, several EU actors underline the crucial need 
to address a wide range of grievances that fuel insecurity and terrorism, such as corruption, poor 
governance or lack of access to basic services to the population (i.e. access to justice, education, etc.), 
including by establishing a closer link between security and development.468 While the region already 
receives different types of support from the EU and other international partners, the EU intends to make 
its partnerships with the Sahel more effective by paying more attention to ‘each partner’s responsibility 
to fulfil its commitments’. As highlighted in the new 2021 strategy for the Sahel,469 this framework of 
‘mutual accountability’ should contribute to the achievement of concrete and measurable objectives, 
in particular in the areas of governance, the rule of law and the fight against corruption and impunity. 

2.7.3. Countering the spread of Islamist extremist ideology 
There is a consensus between researchers and policy makers that despite the physical collapse of 
terrorist groups such as Da’esh, the spread of terrorist ideology remains a global challenge.470 The 
capacity of contemporary terrorist groups to attract sympathizers by spreading false reading of Islam 
or, more generally, by promoting message that go against EU values and create division into society 
has attracted the attention of the EU and some of its Member States. In its final report, the European 
Parliament special committee on terrorism expressed concerns about the influence of ‘radical hate 
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preachers’ originating from outside the EU, in addition to the threat posed by places of worship 
receiving opaque funding from third countries.471 The measures that have been taken to address this 
concern are illustrative of the complementarity between EU’s internal and external action while also 
reflecting the sensitivity of these issues. By comparison, while the attention is progressively shifting 
towards the spread of right-wing ideologies within the EU, most of the initiatives taken outside the EU 
have so far focused on addressing the spread of islamist ideology. The EU has taken a range of initiatives 
aimed at supporting countering terrorist propaganda and jihadi narrative, including through engaging 
with stakeholders in the Arab world (i.e. governments and civil society).  

Among the concrete initiatives taken to this effect, mention should be made of the establishment in 
2015 of the inter-institutional Task Force for Outreach and Communication in the Arab world (‘StraCom 
Task Force South’) which was set up to improve communications and outreach in the southern 
neighbourhood and developing and promoting positive narratives about the EU and its policies (a 
similar Task Force ‘East StratCom’ focuses on strategic communication in Eastern Europe).472 The Task 
Force does not have a dedicated team of experts. It is chaired by the European External Action Service 
(EEAS) Strategic Communications Division and is made up of representatives from EEAS geographical 
departments, the EU Counter-Terrorism Coordinator, and all relevant Commission staff. The work of 
the Task Force follows a bottom-up approach, whereby the main ownership of project lies with the EU 
delegations in the regions and their local partners.473 As noted by researchers, the focus is not on 
generating counter-narratives, per se, but rather on producing positive messages about EU’s 
involvement in the region,474 which is often promoted as a complementary objective to the fight 
against terrorist propaganda. In this respect, CT experts have highlighted the need to have Arabic-
speaking spokespersons to help to address disinformation while suggesting the possibility of 
extending the scope of the StratComTaskForce South to the issue of disinformation linked to 
islamophobia. The activities of this Task Force mirror similar initiatives taken internally such as the 
creation of the ‘Syria Strategic Communication Advisory Team’475 (SSCAT). This Belgian-British initiative 
funded by the Commission was created to help reducing the appeal for EU citizens to travel to Syria by 
providing Member States strategic communication advice and support. The SSCAT later became the 
‘European Strategic Communications Network’ (ESCN) with the aim to continue to foster the sharing of 
good practice and ideas on the sustainable use of strategic communications in countering violent 
extremism, although achievements in the field of strategic communications remain difficult to 
assess.476 If strategic communications initiatives address the problem only indirectly, some EU actors 
place more emphasis on the need to address the root of the problem. The former EU Counter-Terrorism 
Coordinator, Gilles de Kerchove, has played an influential role on issues related to the spread of Islamist 
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extremist interpretations of Islam fueled by the rise of Salafism and Wahabism.477 Despite the sensitivity 
of these questions for the EU Member States, he has worked to convince them on the importance of 
addressing ideological aspects and engaged in a dialogue with Saudi Arabia and other Gulf partners 
on these issues.478 For the former EU Counter-terrorism Coordinator, working on the content of 
religious ideology, supporting religious organisations in Europe is just as important as ensuring 
transparency of foreign funding sources.479 However, the views expressed by Member States on this 
issue do not necessarily converge given their different political and cultural sensitivities, nor do they 
converge on the role of the EU on this matter. Similarly, although the objective to support moderate 
Islamist groups has long been promoted by EU institutions as a way to counter violent extremism and 
terrorist recruitment, the question of the EU’s relationship with Islamist actors remains a deeply divisive 
issue within the EU.480Therefore, the possibility of developing mediation with certain radical 
organisations as a means of preventing their potential rallying to terrorist groups, seems difficult to 
address. 

 

2.8. Measures to reduce terrorist’s access to weapons and explosives  

2.8.1. Background information 
Reducing terrorists’ access to weapons and explosive is one of the key priorities of the EU’s counter-
terrorism strategy which seems to fall under both its ‘Protect’ and ‘Pursue’ pillars.481 A broad spectrum 
of means used or likely to be used by terrorists is covered, including home-made explosives or firearms 
to which should be added chemical, biological, radiological and nuclear (CBRN) materials. The priorities 
in these areas have regularly evolved alongside with the resurgence of the terrorist attacks in Europe 
and the evolution of the terrorist threat. While the risk from CBRN materials remains a concern, the 
threat from ‘home-made explosives’ is also high according to the EU Counter-Terrorism Agenda 
adopted in December 2020.482 The Commission points out that although there have not been any 
major CBRN terrorist attacks in the EU so far, the CBRN threat needs to be taken seriously because of 
the harm these materials can cause. The European Parliament Special Committee on Terrorism (TERR) 
highlighted on its part that while recent attacks have demonstrated that firearms and explosives are 
still traditional methods used by terrorist groups, there is, however, a growing use by individuals of 
other weapons and methods that are much less sophisticated and more difficult to detect, aiming to 
cause a maximum number of random casualties among civilians.483 According to Europol’s 2021 report 
on the analysis of the terrorist threat (TE-SAT), except for the attack in Vienna, in which firearms were 
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used, modi operandi involved rudimentary methods (stabbing, vehicle ramming, and arson).484 In 2020, 
the total number of explosives-related jihadist attacks (foiled, failed and completed) in the EU 
decreased compared to 2019, which could be attributed to the impact of the Covid-19 pandemic 
according to Europol. Following a trend observed in recent years, homemade explosives were still used 
in most explosives-related cases suspected to be linked to jihadist terrorism in 2020.485 In addition, a 
general decrease in the dissemination of bomb-making instructions was noted, as well as a decrease in 
new ideas for bomb manufacturing by jihadists. As in previous years, Europol data confirms that no 
terrorist attacks using CBRN materials were recorded in the EU Member States, although the risk should 
not be minimised as illustrated by several foiled plots. Moreover, although discussion about 
weaponising Covid-19 infuses terrorist propaganda, no attempts to use Covid-19 as a bioweapon have 
been reported in the EU.486 As discussed later in this section, EU measures to strengthen the control 
over acquisition and possession of weapons and explosives encompass a range of legislative and non-
legislative instruments which have developed considerably in response to the evolving terrorist threat. 
As the Directive 2017/541 on combating terrorism is dealt with in another section of this study,487 the 
harmonisation of terrorist offences will not be discussed here. It should nevertheless be mentioned 
that a variety of acts ranging from manufacturing explosives or weapons such as CBRN, to receiving 
instructions on the making or use of explosives, firearms or other weapons are covered under this 
Directive and should therefore be punishable in all Member States.488 For the sake of clarity, measures 
relating to firearms and explosives (2.8.2.) will be dealt with separately from those relating to CBRN 
(2.8.3).  

2.8.2. Towards a more effective legal framework to control firearms and restrict access 
to explosive and precursors 

Two distinct, but complementary, legal frameworks based on internal market rules regulate the free 
movement of firearms on one hand, and explosives and precursors on the other. Although they apply 
to different objects (i.e. firearms and explosives), these two legal frameworks share several common 
features such as their dual purpose of contributing to both the internal market and security. While EU 
legislation on firearms was not initially adopted in response to the terrorist threat, it was subsequently 
amended to address the changing terrorist threat and have thus been impacted by counter-terrorism, 
as was the EU legislation on explosives.  

Directive 91/477/EEC489 (also known as ‘Firearms Directive’) was adopted in 1991 to establish 
minimum requirements to be applied by the Member States on the acquisition, possession, movement 
and transfer of firearms for civilian use. It has a dual objective of facilitating the free movement of 
firearms within the EU, while ensuring a high level of security for EU citizens. The Directive was first 
revised in 2008490 to address some shortcomings observed in the implementation of the original text 
and to allow for its partial alignment with the United Nations Protocol against the illicit Manufacturing 
of and Trafficking in Firearms, their Parts and Components and Ammunition (UNFP).491 It has been the 
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subject of several evaluation reports between 2000 and 2015 with a view to contributing to its 
improvement.492 The external evaluation carried out in 2014 concluded that the Directive has positively 
contributed to the functioning of the internal market while identifying several gaps and issues to be 
addressed and put forward nine recommendations in connection with the identified areas for 
improvement.493 More importantly, the report found that the lack of comprehensive data in relation to 
both market and security aspects was ‘one of the major obstacles preventing policy makers from 
designing evidence-based policies’ dealing with civilian firearms.494 Although the 2015 evaluation 
report noted positive achievements in relation to the ‘security’ objective pursued by the Directive, it 
highlighted that the lack of comprehensive data continues to raise difficulty in assessing the 
effectiveness of the Directive in relation to this specific objective.495 It was found in particular that the 
analysis was hampered by the lack of information received from Member States including specific and 
detailed data on criminal offences committed with legally owned firearms, converted alarm weapons 
and reactivated firearms in EU Member States.496 

The need to restrict access to explosives, which is complementary to the work carried out to regulate 
firearms, became the subject of debate at the European Council following the terrorist bombings 
attacks in Madrid (2004).497 Tackling terrorist access to weapons and explosives has become one of the 
key priorities of the ‘pursue’ strand of the EU Counter-Terrorism Strategy adopted in 2005 which is 
linked to the objective to deprive terrorist of the means by which they mount attacks. As part of the 
implementation of this strategy, the Council adopted an EU Action Plan on Enhancing the Security 
of Explosives in 2008498 that established the priorities for future action in this field. Among the key 
achievements of the Action Plan was the adoption of Regulation (EU) 98/2013499 on the marketing 
and use of explosive precursors500 alongside with the creation of a Standing Committee on 
Precursors (SCP) whose tasks include considering and preparing recommendations concerning 
regulation of explosives precursors available on the market. As with Directive 91/477/EEC on Firearms, 
the Regulation (EU) 98/2013 was adopted with the two-fold aim of increasing public security by 
reducing the risk of misuse of explosives precursors for the manufacture of home-made explosives, 
while at the same time enabling the free movement of these substances in the EU internal market given 
their many legitimate uses. However, in contrast to the Firearms Directive, its adoption was initially 
envisaged as a response to the risk of terrorist attacks using home-made explosives.501 To this end, this 
regulation provided for a system of restrictions and controls aimed at limiting the availability of a 
number of explosives precursors to the general public and at ensuring appropriate reporting of 
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suspicious transactions, disappearances and thefts of explosive precursors. As will be seen later, the 
gaps identified in the application of this regulation, in addition to the evolution of the terrorist threat 
have greatly contributed to its revision. Thus, the two legal frameworks for the regulation of firearms 
and explosives have respectively undergone substantial changes as a result of the recent terrorist 
attacks in Europe. 

On 2 December 2015, after the deadly Paris attacks, an Action Plan against illicit trafficking and use 
of firearms was adopted as part of a broader package of measures to combat terrorism.502 This Action 
Plan sets out specific actions implementing the 2015 European Agenda on Security,503 which 
highlighted the need to strengthen the legal framework on firearms and combat illicit trafficking in 
addition to the need to restrict access to and the deployment of dangerous substances such as 
explosives by terrorist networks. The proposal to amend the Firearms Directive504 was part of the 
package of measures presented by the Commission in 2015, although this revision was already planned 
before. These tragic terrorist events therefore contributed to accelerate the adoption of Directive (EU) 
2017/853,505 whose main change is to introduce stricter conditions for the acquisition and possession 
of firearms alongside with measures aimed at inter alia enhancing traceability of firearms, banning 
certain dangerous weapons for civilian use or improving exchange of information between Member 
States. The amended Firearms Directive was adopted without being preceded by an impact 
assessment506 which raised significant concerns among the many stakeholders likely to be affected by 
this legislation, such as sport shooters, hunters, collectors and museums.507 Such concerns about the 
impact that a revised EU firearms Directive could have on legal owners of gun in the EU were notably 
voiced by members of the European Parliament in Internal Market Committee during the 
negotiations.508 A number of questions were also raised by Members of the European Parliament in 
order to identify the added value of the proposed amendments for the fight against terrorism.509 While 
this revised Directive was supported by some countries such as France, some others Member States 
with a lot of hunters, including Poland and the Czech Republic, strongly opposed to it,510 thus 
highlighting the cultural differences between Member States on this issue. An action for annulment 
was subsequently brought by the Czech Republic which claimed among other things that this Directive 
was adopted in breach of several principles of EU law511 – arguments that were dismissed as unfounded 
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by the Court of Justice.512 The widespread mobilisation against the proposal to amend the Firearms 
Directive from European lobbies and politicians ranging from the far right to the center has led the 
Commission to deviate from some important elements of its initial proposal.513 It was after these 
compromises that the text was finally adopted by qualified majority.514 In 2018, the rapporteurs of the 
European Parliament Special Committee on Terrorism (TERR) called for a series of improvements to 
further strengthen the EU and national firearms legislation, including by ‘taking measures to stop the 
circulation of easy-to-convert blank-firing guns and Flobert guns and alarm pistols’; by adopting 
‘firearms and ammunition surrender programmes tailored to the specific context of the illicit firearms 
markets’; or by ensuring ‘effective penalisation of illicit firearms possession and trafficking’.515 They also 
encouraged Member States to implement Council Common Position 2008/944/CFSP of 8 December 
2008 defining common rules governing control of exports of military technology and equipment.516 
The full implementation of the Firearms Directive and the enhancement of international cooperation 
on these issues are among the top priorities of the new 2020-2025 EU action plan on firearms 
trafficking517 which was adopted in July 2020, one of the innovations of which is to provide 
appropriate indicators to enable a more effective evaluation of the measures contains therein. The 
implementation of the Firearms Directive is also a high priority of the 2020 Counter-Terrorism Agenda. 
As part of this new Agenda, the Commission has committed to adopt an implementing regulation 
under the Firearms Directive, establishing a system for exchange of information amongst 
Member States on refusal to grant authorisations for acquiring a firearm.518 This will ensure that 
a person who has been denied a firearm on security grounds in one Member State, cannot lodge a 
similar request in another Member State.519 The Commission also intends to intensify cooperation with 
Western Balkans in the area of firearms by involving them in the Firearms priority of the European 
Multidisciplinary Platform Against Criminal Threats (EMPACT).520 Since then, the Firearms Directive and 
its subsequent amendments were replaced and repealed by Directive (EU) 2021/555521 whose sole 
purpose is to codify the amendments made to the original text so as to make the Directive clearer and 
more accessible to citizens. As part of the assessment of the application of the Firearms Directive carried 
out in October 2021, the Commission concluded that only ten Member States had fully transposed the 
provisions containing the main changes introduced by the Firearms Directive in 2017.522 In addition, 
several instances of incorrect transposition were identified which implies that the benefits of the 
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Directive cannot be exploited to the fullest.523 In order to remedy these shortcomings, the Commission 
intends to continue to support Member States in the implementation of the Firearms Directive, 
replying to requests for clarifications, and organising transposition workshops within the Firearms 
Committee, including technical meetings with specific Member States if necessary.524 In the meantime, 
the Commission opened infringement proceedings against several Member States in 2021 and 2022, 
mainly for failure to communicate the measures taken at national level to implement some of the 
provisions of the EU Firearms legislation.525   

The legal framework applicable to restrictions on access to explosives and precursors was also 
amended after it was found that homemade explosives were used in the majority of terrorist attacks in 
the EU, including those in Paris in 2015, in Brussels in 2016 and in Manchester in 2017. This comes in 
addition to several evaluation reports from the Commission highlighting key challenges arising from 
the application of the regulation.526 The Commission evaluation of April 2018527 – which is considered 
the most comprehensive publicly available evaluation of the regulation to date528 – found that despite 
the positive effect of regulation (EU) 98/2013 on reducing access to dangerous explosive precursors 
and preventing terrorist attacks in Europe, a number of shortcomings need to be addressed. These are 
attributed in particular to the fragmentation of control regimes across the EU in addition to the lack of 
clarity of some provisions.529 Overall, it was found that the regulation proved to be partially effective in 
achieving its security objective, i.e. limiting the availability of explosives precursors. In this regard, the 
Commission noted that explosives precursors remain easily available online while more still needs to 
be done to improve the effectiveness of the reporting system of suspicious transaction.530 The need to 
further strengthen the legal framework for preventing the misuse of explosive precursors was also 
acknowledged by the Council.531 The latter found that, for instance, the requirement to register 
transactions does not prevent criminals from acquiring explosives precursors, while certain obligations 
in the existing regulation, including those seeking to ensure transmission of information along the 
supply chain, were considered insufficiently clear.532 In light of the above, in April 2018 the Commission 
presented a proposal to reinforce the current rules of the Regulation (EU) 98/2013, accompanied by an 
impact assessment533 and the above-mentioned evaluation. This has led to the adoption of Regulation 

                                                             
523 Ibid. 
524 Ibid. 
525 See Commission’s website, ‘February infringements package: key decisions’, 9 February 2022, < 
https://ec.europa.eu/commission/presscorner/detail/en/inf_22_601> accessed 24 February 2022. 
526 Commission, ‘Report on the application of, and delegation power under, Regulation (EU) 98/2013 of the European 
Parliament and of the Council on the marketing and use of explosives precursors’, COM(2017) 103 final. 
527 See Annex III of the impact assessment accompanying the proposal for a Regulation of the European Parliament and of the 
Council on the marketing and use of explosives precursors, SWD (2018) 104 final. As highlighted by the Commission, a number 
of limitations were, however, encountered in the conduct of this evaluation such as the lack of available and publicly 
accessible data and information on the misuse of explosives. 
528 See Kriendl Krišto, I., ‘Regulation 98/2013 on the marketing and use of explosives precursors’ (European Parliamentary 
Research Service, PE 621. 809 2018). 
529 Annex III of the impact assessment accompanying the proposal for a Regulation of the European Parliament and of the 
Council on the marketing and use of explosives precursors (n 527). 
530 Ibid. 
531 See Council website ‘EU reinforces rules on marketing and use of explosives’ < 
https://www.consilium.europa.eu/en/press/press-releases/2019/06/14/eu-reinforces-rules-on-marketing-and-use-of-
explosive-precursors/> accessed 11 February 2022. 
532 Ibid. 
533 Commission, ‘Staff Working document - Impact assessment accompanying the proposal for a Regulation of the European 
Parliament and of the Council on the marketing and use of explosives precursors’, SWD (2018) 104 final. 
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(EU) 2019/1148534 on the marketing and use of explosives precursors, amending Regulation (EC) 
No 1907/2006 and repealing Regulation (EU) 98/2013. This new instrument aims to further 
strengthen and harmonise rules concerning restricted access to, and the use of explosives precursors, 
while providing greater clarity. In addition, the Commission has set up a Protective Security Advisors 
(PSA) expert pool composed of Member States and Commission experts, which will be activated to 
support Member States with the use of EU vulnerability assessment tools, and, on request, carry out 
operational assessments and share best practices on protection of high risk events.535 Although it is still 
too early to assess the implementation of this regulation, which entered into force on 2 August 2019 
and applies from 1 February 2021, ensuring its full implementation is definitely a priority of the 2020 
EU Counter-Terrorism Agenda.536  

2.8.3. Towards enhanced cooperation to address Chemical, Biological, Radiological and 
Nuclear (CBRN) threats  

Building on its 2003 strategy against the proliferation of weapons of mass destruction and UN Security 
Council Resolution 1540 (2004), the EU included CBRN in the ‘protect’ strand of its Counter-terrorism 
Strategy.537 While it is generally acknowledged that Member States are primarily responsible to protect 
the population against CBRN incidents, a wide range of initiatives has been taken at EU level to 
strengthen the capacity of Member States in this area. A first action plan on Strengthening 
Chemical, Biological, Radiological and Nuclear Security in the EU (‘EU CBRN Action Plan) was 
agreed in 2009538 whose overall aim is to reduce the threat and damage from CBRN incidents of 
accidental, natural and intentional origin. The Action Plan foresees three main areas of CBRN security 
work: the prevention of unauthorised access to CBRN materials of concern, the capability to detect 
CBRN materials and the capacity to efficiently respond to incidents involving CBRN materials and 
recover from them as quickly as possible. This was followed by the adoption the same year of the ‘EU 
Action Plan on Enhancing the Security of Explosives’.539 The evaluation reports on the 
implementation of these twin instruments540 revealed that despite the significant progress achieved, 
further work is required in these areas, including to strengthen EU’s detection capability of explosive 
threats.  This has resulted in the definition of a new approach to the detection and mitigation of 
CBRN-E Risks as provided by the Commission in its 2014 Communication.541 This new approach sets 
out five key priorities to be addressed at EU level: to improve detection capacity; to support the 
development of research and training activities; to promote more ‘lead country’ initiatives and work 
with industry and to develop the external dimension. A wide range of tools are intended to provide 
support to the practical activities proposed including through EU funding programmes and the sharing 
of best practices. Among the important tools aimed at improving the effectiveness of systems for 
preventing, preparing for and responding to natural and man-made disasters, including the 
consequences of acts of terrorism, it is worth mentioning the ‘Union Civil Protection Mechanism’ which 

                                                             
534 Regulation (EU) 2019/1148 on the marketing and use of explosives precursors, amending Regulation (EC) No 1907/2006 
and repealing Regulation (EU) No 98/2013 [2019] OJ L 186/1. 
535 Commission website < https://ec.europa.eu/home-affairs/policies/internal-security/counter-terrorism-and-
radicalisation/protection_fr> accessed 11 February 2022. 
536 Commission, ‘Communication on a Counter-Terrorism Agenda for the EU’ (n 34) 15. 
537 Council Document 14469/4/05 (n 28), para 20.  
538 Commission, ‘Communication on Strengthening Chemical, Biological, Radiological and Nuclear Security in the European 
Union – an EU CBRN Action Plan’, COM(2009) 273 final. 
539 See Sub-section 2.8.2, Council, ‘EU Action Plan on Enhancing the Security of Explosives’ (n 498). 
540 Commission, ‘Progress report on the implementation of the EU Action Plan on enhancing the security of explosives’, 2012; 
Commission, ‘Progress report on the implementation of the EU CBRN Action Plan’, 2012. 
541 Commission, ‘Communication on a new approach to the detection and mitigation of CBRN-E risks’, COM(2014) 247 final. 
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was established by Decision No 1313/2013/EU.542 This decision sets out a number of objectives and 
specific actions to support, complement and facilitate coordination of Member State’s action in the 
field of civil protection, ranging from improving the sharing of knowledge to the establishment of an 
‘Emergency Response Coordination Centre (ERCC)’ whose core mission is to provide operational 
capacity, and serve the Member States and the Commission in pursuit of the objectives of the Union 
Civil Protection Mechanism. In 2017, the Commission adopted the ‘Action Plan to enhance 
preparedness against chemical, biological, radiological and nuclear security risks’543 to address 
the evolving terrorist threat. Although no incident involving the use of CBRN were reported in Europe, 
the Commission considers that there are credible indications suggesting that terrorist groups might 
have the intention of acquiring CBRN materials or weapons and are developing the knowledge and 
capacity to use them. It therefore calls for closer cooperation at the EU level with a view to pooling 
expertise and resources in this area and to achieve better preparedness for possible CBRN attacks. 
Building on previous achievements, this new Action Plan takes a more targeted approach in line with 
the call from the Council to develop a more focused policy, addressing a selected number of key 
priorities with clear EU added value and tangible outcomes. The Action Plan pursues four main 
objectives: to reduce the accessibility of CBRN materials, to ensure a more robust preparedness for and 
response to CBRN security incidents, to build stronger internal-external links in CBRN security with key 
regional and international EU partners, and to enhance knowledge of CBRN risks. The proposed actions 
are supported by funding under the different EU programmes, including Horizon 2020,544 ISF-Police 
and the Union Civil Protection Mechanism as well as external financing instrument (i.e. Neighbourhood 
instrument or Instrument contributing to Stability and Peace). The EU regularly funded and 
coordinated CBRN-related field and table-top exercises to strengthen cooperation among Member 
States under the EU Civil Protection Mechanism.545 The fifteenth progress report towards an effective 
and genuine Security Union reported tangible progress in the implementation of the Action Plan, with 
measures being taken across a number of areas to achieve the four objectives.546 

However, according to one of the former EU Counter-terrorism Coordinators, Gijs de Vries (2005-2007), 
coordinating efforts and strengthening cooperation in this area has not been an easy task and ‘cross-
border cooperation remains limited and sometimes insufficient’.547 This is mainly attributed to the fact 
that perceptions of the threat vary considerably across the EU, to which should be added the reluctance 
of national governments to share resources in this area. Several cooperation exercises revealed that 
the protection capacity of Member States varies significantly, many of them would be unable to protect 
sufficiently their population in the event of a ‘terrorist smallpox attack’.548 In 2019, the EU reinforced 
and strengthened components of its disaster risk management by upgrading the abovementioned EU 
Civil Protection Mechanism. Among the important improvements brought was the introduction of a 
new element called ‘rescEU’ which is intended to contribute to enhancing both the protection of 
citizens from disasters and the management of emerging risks. In addition, rescEU establishes a new 
European reserve of resources (the ‘rescEU reserve’) which includes a fleet of firefighting planes and 

                                                             
542 Decision No 1313/2013/EU of the European Parliament and of the Council of 17 December 2013 on a Union Civil Protection 
Mechanism, OJ L 347/924, 20 December 2013. 
543 Commission, ‘Communication on an Action Plan to enhance preparedness against chemical, biological, radiological and 
nuclear security risks’, COM(2017) 610 final. 
544 Under the Horizon 2020 programme (2014-2020) €1.65 billion was allocated to CBRN and to other security-related 
research. 
545 De Vries (n 360) 231. 
546 Commission, ‘Fifteenth Progress Report towards an effective and genuine Security Union’, COM(2018) 470 final. 
547 De Vries (n 360) 231. 
548 Ibid. Also see Chatfield, S.N.,  ‘Member States’ Preparedness for CBRN Threats’ (Study for the European Parliament TERR 
committee, PE 604.960 2018) 30. 



IPOL | Policy Department for Citizens’ Rights and Constitutional Affairs 
 

 98 PE 730.581 

helicopters, medical evacuation planes, as well as stockpile of medical equipment and field hospitals 
that can respond to health emergencies, and chemical, biological, radicological, and nuclear 
incidents.549 The CBRN rescEU CBRN lead at the Directorate-General for European Civil Protection and 
Humanitarian Aid Operations explains the three-step procedure on which the system is based: ‘In an 
emergency or a security incident member states primarily rely on their own response mechanisms. If 
support is required after that, the European Civil Protection Pool (ECPP) can provide a number of 
capabilities. These are existing capabilities that are made available to the ECPP by Member States, for 
use in emergencies. When these are insufficient, or as is currently the case for decontamination there 
is no such capability in the pool, then the state can request the deployment of rescEU capabilities via 
the European Response Coordination Centre (ERCC)’550. Within the framework of the EU Counter-
terrorism agenda adopted in December 2020, the European Commission has committed to explore 
how to improve cooperation against biological threats at EU level. Starting early 2021, the Commission 
is also supporting a joint action with 18 countries to strengthen health preparedness and response to 
biological and chemical terror attacks, and to strengthen cross-sectoral cooperation (health, security 
and civil protection).551  

 

  

                                                             
549 See Decision (EU) 2019/420 of the European Parliament and of the Council of 13 March 2019 amending Decision No 
1313/2013/EU on a Union Civil Protection Mechanism [2019] OJ L 77 1/1. Commission, ‘Implementing decision (EU) 2021/1886 
of 27 October 2021 amending Implementing Decision (EU) 2019/570 as regards stockpiling rescEU capacities in the area of 
chemical, biological, radiological and nuclear incidents’ [2021] OJ L 386/35. Also see Commission website, < 
https://ec.europa.eu/echo/what/civil-protection/resceu_en> accessed 4 March 2022. 
550 ‘To the rescEU, here is Brussels’, CBRNe World, February 2022 [not public]. 
551 Commission, ‘Communication on a Counter-Terrorism Agenda for the EU’ (n 34) 15. 
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3. POLICY RECOMMENDATIONS 
 

This research paper has identified several avenues for possible improvement in the effectiveness of the 
EU counter-terrorism policy on eight key aspects which have been discussed in the sections above. 
Given the breadth areas to be covered, the issues identified above are by no means exhaustive and 
should be developed and explored further. As highlighted in the introduction, the research team faced 
several limitations and challenges during this study. In addition to the scarcity of available data, some 
of the counter-terrorism instruments referred to have just been adopted (e.g. the new Firearms 
Directive) or are still in the process of being implemented (e.g. the Regulation on addressing the 
dissemination of terrorist content online), not to mention those which are still under negotiation (e.g. 
the ongoing proposals for the revision of the Europol and Eurojust regulations or on the exchange of 
information between law enforcement authorities of Member States). Therefore, we still lack the 
perspective necessary to comprehensively assess the functioning of the tools in question. Besides, the 
‘composite’ nature of the EU counterterrorism policy, which is characterised by the constant evolution 
and expansion of the many instruments/sub-areas that underpin it, makes it challenging to fully 
capture the architecture of this policy. This explains why a significant part of this research was devoted 
to clarifying the framework of each theme covered by systematically providing background 
information. Based on the findings that have emerged from this analysis, the following concluding 
remarks and recommendations are intended to help inform future policy developments and, more 
generally, to shed light on the challenges of the EU counterterrorism policy, including identification of 
trends that deserve closer attention. The main areas for improvement identified include the need to 
address gaps in evaluation and data collection (i), to ensure greater coherence (ii), to provide guidance 
and address the complexity of the legal framework governing EU blacklists (iii), to develop appropriate 
safeguards in view of the increasing involvement of private actors (iv) to develop training and other 
awareness-raising activities (v), to enhance the cooperation with third countries in dealing with the 
foreign terrorist fighters phenomenon (vi) and to improve financial support from the EU (vii). Finally, 
and as a key lesson emerging from this study, there is the need to give more time and resources to 
researchers to conduct a thorough and independent evaluation of the many sub-areas that fall under 
this policy (viii). 

 

i. Enhancing the legitimacy of EU counter-terrorism instruments: addressing gaps in 
evaluation and data collection 

 

Evaluation mechanisms that are provided for at different stage of the life cycle of a legislative 
instrument (ex ante and ex post) must be used effectively to ensure the legitimacy of EU intervention in 
such a sensitive area. This is all the more important given the sensitivity of the issues involved with 
regard to national sovereignty as well as the impact counter-terrorism instruments may have on 
fundamental rights. With regard to ex ante evaluations, the study found that the adoption of several 
legislative instruments that are part of EU counter-terrorism policy had not been preceded by an 
impact assessment of the Commission. While the need for urgent legislative action has sometimes 
been put forward as a justification, it is important to recall and stress the value of conducting ex 
ante impact assessment in such a sensitive area in an attempt to provide credible justification 
for the need for EU intervention and scientific objectivity in the description of the problem(s) to 
be addressed. This is critically important in light of the fact that ex ante impact assessment enables the 
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gathering of civil society inputs on the repercussions of the proposed measures, as well as on the 
societal and fundamental rights effects of such measures. 

 

It is equally important to ensure that ex-post evaluation of EU legislative instruments is based 
on sufficient data, collected according to a convincing methodology and in full independence. 
While the 2021 evaluation of Directive 2017/541 on combating terrorism carried out by the 
Commission claims to assess the impact and effectiveness of this Directive beyond mere transposition, 
which is particularly welcomed, the result of this assessment should be substantiated with more 
convincing evidence.552 In this regard, the partial outsourcing of the evaluation to an consultancy 
group is likely to question the independence of the assessment carried out, which may in turn affects 
the legitimacy of EU intervention in this area. Although Article 29(2) of the Directive 2017/541 specifies 
the aspects to be assessed including the impact of the said Directive on fundamental rights and 
freedoms, the scope of the assessment carried out by the Commission, as reflected in its final report, 
appears too narrow and does not provide a comprehensive view of the issues raised by the 
transposition and practical implementation of this instrument. It was found that certain issues 
identified as central by civil society actors at national level, such as the question of the necessity of 
several harmonised terrorist-related offences at EU level, or of their effects on some fundamental 
principles in criminal law (e.g. on the principle of legality) are not sufficiently addressed in the 
evaluation reports. In connection to this, the trend observed in several Member States to criminalise 
acts at a very preparatory stage, beyond what is required by EU law, also raises concerns. All the more 
since the necessity of the proliferation of ‘inchoate offences’ is not supported by sufficient evidence at 
national level. In this respect, it is important to recall the limits of the mechanism of approximation of 
criminal law legislations. As the EU directives only set minimum rules concerning the definition of 
criminal offences and sanctions, Member States are therefore allowed to criminalise more. While EU 
criminal law directives have to be transposed in national law, implying that compliance with the 
relevant criminal law principles is also the responsibility of the national legislator, the Commission has 
nevertheless established a number of principles which should guide the action of the EU legislator in 
criminal matters (e.g. on the ultima ratio of criminal law, necessity and proportionality). 553  

 

Attention must also be paid to the fact that the quality of the evaluation carried out at EU level 
relies to a great extent on the development of proper indicators in addition to the transmission 
of sufficient data from Member States. While several initiatives have been put forward to reinforce 
the obligation of Member States to transmit relevant data to the EU agencies (e.g. under the current 
proposal for the revision of the Eurojust Regulation), it is equally important that Member States share 
data on a more systematic basis with the Commission for evaluation purposes. In this respect, it should 
be interesting to draw inspiration from the Commission’s proposal for a new Directive on 
environmental crime,554 which aims, inter alia, to remedy the current limited availability of data on 
environmental crime in order to better evaluate the effectiveness of national systems in fighting 
environmental criminal offences. Several provisions555 of the said proposal for a new Directive on 
environmental crime require Member States to collect, publish and transmit relevant statistical data to 
                                                             
552 See Section 2.2 of this Study. 
553 See Communication from the Commission, ‘Towards an EU Criminal Policy: Ensuring the effective implementation of EU 
policies through criminal law’, COM(2011) 573 final, 20 September 2011. 
554 Commission, Proposal for a Directive of the European Parliament and of the Council on the protection of the environment 
through criminal law and replacing Directive 2008/99/EC, COM(2021) 851 final, 15 December 2021. 
555 See in particular Articles 21-23; 25. 
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the Commission according to the standard format defined by the Commission itself. Moreover, proper 
mechanisms should also be put in place to assist the Commission in developing appropriate indicators 
for assessing the support provided by the EU in certain sub-areas of the EU counter-terrorism policy 
(e.g. in the area of prevention of radicalisation). The challenge of evaluating the effectiveness of 
prevention policy, which is also mirrored in several Member States, makes it in turn difficult to assess 
the EU counter-terrorism policy in a comprehensive manner. Besides, on certain issues gaining 
increased attention at EU level, such as on evaluating the effectiveness of ‘rehabilitation’ programmes, 
it appears that more comprehensive statistics and scientific research are needed to develop evidence-
based policies on these issues. The ongoing project to further consolidating knowledge in the area of 
preventing radicalisation through the creation of an ‘EU Knowledge Hub’ could be considered as a 
useful way to provide expertise on these issues.  

 

ii. Ensuring greater coherence in view of the gradual broadening of the EU 
counterterrorism policy 

 
The EU’s holistic approach to tackle terrorism in all its dimensions necessarily calls for the maintenance 
of a certain coherence between the tasks of the actors involved, the policies and instruments mobilised 
and the objectives pursued.556 This long standing objective of coherence, which implies in particular 
that synergies in one area should not contradict the objectives pursued in another area, is even more 
relevant since, as has been pointed out on several occasions in this study, this policy has gradually 
broadened to include new priorities while involving more and more heterogenous instruments and 
actors. Attention must therefore be paid to the coherence between the various legislative instruments 
composing the EU’s toolbox for combating terrorism. While the study focused on analysing the 
effectiveness of several key sub-areas/instruments that are part of the EU counterterrorism policy, the 
overall vision that emerged from this reflection revealed coherence-related concerns. Among these 
concerns, there is the need to ensure greater consistency between the objectives promoted under 
this policy in order to avoid the risk that these objectives contradict each other. This need is particularly 
acute with regard to the ‘Prevent’ and ‘Pursue’ pillars of the EU’s counterterrorism strategy which both 
converge towards the ultimate goal of preventing terrorism, albeit by different means and objectives 
(e.g. short term/long term objectives). In this respect, it is of crucial importance to ensure that 
preventative measures with a security focus do not generate a feeling of suspicion which would 
contradict socio-preventive efforts aimed at addressing the root causes of terrorism (e.g. by promoting 
inclusion or by combating discrimination). As highlighted in this study, several national actors have 
identified a risk that asset freezing measures may lead to adverse effects on long-term social 
reintegration. The study also identified a need to ensure greater consistency in the attempt to 
achieve a fairer balance between the search for effective counterterrorism action in the field of 
sanctions and the protection of procedural guarantees for defendants. As demonstrated in the  
section on ‘Terrorist financing’, the current framework consisting of different and sometimes 
overlapping ‘blacklists’ adopted at the EU and UN levels creates a risk of legal uncertainty in several 
respects. Moreover, the study identified several inconsistencies between the right guaranteed by the 
EU legal order regarding the procedural conditions surrounding the adoption of listing decisions and 

                                                             
556 W. Wensink and al., “The European Union’s Policies on Counter-Terrorism. Relevance, Coherence and Effectiveness”, Study 
for the LIBE Committee of the European Parliament, PE 583.124, 2017.  
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their implementation in practice. Not to mention the risk of conflict between the procedural 
guarantees set out by the EU courts and the binding nature of the UN Sanction Committee decisions.557  

The lack of comprehensive information on the many counter-terrorism programmes currently 
being developed with third partner countries has also been identified as an area where 
improvement is needed. Innovative initiatives have been put in place to improve the visibility of the 
numerous CT/PVE programmes implemented in third countries, which is particularly positive. 
However, some CT experts consider that a consolidated vision on the many programmes supported by 
the EU and by its Member States in each partner country is currently lacking, including information on 
the different actors involved and their role, as well as on the relationship between these programmes 
and their implementation in concreto. Such lack can be seen as having negative effects on the 
transparency of the EU’s counter-terrorism policy.  

 

iii. Providing guidance on data retention issues and addressing the complexity of the 
legal framework governing ‘EU blacklists’ 

 

As highlighted in this study,558 the CJEU is set to play a crucial role in striking a balance between the 
effectiveness of the fight against serious crime, in particular terrorism, which depends to a great extent 
on the retention of important volume of personal data requested from electronic communication 
services, and the no less important protection of fundamental rights, in particular the rights to privacy 
and data protection. In recent years, the Court has developed an important body of case-law on these 
issues, the complexity of which raises question of interpretation. These difficulties of interpretation are 
evidenced by the number of preliminary questions referred to the Court seeking additional 
clarifications on the conditions to be satisfied by legislation governing the retention and access to 
personal data (some of which are currently pending before the Court). This comes in addition to 
emerging concerns that the reforms undertaken by some Member States affected by the Court’s 
judgements on these issues fail to comply with the requirements laid down by the Court. Given the 
complexity/technicity of the issues at stake, it might be useful to provide Member States with 
guidance to help them develop legislation in compliance with the Court’s case-law on data 
retention issues. This could be achieved, for instance, by consolidating the criteria laid down by the 
Court in its case law in a regularly updated document and by making it accessible to the Member States. 
In this respect, the Eurojust reports on CJEU case-law regarding the ne bis in idem principle or EAW that 
are published annually could be used as examples.559 

 

The study identified other areas where more clarity is needed due to the complexity of the existing 
legal framework. This is particularly the case for preventive freezing assets measures (‘EU blacklists’) 
which has developed in a complex legal framework currently consisting of three different regimes 
governed by different procedural rules and subject to varying degrees of control, thus creating a 
situation of legal uncertainty with a risk of fragmentation of legal protection. In its final report of 

                                                             
557 See point iii. 
558 See Section 2.3.3 of this Study. 
559 See Eurojust, Case-law by the Court of Justice of the European Union on the European Arrest Warrant, March 2021, < 
https://www.eurojust.europa.eu/publication/case-law-court-justice-european-union-european-arrest-warrant-march2021> 
accessed on 4 March 2021; also see Eurojust, Case-law by the Court of Justice on the Principle of ne bis idem in criminal 
matters, December 2021, < https://www.eurojust.europa.eu/publication/case-law-court-justice-european-union-principle-
ne-bis-idem-criminal-matters-december-2021> accessed on 4 March 2021. 
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December 2018, the European Parliament special committee on terrorism (TERR) calls for the 
simplification of the EU restrictive measures system in order to make it an effective tool in the area of 
counterterrorism.560 One of the possible avenues for improving the legal scheme governing EU 
blacklists would be to provide a more unified legal framework governing EU blacklists by the 
introduction of new-post Lisbon instruments. This appears necessary since most of the EU blacklists 
(whether they are based on autonomous EU measures or on UN-based sanctions regimes) are still 
embedded on pre-Lisbon instruments so that they are governed by a different set of complex 
procedural rules.  Another avenue for improvement would be to clarify the delimitation between 
Articles 215(2) TFEU (CFSP) and Article 75 TFEU (AFSJ) – the two new legal provisions introduced 
by the Lisbon treaty to remedy the legal basis problems that charaterised the pre-Lisbon period. While 
the Court’s ruling in European Parliament v. Council561 provides clarification in this regard, it leaves the 
question of the scope of Article 75 TFEU unanswered which is regrettable since the lack of clarity as to 
which legal basis should be used in practice has important implications. All the more so since whether 
counter-terrorism sanctions against individuals belong to the EU’s counter-terrorism policy as an 
objective of the AFSJ or fall within the scope of the CFSP implies a different degree of democratic 
accountability of the measures adopted (the European Parliament being informed only under the 
procedure governed by Article 215 TFEU). It is also of utmost importance to ensure that in the particular 
field of restrictive measures, which has long been criticised for lack of transparency of its procedure, 
fundamental rights of the person concerned are effectively respected. While the contribution of the 
Court of First Instance and the Court of Justice has proven essential to improving procedural 
guarantees governing the listing and de-listing procedures of persons, in practice, however, some 
requirements arising from the Court’s case-law seem difficult to implement when it comes to EU 
measures implementing sanctions imposed by the UN Security Council.562 It is therefore crucial to 
engage an in-depth reflection on the potential conflict between the rights guaranteed by the EU 
legal order and the binding nature of the UN Sanction Committee decisions to avoid risk of 
fragmented legal protection. Given the complexity of the issues at stake and the lack of a consolidated 
vision on the procedural requirements applying to each different listing regimes, the elaboration of a 
document consolidating the case-law of the Court on asset freezing measures could be a useful 
tool to consider. On a longer-term, the possibility to recognise the punitive nature of blacklisting 
measures should also be considered in order to strengthen the guarantees applicable to these 
measures. 

 

iv. Developing proper safeguard in view of the increasing involvement of private actors 
 

In line with a trend observed in recent years, private actors such as bank sector, electronic 
communication services or Internet companies are increasingly involved in the effort to combat and 
prevent terrorism, as a reflect of the attempt to address the evolving nature of the terrorist threat, 
notably due to the spread of terrorist content online. While the newly adopted regulation on 
addressing the terrorist content online is not yet implemented, it is of crucial importance that the 
increased responsibility of Internet companies laid down in the said regulation is accompanied by 
sufficient safeguards to avoid risk of disproportionate interference with the right to freedom of 

                                                             
560 European Parliament, ‘Resolution on findings and recommendations of the Special Committee on Terrorism’ (n 38) para 
200. 
561 Case C-130/10, European Parliament v. Council, 19 July 2012, ECLI:EU:C: 2012:472 
562 See in this Study Section 2.5.3. 
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expression. In addition to the ongoing initiatives to harmonise the terms and conditions of the internet 
platform towards stronger protection of fundamental rights, the possibility of providing guidances 
or training could also be considered to ensure that private internet companies are sufficiently 
equipped to take on their new tasks. More generally, it is recommended that a clearer language be 
used to address these issues in order to avoid confusion. The notions of ‘extremist/terrorist content’ are 
often used interchangeably (mostly in non-legislative texts) although there is no common definition of 
‘extremism’ at EU level while this notion does not fall under the category of illicit content. For instance, 
the current proposal to revise Europol regulation enables Europol to receive personal data directly from 
private parties and to process these data in online crisis situation having a link to both ‘terrorism or 
violent extremism’.563 

In the same vein, the strengthening of Europol’s powers to cooperate with private parties as provided 
for in the proposed revision of its mandate must be accompanied by appropriate safeguards to 
ensure compliance with fundamental rights, taking into account the consequences that lack of 
appropriate safeguards and supervision may have on the admissibility of evidence collected through 
information shared by private parties.  

 

v. Developing training and other awareness-raising activities  
 

The added value of the operational support provided by Europol and Eurojust has gained increased 
visibility, in particular in the context of the recent terrorist attacks. However, it appears from the 
interviews conducted that continuous efforts are needed to raise awareness on the operational 
support delivered by these two actors as well as to enhance trust towards them, especially in view of 
their respective new mandate. In this regard, Eurojust could be invited, in cooperation with the EJTN, 
to provide additional training programmes in more regular basis to allow national judges and 
prosecutors to better understand their respective tasks, functioning and activities, as well as to develop 
a European culture, which have been identified by some practitioners at national level as being of 
utmost importance. Similarly, the enhanced cooperation between Europol and private parties, which 
implies a clear division of tasks between Europol, private parties and national competent authorities, 
could also require appropriate training to ensure an efficient information exchange process.  It seems 
equally important to create more incentive to follow the training programmes provided by the 
various European bodies in charge of facilitating police and judicial cooperation in criminal matters, as 
this was identified as an important element to take into account to attract participants. In this respect, 
several options could be considered such as making these trainings mandatory, awarding certificates 
to the participants or reimbursing them for travel expenses. Training activities should also be 
developed in view of the future implementation of the interoperability of the EU information exchange 
systems, considering in particular the risk of inaccurate data flowing between the systems and the 
significant consequences that a decision based on incorrect data may have on human rights. Finally, 
raising awareness about the challenges facing judicial authorities in terrorist cases could be achieved 
if Eurojust relaunches the publication of Terrorism Convictions Monitor. While it is true that the report 
has stopped being published over the last years because of the lack of information transmitted to 
Eurojust by the Member States, Eurojust is expected to be receiving more information on terrorism 
cases if the Eurojust Regulation is amended according to the Commission proposal, hence the agency 
would be able to keep reporting on national jurisprudence as regards terrorist cases in the TCM. The 

                                                             
563 See Article 26a of the proposal for a new Regulation as regards Europol’s cooperation with private parties, the processing 
of personal data by Europol in support of criminal investigations, and Europol’s role on research and innovation (n 64). 
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development of training programmes with partner countries outside the EU, including in the MENA 
region, is also identified by CT experts as a key measure that should continue to be supported. 

 

vi. Enhancing cooperation with third countries in dealing with the foreign terrorist 
fighters phenomenon 

 

As demonstrated in this study, managing the threat posed by foreign terrorist fighters (FTFs) has been 
a major focus of the EU over the last years. To this end, stepping up the cooperation with third countries 
may turn out to be crucial, in particular in order to ensure that challenges regarding the gathering and 
admissibility of evidence faced by national authorities of Member States are addressed in an efficient 
manner. Against this backdrop, the secondment of more third country liaison prosecutors to 
Eurojust, in particular for Western Balkans, and the enlargement of Eurojust Network of contact 
points in third countries could be a valuable tool for improving cooperation between Member States 
and third countries through Eurojust.564 Furthermore, to ensure that evidence collected by a third party 
meets the required standards for admissibility in the national judicial processes, Member States could 
be encouraged to post liaison magistrates or law enforcement officers to third countries, which much 
depend on bilateral or multilateral agreements concluded between the individual Member States and 
third countries. Among the various instruments that help to improve CT cooperation with third 
countries, the ‘Twinning’ and the ‘TAIEX’ have been identified as interesting levers for cooperation to 
provide tailored expertise and strengthen the CT capacities of the beneficiary country. These two 
different instruments allow, among other things, flexible cooperation and tailored-made expertise to 
help public administrations to address CT issues, including through training of staff, workshops, expert 
mission or study visits. However, it appears from the interviews conducted that their potential could 
be better exploited by providing assistance to countries wishing to apply for these programmes. 

 
vii. Improving financial support from the EU  

 

A wide range of EU funding programmes are mobilised for the cross-cutting support of counter-
terrorism efforts, including for prevention related aspects. In practice, however, it appears that applying 
for funding under these programs often involves a cumbersome procedure, which tends to 
disadvantage small structures. In this respect, it might be worth considering ways to ensure that EU 
funds reach small organisations that are eligible for this support. With regard more specifically to 
EU funding intended to support initiatives to prevent radicalisation, some of the experts interviewed 
have stressed the importance of ensuring that these funds do not benefit associations which propagate 
a separatist ideology. Consideration should also be given to the need to ensure the long-term 
continuity of the Radicalisation Awareness Network (RAN) through a more stable funding 
solution as this is seen as vital to improve the impact and sustainability of its actions. Regarding EU 
bodies involved in the EU counterterrorism policy, any additional powers to Europol and Eurojust 
and EDPS must be accompanied by the appropriate funding and staff to fulfill their tasks in line 

                                                             
564To date, Eurojust has signed international and cooperation agreements with 13 third countries, while ten third country 
liaison prosecutors are seconded to Eurojust and over 60 contact points have been appointed by national authorities. In 
addition, the Council has already mandated the Commission to negotiate international cooperation agreements for 13 further 
third countries.  
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with their forthcoming increased workload. A better balance must also be strived in terms of budget 
and resources between Europol and Eurojust.  

 

viii. Allocating sufficient evaluation resources  
 

The continued expansion of the EU’s counterterrorism policy makes it all the more necessary to carry 
out regular and independent evaluations, while at the same time making it more difficult to assess 
this policy comprehensively. It is also worth noting the growing technicality of the issues raised by 
the EU’s counter-terrorism policy in the face of the growing reliance on technological means to deal 
with the change in the terrorist threat. These challenges need to be taken into account for future 
assessments. Moreover, the time allocated to carrying out this research only allowed us to 
interview a limited number of actors involved in this policy; a larger sample, bringing together the 
views of a wider range of stakeholders, would have allowed to further refine the analysis. This would 
be all the more relevant given the fragmented nature of this policy, with each of its sub-areas involving 
numerous actors working in different institutions or/and in different departments within the same 
institution. This is markedly the case for the external dimension of the EU’s counter-terrorism policy, 
which relies on a variety of actors within different institutions, but it is also true for services within the 
same institution (e.g. different Directorates-General of the Commission are involved, including DG 
NEAR, DG INTPA, FPI), not to mention the involvement of other EU bodies such as the European External 
Action Service (EEAS).  
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This study, commissioned by the European Parliament’s Policy Department for Citizens’ Rights and 
Constitutional Affairs at the request of the LIBE Committee, aims to provide background information 
and policy recommendations concerning the impact and effectiveness of the counterterrorism 
policies, measures and tools in the EU. Besides a mapping of the evolution of the EU counter-
terrorism policy architecture, this study assesses the impact and effectiveness of the EU 
counterterrorism policy by focusing on key policy areas.  On the basis of the mapping exercise and 
the examination of the areas covered by this study, the research team has provided 
recommendations that could inform future policy developments. 
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