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ABSTRACT

Sanctions imposed by the European Union (EU) against Russia following Russia’s 2022
invasion of Ukraine brought about an unprecedented emphasis on sanctions
implementation and enforcement, which — in contrast to decision-making — have
traditionally relied on a decentralised system. This has resulted in a mosaic of practices
across the EU, involving more than 160 designated competent authorities within
Member States. While reflecting the principle of subsidiarity, this nevertheless poses a
risk to the internal market’s equity by triggering practical confusion and contradictory
legal interpretations of key sanctions provisions between Member States. While EU
institutions and Member States have rightly put the monitoring of the implementation
and effectiveness of sanctions at the top of the agenda, more needs to be done. The
EU should agree on a joint definition of what constitutes a competent national
authority, ensure adequate guidance for the EU’s economic operators, enhance the
involvement of implementation and enforcement expertise in the planning phase of
sanctions regimes, and design a new horizontal sanctions regime to counter
circumvention. At the same time, the European Parliament should strengthen its
organisational know-how, technical expertise and independent monitoring capacities,
as well as demand more technical guidance from other EU institutions.
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Executive summary

Introduction

It is increasingly recognised that the use of sanctions is not cost-free for the European Union (EU) and
its Member States, and that the effective implementation and enforcement of sanctions is a
prerequisite for their geostrategic success, credibility and political sustainability.

By assessing recent practical and institutional developments in the EU sanctions policy cycle, this Study
demonstrates how EU institutions and Member States need to improve their engagement further in
the various phases of policy-making: planning, implementation, and monitoring and evaluation.

Planning phase

Following Russia’s invasion of Ukraine in February 2022, the international coordination of unilateral
sanctions, including those adopted by the EU, has increasingly taken place within the Group of Seven
(G7) context. This reflects a trend responding to the decline in United Nations Security Council (UNSC)
sanctions activity due to Russia’s veto. Multilateral sanctions are increasingly replaced by the
coordinated efforts of Western-led sanctions coalitions, usually including the United States of America,
the EU, the United Kingdom, Canada, Australia and New Zealand. A set of like-minded partners also
align fully or partially with these measures.

Cooperation with these partners and increasing domestic costs for applying broad sanctions against
large geostrategic adversaries, such as Russia, has increased pressure on the EU to improve its sanctions
implementation record.

The European Commission’s proactive role in designing sanctions is altering the institutional balance
in its favour, thereby helping it to realise its ambition of becoming the ‘geopolitical Commission’.

Implementation phase

In contrast to the centralised nature of EU sanctions decision-making, any implementation and
enforcement has traditionally relied on a decentralised system, in accordance with the subsidiarity
principle enshrined in the EU Treaty.

The system'’s decentralised nature has resulted in a mosaic of implementation and enforcement
practices across the EU, with more than 160 designated competent authorities in Member States. This
scattered approach is no longer considered satisfactory given the new emphasis on uniform and strict
implementation that was brought about by the 2022 sanctions against Russia.

Member States rely on widely different ‘national sanctions implementation systems’, with variations in:
the number of National Competent Authorities (NCAs), ranging from 1 to 27 designated; the
centralisation or decentralisation of their domestic cooperation; the coordination forums within which
they operate; as well as their (missing) mandates for granting authorisations and licences to private
actors.

Besides the general confusion and mutual misunderstanding such dissimilar implementation systems
create for both public and private actors across the EU, this scattered approach leads to contradictions
in Member States’ legal interpretations of key sanctions provisions. This, in turn, poses a risk to the
internal market’s equity.

Wide discrepancies between Member States are also amply documented in terms of penalties for
sanctions violations. One of the first steps taken with a view to strengthening enforcement has been
that of classifying the violation of sanctions as a ‘Euro-crime’ under Article 83.1 of the Treaty on the
Functioning of the EU. This will allow the Commission to establish common definitions and minimum
penalties for sanctions breaches throughout the EU.

viii
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Monitoring and evaluation phase

Whereas the daily monitoring of sanctions implementation is predominantly led by the Commission,
it is also assisted by the European External Action Service (EEAS) and the Council Secretariat, thereby
establishing feedback loops to ensure a continued improvement of existing sanctions regimes.

The institutions’ heightened focus on monitoring sanctions implementation and effectiveness has
increased the reporting requirements for NCAs amongst Member States. However, it is not always
readily understood how this additional level of monitoring data informs policy-making.

The European Parliament (EP) plays an active and notable advocacy role, taking early steps to increase
its institutional capacities in the sanctions field. More concerted efforts could be undertaken to
establish stronger know-how and better monitoring tools for Members of the European Parliament.

Any evaluation of the performance of sanctions regimes is traditionally conducted in the geographical
Council Working Parties’ framework. However, there is still no agreed evaluative framework that could
be applied to assess progress. Moreover, there is no mechanism foreseen for the collection of
information that would build institutional memory about previous sanctions regimes, the formulation
of lessons learned, or knowledge transfer from the UNSC context.

The EU has started to frame initiatives to address any circumvention of sanctions. This important focus
includes the appointment of an Envoy for the Implementation of Sanctions, whose role is still being
developed.

Recommendations

To improve implementation and enforcement performance, it is recommended that the EU:

Agrees on a joint definition of NCAs and their tasks with a view to facilitating coordination between
different NCAs and with EU stakeholders;

Ensures adequate guidance for EU economic operators to support their compliance with sanctions
legislation;

Enhances implementation and enforcement expertise in the planning phase of sanctions regimes,
including in the EP and its Secretariat; and

Designs a new horizontal sanctions regime to counter circumvention.

To improve scrutiny and political input, it is also recommended that the EP:

Creates structures to foster technical understanding and know-how by formalising a Committee on
Foreign Affairs’ Working Group on sanctions, and, in the medium term, considers establishing a
Subcommittee on Sanctions;

Builds and retains technical expertise among EP advisors in the fields of sanctions, anti-money
laundering and export controls. Dedicated training programmes could also be considered;

Establishes, independently from those in other EU institutions, a monitoring repository that can serve
as an independent and systemised knowledge base for the EP to obtain a better overview of general
implementation challenges or possible specific cases of sanctions violations at the level of Member
States;

Demands technical briefings after each new/amended sanctions regime from the EEAS or the
Commission to enhance the quality of the EP scrutiny. This would eventually also make the EP more
influential in the design and management of EU sanctions policy. In the absence of formal powers in
the sanctions decision-making process, the EP can avail itself of traditional tools of parliamentary



scrutiny to increase its influence' by providing informed recommendations to guide the design and
amendment of sanctions.

M. Goinard, ‘The Growing Role of the European Parliament as an EU Foreign Policy Actor’, in M. Westlake (ed), The European Union’s
New Foreign Policy, Palgrave McMillan, London, 2020, pp. 107-124.
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Résumé exécutif

Introduction

Alors qu'il est de plus en plus admis que le recours aux sanctions n’est pas gratuit pour I'Union
européenne (UE) et ses Etats membres, il est également reconnu qu’une mise en ceuvre et une
application efficaces sont des conditions préalables a leur succés géostratégique, a leur crédibilité et a
leur viabilité politique.

En évaluant les récents développements pratiques et institutionnels dans le cycle politique de
sanctions de I'UE, cette étude démontre comment les institutions de I'UE et les Etats membres doivent
encore améliorer leur engagement dans les différentes phases de |'élaboration des politiques: la
planification, la mise en ceuvre, et le suivi et évaluation.

Phase de planification

Depuis I'invasion de I'Ukraine par la Russie en février 2022, la coordination internationale des sanctions
unilatérales, y compris celles adoptées par I'UE, se fait de plus en plus dans le cadre du Groupe des sept
(G7). Cela reflete une tendance répondant au déclin des activités de sanctions du Conseil de sécurité
des Nations unies (CSNU), en raison du veto de la Russie. Les sanctions multilatérales sont de plus en
plus remplacées par les efforts coordonnés de coalitions de sanctions dirigées par I'Occident,
comprenant généralement les Etats-Unis d’Amérique, I'UE, le Royaume-Uni, le Canada, I’Australie et |a
Nouvelle-Zélande. En outre, un ensemble de partenaires partageant les mémes idées s'alignent
également, totalement ou partiellement, sur ces mesures.

La coopération avec ces partenaires et 'augmentation des co(ts nationaux liés a I'application de
sanctions d’envergure contre de grands adversaires géostratégiques, tels que la Russie, exercent une
pression accrue sur I'UE pour qu’elle améliore son bilan en matiere de mise en ceuvre des sanctions.

Le role proactif de la Commission européenne dans |'élaboration des sanctions modifie I'équilibre
institutionnel en sa faveur, contribuant ainsi a réaliser son ambition de devenir la « Commission
géopolitique ».

Phase de mise en ceuvre

Contrairement a la nature centralisée du processus décisionnel de I'UE en matiere de sanctions, la mise
en ceuvre et l'application de celles-ci reposent traditionnellement sur un systeme décentralisé,
conformément au principe de subsidiarité inscrit dans le traité de I'UE.

La nature décentralisée du systéme a donné lieu a une mosaique de pratiques de mise en ceuvre et
d’application a travers I'UE, avec plus de 160 autorités compétentes désignées dans les Etats membres.
Cette approche dispersée n’est plus considérée comme satisfaisante, compte tenu de I'accent mis
désormais sur une mise en ceuvre uniforme et stricte, introduit par les sanctions de 2022 contre la
Russie.

Les Etats membres s'appuient sur des « systétmes nationaux de mise en ceuvre des sanctions » trés
différents en ce qui concerne le nombre d’autorités nationales compétentes (ANC) impliquées (de 1 a
27 désignées), la centralisation ou la décentralisation de leur coopération nationale, les forums de
coordination auxquels ils participent, ainsi que leurs mandats (ou leur absence) pour accorder des
autorisations ou des licences aux acteurs privés.

Outre la confusion générale et Iincompréhension mutuelle que ces systémes de mise en ceuvre
dissemblables créent pour les acteurs publics et privés a travers I'UE, cette approche dispersée conduit
a des contradictions dans les interprétations juridiques des principales dispositions en matiere de
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sanctions entre les Etats membres. Ce qui représente a son tour un risque pour I'équité du marché
intérieur.

Des écarts importants entre les Etats membres sont également amplement documentés en matiére de
sanctions pour les violations de celles-ci. L'une des premiéres mesures prises en vue de renforcer
I'application des sanctions a été de classer la violation des sanctions comme un « eurocrime » en vertu
de I'article 83, paragraphe 1, du traité sur le fonctionnement de I'UE. Cela permettra a la Commission
d’établir des définitions communes et des sanctions minimales lors des violations de ces derniéres dans
I'ensemble de I'UE.

Phase de suivi et d’évaluation

Alors que le suivi quotidien de la mise en ceuvre des sanctions est principalement mené par la
Commission, celle-ci est également assistée par le Service européen pour I'action extérieure (SEAE)
et le Secrétariat du Conseil dans la mise en place de boucles de rétroaction, afin d’assurer une
amélioration continue des régimes de sanctions existants.

L'importance accrue accordée par les institutions au suivi de la mise en ceuvre et de I'efficacité des
sanctions a augmenté les exigences en matiére de rapports pour les ANC des Etats membres, bien
gu’a ce niveau, il ne soit pas toujours facile de comprendre comment ces données de suivi
supplémentaires éclairent I'élaboration des politiques.

Le Parlement européen (PE) joue un réle de plaidoyer actif et notable, prenant des mesures
précoces pour accroitre ses capacités institutionnelles dans le domaine des sanctions. Des efforts
plus concertés pourraient étre entrepris pour établir un savoir-faire plus solide et de meilleurs outils
de suivi a I'intention des membres du PE.

Toute évaluation des performances des régimes de sanctions est traditionnellement menée dans
le cadre des instances préparatoires géographiques du Conseil. Cependant, il n’existe pas encore
de cadre d’évaluation convenu qui pourrait étre appliqué pour évaluer les progrés. En outre, aucun
mécanisme n’est prévu pour la collecte d’informations qui permettrait de constituer une mémoire
institutionnelle sur les régimes de sanctions antérieurs, la formulation des enseignements tirés ou
le transfert de connaissances a partir du contexte du CSNU.

L'UE a commencé a prendre des initiatives pour lutter contre le contournement des sanctions. Cet
objectif important comprend la nomination d’'un envoyé pour la mise en ceuvre des sanctions,
dont le réle est encore en cours d’élaboration.

Recommandations

Afin d’améliorer les performances en matiére de mise en ceuvre et d'application des sanctions, il est
recommandé que I'UE:

s'accorde sur une définition commune des ANC et de leurs taches, afin de faciliter la coordination
entre les différentes ANC et avec les parties prenantes de I'UE ;

veille a ce que les opérateurs économiques de I'UE bénéficient d'orientations adéquates pour les

aider a se conformer a la |égislation sur les sanctions ;

renforce I'implication d’experts en matiére de mise en ceuvre et d'application dans la phase de
planification des régimes de sanctions, y compris au sein du PE et de son Secrétariat ; et

congoive un nouveau régime de sanctions horizontales pour lutter contre le contournement.

Il est également recommandé que, pour améliorer le controéle et la contribution politique, le PE :
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e crée des structures pour favoriser la compréhension technique et le savoir-faire, en formalisant un
groupe de travail sur les sanctions de la commission des affaires étrangéres du PE, et a moyen terme,
envisage de créer un « sous-comité sur les sanctions » ;

o développe et conserve I'expertise technique des conseillers du PE dans les domaines des sanctions,
de la lutte contre le blanchiment d’argent et des contrdles a I'exportation. Des programmes de
formation spécifiques pourraient également étre envisagés ;

e crée, indépendamment de ceux des autres institutions européennes, un référentiel de suivi qui puisse
servir de base de connaissances indépendante et systématisée pour le PE afin d’obtenir une meilleure
vue d’ensemble des difficultés de mise en ceuvre ou les cas éventuels de violation des sanctions au
niveau national ;

e demande au SEAE ou a la Commission des briefings techniques aprés chaque nouveau/modifié régime
de sanctions, afin d’améliorer la qualité du controle exercé par le PE, et a terme, devenir plus influent
dans la conception et la gestion de la politique de sanctions de I'UE. En I'absence de pouvoirs formels
dans le processus décisionnel en matiere de sanctions, le PE peut recourir aux outils traditionnels du
contréle parlementaire pour accroitre son influence?, en fournissant des recommandations éclairées
pour guider la conception et 'amendement des sanctions.

2M. Goinard, ‘The Growing Role of the European Parliament as an EU Foreign Policy Actor’, in M. Westlake (ed), The European Union’s
New Foreign Policy, Palgrave McMillan, London, 2020, pp. 107-124.
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1 Introduction and policy context

1.1 Study’s aim and broader context

Since the early 1990s, financial and economic sanctions have become an increasingly integrated aspect of
the Common Foreign and Security Policy (CFSP). In the ‘Basic Principles on the Use of Restrictive Measures
(Sanctions)’ of 20043, Member States of the European Union (EU) emphasised their joint objective to use
sanctions in the defence of human rights, democracy, the rule of law and good governance as well as to
counter weapons of mass destruction and terrorism*.

Over the past 15 years, the number and especially scope of EU sanctions use has gradually intensified. The
41 EU sanctions regimes currently in place show great variation in terms of: their overall policy objectives;
the type of measures involved (asset freezes, travel/visa bans, arms embargoes, sectoral restrictions); their
geographical and/or thematic contexts; as well as their practical compatibility with sanctions regimes of
other multilateral actors. These include, the United Nations (UN) as well as unilateral/autonomous senders
such as the United States of America (USA), the United Kingdom (UK) and Canada®. The EU’s sanctions
operation launched against the Russian Federation in response to its war of aggression against Ukraine has
opened a new chapter in EU sanctions policy®. Given the growing presence of financial and economic bans
in EU sanctions packages as well as significant innovations in the sanctions field’, the comprehensive
monitoring and evaluation of their implementation have become even more resource-demanding,
complex and sensitive for EU institutions and Member States’ authorities?.

In contrast, the implementation of EU sanctions has traditionally received less scholarly attention than both
their adoption and effects on targets®. However, in times of rising global confrontations, where the EU is
pivoting towards stronger use of its geo-economic power instruments both within and outside the CFSP
structure, it has become clear that this also comes with increased expenditure for Member States and their
citizens'®. Given that expansive use of restrictive measures is associated with both political and economic
costs, policy-makers must strive for a better understanding of their implementation and enforcement, the
mechanisms at play and issues that surround them, as well as a more granular understanding of the
strengths and weaknesses of EU sanctions. These costs might well be further enhanced should recent
calls" for greater use of qualified majority voting (QMV) in the Council’s decision-making processes
become reality. While previous studies commissioned by the European Parliament’s (EP) Committee on

3 Council of the European Union, ‘Basic Principles on the Use of Restrictive Measures (Sanctions)’, 10198/1/04, REV 1, Brussels, 7
June 2004.

4 C. Portela, ‘Sanctions, conflict and democratic backsliding’, European Institute for Security Studies, Brief 6, 2022.

5 F. Giumelli, et al, ‘The when, what, where and why of European Union sanctions’, European Security, Vol 30, No 1, 2021, pp. 1-23.
6 C. Portela and J. Kluge, ‘Slow-acting tools. Evaluating EU sanctions against Russia after the invasion of Ukraine’, European Union
Institute for Security Studies, Brief 11, 2022.

7 C. Portela, 'Horizontal sanctions regimes: Targeted sanctions reconfigured?’, in C. Beaucillon (ed), Research Handbook on Unilateral
and Extraterritorial Sanctions, Edward Elgar, Cheltenham, 2021, pp. 441-457.

8 R. Druldkova and P. Pfikryl, 'The implementation of sanctions imposed by the European Union’, Central European Journal of
International and Security Studies, Vol 10, No 1, 2016, pp. 134-160; Portela, C., 'Implementation and enforcement’, in N. Helwig et
al., Sharpening EU sanctions policy, Finnish Institute of International Affairs [Study commissioned by the Office of the Prime Minister
of Finland], FIIA Report 63, Helsinki, 2020.

9 K. B. Olsen, The Geoeconomic Diplomacy of European Sanctions: Networked Practices and Sanctions Implementation, Brill, Leiden,
2022; R. Drulakova and S. Zemanova, ‘Why the implementation of multilateral sanctions does (not) work: lessons learnt from the
Czech Republic’, European Security, Vol 29, No 4, 2020, pp. 524-544.

10K, B. Olsen, ‘Diplomatic Realisation of the EU’s “Geoeconomic Pivot”: Sanctions, Trade, and Development Policy Reform’, Politics
and Governance, Vol 10, No 1, 2022, pp. 5-15.

" European Parliament, ‘Recommendation of 8 June 2022 to the Council and the Vice-President of the Commission/High
Representative of the Union for Foreign Affairs and Security Policy on the EU's Foreign, Security and Defence Policy after the
Russian war of aggression against Ukraine (2022/2039(INI), P9_TA(2022)0235, 8 June 2022.
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Foreign Affairs (AFET) have already addressed the impact and effectiveness of sanctions, this new Study is
necessary to reflect not only the growing importance of sanctions as a foreign and security policy tool of
the EU, but also the increasing emphasis on implementation'.

Given the complexity of ensuring that any restrictive measures are subject to comprehensive monitoring
and implementation, which are determined by various interweaving factors, this new Study focuses on six
key issues that challenge contemporary EU sanctions implementation and enforcement policies:

* Firstly, diverging implementation processes and uneven interpretations at Member State
level involving 160 national competent authorities'* (NCA), each operating with unique mandates,
intra-government divisions of competencies and legal sanctions frameworks';

*  Secondly, the lack of harmonisation in judicial sanctions enforcement and unequal
penalisation of sanctions violations across Member States, resulting in pervasive incentive
structures for malign economic operators to engage in ‘shopping’ — and the question of whether
the Commission’s recent proposal to make sanctions violations a recognised crime at the EU-level
will mitigate this risk'>;

*  Thirdly, and linked to the previous issue, the EU’s underdeveloped legal and practical
mechanisms to address serious cases of sanctions evasion and circumvention by EU-based
individuals and entities, often with the involvement of public and private actors from third
countries, thereby not only undermining the effectiveness of EU sanctions, but also their
legitimacy;

*  Fourthly, the yet-to-be-understood outcomes of recent reform initiatives at EU-level to
enhance cooperation and information-sharing between EU institutions and Member States as well
as strengthening the role of the Commission/the Vice President/High Representative (VP/HR) in
guaranteeing a comprehensive implementation oversight across the EU';

*  Fifthly, the longer-term consequences of nascent signs in shifting institutional balances
within EU sanctions decision-making procedures, both between the Commission/European
External Action Service (EEAS)/VP/HR and the Council, in terms of preparing the composition of
wide-scale EU sanctions regimes, as well as the EP’s enhanced political involvement in addressing
cases of enhanced and improved EU sanctions use'’;

12 C, Portela, ‘Targeted sanctions against individuals on grounds of grave human rights violations — impact, trends and prospects
at EU level’, Policy Department for External Relations, European Parliament, PE 603.869, April 2018; C. Portela, ‘Impact of sanctions
and isolation measures with North Korea, Burma/Myanmar, Iran and Zimbabwe as case studies’, Policy Department for External
Relations, European Parliament, PE 433.794, May 2011.

'3 Authors’ calculation based on data from the EU Sanctions Map; see Annex 7.3 for further details.

4 F. Giumelli, et al, ‘United in Diversity? A Study on the Implementation of Sanctions in the European Union’, Politics and
Governance, Vol 10, No 1, 2022, pp. 36-46; K. B. Olsen, ‘Diplomats, Domestic Agency and the Implementation of Sanctions: The
MFAs of France and Germany in the Age of Geoeconomic Diplomacy’, The Hague Journal of Diplomacy, Vol 15, No 1-2, 2020, pp.
126-154.

155, F. Kjeldsen and K. B. Olsen, ‘Strict and Uniform: Improving EU Sanctions Enforcement’, German Council on Foreign Relations, DGAP
Policy Brief, 2022; Genocide Network, Prosecution of sanctions (restrictive measures) violations in national jurisdictions: a
comparative analysis, Expert Report, EUROJUST, December 2021.

6 European Commission, ‘The European economic and financial system: Fostering openness, strength and resilience’,
COM/2021/32 final, 19 January 2021.

7K. B. Olsen, ‘The Sanctioning of Warfare: Early lessons from the EU’s geoeconomic response to Russia’s invasion of Ukraine’, Danish
Institute for International Studies, DIIS Research Report, 2022; C. Portela, ‘EU horizontal sanctions regimes: Questions of interface’,
in S. Lohmann and J. Vorrath (eds), International Sanctions: Improving Implementation through Better Interface Management,
Working Paper, German Institute for International and Security Affairs, Berlin, 2021.
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And sixthly, the impact of implementing autonomous EU sanctions in a sanctions coalition
with other like-minded countries, such as has been the case when wide-scale EU sanctions have
been targeted at Russia, Belarus, Syria and Iran'®,

These key issues will together form the analytical focus of this study, designed to provide a series of
forward-looking and tangible policy recommendations which aim to improve the effectiveness and impact
of EU sanctions. Recommendations will be targeted at the EP’s engagement (both in terms of legislation
and scrutiny) as well as that of other EU institutional actors and Member States in this central aspect of
contemporary CFSP efforts.

1.2 Research methodology

This study is structured around an analytical framework that separates the EU’s sanctions policy cycle into
three distinct, yet interlinked and inseparable, phases: (i) planning, adoption and coordination; (ii)
implementation and enforcement; and (iii) monitoring and evaluation (which, ideally, should feed back
into subsequent planning, adoption and coordination). Each phase will be analysed and discussed in
relevant sections (see outline below). The study’s key emphasis, though, will be one of the most
understudied areas, namely implementation and enforcement'.

Figure 1: Outline of the EU’s sanctions policy cycle

Planning, adoption and
coordination:

 Sanctions as a foreign policy tool
e International coordination processes

Monitoring and evaluation: Implementation and
*The roles of various EU institutions enforcement:
(Commission, EEAS, Council, EP)

* Integration of evaluations and States sanctions implementation
lessons learned systems and enforcement capacities

¢ Comparative assessment of Member

Source: authors’ own compilation.

The choice of an analytical framework that separates the analysis of sanctions into different phases aligns
with the empirical reality of how EU institutions and Member States approach the design and use of
restrictive measures. Whereas the planning, adoption and coordination phase is characterised by a close
collaboration between institutions and Member States, the implementation and enforcement phase is
mainly the responsibility of Member States. The monitoring and evaluation phase again involves EU
institutions, not least in terms of overseeing whether the implementation of restrictive measures is being

'8 ]. Borzyskowski and C. Portela, ‘Sanctions cooperation and regional organisations’, in S. Aris, et al. (eds), Inter-organisational
Relations in International Security, Routledge, London, 2018.

9 M. Esteban and C. Portela, 'EU sanctions against North Korea: Making a stringent UN sanctions regime even tougher’, in N.
Casarini, et al. (eds), Routledge Handbook of EU-Korea Relations, Routledge, London, 2022; C. Portela, et al., 'Consensus against all
odds: Explaining the persistence of EU sanctions on Russia’, Journal of European Integration, Vol 43, No 6, 2021, pp. 683-699; C.
Portela, 'The EU, China and the Iranian nuclear question’ in J. Wouters, et al. (eds), China, the EU and the Developing World, Edward
Edgar, Cheltenham, 2015.
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followed diligently by Member States and to what degree various sanctions regimes are effective towards
reaching their respective objectives.

The Study’s primary data has been derived from: (i) document analysis; (i) a review of the relevant scholarly
literature; and (iii) a wide range of semi-structured interviews. These aimed at obtaining the most updated
and comprehensive information on every topic®® and were conducted with key stakeholders:
representatives and experts from EU institutions (Directorates-General in the European Commission, the
EEAS, the Council Secretariat); permanent EU representations; as well as other competent authorities
across the Union. Included were: ministries of foreign affairs (MFAs); ministries of economics and finance;
central banks; business and customs authorities; financial intelligence units; financial supervisory
authorities; and business interest organisations.

The selection of respondents was driven by three overarching criteria. Firstly, they should cover issues from
the high-range political sanctions negotiations among EU institutions and Member States to their practical
implementation in the last link of the sanctions chain. Secondly, they should come from various
geographical parts of the EU. Thirdly, they should be derived from both public and private/non-state
sectors, particularly as recent studies have argued that the latter’s views are often insufficiently reflected in
both the design and evaluation of EU geo-economic policies?'. Furthermore, to ensure that respondents
could express themselves confidentially in interviews on sensitive topics, the Study’s presentation of data
preserves their anonymity.

The qualitative data collected for this study has been triangulated with other data sources to ensure that
the study’s findings and recommendations are robust and feasible. This includes data from interviews
already conducted by the authors for previous studies about decision-making, monitoring,
implementation and enforcement of EU sanctions policies as well as the EU’s role as a comprehensive
security actor in the geo-economics field. All interview data has further been triangulated through a
thorough content analysis of relevant EU legal acts, resolutions and recommendations, policy documents,
guidelines, best practices and press releases as well as previous research publications commissioned by
the EP on similar topics?.

13 Introduction to the various types of sanctions and the targeted
approach

Sanctions employed by the EU in its CFSP fall into two main categories:

20 N. Helwig, et al., Sharpening EU sanctions policy, Finnish Institute of International Affairs [Study commissioned by the Office of
the Prime Minister of Finland], FIIA Report 63, Helsinki, 2020; K. Meissner, ‘How to sanction international wrongdoing? The design
of EU restrictive measures’, Review of International Organisations, Vol 18, No 1, 2023, pp. 61-85; K. Urbanski, The European Union and
International Sanctions, Edward Elgar, Cheltenham, 2020.

21 K, B. Olsen, 'Geoeconomic Diplomacy: Reforming the Instrumentalization of Economic Interdependencies and Power’, in P. W.
Hare, et al. (eds), The Palgrave Handbook of Diplomatic Reform and Innovation, Palgrave Macmillan, London, 2023, pp. 651-673.

22 Eg. Council of the European Union, Restrictive measures (Sanctions) - update of the EU Best Practices for the effective
implementation of restrictive measures, 10572/22, 27 June 2022; European Commission, ‘The European economic and financial
system: Fostering openness, strength and resilience’, COM/2021/32 final, 19 January 2021; European Commission, Proposal for a
directive of the European Parliament and the of the Council on the definition of criminal offences and penalties for the violation
of Union restrictive measures, COM(2022) 684 final, 2 December 2022; European Parliament, ‘Resolution on the social and
economic consequences for the EU of the Russian war in Ukraine - reinforcing the EU’s capacity to act (2022/2653(RSP))’,
P9_TA(2022)0219, 19 May 2022; European Parliament, ‘Recommendation to the Council and the Vice-President of the
Commission/High Representative of the Union for Foreign Affairs and Security Policy on the EU's Foreign, Security and Defence
Policy after the Russian war of aggression against Ukraine (2022/2039(INI))’, P9_TA(2022)0235, 8 June 2022; M. Russell, ‘Western
sanctions and Russia: What are they? Do they work?’, European Parliamentary Research Service, European Parliament, PE 698.930,
February 2022.
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1) measures of general application, which are directed at certain sectors and can have broader effects
on the economy as a whole;

2) those applied against individuals and entities, whose identity is specified in an annex to the
legislation. They typically consist of asset freezes and, in the case of natural persons, prohibitions
of entry.

This basic categorisation has major implications: sanctions on individuals and entities are subject to
scrutiny by the Court of Justice of the EU (CJEU), while broader economic sanctions are not subject to
judicial review. The Court distinguishes between provisions of a general nature and measures targeting
identified natural or legal persons named in the act concerned?®.

Another classification refers to the organisational logic of any given sanctions regime. This conventionally
takes the form of a geographical or country regime, which comprises the imposition of restrictions
affecting individuals, entities and certain sectors circumscribed to a specific territory — normally a country.
Most sanctions regimes fall into this category. However, since the adoption of a sanctions list to counter-
terrorism by the United Nations Security Council (UNSC) in the aftermath of 11 September 2001, thematic
or horizontal sanctions regimes have become popular®. The organising logic of such regimes is not
geographically circumscribed; instead, it admits the designation of individuals and entities whose common
denominator is the violation of a specific norm. Horizontal sanctions regimes entail measures affecting
individuals and entities only, while country sanctions regimes can combine both above-mentioned
categories. In addition to the counter-terrorism list, which is based on a UNSC resolution, the EU has
adopted three sanctions regimes over the past decade, addressing chemical weapons use, cyberattacks
and human rights abuses. One common denominator is the presence of Russian entities and individuals:
notably, the Wagner group as well as individuals involved in the detention of Alexei Navalny are listed
under the EU human rights sanctions regime?>. A sanctions regime targeting grand corruption is currently
under development at the Council, following similar steps by the USA, Canada and most recently the UK?.

A combination of both economic v. individual and geographic v. horizontal criteria has been adopted in
the overview of sanctions against Russia detailed below (summary here in Table 1):

2 L. Lonardo, ‘Restrictive Measures: Constitutional Issues, Classification, Judicial Review’, in L. Lonardo (ed), EU Common Foreign
and Security Policy after Lisbon, Springer, Cham, 2023, p. 78.

24 C. Eckes, 'EU global human rights sanctions regime: is the genie out of the bottle?’, Journal of Contemporary European Studies, Vol
30, No 2, 2022, pp. 255-269.

25 C. Portela, 'Horizontal sanctions regimes: Targeted sanctions reconfigured?’, in C. Beaucillon (ed), Research Handbook on
Unilateral and Extraterritorial Sanctions, Edward Elgar, Cheltenham, 2021, pp. 441-457.

26 A, Brzozowski, ‘EU to extend sanctions framework to target corrupt foreigners’, Euractiv, 3 May 2023.
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Table 1: Summary overview of sanctions against Russia

Russian

activity EU legal acts Initially  adopted | Restrictive measures

targeted by and renewal period

sanctions

Russia Council Decision 2014/512/CESP | 31 July 2014 Listing of 71 entities related to

(action_s_ ) Council _Regulation (EU) No | Every 6 months fina.ncial meaSL'Jres (some listed in

destabilising various categories).

. 833/2014

Ukraine) Listing of 20 entities related to
media ban.
Prohibition relating to arms export
and import, firearms, dual-use
goods, financial measures, aviation
and space sector, critical
infrastructure, media, road
transport, storage capacity,
maritime sector, to satisfy claims,
trade of certain goods and minerals,
luxury goods, technology and
services.

Ukraine Council Decision 2014/386/CFSP | 23 June 2014 Prohibition relating to financial

(Crimea and Council Regulation (EU) No | Every 12 months meas.ures, investments.and trade of

Sevastopol) 692/2014 certain goods and services.

Ukraine Council Decision 2014/145/CESP | 17 March 2014 Listing of 576 persons and 280
-(timtc-)tnil Every 6 months entities.
integnity. Council _Regulation (EU) No
269/2014
Ukraine (non- | Council Decision (CFSP) | 23 February 2022 Prohibition relating to financial
government- | 2022/266 measures, investments and trade of
trolled Every 12 months certain goods and services
con Council Regulation (EV) 9 )
areas) 2022/263
Chemical Council Decision (CESP) | 15 November 2018 Listing of 25 persons and 3 entities;
weapons 2018/1544 Every 12 months the':('ste f|nclul:c:e ?8 persons and 1
Council Regulation (EU) entity from Russia.
2018/1542
Cyber-attacks | Council Decision (CFSP) | 17 May 2019 Listing of eight persons and four
2019/797 entities; these include six persons
Every 12 months dt tities fi Russi
Council Regulation (EU) and two entities from Russia.
2019/796
Human rights | Council Decision (CESP) | 7 December 2020 Listing of 55 persons and 20 entities;
2020/1999 these include 18 persons and 8
Every 12 months T
. . entities linked to the Wagner Group
Council Regulation (EV) doth ted
2020/1998 and other associated groups.
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Source: authors’ own compilation based on a table prepared by A. Caprile and A. Delivorias, ‘EU sanctions on Russia:
Qverview, impact, challenges’, Members' Research Service, European Parliament, PE 739.366, March 2023.

The most frequently used EU sanctions measures are prohibitions on entry, popularly called travel bans or
visa bans, and asset freezes, both of which are applied via blacklist, or lists of designated individuals and
entities featured in the annex of each sanctions regime. The freezing of assets makes it impossible for any
target to move or actively use bank accounts, other financial depots and physical assets in EU Member
States, such as real estate and vessels. EU-incorporated banks and operators are also banned from
transferring funds to bank accounts held by blacklisted persons, albeit this freezing does not affect
ownership.

Arms embargoes constitute one of the most widely applied sanctions, especially in situations of violent
conflict. This pallet is complemented with a range of trade restrictions, which ban the import or export of
selected goods and apply financial sanctions, which can take various forms such as: investment bans;
prohibition on the creation of joint ventures; and prohibition of insurance or reinsurance. Trade and
financial measures, which used to be rare in the early CFSP years, are today becoming increasingly
frequent.

This subdivision is due to the application of a targeted approach, which consists in the design of measures
to affect specifically those responsible for objectionable actions. The aim is to apply coercive pressure on
transgressing parties — government officials, elites who support them or members of non-governmental
entities. Conversely, this entails avoiding impact on others, namely population segments which ideally
should be left uninvolved in the wrongdoing, whilst international trade relations must also remain
unaffected. This rationale highlights a preoccupation with potential humanitarian impacts in any target
country. However, whilst these measures certainly aim to avoid causing undue civilian suffering, which is
clearly undesirable, regrettably total eradication cannot be guaranteed. Instead, efforts are made to lessen
such effects, with official statements on targeted sanctions policies typically using terms such as
‘minimising’ or ‘minimum’. The EU policy framework ‘Basic Principles for the Use of Restrictive Measures’
embraces the notion of targeting: ‘Sanctions should be targeted in a way that has maximum impact on
those whose behaviour we want to influence. Targeting should reduce to the maximum extent possible
any adverse humanitarian effects or unintended consequences for persons not targeted’?’. This wording
echoes the 1995 UNSC response to negative experiences with comprehensive embargoes such as those
on Iraq, Haiti or Yugoslavia, which announced that ‘any future sanctions regime should be directed to
minimise unintended adverse side-effects of sanctions on the most vulnerable segments of targeted
countries'?,

This targeted approach not only permeates CFSP sanctions practice, but has long remained
uncontroversial within EU decision-making circles. It became a flagship of EU policy and was therefore
differentiated from other major senders, notably the USA®. However, over the past decade, EU sanctions
packages have become progressively broader in scope®. This process of broadening sanctions design
culminated in the sanctions rounds that followed Russia’s invasion of Ukraine in February 2022, that saw

27 Council of the European Union, ‘Basic Principles on the Use of Restrictive Measures (Sanctions)’, 10198/1/04, REV 1, Brussels, 7
June 2004, p. 3.

28 UNSC, Letter from the Permanent Representatives of China, France, the Russian Federation, the United States and the United
Kingdom to the United Nations addressed to the President of the Security Council, S/1995/300, 13 April 1995.

29 K.A. Elliott, ‘US approaches to multilateral sanctions: Co-operation and coercion intertwined’, in A. Charron and C. Portela (eds),
Multilateral Sanctions Revisited. Lessons learned from Margaret Doxey, McGill-Queen’s University Press, Montreal, 2022, pp. 34-50.

30 C. Portela 'The changing nature of targeted sanctions: Evolution and assessment’, in A. Kellerhals, T. Baumgartner and C. Reber
(eds), European Integration Perspectives in Times of Global Crises, Europa Institut, Zurich, 2023, pp. 73-87.
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the imposition of increasingly far-reaching measures which are also susceptible to affecting the Russian
population’s living standards?'. Since then, EU sanctions on Russia and its close associate Belarus have
departed from its originally narrow conception so manifestly that observers not only question the targeted,
temporary and preventive character of these measures but sometimes also speak of a sanctions
revolution®

14 Overview of (inter-)institutional, legal, judicial, instrument-specificand
policy-related aspects of EU sanctions use

The governance of EU sanctions has traditionally been Member State-driven, which to date has translated
into a predominance of intergovernmental decision-making. This has been characterised by a two-step
procedure, which consists of an initial political Council Decision to impose the sanctions and a follow-up
Council Regulation that specifies duties for companies. If any sanctions agreed include measures of an
economic or financial nature - such as, typically, an asset freeze - those measures require the adoption of
a Council Regulation for their implementation, which is superfluous only when the measures agreed do
not touch upon the Community’s competences, as with travel bans. Because this two-step procedure took
shape before creation of the CFSP in 1992, it is regarded as an inter-pillar coordination mechanism that
preceded the establishment of Maastricht’s characteristic pillar structure33.

Since the CFSP’s creation, any political decision to impose sanctions takes the shape of a CFSP instrument
- a Council Common Position until the Lisbon Treaty and a Council Decision thereafter — and is agreed
upon by the Council by unanimity. Adoption of such a Regulation is subject to QMV. However, since the
CFSP Decision and the Regulation are negotiated in parallel, both instruments are de-facto** subject to
unanimous agreement. Over time, the contents of the CFSP Council Decision and Regulation have
resembled each other so much that their contents largely overlap. However, for legal reasons, the legal
instruments’ duality persists*®.

In institutional terms, two sanctions teams have traditionally existed in different sections of the EU’s
bureaucracy: before the Lisbon Treaty, the CFSP instrument used to be prepared by a sanctions team based
with the Council Secretariat, while the regulation was drafted by the Commission’s Directorate General
(DG) for External Relations. After Lisbon, the Council Secretariat team was transferred to the EEAS, while
the Commission’s team was placed with its Service for Foreign Policy Instruments (FPI). Although they
remained institutionally separate, they were physically in contiguous corridors to facilitate informal
coordination and exchange given the impossibility of a merger. However, as sanctions were gaining in
importance towards the end of the last decade, Ursula von der Leyen’s Commission transferred the team
from FPI to the Directorate-General for Financial Stability, Financial Services and Capital Markets Union
(FISMA), where it could not only tap into its vast expertise on the financial sector, but was also endowed
with additional human resources. For its part, the EEAS placed its sanctions team directly under the

31 K. Meissner and C. Graziani, ‘The transformation and design of EU restrictive measures against Russia’, Journal of European
Integration, Vol 45, No 3, 2023, pp. 377-394.

32'Y. Miadzvetskaya and C. Challet, ‘Are EU restrictive measures really targeted, temporary and preventive?, Europe and the World:
A law review, Vol 6, No 1, 2022; M. Matthijs and S. Meunier, ‘Europe’s Geoeconomic Revolution. How the EU learned to wield its real
power’, Foreign Affairs, September/October 2023; C. Challet, ‘A Revolution within the EU’s Common Foreign and Security Policy:
EU Sanctions Adopted in Reaction to Russia’s Aggression’, EU Law Live, 2022.
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authority of the Deputy Secretary General for Political Affairs®®. The EP, in turn, is kept informed of sanctions
issues. However, due to the limited involvement in CFSP foreseen for this institution in the treaties, it
remains otherwise excluded from the sanctions decision-making process.

As part of the CFSP, sanctions are subject to limited jurisdiction by the CJEU. Its own jurisprudence declared
EU Courts competent to review the legality of decisions providing for restrictive measures against natural
or legal persons imposed by the Council®”: ‘the Courts retain the competence to review the designation
criteria to determine that they, in themselves, do not violate the fundamental rights of those who have
been targeted’*. A legal review of the designation criteria centres on two principles of legal certainty and
proportionality, the latter being determined by the Grand Chamber of the Court®, in accordance with
Article 296 of the Treaty on the Functioning of the EU (TFEU). This states that ‘[w]here the Treaties do not
specify the type of act to be adopted, the institutions shall select it on a case-by-case basis, in compliance
with the applicable procedures and with the principle of proportionality’.

Over time, this jurisprudence has evolved certain obligations for the imposition of EU restrictive measures,
especially concerning the formulation of designation criteria, which delimit the purpose behind the
imposition of each restrictive measure and indicate how targeting members of specific categories aligns
with a given foreign policy goal. When the EU Council ‘decides to impose asset freezes on any persons, it
has to specify in the relevant legal act the criteria by which the targets of these sanctions are selected’*.

The Court originally established that the presumed risk of circumvention is quite obvious between
designated political leaders and their family members*'. However, since the Al Assad case, it pointed out a
possibility that ‘leaders could easily circumvent those measures by means of their relatives and associates’,
thereby frustrating Council efforts to impose restrictive measures upon third country leaders*’. Case law
also established that the concept of a third country, within the meaning of Articles 60 and 301 European
Communities, may include the rulers of such a country as well as individuals and entities associated with
or controlled, directly or indirectly, by them®, such as family members that have been proven to hold a
sufficient link between them and the sanctioned regime. In the Tay Za ruling this reasoning was
overturned, since the European Court of Justice annulled the designation of the applicant, disregarding
the effectiveness rationale put forward by the Council. In this case*, ‘the ECJ clarified that there is no
presumption that family members of leading business figures in a third country also benefit from the
economic policies of the government — on the sole ground of their family connection, irrespective of the
personal conduct of such natural persons'®. This interpretation has been reaffirmed in Prigozhina v. Council
of 8 March 20236, where the Court annulled restrictive measures applied to Ms Violetta Prigozhina, mother

36 EEAS, ‘HQ Organisation chart’, 1 November 2022.

37 European Union, Treaty on European Union (Consolidated Version), Treaty of Maastricht, 7 February 1992, Official Journal of the
European Communities C 325/5; 24 December 2002, Article 24(2); European Union, Consolidated version of the Treaty on the
Functioning of the European Union, 13 December 2007, Official Journal of the European Union (OJ C 115/47) of 9 May 2008, Article
275(2).

38 A, Pursiainen, ‘Targeted EU Sanctions and Fundamental Rights’, Solid Plan Consulting, 2017, p. 8.

39 ECJ, ‘National Iranian Oil Company v Council of the European Union’, Case C-440/14, para 18-19, Judgment of the Court, 1 March
2016.

40 A.. Pursiainen, ‘Targeted EU Sanctions and Fundamental Rights’, Solid Plan Consulting, 2017, p. 7.

41'F, Finelli, ‘Countering Circumvention of Restrictive Measures: The EU Response’, Common Market Law Review, Vol 60, 2023, pp.
733-762, p. 759.

42 ECJ, ‘Bouchra Al Assad v Council of the European Union’, Case T-202/12, para. 99, Judgment of the Court, 12 March 2014.

43 ECJ, ‘'Kadi and Al Barakaat International Foundation v Council and Commission’, joined Cases C 402/05 P and C 415/05, para. 166,
Judgment of the Court, 3 September 2008.

44 ECJ, 'Pye Phyo Tay Za v Council of the European Union’, Case C-376/10, Judgment of the Court, 13 March 2012.

4 F. Finelli, ‘Countering Circumvention of Restrictive Measures: The EU Response’, Common Market Law Review, Vol 60, 2023, pp.
733-762, p. 753.
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of Mr Yevgeniy Prigozhin, then head of the Wagner group and an individual who at that time had direct
influence on the Kremlin and development of the war in Ukraine?’. The General Court determined that
restrictive measures against Russia do not contain any reference to family relationships among the
designation criteria®®. Thus, in the absence of additional evidence, the mere family link with an individual
close to power centres is not deemed sufficient to establish an association that would justify a
designation®.

Lastly, another question pertains to the transfer of funds or assets to a person listed in a Council regulation
by an EU operator before that person’s listing. It was determined that the cumulative requirements of
knowledge and intent are relevant factors to consider along with the existence of a deliberately created
structure to aid a person in the evasion of a possible future listing; in particular, both requirements are
considered to have been met when the EU operator ‘deliberately seeks that object or effect or is at least
aware that its participation may have that object or that effect and accepts that possibility’ *°.

15 Sanctions as an EU foreign and security policy tool

Although no official document spells out escalation strategies for the use of restrictive measures, a
standard sequencing can be discerned from EU practice®'. Initiating the actual imposition of sanctions is
sometimes preceded by the passing of CFSP acts enacting sanctions — a so-called sanctions framework -
with an empty annex, indicating that the Council is ready to include entries, but that it will initially refrain
from doing so, in the expectation that a crisis can be resolved, thus making designations unnecessary. This
practice, common in the United Nations (UN) context, equates to a threat of sanctions imposition as it gives
the target one last chance to desist from the condemned behaviour before sanctions are implemented. If
this fails, a first round of designations materialises.

The first stage comprises blacklisting certain individuals on which travel bans and asset freezes are being
applied, often accompanied by a few companies and agencies. The number of designations increases
progressively in subsequent waves. The second stage includes an embargo on the supply of arms,
equipment for internal repression and surveillance as well as dual-use items, in addition to a ban on the
provision of related services and any form of military cooperation. The third stage prohibits the export or
import of certain products and commodities, as well as the imposition of financial sanctions. This may take
the form of trade bans or the blacklisting of state companies dealing with energy and commerce as well as
key public entities such as the central bank and even commercial harbours. While the EU traditionally
exercises caution in moving from the second to the third stage, it has crossed this threshold with increased
frequency over the past decade®. Different targets are hit in each phase: the first narrowly focuses on key
political figures; the second aims at the internal security establishment; whilst the third concerns state and
business elites, clearly entailing broader ramifications for society.

In the current EU sanctions landscape, examples of all these escalation stages can be found (see also
Table 1). The sanctions frameworks adopted by the EU on Lebanon in July 2021 and on Moldova in April

47 F, Finelli, ‘Countering Circumvention of Restrictive Measures: The EU Response’, Common Market Law Review, Vol 60, 2023, pp.
733-762, p. 758.

48 ECJ, 'Prigozhina v Council’, Case T-212/22, para. 105, Judgment of the Court, 8 March 2023.

49 C. Challet, ‘Les sanctions de I'Union européenne adoptées en réaction a la guerre en Ukraine — Défis et enjeux pour le contréle
juridictionnel des mesures restrictives’, Revue des affaires européennes, No 1, 2023.

S0 ECJ, ‘Criminal proceedings against Mohsen Afrasiabi and Others’, Case C-72/11, Judgment of the Court, 21 December 2011.

51 C. Portela, ‘Sanctions, conflict and democratic backsliding’, European Institute for Security Studies, Brief 6, 2022.

52 K. Meissner, ‘How to sanction international wrongdoing? The design of EU restrictive measures’, Review of International
Organisations, Vol 18, 2022, pp. 61-85.
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2023 were not accompanied by any designation at the time of enactment>?. However, within each stage
different levels of severity are observable. Sanctions on Burundi never featured more than four
designations>*. Those on Myanmar and Venezuela are examples of the second stage, where the export of
technologies with military, repressive or surveillance applications is banned across the board>*. Sanctions
on Syria are even more encompassing, representing the third stage, with measures covering, inter alia, gas,
petrol products and a range of financial restrictions®.

The sanctions packages launched in response to Russia’s invasion of Ukraine since February 2022 deviate
from this pattern. A first wave, adopted following the Russian Duma’s official recognition of the breakaway
republics in Donbas and prior to the military campaign, focused heavily on financial restrictions. One of the
most far-reaching financial measures, the exclusion of various Russian banks from the SWIFT system as well
as the outright blocking of some banks, was also imposed at this initial stage. Trade sanctions ensued very
quickly after the military campaign was launched, including some unprecedented measures such as the
withdrawal of Russia’s Most-Favoured-Nation status, which entails tariff reductions for members of the
World Trade Organization. Yet, the most distinctive feature of sanctions against Russia was how quickly
different waves succeeded each other, eclipsing any speed with which the EU sanctions toolbox was
deployed in reaction to the Syrian war breaking out in 2011%".

In terms of geographical distribution, CFSP sanctions targets are concentrated in Sub-Saharan Africa and
the Middle East, similarly to the distribution of UN sanctions targets. However, the EU differs from the UN
by strongly focusing on its neighbourhood. This is particularly true of its Eastern neighbourhood, where a
heightened sensitivity is displayed to developments endangering democratic governance or the security
of its own citizens?®. Elsewhere, autonomous CFSP sanctions typically respond to democratic regression
accompanied by the violent repression of civilians, as with the crisis afflicting Nicaragua since 2018%. In
response to the political crisis in Nicaragua, marked by a continued deterioration in the rule of law,
democracy and human rights, the Council condemned ‘the muzzling of political opponents, independent
media and civil society, and the use of anti-terrorist laws to repress dissenting opinions’®. It imposed an
asset freeze on 21 people and 3 entities, prohibiting EU citizens and companies from engaging in
investment and financial activities with the blacklisted individuals and entities. Individuals backlisted are
also forbidden to travel to or transit within the EU. The measures were recently renewed as a result of ‘the

53 Council of the European Union, Council Decision (CFSP) 2021/1277 of 30 July 2021 concerning restrictive measures in view of
the situation in Lebanon, Official Journal of the European Union, OJ L 2771, 2 August 2021, pp. 16-23; Council of the European Union,
Council Decision (CFSP) 2023/891 of 28 April 2023 concerning restrictive measures in view of actions destabilising the Republic of
Moldova, Official Journal of the European Union, OJ L 114, 2 May 2023, pp. 15-21.

54 Council of the European Union, Council Decision (CFSP) 2021/1826 of 18 October 2021 amending Decision (CFSP) 2015/1763
concerning restrictive measures in view of the situation in Burundi, Official Journal of the European Union, OJ L 369, 19 October
2021, p. 15.

55 Council of the European Union, Council Decision (CFSP) 2022/243 of 21 February 2022 amending Decision 2013/184/CFSP
concerning restrictive measures in view of the situation in Myanmar/Burma, Official Journal of the European Union, OJ L 40, 21
February 2022, pp. 28-39; Council of the European Union, Council Decision (CFSP) 2021/1965 of 11 November 2021 amending
Decision (CFSP) 2017/2074 concerning restrictive measures in view of the situation in Venezuela, Official Journal of the European
Union, OJ L 400, 12 November 2021, pp. 148-156.

%6 Council of the European Union, Council Decision (CFSP) 2021/855 of 27 May 2021 amending Decision 2013/255/CFSP concerning
restrictive measures against Syria, Official Journal of the European Union, OJ L 188, 28 May 2021, pp. 90-99.

57 C. Portela, 'The EU sanctions operation against Syria: Conflict management by other means’, UNISCI Journal, Vol 23, No 1, 2012,
pp. 151-158.

58 C. Portela, ‘Sanctions and the European Neighbourhood Policy’ in T. Demmelhuber, A. Marchetti and T. Schumacher (eds),
Routledge Handbook on the European Neighbourhood Policy, Routledge, Abingdon, 2017.

%9 Council of the European Union, Council Decision (CFSP) 2019/1720 of 14 October 2019 concerning restrictive measures in view
of the situation in Nicaragua, Official Journal of the European Union, OJ L 262, 15 October 2019, pp. 58-63.

60 EU Sanctions Map, concerning Nicargua. See ‘More information’.
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unjustified decision of the Nicaraguan regime to expel the Head of the EU Delegation from the country
and cut diplomatic ties with the Kingdom of the Netherlands'®'.

1.6 The impact of decision-making procedures on EU sanctions

Both sanctions formulation and imposition have traditionally been subject to intergovernmental action,
reflecting a choice to keep their eminently Member State-driven character. This means that the
Commission has traditionally been relegated to a secondary role in the design and management of
sanctions packages. However, the increasingly economic nature of CFSP sanctions and heightened
attention devoted to the current sanctions operation against Russia over Ukraine has presented the
Commission with an opportunity to enhance its role in sanctions formulation. Indeed, the Commission has
been responsible for tabling sanctions packages to the Council®. This dovetails with the Commission’s
declared intention to become a geopolitical Commission. Meanwhile, the EP has become increasingly
active in requesting the imposition of sanctions or upgrades in existing regimes; however, its lack of
competencies in the sanctions process has so far limited any impact.

One of the most recent debates in sanctions policy concerns the unanimity requirement, a decision-
making method that effectively holds the imposition or renewal of sanctions regimes hostage to individual
Member States which are sometimes driven to advance unrelated agendas by threatening their veto. In
order to facilitate consensus and create greater incentives for cooperation, an initiative among Member
States to introduce QMV in sanctions decision-making has been gathering momentum over recent years.
This issue is likewise at the core of demands from a coalition of Member States who have recently called
for the stronger use of QMV in various aspects of CFSP decision-making®.

1.7 International coordination processes

Although the EU agrees to its own autonomous sanctions, in the absence of a UNSC mandate, UN practice
is nevertheless a determinant in constructing EU sanctions. The circumstances tend to depend on whether
the UN acts or not. As with the UN, the EU frequently applies sanctions in situations of armed conflict.
However, since the UN Charter empowers the UNSC to impose mandatory measures in situations which
endanger international peace and security, it often addresses violent conflict with sanctions itself, thus
obviating the need for any autonomous action by the EU. Yet, Brussels sometimes complements UN
measures with additional restrictions that reinforce those agreed upon in New York®. By contrast, the UN
lacks a mandate to address situations of democratic regression, such as coups d’état. This constitutes the
main scenario that attracts any imposition of sanctions by the EU, alongside the USA and other partners.
Warfighting and democratic backsliding are almost invariably accompanied by human rights violations;
thus, the protection of human rights features prominently among justifications adduced for sanctions
enactment. In the context of violent conflict, human rights abuses are conflated with breaches of
humanitarian law, while in the case of democratic regressions, emphasis is placed on the breach of human
rights that are closely related to the democratic process, such as the freedom of expression, demonstration
or association®,

61 Council of the European Union, ‘Nicaragua: EU sanctions regime prolonged for a further year’, Press Release, 13 October 2022.
62 K. B. Olsen, The Sanctioning of Warfare: Early lessons from the EU’s geoeconomic response to Russia’s invasion of Ukraine,
Danish Institute for International Studies, DIIS Research Report, 2022.

63 A. Baerbock, et al., ‘It's time for more majority decision-making in EU foreign policy’, Politico, 12 June 2023.

64 T. Biersteker and C. Portela, ‘EU sanctions in context: Three types’, European Union Institute for Security Studies, Brief No 26, July
2015.

% C. Portela, ‘European Union Sanctions as a Foreign Policy Tool: Do They Work?’, in S. Gareis, G. Hauser and F. Kernic (eds), Europe
as a Global Actor, Budrich, Opladen, 2012, pp. 429-440.
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Moreover, EU and UN sanctions practices are closely interlinked. Outside the UN framework, the EU’s
partner has traditionally been the USA, with the origins of autonomous sanctions practice by the then
European Community Member States going back to US sanctions exercises in which Washington D.C.
requested the cooperation of its European allies in situations such as the Iran hostage crisis. Today, CFSP
sanctions are still wielded jointly with the USA, often following its lead®. At the same time, EU sanctions
practice remains more limited in scope than Washington’s: the EU selects a smaller range of targets, with
its economic and financial restrictions generally being more modest®’. Furthermore, thanks to its policy of
promoting alignment among accession candidates and other countries in its Eastern neighbourhood, the
EU has consolidated itself as a regional sanctions leader. Strictly speaking, rather than using coordination,
alignment is achieved by inviting third countries to associate themselves with EU sanctions, which leads to
variations from partner to partner, depending on the sanctions regimes at hand.

Following the invasion of Ukraine in February 2022, the international coordination of unilateral sanctions
has taken more precise contours. In contrast to previous sanctions packages, measures had already been
agreed in the Group of Seven (G7) context before they were adopted by the Council. Thus, we are
witnessing a trend in which the decline in UNSC sanctions activity due to Russia’s refusal to agree to any
new sanctions regimes is increasingly being replaced by the coordinated efforts of a Western sanctions
coalition®®. Its core group comprises the USA, the EU, the UK and Canada, also closely coordinated with Five
Eyes partners Australia and New Zealand as members®. The privileged forum for sanctions coordination is
the G7 framework, where leaders from the USA, Canada, the UK and Japan meet with France, Germany and
Italy in the presence of the Commission and European Council presidents. Like-minded partners such as
Japan - another G7 member — and South Korea have also joined the sanctions coalition. In addition, certain
European countries which routinely align with EU sanctions, such as members of the European Free Trade
Association, EU accession candidates and other aspirants have adopted, fully or partially, many of the
measures enacted by the EU’. The same applies to Switzerland, which presents itself as model enforcer of
sanctions’’. Whereas recent proposals have suggested broadening the sanctions coalition by using
diplomatic dialogue, positive incentives and economic pressure, it is conceivable that most coalition
members would probably have hard-to-alter political and/or economic positions. Indeed, some of the EU’s
traditional alignment partners, such as Norway, have not adopted certain measures or, as with Serbia,
refused to support certain sanctions’?.

However, these coordination efforts also unfold parallel to a movement that seeks to contest the legality
as well as the legitimacy of sanctions. The UN General Assembly regularly adopts resolutions condemning
what they call unilateral coercive measures, positing their incompatibility with the principles of sovereign
equality, respect for state sovereignty and non-intervention’. It is noteworthy that the key reason for
contestation is the enforcer’s identity: these resolutions challenge the authority of individual states (or

% P. Van Elsuwege and V. Szép, ‘The Revival of Transatlantic Partnership? EU-US Coordination in Sanctions Policy’, in E. Fahey (eds)
The Routledge Handbook on Transatlantic Relations, Routledge, Abingdon, 2023, pp. 81-95.

67 C. Portela, ‘Creativity wanted: Countering the extraterritorial effects of US sanctions’, European Institute for Security Studies, Brief
22,2021.

68 A, Charron, et al., ‘Multilateral sanctions: Growing complexity in a contested world’, in A. Charron and C. Portela (eds), Multilateral
Sanctions Revisited. Lessons learned from Margaret Doxey, McGill-Queen’s University Press, Montreal, 2022, pp. 239-246.

% The ‘Five Eyes’ is an intelligence alliance comprising the USA, the UK, Canada, Australia and New Zealand.

70 p. Cardwell and E. Moret, ‘The EU, sanctions and regional leadership’, European Security, Vol 32, No 1, 2023, pp. 1-21; E. Hellquist
‘Either with us or against us? Third-country alignment with EU sanctions against Russia/Ukraine’, Cambridge Review of International
Affairs, Vol 29, No 3, 2016, pp. 997-1021.

71 M. Leutenegger, 'Despite criticism, the Swiss say they’re model enforcers of Russia sanctions’, Swissinfo, 3 July 2023.

72 S, Poli and F. Finelli, ‘Context specific and structural changes in the EU restrictive measures adopted in reaction to Russia’s
aggression on Ukraine, Rivista Eurojus, Vol 3, 2023, pp. 19-49.

73 A. Hofer, ‘Creating and contesting hierarchy: the punitive effect of sanctions in a horizontal system’, Revista CIDOB d’Afers
Internacionals, No 125, 2020, pp. 15-37.
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coalition of states) to impose unilaterally a material deprivation against another state’®. By contrast, the
use of sanctions by the UNSC is not questioned. Supporters of these resolutions, traditionally states from
the Global South, have been joined by Russia over the past decade, giving more visibility to the anti-
sanctions campaign. A further element is the post of UN Special Rapporteur on the Negative Impact of
Unilateral Coercive Measures on the Enjoyment of Human Rights, created at the UN Human Rights Council
in 2014. Mandate holders, currently Belarusian scholar Alena Douhan after succeeding to the retired
Algerian diplomat Idriss Jaiziry in 2020, present regular reports and make non-binding statements.

2 The implementation phase: sanctions implementation,
enforcement and violations

While the adoption of sanctions legislation at EU level is centralised, by contrast implementation remains
in the hands of Member States’. This system is set out in two key documents: The ‘Guidelines on
implementation and evaluation of restrictive measures in the framework of the EU’, first adopted in 2003
and updated in 2018; and the 2015 ‘Best Practices on Effective Implementation of Financial Restrictive
Measures’, updated in summer 20227°. Both deal with the standardisation of wording and common
definitions for legal instruments, while the political aspects of sanctions policy are discussed elsewhere in
the ‘Basic Principles for the Use of Restrictive Measures’, the EU’s policy framework referred to earlier”.

EU sanctions legislation stipulates the conditions under which exemptions may be dispensed’®. The
procedure for granting exemptions to private operators varies, depending on whether the regime
originates from the UNSC or the EU as an autonomous undertaking”. Given the former, despite EU
implementation authority, granting exemptions remains with whichever UN Sanctions Committee is
responsible for the sanctions regime at hand. In accordance with the UNSC resolution text, requests for
exemptions by Member States are processed by the UN Sanctions Committee. By contrast, for autonomous
sanctions regimes, exemptions are granted by designated National Competent Authorities (NCAs), which
make decisions on a case-by-case basis, ensuring that they are not misused to circumvent the objectives
of the ban®. Member States then notify each other of exemptions granted and inform the Commission
accordingly.

Not all measures require private sector involvement, as some are implemented directly by Member States.
This applies notably to entry bans, where Member States operate a no-objection procedure. In other words,
any Member State wishing to grant an exemption simply notifies the Council directly. The exemption is
then granted unless another Member State raises an objection within two working days, in which case the
Council, acting under a qualified majority ruling, may grant the exemption®'.
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Hence, sanctions implementation and enforcement form a highly decentralised endeavour. EU legislation
exhorts Member States to impose penalties for violations of bans. According to the Guidelines, Member
States must ensure that bans are not only implemented and complied with but must also lay down
penalties applicable to breaches of sanctions legislation®. Thus, each Member State is responsible for
designating implementation and enforcement authorities, endowing them with the appropriate powers
and ability to pass national laws penalising breaches and determining penalties.

This decentralisation that characterises the enforcement system is based on a principle of subsidiarity,
enshrined in the EU Treaty. Accordingly, matters are deemed to be handled most effectively at a level
closest to the citizen, given that the national legislator is best positioned to consider local conditions.
Locating the authority to determine penalties with Member States facilitates coherence with the legal
tradition of each country and ensures that any fines match local standards.

As with other fields of EU action, the Commission is responsible for collecting information on laws and
associated penalties in each Member State as well as checking their adequacy and alignment with the
provisions of EU sanctions legislation. Should there be any misalignment, the Commission approaches
whichever Member State is at fault to invite corrective action and then, as a last resort, has the power to
launch an infringement procedure in the event of failure to implement EU legislation. Other than
supervision by the Commission, the current system foresees a mechanism for information exchange
among Member States on interpretation, implementation and enforcement issues, always keeping the
EEAS and the Commission advised. The Guidelines state that Member States must inform each other about:
assets frozen and the amounts concerned; derogations granted; measures taken in implementation of
sanctions legislation; violation and enforcement problems; and relevant judgments by national courts®,.

2.1 Member States’ sanctions implementation systems

The following section analyses and compares six Member States’ implementation and enforcement
approaches. These represent cases involving highly diverging: national implementation systems (number
of NCAs, level of centralisation); enforcement practices (type and severity of the punishment of sanctions
violations); as well as size (small, medium or large Member States) and geographical location within the EU
(north, south, east, west). Although not representative of all Member States, these approaches nevertheless
illustrate broad and diverse varieties of activity across the EU.

2.1.1 Cyprus

In the Republic of Cyprus, implementation of international sanctions takes place via Law 58(l) of 2016, also
called the Implementation of the Provisions of the UNSC Resolutions or Decisions (Sanctions) and the
Decisions and Regulations of the Council of the European Union (Restrictive Measures) Law. This law
stipulates which authority - Ministry or Department - is competent to implement a particular sanctions
measure, referring to those entities listed under Article 59 of the Prevention and Fight against Money
Laundering Laws of 2007 and 2016. Under this article, one can find a list of specific supervisory authorities
for specific matters, such as: (i) the Central Bank of Cyprus in respect of matters concerning credit
institutions, including credit branches having the operation of the competent authority in a Member State,
being in charge of functions of an economic and financial nature; (ii) the Securities Market Commission in
relation to the services and activities provided by investment firms as defined in the Investment Services
and Activities and Regulated Markets Law, as amended; (iii) the Superintendence of Insurance in relation
to the activities determined by the Insurance and Reinsurance and Related Activities Law, as amended or

82 Council of the European Union, ‘Guidelines on implementation and evaluation of restrictive measures (sanctions) in the
framework of the EU Common Foreign and Security Policy’, 5664/18, 4 May 2018, p. 19.
8 Council of the European Union, ‘Guidelines on implementation and evaluation of restrictive measures (sanctions) in the
framework of the EU Common Foreign and Security Policy’, 5664/18, 4 May 2018, p. 50.
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replaced; or (iv) the Council of the Institute of Chartered Accountants of Cyprus, for the professional
activities of a member of the Institute of Chartered Accountants of Cyprus.

Even though the MFA lacks specific competences in sanctions implementation and enforcement, this
governmental institution acts as a coordinating body for the elaboration of national opinion, since it
requests, where relevant, recommendations from competent services and authorities. In addition, it
informs national authorities and those services that are competent when EU restrictive measures are
adopted, modified or terminated. Likewise, it transmits to the European institutions any requests or
consultations between the 27 Republics’ authorities, as well as requests for the release of certain foreign
funds or within Cyprus any that have been blocked as a result of the EU sanctions. It also informs EU bodies
about the application of exceptions provided for in the EU Council’s Decisions and Regulations. Hence, the
MFA plays an important role of coordination and communication between Cyprus and the European
institutions, as well as a joint opinion in the context of international relations.

In terms of enforcement, Law 58(l) of 2016 refers to section 59 of the Prevention and Combating of Money
Laundering Laws of 2007, stipulating that the Council of Ministers may appoint any Supervisory Authority
(hereafter the Authority) it considers necessary for, inter alia, the purpose of preventing money laundering
and financing terrorism. In order to combat any obstacles that intervene during the achievement of these
purposes, the Authority shall issue directives, which shall be binding and mandatory, detailing how such
provisions must be applied. The Authority shall issue instructions to those subject to its supervision and in
the event of a person’s non-compliance it may take the measures contained in the sixth paragraph of
Article 59 of the Laws on Prevention and Combating Money Laundering. This features a section relating to
offences for non-compliance with any decisions of the competent authorities, stating that a person
infringing any of the Decisions and Regulations of the Council of the EU shall be guilty of an offence and,
without prejudice to any other legal provision providing for a greater penalty, may be convicted: (a) if a
natural person, to imprisonment for a term not exceeding two years or to a fine not exceeding EUR 100 000,
or both; or (b) if a legal person, to a fine not exceeding EUR 300 000. The penalties presented here and
prosecution for such may be carried out only following approval from the Attorney General of the Republic
of Cyprus. The Director of the Customs Department exercises the power to conciliate infringements by
virtue of statutory provisions.

The Advisory Committee on Economic Sanctions (SEOK), another key body, was established by the
Decision of the Council of Ministers No 73.606 from 25 May 2012 and amended by the Decision of the
Council of Ministers No 13 April 2022. The Chairman of SEOK is the Minister of Finance and its members are
representatives of various Departments and Ministries, among which should be highlighted, inter alia:
Legal Service, Ministry of Finance, Ministry of Economy, MFA, Ministry of Justice and the Prosecutor’s Office.
The competencies exercised by SEOK include:

e Firstly, examining requests originating from financial institutions, for the release of funds and
financial resources falling within the exceptions/derogations provided for in EU Council Decisions
and Regulations (restrictive measures) and UNSC Resolutions/Decisions (sanctions);

e Secondly, examining requests for any exceptions to EU restrictive measures concerning the
acceptance of deposits and provision of a crypto-asset wallet, account or custody service;

¢ Thirdly, examining requests for providing services to persons or entities affected by the application
of UNSC economic sanctions and EU restrictive measures — request SEOK 2;

e Fourthly and finally, conducting an in-depth analysis and supervision of requests concerning the
erroneous freezing of funds in credit institutions.

The case of Cyprus is of particular interest in view of recent statements from the European Commissioner
for Justice Didier Reynders on the freezing of funds for Russians sanctioned by the Union, since Nicosia has
frozen assets worth only EUR 110 million, while other Member States have frozen between EUR 2 to 4 billion
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each®. As the Commissioner rightly points out, the frozen Cypriot sum is comparatively low. In
consequence, the EU plans to establish a review mechanism to influence how Cyprus applies such
sanctions, given that the country has received generous Russian investments which, as reported by the
Central Bank of Cyprus in a 2020 report, total EUR 96 billion. Cyprus President Nikos Christodoulides vowed
to take iron-fisted action against breaches of sanctions measures after the USA and the UK designated
several Cypriot citizens as legal entities in a round of sanctions targeting the financial networks of two
Russian oligarchs. The current situation regarding Cypriot implementation of sanctions is tense.
International authorities are perceiving irregularities in their application while national authorities do not
want to see their country’s name stained by any media scandal. Although Cyprus is formally committed to
the implementation of sanctions and has mechanisms at a national level, in practice these provisions and
regulatory apparatus are not fully applied according to media reports®.

2.1.2 Denmark

With its 18 designated NCAs working together in clearly operationalised structures®®, the Danish sanctions
implementation system is decentralised, yet relatively coordinated. The MFA acts as a key coordination
body among the NCAs and heads the Danish government’s ‘EU Special Committee for Sanctions’, which
comprises the designated NCAs and other authorities relevant to a specific EU sanctions regime. The
Special Committee was established in 2011 and has retained its core functions ever since. These include:
(i) intra-government deliberations on possible Danish inputs to EU-level negotiations about the design of
new or the amendment of existing EU restrictive measures; (ii) division of implementation
tasks/responsibilities between NCAs based on detailed and joint assessments by the committee of CFSP
decisions and regulations; as well as (iii) the formulation of joint rules and guidance to be followed by all
NCAs in their respective implementation and enforcement of sanctions measures.

Specifically, consultations regarding the division of implementation tasks and responsibilities based on
individual CFSP legal acts stand out as the key tenet for Denmark’s sanctions implementation system.
Whenever a new CFSP decision or regulation that includes EU restrictive measures is adopted, the MFA will
host a meeting between NCAs to assess the individual paragraphs and sub-paragraphs, thereby
establishing which NCA carries responsibility for the correct implementation of each sanctions provision.
When an NCA is delegated accordingly, it is also charged with responsibility for ensuring the provision of
derogations for citizens and economic operators.

This dissection and designation of responsibilities according to specific paragraphs of the EU legal acts is
ultimately based on a voluntary commitment by NCAs to find agreement on a fair division of
implementation responsibilities between them. This is particularly the case as no NCA - including the
coordinating MFA - has the authority to dictate a certain sanctions provision to be taken on by a specific
NCA. When no NCA is willing to recognise its responsibility in relation to a specific sanctions provision, the
correct implementation of any specific provision remains the responsibility of all NCAs until a particular
NCA is ultimately found and designated.

Whilst at times burdensome, this coordination process was set up by a government decision more than a
decade ago, based on specific negative experiences about the risk that no NCA might by default feel
responsible for a certain sanctions provision. Denmark has no specific sanctions law that establishes
specific agency responsibilities in this field. The cross-governmental sanctions committee was hence
established to ensure that no sanctions provision could remain unaddressed or ‘fall between two stools’ at
a domestic implementation level. The negative side of this hand-held task division is that NCAs might be

84 M. Hadjicostis, ‘Cyprus behind on freezing Russian assets, EU official says’, Ekatimerini, 5 May 2023.
8 Ibidem.
8 Danish Ministry of Foreign Affairs, ‘Ansvarlige Myndigheder’, 2023.
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pressured into taking responsibility for a certain sanctions provision. Particularly for NCAs with limited
previous legal and institutional experiences along with expertise in the area of sanctions implementation,
even a small implementation responsibility under a specific EU sanctions regime can be very cost intensive.

While intra-agency cooperation in the Special Committee has been strengthened and formalised over the
past years, no significant changes were experienced regarding EU sanctions against Russia in 2022, given
that coordination between NCAs key to the Danish sanctions implementation system seemed to be
relatively well-prepared to cope with the significant increase of sanctions measures to be handled. At the
same time, Danish NCAs were faced with a range of practical consequences resulting from the sanctions’
increasing scope and complexity. Wherever CFSP regulation paragraphs, for example, entailed various
forms of prohibitions (trade of goods, services, transactions, financing, etc.), even the meticulous and
meeting-intensive coordination system applied in the Danish implementation system failed to prevent
disagreements and misunderstandings between NCAs completely so far as their respective
implementation responsibilities and mandates were concerned. Furthermore, Danish NCAs have been
faced with media criticism for giving incoherent answers concerning questions on whether the Danish
State Pilotage’s assistance to Russian cargo ships, carrying crude oil through Danish waters, has been
undertaken in line with existing EU sanctions provisions®.

In terms of practical sanctions implementation, the Danish Business Authority plays a key role in Denmark’s
implementation system as it oversees both asset freezes on listed individuals as well as the trade with
sanctioned and dual-use goods. Other key NCAs include the financial supervisory authority, the customs
authority, and - particularly in relation to the Russia sanctions of 2022 - the maritime and transportation
authorities. The Business Authorities’ sanctions unit, which is one of the best staffed among Danish NCAs,
consists of 8 to 10 full-time staff members. As is the case for many Danish NCAs, the Business Authority is
responsible both for answering questions from economic operators in relation to sanctions compliance
and monitoring possible cases of sanctions violations. In this work, the Business Authority can make use of
the elaborate Central Business Register, which contains primary data on all businesses in Denmark. This
provides Danish authorities with a direct overview of, inter alia: ownership and management structures;
annual financial reports; and numbers of employees. This is data which can, for example, be of direct use
in determining which assets are held by listed individuals.

In Denmark, sanctions violation is regarded as a crime. Enforcement is based on the Danish penal code’s
para. 110c, which stipulates that such offences can be punished with a fine (the maximum is not defined)
or prison sentences of up to four years. This process is based on a certain level of cooperation between
NCAs and law enforcement authorities. In cases of a suspected sanctions violation, the NCA responsible
usually conducts a preliminary investigation. If a suspicion is confirmed, the case is sent to the Special Crime
Unit, responsible for investigating and prosecuting cases of complex economic crime. According to
interviews, the Business Authority conducted around 55 preliminary investigations of possible sanctions
violations in 2022 alone. Three of these cases were hereafter forwarded to law enforcement authorities for
further investigation. As with most national implementation systems across the EU, Danish NCAs have only
limited capacities for proactive monitoring and controlling the actions of individuals, financial institutes
and economic operators in efforts to pre-empt possible sanctions violations. These are most often
investigated based on specific indications or allegations through direct contact with economic operators,
media investigations, or whistle-blowers.

The Danish law enforcement system in relation to sanctions violations has been strengthened in recent
years and now includes a Special Crime Unit, which holds overall responsibility for investigating cases of
sanctions violations. Changes to the law enforcement system were based to a large extent on lessons
learned from previous cases of alleged or sentenced cases of EU sectoral sanctions violations. The most
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prominent relates to a Danish oil bunkering company, which in 2021 was sentenced in court for violating
the EU’s sanctions regime against Syria. The court found that 172 000 tons of jet fuel to Syria had been sold
via a Russian intermediary by the company, although it denied any knowledge of the jet fuel’s ultimate
destination. The court argued that the company should have realised it to be predominantly probable that
the fuel was to be used by the Russian military in Syria®. For Danish law enforcement, the lessons learned
did not so much pertain to the sentencingitself, but more to the investigation process. According to media
reports, this investigation had been rather lengthy and characterised by ambiguities as to whether the case
was to be investigated by domestic intelligence services, central police units, or local police units®. Danish
police had therefore strengthened its human resources, capacities and workflows in the sanctions
enforcement field.

213 Germany

Germany has traditionally designated two bodies as NCAs responsible for the implementation of EU
restrictive measures: the German Central Bank; and the Federal Office for Economic Affairs and Export
Control. The latter is a federal agency subordinated to the Federal Ministry for Economic Affairs and Climate
Action. The division of tasks and responsibilities between these two authorities is clear. Whereas the
Central Bank, and in particular its Financial Sanctions Service Centre, carries responsibility for
implementing restrictive measures concerning funds, financing, and financial assistance, the Federal Office
is in charge of implementing trade measures covering goods, economic resources, technical assistance,
brokering services, services and investments®. Consequently, it is only these two NCAs that can give
economic operators relevant authorisations based on derogations in CFSP legal acts. Other authorities,
even if not officially designated as NCAs, have traditionally also played a role in Germany’s sanctions
implementation. These include the German Financial Intelligence Unit (FIU) and the Federal Financial
Supervisory Authority, both of which are often involved in sanctions-related matters through their roles in
combatting money laundering and terrorism financing. Also featured are the Federal Criminal Police Office
and the Customs Criminal Office, the latter ultimately overseeing any specific import and export of goods.

The German sanctions implementation system is in some respects significantly dissimilar from that of other
Member States, many of which would often have designated either their MFA or Ministry of Economic
Affairs as a (coordinating) competent authority. German ministries have traditionally been less involved in
the administrative implementation and monitoring of restrictive measures, albeit a classic exception was
one of the most politically sensitive cases of possible sanctions violation. This involved the EU sanctioning
North Korea — Democratic People’s Republic of Korea (DPRK) - and this country’s embassy in Berlin. The
DPRK's embassy had leased a building on its premises that was then converted into a hostel in central
Berlin. Such an arrangement became detrimental to UN sanctions in November 2016 with the adoption of
UNSC resolution 2321, but it took until May 2020 for the hostel to be conclusively closed. Observers argue
that the delay was not only caused by insufficient comparability between UN sanctions and EU law, but
also because German authorities at federal and regional levels did not agree on their individual
responsibilities and mandates for sanctions enforcement®’.

With the Russia sanctions of 2022, Germany’s institutional and legal approaches to implementation
became subject to various significant changes. It was assessed, both by experts and the German
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government, that Germany’s lack of a specific sanctions law led to a series of implementation obstacles
that needed to be corrected®. Experts have further pointed out that Germany’s inadequate effectiveness
in implementing measures relating to anti-money laundering also impacts negatively on its capacities to
monitor the implementation of certain financial sanctions®. In a direct reaction to the EU’s first sanctions
packages directed at Russia in February and March 2022, the German government created a Sanctions
Taskforce jointly led by the Federal Ministry for Economic Affairs and Climate Action together with the
Federal Ministry of Finance. Both ministries and the German Federal Foreign Office operated in parallel,
bolstered by new organisational units focusing exclusively on sanctions implementation and enforcement.

In May 2022 a further step was taken when Germany’s Bundestag adopted the so-called Sanctions
Enforcement Act | (SEA I), a legal act described by the governing parties as a range of short-term measures
to close regulatory gaps at the sanctions enforcement level®. A key challenge to be addressed was the
inadequate capabilities of responsible authorities in the area of implementing, monitoring and enforcing
the freezing of non-financial assets of listed individuals. Given the extensive use of such listings under the
EU’s 2022 sanctions measures and public demand for authorities to document the amount and nominal
value of Russian assets being frozen, it had become increasingly evident that the German authorities
neither held sufficient competencies nor the right to share and access information across government
bodies at federal and state levels. Consequently, the FIU and the Federal Financial Supervisory Authority
were legally nominated to become more actively involved in the field of sanctions implementation.
Furthermore, more authorities were given the right to access the German Transparency Register, the
official platform for data on beneficial owners. Moreover, SEA | places the criminal obligation on listed
individuals to report their assets to the relevant German authorities. The German government has
highlighted in its public communication how this reporting requirement for individuals listed under the
Russia-related sanctions has since become an EU-wide measure through the seventh sanctions package of
July 2022%.

The sequel to SEA |, the Sanctions Enforcement Act Il, was adopted by the German Parliament in December
2022%. It created inter alia the legal grounds for creating a new Central Office for Sanctions Enforcement.
This Central Office, operational since January 2023 as part of the General Directorate of Customs, has been
designated with responsibilities for monitoring and enforcement of individual listings, meaning that it has
been equipped with powers to investigate the correct implementation of individual asset freezes. These
responsibilities had previously rested with the 16 German states, a decentralised and somehow scattered
implementation approach that was found to be inefficient and inappropriate in light of the massive new
Russia-related listings of 2022.

Furthermore, the Central Office is easily capable of managing the central register of sanctions-related
assets in Germany (accessible by all designated authorities) and coordinating on sanctions implementation
matters, not least in questions relating to specific implementation cases involving numerous German
authorities. The German government has announced plans eventually to move the new Central Office for
Sanctions Enforcement from the organisational auspices of the General Directorate of Customs to a new
and independent higher Federal Authority for Combating Financial Crime (BFF)?. The BFF, which is
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scheduled to receive between 180 and 200 staff members, is meant to be fully operational by early 2025.
However, specific details have yet to be implemented, which also includes a decision to possibly nominate
either the Central Office for Sanctions Enforcement or later the BFF as an additional German NCA.
Domestically, the German government’s projected plans have been the subject of criticism from German
main opposition parties, the Christian Democratic Union of Germany and the Christian Social Union in
Bavaria, who, in line with recommendations from various police and customs unions, have argued for the
strengthening of existing structures rather than establishing anything new?®.

In terms of enforcement, Germany considers sanctions violations either to be administrative offences or
crimes as stipulated by the German Foreign Trade Act (especially sections 17-19), which are enforced by
the Customs Administration and German states’ Public Prosecutor’s Offices respectively. Where EU
sanctions have been breached due to negligence, the violation is regarded as an administrative offence
carrying a fine for individuals of up to EUR 500 000, depending on the offender’s financial circumstances.
This crime can also be subject to prison terms varying between 1 and 5 years (for a reckless violation of
arms embargoes or intentional violations of other sanctions) and up to 10 years (specifically in cases of
intentional violations of arms embargoes)®. Given Germany's federal structure, each German state’s Public
Prosecutor’'s Office has the authority to investigate cases of possible sanctions violations. This
decentralised approach to sanctions enforcement has so far meant that German federal authorities have
only limited oversight regarding the number of investigations into possible sanctions violations across the
whole of Germany.

214 Latvia

The Latvian sanctions implementation system is heavily decentralised and consists of 27 officially
designated NCAs'®, some of which are explicitly named in Latvia’s Law on International and National
Sanctions from 2016'°". The Latvian MFA, which also represents Latvia in EU negotiations on restrictive
measures, is the designated authority to lead domestic coordination between NCAs and in this capacity
heads up various coordination bodies and mechanisms. A key central forum headed by the MFA is the
Latvian Sanctions Coordination Council, which is also anchored in Latvia’s sanctions law and convenes at
least four times annually. The Coordination Council comprises around 35 member institutions from both
the public (NCAs and oth