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Proposal fora Regulationon police cooperationto counter migrant smuggling and human trafficking

Executive summary

On 28 November 2023, the European Commission proposed new draft legislation to moderniseand
strengthen the EU legal framework for combating migrant smuggling. The initiative was presented
as part of a package consisting of a proposal for a revised Directive to prevent and counter the
facilitation of unauthorised entry, transit and stay in the EU (‘Facilitation Directive'), and the proposal
for a Regulation to enhance police cooperation and reinforce Europol's role in the fight against
migrant smuggling and trafficking in human beings. Neither was supported by an impact
assessment. In response to criticism regarding the lack of an impact assessment, in spring 2024 the
Commission provided ananalytical staff workingdocument!for each of the two proposals with more
detailed information on the facts and figures that underpin the initiatives' overall objectives.

The European Parliament's Committee on Civil Liberties, Justice and Home Affairs (LIBE) is currently
considering both proposals, with MEP Jeroen Lenaers (EPP, Netherlands) acting as rapporteur for
the Regulation on enhancing police cooperation. Being of the view that an impact assessment is
necessary to support the legislative work in the European Parliament, on 2 May 2024 the LIBE
Committee requested the European Parliamentary Research Service (EPRS) to conduct a targeted
substitute impact assessment.

The impactassessmentisinformed by desk researchinto primary and secondary sources related to
the proposed regulation. This includes, but is not limited to, legal instruments, relevant policy
documents from EU institutions, bodies and agencies, academic research, and case-law from the
Court of Justice of the EU (CJEU). Moreover, the study has also been informed by 21 semi-
structured interviews with representatives of key EU institutions, bodies and agencies, selected
national authorities, civil society actors and academics.

The study provides a comprehensive mapping of the scope and interconnections between the
proposed regulation and other relevant EU instruments forming the legal framework on migrant
smuggling and trafficking in human beings, particularly with regard to police cooperation and
Europol's role therein. The study also examines the problem definition and the underlyingdrivers, as
identified by the Commission, and critically analyses the main elements of the proposal in
accordance with the five policy objectives presented by the Commission:

1. strengtheninginter-agency cooperation;

2. strengthening steering and coordinationat EU level;

3. improving information sharing;

4, reinforcingMember States'resources; and

5. reinforcing Europol's operational support through operational task forces (OTFs)and
Europol deployments for operational support.

Finally, the study addresses the fundamental rights implications of the proposal and discusses its
interplay with the proposed directive as part of the package.

European Commission, Analytical document accompanying the document Proposal for a Regulation on enhancing
police cooperation in relation to the prevention, detection and investigation of migrant smuggling and trafficking in
human beings, and on enhancing Europol's support to preventing and combating such crimes and amending
Regulation (EU) 2016/794, SWD(2024) 94; European Commission, Analytical supporting document accompanying the
proposal for a Directive laying down minimum rules to prevent and counter the facilitation of unauthorised entry,
transit and stay in the Union, and replacing Council Directive 2002/90/EC and Council Framework Decision 2002/946
JHA, SWD(2024) 134.


https://data.consilium.europa.eu/doc/document/ST-8946-2024-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-9732-2024-INIT/en/pdf
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Review of the proposal and key findings
Definition of the problemand drivers

Accordingto the Commission, in the field of migrant smuggling and traffickingin human beings the
most important problem that hinders effective cooperation s insufficient sharing of information with
Europol. This is mainly attributed to the lack of a specific obligation on Member States to provide
Europol with information held by its competent authorities relating to these criminal offences.
Reluctance to share data with Europol remains a challenge, even if significant improvements have
been made, with Member States increasingly supplying large datasets. Although the Commission's
prioritisation of migrant smuggling and traffickingin human beings over other crimes is not justified
in the proposal, stakeholders engaged in operational activities have emphasised the need to
strengthen police cooperation in these areas. However, while the Commission's objective of
enhancing information sharing appears understandable, this study finds that the issue is more
complex and goes beyond the absence of a specific obligationfor Member States.

Necessity, proportionality and subsidiarity of the proposal

Drawing on the EU's legal framework on police cooperation, the impact assessment addresses the
proposal's necessity and its coherence with the existing legal landscape. In this respect, the study
particularly highlights that the recently adopted EU Police Cooperation Code already mandates
Member States to exchange data with Europol, which raises questions about the added value of the
measures proposed under the new initiative. The study also questions the complementarity with the
upcominginteroperability framework, asitis unclear how these systems will interactinthe future to
achieve the core objective of improving police cooperation and information sharing with regard to
migrant smuggling and trafficking in human beings. Since some databases essential to the system
have yet to be implemented, their impact remains hard to assess. The study therefore concludes
that — in view of data interoperability — the Commission's proposal to reinforce police cooperation
and Europol's role might be premature.

Main elements of the proposal
Strengthening inter-agency cooperation on migrant smuggling and trafficking in human beings

The proposal aims to increase Europol's cooperation with Eurojust and Frontex. This encompasses
the presence of these agencies in the European Centre Against Migrant Smuggling? and enhanced
operational cooperation and coordination. The study finds that, although strong (formal and
informal) partnerships already exist between the above-mentioned agencies, there is a need to
further clarify the roles and functions of each agency to ensure complementarity in their work and
avoid potential overlaps.

Strengthening steering and coordination on countering migrant smuggling and traffickingin human
beings at EU level

The proposal aims to establish the European Centre Against Migrant Smuggling in law, outlining its
composition and providing a framework for the implementation of the Union's strategic and
operational priorities. It also provides for €50 million of additional funds for Europol's budget, until
2027. The impact assessment concludes that greater transparency as to the functioning of Europol
centresis welcome, but distilling their mission and tasksindetail into a legal framework might come
at the cost of flexibility. Regarding resources, limited funds would be attributed to hiring additional
staff, while no increase in resources is planned for supervisory authorities, even if Europol's tasks
and operations ultimately increase.

2 The Commission proposes to change the name of the European Migrant Smuggling Centre, which has operated since

2016 within Europol, to the European Centre Against Migrant Smuggling.
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Improving information sharing

The proposal aims to enhance information sharing from Member States and third countries with
Europol in the area of migrant smuggling and trafficking in human beings. It would introduce an
obligation for Member States to share any relevant information on these crimes with Europol in a
timely manner. The Commission also encourages information sharing with third countries,
particularly through'derogatory regimes', and the connection of immigration liaison officers (ILOs)
in third countries to the Secure Information Exchange Network Application (SIENA) provided by
Europol. The study concludes that this raises concernsinterms of effectiveness and coherence,and
may haveimplications for the protection of fundamentalrights. It cautions that derogatory regimes
should not become the rule and recommends ensuringadequate safeguards.

Reinforcing Member States'resources

The proposal suggests designating specialised services at national level to combat migrant
smuggling, which should be connected to Europol's SIENA platform, as well as setting up a reserve
pool of experts. These measures raise questions of feasibility, proportionality and subsidiarity and
would add a significant financial burdenfor the Member States.

Reinforcing Europol's support through OTFs and Europol deployments for operational support

The proposal would formalise and expand the concept of OTFsand set out a new tool in the form of
Europol deployments for operational support, to provide coordination and analytical, operational,
technical and forensic support to national authorities. The analysis finds that there is a need for a
clearer definition of OTFs and Europol deployments, clearer rules on the division of tasks and
responsibilities, and additional safeguards to protectindividuals'rights.

Fundamental rights implications of the proposal

By strengthening Europol's tasks and powers, the proposal would impact fundamental rights, in
particular the fundamental rights of (vulnerable) individuals. However, vulnerability is not addressed
in the proposal. The proposal's focus is put essentially on the right to data protection and privacy.
While those rights are central, there are other rights that would be affected by the proposal. In
addition, the proposal lacks clarity and appropriate safeguards, particularly with regard to
processing of biometric data.

The interplay of the proposal with the proposed Facilitation Directive (COM(2023) 755)

The interconnection of the proposed regulation and the proposed Facilitation Directive risks
expanding EU criminal law into migration control, potentially criminalising humanitarian assistance
and undermining migrants' rights. This is mainly due to the over-broad definition of the criminal
offences regulated by the proposed Facilitation Directive, which extends to non-organised crime
activities and does not provide explicit exemption for humanitarian assistance and migrants seeking
international protection, potentially contravening international legal standards like the UN
Smuggling Protocol. This may lead to Europol being involved in cases beyond its mandate and
processingmore data thanis necessary to achieve its objectives, especially if Member States are not
required to assess casesindividually before sharinginformation with the agency.
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1. Introduction

1.1. Background information

Since its establishment in 1995, the powers and role of Europol in the field of police cooperation
have continuously increased. This is especially true for the past decade. Adopted in 2016, the
Europol Regulation equipped the agency for fighting the risein cross-border crimes.® The regulation
was amended in 2022, to expand Europol's mandate, in particular with regard to cooperation with
private parties and the processing of personaldata.*

Additionally, Europol's role was enhanced by various other legal instruments, in particular the
amendment of the Schengen Information System (SIS) Il in 2022,°> which made Europol a key actor
in entering information alerts, notably to tackle the issue of foreign terrorist fighters.® Europol also
plays a strategic role in the EU's interoperability framework,” and inaddressing the dissemination of
illegal content online,® suchas terrorist content and child sexual abuse material. While generally, this
expansion of Europol's powers is in the interest of Europe's internal security, it has also been met
with some scepticism, as it carries risks of lowering fundamental rights standards and particularly
the right to data protection.® Fundamental rights concerns were also voiced when in autumn 2023,
the Commission put forward the present legislative proposal to further step up Europol's role (see
section 7).

This new draft regulation is part of the 'migrant smuggling package' the European Commission
presented on 28 November 2023 in an effort to modernise and strengthen the EU legal framework
for combating migrant smuggling. The package contributes to the implementation of the EU's
renewed action plan against migrant smuggling (2021-2025).”° It consists of a proposal for a
Directive to prevent and counter the facilitation of unauthorised entry, transit and stay in the EU
('Facilitation Directive')" and the present proposal for a Regulation to enhance police cooperation

Regulation (EU) 2016/794 of 11 May 2016 on the European Union Agency for Law Enforcement Cooperation (Europol).

4 Regulation (EU) 2022/991 of 8 June 2022 amending Regulation (EU) 2016/794, as regards Europol's cooperation with

private parties, the processing of personal data by Europol in support of criminal investigations, and Europol's role in
research and innovation.

5 Regulation (EU) 2022/1190 of 6 July 2022 amending Regulation (EU) 2018/1862 as regards the entry of information
alerts into the SIS on third-country nationals in the interest of the Union.

N. Vavoula, '(Covert) surveillance of foreign terrorism fighters via the Schengen Information System (SIS): towards
maximum operationalisation of alerts and an enhanced role for Europol', New Journal of European Criminal Law,
Vol.14(2), 2023, pp. 206-230.

Regulation (EU) 2019/818 of 20 May 2019 on establishing a framework for interoperability between EU information
systems in the field of police and judicial cooperation, asylum and migration and amending Regulation (EU) 2018/1726,
(EU) 2018/1862 and (EU) 2019/816.

See for example, Regulation (EU) 2021/784 of 29 April 2021 on addressing the dissemination of terrorist content
online; Regulation (EU) 2022/2065 of 19 October 2022 on a Single Market for digital services (DSA).

European Data Protection Supervisor (EDPS), Amended Europol Regulation weakens data protection supervision,

press release, 27 June 2022; Statewatch, Empowering the police, removing protection: the new Europol Regulation,
2022; EDRI, Europol's ever-increasing mandate: European Parliament failed to stand up for fundamental rights, 2022.

10 European Commission, A renewed EU action plan against migrant smuggling (2021-2025), COM(2021) 591.

11 European Commission, Proposal for a Directive laying down minimum rules to prevent and counter the facilitation of

unauthorised entry, transit and stay in the Union, and replacing Council Directive 2002/90/EC and Council Framework
Decision 2002/946 JHA, COM(2023) 755. Hereafter cited as Proposed directive COM(2023) 755.


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0794
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32022R0991
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32022R1190
https://journals.sagepub.com/doi/epub/10.1177/20322844231178927
https://journals.sagepub.com/doi/epub/10.1177/20322844231178927
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32019R0818
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021R0784
https://eur-lex.europa.eu/eli/reg/2022/2065/oj
https://www.edps.europa.eu/press-publications/press-news/press-releases/2022/amended-europol-regulation-weakens-data_en#:%7E:text=Following%20the%20publication%20of%20the,of%20the%20European%20Union%20Agency
https://www.statewatch.org/publications/reports-and-books/empowering-the-police-removing-protections-the-new-europol-regulation/
https://edri.org/our-work/europols-ever-increasing-mandate-european-parliament-failed-to-stand-up-for-fundamental-rights/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021DC0591
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52023PC0755
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52023PC0755
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and reinforce Europol's role in the fight against migrant smuggling and traffickingin human beings.*
Neither proposal was supported by an impactassessment.

In response to criticism regarding the lack of an impact assessment, in spring 2024, the Commission
provided an analytical staff working document for each of the two proposals with more detailed
information on the facts and figures that underpin the overall objective of the proposals.® This type
of staff working document was introduced by the 2021 Better Regulation reform for ‘cases where
the Commission was unable to produce an impact assessment where one should have been
prepared’,in order to present 'the evidence behind the proposaland cost estimates'.*

According to the 2016 Interinstitutional Agreement on Better Law-Making® and the Commission's
own Better Regulation Guidelines?, the Commission is required to carry outimpact assessments of
initiatives that are expected to have significant economic, environmental or socialimpacts or which
entail significant spending, and where the Commission has a choice of policy options. In the
proposed regulation's Explanatory Memorandum the Commission stated that the initiative 'is not
supported by an impact assessment considering that the Commission had little or no choice
available, notably due to the urgent operational needs to improve Europol's support to Member
States on countering migrant smuggling.”” The absence of a formalimpact assessment exacerbates
concerns regarding the possible long-term effects on fundamental rights (such as data protection
and privacy), and the criminalisation of humanitarianaid and solidarity efforts, as will be analysedin
this study (section 8).

The interviewees contacted for the purpose of this study were nearly unanimous in their criticism of
the absence of an impactassessment prior to the proposal, which would have been an appropriate
tool to thoroughly evaluate the necessity for EU action and the potential implications of the
proposal. The Commission's justification regarding the urgency to act remains contentious, as
discussed in section 4.1.1. Moreover, some of the objectives of the proposal, particularly regarding
enhanced information sharing among Member States, may already be addressed by other recently
adopted EU legal instruments (see section 5.3). A fully-fledged Commission impact assessment
would have been particularly relevant, given that, as argued in section 7, the proposal could have
significant repercussions for fundamental rights.

As stated above, Europol's mandate was revised in 2022.®® However, it has to date never been
evaluated, despite the evaluate-first principle under the Better Regulation agenda and the legal
obligation set out in Article 68 of the Europol Regulation requiringan evaluation to be carried out by
May 2022 (and every five years thereafter). A further strengthening of Europol's mandate is already

12 European Commission, Proposal for a Regulation on enhancing police cooperation in relation to the prevention,

detection and investigation of migrant smuggling and trafficking in human beings, and on enhancing Europol's support
to preventing and combating such crimes and amending Regulation (EU) 2016/794, COM(2023) 754. Hereafter cited
as Proposed regulation COM(2023) 754.

European Commission, Analytical document accompanying the document Proposal for a Regulation on enhancing
police cooperation in relation to the prevention, detection and investigation of migrant smuggling and trafficking in
human beings, and on enhancing Europol's support to preventing and combating such crimes and amending
Regulation (EU) 2016/794, SWD(2024) 94; European Commission, Analytical supporting document accompanying the
proposal for a Directive laying down minimum rules to prevent and counter the facilitation of unauthorised entry,
transit and stay in the Union, and replacing Council Directive 2002/90/EC and Council Framework Decision 2002/946
JHA, SWD(2024) 134. To be noted, neither SWD was published on EurLex nor the Register of Commission Documents.

14 European Commission, Better Regulation Guidelines, SWD(2021) 305, p. 30.
15

13

Interinstitutional Agreement of 13 April 2016 on Better Law-Making, point 13.

16 European Commission, Better Regulation Guidelines, SWD(2021) 305, p. 30.
17

Proposed regulation COM(2023) 754, explanatory memorandum, p. 8.

18 This initiative was underpinned by a Commission impact assessment: SWD(2020) 543.


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52023PC0754
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52023PC0754
https://data.consilium.europa.eu/doc/document/ST-8946-2024-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-9732-2024-INIT/en/pdf
https://eurlex.europa.eu/
https://ec.europa.eu/transparency/documents-register/
https://commission.europa.eu/system/files/2021-11/swd2021_305_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016Q0512(01)
https://commission.europa.eu/system/files/2021-11/swd2021_305_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52023PC0754
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52020SC0543
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on the horizon. Following the announcement in President Vonder Leyen's Political Guidelines for the
new Commission (2024-2029), in his confirmation hearing at the European Parliament,
Commissioner-designate Magnus Brunner affirmed the plans to further strengthen Europol. He
emphasised that the future proposal would build on an evaluation of the current Europol regulation,
an in-depthimpactassessmentand broad stakeholder consultations.?

1.2. Objectivesand scope of the study

The overall objective of this study is to provide a targeted substitute impact assessment on the
proposed regulation to enhance police cooperation and Europol's mandate. Ideally, impact
assessments should be carried out ex ante by the Commission, to inform the Commission's
legislative proposal by considering various legislative options and theirimpacts before determining
the path to take. However, in the present case, as noted above, the Commission did not base its
proposal on an impact assessment. Therefore, the European Parliament's LIBE Committee
requested a targeted substitute impact assessment to be carried out on basis of the Commission's
proposal. As requested by the LIBE Committee, this study essentially deals with the original
proposal presented by the Commission in November 2023. However, due to the significant changes
to the proposal the Council made in its negotiating position adopted on 19 June 2024, the impact
assessment also refers to that revised position at points.? The present impact assessment study
was carried out between August and December 2024. This limited timeframe did not allow for a
fully-fledged impact assessment.

The LIBE Committee requested that the impact assessment be targeted, and focus specifically on
the following aspects:

» to provide a comprehensive overview of the existing EU legal framework to combat
migrant smuggling and trafficking in human beings, with a particular focus on police
cooperationand Europol's role therein

» to undertake a thorough review of the objectives of the Commission's legislative
proposal

» to providea legal analysis of the main elements and scope of the proposal

» to assess the proposal's fundamental rights implications (particularly as regards the
processing of biometric data)

» to analyse the interplay between the two legal instruments proposed under the
migrant smuggling package.

The study thus aims to provide the European Parliament with background information onthe current
legal framework in place, as well as a legal analysis of the Commission proposal, by examining its
objectives and key elements. This should support the European Parliament in its consideration of
the proposal throughout the legislative process.

1.3. Methodological approach

The impactassessmentis based on both desk researchand interviews with stakeholders. The desk
research encompasses the analysis of legislation, including international law, EU primary and
secondary legislation, as well as national law. It also relies on case-law from the Court of Justice of
the European Union, particularly inthe area of data protection. Furthermore, the impact assessment
reviews legal instruments and policy documents from EU institutions, bodies and agencies, as well

19 U.vonder Leyen, Europe's choice: Political Guidelines for the next European Commission 2024-2029, July 2024, p. 15.

20 Confirmation hearing of Commissioner-designate Magnus Brunner, 5 November 2024, written questions and answers.

21 Council of the EU, Mandate for negotiations with the European Parliament, agreed on 19 June 2024.
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as academic sources. The main sources of information used are Europol documents, which are
complemented by reports from other EU institutions, bodies and agencies (e.g. European Court of
Auditors, Council, European Data Protection Supervisor, Frontex, Eurojust, Fundamental Rights
Agency (FRA)).

In addition to desk research, the study was informed by targeted stakeholder consultation. The
authors conducted a set of 21 semi-structured interviews (amongwhich 12 individual interviews and
9 group interviews). Interviews were held with representatives of key EU actors (i.e. Europol,
Frontex, Eurojust, the EDPS, the Fundamental Rights Agency and the EU Anti-Trafficking
Coordinator), as well as with selected national authorities (Poland, Sweden, the Netherlands), civil
society actorsand an academic (see Annex /for a fulllist of the interviews). Furthermore, the study
was supported by two written responses to a set of questions from France and Greece. The majority
of interviews were conducted orally online, however, as mentioned above, two stakeholders
preferred to share only written responses to the questions. Of eight EU countries that had been
selected with a view to achieving a representative geographical balance and subsequently
contacted, only the five listed above provided answers.

The aim of the interviews was to collectinsights and views froma range of stakeholders on the key
issues in the proposal, to better understand what is at stake, and to discuss the preliminary study
findings with them. Where appropriate and necessary, explicit reference to stakeholder input is
made.

1.4. Limitations

The major limitation of this targeted impactassessmentis the short timeframe within which it had
to be carried out. The time constraints implied that while interviews with key stakeholders were
conducted, they had to be limited to what was strictly necessary to complement the desk research.
It was not feasible to consult the national authorities of all EU Member States for the purpose of this
study. Moreover, the authors filed some access to documents requests under Regulation (EC) No
1049/2001. While some EU institutions and bodies granted swift access to the requested
documents, other requests were not answered in time to be considered for the study. The
documents concerned could therefore not be takeninto account for this study.

1.5. Structure of the study

The substitute impact assessment is structured as follows. Section 2 provides a mapping of the
current legal framework on migrant smuggling and traffickingin humanbeings, focusing particularly
on police cooperationand Europol's role therein. Section 3 briefly presents the Commission proposal
and its main elements, as well as the state of play of the legislative procedure as per December 2024
and the negotiating position adopted by the Council. Section 4 draws on the legal framework and
explores the definition of the problem and the underlying drivers, as identified by the Commission,
and critically analyses them, contrasting them with other sources.? Before diving into the analysis
of the proposal, Section 5 addresses the proposal's compliance with the principles of subsidiarity,
proportionality and necessity. Section 6 presents the core of the impactassessment, analysingthe
five objectives presented by the Commission, respectively, interms of effectiveness, efficiency and
coherence:

» (1) Strengthening inter-agency cooperation on migrant smuggling and trafficking in
human beings;

22 Suych as for example, European Court Auditors, Special Report 19/2021, Europol support to fight migrant smuggling:

a valued partner, but insufficient use of data sources and result measurement.



https://op.europa.eu/webpub/eca/special-reports/europol-19-2021/en/index.html

Proposal fora Regulationon police cooperationto counter migrant smuggling and human trafficking

» (2) Strengthening steering and coordination on countering migrant smuggling and
traffickinginhuman beings at EU level;

(3) Improving information sharing;

(4) Reinforcing Member States'resources;

(5) Reinforcing Europol's support through operational task forces (OTFs) and Europoal
deployments for operational support.

Y VV

Section 7 specifically examines the proposal's fundamental rights implications. It looks at the
implications that the processing of personal data,and more specifically of biometric data, may have
on individuals, thereby placing particular emphasis on safeguards. Finally, in Section 8, the impact
assessment discusses the interplay with the proposed Facilitation Directive, whichis also part of the
overarchingmigrant smuggling package, before formulating specific findings and conclusions.
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2. Current EU political and legal framework

The aim of this section is to provide a comprehensive overview of the existing EU legal framework
to combat migrant smuggling and trafficking in human beings, in particular in the area of police
cooperationand exchange of information. The purpose of the overview s to inform the analysis of
the subsequent sectionsand in particular toserve asa basis to assess:

a) whether the Commission's proposal for a Regulation to enhance Europol's support for preventing
and combating migrant smuggling and trafficking in human beings adequately addresses the main
legal shortcomings identified in relation to the existing legislation on combating such crimes (see
section 3 on problem definition and drivers);

b) whether the proposal addresses the challenges identified with respect to the principles of
necessity and proportionality and with due regard to subsidiarity (see section 5 for a review of the
subsidiarity, proportionality and necessity of the proposal).

2.1. EU policy on migrant smugglingand human trafficking

Addressing migrant smuggling and trafficking in human beings are core elements of the EU's
migration policy. The centrality of the use of criminal law in migration policy is highlighted by several
initiatives. Since the adoption of the Europeanagenda on migration®*in 2015, criminalinvestigations
targeting the business models of smugglers, enhanced border controls, and cooperation with third
countries have become anintegral part of the EU's comprehensive approach to managing migration.

The EU strategy to tackle organised crime (2021-2025)? identifies migrant smuggling as a key
activity of organised crime groups that endangers migrants and undermines the EU's migration
management objectives. The strategy emphasises that its priorities and actions also apply to
trafficking in human beings, a particularly abhorrent form of crime frequently perpetrated by
organised crime groups.

A cornerstone of the EU's crime-centred migration management is the renewed action plan against
migrant smuggling (2021-2025).% It builds on the previous EU actionplan®andis centraltothe EU's
efforts to disrupt criminal networks involved in migrant smuggling into or within the EU. Next to
strengthening cooperation with partner countries and international organisations, and sanctioning
and preventing the exploitation of smuggled migrants, the renewed EU action plan focuses on
reinforcing operational cooperationand the exchange of information. Key actions include:

» Enhancing law enforcement operational cooperation to scale up the dismantling of
organised crime structures through the support of Europol's European Migrant
Smuggling Centre, the European Multidisciplinary Platform Against Criminal Threats
(EMPACT), as well as Frontex.

» Enhancing cross-border judicial cooperation with the support of Eurojust and its
Focus Group of Prosecutors dedicated to migrant smuggling established in 2020.

» Addressingtherise of digital smuggling, financialinvestigations,and document fraud.
This involves strengthening the capacity of law enforcement and judicial authorities

25 European Commission, A European agenda on migration, COM(2015) 240.

24 European Commission, EU strategy to tackle organised crime 2021-2025, COM(2021) 170.

25 European Commission, A renewed EU action plan against migrant smuggling (2021-2025), COM(2021) 591.

26 European Commission, EU action plan against migrant smuggling (2015-2020), COM(2015) 285.
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to target the online activities of smuggling networks, as well asimproving their ability
to trace, identify, freeze, confiscate and recover criminal assets.

The EU has developed a separate strategy to tackle trafficking in human beings. The 2021 EU
strategy on combattingtraffickingin human beings? identifies the following key priorities:

» reducingthe demand that fosters trafficking;

» breaking the criminal and digital business model of traffickers through effective
operational means and tackling the culture of impunity by building capacity for a
robust criminal justice response;

» protecting, supporting and empowering the victims, with a specific focus on women
and children;

» promoting international cooperation.

Both the EU action planagainst migrant smuggling and the EU strategy on combatting traffickingin
human beings recognise the importance of improving information sharing, enhancing criminal
intelligence, and fostering cross-border and international operational and judicial cooperation, with
support from key EU agencies such as Europol and Eurojust. The new Pact on migrationand asylum?
adopted in May 2024 also puts preventingand countering migrant smuggling (inside and outside of
the EU) at the centre of its comprehensive approach to migration.

Migrant smuggling and human trafficking

Migrant smuggling and trafficking in human beings are distinct crimes, though they may overlap in
practice. In international law, migrant smuggling refers to the procurement of a person's illegal entry
and/orstayinacountryin which they are not a national or residentin orderto obtaina financial or other
material benefit (Article 3 of the UN Smuggling Protocol). It is usually considered a crime against the state
forviolating immigrationlaws, rather thandirectly targeting the individual migrant, although it can expose
migrants to dangerous or inhumane conditions. It is a transnational crime in nature. The relationship
betweenthe migrant and the smuggleris based on consent.

In contrast, human trafficking involves the recruitment, transport, transfer, harbouring or receipt of
individuals using force, coercion, fraud, deceptionorabuse of power or of a position of vulnerability for
the purpose of exploitation (Article 3 of the UN Trafficking Protocol). Victims of trafficking do not give
true consent, orifthey do, it is often obtained through deception or coercion. Traffickingis considered a
crime against individualsand can also take place without border crossing.

In the EU, the crimes of migrant smuggling and human trafficking are codified as facilitation of
unauthorised entry, transit, and residence and trafficking in human beings. The EU has adapted the
international standards by expanding the scope of both offences (see section2.2.1. for the EU definitions
of thesecrimes).

Source: Analysis resulting from the UN SmugglingProtocol and UN Trafficking Protocol

2.2. EU legal framework

In the EU, the fight against cross-border crimes and specifically against migrant smuggling and
trafficking in human beings is ultimately a task for national authorities applying national criminal
(procedural) law, although rules increasingly derive from EU, UN and international law. The aim of
suchrules is mainly to facilitate Member States' cooperationinthese crime areas. The EU legislation,

27 European Commission, EU strategy on combatting trafficking in human beings 2021-2025, COM(2021) 171.

28 European Commission, webpage Pact on migration and asylum.
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in particular, aims to lay down minimum rules on the definition of the crimes,® as well as to provide
a capacity-building framework aimed at strengthening capabilities and promoting seamless and
effective cross-border law enforcement cooperation.*

Furthermore, EU Member States canrely on the work of key EU agencies, such as Europol, Eurojust
(the EU Agency for Criminal Justice Cooperation) and Frontex (the European Border and Coast
Guard Agency). While the legal framework of Europol will be discussed in depth in section 2.3., the
role of Eurojust and Frontex and their cooperation with Europol will be analysed when discussing
the key elements of the proposalin section 6.1.

2.2.1. Legal instruments addressing migrant smuggling and human trafficking

The current EU legal framework against migrant smuggling is composed of two instruments that
were adopted simultaneously and are commonly referred to as the 'Facilitators Package'. The first
instrument is Council Directive 2002/90/EC defining the facilitation of unauthorised entry, transit
and residence.* This directive provides EU countries with a common definition of the crime of
migrant smuggling, which consists of the facilitation of entry and stay of migrants in breach of the
laws of the State concerned. The second instrumentis Council Framework Decision 2002/946/JHA
on the strengthening of the penalframework to prevent the facilitation of unauthorised entry, transit
and residence* setting out minimum rules for penalties, liability of legal persons and jurisdiction in
the EU. The Commission's 2017 REFIT evaluation of the Facilitators Package highlighted challenges
with its broad definition of the crime of facilitation, which does not provide legal clarity about the
distinction between criminal facilitation and humanitarian assistance.* The Facilitators Package is
currently under revision as part of the proposed package to counter migrant smuggling (see section
8 on the interplay of the proposal with the Facilitation Directive).

Both the EU and EU Member States are parties to the UN Protocol against the Smuggling of Migrants
by Land, Sea and Air* (the UN Smuggling Protocol) supplementing the UN Convention against
Transnational Organized Crime (UNTOC). While the Commission has affirmed that "the Protocol and
the Facilitators Package remain coherent with each other",* the scope of the Smuggling Protocol is
more protective than EU law. It criminalises exclusively the procurement of the illegal entry of a
person into a State party to the protocol and related offences only when they are carried out for
financial or other material benefit.*

29 Article 83 TFEU provides the Parliament and Council with the authority to adopt directives in specific areas of cross-

border crime, including organised crime and trafficking in human beings, as well as when the approximation of criminal
laws is essential to ensure the effective implementation of a Union policy in an area previously subject to
harmonisation.

30 M. L. Wade, 'Cross-border crimes'in K. Ambos and P. Rackow (eds), The Cambridge companion to European criminal

law, Cambridge University Press, 2023, pp. 182-205, p. 194.
31 Council Directive 2002/90/EC of 28 November 2002 ('Facilitation Directive).

32 Council framework Decision 2002/946/JHA of 28 November 2002.
33

European Commission, REFIT evaluation of the EU legal framework against facilitation of unauthorised entry, transit
and residence: the Facilitators Package, SWD(2017) 117.

Protocol against the Smuggling of Migrants by Land, Sea and Air, supplementing the United Nations Convention
against Transnational Organized Crime and the Protocols Thereto, adopted by General Assembly resolution 55/25 of
15 Nov. 2000 (entry into force: 28 January 2004). Hereafter cited as UN Smuggling Protocol.

European Commission, REFIT evaluation of the Facilitators Package, 2017, p. 31.

34

35

% UN Smuggling Protocol, Article 6.
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With regard to human trafficking, the EU's main legal instrument is Directive 2011/36/EU on
preventing and combating trafficking in human beings ('EU Anti-Trafficking Directive').*” This
directive defines trafficking in persons as the recruitment, transportation, transfer, harbouring, or
receipt of individuals, including the exchange or transfer of control over them, through means such
asthreats, force, coercion, abduction, fraud, deception, abuse of power, exploitation of vulnerability,
or payments to gain the consent of a person controlling another. This is done for the purpose of
exploitation.*® Following the evaluation*® of the implementation of the EU Anti-Trafficking Directive,
this legal act was amended by Directive 2024/1712. The revised EU Anti-Trafficking Directive
entered into force on 14 July 2024. Relevant shortcomings of Directive 2011/36/EU, as identified by
the Commission, included the persistently high demand, impunity of perpetrators and the low
number of prosecutions and convictions, as well as insufficient protection of victims.* The revised
directive introduces stricter criminalisation and provides stronger tools for public authorities to
investigate and prosecute new forms of exploitation, including those that take place online, and
ensure better assistance and support tovictims.

2.2.2. Legal framework on information sharing in police cooperation

Under Chapter V 'Police cooperation’, Article 87 of the Treaty on the Functioning of the European
Union (TFEU) specifically outlines the EU's competence in the area of police cooperation. This
competenceis defined by reference to three different substantive areas laid downin this Article:

a) the collection, storage, processing, analysis and exchange of relevant information
(Article 87(2)(a));

b) support for the training of staff and cooperation on the exchange of staff, on
equipmentand on researchinto crime-detection (Article 87(2)(b));and

c) common investigative techniques in relation to the detection of serious forms of
organised crime (Article 87(2)(c)).

The EU interventionin this area has aimed tofacilitate, step up and refine police cooperation, as well
as to enable and facilitate the exchange of information between Member States' law enforcement
authorities. Police cooperationinthe EU cantake the form of bilateral cooperation (i.e. co-operation
betweentwo Member states) or multi-lateral cooperation (i.e. cooperationinvolving more thantwo
Member states), whichis usually facilitated at the EU level by Europol.*

Cooperation in operational activities
The Directive on Information Exchange

Council Framework Decision 2006/960% regulates the exchange of information and intelligence
between Member States'law enforcement authorities, creatinganinformal fast track channel of co-

57 Directive 2011/36/EU of 5 April 2011 on preventing and combating trafficking in human beings and protecting its

victims, and replacing Council Framework Decision 2002/629/JHA ('EU Anti-Trafficking Directive').

38 Article 3 of the EU Anti-Trafficking Directive.
39

European Commission, Evaluation of the proposal for a Directive amending Directive 2011/36/EU on preventing and
combating trafficking in human beings and protecting its victims, SWD(2022) 427.

40 European Commission, EU strategy on combatting trafficking in human beings 2021-2025, COM(2021) 171, p. 4;
European Commission, Summary of the evaluation of the EU Anti-Trafficking Directive, SWD(2022) 428, p. 1.

4 A Klip, European criminal law: an integrative approach, Intersentia, 2021, p. 581.

42 Council Framework Decision 2006/960/JHA of 18 December 2006 on simplifying the exchange of information and

intelligence between law enforcement authorities of the Member States of the European Union.
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operation.”® This framework decision has recently been repealed by Directive (EU) 2023/977* on
the exchange of information between the law enforcement authorities of Member States*
('Directive on information exchange'), which Member States had to transpose into national law by
12 December 2024.

Joint investigationteams

Council Framework Decision 2002/465/JHA* establishes the basis for setting up Joint Investigation
Teams (JITs), which comprise law enforcement and judicial authorities from two or more Member
States. JITs are particularly effective in coordinating cross-border investigations, enabling real-time
cooperation, sharing of evidence, and immediate action. They enable the direct gathering and
exchange of informationand evidence without the need to use traditional channels of mutual legal
assistance (MLA) or European Investigation Orders (EIOs). Furthermore, seconded members of the
team (i.e. those originating from a state other thanthe one in whichthe JIT operates) are entitled to
be presentand to take part — within the limits provided for by national legislation and/or specified
by the JIT leader — in investigative measures conducted outside their state of origin.

The Prim framework

The Prim framework represents one of the most important legal frameworks for operational police
cooperation.” Regulated by the PriUm Decision of 2008, the system allows countries to share key
data such as DNA profiles, fingerprints, and vehicle registration information. This enables law
enforcement agencies to quickly identify suspects across borders. Searches are performed via
national contact points by comparing DNA profiles and dactyloscopic data, but only for individual
cases and on a hit/no-hit procedure basis. The Prim Il Regulation* has recently amended the
framework by adding facial images and police records to the data categories. The latter includes
biographical data of suspectsand convicted persons available in national databases established for
the prevention, detection and investigation of criminal offences'.*° It also lays down rules for the
exchange of core data after a confirmed biometric data match. Other innovations include the
establishment of the European Police Records Index System (EPRIS) to allow for the automated
exchange of policerecords.

Cooperation in the form of automated computerised systems

Several key legal instruments have been established in the EU to enhance law enforcement
cooperation and improve security through the effective use of information systems. These
instruments are designed to assist in the prevention, detection, and investigation of serious criminal
offences, including human trafficking and migrant smuggling. One significant measure is Council

4 A.Klip, European criminal law, 2021, p. 526.

44 Directive (EU) 2023/977 of 10 May 2023 on the exchange of information between the law enforcement authorities of

Member States and repealing Council Framework Decision 2006/960/JHA.
See section 5.3. for an analysis of the interplay of the Proposal with the Directive oninformation exchange.

45

46 Council Framework Decision 2002/465/JHA of 13 June 2002 on joint investigation teams.
47

A. Jonsson Cornell, 'EU police cooperation post-Lisbon', in M. Bergstrém and A. Jonsson Cornell (eds), European
police and criminal law co-operation, Hart Publishing, 2014, pp. 147-161.

48 Council Decision 2008/615/JHA of 23 June 2008 on the stepping up of cross-border cooperation, particularly in

combating terrorism and cross-border crime. The decision followed up on the treaty of Prim signed in 2005 by
Belgium, Germany, Spain, France, Luxembourg, the Netherlands and Austria. It has been transformed into a legal
instrument binding all EU Member States.

49 Regulation (EU) 2024/982 of 13 March 2024 on the automated search and exchange of data for police cooperation,

and amending Council Decisions 2008/615/JHA and 2008/616/JHA and Regulations (EU) 2018/1726, (EU) No
2019/817 and (EU) 2019/818.

50 Article 4(21) of the Prim Il Regulation.
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Decision 2008/633/JHA®, which permits Member States' designated authorities and Europol to
access the Visa Information System (VIS).*2 This access improves the implementation of the EU's
common visa policy while contributingto internal security and combating terrorism.

Another critical legalinstrument is Directive (EU) 2016/681 %, which focuses on the use of Passenger
Name Record (PNR) data. This directive mandates the utilisation of airline passenger datato identify
and prevent trafficking and smuggling operations, thereby enhancing law enforcement's ability to
monitor and address these criminal activities effectively. At the same time, Regulation (EU)
2018/1862% on the Schengen Information System (SIS) supports cross-border enforcement by
providing real-time alerts on persons and objects, with Europol being granted access to ensure
security within the EU's Area of Freedom, Security, and Justice.

Finally, Regulation (EU) No 603/2013* pertains to Eurodac, a biometric database in which Member
States are required to enter the fingerprint data of applicants for international protection and
irregular border-crossersinorder to identify where they entered the European Union. It introduced
the possibility for national police and Europol toaccess Eurodacdatafor the purposes of preventing,
detecting and investigating serious crimes and terrorism. In May 2024, the Recast Eurodac
Regulation® introduced inter alia a new obligation to store data on names, nationalities, place and
date of birth, and travel document information. Additional categories of personal data, including
facial images, copies of travel documents, and an assessment of whether the individual poses a
threat to a country'sinternal security, were also mandated for storage.

The interoperability system

Regulation (EU) 2019/818% introduces a framework for interoperability between various EU
information systems, including SIS Il, VIS, Eurodac, the Entry/Exit System, and the European Travel
Information and Authorisation System (ETIAS), as well as Interpol databases. This regulation
establishes the European Search Portal (ESP), which facilitates fast and efficient access for Member
State authorities and EU agencies to crucial personal data. The interoperability framework addresses
the challenges posed by separate datastorage in multiple IT systems, helping to prevent information
gaps that could allow criminals with multiple or false identities to remain undetected.

Lastly, Regulation (EU) 2021/1134% reforms the Visa Information System, introducing a new IT
architecture in the areas of migration, borders, and security. This reform aims to streamline

51 Council Decision 2008/633/JHA of 23 June 2008 concerning access for consultation of the Visa Information System

(VIS) by designated authorities of Member States and by Europol for the purposes of the prevention, detection and
investigation of terrorist offences and of other serious criminal offences.

52 The Visa Information System is an EU technology tool that enhances external border security by enabling Schengen

States to exchange visa-related data. It connects consulates outside the EU and Schengen border points, handling
data on short-stay visa applications and using biometrics, mainly fingerprints, for identification and verification. See
European Commission, Information note on the Visa Information System (VIS).

5% Directive (EU) 2016/681 of 27 April 2016 on the use of passenger name record (PNR) data for the prevention,
detection, investigation and prosecution of terrorist offences and serious crime.

54 Regulation (EU) 2018/1862 of 28 November 2018 on the establishment, operation and use of the Schengen
Information System (SIS) in the field of police cooperation and judicial cooperation in criminal matters, amending and
repealing Council Decision 2007/533/JHA, and repealing Regulation (EC) No 1986/2006 and Commission Decision
2010/261/EU.

55 Regulation (EU) 2013/603 of 26 June 2013 on the establishment of 'Eurodac'.

56 Regulation (EU) 2024/1358 of 14 May 2024 on the establishment of 'Eurodac’ for the comparison of biometric data.
57

Regulation (EU) 2019/818 of 20 May 2019 on establishing a framework for interoperability between EU information
systems in the field of police and judicial cooperation, asylum and migration and amending Regulations (EU)
2018/1726, (EU) 2018/1862 and (EU) 2019/816.

58 Regulation (EU) 2021/1134 of 7 July 2021 amending Regulations (EC) No 767/2008, (EC) No 810/2009, (EU)
2016,/399, (EU) 2017,/2226, (EU) 2018/1240, (EU) 2018/1860, (EU) 2018/1861, (EU) 2019/817 and (EU) 2019/1896 and
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processes and enhance the effectiveness of the EU's efforts to manage migration and ensure
security across its Member States. Europol's role in the interoperability framework is analysed in
section 5.3.

Other forms of European cooperation

Instruments governing mutual legal assistance (MLA) play a critical role in the fight against migrant
smuggling and human trafficking. One such key instrument is the 2000 Convention on mutual
assistanceincriminal matters between EU countries,* which regulates important mechanisms such
as the spontaneous exchange of information.®® Other important frameworks developed within the
Council of Europe also substantially contribute to police cooperation in the area of migrant
smuggling and human trafficking. Notably, the Council of Europe Convention on action against
trafficking in human beings (2005)® contains provisions that are highly relevant for both the
preventionand suppression of migrant smuggling and traffickingin human beings.

2.3. Therole of Europol

Established in 1995 through the Europol Convention,® Europol represents the oldest form of
European multilateral police cooperation (i.e. a form of cooperation involving multiple countries®)
and is today "the EU's most important actor in the field of police cooperation".®* According to the
Europol Regulation,® the agency was established with the aim of supporting and strengthening
action by the competent authorities of the Member States and their mutual cooperation in
preventingand combating serious crime affectingtwo or more Member States, terrorismand forms
of crime which affect a common interest covered by a Union policy (Article 3(1)). 'Immigrant
smuggling' and 'traffickingin human beings' are explicitly listed in Annex | as forms of crime referred
toin Article 3(1) of the Europol Regulation, and thus fallunder Europol's remit.

Europol's principal tasks relate to the collection, storage, processing, analysis and exchange of
information and intelligence.®® Furthermore, Europol can organise and coordinate operational
actions to support and strengthen the actions by Member States carried out jointly with another
Member State or in the context of a JIT. Europol has established itself as the EU's criminal
information hub and servesasa law enforcement 'service provider'. Like its 'sister agency'Eurojust,
its involvement in criminal proceedings depends on the goodwill of national authorities.®

repealing Council Decisions 2004/512/EC and 2008/633/JHA, for the purpose of reforming the Visa Information
System.

59 Convention established by the Council in accordance with Article 34 TEU, on mutual assistance in criminal matters
between the Member States of the European Union, OJ C 197, 12.7.2000.

60 For an overview on the use of spontaneous information exchange mechanisms in Europe, see Council of Europe,
"Spontaneous information" — Current practices of the use of Article 26, 25 November 2024.

61 Council of Europe, Convention on Action against Trafficking in Human Beings, 16 May 2005.

62 Convention based on Article K.3 of the Treaty on European Union, on the establishment of a European Police Office
(Europol Convention). Europol became fully operational in July 1999.

85 A.Klip, European criminal law, 2021, pp. 581-582.

64 K. Ligeti and F. Giuffrida, 'Europol,'in K. Ambos and P. Rackow (eds), The Cambridge companion to European criminal
law, Cambridge University Press, 2023, pp. 361-386.

65 Regulation (EU) 2016/794 was adopted on the basis of Article 88 TFEU and entered into force on 1 May 2017. With
this Regulation, Europol has been formally established as an 'agency' of the EU.

66 Article 4 of the Europol Regulation.

87 A. Weyemberg, |. Armada and C. Briére, The inter-agency cooperation and future architecture of the EU criminal

justice and law enforcement area, Policy Department for Citizens' Rights and Constitutional Affairs, European
Parliament, 2014, p. 14.
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This section will look into each specific task performed by Europolinthe field of migrant smuggling
and traffickingin human beings and, whenever possible, its relative results.

2.3.1. The European Migrant Smuggling Centre

The European Migrant Smuggling Centre (EMSC) is embedded in the European Serious and
Organised Crime Centre (ESOCC) at Europol. It was established in 2016 by the Management Board
of Europol with the aim of playinga centralrole in supporting EU Member States in the fight against
migrant smuggling. Its creation was a key outcome of the first EU Action plan against migrant
smuggling (2015-2020).% The EMSC focuses on targeting and dismantling organised crime networks
involved in migrant smuggling activities, particularly in EU hotspots. The Centre's mandate also
includes addressing secondary and tertiary movements of migrants within the EU, where organised
criminal groups are developing their smuggling operations.®® Within the EMSC, a specific team deals
with trafficking in human beings, although the Centre does not focus on these cases to the same
extent as migrant smuggling.”® Between the Centre's inception in 2016 and the end of 2021, over
27 000 new cases were reported to the EMSC and it has supported over 800 priority investigations
into criminal networks involved in migrant smuggling and trafficking in human beings.” The
Commission proposal on enhancing Europol's role in migrant smuggling and human traffickingaims
to institutionalise this Centre into a permanent structure within Europol, codify it and change its
name to European Centre Against Migrant Smuggling (see sub-section 6.2. on the proposed
organisation and governance changes).

2.3.2. Analytical support and exchange of information

In conductingits operational analysis, Europol collects, stores, processes and assesses information
with the aim of supporting criminalinvestigations. Personal data may only be processed within the
Europol Analysis System (EAS) as part of specific analysis projects (APs).”? For migrant smuggling
and traffickingin human beings, the dedicated APs are AP Migrant Smuggling and AP Phoenix,
respectively.

Europol is responsible for the management of SIENA (Secure Information Exchange Network
Application)”, an online platform that facilitates the exchange of information among Member
States, EU bodies, third countries and international organisations. Europol is increasingly evolving
from merely collecting information to actively connectingit.” To achieve that, Europol's National
Units (ENU) (i.e. liaison bodies between Europol and Member States”) provide Europol with the
information necessary to fulfil its objectives. National law enforcement authorities and Europol
supply each other with information. Furthermore, national units are called to designate Europol
Liaison Officers (ELO) to be posted at Europol. Their task is to assist the information exchange both
between Europol and Member States and Member States and Liaison Officers (LOs) of other

68 Council of Europe, Parliamentary Assembly, Report, 6 September 2024, p. 10.

69 Europol, Programming document 2022-2024.

7% Interview with EU Anti-Trafficking Coordinator.

7L Europol, EMSC, 6th Annual report, 2022.

72 Before the adoption of the Europol Regulation, personal data were processed within the framework of 'focal points'
dedicated to specific crime areas. These focal points have since been replaced by APs, which now focus on designated
crime areas under the new framework.

75 Europol, website Secure Information Exchange Network Application (SIENA).

74 Europol, Programming Document 2022-2024.

75 Article 6 of the Europol Regulation.
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Member States, third countries and international organisations.” This obligation was introduced to
ensure a more efficient and effective cooperation between Europoland ENUs.”

According to Europol reports, in 2023, the EMSC produced 999 operational reports on migrant
smuggling and 232 on trafficking in human beings and accepted 14 738 contributions on migrant
smuggling and 2878 contributions on trafficking in human beings.” Within the AP Migrant
Smuggling Europolalso receives contributions on operations relatingto document fraud.

2.3.3. Operational assistance

Europol supports Member States' cross-border information exchange activities, operations and
investigations, as well JITs, by providing operational, technicaland financial support.”

Operational task forces

OTFs are temporary groups of representatives of Member States' competent authorities and
Europol. Based on a multi-national and multi-disciplinary approach, they are formed to carry out a
specific project, relating to the coordination of intelligence and investigative efforts witha focus on
the criminalactivities of one or more High Value Target(s) and members of their criminal network.®
In recent years they have become a very effective toolin the fight against organised crime. Europol
has conducted over 90 OTFs since its establishment, of which 12 % addressed migrant smuggling
and 4 % trafficking in human beings.® National authorities value OTFs for their flexibility and
adaptability to the operational needs of cross-border investigations, enabling swift coordination and
efficient resource allocation.® Third countries and other Europol operational partners may be
invited, if deemed legally possible and operationally necessary by the Member States. Specific
regional OTFs were used in key migrant smuggling hubs to further concentrate law enforcement
action and focus Europol's support on the countries directly affected.®® Throughout 2023, AP
Migrant Smuggling supported 8 OTFs, while AP Phoenix supported 3 OTFs.® Europol aims to expand
the OTF concept for operational support and to step up support for migrant smuggling cases with
partners for data collection outside the EU, with regional OTFs playinga key role.®

According to the Commission, the present legislative proposal aims to formalise and expand the
concept of OTFs.? However, according to stakeholders, the provision in the draft regulation is
merely a definition of an operational tool that has been functioning effectively since its inception
within Europol in 2018.8” Consequently, the articles introduced by the proposal appear to merely
codify analready existing tool.

76 Article 8(3) and 8(4) of the Europol Regulation.
77 K. Ligeti and F. Giuffrida, Europol, 2023, p. 365.

78 Europol, EMSC, Tackling threats, addressing challenges - Europol's response to migrant smuggling and trafficking in

human beings in 2023 and onwards, 2024.
79 Article 4(h) of the Europol Regulation.

80 EMSC, Tackling threats, addressing challenges, 2024.
81

Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, p. 11.
82 |nterview with Polish national authorities; Interview with Swedish national authorities; written reply by France.
85 EMSC, Tackling threats, addressing challenges, 2024.

84 ibid.

85

Europol, Europol strategy - Delivering security in partnership, 2023.

8  Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, p. 4.

87 Interview with Polish national authorities; interview with Eurojust.
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Joint investigation teams

According to Article 5 of the Europol Regulation, Europol staff may participate in JITs. Where
Europol has reason to believe that setting up a joint investigation team would add value to an
investigation, it may propose this to the Member States concerned and take measures to assist them
in setting up the team. Withina JIT, Europol may assistin all activities and exchanges of information
with all team members and provide them with necessary information processed by Europol for the
purposes set out in Article 18(2).% Information obtained by Europol staff while part of the joint
investigation team may, with the consent and under the responsibility of the Member State which
provided the information, be processed by Europol for the purposes set out in Article 18(2).%°
However, the general obligationon Europol not to take partin coercive measures stillapplies.* This
means that Europol cannot carry out measures restricting fundamental rights, although it should be
noted that the notion of coercive measuresis not uniform at the EU level.*

Operational task forces and Joint investigation teams

OTFs constitute an operational and strategic law enforcement tool focused on intelligence sharing and
resource poolingto fight specific crime areas, such as drug trafficking or migrant smuggling. Conversely,
JITs are an investigative tool with a strong legal framework that allow them to carry out criminal
investigations in one or more Member States. While the two mechanisms can complement each other,
they often functionindependently. Nevertheless, an OTF can lead to the setting-up of a JIT when the
intelligence gathered by the task force indicates that a more structured investigative cooperation is
necessary.

A successful example of a combination of these two tools is the Sky ECC case from 2021. In this case
Europol provided operational support to the OTF LIMIT (initiated by Belgium, France and the
Netherlands)to collect information on the criminal use of Sky ECC, a communication platform allowing
users to send encrypted messages and make secure calls. In additionto the OTF, Eurojust supporteda
JIT between the same countries. The cooperationbetween Europol andEurojust allowed the information
to flow back to the OTF (upon consent of the JIT countries) and allow in turn other countries affected
by the criminal phenomenon to receive relevantinformation that they could use to make officialjudicial
requestssuchas aletter of request or Europeaninvestigation ordersin one of the JIT countries.

Source:interview with Eurojust; Europol, New majorinterventions to block encrypted communications
of criminal networks, pressrelease, 10 March 2021.

In 2023, Europol participated in 3 JITs on migrant smuggling and 3 JITs on traffickingin human
beings.”> While Europol's annual reports typically include some statistics and operational data,
detailed figures on identified victims and arrested offenders within JITs and OTFs may not always
be specified in a way that allows for a clear assessment of Europol's contribution. Furthermore,

88 Article 5(3) of the Europol Regulation.

Article 5(4) of the Europol Regulation.
Consolidated text of the model agreement on the establishment of a Joint Investigation Team, 2022/C 44/02.

89

90

%L L. Bachmaier Winter, 'Further mutual legal assistance' in K. Ambos and P. Rackow (eds), The Cambridge companion

to European criminal law, Cambridge University Press, 2023, p. 283.
92 EMSC, Tackling threats, addressing challenges, 2024.

15


https://www.eurojust.europa.eu/sites/default/files/assets/celex-32022y0128-01-en-txt.pdf
https://www.europol.europa.eu/publications-events/publications/emsc-report-tackling-threats-addressing-challenges
https://www.europol.europa.eu/media-press/newsroom/news/new-major-interventions-to-block-encrypted-communications-of-criminal-networks

EPRS | European Parliamentary Research Service

Europol appears to have reorganised its approachto statistical reporting, now prioritising OTFs over
operational meetings. This shift complicates efforts toconduct a clear evaluation over time.*

Action days

Action daysare cross-border operations inwhich Europol provides real-time support, coordination
and intelligence sharing between law enforcement authorities across different countries. This form
of cooperation allows law enforcement authorities to arrest suspects, seize illegal goods and
dismantle criminal networks simultaneously in multiple jurisdictions. There are two types of action
days:

» Joint Action Days (JADs): These operations target criminal networks impacting the
EU, focusing on one or two strategic, horizontal, or geographic aspects of crime that
spanmultiple priority crime areas, as defined in the EU Policy Cycle for organised and
serious international crime.

» Common Action Days (CADs): Regular operational activities that involve several
partners working on a specific cross-border case with Europol's support. They
typically have a narrower focus (compared to the JADs), often centred on a specific
investigation.

In 2023, the EMSC supported 45 action days related to migrant smuggling, the same number as in
2021, while 23 action days focused on trafficking in human beings, up from 10 in 2021.** In
comparison, the EMSC supported 26 action days on migrant smuggling and 9 on traffickingin human
beings in 2020.%

Deployments for operational support

Europol's deployments involve sending specialised teams, mobile units, and experts in the field to
directly assist national law enforcement authorities (at the request of the Member State). These
deployments offer both operational and technical support, including analytical, forensic, and
intelligence assistance, as well as secure communication capabilities within the formalised structure
of an OTF, a JIT, or an Action Day. However, Europol deployments are versatile and can function
independently from specific tools like OTFs, Action Days and JITs.%

2.3.4. Strategic tasks

Europol provides strategic analysis and threat assessments to assist the Council of the EU and the
European Commission in laying down strategies and operational priorities of the Union in fighting
crime.” Strategic analysis includes methods and technigues by which information is collected,
stored, processed and assessed with the aim of supportingand developing criminal policy. Europols
impact on EU policy has grown increasingly significant. More specifically, Europol plays a critical role
in EMPACT, the European Multidisciplinary Platform Against Criminal Threats,an EU mechanism for
structured cooperation between Member States, EU institutions, and agencies to combat organised
and serious international crime. EMPACT operates in a four-year cycle consisting of the following
steps:

9  QOTFs often provide a platform for continuous information sharing and operational support, which may reduce the

frequency or complexity of individual meetings for day-to-day coordination.

9 EMSC, Tackling threats, addressing challenges, 2024; EMSC, 6" annual report, 2022.
95

EMSC, 5" annual report, 2021. It appears that no comparable data is available for the year 2022.

%  Examples of such less rigid forms of operational support are deployments of forensic or cybercrime specialists in
national investigations, deployments to assist with threat assessment or help for local border authorities.

97 Article 4(2) of the Europol Regulation.

16


https://www.europol.europa.eu/publications-events/publications/emsc-report-tackling-threats-addressing-challenges
https://www.europol.europa.eu/publications-events/publications/european-migrant-smuggling-centre-6th-annual-report-%E2%80%93-2022
https://www.europol.europa.eu/publications-events/publications/european-migrant-smuggling-centre-5th-annual-report-%E2%80%93-2021

Proposal fora Regulationon police cooperationto counter migrant smuggling and human trafficking

» EU SOCTA (European Union Serious and Organised Crime Threat Assessment): The
cycle starts with Europol preparing an assessment of crime trends and patterns in
major crime threats.

» Multi-Annual Strategic Plan (MASP): Based onthe EU SOCTA, the Council establishes
priorities and develops a Multi-Annual Strategic Plan (MASP) to address these threats.
The MASP defines the EU's crime priorities and serves as a framework for EMPACT's
efforts over the subsequent four years.

» Operational Action Plans (OAPs): The third step involves the development,
implementation and monitoring of OAPs. The OAPs contain operational actions to
combat crime in specific areas corresponding to the EU's crime priorities for the
specific policy cycle. EMPACT 2022-2025% sets out 10 crime prioritiesand 15 OAPs.®
Both migrant smuggling and traffickingin human beings figure on this list.*®

» Evaluation and future policy development: At the end of the cycle, the activities are
evaluated for their effectiveness to guide future policy decisions.

98

99

100

Council conclusions setting the EU's priorities for the fight against serious and organised crime for EMPACT 2022-
2025, 9 March 2023.

The current crime priorities are: high-risk criminal networks; cyber-attacks; trafficking in human beings; child sexual
exploitation; migrant smuggling; drug trafficking; fraud, economic and financial crimes; organised property crime;
environmental crime; firearms trafficking.

In 2023, the OAP migrant smuggling has led to the arrest of 6 801 facilitators and the support of 4 690 international

investigations, while the OAP trafficking in human beings has led to the arrest of 457 suspects and, the initiation of
1775 investigations and the identification of 7 536 victims. See EMPACT, 2023 Results: factsheets on 15 OAPs.
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3. The Commission's proposal for a Regulation to enhance
Europol's support for preventing and combating migrant
smuggling and traffickingin human beings

3.1. The proposal as part of a legislative package

In her 2023 State of the Union address, Commission President Ursula von der Leyen identified
stronger EU measures against migrant smuggling as one of the priorities for the year ahead. More
specifically, the President proposed an update to the Facilitators' Package and measures to
strengthen law enforcement, prosecution and the role of the relevant EU agencies — Europol,
Eurojust and Frontex.” She also announced an 'international conference on fighting people
smuggling'. At this conference, held soon after, in November 2023, in Brussels, the Commission
launched a Call to Actionfor a Global Alliance to Counter Migrant Smuggling.'*

At the same conference, President von der Leyen also proposed a legislative package to fight
migrant smuggling, consisting of two initiatives to be adopted under the ordinary legislative
procedure.Theseare:

- a proposal for a Directive laying down minimum rules to prevent and counter the facilitation of
unauthorised entry, transit, and stay in the EU (COM(2023) 755), updating the 20-year-old
Facilitators' Package, and

- a proposal for a Regulation to enhance police cooperation and to reinforce Europol's, and
particularly the EMSC's, role to fight migrant smuggling and human trafficking (COM(2023) 755).

The overall aim of the migrant smuggling package, whichalso featuredin the 2024 Commission work
programme,'® is to introduce a new legal, operational and international cooperation framework
against migrant smuggling for the years to come. As such, the initiative contributes to the
implementation of the renewed EU action planagainst migrant smuggling (2021-2025).1*

3.2. Overview of the proposed changes

The proposal consists of two key components: firstly, a new self-standingregulation and secondly,
targeted amendments to the existing Europol Regulation. These amendments would modify existing
articles (Articles 2 and 4) and introduce new provisions (Articles 5a and 5b). The proposal outlines
significant updates to Europol's role in addressing migrant smuggling and traffickingin human
beings, alongside broader enhancements to its operational capabilities:

» Legal establishment and governance: The proposal formalises the EMSC within
Europol as a central hub with explicitly defined strategic and operational
responsibilities. It also establishes a governance framework to ensure coordination
with specialised servicesinMember States.

1 Euyropean Commission, State of the Union 2023, website. The address was delivered on 13 September 2023 to the

European Parliament.

102 Eyropean Commission, Commission launches a Global Alliance to Counter Migrant Smuggling and proposes a

strengthened EU legal framework, press release, 28 November 2023.

193 European Commission, 2024 Commission work programme, October 2023.

104 Eyropean Commission, A renewed EU action plan against migrant smuggling (2021-2025), COM(2021) 591.
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» Liaison and coordination: The deployment of Eurojust and Frontex liaison officers to
the EMSCis mandated, with EMPACT playinga role in this structure [Articles 4(1), (3),
M1

» Enhanced Member State obligations: Member States are required to:

e designate specialised services for combating smuggling and trafficking and
connect these to SIENA;

e share all relevant information on migrant smuggling and human trafficking
with other Member States and Europol;

e contribute experts to Europol's operational deployment pool.

» Operational Task Forces: The proposal establishes task forces led by Member States
for coordinated investigations, with Europol providing support. Third countries may
also participateinthese task forces upon invitation.

» On-site and cross-border support: Europol officers may be deployed to Member
States for non-coercive investigative assistance. The proposal creates a reserve pool
of law enforcement experts for immediate deployment and clarifies the scope of
Europol staff's operational support on the ground.

» Third-country cooperation: The proposal strengthens partnerships with third
countries by:

e authorising Europol to deploy officers to select third countries.

e connecting Member States'immigration liaison officers to SIENA.

e empowering the EMSC to identify cases of migrant smuggling and trafficking
in human beings that may require cooperation with third countries, including
by exchanging personal data.

3.3. State of play: Legislative process and impact assessment

Despite the political clout attached to the migrant smuggling package, neither the proposalfor the
directive nor for the regulation was accompanied by an impact assessment. To recall, the Better
Regulation rules require an impact assessment to be carried out for initiatives that are expected to
have significant economic, social or environmental impacts or major budgetary implications, and
where the Commission has a choice of policy options.'*®

In the case of the proposed Facilitation Directive, the proposal's Explanatory Memorandum merely
states that 'the proposal is exceptionally presented without an accompanying impact assessment,
without providing further justification. It indicates that it would draw on the 2017 REFIT evaluation
of the Facilitators' Package,’® whichis, however, rather dated.

In the case of the proposed regulation, the Commission justified the absence of an impact
assessment with the claimthat ‘the Commission had little or no choice available, notably due to the
urgent operational needs to improve Europol's support to Member States on countering migrant
smuggling'.’” The Commission further states that the proposal 'builds on the evidence gathered by
the European Court of Auditors special report in 2021 on Europol's support to fight migrant
smuggling and the feedback received during the stakeholder consultations'. The Commission
gathered input from targeted stakeholder consultations,*®in particular through a questionnaire sent
to the Member States to identify operational needs and gaps regarding Europol's support in
preventing migrant smuggling. National experts were also consulted during a virtual workshop in

105 See Interinstitutional Agreement on Better Law-Making of 13 April 2016, point 13, and the Commission's Better
Regulation Guidelines, SWD(2021) 305, p. 30.

Proposed directive COM(2023) 755, explanatory memorandum, p. 10.

106
107 Proposed regulation COM(2023) 754, explanatory memorandum, p. 8.

198 |t appears that no open public consultation was held.

19


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016Q0512(01)
https://commission.europa.eu/system/files/2021-11/swd2021_305_en.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52023PC0754

EPRS | European Parliamentary Research Service

November 2023 — a mere two weeks before the proposal was released — and were said to be
'generally supportive of strengthening Europol's legal mandate in preventingand combating migrant
smuggling and traffickingin humanbeings'.

In the European Parliament, both proposals were assigned to the Committee on Civil Liberties,
Justice and Home Affairs (LIBE). MEP Jeroen Lenaers (EPP, Netherlands) was appointed as
rapporteur for the regulation (re-appointed in October 2024 in the new legislative term). On 23
January 2024, the Commission presented both proposals to the LIBE committee, which received
them with reservations.’®®

In response to the criticism raised by the co-legislators and stakeholders with regard to the lack of
impact assessment, on 15 April 2024, the Commission presented an analytical staff working
document providing more detailed information on the factsand figures that underpin the proposed
regulation.™ The Commission explains why it is necessary and proportionate to adopt the
Regulation and strengthen Europol powers in the area of migrant smuggling and traffickingin human
beings.

3.4. Council position

The Council adopted its mandate for negotiations on 19 June 2024.™ It opted for a cautious
approach by suggesting specific, targeted amendments to the existing Europol Regulation (EU)
2016/794, while rejectingthe part of the Commission proposal that would introduce a self-standing
regulation. These Council amendments make minimal direct reference to migrant smuggling and
traffickingin human beings. The main elements of the Council's negotiating position are:

» Definitions: Article 1(1) of the Council position proposes introducing to the Europol
Regulation a definition of SIENA, OTFs and 'Europol deployment for operational
support' (see section 6.5. on reinforcing Europol's operational support), as well as
‘immigration liaison officers' (see section 6.3.2. on enhancinginformation sharing with
third countries). The amendment also replaces the indent ‘immigrant smuggling' in
Annex | of the Europol Regulation (defining the crimes under Europol's competence)
with 'migrant smuggling'.

» Inter-agency cooperation: The proposal includes an invitation for LOs from Frontex
and Eurojust to participate as permanent representatives to the EMSC (see section
6.1. on strengthening inter-agency cooperation).

» The European Migrant Smuggling Centre (EMSC): The Council rejects the idea of
codifying and thus regulating an internal unit of Europol directly within the Europol
Regulation but maintains a reference tothe EMSC in Article 4 alongside the European
Cybercrime Centre, emphasising its importance within Europol's structure (see
section 6.2 on strengthening steering and coordination by reshaping the institutional
framework).

» Operational support for EMPACT: The Council proposes a new provision to be added
to Article 4(2), specifying Europol's role in assisting the operational implementation
of EU priorities, particularly by supporting Member States in strengthening the
European Multidisciplinary Platform Against Criminal Threats (EMPACT) (see section

109 K. Luyten, Stronger role for Europol to fight migrant smuggling and human trafficking, EPRS, European Parliament,
March 2024.

10 Analytical staff working document accompanying the proposed regulation, SWD(2024) 94. A similar staff working
document was prepared for the proposal on the revised Facilitation Directive (SWD(2024) 134).

W Council of the EU, Mandate for negotiations with the European Parliament, 19 June 2024.
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6.2. on strengthening steering and coordination by reshaping the institutional
framework).

» Information sharing: The Council opposes making information sharing mandatory.
Article 7(6)(a) includes a reference to migrant smuggling and trafficking in human
beings under the general obligation for Member States to share information with
Europol (see section 6.3. on improving information sharing). However, Article 6(b)
requires Member States to participate in OTFs to provide all relevant information
without delay to Europol and other participating Member States via SIENA (see
section 6.5. on reinforcing Europol's operational support).

» Reserve pool for operational support: The Council proposes a voluntary reserve pool
of Member State experts for Europol deployments, in contrast to the mandatory poal
initially proposed by the Commission (see section 6.4 on reinforcingMember States'
resources).

» Processingof biometric data: The Council proposes to amend Article 4 of the Europol
Regulation to explicitly authorise Europol to process biometric data as part of its
mandate, enhancing its ability to effectively and efficiently support Member States
(see Section 7 on fundamental rights implications).

3.5. Opinion of the European Data Protection Supervisor

In view of the proposal's impact onthe protection of individuals'rights and freedoms with regard to
the processing of personal data', the Commission was obliged to consult the European Data
Protection Supervisor (EDPS) on the proposal.'2 The EDPS issued its opinion in January 2024.
While the opinion recognised the importance to fight migrant smuggling and trafficking in human
beings as a matter 'of general interest’, it noted that the necessity and proportionality of the
proposed measures would have to be 'carefully assessed'. In this respect, the EDPS found the lack
of impact assessment 'deeply worrying given the nature of the personal data at stake (sensitive
biometric data) and that vulnerable people may be involved (migrants). The EDPS made the
following four recommendations relatingto data protection:

» to establish mechanisms mitigating data protectionrisks that result from an enhanced
processing of biometric data, including clear and binding rules for appropriate
safeguards;

» to clearly delineate the role of Frontex in the fight against migrant smuggling and
traffickinginhuman being;

» to modify Recital 8 of the proposalin order to avoid it being interpreted as promoting
regular and systemic use of derogations for transfer of data to third countries; and

» to develop clear rules on the allocation of responsibilities with regard to the
processing of personal data when Europol provides operational support to Member
Statesin OTFsdeployments (pursuant to the proposed new Articles 5a and 5b of the
Europol Regulation).

3.6. Opinion of the European Economic and Social Committee

In May 2024 the European Economic and Social Committee (EESC) delivered its opinion on the
proposed anti-smuggling package.™ While welcoming the focus on strengthening Europol's role
and the establishment of the European Centre Against Migrant Smuggling within Europol, the EESC

112 Article 42(1) of the data protection Regulation (EU) 2018/1725 for EU institutions, bodies, offices and agencies.
113 EDPS Opinion 4/2024 on the proposed regulation, 23 January 2024.
14 EESC, Anti-smuggling package, Opinion, SOC/787, 31 May 2024.
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cautioned that more attention should be given to protecting the fundamental rights of migrants.
This responsibility should be embedded in the Centre's management, ensuring that staff are
informed and aware of the fundamental rights aspects of their work.
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4. Definition of the problem and the underlying drivers

4.1. Problemdefinition asidentified by the European Commission

The Explanatory Memorandum to the proposed regulation describes the circumstances that led the
Commission to adopt the proposal, in particular the sophistication of smuggling networks,
increasingnumbers of irregular migrants to the EU, which frequently make use of smugglers, as well
as a high death toll on migrant routes. However, apart from outlining the overall objective of
reinforcing Europol's role in the fight against migrant smuggling and traffickingin human beings, the
proposalfails to clearly identify the specific problemitaims to tackle.

The analytical supporting document accompanying the proposal, issued after the adoption of the
proposed regulation, in April 2024, provides additional information on 'the most important problem
that hinders effective cooperation in preventing and combating migrant smuggling and trafficking
in human beings i.e., the insufficient sharing of information relating to criminal offences of migrant
smuggling and traffickingin human beings'.™ The document points out gaps in information sharing
with Europol by Member States®, as well as 'other gaps related to insufficient sharing of
information'.” These latter include: gaps in information sharing between agencies; insufficient
operational support through deployments and OTFs; insufficient sharing of information from third
countries through ILOs; ineffective processing of biometric data by Europol.

Accordingtothe Commission, the proposal builds on the evidence gathered by the European Court
of Auditors' (ECA) 2021 special report on Europol's support to fight migrant smuggling and the
feedback received during the stakeholder consultations.”® While the outcome of the stakeholder
consultations are only partly accessible to the public®® the ECA special report provides some
insights into the shortcomings of the existing legal framework. Accordingto the ECA report, while
Europol plays a crucial role as an information exchange hub and is a valued partner for Member
States in combating migrant smuggling, its effectivenessis hindered by challenges such as limited
access to external information sources and the lack of systematic measurement of its support
outcomes.'”® Furthermore, although information exchange with Member States and third parties has
increased, challenges such as inconsistent data sharing, obstacles in negotiating international
agreements, and limited access to private party data persist, impacting the completeness and
effectiveness of Europol's information.'#

This section aims to assess to what extent the problemidentified by the Commission is adequately
defined and substantiated inthe Commission proposal.

4.1.1. Challenges in assessing migrant smugglinginthe EU

Fighting and preventing migrant smuggling and trafficking in human beings are identified as
priorities by the European Union and are considered key to addressing irregular migration
comprehensively. The primary rationale for the proposed regulation is related to the link between

15 Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, p. 6.

16 ibid., pp. 14-18.
17 1bid., pp. 18-27.

18 Proposed regulation COM(2023) 754, explanatory memorandum, p. 8; Analytical staff working document

accompanying the proposed regulation, SWD(2024) 94, p. 5.

119 Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, p. 6.

120 Eyropean Court of Auditors, Special Report 19/2021: Europol support to fight migrant smuggling: a valued partner,

but insufficient use of data sources and result measurement, p. 36.
121 ibid.
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migrant smuggling and irregular migration, as well as the human rights violations associated with
both migrant smuggling and traffickingin human beings.*?? Accordingto the Commission proposal,
'migrant smuggling drives the increase of irregular arrivals to the EU' and 'more than 90 % of the
irregular migrants who reach the EU make use of smugglers, mostly organised criminal groups'.**®
These figures, however, have recently been contested by the Council of Europe. In a report
published in September 2024, the Council of Europe stated that these figures are an estimate based
on 1 500 debriefings of migrants collected by Frontex and EU Member States in 2015 which is
'methodologically insufficient to draw an analysis on all irregular arrivals in Europe'.** Furthermore,
the Commission proposal holds that the increase in smuggling activities is 'evidenced by a new
record with over 15 000 migrant smugglers reported to Frontex in 2022'.**> However, this number
actually refers to 'facilitators' of irregular migration reported by border guards to Frontex**®*and not
necessarily tomembers of organised crime networks and/or professional smugglers. Thus, equating
the increase in arrests of facilitators with the growth of organised smuggling activities is both
inaccurate and misleading. Academics claim that estimates on irregular migration in the EU are
outdated and imprecise and therefore not reliable.”” Recent UN reports confirm that the majority of
irregular migrants arrivingin Europe rely on the assistance of smugglers.’® However, thereare also
some indicators that many irregular immigrants have entered legally and subsequently overstayed
their visa,® although EU migration statistics lack precise dataon overstayers.*° Furthermore, there
are different forms of smuggling and different profiles of smugglers and/or facilitators of irregular
migration. Migrant smugglers are usually portrayed as highly organised, mafia-like groups,
motivated solely by profit and being indifferent to the wellbeing of the migrants. This assumption
has been challenged by a more nuanced understanding of smugglingas a complex phenomenon that
also occurs outside organised criminal organisations.” Qualitative studies have shown that the
facilitation of irregular migration is often driven by acts of solidarity with and among migrants,
familial connections, and relationships of trust between smugglers and migrants.™?

122 Proposed regulation COM(2023) 754, pp.1-2.

123 Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, p. 14.

124 Council of Europe, Parliamentary Assembly, Report, 6 September 2024, p. 10.

125 Proposed regulation COM(2023) 754, p. 1.

126 |nterview with Frontex.

127

M. Ambrosini and M. H. J. Hajer, Irregular Migration, IMISCOE Research Series, Springer, 2023. For current projects
aiming to address this gap, see MirreM - Measuring Irregular Migration (H2020 project). According to data of the
Council of the EU, irregular arrivals to the EU through the Eastern, Central and Western route accounted to nearly
280000 in 2023, compared to 180 000 in 2022. Similarly, the International Organization for Migration (IOM) reports
that in 2023, nearly 300 000 arrivals were detected by land and sea, which is a steep increase compared to 2022 (190
000) and 2021 (151 000). These data broadly concur with the Frontex data referred to in the Commission's proposal.

122 UNODC Observatory on Smuggling of Migrants, The migrant smuggling market on the Central Mediterranean,

October 2024; I0M World migration report 2024, p. 83.
129 See e.g. Ambrosini and Hajer, Irregular Migration, 2023; F. Hansen and J. Pettersson, 'Contradictory migration

management? Differentiated security approaches to visa overstay and irregular border crossings in the European
Union', European security, Vol. 31(1), 2022, pp. 117-134.

Eurostat collects data on short stay visa, but not on overstays. The EU's Exit-Entry System (EES) is meant to improve
data relating to overstay.

130

131 ], van Liempt, A critical insight into Europe's criminalisation of human smuggling, SIEPS Policy Paper, 2016.
132

See, forinstance, G. Sanchez et al., Beyond networks, militias and tribes: rethinking EU counter-smuggling policy and
response, EuroMeSCo Policy Study, European Institute of the Mediterranean, 2021; D. Siegel, 'Crimes of solidarity in
times of a 'migrant crisis”, in D. Siegel and V Nagy (eds), The migration crisis? Criminalization, security and survival,
Eleven International Publishing, 2018, pp. 243-263.
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4.1.2. Insufficient sharing of information with Europol

Accordingtothe Commission, in the field of migrant smuggling and traffickingin humanbeings 'the
most important problem that hinders effective cooperationis the insufficient sharing of information
with Europol both in quantity and quality.”** The Commission maintains that information sharing
related to the criminal offences of migrant smuggling and traffickingin human beings has not
increased sufficiently considering the gravity of the crime and the intensity of the phenomenon. It
provides various statistics and evidence to support this claim, which are presented and analysed
below.

The low number of SIENA messages exchanged on migrant smuggling with Europol
(Europol in copy or as the main recipient)

According to the Commission, the number of SIENA messages exchanged on migrant smuggling
with Europolis strikingly low, ranging from 10 % to 12 % of the overall number of SIENA messages
exchanged (i.e.for all crimes) between 2019 and 2023."**However, this assessment can be nuanced.
According to the ECA special report, which the proposed regulation builds on and heavily
references,”® Europol has generally seen a rise in the number of messages exchanged through
SIENA, with a correspondingincrease in new cases related to migrant smuggling.”** Furthermore,
effective data sharing with Europol in 2021 was mostly hampered by interoperability issues and
insufficient use of external (non-Europol) data sources.” In other words, the ECA report suggests
that the channels for information sharing are in place, but the primary issue lies in Europol's limited
and ineffective access tothese databases (see section4.2. on drivers).

In 2023, SIENA saw a record-breaking 1.79 million messages exchanged, highlighting its status as
the primary communication platform for European law enforcement. During the same year, more
than 151 000 cases were launched through SIENA, with ‘illegal immigration' rankingamong the most
frequently reported crime categories. *® The interview with Europol representatives also confirmed
an exponentialincrease over the last ten yearsin the number of investigations at Europol, including
on migrant smuggling. The number of accepted contributions by the EMSC in 2023 was 14 738 for
AP Migrant smuggling and 2 878 for AP Phoenix.*®

Bilateral exchanges between Member States on SIENA
The Commission observes a 'persistent trend of bilateral exchanges between Member States
without involving Europol' which reportedly hampers Europol's ability to fulfilits role in providing an
accurateintelligence picture.* However, it is important to recognise that bilateraland multilateral
information exchanges between Member States and third parties can occur in parallel to
communication with Europol. The Europol Regulation acknowledges such bilateral exchanges,
allowing the use of Europol's infrastructure for bilateral exchanges between LOs of Member States,
including in relation to crimes falling outside the scope of the objectives of Europol.** Furthermore,
in certain cases, Europol's involvement may not be desirable, as these exchanges may involve purely

133 Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, p. 14.

¥4 ibid., p.15.

135 ECA special report 19/2021.
136 |bid., p. 15.

157 ibid., pp. 23-26.

138 More than 3 000 law enforcement authorities from over 70 countries are now connected to Europol, see Europol news,
2024.

139 EMSC, Tackling threats, addressing challenges, 2024.
140

Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, p. 16.

141 Article 8 of the Europol Regulation.
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organisational or administrative communication, or, more significantly, the inclusion of Europol could
jeopardise the success of an ongoing investigation, national security interest, or even the safety of
an individual.**? All these scenarios are acknowledged, by Article 7(7) of the Europol Regulation, as
exceptions to the generalrule thatinformation is to be shared with Europol. As noted by Europol in
its reply to the ECA report, 'the number of bilateral message exchanges in SIENA does not impact
the qualitative and quantitative nature of the information exchanged with the agency'.**

Low information sharing on traffickingin human beings

As evidence of the limited sharing of information on trafficking in human beings, the Commission
notes a discrepancy betweenthe number of victims reported by Eurostat and the number of victims
Europol was informed about in 2022, especially in relation to child victims.*** It is worthwhile recalling
in this regard that a high percentage of trafficking victims actually relate to internal trafficking, thus
cases that have no cross-border dimension. For instance, in the reporting period 2019-2020, 37 %
of all registered victims in the EU were citizens of the country in which they were registered,
accordingtoa 2022 Commission report.*** Nevertheless, interviews conducted in the context of the
present study confirma general decrease in information sharing in human traffickingcases and the
need to foster cooperationwith EU agenciesin this area of crime.* This decrease however canbe
attributed to causes affecting the national police and judicial system, such as the increasein crimes
with an online dimension, difficulties in detecting victims, as well as a lack of resources at national
level.™

Critical reflections on the problem

Law enforcement authorities are known to be reluctant to share their data with Europol, so much
that several scholars identified this as the most problematic aspect of police cooperation.!*®
However, while this reluctance was very strongin the past, it has significantly diminished in the last
years, with Member States sending large datasets to Europol,**® and with the Europol Regulation
mandating that Member States 'shall supply Europol' with the information necessary to fulfil its
objectives.™

The question is therefore whether there are specific issues with migrant smuggling and trafficking
in human beings that make the exchange of information more cumbersome thanin other crime areas.
Different interviewees agreed that there is a need for increased cooperation and information
exchange on these crimes.”® However, some respondents also raised the question of why the

142 Article 7(7) of the Europol Regulation; ECA special report 19/2021, p. 17.

4% Europol's reply to the ECA special report 19/2021.

144 Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, p. 18.

145 Euyropean Commission, Report on the progress made in the fight against trafficking in human beings (fourth report),

COM(2022) 736.

146 Interview with EU Anti-Trafficking Coordinator; interview with Eurojust.

147" Interview with Eurojust.

1“8\ Mitsilegas, EU criminal law, 2" edition, Hart Publ., 2022, p. 389; see also C. Cocq and F. Galli, 'The evolving role of

Europol in the fight against serious crime: current challenges and future prospects'in S. Hufnagel and C. McCartney
(eds), Trust in international police and justice cooperation, Hart Publ., 2017, pp. 125-148.

149 As has been witnessed in the EDPS investigation on the retention by Europol of datasets lacking Data Subject

Categorisation (Case 2019-0370 & 2021-0699).

150 Article 7(6)(a) of the Europol Regulation.
151

Interview with Polish national authorities; written reply by Greek authorities; interview with EU-Anti Trafficking
Coordinator.
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Commission decided to focus on the specific crimes of migrant smuggling and human trafficking
and not on other crimes.**

It is important to highlight that, although the proposalis presented asa measure to enhance police
cooperationand strengthen Europol's role in addressing migrant smuggling and traffickingin human
beings, it would, once adopted, introduce amendments to the Europol Regulation, such as the
provisions on OTFs and the processingof biometric data. These provisions would therefore havea
broad application across all crime areas within Europol's remit, and not be limited to the offences
migrant smuggling and human trafficking. Finally, this legislative proposal - if adopted - has the
potentialto serve as a gateway for further regulatory changesin relation to other crime areas.’*

4.1.3. Other gaps related to insufficient sharing of information

Gaps in information sharing between agencies

The Commission identifies the need to strengthen inter-agency cooperation to facilitate
investigation, prosecution and conviction of perpetrators involved in migrant smuggling. It notes
that, despite different set-ups to facilitate information exchange between EU agencies and their
overall cooperation (see section 6.1. on increasing inter-agency cooperation), this cooperation has
not yet reached its full potential.”** This concurs with the findings of the 2021 ECA special report,
which recommended in this regard the implementation of a mutual data exchange with Frontex and
an effectiveindirect database access with Eurojust.*®

While Europol provides support and coordination to national police officers and other law
enforcement services, Eurojust supports and coordinates national investigating and prosecuting
authorities.”™ The information flow and operational cooperation between Eurojust and Europol
significantly increased in 2023, including in cases of migrant smuggling. In 2023, Eurojust handled
arecord number of migrant smuggling casesand JITs in this field, marking the highest figuresin the
agency's history.® The Commission points out that Europol's participation in only 3 to 8 JITs per
year suggests a need for better collaboration with Eurojust.”®® However, Europol's lack of formal
involvement in JIT agreements does not preclude it from playing a crucial role. On the contrary, it
provides essential operational support that significantly facilitates the establishment and effective
implementation of these JITs.*° Particularly in relation to migrant smugglingand traffickingin human
beings, Eurojust reports a strong cooperation with Europol.’®

While the information sharing between Frontex and Europol has faced some hurdles (see Section
6.1.2.), interviewees noted that both agencies continue to share data on migrant smuggling and
traffickingin human beings at a sufficient level.'®

152 |nterview with academic; interview with European Digital Rights (EDRI).

153 |nterview with academic; interview with EDRI.

154 Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, p. 19.

155 ECA special report 19/2021, p. 38.

1% Regulation (EU) 2018/1727 of 14 November 2018 on the European Union Agency for Criminal Justice Cooperation

(Eurojust Regulation).

157" Eurojust annual report 2023.

158 ibid, p. 34. Eurojust supported 425 cases (172 new cases, 253 ongoing from previous years) and 18 JITs (8 new, 10

ongoing) on migrant smuggling.

159 Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, pp. 19-20.

160 |nterview with Europol; interview with Eurojust.

11 |nterview with Eurojust.

182 Interview with Europol; interview with Frontex.
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Ineffective processing of biometric data by Europol

Europol's operational support in relation to biometric data would apply to all crime areas falling
under Europol's remit,’®® beyond the fight against migrant smuggling and trafficking in human
beings. As already pointed out above, the Commission's proposal draws on ECA's 2021 special
report on migrant smuggling to justify the need to strengthen Europol's capabilities on biometrics.’®*
However, it is worthwhile noting that the ECA report refers more generally to an'insufficient use of
external data sources' without specifically mentioning biometric data.'®

4.2. Drivers

The Commission's proposal does not addressin a sufficiently detailed manner the underlying factors
contributing to the problem of information sharing with Europol in the context of migrant smuggling
and traffickingin human beings. The issue of information sharing - and, more broadly, cooperation
with Europol - is complex and cannot be solely attributed tothe absence of a specific obligationfor
Member States to share information. This challenge is shaped by several factors, suchas difficulties
encountered at the Member State level, the degree of trust Member States have inthe agency, their
awareness of its capabilities, and issues related to interoperability.

4.21. Difficulties encountered at national level

Possible reasons for the insufficient sharing of information with Europol may relate to data collection
practicesinMember States and the difficulties national authorities face in addressing the crimesin
guestion. The need for sufficientinformation sharing between national authorities and Europol has
to be examined in conjunction with the lack of robust cross-border investigations at the national
level.® When it comes to migrant smuggling, one of the main difficulties relates to the
inconsistencies in the definition of the crime across Member States (see section 8 on the interplay
of the present proposal with the proposed Facilitation Directive COM(2023) 755).” As noted by
the Council of Europe, transnational cooperation between national law enforcement and judicial
authorities requires a harmonisation of standards and a common definition and understanding of
what migrant smuggling is.'® Furthermore, the broad definition of the crime adopted by several
Member States leads de facto to fragmented information on individual or low-level suspects that,
as recognised by the Commission, is not helpful in supporting Europol's role as it is too detached
from organised crime groups and criminal networks.**

Differences also exist regarding the procedural steps for sharinginformation within Member States'
legal systems. While in some countries the information can be shared directly from authorities at the
local level with Europol, in others (such as Poland) the sharing of information with Europol requires
the approval of ajudge or prosecutor.”®

163 Annex | of the Europol Regulation.

164 Proposed regulation COM(2023) 754, p. 8.

165 ECA special report19/21, pp. 33-39.
166

Interview with Europol.

167 For an overview of the different definitions of migrant smuggling within the EU, see Eurojust, Legal definition of
migrant smuggling and/or facilitation of irregular migration: an overview of EU legislation, 2024.

168 Council of Europe, A shared European approach to address migrant smuggling, Report, Doc. 16032, 6 September

2024.

169 Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, pp. 16-17.

170 Interview with Europol staff; Interview with Polish national authorities; Interview with Swedish national authorities.

28


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52023PC0754
https://www.eca.europa.eu/Lists/ECADocuments/SR21_19/SR_migrant_smuggling_EN.pdf
https://www.eurojust.europa.eu/publication/legal-definition-migrant-smuggling-andor-facilitation-irregular-migration
https://www.eurojust.europa.eu/publication/legal-definition-migrant-smuggling-andor-facilitation-irregular-migration
https://pace.coe.int/en/files/33713#trace-2
https://data.consilium.europa.eu/doc/document/ST-8946-2024-INIT/en/pdf

Proposal fora Regulationon police cooperationto counter migrant smuggling and human trafficking

Furthermore, it might be difficult for national authorities to assess whether information is relevant
to Europol's mandate. Sometimes they may not have sufficiently looked into the involvement of
organised crime groups behind the arrival of irregular migrants or lack the specialised knowledge.'”*
In such cases, the problem seems thus to be linked to insufficient collection of solid information by
national authorities and/or their limited understanding of which information is valuable to collect
and share, rather than an unwillingness to share information with Europol. Additionally, a broader
issue affectinginformation sharingwith EU agencies is the lack of time, incentives, and resources to
embark upon complex investigations of transnational cases.'”?

Similarly, also in human trafficking cases, the lack of detection of cross-border elements hinders
assessment at the national level of whether the information must be shared with EU agencies or
not.'” In this respect, the Commission could have considered specific measures toaddress the lack
of detection of cross-border elements at the national level and foster investigations into the
organised crime dimension of migrant smuggling and traffickingin human beings. One of the main
criticalareas has been the difficulty of Member States to effectivelyimplement the ‘follow the money
approach',**an issue that the proposal does not adequately address. For instance, the Hawala
system,"® an informal method of transferring money widely misused by organised crime groups
involved in migrant smuggling, which presents specific challenges for criminal investigations,'® is
not taken into consideration in the Commission's proposal.””” Moreover, the proposal falls short in
addressingthe online dimension of both migrant smuggling and traffickingin human beings, which
has become a significant challenge for investigators.” Criminal groups are increasingly exploiting
online platforms to recruit victims, forge identity documents and work permits, and facilitate the
exploitation of individuals for purposes such as sexual exploitation, forced labour, forced criminality,
and begging.'”®

4.2.2. Trust and awareness

National criminal justice authorities do not always have a clear perception of the added value
provided by EU agencies.®® The involvement of Europol makes investigations lengthier and more
complex.® Therefore, investigators may prefer to 'keep the case local' if this is deemed to bring

71 Interview with Swedish national authorities.

172 See, for example, V. Mitsilegas and F. Giuffrida, 'The role of EU agencies in fighting transnational environmental crime:

new challenges for Eurojust and Europol’, Brill research perspectives in transnational crime, Vol. 1(1), 2017, pp. 1-150.

173 Interview with EU Anti-Trafficking Coordinator; interview with Eurojust.

174 According to the Council of Europe: 'stopping the business of migrant smugglers requires authorities to focus more

efforts on tracing the money sent by migrants in order to identify and arrest the original instigators of such crimes.
The low risk of detection is considered as one of the reasons why criminal networks keep making growing profit out
of the smuggling of migrants.' See Doc. 16032 Report, p. 17. On the importance of the approach on human trafficking
investigations see OSCE, Follow the money: How financial investigations aid in the fight against trafficking in human
beings, 2020.

For a description of the Hawala system see, for instance, H. Van de Bunt, 'The role of hawala bankers in the transfer
of proceeds from organised crime' in D. Siegel and H. Nelen (eds), Organized crime: culture, markets and policies,
Springer, 2008, pp. 113-126.

UNODC, The Hawala system: its operations and misuse by opiate traffickers and migrant smugglers, 2023.

175

176

177 Written reply by France.

178 European Commission, EU strategy to tackle organised crime 2021-2025, COM(2021) 170.

179 Interview with EU Anti-Trafficking Coordinator.

180 Mitsilegas and Giuffrida, The role of EU agencies in fighting transnational environmental crime, 2017, pp. 82-83.

181 |nterview with Dutch Liaison Officer at Europol.
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more resultsin the short term.®? As a result, they may limit the information they share with Europol
or refrainfrom sharingaltogether. The Europol Regulation acknowledges this challenge by assigning
ENUs the task of raising awareness about Europol's activities.’® In this respect it has been noted
that 'the more Europol becomes legitimate and trusted by the competent authorities, the more it
will be effective'.®®* This conclusion was reconfirmed during the interview with Europol staff, who
highlighted that such trust is cultivated through the investigative support the agency offers to
national authorities and the tangible results it agency achieves.

4.2.3. Interoperability issues

According to ECA's 2021 special report, effective data sharing with Europol was mostly hampered
by interoperability issues and insufficient use of external data sources.® It is worthwhile noting that
ECA's findings preceded key advancements in Europol's efforts to improve interoperability. With
Europol's inclusion to the PriUm framework in 2024, and the improved interoperability between
Europol databases and the main EU databases (through the establishment of the European Search
Portal (ESP)*®), there has been considerable progress in this area. However, not all relevant
databases are fully operational yet (see table on interoperability framework in Annex II).

The implementation of the EU interoperability agenda and related activities will contribute to
expandingthe range of data sources available for Europol's day-to-daywork. Europol has developed
an EU interoperability plan’® inorder to implement its share of the EU interoperability agenda.The
plan outlines the activities required by Europol including the timelines, responsibilities and
interdependencies for the Entry/Exit System (EES), the European Travel Information and
Authorisation System (ETIAS), the European Criminal Records Information System for Third-
Country Nationals (ECRIS-TCN), the Schengen Information System (SIS), the Visa Information
System (VIS), as well as Eurodac.’® This plan also covers activities not specifically included in the
interoperability agenda, such as access tothe Prim system and the European Police Records Index
System.®

182 |nterview with Dutch Liaison Officer at Europol.

1835 Article 7(6)(c) of the Europol Regulation.
184 Cocq and Galli, The evolving role of Europol in the fight against terrorism at the EU level, 2017, p. 148.
185 ECA special report19/2021, p. 20 ss.

186 Regulation (EU) 2019/817 of 20 May 2019 established the European search portal (ESP) managed by eu-LISA. The
ESP was designed to streamline and enhance the access of Member State authorities and Union agencies to various
EU information systems and databases. Specifically, it enables fast, seamless, and controlled access to systems such
as the Entry/Exit System (EES), Visa Information System (VIS), European Travel Information and Authorisation
System (ETIAS), Eurodac (the EU asylum fingerprint database), Schengen Information System (SIS), and the European
Criminal Records Information System for Third-Country Nationals (ECRIS-TCN). Additionally, it allows access to
Europol data and Interpol databases, facilitating efficient information retrieval aligned with each entity's access rights
and the objectives of these systems. This integrated approach supports the efficient performance of Member States
and agencies in tasks related to security, migration, and law enforcement.

187 Europol's reply to the ECA special report19/2021.

188 These databases are explained in the next sub-sections.

189 Europol, Programming document 2024-2026.

30


https://op.europa.eu/webpub/eca/special-reports/europol-19-2021/en/index.html
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019R0817
https://www.eca.europa.eu/Lists/ECAReplies/EUROPOL-Replies-SR-21-19/EUROPOL-Replies-SR-21-19_EN.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Europol_Programming_Document_2024-2026.pdf

Proposal fora Regulationon police cooperationto counter migrant smuggling and human trafficking

5. Review of the subsidiarity, proportionality and necessity of
the proposal

Section 5 assesses whether the proposalrespects the principles of subsidiarity and proportionality,
as set out in the Better Regulation Guidelines and Toolbox.™® It starts by analysing the choice of
legal basis of the proposal, before diving into the principles of subsidiarity and proportionality.
Furthermore, it evaluates how well the proposal aligns with the existing legislative framework,
particularly in terms of coherence with other EU initiatives, while it also examines its necessity in
light of the EU legal instruments already available or planned.

5.1. Legal basis

The legal basis suggested by the Commission for the proposed regulation combines Articles 85, 87
and 88 TFEU. Article 85 provides for judicial cooperation and regulates Eurojust. It defines Eurojust's
mission as 'to support and strengthen coordinationand cooperation between nationalinvestigating
and prosecuting authorities in relation to serious crime affecting two or more Member States or
requiring a prosecution on common bases', on the basis of information that it may obtain from
Member States'authorities and Europol.

Article 87 TFEU confers upon the EU the competence to establish police cooperation involving
Member States' competent authorities. It is related to Article 88 TFEU, which empowers the
European Parliament and the Council to adopt regulations to determine Europol's structure,
operation, field of actionand tasks. The latter also mentions Europol's role in operational actions and
JITs (if needed, alongside Eurojust).

It is interesting to note that up until now, the Europol Regulation was solely based on
Article 88 TFEU.™ The proposal introduces for the first time an additional legal basis, namely
regarding Eurojust. Other relevant legal acts, such as the regulations governing Frontex and
Eurojust, solely use as legal basis the Treaty provision that concerns them directly, namely Articles
77(2)(b) and (d) and 79(2)(c) TFEU for Frontex,*? and Article 85 TFEU for Eurojust.*®® It is unclear
why the Commission decided toadd the Treaty provisionon Eurojust as a legal basis, given that the
present proposal does not amend the Eurojust Regulation.** This point was raised during the Council
negotiations.

5.2. Subsidiarity and proportionality of the proposal

The principle of subsidiarity is laid down in Article 5(3) TEU. Under this principle,in areas whichdo
not fall within its exclusive competence, actionat EU level should be taken only when the objectives
envisaged cannot be achieved sufficiently by Member States alone and may be better achieved at
Union level. Subsidiarity first requires an explanation as to why actions at the national level are

190 Eyropean Commission, Better regulation toolbox, July 2023 edition, Tool #5; European Commission, Better

Regulation Guidelines, SWD(2021) 305.

Europol Regulation 2016/794 and the 2022 amendment; similarly, the previous Council Decision of 6 April 2009

establishing Europol was solely based on Treaty provisions relating to police cooperation (more specifically the

previous Articles 30(1)(b), 30(2) and 34(2)(c) TEU).

192 Regulation (EU) 2019/1896 of 13 November 2019 on the European Border and Coast Guard (EBCG), superseding
Regulation (EU) 2016/1624 of 14 September 2016 on the EBCG.

193 Regulation (EU) 2018/1727 of 14 November 2018 on Eurojust.

194 Council of the European Union, Interinstitutional file 2024,/0438(COD), 12 January 2024, Position of Latvia p. 15.

191
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insufficient to achieve the objective of the proposal,and second, to assess whether thereis anadded
valuein EU actions.

The transnational nature of the crimes at stake (namely migrant smuggling and traffickingin human
beings) makes it impossible to solely regulate them at the national level. Member States
acknowledge this need for cross-border cooperationand for Europol's role to facilitate it.”* The EU
does indeed have the competence to act in this matter. However, a 'one-size-fits-all' approach
proves problematic, with regard to certain provisions of the proposal. This concerns notably the
requirement for Member States to designate national specialised services to cooperatewith Europol
(see section 6.4).® This may, for instance, affect national sovereignty,” particularly in Member
States like Sweden, where law enforcement authorities are not governed at the national level, and
the establishment of units falls within the internal competence of those authorities. The crimes in
question require flexibility and Member States do not necessarily accept that organisational details
should be regulated in law, let alone at the European level.**®

The proposal reflects a trend by European legislators in recent years to push for a greater
centralisation of powers, thereby disrupting the balance between the Member States and the EU
level.™ This was notably apparent in the recent SIS proposal,?® where the Commission initially
proposed for Europol to be able to enter alerts on persons directly into the system, without the
involvement of Member States.” Eventually, the adopted regulation did not go as far as that, still
leaving a significant role to the Member States.?®? The present proposal on enhancing police
cooperation also attempts towards centralisation, for example, by imposing on Member States an
obligation to share all information they have with regard to migrant smuggling and trafficking in
human beings. This would foster centralisation in the sense that Europol (rather than the Member
States, as is currently the case) would ultimately be competent to determine whether the
information shared is relevant to its tasks. This would reverse the relationship and have Member
States support Europol, instead of the other way around.

Turning to the principle of proportionality, this requires that the content and form of the EU action
do not exceed what is necessary to achieve the objectives of the Treaties.?® The Commission's
argument regarding compliance with the proportionality principle essentially relies on the
effectiveness and efficiency of the EU-level support for Member States in tackling these issues.? It
does, however, not clearly address the question of necessity. Inthe supporting analytical document,
the Commission further elaborates on the safeguardsin place vis-a-vis the proposal, including the
limited — yet still broad — scope of the mandatory sharing of information (limited to the fight against
migrant smuggling and human trafficking), and the effective data protection supervision by the
European Data Protection Supervisor (EDPS). While the former will be further discussed in Section

195 As can be seen through all amendments to the Europol Regulation.

196 Article 7 of the proposed regulation COM(2023) 754.

7 As argued by both Sweden and Germany in the Council negotiations, see Council of the European Union,

Interinstitutional file 2024,/0438(COD), 12 January 2024, Position of Germany and Sweden, pp. 8 and 27.

198 Interview with Swedish national authorities.

199 |nterview with academic; Interview with EDRI.

200 proposal for a Regulation amending Regulation (EU) 2018/1862 on the establishment, operation and use of the SIS in

the field of police cooperation and judicial cooperation in criminal matters as regards the entry of alerts by Europol,
COM(2020) 791.

201 ibid, Article 37a.

202 Regulation (EU) 2022/1190 of 6 July 2022 amending Regulation (EU) 2018/1862 as regards the entry of information
alerts into the SIS on third-country nationals in the interest of the Union.

203 Article 5(4) TEU.
204

Proposed regulation COM(2023) 754, explanatory memorandum, pp. 6-7.
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6.3.1., the latter has been the object of criticism by civil society organisations,?** academics®* and
the EDPS?” itself in the past.

5.3. Necessity and coherence of the proposal

The Explanatory Memorandum considers the proposal to be consistent with the EU legislative
framework on counterterrorism and information exchange developed since 2015. However, the
proposal does not clearly or comprehensively articulate its relationship with the baseline in this field,
i.e. existing EU legislation aswell as pending legislative proposals that might have animpact on the
problem of information sharing in migrant smuggling and human trafficking cases.

Interviews conducted for this impact assessment reveal uncertainty regarding the interaction
betweenthe proposed regulationand relevant EU initiatives aimed at enhancing police cooperation
in the EU, particularly the EU Police Cooperation Code and the interoperability framework
established by Regulation (EU) 2019/818. This lack of clarity raises questions about the necessity of
the proposal given the scope and potential effectiveness of these relatively new initiatives.
Furthermore, this section will assess to what extent the proposed regulation streamlines and
complements the newly adopted 2024 Directive on human trafficking®® and its governance
mechanism.

5.3.1. Relationship with the interoperability framework

On 20 May 2019, two Interoperability Regulations®® were adopted to set up a framework for
interoperability between existing and future EU information systems for police and judicial
cooperation,asylumand migration. The new interoperability system should be operational by 2027.
The Entry/Exit System (EES), which was supposed to start on 10 November 2024, has been
postponed with no new date set, and is now proposed to be rolled out in a phased manner.?°
Moreover, ETIAS (the European Travel Information and Authorisation System) — a system that will
check the security, migrationand healthrisks posed by non-EU nationals who do not need a visa to
enter the Schengen area — is due to become operationalin the first half of 2025.

Although Europol is set to gain enhanced access to databases like ETIAS, EES and ECRIS-TCN, this
access may be limited and must fall under Europol's mandate. Eurodac, for instance, requires that

205 EDRI Letter to the European Parliament, Plenary vote on the revision of Europol's mandate, 28 April 2022; Fair Trials

Article, EU must reconsider the expansion of Europol's data processing powers, 1 February 2022.

206 D.B.C. Hoek and J. Stigter, 'Europol: an overwhelming stream of big data', Revue international de droit pénal, Vol.

92(2), 2021, pp. 19-44; S. Tas, 'Europol's 'Big Data challenge", Digi-Con, 2022.
EDPS, EDPS takes legal action as new Europol Regulation puts rule of law and EDPS independence under threat, press
release, 22 September 2022.

208 Directive (EU) 2024/1712 of 13 June 2024 amending Directive 2011/36/EU on preventing and combating trafficking
in human beings and protecting its victims.

207

209 Regulation (EU) 2019/818 of 20 May 2019 on establishing a framework for interoperability between EU information

systems in the field of police and judicial cooperation, asylum and migration and amending Regulations (EU)
2018/1726, (EU) 2018/1862 and (EU) 2019/816; Regulation (EU) 2019/817 of 20 May 2019 on establishing a framework
for interoperability between EU information systems in the field of borders and visa and amending Regulations (EC)
No 767/2008, (EU) 2016/399, (EU) 2017/2226, (EU) 2018/1240, (EU) 2018/1726 and (EU) 2018/1861 and Council
Decisions 2004/512/EC and 2008/633/JHA.

Justice and Home Affairs Council (Home Affairs): joint press conference by Sandor Pintér and Ylva Johansson,
10 October 2024. Most recently, on 4 December 2024, the Commission published a proposal to roll out the EES in a
phased manner, see European Commission, Proposal for a Regulation on a temporary derogation from certain
provisions of Regulation (EU) 2017/2226 and Regulation (EU) 2016/399 as regards a progressive start of operations
of the Entry/Exit System, COM(2024) 567.

210
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the search by Europolis necessary to support and strengthenaction by Member States.? The table
in Annex Il provides a summary of the legal basis, types of data, and Europol's access to various
databases under the interoperability framework.

The present Commission proposal is not directly linked to accessing the above-mentioned
databases but rather introduces an obligation on Member States to share information on migrant
smuggling and trafficking in human beings with Europol. Consequently, the interoperability
framework and the Commission proposal offer different means for Europol to fulfil its mandate.
However, it remains unclear how an enhanced access to databases and the interoperability
framework will address the proposal's core objective, namely to improve police cooperation and
information sharing in migrant smuggling and human trafficking cases. Therefore, the inclusion of
mandatory information-sharing provisions may appear premature.?? An intervention by the
Commission could be left for future determination, following an evaluation of Europol's challenges
in information exchange after the operationalisation of the new interoperability system.

5.3.2. Relationship with the EU Police Cooperation Code

The EU Police Cooperation Code is a comprehensive legislative package that the European
Commission puts forward to streamline and improve police cooperation across the European Union.
In force since 2023, it comprises the Prim Il Regulation?® and the Directive on information
exchange.?*The Commission proposal does not sufficiently substantiate the reasons for providing
Europol with additional powers, in light of the ones assigned by these recent legal acts. The
Commission states that Directive on information exchange will effectively close the gap of
information sharing among Member States although 'a major gap remains due to the insufficient
sharing of information with Europol'.?* However, this statement can be disputed, given that the aim
of the cited directive is to ensure not only an adequate and rapid information flow between
competent law enforcement authorities, but also with Europol.?¢ More particularly, the directive
determines SIENA as the mandatory channelfor the exchange of criminalinformation by default®”
and introduces an obligation to put Europol in copy of every information exchange concerning
crimes falling under its mandate.?® With the transposition of the Directive due by 12 December
2024, Europol will undoubtedly experience anincrease ininformation received by Member States in
the medium to long term.#°*The PrUm Il Regulation further integrates Europol to the framework, by
establishing that where necessary to achieve its objectives the agency will have access to data
stored by Member States in their national databases and police record indexes.?®

21 Article 21(1) of the Eurodac Regulation.

212 |nterview with academic.

213 Regulation (EU) 2024/982 of 13 March 2024 on the automated search and exchange of data for police cooperation.

214 Directive (EU) 2023/977 of 10 May 2023 on the exchange of information between the law enforcement authorities of

Member States and repealing Council Framework Decision 2006/960/JHA.

215 Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, p. 14.

216 Recital 37 of Directive (EU) 2023/977.
27 ibid., Article 13.

218 ibid., Article 12.
219

Interview with Europol Data Protection Function (DPF).

220 Regulation (EU) 2024/982 of 13 March 2024 on the automated search and exchange of data for police cooperation.
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5.3.3. Relationship with the 2024 Anti-Trafficking Directive

Both the revised EU Anti-Trafficking Directive?® and the proposed regulation on enhancing police
cooperationaim to address the issue of impunity surrounding human trafficking, as well as the low
rates of investigation, prosecution, and conviction within the EU. Despite these shared objectives,
the two initiatives divergein their identification of root causes of the problemand differ notably in
scope. The revised directive connects these issues to several factors: the existence of specific forms
of exploitation that were not explicitly covered in previous definitions of traffickinginhuman beings,
the increasing use of sophisticated methods and technological means, challenges in proving
trafficking offenses in national courts, and the inadequate accountability of legal entities involved in
trafficking activities. In addition to the provisions with a particular focus on criminalisation, the
directive emphasises the need for improved assistance, support, and protection for victims of
trafficking.??

The proposed regulation, by contrast, does not include any specific references to victims of
trafficking and their possible involvement in information exchange and data sharing with Europol.
Furthermore, the primary focus of the proposal is on migrant smuggling, relegating traffickingin
human beings to a secondary position. This appears problematic as human trafficking is a serious
crime that abuses people's fundamental rights and dignity and deserves comprehensive legal
attention.?® This approachintroduces a risk of conflating human trafficking with migrant smuggling,
which can hinder effective investigations by overlooking the unique aspects of human trafficking
and failing to adequately address the needs of victims.?*

Interviewees consider the enhanced role of the EMSC in human trafficking cases as a promising
opportunity to recognise and address human trafficking as a distinct crime.?” This approach may
help resolve issues where significant investigations with a cross-border dimension are confined to
nationaljurisdictions, even when victims hold multiple nationalities and relevant information remains
unknown to Europol and the affected countries.?® Instances have been observed where countries
initially perceive certain casesasan independent phenomenon, only to later recognise a pattern of
increased exploitation across specific nationalities. In such cases, task forces may be established,
leading to operational meetings with Member States, where connections between these cases are
ultimately identified based on common modus operandi. This level of analysis canonly be achieved
at the level of Europol.?” Furthermore, enhanced cooperationamong Member States not only leads
to an increased number of prosecutions but also improves the identification of victims, a clear
objective of the 2024 EU Anti-Trafficking Directive. By facilitating the exchange of information in
criminal cases, law enforcement authorities can begin to detect similar patterns of trafficking activity
within their own jurisdictions.?*

221 Directive (EU) 2024/1712 of 13 June 2024 amending Directive 2011/36/EU on preventing and combating trafficking
in human beings and protecting its victims.

22 ibid.

223

Interview with European Council on Refugees and Exiles (ECRE).

224 One striking example of this approach is the infamous Essex lorry case in which 39 Vietnamese people, including

children, lost their lives. While there were clear signs of exploitation of the people transported, investigation and
prosecution of those responsible focused on smuggling charges. This happens as proving the elements of migrant
smuggling in most jurisdictions is easier than those of trafficking in human beings, especially when no profit
requirementis included in the definition of the smuggling offence.

225 |nterview with EU Anti-Trafficking Coordinator.

226 ibid.

227 ibid.

228 ipid.
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6. Review of the objectivesof the proposal

6.1. Strengthening inter-agency cooperation on migrant
smugglingand traffickingin human beings

This section deals with the first objective put forward by the European Commission, which aims to
further strengthen the cooperation between Europol and Eurojust, as well as with Frontex. This
section will assess the strengthening of their cooperation, examining thereby their complementarity
and potential overlaps.

6.1.1. Increased cooperation with Eurojust

The Commission proposal aims to increase cooperation with Eurojust in two ways. Firstly, through
Eurojust's presence in the Centre Against Migrant Smuggling — with the appointment of a
representative in the strategic tasks of the Centre (Article 4.1) and of a LO (permanently
represented at Europol) in the operational tasks of the Centre (Article 4.2). Secondly, by ensuring
appropriate involvement of judicial authorities in criminal investigations on migrant smuggling and
trafficking in human beings (Recital 11). The Commission pointed out the need to not only 'boost
their cooperation'but also 'promote effective synergies'.?*®

Current cooperation

Under the current legal framework, Europol and Eurojust already cooperate in various ways,
including through JITs and information sharing.?° Europol's operational cooperation within JITs
covers among other things its participation in the teams, Europol's authority to propose the
establishment of a JIT to Member States, and its role in information sharing with team members.
Additionally, when Europol requests the initiation of a criminalinvestigation by a competent national
authority, it should immediately inform Eurojust of both the request and the decision of the national
authorities on it.%*

Eurojust has indirect access to data stored by Europol. Similarly, Europol may also conduct searches
in the information provided to Eurojust through a hit/no hit system.??Under this system, one agency
submits a request containing specific data to the other agency, enabling the cross-checking of
information and facilitating the linkage of ongoing investigations. As information and intelligence are
typically shared with Europol during the investigative phase, prior to the initiation of judicial
cooperation facilitated by Eurojust, Europol often secures more 'hits'in practice.?* The two agencies
are working together to improve the technical access for the hit/no hit system.** It will be
automated and fully computerised once the Eurojust case management system has been replaced
(by September 2025).%°

229 Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, p. 31.

250 Articles 5 and 21 of the Europol Regulation.

251 Article 6 of the Europol Regulation.

232 Article 49 of the Eurojust Regulation.

233 |Interview with Eurojust.

254 Eurojust's reply to the ECA special report, 2021. At the moment, when Europol wants to check for potential

connections to information held by Eurojust, it submits a specific request with information that has to be logged
manually.

255 |nterview with Eurojust staff.
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The cooperationis also established in a Working Arrangement, signed in 2010.%° The arrangement
relates to the sharing of information between the two agencies, and their cooperation in JITs. It
further stipulates that Eurojust may be associated to Europol's analysis work files (the current
APs)?*”and vice-versa - Europol may be involved in Eurojust's strategic and coordination meetings
and may request to participate.”® To form effective synergies and enhance inter-agency
cooperation, the agreement also provides for the possibility of temporarily agreeing on the
deployment of representatives to the other agency's premises. In that context, Eurojust appointed
a representative in 2022 in the European Counter-Terrorism Centre (ECTC) at Europol.?*® The
Working Arrangement is however outdated and has not been adapted to the new legislative
frameworks of both agencies. While there have been recent discussions about a potential new
cooperation agreement, Europol indicated that there is no need to reform the agreement for the
time being.?*

At the moment, two so-called 'bridge-makers' exist for counter-terrorism and cybercrime.?* Their
role is to bring the agencies closer together and ensure smoother cooperation, facilitating inter-
agency communication.

In practice, Eurojustalso has good cooperationwith Europol with regard to migrant smuggling and
trafficking in human beings.?? This takes place through the participation of a contact point from
Eurojust — usually someone from the national desks?** inthe AP Migrant Smuggling and AP Phoenix.
Eurojust also stepped up its cooperation with the EMSC in 2023 by holding regular bilateral meetings
and participating in the Europol Joint Liaison Task Force on migrant smuggling and human
trafficking.?** This task force brings together seconded LOs from Member States, third countries and
Eurojust to Europol's headquarters, toaccelerate cooperationin major investigations.?*

A new pilot initiative aims to enhance coordination between Europol and Eurojust. This initiative will
test a system whereby Europol, upon receivingMember State consent, will notify Eurojust's national
desks about upcoming operational meetings.?*® Eurojust canthen ask national authorities if they are
interested inattending the meeting(s) or initiate an investigation. This approach, however, is limited
to Europol's operational meetings under analysis projects and excludes OTFs. In OTFs, the two
agencies do not share information in a structured and systematic way, although Eurojust may
informally receive information on specific crime areas, such as traffickingin human beings, through
its contact points and meetings with members of the EMSC.

Presence of Eurojust in the European Centre Against Migrant Smuggling

The Commission proposal envisages a formalised role for a Eurojust representative at the European
Centre Against Migrant Smuggling, although the practical aspects remain somewhat vague.
According to interviews conducted with Europol staff members, a permanent Eurojust LO at the

2% Agreement between Eurojust and Europol.

257 ibid, Article 11.
238 ibid, Article 12.

239 Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, p. 21.

240 |nterview with Europol.

241 Interview with Eurojust.

242 ibid.

243 National Desks at Eurojust represent Member States and are the main contact points for prosecutors and investigative
judges when they need assistance in a particular criminal investigation. Each desk is led by a seconded National
Member.

244 Eurojust, Annual Report 2023, p. 34.

245 Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, p. 19.

246 |nterview with Eurojust.
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EMSC would not necessarily lead to participation in all Centre meetings.?*” Eurojust's involvement
would likely depend on whether the meetings are focused on matters of strategic or investigative
cooperation. Eurojust representatives are generally in favour of this formalisation, seeing the LO's
role as twofold: first, to relay strategic information on broader Europol projects to Eurojust's
College,**® and second, to share specific, targeted information (e.g. regarding an OTF) exclusively
with the national desk at Eurojust directly affected by the information. This delineated approach
would allow Eurojust to support national authorities effectively while maintaining operational
security.

Complementarity of the agencies'roles

The proposal as such does not address judicial follow-up, but merely mentions the involvement of
judicial authorities in criminal investigations (Recital 11). More clarity is given by the Commission in
its analytical supportingdocument, accordingto which it is key to ensure necessary judicial follow-
up. This may be ensured by involving Eurojust at an early stage and informing them about existing
OTFs.?* This might be achieved by the deployment of Eurojust LOs to Europol. However, not all
OTFs require the setting up of JITs.*® In fact, some OTFs will ultimately result in judicial follow-up
solely in one country.

Eurojust representatives support the codification of OTFs in the proposal but express concerns
about the lack of explicit references to judicial follow-up in the text.® They suggest that Eurojust
needs to be informed when Member States or Europol establishan OTF focused on specific criminal
activities. Early involvement of Eurojust would be particularly beneficialinthree scenarios: as soon
as a nationaljudicial authority is handling the case; whenever the OTF is working on potentialaction
days or potential execution of investigative measures that require judicial authorisation; whenever
there is a potential for a JIT to be set up alongside the OTF.*?In all these cases, early involvement
would enable Eurojust to provide timely support and coordination to national authorities, optimising
the judicial use of police-level coordination. Conversely, the involvement of Eurojust would be
unnecessary for those OTFsfocused solely on intelligence sharing.?*

6.1.2. Increased cooperation with Frontex

The proposed regulation also envisages strengthening the cooperation with Frontex. It suggests that
a representative of Frontex be part of the European Centre Against Migrant Smuggling in its
strategic tasks, and a LO be permanently appointed to Europol to be part of the Centre in its
operationaltasks (Article 4). This scheme would notably support the coordination, cooperationand
exchange of information between the agencies. The Commission explained in its subsequent
analytical supportingdocument that the objective of the proposalis to ensure effective information
sharing and overcome obstacles in the existing legal framework and at operational level.*

247 |nterview with Europol.

248 The Eurojust College is composed of the national members from each of EU Member States (except Denmark) and is

responsible for the organisation and operation of the agency. The members include judges, prosecutors and other
judicial professional with equivalent competence.

249 Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, 2024, p. 31.
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254 Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, p. 6.
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Cooperation with Frontex under the current legal framework

Cooperation between Europol and Frontex is governed by a cooperation agreement concluded in
2015.%°° However, since then several amendments were introduced to the regulations governing
Frontex®®and Europol,?’ further expanding their competences.

More specifically, the 2019 Regulation on the European Border and Coast Guard explicitly empowers
Frontex to process operational personal data it collected ‘while monitoring migratory flows, carrying
out risk analyses or in the course of operations for the purposes of identifying suspects of cross-
border crime' when there are reasonable grounds to suspect that the person is involved in cross-
border crime.?*® This may include any individual suspected of a crime (e.g. who committed the crime,
covered up the crime or helped in committing the crime).? The data can then be shared with
Europol when strictly necessary for the performance of its mandate.?° These criteria have also been
clarified in recent case-law of the Court of Justice of the European Union (CJEU),*! and will be
further analysed in section 7.2. (on the processing of biometric data). The Court case concerned
sensitive data but clarified more broadly the concept of 'strict necessity' as entailing a control to
ensure the observance of the principle of data minimisation. 2

In light of these changesin the agencies' mandates and supervisory work conducted notably by the
EDPS (which will be discussed in the subsequent paragraph), the agencies signed a joint statement
in January 2024 outlining their willingness to further strengthen their cooperation, through better
coordination and complementarity of their activities.?®®* The final step will be the conclusion of an
updated Working Arrangement, which is currently under negotiation.* Additionally, Frontex's
Management Board adopted rules onthe processing of operational personal data by Frontex, which
clarify the legal framework for transmitting personal data to Europol (and Eurojust).?* Operational
personal data should only be shared if strictly necessary, in compliance with the working
arrangements, following the need to know and right to know principles,?®on a case-by-case basis,
and with respect to the principles of necessity and proportionality. This significantly limits
information-sharing practices.

255 Agreement on operational cooperation between Europol and Frontex, 4 December 2015. It supersedes a previous

agreement signed in 2008.
256

Regulation (EU) 2016/1624 of 14 September 2016 on the European Border and Coast Guard; Regulation (EU)
2019/1896 of 13 November 2019 on the European Border and Coast Guard (2019) (EBCG Regulation).

257 Europol Regulation 2016/794, 2022 amendment.

258 Article 90(1) of the EBCG Regulation.

259

Interview with Frontex DPO.

260 Article 90(2) of the ECBG Regulation — 'with Europol, or Eurojust where they are strictly necessary for the

performance of their respective mandates and in accordance with Article 68; or competent law enforcement
authorities of the Member States where they are strictly necessary for those authorities for the purposes of
preventing, detecting, investigating or prosecuting serious cross-border crime'.

261 CJEU Case C-205/21, Ministerstvo no vatreshnite raboti, judgment of 26 January 2023.

262 ibid, paragraph 125. The principle of data minimisation requires the data controller to limit the data collection to what

is strictly relevant and necessary to accomplish the purpose for which they are processed (see Article 5(c) GDPR).

263 Joint statement on cooperation and complementarity between Europol and Frontex, 31 January 2024.

264 Interview with EDPS; Interview with Frontex DPF; Interview with Europol DPF; Interview with Frontex.

265 Article 15 of Frontex Management Board Decision 5/2024 of 18 January 2024 adopting the general rules on the

application of the Data Protection Regulation by the agency (accessible in Frontex's Public Register of Documents).

266 The need to know principle is established on a case-by-case basis and requires at least: either (1) direct or indirect

links between the activity of asuspect and the Member State; or (2) likelihood that the national and/or public security
of the Member State is affected by the criminal activities of a suspect or the organised crime group; or (3) submission
of ajustified written request for information by a Member State. The right to know principle is established on the basis
of the handling codes used by the source transmission of operational personal data to the Agency.
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Cooperationin practice

Until recently, there has been an active exchange of
information occurring between Frontex and Europol.
This cooperation occurred through two means.?®” On
the one hand, Frontex submitted information onits own
account in compliance with Europol's mandate, and on
the other hand, Europol could request information from
Frontex. This practice was, however, slightly modified | . . : . )
following an EDPS data protection audit report on !ncl.u.des bupgraphugal |nfor.mat|0n on

) ) individual migrants, information on their
Frontex in 2022.*** The EDPS audit assessed the | joymey, on reasons why individuals leave
agency's collection of personal data (e.g. through | their home country, and other
debriefing interviews) and their processing for the | declarationsthey maywant to make.
purposes of identifying suspects of cross-border crimes
and carrying out risk analysis. As part of the audit,
Frontex's exchange of operational personal data with
Europol was also examined.

Information collected in debriefing
interviews
Debriefing interviews are conducted in

the framework of Joint Operations, on an
ad hoc basis. The information collected

Source: EDPS, Audit report Case 2022-
0749 on Frontex (2022).

The EDPS noted several issues in relation to Frontex's internal data protection rules,® among

others, that Frontex automatically shared debriefing reports with Europol without assessing the
'strict necessity' requirement of their legal framework. The EDPS also raised doubts as to the
compliance of the debriefing activities with the principle of fair processing,?° as well as purpose
limitation (with regard to risk analysis), while it also observed issues of joint controllerships.On the
data sharing with Europol, the EDPS decided to open a separate investigation.”* For several years,
data had been automatically shared with Europol when it fell under Europol's mandate,?? without
checkingstrict necessity. After the EDPS opinion, Frontex ended this practice.?”® As a conseguence,
Frontex now merely replies to duly justified requests sent by Europol which are then assessed by
Frontex's Analysis Unit to determine whether they meet the criterion of strict necessity.?”* This may
explainthe decreasein Frontex's contribution to Europol mentioned by the Commission,?* as it may
be more time-consuming for Europol to draft targeted requests than to get automatic transfers of
data.

The two agencies adopted a joint concept note, to clarify the remits within which the transfer of
operational personal data from Frontex to Europol can take place.”® Two types of requests canbe
made. Firstly, case-based requests, which are explicitly related to specific criminal investigations,
and secondly, trend-based requests, which are more general and allow for an overview of the
criminalintelligence picture within a specific area.

267 |nterview with Frontex DPO.

268 EDPS, Audit report Case 2022-0749 on Frontex, 5 and 6 October 2022.
269 ibid., p. 5.

270 The principle of fair processing requires the processing to not be misleading for the data subject, or be a threat to

their privacy.
271 The findings of the investigation have not yet been published (information given in the interview with the EDPS).

272 As noted by the EDPS in the 'Exchange of personal data between Frontexand Europol — Processing of Personal Data

for Risk Analysis (PeDRA) project'at the Hearing of the European Parliament's LIBE Committee, 8 November 2022, p.
4.
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In view of decreased inter-agency information sharing, it could be argued that strengthened
cooperation between Frontex and Europol may improve the fight against migrant smuggling and
traffickingin human beings. However, that must be done in a data protection compliant manner.

Another issue relates to the anonymity of the data shared. In principle, Frontex should only share
anonymous data with Europol. The EDPS found, however, that the operational data shared would
ultimately allow for the identification of the interviewee.?”

Presence of Frontexin the Centre

The Commission proposal envisages a formalised role for a Frontex representative and LO at the
European Centre Against Migrant Smuggling, although the practical aspects remain somewhat
ambiguous. Their role could perhaps help in the submission of targeted requests from Europol and
facilitate transfers complying with the requirement of strict necessity.

Currently, a LO from Frontex is posted at Europol, and vice-versa.?”® Interviews conducted for this
study noted that this exchange can have anaddedvalue inraising awareness of the different working
methods.?”® Their function remains broad, as they cover all areas of crime. Additionally, currently
some experts from Frontex are temporarily deployed to Europol to deal specifically with matters of
migrant smuggling.” It can be argued that the position does not need to be regulated in a legal
framework, as in practice the setting seems to work well.? Notwithstanding, the role of these
representatives and LOs must be clarified, as well as their functionin both strategic and operational
analysis (particularly since both Frontex and Europol may define these concepts differently %2). The
risk must be avoided for a member of Frontex to receive information that falls outside of their
mandate.?®®

Limitations of the proposal

Blurring of competence

The interrelation between migration and law enforcement issuesis visible in various domains, going
beyond Europol and Frontex.?®* Several interviewees raised concerns about a potential overlap
between the two agencies' mandates.?®

The potential risk of overlap originates in the core nature of the agencies, and their establishment
by the Treaties. The Frontex Regulation is based on Article 77(2)(b), (d) and Article 79(2)(c) TFEU,
giving the Union the competence toadopt measures on the crossing points at the external borders,
on the integrated management system for external borders, and on illegal immigration and
unauthorised residence (notably to combat illegal immigration and trafficking in human beings).
Conversely, Europol's mission is defined specifically by Article 88 TFEU with a main task of
preventing and combating serious crimes affectingseveral Member States, terrorism and forms of
crime affecting the common interest of the EU. Accordingly, Frontex is set up as a border guard

277 EDPS, Audit report Case 2022-0749 on Frontex, 5 and 6 October 2022, p. 3.

278 Interview with Europol staff members; Interview with Frontex.
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agency with border management task,#® while Europol is set up as a law enforcement agency.?®
However, Frontex is tasked to contribute to the 'detection, prevention and combating of cross-
border crime at the external borders'.?® This wording overlaps with Europol's mandate which lies
precisely in the prevention and combating of serious crime.?®® Nonetheless, while Frontex should
detect, prevent and combat, it does not intervene in prosecutionand investigation.

The EDPS has on multiple occasions commented on the inter-agency cooperation between Frontex
and Europol. More specifically, inits opinion on the proposed regulation, it emphasised the need to
further delineate and clarify Frontex's role in the fight against migrant smuggling and traffickingin
human beings, forit not be turned 'de factointo a law enforcementagency'.?® In its conclusions of
the Frontex audit, the EDPS also noted that Frontex should not systematically and proactively
collectinformation on cross-border crimes. Instead, information gathering should be 'strictly limited
to identified needs of Europol, Eurojust and Member States competent authorities' and concern
solely persons (e.g. suspects of cross-border crimes) about whom these agencies may process
personal data to performtheir tasks.?* The EDPS also emphasised that debriefinginterviews are to
be conducted for migration management tasks, and thus their objective should not be to gather
operational personal data about suspects of cross-border crimes.?? The European Ombudsman
stated, however, that these debriefinginterviews share similar characteristics to procedural aspects
of criminalinvestigations, as they involve witnesses and/or victims of acts which may be subject to
criminal proceedings.?® In sum, debriefing interviews seemed to aim at identifying suspects, and
other involved individuals, rather than managing migration, which may be problematic from a
criminal law perspective, as potential witness testimonies are collected by proxy, without clear
safeguards.®* The risk of interrelated and quasi overlappingtasks also became visible through their
close connectionin the field. An incident was reported in Greece, in which Europol's Guest Officers
(illegally) joined the debriefing interviews to ask questions to the migrants.?® This has been
condemned by Frontex's and Europol's FRO but testifies to this blurring of competences.

In addition to the unclear distinction between the different competences, there is also a potential
risk of data duplicationinherent to Frontex's practice of debriefinginterviews. In particular, Frontex
may collect an amount of personal data, including information related to operational data on a
potential migrant smuggler disclosed by a migrant. As a next step, Frontex shares the template with
the national authorities to validate it and decide whether it can subsequently be sent to Europol.
Interestingly, information may in some cases be shared on two levels: (a) from national authorities
directly to Europol; and (b) from Frontex to Europol through validation by the competent national
authority. Duplicates may thus exist in Europol's database, however, sometimes information from
Frontex offers more context, as they share the entirety of the debriefing note.?*® Technically,
information could however be sent directly from Member States to Europol. From a data protection

286 Article 1 of the EBCG Regulation.
287 Article 1 of the Europol Regulation.
288 Article 1 of the EBCG Regulation.

289 Article 3 of the Europol Regulation.

290 EDPS Opinion 4/2024, p. 10.
291 EDPS, Audit report Case 2022-0749 on Frontex, 5 and 6 October 2022, p. 5.
292 ibid.

295 European Ombudsman, Case 145/2022/MHZ, Decision on how Frontex ensures respect of the rights of migrants in

'debriefing' interviews, 3 July 2023.
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perspective, this would also allow for stronger data protection since the more actors involved, the
higher the risk of potential data protectioninfringements at the various steps.

Overlaps may also occur when both agencies work in the field, since the Commission proposalis not
sufficiently clear about the deployment of Europol on the ground.®” According to the EBCG
Regulation, Europol may participate ina Joint Operation of Frontex.?®® In such a scenario, both
Europol and Frontex staff may check the same object in practice (e.g. a car, travel document),?®
although at different times. This would resultin a duplication of work, which may also occur if there
is both a joint operationand an OTF taking place. Such case may imply two agencies, two legal
frameworks, two monitoring frameworks and two chains of command. Therefore, it is essential to
clearly delineate the agencies' tasks and provide for coordination, to avoid duplication and
accountability issues.

Finally, with regard to Frontex's cooperation with third countries, it is interesting to note that the
agency works with countries that have cooperation agreements with Europol (e.g. Albania, Moldova,
Torkiye), but also with countries with which Europol did not conclude a cooperationagreement (e.g.
Niger, Senegal, Azerbaijan).*® Strengthening the inter-agency cooperation between Europol and
Frontex could result in a duplication of information received by both agencies, particularly if LOs in
third countries are also to be directly connected to SIENA (as will be developed in section 6.3.2.). It
could alsoallow for the sharing of information obtained in or from a third country with which Frontex
can cooperate, but not Europol (and vice-versa). This could entail for example analytical findings
from Frontex.** Workingarrangements of Frontex usually cover data collection on migration routes,
whicharein principle relevant to Europol's fight against migrant smuggling and traffickingin human
beings.**? Externalrelations of Frontex have been the object of criticism in the past with regard to
data protection safeguards,*® which may then further accentuate if the data is shared with Europol.

6.2. Strengthening steering and coordination in migrant
smuggling and trafficking in human beings by reshaping the
institutional framework and capacities

This section evaluates the second objective of the Commission's proposal, which aims to expand the
coordinationand steering at EU level. This particularly refers to the codification of the EMSC but it
also relates to the increasein Europol's resources and staff, further substantiated inthe legislative
financial statement attached to the proposal.>*

6.2.1. Organisation and governance changes: Formalisation of the EMSC

The proposal aims to establish the European Centre Against Migrant Smuggling in law and outlines
its specific responsibilities. Chapter Il of the proposal details the governance framework of the
Centre. It starts by outlining the composition of the Centre with its different configurations
dependingon whether the Centreis carrying out its strategic or operational tasks (Article 4). To fulfil
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2% Article 38(3)(k) of the EBCG Regulation.
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its strategic tasks, the Centre should be composed of a representative of each Member State, a
representative of Eurojust and Frontex, and — at Europol's discretion and after consultation of the
Member States — representatives involved in the operational implementation of the EU's strategic
and operational priorities (notably in EMPACT). When the Centre performsits operational tasks, it
should be composed of a LO per Member State, as wellasa LO of Frontex and Eurojust as permanent
representatives at Europol. If Europol deems it necessary, it may invite other actors (e.g. other
relevant Union bodies or agencies). The proposal then proceeds to outline more specifically what
the strategic and operational tasks of the EMSC should be (Articles 5 and 6). Strategic tasks, for
example, include providing strategic analysis and threat assessment, as well as monitoring migrant
smuggling and traffickingin human beings withinthe EU and beyond. Conversely, operational tasks
refer to the identification of migrant smuggling and human trafficking cases that may require
operational cooperation (e.g. through OTFs or Europol deployments), or cooperation with third
countries. It may also cover Europol's support to Member States in cross-border information
exchange activities or investigations.

Current state of play

The EMSC was established in 2016, following a Management Board decisionto set up a Union centre
of specialised expertise inthe area of migrant smuggling and traffickinginhuman beings. In fact, the
Europol Regulation expressly provides for the possibility that Europol develops 'Union centres of
specialised expertise for combating certain types of crime'.*®® In the Europol Regulation, specific
mention is made solely of the European Cybercrime Centre (EC3), however, other centres have
been established by Europol (suchas for example the European Counter Terrorism Centre (ECTC)
and the European Serious and Organised Crime Centre). The current regulation does not include
information on the composition of the centres, nor their tasks. It merely states that the Management
Board should decide on the establishment of Europol's internal structures, including the Union
centres of specialised expertise, upon a proposal of the Executive Director.*® The EMSC is part of
the European Serious and Organised Crime Centre, which is divided into three targeted Units,
namely: (1) EU Drugs Unit, (2) EU Organised Crime Unit; and (3) EMSC.**’

Limitations of the proposal

While the Commission proposal offers more transparency on the role and functioning of the Centre,
it distinguishes the European Centre Against Migrant Smuggling from the other centres such as the
ECTC or the EC3, without clarifying why. Additionally, next to the potential criticism on the
composition of the Centre (as has been developedin section 6.1.), the proposalstill leaves a lot of
uncertainties withregard to its governance and tasks.

With regard to the composition of the Centre as provided for in the proposal, temporary
deployments of LOs from other agencies, such as Frontex, already exist.*® It is difficult to assess
whether a permanent deployment would have a significant impact, since such a deployment does
not automatically lead to constant active participation.>*® Additionally, in terms of operational tasks,
it is in principle up to each Member State to decide which members can join the operational
meetings.*° To give a theoretical example, if France only wants to have Spain and Italy around the
table, then others cannot join. Allowing every EMSC member to join these meetings would

305 Article 4(1)(l) of the Europol Regulation.
306 Article 11(1)(s) of the Europol Regulation.

307 Europol, webpage European Serious and Organised Crime Centre — ESSOC, 2022.

308 |nterview with Europol.

309 ibid.
10 ibid.
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jeopardise the investigation, as members would be less inclined to share concrete information on
the operation.*™ A clear distinction should be drawn between strategic and operational meetings.

Risks of less flexibility

Froma law enforcement perspective, the Centre's codification may ultimately reduce the efficiency
of Europol, instead of reinforcingit. The new proposal would put the rules regarding the organisation
of the Centre in the hands of the EU legislators, and no longer in those of Europol's Management
Board (upon proposal of the Executive Director). This would significantly reduce the flexibility of
Europol's actions, as Europol itself also indicated.*?In the field of law enforcement, flexibility is key
to be able to respond to major crisis. If compared with the national level, no Member States would
regulate in national law the structure of the police up to the level of units, as aninterviewee argued.®®
This relates tothe idea that law enforcement authorities are better suited to decide on their priorities
and working methods. In this respect, Europol also shared concerns about this provision in the
Commission proposal and the extensive codification of the Centre, as this would significantly reduce
its flexibility. Codifying the Centre in a regulation provides it with a permanent character, in the
sense that any change to it would have to undergo a legislative procedure, whichis a cumbersome
and lengthy process. The criminal world is a dynamic landscape, and criminal priorities constantly
evolve. In this regard, twenty years ago, migrant smuggling and trafficking in human beings were
not considered to be key crime areas.**Itis therefore difficult to predict how the criminal landscape
will evolve in the future.

6.2.2. Additional resources

The proposal suggests to provide Europol with an additional budget of 50 million euros, as well as
50 additional posts by 2027.** Approximately half of the additional funds (i.e. 25.1 million euros)
should be used to develop Europol's technological capabilities (e.g. biometric tools), and
approximately 16.7 million euros would be earmarked for supporting OTFs and providing EMPACT
grants.® The 50 additional posts would comprise 10 temporary agents, 20 contract staff and 20
Seconded National Experts (SNE).®* The latter position is further discussed in section 6.4. The EU
budget adopted for the financial year of 2025 shows that approximatively 241 million euros (5 million
euros over the amount that the Commission initially requested) is provided for Europol.*® This
amount is significantly higher than in 2024 (approximatively 223 million euros).®®

Additional resources are of key importance to Europol, particularly in view of the potential new
responsibilities and tasks given to the agency.?* However, while the material resources to build
systems and buy hardware are reportedly high, the personal resources fall short.*# Initially, Europol
requested more staff to be hired, and particularly more temporary agents, since the positions of

S Interview with Europol; but also interview with Swedish national authorities.

312 |nterview with Europol.

313 Interview with Europol; Interview with Swedish national authorities.

314 Interview with Europol.

15 Proposed regulation COM(2023) 754, p. 9.

516 |egislative financial statement, p. 9 (p. 210f it).

37 ibid (p. 23 of it).

518 European Parliament legislative resolution of 27 November 2024 on the joint text on the draft general budget of the

European Union for the financial year 2025 approved by the Conciliation Committee under the budgetary procedure
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contract staff and SNEs have contractual limitations.*? Contract staff are usually not given access
to operational data, and have merely supporting functions, while SNEs come from national
authorities for a limited period of time to participate in OTFs.** Thus, they do not offer the same
added value as temporary agents. Similarly, external consultants canonly be recruited for a period
of two years, due to the legislation in the Netherlands, the host state of Europol, which results in
considerable inefficiencies due to the constant rotation of staff working for example on IT
systems.3*

Additionally, some of the posts are proposed to be transferred from Frontex to Europol, as a result
of the reduction of the future reinforcement in Frontex staff.?*® Interviews with Frontex staff showed
that although there is trust towards the proposed measures regarding resources, it will require
Frontex to deprioritise some matters due to a lowering of personnel.*® Both Eurojust and Frontex
expect the proposal to increase their workload, which would potentially require an increase in
resources.*”’

Finally, it is important to note that while there wasa significantincreasein Europol's resources and
staffinrecentyears,**® none have been expressly allocated to the supervisory mechanisms - neither
the internal supervisors (the DPO and the FRO) nor the external supervisor (the EDPS). Also under
the Commission proposal, the budget increase would be dedicated to the agency's operational
mandate rather than the supervisory authorities.>® Subsequently, the agency's management could
allocate more resources to the internal supervisors, if it deems it necessary. In order to be able to
monitor and oversee all of the agency's activities, supervisory authorities need to have adequate
resources and grow at the same pace as the agency itself.**° Europol's DPF had already pointed to
theissue of resourcesinthe last twoannual data protectionreports it presented to the Management
Board.**!

6.3. Improving information sharing on migrant smuggling and
traffickingin human beings

6.3.1. Enforcing binding rules on information sharing (including biometric
data) for Member States

Accordingto the European Commission, the current low levels of information sharing with Europol
stem from the fact that Member States have the discretion to determine what information they
consider necessary for Europol to fulfil its objectives.**? To address this, the proposed regulation
introduces enhanced responsibilities for Member States to share information with Europol, including
biometric data, on migrant smuggling and trafficking in human beings. Article 8(1) of the proposal

22 ibid.
323 ibid.

524 |nterview with Europol.

525 | egislative financial statement, p. 9 (p. 23 of it).

326 |nterview with Frontex.

527 ibid; Interview with Eurojust.
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330 |nterview with EDPS; Interview with Europol DPF.
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states that eachMember State should, in accordance with the Europol Regulation, 'provide Europol
with information held by its competent authorities and relating to criminal offences on migrant
smuggling and traffickingin human beings'. Article 8(2) further specifies that this information must
be provided in a timely manner'. According to the accompanying staff working document, this
provisionrepresents a new specific obligation for Member States to share any information they have
on these crimes, as it may be necessary for Europol to establish links between isolated incidents,
and to detect the criminal networks behind these serious crimes.** The proposal thus introduces
the presumption that any information national authorities possess on migrant smuggling and
trafficking in human beings is instrumental in combating organised crime and transnational
networks. Moreover, Article 8(3) requires that each Member State provides other Member States
and Europol with relevant information where there are objective reasons to believe it could assistin
preventing, detecting, or investigating such criminal offences inthose Member States.

Limitations of the legislative proposal

Issues related to effectiveness

It remains unclear how the mandatory sharing of information will effectively solve the problem of
insufficient police cooperation. The Commission identifies the insufficient sharing of information
with Europol, both in terms of quantity and quality,** as the most pressing issue. However, in
practice, the proposal seems to focus on the quantity rather than the quality of shared information.
The staff working document explains that Europol's ability to support efforts against migrant
smuggling and traffickingin human beings is often compromised by the lack of quality information,
i.e. data that goes beyond specific incidents and relates to criminal networks and groups actively
involved along smuggling routes.**> Only such information is said to be useful in the context of
Europol's mandate. However, EU law enforcement action is often limited to low-level facilitators,
such as the skippers of vessels moving the irregular migrants into the EU,**® or refers to forms of
facilitation of irregular migration not involving organised crime. This raises the concernthat national
authorities may be required to share all available information, including that related to low-level
facilitators or cases not involving organised crime (see section 8 on the interplay of the proposal
with the Facilitation Directive). While Europol has emphasised that any type of information can be
relevant®*’, overwhelming the agency with low-quality or marginally significant data could raise
proportionality concerns.

More fundamentally, the mandatory sharing of information under the Europol Regulation
undermines the balance between Member States' and Europol's competence.**® Europol cannot
compel Member States to cooperate and relies on the activities of the national law enforcement
authorities, as reflected in several provisions of the Europol Regulation (see section 5.2 on
subsidiarity). Past experience also shows that imposing cooperation obligations through EU
regulations does not necessarily lead to effective implementation. For instance, while the Eurojust
Regulation requires national authorities to inform their national members at Eurojust of any case
affecting at least three Member States, including trafficking cases,®® this provision is often
disregarded in practice.** This suggests that information sharing is a complex, multi-faceted issue
that cannot be addressed solely through legislative obligations - it requires genuine commitment
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3% EMSC, Tackling threats, addressing challenges, 2023, p. 10.
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from Member States. As explained by one Europol staff member, Europol's foundation lies in the
voluntary sharing of informationand if there is no obligation imposed by law, investigators may feel
more comfortable sharinginformation with the agency.

Coherence with other EU legal acts

In terms of coherence with other EU legal acts, the proposed regulation introduces powers and
responsibilities that go beyond those outlined in recent legislation. This may lead to inconsistencies
in practice. In particular, Directive (EU) 2023/977 on the exchange of information between the law
enforcement authorities of Member States requires law enforcement authorities to assess ona case-
by-case basis whether a copy of the exchanged information should be sent to Europol.>* Inaddition,
the same directive leaves some level of discretion, allowing competent law enforcement authorities
not to use SIENA to send requests for information when, inter alia, the exchange of information
requires the involvement of third countries or international organisations.*? However, the proposal
does not provide for any exceptionsin the obligation to share information via SIENA.**

Concerns regarding proportionality and fundamental rights

In addition to concerns about the effectiveness and coherence of the proposed amendment
regarding mandatory information sharing, there are questions about the proportionality of this
enhanced obligation and its potential impact on the fundamental rights of individuals involved in
these cases. Interviews conducted inthe context of the present study reveal that if the regulationis
adopted as proposed, some Member States might share information on vulnerable individuals,
including asylum seekers and refugees, who are often accused of migrant smuggling due to the
broad contours of this crime.*** The sharing of information in these cases could lead to the
classification of such categories of people as suspects involved in organised crime and to the further
conflation of migration and criminal law enforcement objectives.** In this regard, the broad
definition of migrant smuggling in the proposed Facilitation Directive (COM(2023) 755) could
further expand the scope of the information to be shared with Europol®* (see section 8 on the
interplay between the proposal and the Facilitation Directive). This could heighten the risk of
Europol receiving more information than it is entitled to process under the Europol Regulation but
also more than is necessary for carryingout its tasks effectively. This was precisely the reason why
in the final version of the new Directive (EU) 2023/977, upon the recommendation of the EDPS,**
the mandatory sharing of information with Europol was replaced by a case-by-case assessment of
Member States on whether to send a copy of the exchanged informationto the agency.

Enhanced information sharing could potentially also result in an increased sending of complex and
large datasets of individuals with no clear link to any criminal activity. As will be further elaborated
in section 7.1.1., this may infringe fundamental rights of individuals. The EDPS already noted in 2020
and subsequently in 2021, that the lack of Data Subject Categorisation (DSC) can create issues of

341 Article 12 of Directive (EU) 2023/977.
342 Article 13 of Directive (EU) 2023/977.
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Still, the general exceptions under Article 7(7) of the Europol Regulation would apply (information contrary to the
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compliance with the principles of data minimisation and storage limitation.** Thus, any increase in
Big Data sharing could raise concerns for individuals.

Council position

In June 2024, the Council of the EU proposed to delete Article 8 (on the provision of information
concerning criminal offences on migrant smuggling and traffickingin human beings to Europol and
the Member States) of the proposed regulation. Instead, it suggested to introduce the wording
including migrant smuggling and human trafficking' within the general obligation for Member States
under Article 7(6) of the Europol Regulation to share information. This amendment intends to ensure
the possibility of sharing such data with Europol, without introducing new obligations.**® However,
the necessity of this amendment is unclear, as migrant smuggling and trafficking in human beings
are already listed as crimes under Europol's remit, and a general obligation to share information
already exists.*° It is true that reference in the Europol Regulation to a specific crime might help
raise awareness about the role that the agency can play within that crime area.*' At the same time,
introducing specific obligations for individual crime areas through regulations could potentially
become burdensome, making it difficult for police authorities to follow up on their obligations.**
Additionally, it is possible that the priority currently given to the criminalisation of migrant smuggling
may shift in the future toward other areas of crime.

6.3.2. Beyond Member States: Enhancing information sharing with third
countries

Within the Commission proposal, the strengthening of information with third countries is reflected
in two ways. Firstly, through tasking the European Centre Against Migrant Smuggling with
identifying cases of migrant smuggling or trafficking in human beings requiring cooperation with
third countries as regards information sharing; and secondly, through connecting ILOs in third
countries to SIENA.

Direct information sharing with third countries

In the Explanatory Memorandum to the proposal, the European Commission emphasises the need
for stronger and more systematic information sharing with third countries.*** In this sense, it tasks
the Centre with identifying cases requiring information sharing with third countries, thereby
supporting the Executive Director indeciding on personal datatransfers to third countries ona case-
by-case basis and indirectly promoting that basis of transfer, inaccordance with Article 25(5) of the
Europol Regulation.**

Currentregime

To analyse the direct information sharing with third countries, it is important to understand how
Europol currently cooperates with third countries, when it comes to personaldata sharing. Europol

348 EDPS, Decision of 17 September 2020 relating to EDPS's own inquiry into Europol's big data challenge; EDPS, Decision

on the retention by Europol of datasets lacking Data Subject Categorisation (Cases 2019-0370 & 2021-0699),
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may share data**® onthe basis of (a) an adequacy decision of the Commission pursuant to Article 36
of the Law Enforcement Directive (LED), finding that the third country in question ensures an
adequate level of protection; (b) an international agreement concluded between the EU and the
third country adducing adequate safeguards with respect to the protection of privacy and
fundamental rights and freedoms of individuals; and (c) a cooperation agreement allowing for the
exchange of personal data concluded by Europol before 1 May 2017%*° (more specifically an
operational agreement**’). Europol may also conclude administrative arrangements with third
countries to implement such agreements or adequacy decisions. Table 1 below lists the agreements
currently in place.

In June 2018, the Council authorised the opening of negotiations with eight priority countries
(Algeria, Egypt, Israel, Jordan, Lebanon, Morocco, Tunisia and Turkiye)*® for agreements on the
exchange of personal data between Europol and these countries, and more recently, in 2023, also
with Ecuador,**° Bolivia,**° Mexico,*" Peru,*? and Brazil.*** Civil society quickly reacted to several
agreements, arguing that some of these third countries have poor human right standards (e.g.
Algeria and Egypt being authoritarian regimes; lack of specific data protection laws in some
countries).4

Additionally, by way of derogation, the Management Board may authorise a transfer of personal data
from Europol to athird country if there are appropriate safeguardsina legally binding document or
if Europolin its assessment concludes that appropriate safeguards exist.** The Management Board
may also, in agreement with the EDPS, allow the transfer for a longer period of time (maximum one
year, renewable).**® Finally, the Executive Director can also provide for a 'derogatory regime' to
transfer personal data to one or more third countries on a case-by-case basis if the transfer is
necessary for the reasons listed in Article 25 of the Europol Regulation (e.g. safeguard legitimate

355 Europol Regulation, Article 25(1).

356 |n accordance with Article 23 of Council Decision 2009/371/JHA establishing Europol.
357

Europol can conclude two types of cooperation agreements: (1) operational agreements which include the exchange
of personal data; and (2) strategic agreements which do notinclude the exchange of personal data.

358 EDPS, Opinion 2/2018, Opinion on eight negotiating mandates to conclude international agreements allowing the

exchange of data between Europol and third countries, 14 March 2018.

%9 Council Decision (EU) 2023/1008 of 15 May 2023 authorising the opening of negotiations with the Republic of Ecuador
for an agreement between the EU and the Republic of Ecuador on the exchange of personal data between Europol
and the Ecuadorian authorities competent for fighting serious crime and terrorism.

360 Council Decision (EU) 2023/1009 of 15 May 2023 authorising the opening of negotiations with the Plurinational State
of Bolivia for an agreement between the EU and the Plurinational State of Bolivia on the exchange of personal data
between Europol and the Bolivian authorities competent for fighting serious crime and terrorism.

%61 Council Decision (EU) 2023/1011 of 15 May 2023 authorising the opening of negotiations with the United Mexican
States for an agreement between the EU and the United Mexican States on the exchange of personal data between
Europol and the Mexican authorities competent for fighting serious crime and terrorism.

362 Council Decision (EU) 2023/1012 of 15 May 2023 authorising the opening of negotiations with the Republic of Peru
for an agreement between the EU and the Republic of Peru on the exchange of personal data between Europol and
the Peruvian authorities competent for fighting serious crime and terrorism.

363 Council Decision (EU) 2023/1010 of 15 May 2023 authorising the opening of negotiations with the Federative Republic
of Brazil for an agreement between the EU and the Federative Republic of Brazil on the exchange of personal data
between Europol and the Brazilian authorities competent for fighting serious crime and terrorism. Most recently, on
18 December 2024, the Commission released proposals for Council decisions to conclude and sign the agreement
with Brazil (COM(2024) 580) and (COM(2024) 581).
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interests of data subjects, protect the vital interests of the data subject).*” However, this latter
transfer cannot be used for systematic, massive or structural transfers.

Table 1 — Europol's cooperation with third countries

Forms of cooperation Third countriesinvolved

17 agreements concluded: 3% Albania (2013), Australia (2007),
Bosnia and Herzegovina (2016), Canada (2016), Colombia

Operational agreements (concluded (2016), Georgia (2017), Iceland (2001), Moldova (2014),
before 1May 2017) Montenegro (2016), Norway (2001), North Macedonia (2016),

Adequacy decisions by the European
Commission (underthe LED)

Serbia (2014), Switzerland (2016), Liechtenstein (2016),
Monaco (2011), Ukraine (2016), United States (2001).

United Kingdom (2021).

Working and Administrative Arrangement with New Zealand
(2023); Working and Administrative Arrangement with the

International agreements concluded . .
UnitedKingd 2021).
underArticle 218 TFEU nited Kingdom ( )

Derogations from the Executive Director

Further agreements are currently under negotiation (see
below).

Happened on four occasions: with New Zealand (before the
2023 Arrangement was signed), India, TUrkiye and Brazil. 3¢

Derogations fromthe Management Board None to date.3”°

Source: Author's elaboration

Insufficient safeguards in the information-sharing regime

The exchange of personal data regimes with third countries presents several issues. First and
foremost, Europol canstill exchange personal data onthe basis of operational agreements that were
concluded prior to 2017. Some of them date from the early years 2000 (e.g. the operational
agreement with the United States, Norway and Australia),and may thus no longer comply with the
high data protection standards developed in the EU.*" These agreements should have been
assessed by the Commission by 14 June 2021,*2 however, it appears no such evaluation report has
yet been published.*” Additionally, based on an EDPS audit on the processing of minors' data
received from third countries, it was noted that in some instances minorsinvolved inrelatively minor
infractions (e.g. pickpocketing or shoplifting) were classified as the same level of suspicion as the

367
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369

370

371

372

373

ibid, Article 25(5).
The operational agreement with Denmark concluded in 2022 was excluded from this list as Denmark is an EU Member
State (a more privileged state with the same standards and safeguards). Under Protocol (No 22) on the position of

Denmark, it has an opt-out of all EU Justice and Home Affairs legislation adopted since the Lisbon Treaty.
Consequently, Denmark cannot participate in Europol.

Interview with EDPS; Interview with Europol DPF.

Information obtained from the Commission's impact assessment supporting the revision of Europol's mandate
SWD(2020) 543.

See the Data protection Package: Regulation (EU) 2016/679 of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data (GDPR); Directive (EU) 2016/680
of 27 April 2016 on the protection of natural persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, and on the free movement of such data (LED); and the EUDPR; CJEU Case C-362/14,
Maximilian Schrems v Data Protection Commissioner, 2015; CJEU Opinion 1/15, 2017.

Article 25(4) of the Europol Regulation.

To initiate this evaluation report, the Commission launched a dedicated call for evidence in April 2022, but it seems
this initiative was never brought to completion.
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main organisers of the criminal activity, which may not comply with the principle of 'strict
proportionality'.*”* The EDPS also noted that Europol applied the same assessment as it does when
it receives data from Member States, although in the case of third countries Europol should first
check whether the datais lawfulunder the EU legal system.*”®

As noted above, the proposal indirectly promotes 'derogatory exchanges' of personal dats,
particularly those authorised by the Executive Director.>”¢ The EDPS strongly advised to modify the
relevant recital (Recital 8) of the proposal to avoid it to be interpreted as 'promoting or
recommending regular and systemic use of derogations for transfer of data to third countries'.>”’
Derogations should remain an exception, particularly since they cannot ensure the same protection
of fundamental rights as international agreements. Having an international agreement is a strong
safeguard in itself, as it has to comply with the CJEU case-law, according to which the level of
protection resulting from an international agreement should be essentially equivalent to the
protection offered in EU law.*”® Having an agreement in place ensures this equivalent protection,
which may not be guaranteed in situations of 'derogatory exchanges'. Civil society representatives
warnabout the transferring of data outside of agreements, as this may violate fundamental rights.*”

In theory, when the Executive Director authorises this transfer, the DPO and EDPS are not involved
in the decision-making process. The EDPS is merely informed of the case, and may request
documentation on it.** The Executive Director should authorise the transfer only if it is necessary in
listed situations,*! complying thereby with the 'necessity' requirement but not with 'strict necessity'
asis the case for transfer of data from Frontex (as discussedinsection 6.1.2.) or with biometric data
(as will be discussed in section 7.2.). This lowers the threshold to be met to transfer datato a third
country with which no agreement has been signed. It is interesting to note that the protection
granted in derogations authorised by the Management Board is higher as it requiresanassessment
of whether appropriate safeguards are in place,*®?and situations of a longer period authorising
transfer require an EDPS agreement on the matter.*® It is unclear why the same safeguards do not
apply to authorisations granted by the Executive Director. In practice, it seems that when the
'derogatory exchange' was authorised by the Executive Director, both the G24 Unit and Data
Protection Function (DPF) were involved.*®* The EDPS did, however, conclude that the procedure
should be clarified and further developed.*®* It notably stated that the DPF's request for advice

374 EDPS, Audit report on Europol (Case number 2022-0382), 16 December 2022, p. 3.

575 ibid.

376 Recital 8 of the proposed regulation COM(2023) 754.

377 EDPS, Opinion 4/2024 on the proposed regulation, p. 12.

578 CJEU Case C-362/14, Maximilian Schrems v Data Protection Commissioner, 2015, paragraph 96; CJEU Opinion 1/15,
2017, paragraph 93.

For example, interview with EDRI.

380 Article 25(7) and (8) of the Europol Regulation.
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Article 25(5) of the Europol Regulation lists several situations: (a) necessaryin order to protect the vital interests of
the data subject or of another person; (b) necessary to safeguard legitimate interests of the data subject; (c) essentil
for the prevention of animmediate and serious threat to the public security of a Member State or a third country; (d)
necessary in individual cases for the purposes of the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal sanctions; or (e) necessary in individual cases for the establishment, exercise or
defence of legal claims relating to the prevention, investigation, detection or prosecution of a specific criminal offence
or the execution of a specific criminal sanction.

382 Article 25(4a) of the Europol Regulation, as amended in 2022.

385 Article 25(6) of the Europol Regulation.

384 EDPS, Access to document request —Report on inspection at Europol, Section 4.5. Transfer to third countries and EU
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should be included in the legal provision, and be used in all cases; that the procedure should clarify
the scope of the endorsement by the Executive Director of the advice given notably by the DPF; and
that the procedure should include a regular review of the situation to see whether the original
conditions which gave rise to the authorisationare still complied with.

The Council has, inits negotiating position, deleted Recital 8, referring to the 'derogatory exchanges'
authorised by the Executive Director, as well as most references to third countries.*®

The role of immigration liaison officers

Under Article 8(5) of the Commission proposal, Member States should connect their ILOs based in
third countries to SIENA, with a requirement to share information on migrant smuggling and
trafficking in human beings. If that proves difficult for technical reasons in the third country, they
arerequired to share the information with a national competent authority which then providesit to
Europol through SIENA (directly or through Europol's national unit). Until now, ILOs were not
connected to Europol's operational work, and, therefore, Europol was not directly receiving
information from them.*” National authorities should solely ensure that information obtained from
deployed ILOs, reaches the relevant EU agencies (including Europol).*®2 ILOs should carry out their
tasks in accordance with EU and national laws, including those on the protection of personal data,
and any agreement concluded with the third country.*® By February 2024, approximately 500 ILOs
were deployed around the world.>* The proposal would thus have a significant impact, since it would
(in)directly connectall these ILOs to Europol.

The proposal envisages wide information sharing, that would include anything related to migrant
smuggling and trafficking in human beings. However, this would be hard to justify in light of the
necessity and proportionality principles,®** particularly when information is collected in a country
with a poor fundamental rights record.>? The conditions of collection and transfer of data are not
further clarified inthe proposal, and the latter does not containany specific safeguard. As the EDPS
noted in its audit, when Europol receives data from Member States, it may rely on the national
authority's assessment that the transfer is lawful under their legal system.** With regard to third
countries, the EDPS recommended that Europol should instead performits own assessment on the
lawfulness of data under the EU's legal system.*** In cases when the immigration liaison officer is
posted in a third country and is directly connected to SIENA, it is not clear whether the data transfer
falls under data obtained from Member States or third countries. If one assumes the latter, then
specific safeguards need to be implemented to ensure their lawful transfer.

Another issue relates to the nature of these ILOs. They are defined as LOs deployed in third countries
to dealwith immigration-related issues (Article 2(5)) of the proposed regulation). However, SIENA,
in principle, connects Member States' law enforcement authorities (as well as those of third

386 Council of the EU, Interinstitutional file 2023/0438(COD), 30 April 2024.

387 Analytical staff working document accompanying the proposed regulation, SWD(2024) 94, p. 25.
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countries) and their Single Point of Contact to Europol.**® This means that competent law
enforcement authorities could be involved in SIENA, but not immigration authorities. Accordingto
the Europol Regulation, competent authorities can also include 'other public authorities existing in
the Member States which are responsible under national law for preventingand combating criminal
offences in respect of which Europol is competent'.**® Thus, for ILOs to fall under the definition of
competent authorities, they should have law enforcement competencies under national law.

Related to that, it is interesting to observe that the proposal does not provide for direct connection
to SIENA for police liaison officers deployed in third countries. While some Member States may
already directly connect their police liaison officers with SIENA, others may not.**” They may also
have relevant information to share with Europol on the fight against migrant smuggling and
traffickingin human beings, as they broadly collectinformation which may serve to combat serious
cross-border crime.**®The focus on ILOs echoes back to the criticism that was made already above,
and as was also raised by severalinterviewees, that border managementissuesincreasingly tend to
be merged with law enforcement matters.**

The Council position does not introduce major changes with regard to the duty to connect ILOs to
SIENA. It further refers to those casesinwhich due to legal, organisational or technicalreasons, ILOs
should submitinformation relating to criminal offences on migrant smuggling and human trafficking
to a national competent authority through other channels.*®

6.4. Reinforcing Member States' resources to preventand combat
migrant smuggling and traffickingin human beings

6.4.1. Designating specialised units and deploying experts

The fourth objective of the Commission proposal aims to reinforce Member States' resources to
prevent and combat migrant smuggling and traffickingin human beings. To this end, it is suggested
that designated specialised units at the national level are connected to Europol's SIENA platform
(within one year of the regulation's entry into force).* It is also proposed that 'Member States
second experts to the European Centre Against Migrant Smuggling to form an enhanced cross-
border investigation support unit, capable of providing quick and comprehensive support to the
investigation of major migrant smuggling incidents inthe EU'.*? Furthermore, Member States should
make available 'an appropriate number'*® of staff members of its specialised services in a reserve
pool,** to ensure that those staff members can participatein Europol deployments for operational
supportas seconded nationalexperts (see section 6.5.).

395 Article 13(1) of Directive (EU) 2023/977 of 10 May 2023 on the exchange of information between the law enforcement
authorities of Member States and repealing Council Framework Decision 2006/690/JHA; Europol, More than 3000
law enforcement authorities now connected to Europol, News, 2024; Interview with Swedish national authority.

3% Article 2(1) of the Europol Regulation.

397 |Interview with Swedish national authority.

3% Article 2(2) of Council Decision 2003/170/JHA of 27 February 2023 on the common use of liaison officers posted
abroad by the law enforcement agencies of the Member States.
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6.4.2. Current state of play

According to the ECA special report, the number of SIENA access points available to law
enforcement officers varies greatly from one Member State to the other.*” For many Member
States, Europol's National Units play a role of centralisation and coordination of intelligence
exchange with Europol.*® However, in recent years, some Member States have made efforts to
expand SIENA access to additional law enforcement authorities responsible for combating
organised crime.*” In some countries, border guards have a separate connection directly to
SIENA.*®

While the proposal intends to formally set up a reserve pool of experts, this already exists on a
voluntary basis. In 2016, Europol formed the pool of law enforcement officers in the wake of the
large wave of migration at the external borders of Greece and Italy.*® These experts are distinct
from Europol's permanent staff, and function as an on-demand resource that can supplement
Europol's regular operations when needed. The officers act as seconded national experts, and are
posted at the EU external borders (e.g. at migration hotspots) in order to conduct criminal and
forensic analysis and direct information exchange with Europol. This pool is based on a voluntary
approach, with Europol launching a call for relevant national authorities in the Member States to
second investigators to this pool of experts. Today, Europol Guest Officers are present in 11
countriesand 32 operationalareas.*?

6.4.3. Limitations of the proposal

While these initiatives are designed toimprove Europol's ability to provide rapid and comprehensive
support for cross-border investigations, they have raised significant concerns among Member
States regarding feasibility, resource allocation, and proportionality. A major issue is the limited
availability of highly trained staff,as many national law enforcement authorities are already under-
resourced. Countries like Poland and Greece, which face significant migration challenges, argue that
deploying additional experts to Europol could overburden their systems and compromise national
operations.”™ A number of countries have called for a flexible deployment strategy that accounts for
Member States'varying capacities and avoids placingundue strain on their resources.*?

A few Member States have also raised concerns regarding the necessity and proportionality of the
measures outlined in the proposal. Germany, for instance, has pointed out that the creation of new
obligations should be carefully examined, particularly in view of the existing structures, such as
ENUs, which already play a significant role in coordination and information exchange.*® The
concerns regardingthe necessity of the proposal appear alsojustified in light of the new obligation
introduced by Directive (EU) 2023/977 on the exchange of information between Member States'
law enforcement authorities. This directive stipulates that all competent law enforcement
authorities that might be involved in the exchange of informationin Member States should have
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406
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directaccessto SIENA.**Member States have until12 June 2027 to comply with this obligation. The
Swedish Parliament has, in form of a reasoned opinion, raised doubts about the mandatory reserve
pool as well as the obligation to designate specialised services, statingthat these are in tension with
the principle of subsidiarity,and that it should be up to the Member States to determine how their
national authorities should be organised internally, given the increased costs.*®

A key concernregarding the proposal is the financial burden associated with seconding additional
experts to Europol. The Commission's proposal does not provide financial aid to Member States,
thus placing the burden of covering secondment costs on national authorities. This has sparked calls
for increased EU support to incentivise participation and ensure that the responsibilities are
distributed equitably among Member States. Poland, for instance, expressed strong reservations,
arguingthat the obligation to send a nationalrepresentative to the European Centre Against Migrant
Smuggling is disproportionate and exceeds its capacity.”® The Polish authorities highlighted the
challenge of allocating their limited resources to such commitments without compromising national
operations. A potential solution could involve recruiting these specialised officers either as
seconded national experts or on a contract basis directly with Europol.

In addition to these practical concerns, there is also criticism of the proposal's vague language.
Terms such as 'appropriate number' of staff have been flagged as ambiguous, creatinguncertainty
about the scope of Member States' obligations.*”

Council position

To address Member States' concerns, the Council has proposed amendments to the original
proposal.”® These include maintaining the voluntary nature of the reserve pool*® and encouraging
Member States to set up specialised national units rather than mandating their establishment.*®
Such adjustments aim to balance the need for enhanced cooperation with the practical realities
faced by Member States.

6.5. Reinforcing Europol's support through operational task forces
and Europol deployments for operational support

This sub-sectiondiscusses the fifth objective of the Commission's proposal, which aims to reinforce
Europol's support in the fight against migrant smuggling and traffickingin human beings. This
increasing support would materialise through OTFs and Europol deployments for operational
support. OTFs have already been deployed on multiple occasions by Europol. The proposed
regulation aims to further reinforce and codify them. It is worthwhile noting that this part of the
proposal has a broader scope than merely focusingon migrant smuggling and human trafficking.

6.5.1. The codification of OTFs and operational deployments

The proposal provides for the codification of OTFs and defines them as coordination mechanisms
set up by Member States with the support of Europol 'to conduct joint, coordinated and prioritised
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416
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criminal intelligence activities and investigations' (Article 9, adding Article 2(x)). A new Article 5a
sets out the procedure. Member States may set up an OTF for a certain duration, while Europol
should facilitate the process (e.g. agree on the planning, coordinationand application) and support
its implementation (e.g. make available analytical, operational, technical, forensic and financial
support). Other Member States, third countries or other partners may participateinor support the
OTF (Article 5a(4)). The Executive Director may also propose to set up an OTF to the authorities
concerned inthe Member States, if they consider it anadded value (Article 5a(7)). These provisions
have been met with scepticism. A few Member States have expressed concerns over the fact that
includinga detailed regulation of OTFsin EU law might reduce the required level of tactical flexibility
for this form of cooperation.*® Other points of criticismincluded the fact that the proposal provides
Europol with new powers in relation to all crimes under its remit and not only in relationto migrant
smuggling and traffickingin human beings.**

Furthermore, the proposal defines Europol deployments for operational support as 'the deployment
of Europol staff or seconded national experts in the territory of a Member State, upon request of
that Member State, to provide analytical, operational, technical and forensic support in liaison and
in agreement with the competent authorities of that Member State' (Article 9, adding Article 2(y)).
The proposed regulation introduces a new Article 5b according to which a Member State may
request the deployment of Europol staff 'for operational support on its territory to make use of the
analytical, operational, technical, forensic and financial support'. This support should take place in
the context of 'complex and large-scale investigations' including JITs, OTFs or migration
management support teams (Article 5b(2)), and may also take place in a third country“* (Article
5a(10)). Once a request is made, it is for the Executive Director to evaluate it and approve the
deployment for a limited period of time on the basis of a risk assessment (Article 5b(3)). Similarly as
with OTFs, the Executive Director may propose Europol's deploymentin the territory of a Member
State, if there is added value to the prevention and fight against a crime falling within Europol's
objectives (Article 5b(8)). To accommodate this need, Europol should set up a reserve pool of
national experts that canbe placed at the immediate disposal of Europol (Article 5b(6)).

The proposal further notes that for both OTFs and Europol deployment for operational support,
Europol's Management Board should further adopt implementing rules for their setting up and
implementation.**

Related to OTFs and Europol deployment, the proposal amends Article 4(5) aiming to clarify the
nature of operational support that Europol staff may provide on the ground (Article 9 replacing
Article 4(5)). While the amendment keeps the existing obligation for Europol not to apply coercive
measures in performing its tasks, it grants Europol the power to provide support to national
authorities while they execute investigative measures (at their request and in accordance with
national law). However, Europol should have the power to execute non-coercive investigative
measures, if requested by a Member State and authorised by the Executive Director. The Council
proposed the deletion of this provision due to concerns raised by several Member States about the

421 See for example the written replies to the Proposal by Austria, Germany and Italy, Council of the European Union,

Interinstitutional file 2024,/0438(COD), 12 January 2024; Interview with Swedish national authorities.
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425 With whom there is either an adequacy decision signed by the Commission, an international agreement under
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424 Article 9, adding Articles 5a(8) and 5b(9) of the proposed regulation.
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ambiguity surrounding the definition of 'non-coercive measures'** and how these measures might

conflict with existing national laws.**

6.5.2. Current legal framework

As already pointed out above (under section 6.5.1), the
OTFs and Europol's deployments are not new. Guest
Officers were for example deployed to hotspots in
Greeceand Italy to support the national authorities and
reinforce secondary security checks. In the course of
2023, Guest Officers were deployed in ten countries.*?’
Next to the Guest Officers, Europol, particularly
through the EMSC, deployed experts in the field,
through Europol Mobile Investigation or Analysis
Teams.*® It also participated in several OTFs, as
mentioned in section 2.

The proposal formalises and develops the concept of

'Hotspot' approach

The Commission set up the 'hotspot'
approach, where the European Asylum
Support Office (EASO)*, Frontex and
Europol work on the ground with frontline
Member States torapidly identify, register
and fingerprint incoming migrants.
Europol should assist the host Member
States with investigations to dismantle
trafficking and smuggling networks.
Hotspots weresetupin Greeceand Italy.

Source: European Commission, A
European agenda on migration (2015),

OTFs. In comparison, the current legal framework does
not contain any provision specifically relating to OTFs.
Article 4 of the Europol Regulation, however, provides
some indication as to the tasks of Europol, notably in
relation to the coordination, organisation and
implementation of investigative and operational actions
(Article 4(1)(c)), Europol's participation in the JITs
(Article 4(1)(d)) and Europol's support in the screening
(Article 4(4a)).

COM(2015)240

* After 10 years of operation, EASO was
transformed into the EUAA through
Regulation (EU) 2021/2303 on the
Establishment of a European Union
Agency for Asylum.

Some interviewees noted that the way OTFs operate provides for a high degree of flexibility, without
formallegal obligations.*”® There is in fact merely a Standard Operating Procedure on the Selection
of High Value Targets and Establishment of OTFs developed by Europol that gives further
indications on the OTFs.*°Overall, OTFs seem to have an opaque and unclear structure. Thus, while
some welcome this flexibility related to the lack of formalisation, other interviewees deem the
proposala good opportunity to establish OTFs in law and make them more transparent.**!

425 See the written replies to the Proposal by Germany, Hungary, Latvia and Sweden in Council of the European Union,

Interinstitutional file 2024/0438(COD), 12 January 2024.
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expressed by France in its written reply.

426

427 |n Bulgaria, Cyprus, Greece, Hungary, Italy, Lithuania, Malta, Romania, Slovakia and Moldova as noted in Europol,

Consolidated annual activity report 2023, 18 June 2024, p. 18.
EMSC, Infographic, last updated 6 December 2021.

428

429 |nterview with Eurojust.

430 |nterview with Eurojust — the document is not publicly available.

431 For example, Interview with EDRi; Interview with Statewatch; Interview with Eurojust.

58


https://www.statewatch.org/media/4169/eu-council-ms-comments-europol-proposal-5386-24.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/Consolidated-Annual-Activity-Report-2023.PDF
https://www.europol.europa.eu/cms/sites/default/files/documents/emsc_infographic_final_0.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52015DC0240

Proposal fora Regulationon police cooperationto counter migrant smuggling and human trafficking

6.5.3. Limitations of the proposal

Lack of clarity

Although codification would enhance the transparency of OTFs, some interviewees find the proposal
not going far enough and still lacking clarity withregard to OTFs.#32 This uncertainty concerns OTFs'
relation with JITs, the rules on data processing and the allocation of controllership. This is not only
an issue of accountability and transparency, but also more broadly speaking of democratic
legitimacy. The civil society organisation EDRI pointed out, also referring to the lack of impact
assessment, that they were 'not getting the legal clarity we really need to have a proper democratic
debatein the first place'.***

Insufficient safeguardsin place

The safeguards provided by the proposal in relation to OTFs and Europol deployments for
operational support are very limited. With regard to OTFs, the proposal does not add any specific
safeguards. Member States and Europol merely have to agree on the planning, coordination and
implementation, and ensure coherence with EMPACT. Only the Management Board can adopt
implementing rules that may offer some guidance and safeguards. Withregard to deployment, the
Executive Director must at least evaluate the request and determine if it is based on a risk
assessment. It is not, however, further clarified what is meant by 'risk assessment'. Additionally,
Europol may not operate in a fully discretionary manner and will not have the power to execute
coercive investigative measures. The proposal does not, however, define 'coercive investigative
measures', leaving it to the Member States to decide what falls under the definition. Additionally,
even non-coercive powers may have significant consequences for individuals, if the information
shared by Europol is for example used for repressive purposes.**

A comparison with Frontex and its operational deployments evidences the lack of safeguards
provided forin the current proposal. Frontex provides for the deployment of staff to the territories
of Member States and third countries through the standing corps (composed of operational staff
including border guards, return escorts, return specialists and others).®** The deployment is
requested by a Member State to implement their external border control obligations, and Frontex
should organise appropriate technical and operational assistance through various means, including
joint operations, rapid border interventions, and migration management support teams.*® Similarly
to Europol, when it comes to deployments, the Executive Director of Frontex should, following 'a
thorough, reliable and up-to-date risk analysis', evaluate, coordinate and approve the Member
State's proposal for joint operations or rapid border interventions.*” This echoes the 'risk
assessment' upon which Europol's Executive Director should make a decision on deployment.
However, the Frontex Regulation provides for further details as to what should be considered when
approvingrapid border interventions. Inthese cases, the Executive Director has to take intoaccount
notably Frontex's risk analysis, the analysis layer of the European situational picture (in Eurosur),*®

432 |nterview with Eurojust; Interview with EDRI.

433 Interview with EDRI.

434 ibid.

435 Article 5(2) of ECBG Regulation.
436 ibid, Section 7.

437 ibid, Article 37(3).

4% | aunched in 2013, the European Border Surveillance System (EUROSUR) serves as a framework for information

sharing and collaboration between Member States and Frontex, aimed to enhance situational awareness and boosting
response capabilities at the EU's external borders. The European situational picture is part of Eurosur, and offers
effective, accurate and timely information and analysis on the European external border, pre-frontier area and
unauthorised secondary movements.
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and the vulnerability assessment.**° This is where the firstissue lies - neither Europol's current legal
framework nor the proposed regulation clarify the elements to be included in the Executive
Director's risk assessment. It merely states that the European Centre Against Migrant Smuggling
should support the Executive Director in the evaluation of the requests (Article 6(d) of the proposal).
Europol does not (as opposed to Frontex) conduct a risk assessment but actually assists the
Commission and the Member States in carryingthem out, by providingthreat assessment analyses
based on the informationit holds on criminal phenomena and trends.**

Another safeguard established under the Frontex framework relates to the appointment of one (or
more) experts to be deployed as coordinating officers,*" that must be assisted and advised by at
least one fundamental rights monitor to ensure the protection of fundamental rights.*? Concretely,
fundamental rights monitors would essentially hold discussions with relevant stakeholders in the
area of deployment (e.g. staff members, national authorities, civil society, lawyers, international
organisations), in order to provide both operational recommendations to the coordinating officers
as well as strategic recommendations which they report to the Management Board members.** In
2023, Frontex fundamental rights monitors spent approximately 346 days in Greece, monitoring
land and sea borders.**In contrast, Europol does not have fundamental rights monitors, and the
provision on Europol's deploymentin the proposal does not specify a role for the FRO. Before the
FRO was legally introduced in the Europol Regulation, Europol's Guest Officers were deployed in-
the-field.** This could be seen as problematic, since irregularities occurredin Greece withregard to
the respect of fundamentalrights. In fact, Frontex's FRO noted during their on-site visit to Greece,
that Europol's Guest Officers had joined some debriefinginterviews and asked questions (in)directly
to migrants.*® This is, of course, not allowed without proper guarantees and safeguards. Europol's
FRO has now existed for two years, but it is solely a one-person office, that has to conduct a
minimum of one field visit per year.*’ Europol's 2023 annual report noted that Europol's FRO
checked the weekly reports drafted by Guest Officers, and visited them in Greece.*®|f the number
of Guest Officers increases, there will be a need to do more on-site visits, which could require
additionalresources. One could also argue that if Europol gets stronger operational powers, the FRO
should be accountable to the Management Board (rather than the Executive Director), so as to
ensure an even stronger independence of its function and missions.**® While being accountable to
the Executive Director and reporting to them allows for swift reactions and changes within the
organisation, it affects the independence of the position.*° This could become problematic when
both functions disagree on a matter.

Finally, Frontex has reports of serious incidentsin place, as well as complaint mechanisms that are
key when agency staff areactingin the field.*** Forinstance, the FRO was initially notified about the

439 Articles 32 and 39(3) of the EBCG Regulation.

440 Article 4(3) of the Europol Regulation, as amended in 2022.

441 Now also a contingent of commanders as informed by the interview with Frontex FRO.

442 Article 44 of the EBCG Regulation.

443 Interview with Frontex FRO.

444 Interview with Frontex FRO — the days are counted in man days, thus if three people go for 5 days, it counts as 15

days in the field.

445 The function of FRO was introduced by the 2022 amendment to the Europol Regulation (Article 41c).

446 |nterview with Frontex FRO.

447 Interview with Europol FRO.

448 Eyropol, FRO, 2023 Annual Report, Fundamental rights at Europol — it takes all of us, p. 10.

449 Interview with Frontex FRO.

450 |nterview with Europol FRO.

451 Articles 46(6) and 111 of the EBCG Regulation.
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issue regarding Europol's Guest Officers in the
debriefing interviews through a serious incident
report.*2 Such an internal complaint mechanisms is
not legally set outin the proposal. The only complaint
mechanism mentioned in the current regulation is
before the EDPS and is limited to data protection
matters.** It is key to have sufficient safeguards to
protectindividuals, particularly when the operational
support takes placeina third country, which may not
have the same level of fundamentalrights protection
as the EU.

Potential implications of OTFs and

deployments

The EDPS opinion on the proposed regulation points
to potential subsequentissues that may occur when
Europol provides operational support to Member
States.* Recital 18 of the proposal states that
Europol (through its deployed staff and seconded
national experts) may carry out investigative non-
coercive measures related to data processing in
liaison and in agreement with the competent national
authority. In such cases, there is a need to clarify
whether the controllership remains in the hands of
the Member States, whether Europol and the
competent authorities are in fact joint controllers
that determine jointly the purposes and means of
processing,** or whether Europol perhaps becomes
the controller. This needs to be further clarified
either in the Europol Regulation, or at least in the
implementing rules of the Management Board.

Investigative non-coercive measures

Europol is not competent to apply coercive
measures incarrying outits tasks and Europol
staff should not have the power to execute
'investigative measures' (Article 4 of the
Europol Regulation). Nevertheless, Europol
staffis increasingly working more closely with
national authorities and it is not clear
whether, in practice, they might assume their
operational work on the ground, especially in
the context ofa JIT.

Source: V. Mitsilegasand F. Giuffrida 'Bodies,
Offices and Agencies' in V. Mitsilegas, EU
Criminal Law, 2" edition (2022).

The proposed regulation wouldamend Article
4 and introduce the possibility for deployed
Europol staff and seconded national experts
to carry out 'investigative non-coercive
measures' that relate to data processing if
they liaise and are in agreement with the
competent authorities of the Member State
concerned (Article 9(2)). However, the
proposal does not provide a clear definition
of these investigative measures, raising
questions as to whether the regulation is
intended to formalise practices already
occurring in the field or to establish new
procedures.

The issue of joint controllership also arose with Eurojust in the JITs,*® and with Frontex in its

operational deployment. The latter was clarified earlier this year in a Management Board Decision,
delineating specifically the situations in which Frontex becomes the controller, and situations (the
majority of cases)where it is solely the processor.*’ The same decision states that in situations of
joint controllership, Joint Controllership Agreements should be concluded to clarify the respective
roles and functions, and determine the allocation of responsibilities. This would preventa situation
of back and forth in which each authority claims the other to be responsible. It would also allow for

452 |nterview with Frontex FRO.

453 Article 47 of the Europol Regulation.

454 EDPS Opinion 4/2024, p. 11.
455 As defined by Article 86 of the Regulation (EU) 2018/1725 of 23 October 2018 on the protection of natural persons

with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free
movement of such data (EUDPR).

456 |nterview with EDRI.
457

Frontex Management Board Decision 4/2024 of 18 January 2024 adopting the general rules on the application of the
Data Protection Regulation by the Agency (accessible in the Public Register of Documents).
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better protection of individuals and prevent scenarios where shared liability is not recognised by
courts.*®Similar rules may be envisaged for Europol.

458 As has been the case frequently with Frontex, see CJEU, Case T-600/21, WS and Others v Frontex, 2023; M. Gkliati,
'Shaping the joint liability landscape: the broader consequences of WS v Frontexfor EU law', European Papers, Vol. 9
(1), 2024, pp. 69-86.
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7. Fundamentalrightsimplications of the proposal

This section examines the fundamental rights impacts of the proposed regulation, focusing
particularly on the strengthening of the processing of personal data, and more specifically of
biometric data. It assesses the proposal's compliance with fundamental rights as developed under
the Charter of Fundamental Rights, secondary legislationand relevant CJEU case-law.

7.1. Fundamental rights impact of the processing of personal data

The Commission proposal refers to the protection of fundamental rights in Recital 26 and the
Explanatory Memorandum.*? It essentially states that the processing of personal data must fully
comply with fundamentalrights as enshrined in the Charter of Fundamental Rights of the European
Union, particularly with regard to the protection of personal data and the respect for private life.
This section not only assesses the impact on the two latter fundamentalrights, but also addresses
the issue of vulnerability.

7.1.1. Data protection concerns and respect for private life

The proposal envisages strengthening information sharing and data processing in cases of migrant
smuggling and traffickingin human beings.*® This would be the result of enhanced cooperation with
Member States and third countries (see section 6.3.), as well as a stronger operational role for
Europol in the field (see section 6.5.). Several data protection concerns canberaised in light of this.

Enhanced information sharing could result in an increased sending of large-scale datasets, the
legality of which has been subject to debate by the EDPS.**! Significantly, the EDPS noted issues of
compliance with the principles of data minimisation and storage limitation.*2 Despite warnings from
the Union's independent data protectionauthority, the 2022 amendments to the Europol Regulation
empowered Europol to process large and complex datasets without Data Subject Categorisation
(DSC) for a longer period of time than the one initially suggested by the EDPS.** The EDPS
subsequently also provided recommendations on Europol's Management Board's decisions
implementing the newly adopted Articles 18(6), 18(6), 18(6a) and 18a.%* It noted that the lack of

459 Proposed regulation COM(2023) 754, explanatory memorandum, pp. 8-9. Additionally, fundamental rights are

mentioned in the Legislative Financial Statement accompanying the proposal, with regard the Joint Parliamentary
Scrutiny Group's role in monitoring Europol and 'the impact of those activities on the fundamental rights and freedoms
of natural persons', p. 16.

460 Proposed regulation COM(2023) 754, explanatory memorandum, p. 3.

461 EDPS, Decision of 17 September 2020 relating to EDPS's own inquiry into Europol's big data challenge; EDPS, Decision

on the retention by Europol of datasets lacking Data Subject Categorisation (Cases 2019-0370 & 2021-0699),
21 December 2021; For a more detailed story line, see S. Tas, 'Europol's 'Big Data Challenge", Digi-Con, 2022.

462 The principle of data minimisation is explained above under section 6.1.2. The principle of storage limitation requires

personal data to be kept only for as long as is necessary for the purposes for which the data is processed.

463 Article 18a(6) of the Europol Regulation, as amended in 2022, notes that Europol has 18 months (extendable to up to

three years) to assess data subject categorisation of personal data, instead of the 6 months suggested by the EDPS;
Article 74a notes that for datasets sent prior to this regulation, the data storage time can range up to three years, way
beyond the 12 months suggested by the EDPS.

Management Board Decision further specifying procedures for the processing of information for the purposes listed
in Article 18(2) of the Europol Regulation of 21 March 2023 (EDOC#1252127v8A); Management Board Decision on the
conditions related to the processing of personal data on the basis of Article 18(6) of the Europol Regulation of
21 March 2023 (EDOC#1252123v8A); Management Board Decision on the conditions related to the processing of
personal data on the basis of Article 18(6a) of the Europol Regulation of 21 March 2023 (EDOC#1252125v10A);
Management Board Decision on the conditions related to the processing of personal data on the basis of Article 18a
of the Europol Regulation 21 March 2023 (EDOC#1252126Vv9A); EDPS, Supervisory opinion on Europol's Management
Board Decisions adopted pursuant to Articles 11(1)(g), 18 and 18a of the Europol Regulation (Case 2022-0923).
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DSC can significantly affect data subjects' fundamental rights, and that it is key to have sufficient
safeguards and limitations in place.*® If the proposal were to be adopted, it would further
accentuate thisissue.

Withregard to Europol's operational support to Member States, concerns of joint controllership and
shared liability may emerge. This has already beenaddressed under section 6.5.3. and was pointed
out by the EDPS in its opinion on the proposal.*® It is essential to clarify, particularly when Europal
has operational presence (in the field), whether the controllership remains in the hands of the
Member States, or whether Europol and the national authorities determine jointly the purposesand
means of processing. This issue is, however, not limited to Europol's role in the field, but affects
Europol's operational support more broadly. It has beenaddressed inrecent CJEU case law, Kocner
v Europol, *’ in which Europol provided analytical support fromits headquarters. More specifically
in this case, the Slovakian authorities requested Europol's supportinretrieving data stored ona USB
device and on two mobile phones, allegedly belonging to a suspect. Private information extracted
fromthese devices was published in various media outlets. The Court overturned the initial General
Court's ruling,*® and stated that both Europol and the Slovak Republic were jointly liable for the
unauthorised disclosure of intimate conversations between the data subject and his girlfriend. It is
then up to Europol's Management Board to determine whether Europol or the national authority
should bear the ultimate responsibility.*°

The Court of Justice had to step in to clarify the regime of shared liability, since the Europol
Regulation did not provide sufficient clarity. The Court's jurisdiction relates to Article 50 of the 2016
Europol Regulation, read in light of the joint and several liability mechanisms developed in Recital
57. This recital was, however, omitted in the 2022 amendment of the Europol Regulation, leaving
doubts as to the application of this case-law to subsequent situations.”® The current proposal does
not bring clarity to the liability regime, which risks becoming ever-more complex with the increase
of Europol deployments in the field. This ultimately leads to processing operations taking place
outside of the headquarters, making it harder to supervise those ex ante.** Interviewees stressed
the need to have a clear allocation of responsibilities in the operations.*2

7.1.2. Fundamental rights concerns of vulnerable individuals

The European Economic and Social Committee notes in its opinion on the anti-smuggling package
that the 'fundamental rights safeguards mentioned in the proposals should be expanded outside the
narrow concernover the protection of personal data and respectfor private life, toinclude the rights
of those being assisted by smugglers'.*”® Vulnerable individuals at risk should not be neglected.

One concernshared by several stakeholdersinterviewed for this study relates to the fact that, while
the proposal willundoubtedly affect vulnerable individuals, no specific referenceis made to them.**

465 Meijers Committee, Comment on Europol's Data Subject Categorisation based on the amended Europol Regulation,

CM2405, May 2024, pp. 3-5.
466 EDPS Opinion 4/2024, p. 11.
467 CJEU Case C-755/12 P, Maridn Ko&nerv Europol, 5 March 2024.
468 CJEU Case T-528/20, Maridn Koé¢ner v Europol, 29 September 2021.

469 CJEU Case C-755/12 P, Maridn Ko&nerv Europol, 5 March 2024.

470 For a more detailed analysis, see J. De Coninck and S. Tas, 'Marian Koé&ner: Five dimensions in the EU's liability regime',

Common Market Law Review (forthcoming).

471 Interview with Europol DPF.

472 |nterview with EDPS; Interview with Europol DPF.

473 EESC, Anti-smuggling package, Opinion, SOC/787, 31 May 2024, p. 5.

474 |Interview with FRA; Interview with ECRE; Interview with PICUM; Interview with Europol DPF; Interview with academic.
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This encompasses among others victims of human traffickingand (unaccompanied) minors, as well
as individuals at risk of prosecution in their country of origin who rely on smugglers. A stronger
fundamentalrights clause could have been envisaged in the proposal, to ensure that there would be
no prejudice to other relevantinternational legalinstruments,** such as the Convention on the Child
and the Refugee Convention (including the non-penalisation provisionin Article 31).47¢

Interestingly, Europol's FRO does not expect any additional risks to fundamental rights resulting
from the proposed regulation.*”” He notes that while the volume of data processed may change, the
working methods will not. Europol does not have coercive powers, and thus the risk of fundamental
rights violations other than the violation of data protection and privacy rules, is deemed low.*®
However, there is a risk that staff deployed in the field and working with local law enforcement
agents could at some point deviate from official procedures and arrangements.*° This is particularly
important in the context of migrant smuggling and border management policies, where national
authorities supported by Europol regularly deal with the detention of smuggled migrants, and have
on many occasions been found in violation of the European Convention on Human Rights when
operatingat borders.*®

More generally, while Europol aims to target the criminal organisations behind irregular migration,
its operations also impact individual migrants in the sense that by targeting such organisations it
makes it more difficult and riskier for these migrants — including people seeking international
protection— to enter the EU.*®

Finally, the Europol Regulationalready provides for the processing of specific categories of personal
data and of different categories of data subjects for victims of a criminal offence, witnesses or other
persons who can give information concerning criminal offences, as well as minors.*? However, the
status of smuggled migrantsin criminal proceedings varies widely across Member States. Depending
on the legal context, they may be treated as victims, witnesses, or suspectsin relation to smuggling
offences (or a mix, depending on the specific circumstances).*® Furthermore, minors and asylum
seekers regularly become suspects in criminal investigations into migrant smuggling.*** This

475 Interview with FRA.

476 UN Convention on the Rights of the Child, 20 November 1989; UN Convention relating to the Status of Refugees,
28 July 1951.

Interview with Europol FRO.

477

478 Euyropol, Annual Report of the Fundamental Rights Officer at Europol, 2023.

479 ibid, p. 4; Interview with Europol FRO.

480 |n particular, Article 3 (prohibition of inhuman or degrading treatment), Article 5 (right to liberty and security), Article

13 (lack of effective remedy), Article 4 of Protocol No. 4 to the Convention (prohibition of collective expulsion of
aliens). See, for instance, ECtHR, JM.K. v. Poland, ECHR 224 (2020); Sharifiv Italy and Greece, ECHR 304 (2014);
ECtHR, Hirsi v. Italy ECHR 075 (2012); Daraibou v. Croatia, ECHR 012 (2023); J.A. v. Italy, ECHR 097 (2023).

481 E. Guild etal., Implementation of the EU Charter of Fundamental Rights and its impact on EU home affairs agencies
(Frontex, Europol and the European Asylum Support Office), Policy Department for Citizens' Rights and
Constitutional Affairs, European Parliament, 2011; J. Carling, 'How should migrant smuggling be confronted?, in M.
McAuliffe and M. Klein Solomon (conveners), Ideas to inform international cooperation on safe, orderly and regular
migration, IOM: Geneva, 2017; PICUM, The EU Migration Pact: a dangerous regime of migrant surveillance, 2024;
Amnesty International, Joint civil society statement ahead of European Parliament vote on EU asylum reforms, 2024.

482 Article 30 of the Europol Regulation.

483 Eurojust, Booklet, Judicial use of information following the debriefing of migrants at external borders, 2021.

484 5 Malichudis et al., Pylos shipwreck: Greece knew the real smugglers, Solomon Investigation, 2024; UNHCR

Comments on the Commission proposal for a Facilitation Directive (Anti-smuggling Directive) - COM(2023) 755,
14 March 2024. This issue has been raised particularly in relation to the criminalisation of asylum seekers who act as
boat drivers, and the consequences this has on their asylum applications: see for example, ARCI Porco Rosso and
Alarm Phone, From sea to prison: the criminalisation of boat drivers in Italy, 2021; V. Hansel et al., Incarcerating the
marginalized: the fight against 'alleged smugglers' on the Greek hotspot islands, Border Monitoring, 2020; F. Patané
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fragmentation at the national level underscores the need for tailored safeguards and clearer
guidelines to ensure that the rights of smuggled migrants are consistently upheld during data
processing. Categorising an individual as a victim or as a suspect will have consequences for the
assessment of the (strict) necessity and proportionality of the processing operations, and ultimately
the rights and freedom of the individual.

7.2. Fundamental rights implications of the processing of
biometric data

This sub-section discusses the specificities of biometric data in processing operations, and the
related fundamental rights implications. Biometric data means personal data'resulting from specific
technical processing relating to physical, physiological or behavioural characteristics of a natural
person, which allow or confirm the unique identification of that natural person'.*® This may include
fingerprints, facial images or DNA. They are usually classified as sensitive data under EU law, and
deserve specific protection, as they may significantly affect the fundamental rights of individuals.

7.2.1. Strengthening Europol's capabilities

The Commission's proposal emphasises the need to strengthen both Member States' obligation to
share data (including biometric data) on migrant smuggling and trafficking in human beings,*® as
well as Europol's support to Member States in effectively and efficiently processing biometric data
(Article 9 adding Article 4(za)).

More specifically, the Commission intends to develop new biometric tools and improve existing
ones. This encompasses among others a new Automated Fingerprint Identification System (AFIS),
performance and functionality improvements to a new face recognition solution (FACE), as well as
developing the capability to process DNA profiles.*®” These tools should be upgraded by 2026, with
the biometric workflows and data intake being automated by 2027.

The proposal does not entail any additional safeguards, and essentially relies on the existing

safeguards in the processing of biometric data set out both in the Europol Regulation and the
EUDPR.

7.2.2. Current legal framework on the processing of biometric data by
Europol and law enforcement authorities

Europol's legal framework

The processing of special categories of personal data within Europol was first mentioned in the 2016
Europol Regulation. The subsequent amendment of 2022 explicitly added the notion of biometric
data in its provision.”®® For example, according to a Europol Management Board meeting of

et al., 'Asylum-seekers prosecuted for human smuggling: a case study of Scafisti in Italy', Refugee survey quarterly,
Vol. 39(2), 2020, pp. 123-152.

485 Article 4(14) of GDPR; Article 3(14) of LED; Article 3(18) of the EUDPR.

486

Proposed regulation COM(2023) 754, explanatory memorandum, p. 3.
487 Proposed regulation COM(2023) 754, Legislative Financial Statement'Agencies', p. 7.

488 Article 30(2) of the Europol Regulation, as amended in 2022.
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September 2018, Europol had received a large amount of biometric data from third partners (such
as tenprints of known terrorists and latent fingerprints*°found on large drugseizures).*®°

In principle, the processing of this data must comply both with Article 76 of the EUDPR, and Article
30(2) of the Europol Regulation. The former solely refers to the criteria of strict necessity, while the
latter stipulates that it must be 'strictly necessary and proportionate [...] for operational purposes,
within Europol's objectives, and only for preventing or combating crime that falls within Europol's
objective'.

Furthermore, the Europol Regulation states that the processing should be subject to appropriate
safeguards. Firstly, the DPO should be informed swiftly if biometric data is being processed (Article
30(2a)). Secondly, the EDPS should receive every year a statistical overview of Europol's processing
of special categories of data (Article 30(6)). Thirdly, only a limited number of staff may access
biometric data, under authorisation of the Executive Director (Article 30(3)). The Executive Director
canalso grant competent national authorities or EU agencies (suchas Eurojust and Frontex) direct
access to the data, if it is necessary for the performance of their tasks. Fourthly, biometric data
processingfor any purpose, with the exception of identification purposes, may be allowed only if it
supplements other personal data processed by Europol (Article 30(2)). Fifthly, there should be no
transmission of biometric data to Member States, EU bodies, third countries or international
organisations except if it is required under EU law or is 'strictly necessary and proportionate in
individual cases' (Article 30(5)). Finally, personal data should only be stored for as long as is
necessary and proportionate, and the storage should be reviewed after 3 years (Article 31). If the
storage of biometric data exceeds five years, the EDPS needs to be informed (Article 31(3)).

Before assessing the relevant framework and changes in the proposal, it is worth looking at the
framework surrounding the processing of biometric data by law enforcement authorities at the
nationallevel. This serves both as an element of comparison,and as a key element of analysis, since
the biometric data that Europol processes comesin part from Member States.

The processing of biometric data by law enforcement authorities

The Law Enforcement Directive (LED) regulates the processing of biometric data at the national
level. Similarly to the Europol Regulation, the LED provides for the processing of special categories
of data, including biometric data, only when it is strictly necessary, and subject to appropriate
safeguards.*Inthe first report onthe applicationand functioning of the LED published in July 2022,
the Commission noted that most Member States required strict necessity as a prerequisite to
processing operations, some added consent as an additional safeguard, while others did not yet
provide for the relevant safeguards.*?Followinga request for a preliminary ruling on the protection
of natural persons with regard to the processing of personal data by competent authorities, the
CJEU, in 2023, clarified the notion of strict necessity.*® It noted that it requires stronger conditions

489 Tenprints are a full set of fingerprints taken from an individual and collected on asingle sheet; latent fingerprints are

unseen marks individuals leave behind by touching something (e.g. sweat or oil).

490 Management Board Information Management WG meeting, Possible Europol involvement in Prim information

exchange, 19 September 2018.
491 Article 10 of the LED.

492

European Commission, Communication on the application and functioning of the Law Enforcement Directive,
COM(2022) 364, section 2.2.5.

CJEU Case C-205/21, Ministerstvo no vatreshnite rabotj 26 January 2023. The request for a preliminary ruling
concerns the interpretation of Article 4(1)(a) and (c), Article 6(a) and Articles 8 and 10 of Directive (EU) 2016/680 of
27 April 2016 on the protection of natural persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, and on the free movement of such data, and repealing Council Framework Decision
2008/977/JHA, and of Articles 3, 8, 48 and 52 of the EU Charter of Fundamental Rights.
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for the lawful processing of sensitive data, which should entail strict checking as to whether the
principle of data minimisation is observed.** It further explained that 'necessity' is met where the
objective pursued cannot be achieved as effectively by other means, and that 'strict necessity'
requires assessing the specific importance of the objective that the processingintends to achieve.**®

With regard to the storage limitation, the LED leaves it to the Member States' discretion to either
provide for appropriate time limits, or for a periodic review.*® Thus, while Europol provides for both,
Member States have the choice between the two options. The Court offered some clarity in 2024 in
a preliminary reference from Bulgaria on biometric and genetic data stored in police records.*” It
noted that a general and indiscriminate storage of biometric and genetic data of convicted
individuals until their death, was not in compliance with EU law and the requirement of strict
necessity. Strict necessity applies 'only if it takes into consideration the nature and seriousness of
the offence which led to the final criminal conviction, or other circumstances suchas the particular
context in which that offence was committed, the possible connection with other ongoing
proceedings or the background or profile of the convicted person'.*® The data controller is required
to periodically review whether the datastorage is still necessary and erasure must be possible. Thus,
the nationallevel gives indications on the safeguards that should be in place and their interpretation
when it comes to biometric data.

7.2.3. Lack of clarity and insufficient safeguards

The processing of biometric data may have significant consequences for the fundamental rights and
freedoms of individuals. These range from a potential violation of the right to human dignity when
taking fingerprints, to the right of data protection and privacy once the data is collected and
stored.*°It may also affect the right to non-discrimination, the right to an effective judicial remedy,
the rights of the child and elderly, the right to free movement and the right to asylum.*® To give a
concrete example, the EU's Fundamental Rights Agency (FRA) observed thatdisproportionate force
or detention has been used when fingerprinting asylum seekers. When it comes to the processing
of this data, data protection issues may arise due to issues of quality of the biometric information.
Several concerns have been expressed asillustrated below.

Lack of clarity in the implementation

Concernsrelate to the lack of clarity in the implementation of the currentrules on the processing of
biometric data. Overall, the purpose and use of these biometric tools by Europol are not clarified in
the legal framework.5® The purposes should be clearly spelled out in the proposal, as different rules
may apply dependingon what Europol intends to do/how Europol intends to act. If Europol aims to
become a European criminal law agency, it must respect criminal rules on the chain of custody, which
is not required if it merely supports national authorities through analysis.>*

494 ibid, paragraph 125.

4% ibid, paragraphs 126-127.

4% Article 5 of the LED.

497 CJEU Case C-118/22, Direktor na Glavna direktsia "Natisionalna politsia" pri MVR - Sofia, 30 January 2024.
4% ibid, paragraph 67.
499 Défenseur des Droits, Biometrics: the urge to safeguard fundamental rights, 2021; FRA, Under watchful eyes:
biometrics, EU IT systems and fundamental rights,2018; FRA, Fundamental rights implications of storing biometric
data in identity documents and residence cards, 2018.

500 ibid; Interview with ECRE.

501 |nterview with EDRI.

502

Interview with Frontex DPO.
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Additionally, the EDPS opinion on the proposal notes a lack of clarity with regard to the requirement
of strict necessity and proportionality, as well as data quality.>®* Regarding the former, the proposed
regulation fails to clarify how the requirements are to be interpreted and ensured in practice. It is
important that Europol follows the CJEU case-law on the matter.* According to case-law, strict
necessity may be seen as a high-level version of the principle of purpose limitation, precluding
systematic and general data processingand requiring strict necessity for a specific purpose.>® Strict
proportionality implies for each purpose to assess whether less intrusive means may achieve the
same aimand whether the interests are correctly balanced. The EDPS's audit on minors noted that
strict proportionality may not be met when minors who were merely caught shoplifting were
classified as main organisers of the criminal activities.>* This is due to the lack of acknowledgment
of potential nuances of their participationin the organised crime group. In this scenario, a less
intrusive classification would have probably achieved the same aim.

Concerning data quality, the EDPS pointed out that rules providing for appropriate safeguards, for
example ondata quality, need to be laid down either in the Europol Regulation, orinanimplementing
or delegated act.*” The latter choice was made in the SIS and VIS Regulation.*® The EDPS
commented on the implementing decisions related to the SIS, and regretted that these acts offered
solely a very limited level of detail regarding data quality standards and the sub-delegated powers
to eu-LISA (e.g. on the allocation of responsibility).> One may argue that these essential elements
should be provided for in Europol's Regulation.”® Alternatively, the amendment to the Europol
Regulation should at least require the adoption of implementing or delegated acts by the
Commission to specify the data quality thresholds and controls, and restrict the discretion of the
agency.

Finally, turning to the derogations provided for by the Executive Director, to either authorise Europol
staff to access information, or to grant direct access to national authorities or EU agencies, it is
unclear how that would be applied in practice. The Executive Director would decide so on the basis
of the necessity requirement (and not strict necessity),and no supervisory authority appears to be
involved (e.g. DPO or EDPS). This is problematic due to the potential risk that any further access
may entail for the individual concerned.

Control mechanismsin place

The lack of accountability and monitoring of the biometric data processing operations also appears
problematic. The proposal (as well as the specific provisions within the Europol Regulation) provide
for a limited role of both the DPO (internal supervisor) and the EDPS (external supervisor). For
example, the DPO, while informed 'without undue delay'of a processingoperation, does not seem
to be involved ex ante, before any processing operationtakes place, or when data is being deleted.
On that matter, Article 29 of the Data Protection Working Party Opinion, considered it as 'good
practice' to share statistical information on the deletion of data with both the DPO and data

503 EDPS Opinion 4/2024 on the proposed regulation, 23 January 2024, pp. 7-9.

504 CJEU Case C-205/21,2023; CJEU Case C-118/22, 2024.

505 Interview with EDPS.

506 EDPS, Audit report on Europol, Case number 2022-0382, 16 December 2022, p. 3.
507 EDPS Opinion 4/2024, p. 9.

508 Article 42(5) of Regulation (EU) 2018/1862 on the establishment, operation and use of the SIS in the field of police
cooperation in criminal matters, 28 November 2018; Article 29(2a) of Regulation (EU) 2021/1134 concerning the Visa
Information System, 9 July 2008.

509 EDPS, Formal comments on the draft Commission implementing decision on the SIS, 26 August 2020.
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protectionauthorities (whichin the case of Europol would be the DPO and the EDPS).*" The EDPS
involvement is limited to a statistical overview, and being informed when the data storage period
exceeds five years. Additionally, the storage and review period are the same for both sensitive
(including biometric data) and other personal data. Stricter rules could have been envisaged in light
of the specific and sensitive nature of processing operations involving sensitive data. In the Financial
statement, the Commission solely refers to the revision or inclusion of data review and retention
requirements across the solutions (without further clarification).>?

In practice, the EDPS also monitors Europol's biometric data processing.* If the proposalis adopted
and Europol develops new types of processing operations, Article 39 on prior consultation of the
EDPS would apply. Accordingto Article 39, any type of new processingoperation(s) thatinvolvesa
high risk to the rights and freedoms of the individuals requires prior consultation of the EDPS, which
will ultimately be the case with the development or improvement of biometric tools.** It is essential
that this procedure is followed when strengthening Europol's biometric processing tools, to ensure
compliance with EU data protection provisions. At the end of 2023, the EDPS had already issued an
opinion following a prior consultation on a Face Recognition Solution, assessing inter alia whether
the conditions of strict necessity and proportionality were met.> The EDPS opinion presented six
recommendations, one of which pertained to the implementation of a pilot approach in handling
facialimages through the new tool.

Other potential issues

Next to the lack of clarity and potential control issues, it is also important to briefly point out three
issues emerging from the strengthening of Europol's powers. Firstly, these powers will not only be
expanded to the fight against migrant smuggling and traffickingin human beings, but toall the crime
areas under Europol's competence. This would imply an exponential increase of biometric data
processingwithin Europol. Secondly, in the case of processing of biometric data for the purpose of
uniquely identifying a natural person, the processing operations of the data do not need to
supplement other personal data processed by the agency. This offers lesser protection to individuals
in situations of identification. However, it is unclear why biometric identificationis considered to be
less intrusive than biometric verification or authentication.*® It is also hard to prevent further use of
this data for other purposes, such as profiling (namely the practice of categorising individual and
predict their behaviour). Finally, the proposal also aims to strengthen biometric data processing, to
include biometric data originating from third countries. To echo the argument developed in section
6.3.2, this may be highly problematic, particularly if the data have been collected in countries with
low data protection safeguards, and with which Europol concluded agreements many years ago,
without ever having them updated. In conclusion, more stringent control rules on data quality may
be required to ensure strong data protection safeguards for individuals.

S Article 29 Data Protection Working Party Opinion WP 258, on key issues of the Law Enforcement Directive, 2017, p. 4.

512 Proposed regulation COM(2023) 754, Legislative Financial Statement'Agencies', p. 7.

515 Interview with EDPS.
514 ibid.

515 EDPS, Supervisory opinion on a prior consultation requested by Europol on a Face Recognition Solution (Case 2023-

1104), 20 December 2023.
Biometric identification is a process which allows the identity of an unknown individual to be determined; biometric

verification is a process that allows for verification of an individual's claimed identity; and finally, biometric
authentication is a process that confirms an individual's identity (e.g. their authorisation to access a system).
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8. Proposal'sinterplay with the proposed Facilitation Directive

This section addresses the interaction between the two instruments in the Commission's migrant
smuggling package: on the one hand, the Facilitation Directive,and on the other hand, the proposal
discussed in this targeted impact assessment. As outlined below, the interplay between the
Directive and the proposed regulation on enhancing police cooperation, particularly Europol's
involvement, raises several points of incoherence, contradictions, and criticalities.

8.1. The proposed directive and its complementarity with the
proposed regulation

The proposed directive on preventing and countering the facilitation of unauthorised entry, transit,
and stay in the EU (COM(2023) 755) seeks to replace the current EU legal framework (commonly
referred to as the 'Facilitators Package"), by introducing clearer definitions and more effective
sanctions.®” The key objectives of the directive are:

» Clearly defining and criminalising the facilitation of unauthorised entry, transit, and
stay.

» Ensuring effective investigation, prosecution, and sanctioning of organised criminal
networks involved in migrant smuggling.

» Harmonising penalties to reflect the seriousness of the offence.

» Extending the jurisdictional reach of EU Member States.

» Strengthening resources for Member States to address and prevent migrant
smuggling.

» Improving data collectionand reporting related to migrant smuggling.>®

The proposed directive draws onthe 2017 REFIT evaluation,®® which identified challenges with the
overly broad definition of facilitation offences, including difficulties distinguishing between migrant
smuggling and humanitarianassistance.>*

Assignificant area of complementarity is Article 16 of the proposed directive, which requires Member
States to ensure effective and proportionate investigative tools for prosecuting smuggling-related
offences, including those used in countering organised crime or other serious crime cases. Synergies
between the two acts also result from the adoption of the same offence definition. For the purpose

517 Proposed directive COM(2023) 755, explanatory memorandum. For an in-depth analysis of the legal shortcomings of

the Facilitators Package and its divergence from international law, see, inter alia, A. Spena, 'Human smuggling and
irregular immigration in the EU: from complicity to exploitation?' in S. Carreraand E. Guild (eds), Irreqular migration,
trafficking and smuggling of human beings, CEPS, 2016; S. Zirulia, 'ls that a smuggler? The blurring line between
facilitating illegal immigration and providing humanitarian assistance at the European borders', in G. L. Gatta, V.
Mitsilegas and S. Zirulia (eds), Controlling immigration through criminal law: European and comparative perspectives
on "crimmigration”, Hart Publ., 2022, pp. 235-265; V. Mitsilegas, 'The normative foundations of the criminalization of
human smuggling: Exploring the fault lines between European and international law', New journal of European
criminal law, Vol.10(1), 2019, pp. 68-85.

Proposed directive COM(2023) 755, explanatory memorandum, pp.3-5. For an in-depth analysis of the proposed
directive, see V. Moreno-Lax, Commission proposal for a revised Facilitation Directive: targeted substitute impact
assessment, EPRS, European Parliament, 2025 (forthcoming).

519 European Commission, REFIT evaluation of the Facilitators Package, SWD(2017) 117.
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Proposed directive COM(2023) 755, explanatory memorandum. Various studies have called for a legislative revision
of the Facilitators Package to bring greater legal clarity and alignment with international standards: see, for instance,
S. Carrera et al., Fit for purpose? The Facilitation Directive and the criminalisation of humanitarian assistance to
irregular_migrants: 2018 update, Policy Department for Citizens' Rights and Constitutional Affairs, European
Parliament, 2018.
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of the proposed regulation, 'migrant smuggling' means any of the activitiesreferred toin Articles 3,
4 and 5 of the proposed directive.*® The regulation therefore adopts the new proposed definition
of facilitation of irregular migration and equates it with migrant smuggling. More particularly, the
proposed directive criminalises:

1. the intentional assistance of a third-country national to enter, transit across or stay within the
territory of any Member State where the person who carries out the conduct requests, receives or
accepts, directly orindirectly, a financial or material benefit, or a promise thereof, or carries out the
conductin order to obtain sucha benefit (Article 3(1)(a));

2. the intentional assistance of a third-country national to enter, transit across or stay within the
territory of any Member State where there is a high likelihood of causing serious harm to a person
and without financial or material benefit (Article 3(1)(b));

3. the public instigation of third-country nationals to enter, or transit across, or stay within the
territory of any Member State in breach of relevant Union law or the laws of the Member State
concerned on the entry, transit and stay of third-country nationals (Article 3(2)).

Article 4 of the proposed directive provides for aggravated criminal offences when:

a) the criminal offence was committed within the framework of a criminal organisation within the
meaning of Council Framework Decision 2008/841/JHA20;

b) the criminal offence deliberately or by gross negligence caused serious harm to, or endangered
the life of, the third-country nationals who were subject to the criminal offence;

c) the criminal offence was committed by use of serious violence;

d) the third-country nationals who were subject to the criminal offence were particularly vulnerable,
including unaccompanied minors;

e) the criminal offence caused the death of third-country nationals who were subject to the criminal
offence.??

8.2. Critical contradictions, legal uncertainties and human rights
implications

8.2.1. Exacerbating the conflation of criminal law and migration control

The objectives of the twolegal instruments seem to diverge fundamentally. The proposed regulation
focuses on enhancing police cooperation and Europol's support in combating migrant smuggling,
framed withinthe context of organised crime and security threats, and traffickingin human beings.
Conversely, the proposed directive aims to manage migration through criminallaw by clarifyingand
sanctioning facilitation offences, as evidenced by the choice of legal basis, which is Article 83(2)
TFEU (to enhance the effectiveness of the implementation of the EU policy of migration
management), rather than Article 83(1) TFEU (to address major security threats including organised

521 Article 2(1) of the proposed regulation COM(2023) 754.

522 |t should be noted that in the Council's general approach on the proposed Facilitation Directive, adopted on

13 December 2024, Article 4 was removed, while the commission of a criminal offence involving cruel, inhuman, or
degrading treatment of a third-country national subjected to the offence was introduced as an aggravating
circumstance under Article 9 of the proposed directive.
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crime).®® Linking the two legal acts could create a situation where the enhanced transnational
powers granted to law enforcement agencies and Europol expand the scope of EU criminal law in
migration control. This, in turn, raises concerns about broader implications, particularly with regard
to the potential criminalisation of humanitarianassistance and the protection of migrants'rights.

8.2.2. Over-broad definition of the criminal offence

The definition in the proposed directive extends the scope to non-organised crime activities,
equating all facilitation of irregular migration with migrant smuggling, regardless of whether it is
linked to organised crime.** The lack of legal certainty may potentially be abused by Member States,
thus exacerbating the hostile environment against humanitarianactors and/or migrants themselves
who participate in smuggling-related activities.** While the directive has the aim to harmonise
penalties that take account of the seriousness of the offence,*the excessively large scope of the
offences fallingunder the definition of migrant smuggling in the proposed directive exacerbates the
risk of inconsistency across Member States with regard to their understandingand interpretation of
what the crime of migrant smuggling should and should not entail.’” These concerns have
implications for Europol's involvement in cases that may fall outside its mandate, particularly if
national authorities are not required to assess on a case-by-case basis whether a request for
information or information related to migrant smuggling cases should be forwarded to Europol, as
outlined in Article 8(1) of the proposed regulation.

The lack of any profit motive as an element of the newly proposed offence of 'public instigation'also
raises concerns (Article 3(2) of the proposed directive).>”® Some interviewees have cautioned that
this definition is overly broad, and may include the conduct of those who provide any information
that is useful for migrants about reaching Europe or information about safe routes posted by
migrants themselves on social media. It could also concern civil society organisations advocating for
more liberal policiesin the EU.5%

8.2.3. Impact on humanitarian actors and people on the move

The UNHCR and various NGOs have criticised the proposed directive for its potential negative
impact on forcibly displaced individuals and those providing humanitarian assistance. One of the
primary concerns is that the directive fails to include an explicit and mandatory exemption for

523y, Mitsilegas, 'Reforming EU criminal law on the facilitation of unauthorised entry: the new Commission proposal in

the light of the Kinshasa litigation', New journal of European criminal law, Vol. 15(1), 2024, pp. 3-11.

524" The compatibility of EU and national law criminalising the facilitation of unauthorised entry, even when conducted on

a non-profit basis, with the Charter of Fundamental Rights is currently under review by the CJEU in the Kinsa case
(C-460/23). On 7 November 2024, the Advocate General issued an advisory opinion, concluding that Directive
2002/90 aligns with the principle of legality and proportionality of criminal offences and penalties. However, as the
opinion is non-binding, the court's final ruling, expected in early 2025, could take a different direction.
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the light of the Kinshasa litigation', New journal of European criminal law, Vol. 15(1), 2024, pp. 3-11; see also G.
Sanchez, L. Achilli and F. Alagna, The EU's new counter-smuggling directive proposal: persisting challenges and
recommendations towards implementation, EUI, RSC, Policy Brief, 2024/01, Migration Policy Centre; N. Vavoula, 'The
criminalisation of irregular migration under EU law: an evolving human-rights centred legal framework?', in
V. Mitsilegas, M. Bergstrém and T. Quintel (eds), Research handbook on EU criminal law, 2" ed., Edward Elgar Publ.,
2024, pp. 296-320.
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persons seeking international protection and migrants subject to smuggling.®* This omission
reflects a disregard for international legal standards,** particularly those outlined in the UN
Smuggling Protocol, which emphasises the non-penalisation of smuggled migrants.*** The
recommendation of a need to take a more nuanced approach to criminalisation has come from
different sources, especially in relation to those migrants who may be charged with aiding and
abettingthe irregular entry of others when they had no intention of obtaining a financial or material
benefit, but rather their primary interest was reaching safety and securing their own entry to seek
asylum.® Several interviewees expressed concerns that Europol's overreach in cases of migrant
smuggling could have negative consequences for specific categories of individuals involved,>*
including possible asylum applications of people investigated and/or prosecuted for migrant
smuggling.>*

A way to minimise the risks outlined above is to disconnect the discussion on the proposed
regulation from the discussion surrounding the revision of the Facilitation Directive as recommended
by the Parliamentary Assembly of the Council of Europe.®® Alternatively, the definition of ‘'migrant
smuggling' as included in Article 2 of the proposed regulation should include solely the activities
referred toin Article4 (a)and (b) of the Facilitation Directive (the criminal offence was committed
within the framework of a criminal organisation within the meaning of Council Framework Decision
2008/841/JHA or the criminal offence deliberately or by gross negligence caused serious harm to,
or endangered the life of, the third-country nationals who were subject to the criminal offence).

530 UNHCR, Comments on the Commission proposal for a Facilitation Directive (Anti-smuggling Directive) - COM (2023)

755, 14 March 2024; PICUM, How the New EU Facilitation Directive furthers the criminalisation of migrants and human
rights defenders, 2024.

531 Interview with ECRE.

532

UN Smuggling Protocol, Articles 5 and 19.

533 Council of Europe, A shared European approach to address migrant smuggling, Report, Doc. 16032, 6 September

2024.
Interview with Statewatch; Interview with FRA.

535 Interview with ECRE; Interview with EDRi; Interview with PICUM.
536

534

Council of Europe, Parliamentary Assembly, Resolution 2568, 2024.
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9. Key findings and recommendations

This targeted impact assessment aims to provide a legal analysis of the context and the main
elements of the proposed regulation, to support the European Parliament's considerations of the
legal instrument. As demonstrated in this study, the proposed regulation would significantly
strengthen both Europol's resources and role, particularly in relation but not limited to the fight
against migrant smuggling and traffickinginhuman beings. The proposal was presented without an
impact assessment, which the Commission justified by the urgency to act. However, the urgency of
the matter remains contentious. The lack of an impact assessment hinders a proper in-depth
assessment of the need for EU action and the possible impacts of the proposed measures. The
analytical supporting document the Commission issued several months after the proposal cannot
substitute the added value of a fully-fledged impact assessment. This study notes that the process
has been rushed, although it would have required a more careful assessment of Europol's current
mandate and of the potential impact the proposal has on individuals and the protection of
fundamental rights. The proposal partly deals with vulnerable individuals (e.g. migrants, victims of
trafficking), yet this vulnerability is neither assessed nor considered in the proposal. Additionally,
the proposal lacks clarity in its objectives, creating a number of uncertainties (these are further
detailed below in the assessment of the main elements of the proposal).

The targeted impact assessment starts by looking at the legal framework currently in place, to
discuss the problem definition and drivers as determined by the Commission. Although the
Commission's prioritisation of migrant smuggling and traffickinginhuman beings over other crimes
is not justified in the proposal, stakeholders engaged in operational activities confirmed the
proposal's underlying rationale, namely the need to strengthen police cooperation in these areas.
Nonetheless, the study finds that there are multiple drivers the proposal does not sufficiently
address, such as difficulties encountered at national level, lack of trust and awareness of national
criminaljustice authorities, and interoperability issues.

The analysis also raises questions regarding the necessity for and coherence of the proposal within
the existing legal landscape, particularly with the new EU Police Cooperation Code and the
obligations it introduces for Member States to exchange data with Europol. Furthermore, it
guestions the complementarity with the upcoming interoperability framework as itis unclear, from
today's perspective, how these systems will interact and work together in the future to achieve the
core objective of improving police cooperation and information sharingin cross-border cases. Given
that some databases essential to the system have yet to be implemented, theirimpact remains hard
to assess. In light of this, the study recommends further clarification of the proposal's position within
the broader framework of legal instruments governing Europol's role in police cooperation. The
study finds the proposal somewhat premature and recommends to first evaluate Europol's
remaining challenges in information exchange once the interoperability systemis fully operational.

In terms of subsidiarity and proportionality of the proposal, the study notes a clear need for EU
action in relation to combating migrant smuggling and traffickingin human beings. This should
nonetheless respect the principle of national sovereignty and not impose obligations or regulate
services that should remainunder the national legal framework.

Turning to the main elements of the proposal, the targeted impact assessment offers a legal analysis
of the five distinct objectives put forward by the Commission.

(1) Strengthening inter-agency cooperation on migrant smuggling and trafficking in
human beings

Regarding the secondment of representatives and liaison officers of Eurojust and Frontex to the
European Centre Against Migrant Smuggling, the study finds thatthere is a lack of clarity asto the
role of such secondments. While their role can be beneficial in strengthening inter-agency
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cooperation (although informally similar cooperationalready exists), Member States can still restrict
their participationin operational meetings and operational task forces (OTFs).

With regard to Europol's cooperation with Eurojust, the proposal only mentions an 'appropriate
involvement of judicial authorities in criminal investigations' in its recital. The study notes that it is
important for Eurojust to be informed of OTFs as the lack thereof may result in missed opportunities
for cross-border judicial cooperation in cases that involve EU-wide criminal networks or multi-
jurisdictional issues. However, this should not equate to constant involvement of Eurojust, since a
'one-size-fits-all'approach may not be desirable in view of the diverse operational needs in OTFs.
Furthermore, it is up to national authorities to decide whether or not to involve Eurojust.

The study also notes a clear need to delineate Frontex's and Europol's functions in order to avoid
potential overlap and duplication of data. With a potential increase of Europol deployments for
operational support, the risk of overlap with Frontex's standing corps may arise. The proposal does
not clarify the tasks and responsibilities of Europol's officers, nor how coordination should take place
in the field. In line with the European Data Protection Supervisor's opinion, the study concludes that
Frontex's role in the fight against migrant smuggling and traffickingin human beings should be
clarified, particularly with regard to its complementarity with Europol, so that Europol remains the
law enforcement agency and Frontex does not turn into one.

The study therefore recommends that steps are takento:

» further clarify the various roles and functions of Europol, Eurojust and Frontex to
ensure complementarity and avoid potential overlap (e.g. finalise and develop new
cooperation agreements; develop clear agreements of allocation of responsibility
when actingin the field);

» ensure that Eurojust is informed of necessary OTFs, namely those in which a judicial
authority is involved (through potential guidelines or clarified in a working
arrangement);

» ensure that cooperationand information sharing between Frontex and Europol only
occurs when it is necessary and falls within their mandates;

» ensure that inter-agency cooperation takes place in compliance with fundamental
rights, and particularly data protectionrules (e.g. adapt the working arrangements in
light of the EDPS' recommendationsand EU data protectionrules).

(2) Strengthening steering and coordination on countering migrant smuggling and
traffickinginhuman beings at EU level

With regard to the codification of the Centre Against Migrant Smuggling, the study concludes that,
whilst codification allows for more transparency on the functioning of this (and other) centres within
Europol, it would significantly limit its flexibility. Compared to the proposed legislation, Europol
internal regulations would provide for more flexibility. As the proposed codification leaves questions
as to the exact functioning and composition of the Centre, internal rules would be needed, for
example tofurther clarify and delineate strategic and operational meetings. The study also examined
the resources provided for Europol to perform these proposed enhanced tasks and notes two main
points. Firstly, material resources do not always ensure adequate personal resources, which may
hamper effective implementation. Secondly, resources granted to Europol do not automatically
imply an increasein resources of supervisory authorities.

In light of the above, the study concludes that thereis room for improvement, as follows:

» to require the development of transparent internal rules (e.g. Management Board
implementing rules) clarifying the functioning of the Centre and the safeguards.
Potential consultation of aninternal or external supervisor could be envisaged;
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» to delineate more clearly the strategic and operational meetings, as some actors
should not be involved in the latter;

» to further reflect on the resources needed and the implementation of the proposal
and ensure a budgetincrease of the supervisory authorities.

(3) Improving information sharing on migrant smuggling and traffickinginhuman beings

The introduction of an obligation for national authorities to share all information on migrant
smuggling and traffickingin human beings reflects a broader trend towards centralising powers
within Europol, which reverses the logic of the agency's original mandate. This centralisation raises
concerns about effectiveness, coherence with other EU acts, and potential fundamental rights
implications. Notably, the proposal does not address the quality of the information beingshared and
seems to focus rather on the quantity of data shared.

Regarding information sharing with third countries, the study concludes that 'derogatory regimes'
for sharing data with third countries should remain an exception and clearly state adequate
safeguards. It also comments on the proposed direct connection between ILOs and SIENA,
guestioning whether this is possible and desirable, as it is not accompanied by sufficient safeguards.

The study suggests the following:

» to raise awareness about the added value of Europol's involvement in criminal
investigations and focus on building trust with national authorities rather than
introducing additional obligations specific tocertaincrime areas;

» to clarify in the legal framework the procedure to use derogatory regimes to share
data with third countries, more particularly with regard to their safeguards;

» to keep derogatory regimes to share data with third countries as an exception, and
put more effortinto developing cooperationagreements at the EU level;

» toensure proportionality and necessity of information sharing from ILOs, particularly
when the data has been collected in third countries with low fundamental rights
protection standards (comparedtothe EU).

(4) Reinforcing Member States'resources to prevent and combat migrant smuggling and
traffickinginhuman beings

While the establishment of specialised units at national level and the mandatory reserve pool could
enhance Europol's operational capacities, these measures raise questions about feasibility,
proportionality and subsidiarity. The study finds that the proposalimposes financial and operational
burdens on Member States, requiring substantial investments in human and financial resources to
support Europol. This may be particularly difficult for Member States that face strong migration
challenges and/or whose law enforcement sectors are under-funded.

It therefore suggests:

» not to develop a mandatory reserve pool of experts without financial support from EU
funds;

» to support Member States in their adaptation to technological tools and connection
to SIENA.

(5) Reinforcing Europol's support for the prevention and combating of migrant smuggling
and trafficking in human beings through OTFs and Europol deployments for
operational support

While the codification of OTFs and operational deployments in law is welcome in principle, this
should have been preceded by an in-depth assessment of their functioning, particularly since it
affects not only the fight against migrant smuggling and trafficking in human beings but provides
Europol with enhanced powers in relation to every crime falling under its mandate. The study finds
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that there is a need for clearer definition of OTFs and Europol deployments for operational support,
as well as detailed rules regarding the division of tasks and responsibilities (as witnessed with the
issue of joint controllership). Furthermore, it notes that these Europol tasks are not accompanied by
specific and sufficient safeguards.

The study therefore recommends:

» todefinethe scope and limits of Europol's non-coercive powers in the legal framework
in order to avoid ambiguity that could lead to tensions between the agency and
national law enforcement agencies;

» todevelop clearrules on joint controllership (e.g. in joint controllership agreements);

» to explicitly mention safeguardsinthe deployment of Europol on the ground (e.g. the
role of FRO or DPO).

In addition to assessing the proposal's objectives, the study also examines the proposal's
fundamental rights implications. Minimal references are made to compliance with fundamental
rights in the proposal, even though it will undoubtedly affect the fundamental rights of (vulnerable)
individuals, particularly the right to data protection and privacy. With regard to the processing of
personal data, the study finds that the proposal would further enhance information sharing and
intensify existing data protection issues, particularly in relation to large datasets and issues of
potential joint controllership. It also notes that no referral is made to the protection of vulnerable
individuals. With specific regard to biometric data, the study concludes that the proposal does not
specify the purposes and the use of biometric tools by Europol, nor the procedure to be complied
with when processing biometric data (e.qg. the principles of strict proportionality and necessity). It
further notes that the proposal only provides for a limited role for supervisory authorities, even
though the processingentails highly sensitive data from potentially vulnerable individuals.

In light of this, the study suggests:

» to address (the issue of) vulnerability in the proposal, as well as other fundamental
rights affected;

» to explicitly mention the role of supervisory mechanisms in the processing of
(biometric) data inthe proposalto safeguard individuals' fundamental rights;

» to clarify Europol's role in relation to biometric data processing, and the applicable
rules to ensure compliance with strict necessity and proportionality;

» to require the adoption of additional rules on biometric data processing (e.g.
implementing or delegated acts) to specify the threshold required for data quality and
controls and to limit Europol's discretion.

Finally, the study assesses the interplay between the proposed regulation and the proposed
directive on preventingand countering the facilitation of unauthorised entry, transit and stay in the
Union, which is part of the migrant smuggling package. It concludes that the over-broad definition
of migrant smuggling in the proposed directive, extending it to non-organised crime activities,
perpetuates the risk of legal uncertainty and blurs the lines between criminal law enforcementand
migration control. This might exacerbate the hostile environment for humanitarian actors and
migrants involved in smuggling activities, potentially involving Europolin cases beyond its mandate.

The study therefore suggests:

» toclarify the scope of criminal offences in the directive, amendinglegislation to clearly
define organised crime as it pertains to Europol's mandate, ensuring that only
activitiesinvolving organised criminal networks areincluded;

> to explicitly exempt from criminalisation humanitarianassistance and actions aligned
with international protection, such as mutual aid between smuggled migrants;
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» if thedefinitionis adopted asit stands, to develop stringent criteriafor Member States
to refer casesto Europol, for instance by providing that Member States should share
information with Europol only when 'the criminal offence was committed within the
framework of a criminal organisation within the meaning of Council Framework
Decision 2008/841/JHA20'*" or 'the criminal offence deliberately or by gross
negligence caused serious harm to, or endangered the life of, the third-country
nationals who were subject to the criminal offence’.>*®

557 Article 4(a) and (b) of the proposed directive COM(2023) 755.
538 Article 4(b) of the proposed directive COM(2023) 755.
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Annex | — List of interviews

Institution/Organisation

20 September 2024 Statewatch

25 September2024 Eurojust

27 September2024 Academic

2 October2024 Eurojust

4 October2024 Eurojust

4 October2024 European Council on Refugees and Exiles (ECRE)

7 October2024 EU Anti-Trafficking Coordinator

7 October2024 Eurojust

7 October2024 Frontex (Fundamental Rights Office)

8 October 2024 (Pis\;c;‘o&;tc?f]fﬁ:'elgtt)e(ar:lsitional Cooperation on Undocumented Migrants (PICUM)
9 October2024 Polish authorities (three staff members)

10 October2024 Frontex (Data Protection Office)

10 October2024 European DigitalRights (EDRI) (two staff members)

11 October2024 Fundamental Rights Agency (FRA) (two staff members)
11 October2024 European Data Protection Supervisor (EDPS) (five staff members)
15 October2024 Swedish authorities (three staff members)

24 October2024 Liaison Office (Netherlands)at Europol

4 November2024 Europol (three staff members)

4 November2024 Europol (Fundamental Rights Office)

11 November2024 Europol (Data Protection Office) (three staff members)
15 November 2024 Frontex (five staff members)

Written replies to written questionnaire
4 November2024
4 November2024

French authorities

Greek authorities
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Annex Il — The EU's interoperability framework

Database/System Legal basis Type of data

Interoperability Framework

SchengenInformation
System (SIS |I)

VisaInformation System
(VIS)

Eurodac

European Criminal
Records Information
System (ECRIS)

[application pending]

Entry/Exit System (EES)
[application pending]

European Travel
Information and
AuthorisationSystem
(ETIAS)

[application pending]

86

Regulation
(EV)
2018/1862

Regulation
(EV)
2021/1134

Regulation

(EV)
2024/1358

Regulation
(EU)
2019/816

Regulation
(EV)
2017/2226

Regulation
(EV)
2018/1240

Provides real-time alerts and
information on personsand objectsto
assist in cross-border enforcement. It
contains differentbiometrics (suchas

photographsand fingerprints) to
confirmand verify the identity of
people registeredin the system,
including those of smugglers and
irregular migrants.

Visa data. The system can perform
biometric matching, primarily of
fingerprints, foridentification and
verification purposes.

Digitalised fingerprints of asylum
seekers andirregular migrants who
have entered a European country.

Convictioninformationon third-
country nationalsand stateless
persons.

The systemwill registerthe person's
name, the type of travel document,
biometric data (fingerprints and
captured facialimages)and the date
and place of entry and exit for short-
stay visa holders and visa exempt
travelers, each timethey crossan EU
external border.

ETIAS will be a largely automated IT
system created to identify security,
irregular migration or high epidemic
risks posed by visa-exempt visitors
travelling to the Schengen States.

Europol has had full
access since September
2020. Europol has access
toallalert categoriesin

SIS and exchanges

supplementary

information with
countrieson alertsrelated
to crimes within its remit.

Europol's access was
supposedto be
completedin 2021, but
has been postponed to
2026.

Access under certain
conditions(see Article
34).

Fullaccess foreseen by
Article 14.

Access by Europol
foreseen by Article 34.

Not yet operational.
Article 53 provides that
Europol may request to

consult data storedin the
ETIAS Central System
and submit areasoned
electronicrequestto
consult a specific set of
datastoredinthe ETIAS
Central Systemto the
ETIAS Central Unit.
Consultationof Europol is
envisagedin caseswhere
Europolis identified as
having supplied the data
having triggereda hit.



As part of a package to address migrant smuggling, on
28 November 2023, the European Commission
proposed a regulation to strengthen police cooperation
and Europol's role in the fight against migrant
smuggling and traffickingin human beings (COM(2023)
754). The proposal was not supported by an impact
assessment. Following a request by the European
Parliament's Committee on Civil Liberties, Justice and
Home Affairs (LIBE), this study presents a targeted
substitute impact assessment of the proposed
regulation. It provides an analysis of the current legal
and political framework, reviews the problem definition
and drivers identified by the Commission and assesses
the proposed measures. It concludes that while the
proposal seeks to address gaps in inter-agency
cooperation and information sharing, it raises concerns
about its alignment with existing frameworks,
insufficient data protection safeguards, and risks of
conflating criminal law with migration control. The study
also examines the proportionality of the proposed
measures and stresses the need for a more robust
evaluation of fundamental rightsimpacts.
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