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Policy Department C: Citizens' Rights and Constitutional Affairs

their recommendations on a ‘European cloud computing strategy’ to Vice-President of the
European Commission Neelie Kroes, outlining their views on the various challenges raised
by cloud computing, including on issues of privacy, trust and security”®.

In the meantime, cloud-computing infrastructure is today almost exclusively owned by
companies. The cloud services provided by well-known US based company Amazon (under
the label Amazon Web Services, EWS), for instance, is presumed to account for 1% of all
Internet consumer traffic*’. With the current economic and financial crisis bringing
budgetary control into the spotlight, furthermore, public authorities have tended to opt for
outsourcing cloud computing to private entities, sometimes to the detriment of other
initiatives. A good example is the June 2012 decision by US space agency NASA to shift
part of its infrastructure to the aforementioned Amazon EWS to the detriment of its efforts
in the development of open-source cloud platform OpenStack, an initiative it had founded
with company Rackspace Hosting*®. Another aspect of the relations through which cloud
computing is bound, then, is the relation of the “public-private partnership” kind between
state authorities and companies. Also involved here is the commercial competition between
different cloud providers.

A third set of relations at stake in cloud computing lies with the inter-state/international
system, which involves transnational bodies such as the European Union itself, but also
conflicts between states. Over the past couple of years, high profile developments such as
the discovery of the Stuxnet, and more recently Flame cyber-attacks have emphasised the
risks associated with inter-state conflicts throughout our “information societies”. By the
same token, the so-called “Megaupload” case reflects another aspect of inter-state
relations, in this case law-enforcement cooperation, but also the legal problems associated
with this kind of activities.

The set of relations currently defining cloud computing therefore encompasses negotiations
and tensions between public authorities (on the regulation of cloud computing, but also on
its use by administrations), between private entities (as they compete for providing cloud-
based services, or contract each other in this regard), and between public and private
authorities. To characterise these relations, we draw from the model developed by political
economist Susan Strange in an effort to understand the redefinition of relations between
transnational corporations and governmental authorities in the context of globalization,
which she coined as ‘triangular diplomacy™®. Figure 2 below adapts Strange’s argument to
the question of cloud computing. It outlines the predominant argument in discussions of
this issue, which relates cloud computing to the question of the global regulation of the
Internet.

46 E. Sweeney (rapporteur), Industry Recommendations to Vice President Neelie Kroes on the Orientation of a
European Cloud Computing Strategy, Brussels, 11.2011.

47 Based on estimates by US-based start-up Deepfield, see: Labovitz, C., op.cit.

%8 See the announcement by NASA Chief Information Officer Linda Cureton, op.cit.

4% Strange, S. (1992), ‘States, Firms and Diplomacy’, International Affairs, 68(1): 1-15.
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Fighting cyber crime and protecting privacy in the cloud

Figure 2: The triangular diplomacy of cloud computing from the point of view of
the global regulation of the Internet
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With regard to cybercrime, predominant concerns related to cloud computing involve the
establishment of rules allowing for the association between persons and specific
IP addresses. This includes the avoidance of developments stemming both from relations
between states and companies and states and the inter-state system that would result in
the development of regional Internets undermining interoperability. What is lost in the
process, however, is the issue of the protection of the individual, which is as argued
previously identified as the most central risk in relation to cloud computing. Figure 2 raises
a different set of questions if instead of the global regulation of the Internet, one places the
individual at the core of policy concerns, as displayed in Figure 3 below.
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Figure 3: The triangular diplomacy of cloud computing from the point of view of
the individual
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Triangular diplomacy functions across the various policy domains involving cloud
computing, including law-enforcement. In this area, one concern widely echoed in
specialised news outlet over the past months is the fact that the largest providers of cloud
services are legally or physically located in the US, which makes the data processed
through their cloud liable to interception and seizure by US authorities. While cloud
computing has made data processing global, as argued by the Sopot Memorandum, it is
important to reiterate that jurisdiction still matters (see section 4.2). Where the
infrastructure underpinning cloud computing (i.e. data centres) is located, and
the legal framework that cloud service providers are subject to are key issues,
especially in a law-enforcement context where challenges to the right to data protection
and to privacy are particularly stringent. These concerns have been dealt with as a business
opportunity for some EU-based companies, which have advertised their services as safe
from any interception on the basis of the US PATRIOT Act®, and as a potential liability
which has seen other companies turning down cloud-based services from US providers —
such as UK-based defence company BAE Systems’ reported decision to abstain from using
Microsoft’s Office 365 cloud-based software suit in fear of industrial espionage®'.

Figure 2 further highlights that the cybercrime dimension involved in the issue of cloud
computing is but one of the pending issues if one places the individual and his rights,

50 E.g. Baker, J. (2011), ‘European cloud vendors cleaning up with data protection fears’, Techworld, 5.12.2011,
available from http://news.techworld.com/security/3322757/europe-cloud-vendors-cleaning-up-with-data-
protection-fears/, retrieved 20.8.2012.

51 Whittaker, Z. (2012), ‘Defense giant ditches Microsoft's cloud citing Patriot Act fears’, ZDNet, available from
http://www.zdnet.com/blog/london/defense-giant-ditches-microsofts-cloud-citing-patriot-act-fears/1349,
retrieved 20.8.2012.
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including the right to data protection and the right to privacy, at the centre of the
discussion. Law-enforcement matters are reflected in this triangular diplomacy, but
they are arguably not the most central. For the individual, surface 1 is the least
problematic, it represents the classical configuration in which data protection law has
historically developed. With regard to the issue of cybercrime, surface 1 is also where the
individual enjoys the best protection and best guarantees in terms of legal certainty and
redress. Surface 2 is more problematic, especially in a cloud computing context, because it
involves cross-border data transfers. Surface 2 also raises a question on which issue is
most central: transnational “cybercrime” or the handling by company of data on a
transnational scale. Surface 3 is the most problematic because in the confrontation
between states and the inter-state system, especially with regard issues of cyber-espionage
and cyber-sabotage, the individual and her rights all but disappear.

Where cloud computing is possibly the most disruptive, then, is not in the new possibilities
it offers to criminals and fraudsters, but in the fact that it breaks away from the forty-year-
old legal model for international data transfers. This is the issue we will discuss in the
remainder of this section by examining successively each tip of the triangular diplomacy
system at work in cloud computing.

3.2. The companies/states/inter-state relations

The cloud is first a field of competition for private companies. Major IT companies are
advertising cloud computing with unprecedented urgency, because they fear that their
customers could switch to competitors' platforms offering irresistible cost-savings®?, thus
destroying long-held business franchises. The market for cloud services is heavily
subcontracted, both for the physical infrastructure comprising data centres as well as the
“stacks” (layering of levels) of software that provide the functional elements compromising
the totality of the service. Both software and hardware have to be maintained, and these
are governed by “service level agreement” (SLA) contracts which guarantee overall levels
of performance, reliability, and security. There is intense price-driven competition, and
providers will arrange for reserve capacity with diverse subcontractors to cope with
anticipated variations in demand. Advanced forms of cloud computing, but also costs in
non-standard PaaS, may also create powerful “lock-in" effects, which lead to strategic
games between industry, regulators and standards bodies. Given the complexity of these
relationships, the policy discussions of cloud computing have become very confused
by the term being informally applied to almost any Internet service offering some
combination of communications and remote storage of data provided by an
intermediary.

Even though the marketing deployed around cloud technologies have blurred what is really
new in these technologies, two new features can be underlined: data-at-rest are becoming
vulnerable and massively-parallel computation are becoming a commodity, and this will
have profoundly disruptive policy implications for privacy, security and data sovereignty.
The main challenge in this companies/companies relationship is the rights of
individuals whose data is being processed. These rights are indeed subsumed into a
complex mesh of contracts that are primarily concerned with abstracting the details of
where and how processing actually takes place, in the interest of economic efficiency. The
legal section 4.3 details further the aspect of legal responsibilities.

In any case a data controller, defined as the organisation(s) which determine the “means

52 Up to 90% savings compared to “on-premise” computing according to industry figures.
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and purposes” of processing, must make a contract to specify the conduct required of any
Processor employed to perform limited operations on behalf of the controller. A critical
question therefore is which kinds of cloud provider qualify as controllers or
processors. The challenge of legal definitions of both is detailed further in the section 4.3.
In general, PaaS and laaS providers know nothing about the function of the programs run
or meaning of the data processed by their commercial customers, and will have no
relationship with the individuals whose data is processed. Therefore the customer will be
the controller and must ensure their contract with the cloud provider guarantees effective
protection for the individuals whose data is processed.

However SaaS is normally restricted to authorised users through some form of identity
management system, which requires autonomous operational decisions by the provider (for
example if a user requests a reset of their password, an immediate security assessment
must be made whether this is an attempt to break into the system). SaaS providers are
therefore likely to be deemed joint controllers together with the customer organization. The
main question that arises then is: if there are joint controllers, what form of contract should
govern that relationship? The EU DP Directive of 1995 did not really foresee this situation.
cloud computing is dominated by US companies, many of whom presumed that Safe
Harbour self-certification would relieve them of the obligation to agree contracts with their
customers. However as we have seen, PaaS and laaS are intrinsically Processor roles which
cannot fulfill any of the privacy principles on which Safe Harbour is founded. This was never
satisfactorily resolved®® by the Commission before the agreement was hastily concluded
over the objections of European DPAs®*. As a result many US cloud providers advertise Safe
Harbour certification with insupportable claims that this legalizes transfers of EU data into
US clouds, and since 2009 several have altered their self-certification filings to claim the
oxymoronic status of Safe-Harbour-as-a-Processor. The Article 29 Data Protection Working
Party (WP29) have clarified that this is insufficient their recent opinion®®.

The concepts of controller and processor are thus subject to contested interpretation, and
this was true even before the advent of cloud computing®. The legal definitional challenges
of these interpretations are analysed in depth in section 4.

3.3. The states/inter-state/companies relations

In the field of cybercrime, the challenge of privacy in a cloud context highlighted above is
also underestimated, if not ignored. What is at stake here is the second ‘segment’ of
triangular diplomacy, i.e. the states/companies relationship and how they unfold with
respect to the question of data protection. In fora such as the Council of Europe “Octopus”
Cybercrime conferences for instance, Data Protection laws appear to be very marginal in
the agenda set priorities, and inadequately addressed to meet the challenges.

In 2007, the Council of Europe - under the Project on Cybercrime - set up a working group
with representatives from law enforcement, industry and service provider associations that
prepared draft guidelines which were adopted by the global Octopus Interface conference in
Strasbourg in April 2008. The European Union's Justice and Home Affairs Council

5% There is no support in EU materials for the substance of US Department of Commerce Safe Harbour FAQ 10.

54 “Having examined the new version of the documents received on 28 April and 2 May, the Working Party
confirms its previous Opinions and considers it essential that the following issues and recommendations be given
due consideration.” See Article 29 Data Protection Working Party (WP29) (2000), Opinion on the level of
protection provided by the “Safe Harbour Principles”, 2000.

55 Article 29 Data Protection Working Party (WP29) (2012), Opinion 196 on Cloud Computing, July 2012.

¢ Article 29 Data Protection Working Party (WP29) (2010(c)), Opinion 169 on the concepts of "controller" and
"processor”, February 2010.

32



Fighting cyber crime and protecting privacy in the cloud

recommended in November 2008°’ that the European Commission work on the basis of the
guidelines adopted by the Council of Europe conference and took note of eight specific
recommendations.

Allegedly, the question of the protection of fundamental rights and the role of the Internet
industry in this respect is being addressed by a number of initiatives, such as the Global
Network Initiative - Protecting and advancing Freedom of Expression and Privacy in
Information and Communications technologies®®. This initiative establishes principles on
Freedom of Expression and Privacy and has been developed by companies, investors, civil
society organizations and academics®®. A careful analysis of these initiatives however
shows a worrying lack of clarity in definitions used, and cannot be considered as
adequate tools to meet the challenges. Despite welcoming attempts to clarify the
issues at stake®®, the question of Law enforcement/Internet service provider cooperation in
the investigation of cybercrime is still critical. In a European context, the newly created
cybercrime centre raises concern: if the Centre is intended to fuse information from open
sources, private industry, police and academia, and is intended to serve as a platform for
European cybercrime investigators, what legal framework are in place to deal with privacy
and data protection in relation to cloud computing? The potential for misuses and abuses
by law enforcement actors and agencies becomes an issue of serious concern, and this
critical challenge is addressed in section 4.4.

The question of privacy and data protection is furthermore challenged by
exceptional measures taken in the name of security and the fight against
terrorism. The US context is here particularly highlighting, both in the case of the Patriot
Act and in the case of the US Foreign Intelligence Surveillance Amendment Act of 2008.
These examples illustrate conflicts that can arise in the state/companies relationships. The
major Cloud providers are transnational companies subject to conflicts of international
public law. Which law they choose to obey will be governed by the penalties applicable and
exigencies of the situation, and in practice the predominant allegiances of the company
management. So far, almost all the attention on such conflicts has been focussed on the US
PATRIOT Act, but there has been virtually no discussion of the implications of the US
Foreign Intelligence Surveillance Amendment Act of 2008. 81881a of FISAA for the first
time created a power of mass-surveillance specifically targeted at the data of non-US
persons located outside the US, which applies to Cloud computing. Although all of the
constituent definitions had been defined in earlier statutes, the conjunction of all of these
elements was new.

The law was passed in the aftermath of allegations of “warrantless wiretapping” affecting
US citizens after the attacks of 9/11. Accounts emerged in the US media in 2005 that
surveillance of Internet and telephone communications had been conducted in violation of
strict constitutional and statutory protections afforded to US citizens (and legal residents).
In response to mounting public concern, in 2007 Congress enacted the Protect America Act
as a temporary measure, which aimed to legalize whatever surveillance activities were still
being conducted, and to grant retroactive immunity to telecommunications companies
implicated (who would otherwise have been liable for heavy damages for their complicity).

57 See Council of the EU, Council Conclusions on a Concerted Work Strategy and Practical Measures Against
Cybercrime, Brussels, 27-28 November 2008, available at:
http://www.eu2008.fr/webdav/site/PFUE/shared/import/1127_JAl/Conclusions/JHA_Council_conclusions_Cybercri
me_EN.pdf

%8 See Global Network Initiative website, available at: http://globalnetworkinitiative.org/principles/index.php

59 Participants are listed on the GNI website through the following link:
http://globalnetworkinitiative.org/participants/index.php

0 sSee for instance: van Genderen, R., (2008), Cybercrime investigation and the protection of personal data and
privacy, Discussion paper, Economic Crime Division Directorate General of Human Rights and Legal Affairs,
Strasbourg, France, 25 March 2008.
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There followed a test case at the Foreign Intelligence Surveillance Court of Review, which
held definitively that the Fourth Amendment requirement for a specific warrant only applied
to surveillance directed at US persons®:. This opened the door for Congress to enact FISAA
81881a in 2008, which authorized mass-surveillance of foreigners (outside US territory),
but whose data was within range of US jurisdiction. However, the most significant change
escaped any comment or public debate altogether. The scope of surveillance was
extended beyond interception of communications, to include any data in public
cloud computing as well. This change occurred merely by incorporating “remote

computing services” into the definition of an “electronic communication service provider”2.

3.4. The inter-state/states/companies relation

The scope of surveillance acted in the above described FISAA, and the fact that it has been
extended beyond interception of communications to include any data in public cloud
computing as well, has very strong implications on EU data sovereignty and the
protection of its citizens’ rights. The implications for EU Fundamental Rights flow from
the definition of “foreign intelligence information”, which includes information with respect
to a foreign-based political organization or foreign territory that relates to the conduct of
the foreign affairs of the United States®®. In other words, it is lawful in the US to
conduct purely political surveillance on foreigners' data accessible in US Clouds.

This represents a sea change from the concerns expressed in 2001 by the European
Parliament over the “ECHELON” system of strategic communications surveillance®.
Following concerns about “cookie hijacking” attacks on web browsers using wireless
connections, most popular US based web sites now encrypt communications in transit, and
so would not be (directly®®) vulnerable to interception. But FISAAA 1881a means that any
data-at-rest formerly processed “on premise” within the EU, which becomes migrated into
Clouds, becomes liable to mass-surveillance — for purposes of furthering the foreign affairs
of the US (as well as the expected purposes of terrorism, money-laundering etc.).

As a consequence, FISAA 81881a can be seen as a categorically much graver risk to
EU data sovereignty than other laws hitherto considered by EU policy-makers:

e new NSA data centres constructed for storage and analysis on an unprecedented
scale®®

e the extension of scope from communications-in-transit to include data inside US
Clouds®’

e whistleblower reports of the sophistication of data analysis contemplated®®

e the express targeting of foreign data without safeguards applicable to US citizens®®

51 See: www.fas.org/irp/agency/doj/fisa/fiscr082208.pdf.

52 See: §1880 the provision “to the public of computer storage or processing services by means of an electronic
communications system”.

53 By truncating and substituting limbs of clauses §1801e and §1801a.

8 European Parliament (2001), Report on the existence of a global system for the interception of private and
commercial communications (ECHELON interception system) (2001/2098(INI)), PE 305.391 A5-0264/2001.

8% See: http://paranoia.dubfire.net/2011_09_01_archive.html

% Wwired Magazine, The NSA Is Building the Country’s Biggest Spy Center, 1th March 2012, available at:
http://www.wired.com/threatlevel/2012/03/ff_nsadatacenter/

67 See: 18 USC § 2711(2) the term “remote computing service” means the provision to the public of computer
storage or processing services by means of an electronic communications system.

6 W. Binney's Keynote at HOPE 9 conference (New York City, 13th July 2012, 1hr 12m, available at:
http://www.youtube.lu/watch?v=hqgN59beaFMI.
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e a doctrine of indiscriminate collection, which only seeks to control subsequent
access’®

Remarkably, it does not appear that the EU Commission, national DPAs, or the
European Parliament had any awareness of FISAAA 1881a until mid-2011. Most
attention continues to be focussed on the US Patriot Act of 2001, which certainly contains
powers for direct access to EU data, but nothing like 188la's heavy-calibre mass-
surveillance fire-power aimed at the Cloud. A few EP questions have now been asked and in
February 2012 Commissioner Reding speculated that any such conflicts of law arising might
have to be settled at the International Court of the Hague’ (although the US does not
recognize its jurisdiction).

The root problem is that cloud computing breaks the forty year old legal model for
international data transfers’?. The primary desideratum would be a comprehensive
international treaty guaranteeing full reciprocity of rights, but otherwise exceptions
(“derogations”) can be recognized in particular circumstances providing there are
safeguards appropriate to the specific situation. Cloud computing breaks the golden rule
that “the exception must not become the rule”. Once data is transferred into a Cloud,
sovereignty is surrendered. In summary, it is hard to avoid the conclusion that the EU is
not addressing properly an irrevocable loss of data sovereignty, and allowing
errors made during the Safe Harbour negotiations of 2000 to be consolidated, not
corrected.

4.CLOUD COMPUTING AND CYBERCRIME: LEGAL
CHALLENGES FOR DATA PROTECTION LAW

KEY FINDINGS

e Conceptual uncertainties emerge in relation to the wide room of discretion by the
Member States at times of establishing jurisdiction i.e. the applicable implementing
law of the Member State under the DPD. This most directly causes uncertainty for
any affected individual who might face conflict of laws resulting from the multiple
national implementing legislations. A targeting/directing test would establish
jurisdiction in relation to data connected to the EU, but would not rule out conflict of
laws nor preclude secret surveillance by third countries. Yet, these initiatives should
be seen as valuable tool to ensure that US companies are “in principle” covered by
EU DP Law.

e An ‘accountability approach’ would imply the vesting of obligations and liabilities
upon every actor with considerable power, i.e. knowledge and control of the
personal data. This explains why anonymous data, i.e. data to which there is a
minimized risk of unauthorized access, are no ‘personal data’ in the DPD. Standard
setting on the EU level as regards what constitutes personal data would contribute
to a harmonized approach to the “who” question (see Annex 2), i.e. who is the cloud

6  FISCR 22"  August 2008  judgement on Protect  America 2007, available  at:
www.fas.org/irp/agency/doj/fisa/fiscr082208.pdf.

0 «“Before the enactment of the FAA... in effect, the Intelligence Community treated non-U.S. persons located
overseas like persons in the United States, even though foreigners outside the United States generally are not
entitled to the protections of the Fourth Amendment”, Background Paper on Title VII of FISA Prepared by the DoJ
and ODN, Feb 2012, available at: www.fas.org/irp/news/2012/02/dni020812.pdf

" See: http://news.bbc.co.uk/democracylive/hi/europe/newsid_9695000/9695923.stm

"2 Hondius, F., (1975), Emerging Data Protection in Europe, North-Holland/American Elsevier.
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user data (joint) controller, data processor, data subject. This “who” question is
important in light of the question of jurisdiction and the resulting or potential
responsibilities, liabilities and obligations towards the individual.

e Definitional uncertainties also emerge in relation to self-regulatory data protection
regimes ‘quite separate from the wider EU level framework on data protection’,
when assessing data transfers to third countries. The notion of ‘adequacy’ as
regards data transfers to third countries is defined on several levels (Member
States, EC and EUROPOL), and this further expands the vulnerability of the data
subject as regards what actually are ‘adequate data protection standards’, and the
capacity to control her/his data as a fundamental right. This is exacerbated by the
lack of a concept of cybercrime within the EU, which creates even more legal
uncertainty for the individual as regards the justification of lower data protection
standards for cybercrime.

As underlined above, cloud computing raises several challenges related to legal uncertainty
about fundamental legal concepts and general principles in the current multiple,
fragmented and incomplete EU data protection legislative framework. A key guiding
question is the extent to which the Union’s legislative regime is well-equipped to deal with
the data protection challenges posed at the intersection of cloud computing and crime
prevention/fighting. Although the Treaty of Lisbon formally abolished the distinction
between the First and Third Pillars (this last one corresponding to Police and Judicial
Cooperation in Criminal Matters),”® the existing EU legal complex still remains ‘pillarised’ in
nature and guided by this old division. The Data Protection Directive (DPD)’* and the
Proposal for a General Data Protection Regulation (PGDPR)”® do not apply to law
enforcement activities,”® nor to domestic processing, which is still governed by various
national regulatory systems in the different areas of law touched by cloud computing (i.e.
civil law, administrative and commercial law). Furthermore, old third pillar instruments such
as the Framework Decision (DPFD)’’ and the Proposal for a Police and Criminal Justice Data
Protection Directive (PPCJDD)’® do not apply to ‘cloud computing providers’ and to EU
Home Affairs Agencies such as EUROPOL®.

7 The first and third pillar respectively correspond to title 1V of the Treaty establishing the European Community
(‘Visas, Asylum, Immigration and Other Policies related to the Free Movement of Persons’) and title VI of the
Treaty on European Union (‘Provisions on Police and Judicial Cooperation in Criminal Matters’).

’* European Parliament and Council of the European Union (1995), Directive 95/46/EC of the European Parliament
and Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and
on the free movement of such data, OJ L 281, 23.11.1995.

> European Commission (2012(b)), Proposal for a Regulation of the European Parliament and of the Council on
the protection of individuals with regard to the processing of personal data and on the free movement of such data
(General Data Protection Regulation), COM(2012) 11 final, Brussels, 25.01.2012.

¢ Other relevant first pillar instruments for cloud computing are the e-Privacy Directive and the Data Retention
Directive: European Parliament and Council of the European Union (2002), Directive 2002/58/EC of the European
Parliament and of the Council of 12 July 2002 concerning the processing of personal data and the protection of
privacy in the electronic communications sector (Directive on privacy and electronic communications), OJ L 201,
31.7.2002; European Parliament and Council of the European Union (2006), Directive 2006/24/EC of the European
Parliament and of the Council of 15 March 2006 on the retention of data generated or processed in connection
with the provision of publicly available electronic communications services or of public communications networks
and amending Directive 2002/58/EC, OJ L 105, 13.44.2006. Whereas the e-privacy Directive applies to public
communications services (Recital 10 and Article 3.1), the DPD applies to non-public communications services.

" Council of the EU (2008(a)), Framework Decision 2008/977/JHA of 27 November 2008 on the protection of
personal data processed in the framework of police and judicial cooperation in criminal matters, OJ L 350,
30.12.2008.

8 European Commission (2012(c)), Proposal for a Regulation of the European Parliament and of the Council on the
protection of individuals with regard to the processing of personal data by competent authorities for the purposes
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4.1. Definitional dilemma in the EU data protection Ilegal
framework

The EU data protection legal framework is affected by important definitional dilemmas.
First, conceptual uncertainties in the context of the old First Pillar relate to the
wide room of discretion by the Member States at times of establishing jurisdiction
i.e. the applicable implementing law of the Member State under the DPD. This most
directly causes uncertainty for any affected individual who might face conflict of laws
resulting from the multiple national implementing legislations. This touches most directly
upon the relationship ‘company-company’ in our ‘triangular diplomacy’ conceptual
framework, as the applicable substantive law determines both the obligations of data
controllers and processors and the rights and level of protection of the individual as ‘data
subject’ or ‘consumer’.

Secondly, definitional uncertainties also emerge in relation to self-regulatory data
protection regimes ‘quite separate from the wider EU level framework on data
protection’,®® when assessing data transfers to third countries. This question
touches upon the relationship ‘state-state’ and ‘state-company’ due to increasing
cooperation between the private sector and law enforcement agencies (LEA’s), at national
and EU levels, in the ‘fight against crime’ ‘in the cloud’. De Hert has stressed that ‘it is very
likely that data collected by commercial data controllers in the course of their duties are
used by law enforcement agencies’®*. This is indeed likely to be occurring independently of
the actual existence of any applicable or common legal framework setting the necessary
data standards and regulations framing this relationship and safeguarding the capacity of
the individual to control her/his data as a fundamental right. The potential for misuses and
abuses by law enforcement actors and agencies becomes henceforth an issue of serious
concern. The lack of a concept of cybercrime in EU law raises even more concerns for the
individual about the justification for lower data protection standards or the application of
exceptions to those®.

The European Commission has confirmed that ‘cloud computing’ has caused a loss of
control by the individual over her/his data.®® This Section shows how from a data protection

of prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties,
and the free movement of such data, COM(2012) 10 final, Brussels, 25.01.2012.

" Recital 15 and Article 2.3(b) PPCJDD; EUROPOL is governed by another third pillar instrument: Article 23.2
Council Decision of 6 April 2009 establishing the European Police Office (EUROPOL) 2009/371/JHA), OJ L 121,
15.05.2009.

8 The international agreements are available on: https://www.EUROPOL.europa.eu/content/page/international-
relations-31; De Hert, P. and B. de Schutter (2008), ‘International Transfers of Data in the Field of JHA: The
Lessons of EUROPOL, PRN and Swift’, in B. Martenczuk and S. van Thiel (eds.), Justice, Liberty, Security: New
Challenges for EU External Relations, Brussels: VUBPress, p. 320; De Busser, E. (2012), ‘The Adequacy of an U-US
Partnership’, in S. Gutwirth et al. (eds.), European Data Protection: In Good Health?,
Dordrecht/Heidelberg/London/New York: Springer, 2012, p. 191; European Parliament (2011), Implementation of
the EU Charter of Fundamental Rights and its Impact on EU Home Affairs Agencies. Frontex, EUROPOL and the
European Asylum Support Office, PE 453.196, August pp. 28, 73, 69, 74; European Parliament (2011), Developing
an EU Internal Security Strategy, fighting terrorism and organised crime, PE 462.423, November, p. 49.

8 De Hert, P. and V. Papakonstantinou (2012), ‘The Police and Criminal Justice Data Protection Directive:
Comment and Analysis’, Computers & Law Magazine of SCL, Vol. 22, No. 6, February/March, p. 2.

82 Without, however, violating the core-periphery of human rights: Porcedda, M.G., Data Protection and the
Prevention of Cybercrime: The EU as an Area of Security?, EUl Working Paper, Law, p. 7.

8 European Commission (2010(c)), Communication to the European Parliament, the Council, the Economic and
Social Committee and the Committee of Regions: A comprehensive approach on personal data protection in the
European Union, COM(2010) 609 final, Brussels, 4.11.2010, pp. 2, 11; European Commission (2012(a)), Data
protection reform: Frequently asked questions, MEMO/12/41, Brussels, 25.01.2012.
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viewpoint, cloud computing has fundamentally transformed the individual, located
in the centre of the ‘triangular diplomacy’ conceptual framework (cf figure 2), from a
‘data subject’ or ‘consumer’ to a product or commodity in relation with the private
sector and law enforcement within the Member States, the EU, and beyond. At this
stage there is not really any possibility for DPAs to guarantee the conformity of
data processing "in the cloud" with EU DP law. Harmonization of key fundamental
legal concepts at Union levels could be a welcome step forward if guided by the
accountability principle, transparency®, ownership and integrity of data, with a view to
respect the right to data protection (Article 16.1 Treaty on the Functioning of the EU and
Article 8 EU Charter of Fundamental Rights). The data subject ‘should thus be at the heart
of policy attention’®®, and full transparency would be central as regards basic fundamental
legal concepts such as jurisdiction, data processor/data controller, transfers of data and
cybercrime, as well as the implications of EU level law enforcement agencies activities such
as EUROPOL, which we now enter into analysing.

4.2. The challenge of jurisdiction

The first legal challenge laying at the intersection between cloud computing and crime
fighting is that of jurisdiction. This concept determines both the responsibilities and legal
liabilities of data controllers and processors and the rights of the individual as ‘data
subject’. As said above, data processing operations take place across different sovereign
jurisdictions, and the market for Cloud services is heavily subcontracted for the physical
infrastructure comprising datacentres. The DPD contains two main jurisdictional grounds:
Article 481 DPD, based on the establishment of an ‘EU controller’ or the EU equipment of a
‘non-EU controller’, and Article 17.3 DPD, based on the establishment of an ‘EU
processor’®®. The key challenge under both grounds is how to distinguish the relationships
data processor/controller and establishment/equipment in cloud computing? Such
definitional uncertainty brings the individual in a vulnerable position with regard to the
applicable national law. The PGDPR has replaced the latter distinction by a ‘targeting test’
to establish jurisdiction on the basis of data connected to the EU. Yet, definitional
uncertainty still remains, and conflicts of laws would not be ruled out®’.

8 Article 29 Data Protection Working Party (2010(a)), Opinion 3/2010 on the principle of accountability,
00062/10/EN WP 173, Brussels, 13.07.2010; European Parliament (2011(b)), Towards a New EU Legal Framework
for Data Protection and Privacy, Committee on Civil Liberties, Justice and Home Affairs, PE 453.216, September,
pp. 21-22; Article 29 Data Protection Working Party (WP29) (2010(b)), Opinion 8/2010 on applicable law, 0836
02/10/EN WP 179, Brussels, 16.12.2010, p. 29.

8 European Parliament (2011(b)), pp. 10, 11.

86 See also Article 30 and Recital 66 Draft Regulation.

8 “Main establishment’ means as regards the controller, the place of its establishment in the Union where the
main decisions as to the purposes, conditions and means of the processing of personal data are taken; if no
decisions as to the purposes, conditions and means of the processing of personal data are taken in the Union, the
main establishment is the place where the main processing activities in the context of the activities of an
establishment of a controller in the Union take place. As regards the processor, ‘'main establishment' means the
place of its central administration in the Union.’; Hon, W.K., J. H6rnle and C. Millard, 2011, p. 12.

38



Fighting cyber crime and protecting privacy in the cloud

According to Article 481 DPD,®® jurisdiction is established independently of the physical
location of the data, or the citizenship or residence of the data subject.®® Instead, it should,
firstly, be verified whether an ‘EU cloud user’ is a data controller in his own right, or in
relation to a non-EU controller, whether the EU cloud user is an establishment within the
meaning of Article 4.1(a) DPD, or equipment within the meaning of Article 4.1(c) DP (in
case the non-EU controller installs cookies on installations of the user) — the
establishment/equipment test®™. Following a negative answer to both questions, it must be
verified whether the non-EU controller has an EU data centre. An first question is whether

space rented by a non-EU provider in an EU data centre also constitutes ‘establishment®®.

The next question is whether the EU data centre is processing ‘within the context of its
activities’. In that case, that establishment can be considered a (relevant) establishment
under Article 4.1(a) DPD. The WP29 proposed that ‘in the context of the activities of an
establishment of the controller’ includes both processing activities and other activities (such
as marketing)®?. If, on the other hand, the EU data centre is processing within the context
of the non-EU controllers’ activities, a distinction should be made between whether or not
the non-EU controller owns an ‘EU data centre’. Following a positive answer, the EU data
centre (often laaS and PaaS providers) can be considered as equipment (or an irrelevant
establishment) under Article 4.1(c) DPD®. In those cases where the EU data centre is a
mere subsidiary (often SaaS providers) of the non-EU controller, the EU data centre can
also be considered as both equipment under Article 4.1(a) DPD. Yet, looking through the
corporate veil can show that such processors are controllers in their own right.

88 +1. Each Member State shall apply the national provisions it adopts pursuant to this Directive to the processing
of personal data where: (a) the processing is carried out in the context of the activities of an establishment of the
controller on the territory of the Member State; when the same controller is established on the territory of several
Member States, he must take the necessary measures to ensure that each of these establishments complies with
the obligations laid down by the national law applicable; (b) the controller is not established on the Member
State's territory, but in a place where its national law applies by virtue of international public law; (c) the
controller is not established on Community territory and, for purposes of processing personal data makes use of
equipment, automated or otherwise, situated on the territory of the said Member State, unless such equipment is
used only for purposes of transit through the territory of the Community.’

8 Hon, W.K., C. Millard and 1. Walden (2011 (b)), Who is responsible for ‘Personal Data’ in Cloud Computing? The
Cloud of Unknowing, Part 2, Queen Mary School of Law Legal Studies Research Paper No. 77/2011, March, p. 7;
Yet, under Article 4.1(c), the location of equipment or means of processing could overlap with the location of
processing.

%0 Article 29 Data Protection Working Party (WP29) (2008), Opinion 1/2008 on data protection issues related to
search engines, 00737/EN WP 148, Brussels, 04.04.2008, pp. 10, 11; Article 29 Data Protection Working Party
(WP29) (2009(b)), Opinion 5/2009 on online social networking, 01189/09/EN WP 163, Brussels, 12.06.2009, p. 5;
Article 29 Data Protection Working Party (2010 (b)), Opinion 8/2010 on applicable law, 0836 02/10/EN WP 179,
Brussels, 16.12.2010, pp. 21, 22.

°* Hon, W.K., J. Hérnle and C. Millard (2011), “Data Protection Jurisdiction and Cloud Computing — When are Cloud
Users and Providers Subject to EU Data Protection Law? The Cloud of Unknowing, Part 3”, Queen Mary School of
Law Legal Studies Research Paper No. 84/2011, February, p. 18.

92 Article 29 Data Protection Working Party (WP29) (2008), p. 10; This stance has been criticized: Hon, W.K., J.
Hornle and C. Millard 2011, p. 10.

9 Article 29 Data Protection Working Party (WP29) (2010(b)), p. 19; The definitions ‘relevant’ and ‘irrelevant’
establishment were introduced by the WP29 because the wording of Article 4.1(c) DPD applies that article only
when ‘the controller is not established on Community territory’. As seen above, a controller can be established on
Community territory but without processing personal data in the context of that establishment’s activities, so that
Article 4.1(a) does not apply. Yet, in that case Article 4.1(c) DPD can also not apply as the controller is established
on Community territory’. It has therefore been suggested that the article should be read as ‘the controller does
not have any establishment on the territory of a Member State in the context of which it processes personal data’.
For the same reason, Article 3.2 Draft Regulation (see below) should arguably be modified. There is however no
similar loophole for processors which. Article 3.1 of the Regulation applies the Regulation if a provider processes
personal data in the context of the activities of an establishment of a provider in the Union, which seems to imply
that the processor would be ‘subject to the draft Regulation in relation to its worldwide activities’.: Hon, W.K., J.
Hornle and C. Millard, 2011, pp. 20, 32, 37, 38.
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Within a Cloud Legal Project (CLP), it has been proposed to abolish the rigid
‘establishment/equipment test’ in favor of a targeting/directing test in relation to data
connected to the EU%*. The WP29 has confirmed this position: ‘Article 4(1)c strives to
ensure the right to the protection of personal data provided by the EU Directive even where
the controller is not established in EU/EU territory but where the processing is in some way
connected with the EU.®> The protection of individuals inside the EU is also one of the main
purposes of Article 4.1(c) DPD®, and therefore, Kuner argued to make this idea explicit by
focusing on ‘the application of EU law to situations in which the data controller determines
in an untransparent way how data are processed on the individual’s computer’.

A targeting test denotes an accountability approach that would solve key questions about
applicable law, as mapped by the EC and the EP: ‘[...] in case where the relevant place of
establishment of a cloud provider may be hard to determine, e.g. for a non-EU user of a
non-EU provider operating equipment in the EU;®” ‘In terms of applicability of the law,
there is a clear gap when both the provider and its equipment (data centres, servers, etc.)
are located outside the EU but the service is used by EU citizens [...].°®" Article 3.2 PGDPR
introduces a targeting test, and applies the Regulation ‘to the processing of personal data
of data subjects residing in the Union by a controller not established in the Union, where
the processing activities are related to: (a) the offering of goods or services to such data
subjects in the Union; or (b) the monitoring of their behaviour’. A similar proposal was
made by Spoenle within the COE’s discussions to extend the jurisdictional scope of Article
32(b) Cybercrime Convention:®° the power of disposal as a legal connecting factor detached
from location parameter would connect any data to the person that hold the right to ‘alter,
delete, suppress or to render unusable as well as the right to exclude others from access
and any usage whatsoever''®. However, such initiatives won’t rule out conflict of laws and
a targeting test cannot preclude secret surveillance by third countries. These initiatives
should be seen as valuable tool to ensure that US companies are “in principle” covered by
EU DP Law.

4.3. The challenge of responsibility: data controller, data processor
and personal data

The distinctions between cloud user, data processor, data (joint) controller'’®® and data
subject are further blurred by cloud computing®®. This “who” question (see Annex 2) is

1

9 Hon, W.K., J. Hérnle and C. Millard, 2011, pp. 34-37.

% Article 29 Data Protection Working Party (WP29) (2010(b)), p. 29.

% Article 29 Data Protection Working Party (WP29) (2002), Working document on determining the international
application of EU data protection law to personal data processing on the Internet by non-EU based web sites,
5035/01/EN/Final WP 56, Brussels, 30.04.2002, p. 7.

97 European Commission (2012(e)), Communication from the Commission to the European Parliament, the
Council, the European Economic and Social Committee and the Committee of Regions: Unleashing the Potential of
Cloud Computing in Europe, COM(2012) 529 /2, Brussels, 27.09.2012, p. 8.

% European Parliament (2012(a)), Cloud Computing, Policy Department Economic and Scientific Policy, PE
475.104, May, p. 59.

% Council of Europe (2001), Convention on Cybercrime, Budapest, 23.11.2001: ‘Article 32 — Trans-border access
to stored computer data with consent or where publicly available: A Party may, without the authorisation of
another Party: a. access publicly available (open source) stored computer data, regardless of where the data is
located geographically; or b. access or receive, through a computer system in its territory, stored computer data
located in another Party, if the Party obtains the lawful and voluntary consent of the person who has the lawful
authority to disclose the data to the Party through that computer system.’

190 council of Europe (2010 (b)), Cloud Computing and cybercrime investigations: Territoriality vs. The power of
disposal, discussion paper, prepared by J. Spoenle, 31.08.2010, p. 10.

101 Council of Europe (2010 (a)), Cloud computing and its implications on data protection, discussion paper, March,
prepared by Research Centre on IT and Law (CRID), p. 16; Article 24 Draft Regulation introduced the concept of
joint controllers.
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important in light of the question of jurisdiction and the resulting or potential
responsibilities, liabilities and obligations towards the individual. It is important that the
individual has legal certainty and keeps the ownership over her/his data, and this explains
the importance of his/her consent with the allocation of responsibilities. De Hert defended
to boldly abolish the notion of data processors from the new Regulation and ‘vest the data
controller title, rights and obligations upon any one processing personal information,
regardless of its means, conditions or purposes'®®. Likewise, the CLP proposed to abandon
the binary distinction between controller and processor in a cloud computing context'®*.
The COE’s ‘Convention for the Protection of Individuals with regard to Automatic Processing
of Personal Data’ does not even distinguish between these categories'®>. The WP29 stated
that it is important to soundly read the contract that can give indications for the power
relationships between parties’®®. With regard to joint-controllers, it is questioned what form
of contract should govern that relationship?

An ‘accountability approach’ would then imply the vesting of obligations and liabilities upon
every actor with considerable power, i.e. knowledge and control of the personal data. This
explains why anonymous data, i.e. data to which there is a minimized risk of unauthorized
access, are no ‘personal data’ in the DPD (Recital 26 DPD)'’. The relation between the
definition of anonymous data and the definition of data controller/processor is also
apparent in a recent study of the European Parliament (EP) that successively identifies the
definition of data controller and data processor, ownership and confidentiality as
outstanding regulatory issues®®®,

A first question is whether the process of anonymisation of data is ‘data processing’
covered by the DPD. Secondly, the definition of ‘anonymous data’ is in itself an open
debate. Information to which there is only a remote, highly theoretical risk of identification,
due to sufficient protection measures against unauthorized access, is arguably not
considered as personal data'®®. The WP29's focus on preventing identification has,
therefore, been questioned in favor of an assessment of the risks to individuals’ privacy.
The CLP finds that information temporarily exposed unencrypted due to transient
processing operations, or law enforcement access, could arguably still be considered as

102 Article 29 Data Protection Working Party (WP29) (2009(a)), The Future of Privacy Joint contribution to the
Consultation of the European Commission on the legal framework for the fundamental right to protection of
personal data, 02356/09/EN WP 168, 01.12.2009, p. 12.

103 De Hert, P. and V. Papakonstantinou (2012), op.cit., Computer Law & Security Review, Vol. 28, No. 2, April, p.
134.

1%4 Hon, W.K., C. Millard and 1. Walden, 2011 (b), op.cit., p. 24.

195 Council of Europe (1981), Convention for the Protection of Individuals with regard to Automatic Processing of
Personal Data’ does not make a distinction between data controller and data processor, Strasbourg, 21.1.1981.

106 Article 29 Data Protection Working Party (WP29) (2010 (c)), Opinion 1/2010 on the concepts of ‘controller’ and
‘processor’, 00264/10/EN WP 169, Brussels, 16.02.2010, p. 9: ‘The concept of controller is a functional concept,
intended to allocate responsibilities where the factual influence is [...].’

107 The DPD does also not apply to individuals who upload data for purely personal purposes or in the course of a
household activity, to legal persons and trade secrets. Yet, legal persons are protected under the privacy and
electronic communications Directive (Article 1.2); Council of Europe (2010(a)), p. 14; Poulet, Y. et al. (2011),
“Data Protection in the Clouds”, in. Gutwirth et al. (eds.), Computers, Privacy and Data Protection: an Element of
Choice, Dordrecht/Heidelberg/London/New York: Springer, 2011, p. 388; Compare with the U.S. where ‘there is
something like privacy of a legal person’: Ruiter, J. and W. Martijn, “Privacy Regulations for Cloud Computing:
Compliance and Implementation in Theory and Practice”, in S. Gutwirth et al. (eds.), Computers, Privacy and Data
Protection: an Element of Choice, Dordrecht/Heidelberg/London/New York: Springer, 2011, pp. 361-376.

108 European Parliament (2011(d)), Does it help or hinder? Promotion of Innovation on the Internet and Citizen’s
Right to Privacy, PE 464.462, December, pp. 84-85.

199 Hon, W.K., C. Millard and 1. Walden (2011 (a)), “The Problem of ‘Personal Data’ in Cloud Computing — What
information is Regulated? The Cloud of Unknowing, Part 1”, Queen Mary School of Law Legal Studies Research
Paper No. 75/2011, March, pp. 40, 41.
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anonymous data'’®. On the other hand, Paul Ohm has warned for the failure of
anonymisation as a privacy-protecting tool***.

There is generally a higher risk of unauthorized data access by certain SaaS providers
(such as the usual social networking sites) than by laaS or PaaS providers as supposedly
pure infrastructure providers or neutral intermediaries that host data without any
knowledge of the ‘personal data’ nature of the data''?. Sartor deems such providers not to
be ‘data controllers’**®, and according to the CLP they are not even ‘data processors’,
present reasonable protection measures, and absent any line-crossing behaviour following
which they would become data controllers***. The WP29 stressed that ‘[s]hould processors
[...] communicate them in a way that breaches the contract, they shall also be considered
to be controllers [...]'**°. The European Data Protection Supervisor (EDPS) has stressed
that the ‘role played by cloud providers will need to be determined on a case by case basis
[..]."**® A recent EP study has additionally stressed that ([t]here are also ambiguities as to
the role of the cloud computing providers, who — in some cases — can be treated not only
as pure data processors, but also as data controllers, given their impact on how the data is
being processed ‘in the cloud™’.

The foregoing explains the importance of the adoption of appropriate security standards
against unauthorized access, as confirmed by the EC''8. Standard setting on the EU level
would contribute to a harmonized approach to the “who” question, and as such, help to
tackle the related jurisdictional issues.

4.4. Data transfers/processing to third countries

The notion of ‘adequacy’ as regards data transfers to third countries is defined on several
levels (Member States, EC and EUROPOL), and this further expands the vulnerability of the
data subject as regards what actually are ‘adequate data protection standards’. The focus
could be again on ‘the minimized risk’ of unauthorized access in third countries*®. Under
the DPD and the PGDPR, the Member States have great influence to determine adequacy
requirements for data transfers to third countries*®°.

110 Hon, W.K., C. Millard and 1. Walden, 2011 (a), pp. 27, 28, 33.

1 Ohm, P., ‘Broken Promises of Privacy: Responding to the Surprising Failure of Anonymization’, 57 UCLA Law
Review 1701 (2010).

112 Hon, W.K., C. Millard and I. Walden, 2011 (a), pp. 36, 37; Hon, W.K., C. Millard and I. Walden, 2011 (b), pp.1,
18.

113 gartor, G. (2012), Providers’ Liabilities in the New EU Data Protection Regulation: A Threat to Internet
Freedoms?, EUI Working Papers, Law, No. 24, p. 14.

114 |.e. unless ‘they monitor the processing with a view to accessing or using the personal data’, or ‘giving third
parties access to data without authority: Hon, W.K., C. Millard and |. Walden, 2011 (b), pp. 17, 20, 21.

115 WpP29, 2012, op.cit., p. 14.

118 Hustinx, P. (2010), Data Protection and Cloud Computing under EU Law, Third European Cyber Security
Awareness Day BSA, European Parliament, 13 April 2010, p. 3.

17 European Parliament (2012(c)), Reforming the Data Protection Package, PE 492.431, September, p. 18.

118 European Commission (2012(d)), p. 10; European Commission (2010), Communication to the European
Parliament, the Council, the Economic and Social Committee and the Committee of Regions: A Digital Agenda for
Europe, COM(2010) 245 final/2, Brussels, 26.8.2010, pp. 23, 24; The EC is currently also consulting on a future
EU Network and Information Security legislative initiative, which would introduce the requirement of risk
management practices: http://europa.eu/rapid/pressReleasesAction.do?reference=1P/12/818; Hon, W.K., C.
Millard and I. Walden, 2011 (b), p. 22; Kroes, N. (2011), “Towards a European Cloud Computing Strategy”, World
Economic Forum Davos 27 January 2011, SPEECH/11/50.

119 Hon, W.K. and C. Millard, 2012, pp. 28, 53, 54.

120 Article 25.2 DPD and Article 13.4 DPFD define the adequacy of the level of protection afforded by a third
country in the light of several circumstances.: ‘[p]articular consideration shall be given to the nature of the data,
the purpose and duration of the proposed processing operation or operations, the country of origin and country of
final destination, the rules of law, both general and sectoral, in force in the third country in question and the
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Yet, under the PGDPR and PPCJDD the role of the EC would increase through provisions on
delegated and implementing acts, respectively relating to the implementation, and the
amending, supplementing or deletion of non-essential elements of legally binding acts of
the EU'. While this would contribute towards ‘uniformity’ and national alignment with the
common regulatory system, such an approach has raised important concerns. The EP would
have a limited role in the adoption of an implementing act, and it has therefore questioned
the role and level of discretion that the EC would enjoy through delegated acts'??. The
EDPS stressed that vague notions should not justify the adoption of delegated acts as some
of them deal with essential elements in the PGDPR'®, This is for instance the case for
instance in relation to those provisions related to what constitutes the threshold for a
personal data breach notification (Articles 31 and 32), what constitutes a high degree of
specific risks (Article 34.2 and 8), or ‘important grounds of public interest’ (Article 44.1 and
7).

The EC has repeatedly emphasized the need for improved cross-border cooperation though
non-legislative measures and self-regulation®?*,

The EU-US Safe Harbour Principles are an example in that regard, which allow transfers to
those US organizations (including cloud providers) demonstrating an ‘adequate standard of
protection’'®. Yet, Safe Harbour does not apply to telecommunication common
carriers which also provide cloud computing services. The CLP and the WP29 have
emphasized that the controller needs to check the enforcement of Safe Harbour
Certification'?®. Besides, the WP29 has stressed that the PGDPR should add that the use of
Mutual Legal Assistance Treaties is obligatory with regard to access to personal data for
national security and law enforcement purposes, ‘in case of disclosures not authorized by
Union or Member State Law’*?’. This would imply extending the scope of application of the
PGDPR to law enforcement cooperation with the private sector.

The challenge of data transfers and data processing to third countries is of paramount
importance. This is even more salient in the context of the US PATRIOT and FISAA
described above. There is indeed no indication that the full effects 1881a have on the
human rights of EU data subjects have been addressed by WP29 or the Commission. The
WP29 for instance only mentions PATRIOT in one footnote'?® in nearly 140 Opinions issued
since 9/11.

professional rules and security measures’. Yet, according Article 26.2 DPD and Article 13.3(b) DPFD, the Member
States can also apply their national adequacy conditions to data transfer to third countries.

21 Recitals 90, 129 and 130 PGDPR.

122 council of Europe (2010(a)), p. 22; Reding, V., “Binding Corporate Rules: unleashing the potential of the digital
single market and cloud computing”, IAPP Europe Data Protection Congress, Paris, 29.11.2011; European
Parliament (2012), Working Document on the protection of individuals with regard to the processing of personal
data and on the free movement of such data (General Data Protection Regulation) on the protection of individuals
with regard to the processing of personal data by competent authorities for the purposes of prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and the free
movement of such data, PE491.322v01-00, Brussels, 6.7.2012, pp. 2, 4.

123 Eyropean Data Protection Supervisor (EDPS) (2012), Opinion of the European Data Protection Supervisor on
the data protection reform package, 7.3.2012, pp. 12-13.

124 European Commission (2010(b)), Proposal for a Directive of the European Parliament and of the Council on
attacks against information systems and repealing Council Framework Decision 2005/222/JHA, COM(2010) 517
final, Brussels, 30.09.2010, pp. 6, 9;

125 European Commission (2000), Commission Decision of 26 July 2000 pursuant to Directive 95/46/EC of the
European Parliament and of the Council on the adequacy of the protection provided by the safe harbour privacy
principles and related frequently asked questions issued by the US Department of Commerce, 2000/520/E, OJ L
215, 25.8.2000.

126 Hon, W.K. and C. Millard (2012), pp. 41-43, 48; Article 29 Data Protection Working Party, 2012, p. 17.

127 Article 29 Data Protection Working Party (WP29) (2012(a)), p. 23.

128 Article 29 Data Protection Working Party (WP29) (2001), 53 Opinion on the need for a balanced approach in
the fight against terrorism, Dec 2001.
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The WP29 has for instance proposed that “binding corporate rules”- BCR**° can be adapted
to provide adequate safeguards for EU data exported into the Cloud. However, they foresee
and permit secret disclosure of data to “third countries”. They say:

In any case, the request for disclosure should be put on hold and the DPA
competent for the controller and the lead DPA for the BCR should be clearly
informed about it.

The question arises, if the CEO and corporate counsel of a major US Cloud company are
faced with a choice between obeying the soft-law exhortations of WP29 which will result in
contempt of the FISA Court for breach of secrecy, or not doing what they “should” (and
side-stepping huge risks of reputation damage to their business), which law is more likely
to be obeyed?

DPA proponents of BCRs-for-processors say they offer theoretically comparable protection
to earlier derogation mechanisms (such as standard contract clauses approved by the
Commission), but those are equally unsuitable to prevent the use of Cloud data for
surveillance purposes. The standard clauses were originally drafted in 2001 for scenarios
such as offshore processing of direct-marketing mailing-lists, but when they were revised in
2010%%°, they were weakened to accommodate Cloud computing.

The proposed new DP Regulation normalizes the procedure of BCRs-for-processors, and
they are no longer regarded technically as a “derogation”. However for the same reasons
that Safe-Harbour-for-processors is a problematic concept (because a laaS/PaaS Cloud
cannot by definition fulfil any of the SHA Principles) BCRs-for-processors’s role should also
be questioned. All they can do is pledge to maintain the Cloud datacentres. They can say
nothing about the meaning of the data, or the substantive functions at the software level of
personal data processing.

Both the WP29 and the Commission place great faith in “audit” procedures to ensure Cloud
services are compliant, but no commercial audit methodology can seek to uncover secret
surveillance which is “lawful” under the national security rubric of a third country
(especially if that audit is conducted by a company from that country). There is no way that
an EU DPA can know whether this is happening or not, if the Cloud software fabric is
designed and controlled from outside EU jurisdiction.

Another challenge are the negotiations by a “High-Level Contact Group” between the EU
and US to arrive at an “Umbrella” agreement governing transfers for law enforcement and
national security, because the US position would exclude commercial Cloud transfers:

The US has rejected the idea to apply the agreement also to data transferred from
private parties in the EU to private parties in the US and subsequently
processed for law enforcement purposes by US competent authorities. Both sides
agree in substance that the agreement should be without prejudice to the activities
in the field of national security, which remains the sole responsibility of Member
States™®!,

The foregoing shows the lack of an EU legal framework as regards data transfers to third
countries. One step forward would be to extend the scope of application of the PGDPR to
law enforcement cooperation with the private sector. Secondly, standard setting on the EU

129 Article 29 Data Protection Working Party (WP29) (2012(b)), 195 Opinion on the BCRs-for-processors, June
2012

130y allowing sub-contracting http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2010:039:0005:0018:EN:PDF

31 EU-US Data Protection Non-Paper Oon Negotiations During 2011, available at:
www.statewatch.org/news/2012/feb/eu-council-usa-dp-agreement-2011-5999-12.pdf
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level would contribute to a harmonized approach as regards adequate data protection
standards for data transfers to third countries.

4.5. The challenge of regulation for EU Home affairs agencies

The legal challenges stemming from the triangular diplomacy context discussed above
when applied to the cloud computing-cybercrime fighting framework becomes even more
complex when looking at the role of EU Home Affairs Agencies active in law enforcement
(‘prevention and fight against crime’), such as EUROPOL. EUROPOL is excluded from the
scope of the PPCJDD (Recital 15 and Article 2.3(b)) and has developed a system of ‘self-
regulatory adequacy data protection procedures’ in its agreements with third countries such
as the US*™®2,

EUROPOL'’s core activity is to facilitate the exchange of information between Member States
and to develop criminal intelligence. EUROPOL is also mandated to cooperate and engage in
information exchange with third parties including other EU agencies, international
organisations and third countries, as well as receive information (including personal data)
from ‘private parties'**3. EUROPOL is said to have become a ‘data controller in its own
right’*3*. While awaiting for an EC proposal that is expected to bring the current EUROPOL
Decision in line with the Lisbon Treaty, EUROPOL has signalled its intention to establish
‘partnerships’ with the private sector (non-law enforcement actors)*®**. De Moor and
Vermeulen have expressed concerns about this development®*®, by stating that

The nature of information and intelligence from private partners — often collected in
a commercial environment for commercial purposes — requires additional
safeguards, in order to ensure the accuracy of this information... the development of
new partnerships must not occur at the expense of its own law enforcement
professionalism.

EUROPOL is entitled to establish an “outreach” to the private sector on the basis of Article
25 of the EUROPOL Convention Decision. The collection of personal data in this context

132 EUROPOL’s exchange of data with third countries and bodies is both underpinned by safeguards contained in
the EUROPOL Council Decision, in the implementing rules governing EUROPOL'’s relations with partners and by the
cooperation agreements with third states and bodies which also include safeguards intended to ensure adequate
levels of data protection. Art. 23 of the EUROPOL Council Decision. Council of the European Union, Decision
2009/934/JHA of 30 November 2009 adopting the implementing rules governing EUROPOL’s relations with
partners, including the exchange of personal data and classified information, OJ L 325/6, 11.12.2009(b).

133 gee chapter IV of the EUROPOL Council Decision on “Relations with Partners”. According to Article 25.1.a
‘private parties’ shall mean “entities and bodies established under the law of a Member State or a third State,
especially companies and firms, business associations, non-profit organisations and other legal persons governed
by private law...”. For the condition under which data processing between EUROPOL and private parties may take
place refer to Article 25.3.

134 European Parliament (2011(a)), pp- 9, 41, 109. For an overview, see D. Heimans, “The External Relations of
EUROPOL — Political, Legal and Operational Considerations”, in B. Martenczuk and S. van Thiel (eds), Justice,
Liberty and Security: New Challenges for EU External Relations, Brussels: VUB Press, 2008.

135 Council of the EU (2012), EUROPOL Work Programme 2013, 12667/12, Brussels, 17.7.2012, p. 27; Article 5.2
EUROPOL Decision states that EUROPOL ‘shall provide support to Member States in their tasks of gathering and
analysing information from the Internet in order to assist in the identification of criminal activities facilitated by or
committed using the Internet.” Article 25.4 EUROPOL Decision allows Internet Monitoring as it states that
EUROPOL ‘may directly retrieve and process data, including personal data, from publicly available sources, such as
media and public data and commercial intelligence providers.’

136 De Moor, A. and G. Vermeulen (2012), ‘The EUROPOL Council Decision: Transforming EUROPOL into an Agency
of the European Union’, Common Market Law Review, Vol. 47, No. 4, p. 1108: “The nature of information and
intelligence from private partners — often collected in a commercial environment for commercial purposes —
requires additional safeguards, in order to ensure the accuracy of this information... the development of new
partnerships must not occur at the expense of its own law enforcement professionalism.”
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takes place through EUROPOL National Units (ENU). Additionally, while EUROPOL itself
cannot send back such data directly to private entities, the situation is much less clear with
regard ENUs. Furthermore, EUROPOL is clearly being solicited by private companies with
regard its cybercrime activities, especially commercial providers of computer security
software. As discussed previously in relation with its 2011 iOCTA report, it also uses the
knowledge produced by these companies to build its own strategic analyses. It might be
necessary, in this regard, to consider the possibility of revising the 4x4 “handling code”
used by the Office to evaluate the quality of sources and codes to take into account the

dependence on private sources in the area of cybercrime®®’.

Such a measure, however, is a halfway house and needs to be envisaged in the framework
of a broader discussion. The lack of a concept or clear definition of ‘cybercrime’ within the
EU has direct implications for the functioning of the proposed European Cybercrime Centre
(EC3) as part of EUROPOL™®, and creates a larger degree of uncertainty for the individual
as regards lower data protection standards for ‘cybercrime’ or the application of exceptions
to those standards, and whether this differs from other crimes such as ‘computer crime’
and/or other ‘serious crimes’. In that regard, Porcedda distinguishes broad cybercrime from
narrow cybercrime. Broad cybercrime would justify lower data protection standards but,
however, no violation of the core-periphery of human rights**°.

5. RECOMMENDATIONS

5.1. EU General Priorities

The study clearly suggests that the focus on cloud computing solely from the perspective of
cybercrime is inadequate as regards to the challenges raised by cloud computing. The
priority has been given to the regulation of internet, traceability of IP adresses, threats to
national security through cyber attacks of critical infrastructure, and some spectacular
forms of cyber crime like child pornography. Much more emphasis should be put on
providing legal certainty in jurisdiction-spanning transfers of data involving a multiplicity of
data controllers and processors. The challenges of privacy and data protection in a
cloud context are clearly underestimated, if not ignored. In most European fora
dealing with cybercrime, Data Protection laws appear to be very marginal in the agenda
and inadequately addressed to meet the challenges raised by cloud computing.

Furthermore, Data Protection offences should be recognized as a type of
"Cybercrime'. This current omission unbalances the framework of investigatory powers
and Fundamental Rights, and the EU should include data protection offences in any future
plans, orientations, and strategies dealing with Cybercrime.

In the area of cloud computing, it is high time that the EU clarifies what it is that EU bodies
should be predominantly concerned with in the first place. Given the recent creation of a
EC3 within the European Police Office EUROPOL, and the forthcoming adoption of an EU
Cybersecurity strategy by the European Commission (foreseen December 2012 at the time
of writing), this is a highly needed prerequisite. The priority should be given to the
individual: her or his fundamental rights and freedoms should be as the core objective of
the Union’s policy.

137 See EUROPOL (2010), EUROPOL Information Mangement: Products and Services, The Hague, 2510-271, for
further details.
138 Eyropean Commission (2012(d)), p. 7.

139 porcedda, M.G., Data Protection and the Prevention of Cybercrime: The EU as an Area of Security?, EUI
Working Paper, Law, p. 7.
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5.2. Extension of the scope of data protection and harmonization
of legal concepts

The DPD and the Proposal for a General Data Protection Regulation (PGDPR) do not apply
to law enforcement activities, nor to domestic processing, which is still governed by various
national regulatory systems in the different areas of law touched by cloud computing (i.e.
civil law, administrative and commercial law). Furthermore, old third pillar instruments such
as the DPFD and the PPCJDD do not apply to ‘cloud computing providers’ and to EU Home
Affairs Agencies such as EUROPOL.

This calls firstly for a harmonization of fundamental legal concepts such as
'jurisdiction’, 'data processor' and 'data controller’ at EU level. Such harmonization
would decrease conflicts of laws and would contribute towards more legal certainty for the
data subject/consumer as regards the applicable law. They would also play an important
role at times of addressing the challenges of jurisdiction and responsibility identified in this
study.

However, the allocation of responsibility and potential liabilities should not merely depend
on the definition of data controller and data processor. An accountability approach
should apply instead, according to which responsibilities, liabilities and obligations should
be vested upon every actor with ‘considerable power’, i.e. knowledge and control of the
data. This should go along with the effective use of existing Mutual Legal Assistance
Treaties between the EU and third countries with regard to access to personal data for
national security and law enforcement purposes.

Furthermore, the EU-US Safe Harbour Principles which allow transfers of data to US
organizations does not apply to telecommunication common carriers which also provide
cloud computing services. The study recommends that Safe Harbour Certification are
checked and reinforced. The 'Safe Harbor' principle should also apply to
telecommunication common carriers which also provide cloud computing services.

In regard to EUROPOL, the fact that this agency is currently excluded from the scope of the
PPCJDD calls for careful oversight of its data exchange activities. EUROPOL’s core activity is
to facilitate the exchange of information between Member States and to develop criminal
intelligence. EUROPOL is also mandated to cooperate and engage in information exchange
with third parties including other EU agencies, international organisations and third
countries, as well as receive information (including personal data) from ‘private parties’. In
many ways, EUROPOL has become a ‘data controller in its own right’. While awaiting for an
EC proposal that is expected to bring the current EUROPOL Decision in line with the Lisbon
Treaty, it is necessary to consider the possibility of revising the 4x4 “handling code”
used by the Office to evaluate the quality of sources and codes to take into
account the dependence on private sources in the area of cybercrime.

Furthermore, the lack of a concept of ‘cybercrime’ within the EU has direct implications for
the functioning of the proposed EC3 as part of EUROPOL and creates a larger degree of
uncertainty for the individual as regards lower data protection standards for ‘cybercrime’
and whether this differs from other crimes such as ‘computer crime’ and/or other ‘serious
crimes’. This is why, as recommended hereafter, close oversight of the EU agencies in the
field of cybercrime is required.
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5.3. Oversight of EU agencies in the field

The EU operational framework in the field of cybercrime consists mainly of two sets of
measures which encapsulate NIS and law-enforcement activities. Here, the question of
the respective roles and responsibilities of EUROPOL and ENISA must be clarified,
if only to avoid duplication of activities and costs and ensure more effective undertakings.
Such a clarification, however, should go beyond a mere matter related to the global
regulation of the Internet and should take into account the question of the individual, her
or his rights and freedoms.

The proposed EC3 as part of EUROPOL should received careful attention. The centre
is expected to start operations in January 2013 and is entrusted with a great variety of
tasks. The way in which the European Commission envisages the role of EC3 clearly
demonstrates a lack of established priorities and, according to the EUROPOL staff,
insufficient resources given the wide scope of the centre’s remit.

According to the analysis conducted in this study, the cybercrime centre could have a
significant added value if more resources were allocated to the protection of EU citizens.
This includes members of staff highly qualified in cloud computing technologies,
but also well trained in data protection and privacy laws. However, funding should
be carefully allocated. The cybercrime centre should give budgetary priorities to hunt down
cybercriminals while protecting EU citizens’ rights, and not wasting resources in dubious
early warning and vain “preventive” tasks.

5.4. US/EU Relations

Particular attention should be given to US law that authorizes the surveillance of
Cloud data of non-US residents. The EP should ask for further enquiries into the US
FISA Amendments Act, the status of the 4th Amendment with respect to NONUSPERS, and
the USA PATRIOT Act (especially s.215).

The EP should consider amending the DP Regulation to require prominent warnings
to individual data subjects (of vulnerability to political surveillance) before EU Cloud
data is exported to US jurisdiction. No data subject should be left unaware if sensitive data
about them is exposed to a 3rd country's surveillance apparatus. The existing derogations
must be dis-applied for Cloud because of the systemic risk of loss of data sovereignty. The
EU should open new negotiations with the US for recognition of a human right to privacy
which grants Europeans equal protections in US courts.

5.5. EU ownership over data

The EU needs an industrial policy for autonomous capacity in Cloud computing. The
DG INFSO Communication of October 2012 is on this matter not in tune with the challenges
analysed in this study. A target could be that by 2020, 50% of EU public services should be
running on Cloud infrastructure solely under EU jurisdictional control.
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ANNEXES

Annex 1: The EU framework on fighting cybercrime and privacy — initiatives and EU bodies involved

The starting point adopted to map each initiative is an initiative from the European Commission. This does not preclude that these
initiatives might have been prompted by another body of the EU, e.g. the Council.

N/A = not applicable/ not available.

Initiative ‘Lead’ service | Council Parliament
(Commission) configurations Committee
Creating a Safe Information Society by Improving the Security of Information Infrastructures DG INFSO Justice and Home Responsibl Opinion
and Combating Computer-related Crime, COM(2000) 890 final Affairs e
DG JHA ECON
Competitiveness LIBE
JURI
Transport,
Telecommunications ITRE
and Energy CULT
Network and Information Security: Proposal for a European Policy Approach, COM(2001) 298 DG INFSO Transport, Responsibl  Opinion
final Telecommunications e
and Energy Sulr
LIBE
General Affairs ITRE
Economic and ST
Financial Affairs
(ECOFIN)
Proposal for a Regulation of the European Parliament and of the Council establishing the DG INFSO Transport, Responsibl  Opinion
European Network and Information Security Agency, COM(2003) 63 final Telecommunications e
and Energy BUDG
ITRE
Justice and Home —
Affairs JURI
A strategy for a Secure Information Society — “Dialogue, partnership and empowerment”, DG INFSO Transport, N/A
COM(2006) 251 final Telecommunications
and Energy
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Towards a general policy on the fight against cyber crime, COM(2007) 267 final

Proposal for a Regulation of the European Parliament and of the Council amending Regulation
(EC) No 460/2004 establishing the European Network and Information Security Agency as
regards its duration, COM(2007) 861 final

Critical Infrastructure Protection — Protecting Europe from large-scale cyber-attacks and
disruptions: enhancing preparedness, security and resilience, COM(2009) 149 final

Proposal for a Directive of the European Parliament and of the Council on combating the
sexual abuse, sexual exploitation of children and child pornography, repealing Framework
Decision 2004/68/JHA, COM(2010) 94 final

Proposal for a Directive of the European Parliament and of the Council on attacks against
information systems and repealing Council Framework Decision 2005/222/JHA, COM(2010)
517 final

Proposal for a Regulation of the European Parliament and of the Council amending Regulation
(EC) No 460/2004 establishing the European Network and Information Security Agency as
regards its duration, COM(2010) 520 final

Critical Information Infrastructure Protection — Achievements and next steps: towards global
cyber-security, COM(2011) 163 final

Tackling Crime in Our Digital Age: Establishing a European Cybercrime Centre, COM(2012)
140 final
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Annex 2: Estimates of EC3 staffing requirements and costs
These informations have been forwarded by Europol.

EC3 personnel and expenditures in relation to overall EUROPOL staff and
expenditures

Big figures: 800 people are working at Europol. Of them:

530 Europol Employees (440 Temporary Agents and 90 Contract Agents.)
40 Seconded National Experts,

150 Liaison Officers ,

The rest (variable) about 20 trainees and 60 contractors.

Note:

o] Contract Agents are mainly working in the Governance and Capabilities
Departments

o] SNEs, all of them members of the National Competent LE Services, are fully
integrated in different Units of the Operations Department

Temporary Agents in the Establishment Plan 2012: 457. Of them:

e 226 in Operations
e 162 in Capabilities
e 61 in Governance
o 8 (Director, MB Secretariat and Internal Audit Function)

The Operations Department is organized in 4 Business Areas with the following staff
(TAs + 40 SNEs):

e Information Hub: 60
e Cybercrime: 31

e Counterterrorism: 55
e Organised Crime 120

The EC3 Cybercrime Centre is organized in 3 main groups:

e Operations and Data fusion
¢ Research and Development
e Strategy and Outreach

Most of the current staff is in Operations: 22 staff members have been transferred from
the old Europol structure working in 3 focal points covering the three areas of the EC3
mandate: Crimes against persons trough the Internet, on-line fraud and crimes affecting
the ICT infrastructures. The rest (9) are distributed in the other groups.

That means that only Operations can continue delivering services (although not at the
desired level of the EC3 mandate). The other areas must be properly staffed to achieve
the mandate of the Centre. Our analysis, based on the products and services to be
delivered, is that 60 FTEs will be needed in 2013 and 100 in 2014.

In general terms Operations and Data Fusion (about 75% of the resources of the Centre)
will be staffed with TAs, police officers recruited from the Competent Services. The rest
25% distributed in Research and Development and Strategy and Outreach does not need
to be recruited from the Competent Services.

All of them need to be specialists in their respective areas and most of them will occupy
long-term positions. Only in the case of Outreach some SNEs from the target Countries
will be preferred for seconded for maximum 3 years in order to rotate and be replaced by
others from a different target country.

It will not be excluded the recruitment of some contract agents to develop specific
projects.
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Policy Department C: Citizens' Rights and Constitutional Affairs

Breakdown of EC3 costs for 2013-2014

2013

Expense

Explanation

Updated budget

Staff expenditure

29 Total of new recruited staff (31 existed staff are budgeted in general
Europol budget - T1)

2,850,000
Other staff and recruitment expenditure
One time expenditure - investment Building related cost, facility and IT equipments 2,200,300
. . " Day to day running costs for missions, meetings, consultancy, trainings
Running activities related expenditure 3 1,305,400
and software upgrades and IT maintenance
6,355,700

2014

Expense

Explanation

Updated budget

Staff expenditure

69 recruited staff for EC3 (31 existed staff are budgeted in the general
Europol budget - T1)

6,808,000
Other staff and recruitment expenditure
One time expenditure - investment Building related cost, facility and IT equipments 760,000
. . . Day to day running costs for missions, meetings, consultancy, trainings
Running activities related expenditure . 2,293,500
and software upgrades and IT maintenance
9,861,500

Source : EUROPOL documents EDOC 621532 & 615458
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Fighting cyber crime and protecting privacy in the cloud

Annex 3: Definitional problems, Member States’ discretion under the DPD

DPD for international processing, the question of applicable national implementing law

Data controllor & data processor

The who question: who is the data controllor & data processor? National definition.
The where question: Where are the data controllor and data processor?

Personal data

The what question: What are personal data? National definition and definition in the DPD

Responsibilities / Legal liabilities / Rights / Data transfers

The how question: how are responsibilities, legal liabilities, rights and data transfers defined? National
definition and definition in the DPD
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