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Benedikt Strunz wurde 1980 in Heidelberg geboren. Nach dem Studium der
Politikwissenschaften und der Wirtschaftsgeschichte forschte und lehrte er an der Albert-
Ludwigs-Universitat Freiburg im Bereich Politische Kommunikation. 2014 Promotion zum
Doktor phil. ("Die Nachrichtengeographie Internationaler Nachrichtensender").

Zunachst arbeitete und hospitierte er bei unterschiedlichen freien und 0offentlich-
rechtlichen Radiosendern, 2010 folgte das Volontariat beim NDR.

Seither arbeitet er fur den NDR Info Reporterpool und fur die Recherchekooperation von
NDR, WDR und "Suddeutscher Zeitung”. Themenschwerpunkte sind Geldwasche,
Korruption, Hinterziehung, Innere Sicherheit, Nachrichtendienste, Organisierte
Kriminalitdt. Benedikt Strunz war an den Rechercheprojekten "Der Geheime Krieg",
"Luxemburg Leaks", "Swiss Leaks" und "PanamaPapers"” beteiligt.




PERSONAL INFORMATION

WORK EXPERIENCE

08/2016 - to the present

04/2014 - to the present

08/2013 - 03/2014

12/2008 - 08/2013

04/2007 - 11/2008

EDUCATION AND TRAINING

09/2008

11/2006 - 04/2007

09/2006
08/2004 - 09/2006

05/2004 - 07/2004
12/2003 - 04/2004

08/2003 - 11/2003
10/1998 - 05/2003

PERSONAL SKILLS

Mother tongue(s)

Other language(s)

ADDITIONAL INFORMATION

Memberships

Curriculum Vitae Aleksandra Helena Sobisz

Aleksandra Helena Sobisz

Sex female | Date of birth 1977 | Nationality German, Polish

Interviewer and Decision Maker on asylum proceedings — BAMF Bundesamt fiir Migration und
Fliichtlinge, SachsenstralRe 12-14, 20097 Hamburg /Germany (www.bamf.de)

Lawyer in own law firm — Aleksandra H. Sobisz — Recht & Compliance, Heckscherstral3e 5a, 20253
Hamburg /Germany, www.recht-compliance.de

Release of working obligation /house ban — Joh. Berenberg, Gossler & Co. KG, Neuer Jungfernstieg
20, 20354 Hamburg /Germany — banking and finance sector (www.berenberg.de)

Senior Compliance Officer — Group Compliance /Division Prevention of Money Laundering, Fraud and
Terrorism Financing, Joh. Berenberg, Gossler & Co. KG, Neuer Jungfemstieg 20, 20354 Hamburg
/Germany — banking and finance sector (www.berenberg.de)

Junior Legal Counsel — ALBIS Securitisation AG, Ifflandstral3e 4, 22087 Hamburg /Germany — finance
sector

||
Certified Operational Data Protection Officer — TUV Nord — German Association for Technical
Inspection, Hamburg /Germany
Seminar for tax law, commercial and companies’ law specialization — Tax and Economic Academy,
Hamburg /Germany
Second Law State Examination — Higher Regional Court of Schleswig-Holstein /Germany
Legal clerkship — Higher Regional Court of Schleswig Holstein /Germany
Law intemship — Law Firm BSJP Brockhuis Schnell Jurczak Prusak Sp. K., Gdansk /Poland
Legal Assistant in Legal Department — SGS Germany GmbH, Hamburg /Germany
Law intemship — Law firm Brinkmann & Partner, Hamburg /Germany
Studies of Law — University of Hamburg, Germany

||
Polish, German
English, French

||
Since 06/2007 — Lawyer at Hanseatic Bar Association
© European Union, 2002-2013 | http://europass.cedefop.europa.eu Page 1/1
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PERSONAL INFORMATION

WORK EXPERIENCE

08/ 2016 - to date

04/2016 - 07/ 2016

06/ 2015 - 03/ 2016

08/ 2013 - 09/ 2014

03/2011-07/2013

11/ 2003 - 02/ 2011

01/2003 - 10/ 2003

01/1997 - 12/ 2002

EDUCATION AND TRAINING

07/2001 - 05/ 2003

08/ 1994 - 01/ 1997

PERSONAL SKILLS

Mother tongue(s)
Other language(s)

Curriculum Vitae Katrin Keikert

Katrin Keikert

9 Klagenfurt am Worthersee, 9020, Austria

Sex Female | Date of birth 1973 | Nationality German

Deputy Group Compliance Officer
HETA ASSET RESOLUTION AG, Austria (www.heta-asset-resolution.com)

= Capital Markets Compliance; Fit & Proper; Corporate Governance, US-FATCA/ OECD-CRS

Business or sector State owned wind-down company, disposal of assets of former bank Hypo Alpe
Adria

Compliance Project Manager
HETA ASSET RESOLUTION AG, Austria

Internal Auditor
HETA ASSET RESOLUTION AG, Austria

Release of working obligation / house ban
Joh. Berenberg, Gossler & Co. KG, Germany (www.berenberg.de)
Business or sector Financial institution

Compliance Officer
Joh. Berenberg, Gossler & Co. KG, Germany

= Prevention of money laundering, terrorism financing and fraudulent actions

Credit Analyst
Joh. Berenberg, Gossler & Co. KG, Germany

Client Advisor
Joh. Berenberg, Gossler & Co. KG, Germany

Credit Analyst
Commerzbank AG, Germany (www.commerzbank.com)
Business or sector Financial institution

Certified Administrator Real Estate
TUV Rheinland AG, Germany (www.tuv.com)

Training Qualified Bank Officer

Commerzbank AG, Germany

German
English, Russian

© European Union, 2002-2013 | http:/europass.cedefop.europa.eu Page 1/1
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Dr. Michael Kemmer

General Manager, Member of the Board of Directors of the
Bundesverband deutscher Banken e. V.
(Association of German Banks)

Personal Details

Date/place of birth: 30th April 1957

Career
since 2010
2008 — 2009
2006 — 2008
2003 — 2005
1996 — 2003
1994 — 1996
1988 — 1994

Noerdlingen (Germany)

General Manager, Member of the Board of Directors
Chairman of the Board of Management, BayernLB, Munich

Member of the Board of Directors, Chief Financial Officer,
BayernLB, Munich

Member of the Board of Directors, Chief Risk Officer,
HypoVereinsbank, Munich

Director, then Head, of Group Accounting and Controlling,
HypoVereinsbank, Munich

Director of Financial Division (Accounting, Taxation, Banking
Supervision), DG Bank, Frankfurt am Main

Central Accounting Department, Bayerische Vereinsbank, Munich

Education and Training

1987
1987
1979 — 1984
1977 — 1979

Doctorate in economics and political science, Ludwig Maximilian
University, Munich

Certified Tax Accountant, Munich

Business administration studies, Ludwig Maximilian University,
Munich, degree in business administration (Diplomkaufmann)

Bank officer trainee, Bayerische Vereinsbank, Munich
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LELL I verband

Thorsten Hoche,

Attorney-at-Law, trained as a banker and lawyer and has been General Counsel and a Member
of the Management Board of the Association of German Banks since 2005. On joining the
association in 1995, his responsibilities covered issues concerning the prevention of money
laundering and terrorist financing and also questions relating to competition law. Between 2002
and 2008 he chaired the Anti-Fraud and Anti-Money-Laundering Committee and between 2010
and 2014 the Legal Committee of the European Banking Federation in Brussels. Thorsten
Hoche is co-editor of the standard German work on banking and the law “Bankrecht und
Bankpraxis” and publishes himself on various aspects of banking law. He is also a regular
speaker on banking legal issues.
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Rechtsanwaltin Ulrike Paul
Fachanwaltin fir Strafrecht

Geboren 1959 in Esslingen.

Studium der Rechtswissenschaften an der Universtitat Tibingen,

Rechtsreferendarin in Tubingen, dort auch Mitarbeiterin am Lehrstuhl Prof. Dr. Graf Vitzthum und
Korrekturassistentin am Lehrstuhl Prof. Dr. Schnur.

Seit 1987 Rechtsanwaltin;

Seniorpartnerin der Sozietat Kullen Miller Zinser seit 1995.

Seit 1997 Fachanwaltin fir Strafrecht.

Vorsitzende des Ausschusses Fachanwalt fiir Strafrecht Il bei der Rechtsanwaltskammer in Stuttgart,
Prasidentin der Rechtsanwaltskammer Stuttgart.

Umfangreiche Verteidigungstatigkeit, insbesondere im Bereich Wirtschaftsstrafrecht.

Vortrags-, Lehr- und Priifungstatigkeit.

12



Rechtsanwalt Frank Johnigk

geb. 29.05.1957
1976

1977 — 1982

13.07.1982
28.04.1986

01.10.1982 — 30.04.1986

01.05.1988 — 30.11.1992

seit 01.12.1992

in DUsseldorf
Abitur in Ratingen

Studium der Rechtswissenschaften an
den Universitaten Wirzburg und Bonn

1. Staatsexamen
2. Staatsexamen

Wissenschatftlicher Mitarbeiter am Lehrstuhl
fur Burgerliches Recht und Zivilprozessrecht
der Universitat Bonn (Prof. Dr. Walter Gerhardt)

Wissenschaftlicher Mitarbeiter am Lehrstuhl
fur Burgerliches Recht, Arbeitsrecht und
Zivilprozessrecht der Universitat Bonn
(Prof. Dr. Herbert Fenn)

Geschaftsfuhrer der Bundesrechtsanwaltskammer
und hier zustandig fur Straf- und Strafprozess-
recht, Verfassungsrecht, Geldwaschegesetz,
Rechtsberatungsrecht und anwaltliches
Berufsrecht

Veroffentlichungen in allen Rechtsgebieten seiner Zustandigkeit.
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S@ren Kristensen, DR (Danish Broadcasting Corporation)
Born: 6 of April 1972.

Experience

2010-17 (present): Investigative journalist at DR Dokumentar, the Documentary department in Danish
Broadcasting Corporation.

2009-10: Investigative journalist at 21 Sgndag, a weekly investigative program at the news department in
Danish Broadcasting Corporation.

2007-09: Editor at Idéredaktionen, a department for investigative stories at the news department in Danish
Broadcasting Corporation.

2007: TV-reporter at TV Avisen, the national TV news program in Danish Broadcasting Corporation.

2006-2007: Investigative journalist at Idéredaktionen at the news department in Danish Broadcasting
Corporation.

2001-2006: Journalist and editing journalist at the national radio news program P3 Nyheder in Danish
Broadcasting Corporation.

1999-2001: Investigative journalist at the national TV Program Rapporten in Danish Broadcasting
Corporation.

1998-99: Journalist at Nordjyllands Radio, a regional radiostation in Aalborg in Danish Broadcasting
Corporation.

1997-98: Journalist at Radio Midt & Vest, a regional station in Holstebro ind Danish Broadcasting
Corporation.

1996: 3 months as journalist at the regional newspaper Ringkjgbing Amts Dagblad
1996: Graduated as journalist at Danmarks Journalisthgjskole, The Danish School of Journalism in Arhus.
Awards:

2014: Together will 3 colleagues and my editor in chief | won Cavlingprisen, the most prestigious
journalistic award in Denmark, for 4 documentaries about Tax Havens (including Offshoreleaks). The same
year we won for the same programs at the TV Festival in Copenhagen in the category Best Facts Series.
Apart from this | have been nominated for several journalistic awards in Denmark through the years.

Other relevant information

Member of the International Consortium of Investigative Journalists, IClJ, since 2013 and have been part of
the Global investigations Offshoreleaks (2013), LuxLeaks (2014) and Panama Papers (2016) and have made
investigative TV documentaries regarding all three of them.
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Matthew Elderfield
Head of Group Compliance and Member of Nordea Executive Management

Prior to his position in Nordea, Matthew Elderfield was Global Head of
Compliance at Lloyds Banking Group.

Mr Elderfield has held a number of senior international regulatory roles, most
recently as Deputy Governor of the Central Bank of Ireland when he also
served as Deputy Chairman of the European Banking Authority and as a

member of the Managing Board of the European Insurance and Occupational
Pensions Authority. He was chief executive of the Bermuda Monetary Authority during two years,
introducing reforms to strengthen standards of insurance regulation to meet EU and international
solvency requirements.

Mr Elderfield spent eight years at the UK Financial Services Authority (FSA) as a head of a number of
departments responsible for exchange and clearing-house supervision of secondary markets, listing
policy and for banking supervision.

Mr Elderfield holds a master's degree in International relations from Cambridge University and a
bachelor's degree in Foreign Service, cum laude, from the School of Foreign Service, Georgetown
University

| Johan Ekwall
Chief of Staff, Nordea

Johan Ekwall was acting head of group Compliance in Nordea during
February - November 2016.

Prior to this, mr Ekwall has held a number of positions in Nordea over the
years, including head of Group Strategy and Business Control, head of

Investor Relations and head of Equity Research.

Mr Ekwall holds a MSc in Business and Economics, Stockholm School of Economics and has
completed the INSEAD Singapore Advanced Management Programme.
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k‘ ‘ MANNHEIMER
SWARTLING

Andreas Steen
Partner

Andreas Steen is a member of Mannheimer Swartling’s Corporate Commercial practice
group and is based in the firm’s Stockholm office. Mr. Steen specialises in corporate law
and his practice includes advising clients in a wide range of complex structural projects,
including joint ventures, restructurings and corporate establishments. He is also a
member of the firm’s Corporate Sustainability & Risk Management group with a strong
focus on corporate investigations, corporate governance and liability. He has had a
leading role in several of the firm’s larger assignments in this area. Mr. Steen joined the
firm in 2005 after serving in district court as a court clerk. He is a member of the
Swedish Bar Association and has received an LL.M. degree from Stockholm University
ADDRESS where he also has served as a lecturer in corporate law.

EXPERIENCE

Partner, Mannheimer Swartling, 2015-

PHONE Associate, Mannheimer Swartling, 2005-
Court clerk, Karlstad District Court, 2003-2005
MOBILE
Trainee, Baker & McKenzie Law Firm, 2002-2003
Fax Lecturer, Company Law, Faculty of Law, Stockholm University, 2002-2014
E-MAIL

EDUCATION

LL.M. (Stockholm University, 2002)

LANGUAGES

Swedish

English

MEMBERSHIP

Swedish Bar Association, 2010
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tel:+46 8 595 061 66
tel:+46 709 777 166
tel:+46 8 595 060 01
mailto:andreas.steen@msa.se

ADDRESS
Mannheimer Swartling

PHONE

MOBILE

FAX

E-MAIL

k‘ ‘ MANNHEIMER
SWARTLING

Biorn Riese
Senior Adviser

Biérn Riese is a member of the firm’s Corporate Sustainability & Risk Management,
M&A and Corporate Commercial groups, having served as chairman of the latter two.
For over three decades, Mr. Riese has counseled clients from the public and private
sector on corporate matters across a number of practice areas and industry sectors,
advising on legal issues under Swedish and international corporate law including
transactions, restructurings, investigations, corporate governance, crisis management
and compliance. As part of his practice, Mr. Riese frequently leads internal and external
corporate investigations and appears before and advises boards of directors on their
duties and responsibilities. Furthermore, he also is a frequent speaker at professional
seminars and programs dealing with M&A, corporate ethics, sustainability, investigations
and crisis management. During the years 2002 to 2015 Bidrn served as chairman of

Mannheimer Swartling Advokatbyra AB.

EXPERIENCE

Senior Adviser, Mannheimer Swartling, 2015-

Partner, Mannheimer Swartling, 1990-2015

Partner, Carl Swartling Advokatbyra, 1989-1990
Associate, Carl Swartling Advokatbyré, 1984-1988
Associate, Abjornsson & Rausing Advokatbyrd, 1982-1983

District Court Service, 1980-1982

EDUCATION

LL.M. (Stockholm University, 1978)

Graduate in Economics/Business Administration (Stockholm University, 1980)

LANGUAGES

Swedish

English

MEMBERSHIPS

Swedish Bar Association
International Bar Association

The Swedish Anti-corruption Institute (IMM), Member of the Board since 2015
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Sehr geehrte Damen und Herren, sehr geehrter Herr Vorsitzender:

In den vergangenen Jahren haben europaische Banken tausende Briefkastenfirmen in
Ubersee an Kunden verkauft bzw. vermittelt und tausende Briefkastenfirmen mit
Bankkonten ausgestattet.

Lassen sie mich kurz die Fakten fur Deutschland darstellen: In den vergangenen Jahren
haben 14 deutsche Banken allein tGiber den Offshore-Anbieter Mossack Fonseca mehr als
1200 Briefkastenfirmen an Kunden vermittelt und massenhaft Konten fir Offshore-
Firmen bereitgestellt.

Unter den Banken finden sich zahlreiche namhafte Institute, darunter die Deutsche Bank,
die Bayern LB, die ehemalige Dresdener Bank, die Commerzbank und viele andere. Und:
wir reden hier nicht Uber ein Problem der Vergangenheit: zum Zeitpunkt unserer
Verdffentlichung waren weiterhin 100 Firmen aktiv. Ich gehe auch davon aus, dass
weiterhin tausende Offshore-Konten weiterhin aktiv sind.

Wer hierin lediglich ein moralisches oder fiskalisches Problem sieht, der irrt sich. Lassen
sie mich bitte an einem konkreten Beispiel verdeutlichen, welche enormen Risiken das
Verhalten zahlreicher deutscher, aber auch europaischer Banken fir die Finanzindustrie
und die Realwirtschaft in Deutschland und in Europa bedeuten.

In unseren Recherchen ist uns eine Bank besonders aufgefallen, die Berenberg Bank. Sie
ist die zweit-alteste Bank der Welt und wahrscheinlich auch eines der renommiertesten
Finanzinstitute Uberhaupt. Die Bank hat sich vor allem auf sehr vermégende
Privatkunden spezialisiert.

In den Panama-Papers sahen wir sehr schnell, dass Berenberg immer wieder von Mosack
Fonseca als eine Bank beworben wurde, die besonders eng mit Mossack Fonseca
zusammenarbeitet. Insbesondere sei Berenberg schnell und unkompliziert wenn es
darum gehe, Konten fir Briefkastenfirmen zu eréffnen. Wir haben uns Berenberg deshalb
genauer angeschaut. Tatsachlich ging aus den Daten hervor, dass Berenberg sehr enge
Kontakte mit Mossack Fonseca gepflegt hat, ein Sohn von Ramon Fonseca absolvierte ein
mehrmonatiges Praktikum bei der Bank, Berenberg fihrte mehrere Privatkonten fir
Ramon Fonseca (wohlgemerkt, von einem Mann also, der im Zuge der Panama-Papers im
Verdacht steht UN-Sanktionen gebrochen und Kriminellen, Terroristen und Mafiosi bei der
Geldwasche geholfen zu haben), darliber hinaus nutzte ein Direktor von Berenberg
Schweiz selbst eine Briefkastenfirma von Mossack Fonseca. Aber das ist nicht unser
Thema heute.

Die Panama Papers zeigen, dass Berenberg uber die Schweizer Filiale selbst Offshore-
Firmen an Kunden vermittelt, nicht viele etwa 13 Stick. Spannender im Falle Berenberg
ist die Tatsache, dass die Bank auch dutzende Briefkastenfirmen mit Bankkonten
ausgestattet hat, namlich mindestens 80 Stick, wir gehen davon aus, dass die
tatsachliche Zahl weitaus hoéher liegt.

Der Mechanismus ist dabei immer der Gleiche: Mossack Fonseca bittet die Bank ein
Konto fir eine bestimmte Firma einzurichten. In aller Regel stehen hinter der
Briefkastenfirma Privatpersonen. Ein wirtschaftlicher Nutzen der Firma ist also nicht zu
erkennen. Wir gehen davon aus, dass den Berenberg-Mitarbeitern durchaus klar gewesen
sein durfte, wem sie hier zu welchem Zweck ein Konto anbieten: Denn alle Beteiligten
legten bei diesen Prozessen grofRen Wert auf Diskretion, so legte Mossack Fonseca
grollen Wert darauf, dass die Namen von Kunden méglichst in der Korrespondenz mit
Berenberg nicht auftauchen. Bisweilen nutzen Berenberg Mitarbeiter sogar Codewdrter,
um den Kundennamen nicht schreiben zu mussen. Manche Kunden bitten auch explizit
darum, dass sie von Berenberg nicht kontaktiert werden. Insofern kdnnte man zu der
Annahme kommen, dass die meisten dieser Firmen dazu genutzt werden Geld zu
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verstecken und zwar in der Regel vor den Steuerbehtrden. Fir Berenberg spielt das
keine Rolle, denn in Deutschland dirfen Banken ihren Kunden dabei helfen Steuern zu
hinterziehen, sofern der Steuerschaden nicht in Deutschland entsteht. Das ist ein
erstaunlicher Fakt, der mir vor der Panama-Papers-recherche in seiner Tragweite nicht
bewusst gewesen ist.

Ein zweiter Punkt ist im Fall Berenberg exemplarisch und auch dieser Punkt steht fir ein
Verhalten, das die Regel und nicht die Ausnahme ist. Berenberg hat den Compliance-
Check fur die Offshore-Kunden nicht selbst durchgefiihrt, sondern Mossack Fonseca
Uberlassen. Die Bank hat sich also damit zufrieden gegeben, dass Mossack Fonseca
bestatigt, dass es sich um einen ehrlichen Kunden handelt, eine Kopie des Passes
zusendet und plausibilisiert woher das Geld stammt. Bspw. aus einer Erbschaft.

Formell betrachtet haben die Berenberg-Mitarbeiter somit ihre Geldwasche-Regularien
erfullt. Faktisch durfte aber allen Beteiligten klar gewesen sein, dass man eigentlich nicht
so genau wissen mdchte, woher die Kundengelder denn eigentlich kommen. Insofern hat
es uns dann auch nicht verwundert zu sehen, dass sich unter Berenbergs Offshore-
Kunden ein Martin Lustgarten-Ackermann befindet, er wird in den USA beschuldigt etwa
100 Millionen Dollar fur kolumbianische und mexikanische Drogenkartelle gewaschen zu
haben. Aufgrund eines Formfehlers wurde das Verfahren inzwischen eingestellt. Und es
war fur uns auch nicht verwunderlich festzustellen, dass ehemalige Siemensmanager
etwa 15 Millionen Dollar aus der Siemens-Schmiergeldaffare, einem der gréfiten
Korruptionsskandale in der deutschen Geschichte, zum Teil Gber Berenberg abgewickelt
haben.

Was uns wirklich erstaunt hat, waren allerdings Berenberg-Offshore-Geschéfte, die wir
nach den eigentlichen Panama-Papers-Verodffentlichungen zu sehen bekamen. Sie zeigten
weitere Offshore-Geschéafte der Bank, die belegen, dass Berenberg noch wesentlich
grollere Risiken eingegangen ist, indem sie in aller Regel Offshore-Kunden akzeptiert und
mit Konten ausgestattet hat. Unter den langjdhrigen Kunden der Bank fanden wir zum
Beispiel:

Igor Urbansky, der Chef der Kalbygruppe und ehem. Ukrainische Transportminister steht
im Verdacht mit Panzer- und Raketenlieferungen UN-Sanktionen gebrochen zu haben.

Gabriel Fallon, er steht im Verdacht die rechte Hand des Kokain-Kartells Valle del Norte
zu sein. Quellen sagten mir, dass entsprechende Presseberichte bei Berenberg bekannt
gewesen seine, dennoch habe man sich fur Vallon als Kunden entschieden.

Daruber hinaus konnten wir zahlreiche Offshore-Firmen mit Berenberg-Konten
ausmachen, die Teil der sogenannten Vanagels-Connection waren. Das Vanagels-
Netzwerk ist ein Geldwasche-Netzwerk, das der Organisierten Kriminalitdt aus dem
Baltischen Raum zugeordnet wird.

Ich kénnte diese Liste nun fortsetzen und ihnen von mutmallichen Kokainschmugglern
und mutmallichen Geldwaschern im Auftrag der Hisbollah berichten. Aber ich mdchte sie
nicht langweilen.

Auf unsere Nachfrage hin erklarte uns Berenberg man wuirde heute zwar seine Kunden
anders auswéhlen, dennoch sei man sich keines Fehlverhaltens bewusst.

Weshalb erzdhle ich ihnen diese Geschichte zum Auftakt ihrer Sitzung, die sich mit der
Funktion von Banken im Offshore-Geschaft auseinandersetzt? Aus mehreren Grinden:

Der Fall Berenberg steht exemplarisch fir das gangige Geschéaft einer Branche. Sie zeigt
weiter, dass Banken nicht allein Profiteure oder Vermittler im Offshore-Geschaft sind,
europdaische Finanzinstitute sind integraler Bestandteil der Offshore-Industrie, denn
dieses Geschéaft funktioniert nur, wenn Banken Konten bereitstellen. Dartber hinaus wird
deutlich, dass es beim Offshore-Geschaft nicht nur, aber in zahlreichen Fallen um
erhebliche Geldwasche-Risiken geht, die Banken durch ihr Verhalten nach Europa lenken.
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Und der Fall macht noch etwas deutlich und hier komme ich zu ihrem Kernthema: Denn
grundsatzlich stellt sich die Frage: ist das Handeln von Berenberg und anderen Banken
das Resultat politischer Reglungsliicken? Ich wirde sagen, ja das ist so:

Warum? Banken dirfen nach deutschem Recht jedem Kunden dabei helfen Steuern zu
hinterziehen, sofern der Steuerschaden nicht in Deutschland anfallt. Banken durfen
insofern Offshore-Firmen als Kunden akzeptieren, auch wenn der wirtschaftliche Nutzen
einer Firma vollig im Unklaren liegt und allen Beteiligten klar ist, dass der mutmalfliche
Zweck einer Firma darin besteht, einem Staat Steuersubstrat zu entziehen. Daruber
hinaus hat Berenberg mit seinem Verhalten offenbar auch nicht gegen deutsche
Geldwasche-Gesetze verstoBen. Denn es ist in Deutschland legal einen Know-Your-
Customer-Prozess an einen Dritten auszulagern und es reicht offenbar aus, sich auf
deren Angaben zu verlassen. Aber selbst wenn sich Mitarbeiter strafbar gemacht hatten,
ist es fraglich, ob sie in Deutschland verurteilt worden wéren. Denn in Deutschland wurde
meines Wissens nach bislang kein Mitarbeiter einer Bank jemals strafrechtlich wegen
eines Geldwaschevergehens verurteilt. Es passt insofern ins Bild, dass alle
Geldwascheermittlungen in den von mir vorgetragenen Fallen offenbar eingestellt
wurden, weil die jeweiligen Vortaten nicht ermittelt werden konnten. Eine starkere
europaische Zusammenarbeit auf Ebene der Staatsanwaltschaften und
Ermittlungsbehérden tut insofern not.

Der Vollstandigkeit halber sei an dieser Stelle erwahnt, dass Ermittlungen gegen
Berenberg wegen des Verdachts der Beihilfe zur Steuerhinterziehung mittlerweile
eingestellt wurden. Der persdnliche haftende Gesellschafter von Berenberg, Hans-Walther
Peters ist seit April 2016 der Prasident des Deutschen Bankenverbandes. Danke.
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Mr Chairman,
Honourable Members of the European Parliament,

ladies and gentlemen,

Many thanks, first of all, for inviting the Association of German Banks to
today’s hearing before the European Parliament’s PANA Committee of

Inquiry.
I’d like to begin with a brief introduction:

The Association of German Banks has offices in Berlin, Brussels and
Frankfurt. It represents the interests of more than 200 private banks. Our
members range from globally active big banks to private bankers with a

regional focus in Germany.

The purpose of our Association is to consolidate and represent the interests
of our member banks, with issues concerning regulation long playing a

major role in this context.

It’s important to know that our members compete with one another for
business. This has a key influence on our Association’s work. Our
discussions are confined to regulatory and political questions. We don’t, as
a matter of principle, deal with information concerning our members’

relations with customers or provide advice to individual banks about their
Page2/7
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customer relations. This is not least for competitive reasons which go far

beyond the limits of competition law.

In conclusion a few words about myself and my colleague: | am the
General Manager and a Member of the Board of Directors of the
Association of German Banks. Mr Hoche is a Member of the Management

Board and our General Counsel.
Honourable Members of the European Parliament,

we’re honoured by your invitation. Let me start by stating without ifs and
buts that we unreservedly support the fight against money laundering,
terrorist financing and tax evasion. We do what is in our power to
continuously improve the rules and regulations passed in this area. And
that seems to be the right thing to do, since you’re currently talking about
the proposal for a Fifth Anti-Money Laundering (AML) Directive and you

don’t need a crystal ball to see that it won’t be the last one.

As regards what has been achieved, we were very pleased to hear Holger
Miunch, the President of the German Federal Office of Criminal
Investigation, explicitly say in an interview about the Panama Papers in

April 2016 that the behaviour of the banks in the fight against money

laundering was exemplary.! Especially since in 2015 — as in most years —

around 99 per cent of all suspicious transaction reports in Germany about

money laundering were submitted by the financial sector.

t Neue Osnabriicker Zeitung of 5 April 2016.

Page3/7
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But let’s not delude ourselves. We know we’re on a journey where the
compass oscillating between privacy protection on the one hand, and the
disclosure of the financial situation of households and businesses on the

other, is pointing increasingly towards transparency.

That wasn’t always the case. And it’s not easy for banks always to live up
to the expectations of customers, investors, supervisory and investigating
authorities, policymakers and the public. Especially in a highly regulated
industry and an increasingly international environment. We could tell you
all about complaints of bureaucratic red tape surrounding this or that
transaction. These are sometimes perfectly justified, but be that as it may:
our goal and our task is to defend an appropriate legal framework which
our member banks adhere to. If the law is breached — and we’re not here to
claim this has never happened — then it’s up to the banks involved and the
relevant authorities to investigate the situation, remedy shortcomings and —

where necessary — sanction them.

This requires a legal procedure designed for this process. As far as the
Panama Papers are concerned, we understand this process is still ongoing
in Germany. There’s nothing unusual about that: on the contrary, it’s
perfectly normal given the amount of material that needs investigating. We
shouldn’t anticipate the findings of these investigations. This point
notwithstanding, we’re naturally happy to participate in the legal and
political discussion which has gained fresh impetus from the publication of

the Panama Papers.
Page 4 /7
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This holds true even though we’re not talking about a specifically German
issue. Germany has no offshore financial centre. According to the
Slddeutsche Zeitung, the Panama Papers show that around 214,000
offshore firms have been set up in recent years. German banks created
around at least 1,200 shell companies via their foreign bases and with the
help of the law firm Mossack Fonseca — a small number compared to other
internationally active banks.? And according to a current study by the
Greens in the European Parliament, there are no German law firms, tax

consultants or banks among the 40 biggest international intermediaries.®

Allow me now to outline in brief — and with no claim to completeness —

some of our activities and current ideas concerning this issue:

The Association of German Banks has always seen itself as a constructive
interlocutor of lawmakers and the executive in discussions about effective
measures for combating money laundering and tax evasion. And we have
the impression that our offer of input, which is based on a tight feedback
loop between theory and practice, meets with acceptance. Our objective is
to support regulatory initiatives constructively, though not uncritically, in
the sensitive area between effective crime prevention on the one hand and
the preservation of personal liberty rights on the other. It’s up to

policymakers to make the judgement calls. We endeavour to contribute to

2 Cf. http://panamapapers.sueddeutsche.de/articles/56effb802f17ab0f205e6370/
3 Cf. http://www.greens-efa.eu/files/doc/docs/d6bd745c6d08df3856eb6d49ebd9fe58. pdf
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the basis for these decisions — and to do so transparently, since you know

who we are.

We ourselves benefit from clear rules and greater transparency. | would
remind you that, before all other stakeholders, it was the European banking
industry which first advocated introducing registers of data about
beneficial owners during consultations on the Fourth Anti-Money
Laundering Directive. And given the complexity of this issue, that’s only
the beginning. We know from setting up an automated account access
system in Germany — a key new element in the current proposal for the
Fifth AML Directive, by the way — that regulation is one thing, and
implementation another. In Germany, a subsidiary company of our

Association operates this system for over 130 member banks.

Money laundering and tax evasion can only be combated effectively if the
approach is coordinated at international level. Owing to often substantial
differences in the legal regimes of the international community, this is a
laborious process. But we are convinced that there is no alternative, and it

works, since it doesn’t move forward in a linear way, but often in surges.

Specifically, we believe the work of the Financial Action Task Force on
preventing money laundering and terrorist financing has already come a
long way. The same goes for the work by the OECD and the European
Union on promoting an international exchange of information on tax data.
We must not stray from this path but should persevere in continuing down
it.
Page 6/ 7

29



mverband

There is nevertheless an inherent danger in work by international bodies
that they will apply a one-size-fits-all approach which ignores differences
between the participating jurisdictions. I’m certainly not telling a
Committee of the European Parliament anything new here. In our view,
however, experience in the European Union, especially, shows that
requirements which work well in one member state don’t always perform

in another.

When it comes to the suspicious transaction reports | mentioned earlier, we
believe quality is better than quantity, for example. We also see a need for
real two-way communication with the competent authorities. At the

moment, communication is too much like a one-way street.

We have various concrete proposals to make. Mentioning them all would
exceed the remit of this statement, however. So I’ll refer you to our written
responses to the questions you asked ahead of the hearing. And we’re
naturally happy to go into them orally in the course of the discussion.

We’re also at your disposal for an exchange of views after the hearing.

Let me say in conclusion that we regard the work of this Committee as a

hugely important part of the thorough analysis which is required.

Thank you once again for the invitation. We are now ready to answer your

questions to the best of our ability.

* * *

Page 7 /7
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Sehr geehrter Herr Vorsitzender,
sehr geehrte Damen und Herren

Mitglieder des Européischen Parlaments,

zunéchst danke ich Thnen verbindlich fir die Einladung des
Bundesverbandes deutscher Banken zu der heutigen Anhérung des

PANA-Untersuchungsausschusses des Europdischen Parlaments.
Ich mdchte eine knappe Vorstellung voranstellen:

Der Bankenverband ist in Berlin, Brussel und Frankfurt ansassig. Er
vertritt die Interessen von mehr als 200 Banken in privater
Rechtsform. Unsere Mitgliedsinstitute reichen von global agierenden

GrolRbanken bis zu in Deutschland regional tatigen Privatbankiers.

Verbandszweck ist die Blindelung und Vertretung der Interessen unser
Mitgliedsbanken, wobei Regulierungsthemen von jeher grofRe

Bedeutung zukommt.

Wichtig zu wissen ist, dass die Mitglieder des Bankenverbandes
miteinander im Wettbewerb stehen. Dies pragt die Verbandsarbeit
ganz entscheidend. Die Erérterungen beschranken sich auf

regulatorische und politische Fragestellungen. Informationen zu

32
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Kundenbeziehungen unserer Mitgliedsbanken sowie individuelle
Beratungen der Institute beztglich ihrer Kundenbeziehungen sind
schon aus wettbewerblichen Griinden — und zwar weit im Vorfeld der
Grenzen des Kartellrechts — generell nicht Gegenstand der Befassung

im Verband.

Abschliel3end kurz zur Person: Ich bin als Hauptgeschéaftsfiihrer und
Mitglied des Vorstands flr den Bankenverband tatig. Herr Hoche ist
Mitglied der Geschéftsfiihrung und Chefjustiziar.

Meine Damen und Herren Abgeordneten,

Ihre Einladung ehrt uns. Lassen Sie mich zundchst ohne Wenn und
Aber feststellen, dass wir den Kampf gegen Geldwasche,
Terrorismusfinanzierung und Steuerhinterziehung ohne jeden
Vorbehalt unterstiitzen. Wir tun das in unserer Macht Stehende, um
die hierzu erlassenen Regelungen stetig weiter zu verbessern. Das
scheint auch richtig zu sein, denn aktuell sprechen Sie iber den
Entwurf einer 5. Anti-Geldwéasche-Richtlinie und man muss kein

Prophet sein zu erwarten, dass dies nicht die letzte sein wird.

Im Hinblick auf die Ergebnisse freut uns, wenn der Préasident des

deutschen Bundeskriminalamtes Holger Miinch in einem Interview zu

Seite 3/ 9
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den ,,Panama Papers® im April 2016 explizit bekundet hat, das

Verhalten der Banken im Kampf gegen Geldwésche sei vorbildlich.!

Zumal in Deutschland 2015 — wie seit Jahren regelmaRig - rund 99

Prozent der Geldwasche-Verdachtsmeldungen vom Finanzsektor

erstattet wurden.

Wir wollen uns aber auch nichts vormachen. Wir wissen, dass wir auf
einer Reise sind, auf der der Kompass im Spannungsfeld zwischen
Schutz der Privatsphare einerseits und Offenlegung der
wirtschaftlichen Verhéltnisse von Privaten und Unternehmen

andererseits immer weiter in Richtung Transparenz zeigt.

Das war nicht immer so. Und es ist fir Banken auch nicht einfach, den
Anspriichen von Kunden, Investoren, Aufsichts- und
Ermittlungsbehorden, Politik und Offentlichkeit immer gerecht zu
werden. Noch dazu in einer hochregulierten Branche und in einem
zunehmend internationalen Umfeld. Wir kdnnten lebhaft von Klagen
wegen burokratischer Belastungen dieses oder jenes Geschafts
berichten. Diese sind manchmal durchaus berechtigt, aber es bleibt
dabei: Unser Ziel und unsere Aufgabe sind es, fiir sachgerechte

rechtliche Rahmenbedingungen einzutreten, die unsere

1 Neue Osnabriicker Zeitung vom 5.4.2016.
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Mitgliedsbanken einhalten. Wenn es zu RechtsverstdRen kommt — und
wir stehen in diesen Zeiten nicht an zu behaupten, es hatte Solches
nicht gegeben — ist es Aufgabe der betroffenen Hauser und der daftr
geschaffenen und ausgestatteten Behdrden, Sachaufklarung zu
betreiben, Méangel abzustellen und — wo erforderlich — auch zu

sanktionieren.

Dies erfordert ein daflir ausgelegtes rechtsstaatliches Verfahren.
Hinsichtlich der ,,Panama Papers* dauert eine solche Aufarbeitung in
Deutschland nach unseren Informationen noch an. Dies ist auch nichts
Ungewohnliches, sondern bei dem Umfang des zu untersuchenden
Materials normal. Den Ergebnissen dieser Untersuchungen sollte man
nicht vorgreifen. Unabhangig hiervon beteiligen wir uns natdrlich
gern an der rechtspolitischen Diskussion, die durch die

Veroffentlichung der ,,Panama Papers® neuen Auftrieb erhalten hat.

Dies gilt auch, obwohl es sich nicht um eine spezifisch deutsche
Thematik handelt. Deutschland verfiigt {iber kein ,,offshore*-
Finanzzentrum. Aus den Panama Papieren ergeben sich laut
Stddeutscher Zeitung rund 214.000 Offshore Firmen, die in den
letzten Jahren errichtet worden sind. Deutsche Privat-,
Genossenschafts- und Landesbanken hétten danach tber ihre

Auslandsstandorte und mit Hilfe der Kanzlei Mossack Fonseca
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mindestens rund 1.200 Briefkastenfirmen gegriindet - eine im
Verhéltnis zu anderen international tatigen Banken geringe Zahl.? Und
laut einer aktuellen Studie der Griinen im Européaischen Parlament
befinden sich unter den 40 groRten internationalen Vermittlern keine

deutschen Kanzleien, Steuerberater oder Banken.3

Lassen Sie mich nun kurz — und nicht mit Anspruch auf
Vollstandigkeit — einige unserer Aktivitaten und aktuellen

Uberlegungen zum Thema skizzieren:

Der Bankenverband hat sich in der Diskussion tber wirksame
Malinahmen zur Bekdmpfung von Geldwésche und
Steuerhinterziehung stets als konstruktiver Gesprachspartner von
Gesetzgeber und Exekutive verstanden. Unser Angebot eines Inputs,
der sich aus einer engen Riickkopplung zwischen Theorie und Praxis
speist, wird von unseren Gesprachspartnern nach unserem Eindruck
angenommen. Unser Ziel ist eine konstruktive, aber nicht unkritische
Begleitung von Regulierungsinitiativen, die sich in dem sensiblen

Bereich zwischen wirksamer Kriminalprévention auf der einen Seite

2 Vgl. http://panamapapers.sueddeutsche.de/articles/56effb802f17ab0f205e6370/
3 Vgl. http://www.greens-efa.eu/files/doc/docs/d6bd745c6d08df3856eb6d49ebd9fe58. pdf
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und Gewaéhrleistung der Freiheitsrechte der Blirger auf der anderen

Seite vollzieht. Die Wertungsentscheidungen muss die Politik treffen.

Wir sind bestrebt, zu den Entscheidungsgrundlagen beizutragen — und

auch dies transparent, denn Sie wissen, wer wir sind.

Wir selbst profitieren von klaren Regelungen und mehr Transparenz.
Ich darf daran erinnern, dass es vor allen anderen Stakeholdern die
Europdische Kreditwirtschaft war, die sich in der Beratung uber die 4.
EU-Anti-Geldwasche-Richtlinie fur die Einfliihrung von Registern
uber Daten von wirtschaftlich Berechtigten eingesetzt hat. Und das ist
bei diesem komplexen Thema erst der Anfang. Wir wissen aus der
Einrichtung eines automatisierten Kontenabrufsystems in Deutschland
— Ubrigens eine zentrale Neuerung im aktuellen Entwurf fir die

5. Richtlinie - dass Regulierung das eine und Implementierung etwas
anderes ist. Denn in Deutschland betreibt eine Tochtergesellschaft
unseres VVerbandes dieses Verfahren fir mehr als 130
Mitgliedsbanken.

Geldwasche und Steuerhinterziehung lassen sich wirksam nur mit
einem international abgestimmten VVorgehen bekdmpfen. Dies ist
wegen oft zentraler Unterschiede in den Rechtsordnungen der

internationalen Gemeinschaft ein mihsamer Prozess. Dieser ist aber
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nach unserer Uberzeugung ohne Alternative und er ist erfolgreich,

denn er vollzieht sich nicht linear, sondern oft schubweise.

Konkret meinen wir, dass die Arbeiten der Financial Action Task
Force zur Fragen der Pravention von Geldwésche und
Terrorfinanzierung schon weit vorangekommen sind. Entsprechendes
gilt fur die OECD und die Europdische Union bezliglich der
Forderung des internationalen Informationsaustausches tiber
Steuerdaten. VVon diesem Weg darf man nicht abkommen, sondern

muss ihn beharrlich weiter beschreiten.

Allerdings wohnt der Arbeit internationaler Gremien die Gefahr inne,
mit einem ,,one size fits all“-Ansatz Unterschiede zwischen den
beteiligten Jurisdiktionen auszublenden. Damit erzahle ich einem
Ausschuss des Europaischen Parlaments nun gewiss nichts Neues.
Aber gerade die Erfahrungen in der Européischen Union zeigen
unseres Erachtens, dass gut funktionierende Bestimmungen in einem

Staat nicht immer in gleicher Weise in einem anderen Staat wirken.

Mit Blick auf das schon angesprochene Verdachtsmeldewesen halten
wir zum Beispiel mehr von Qualitét als von Quantitat. Zudem scheint
uns eine wirkliche Zwei-Wege-Kommunikation mit den zustandigen

Behorden geboten. Hier herrscht noch zu viel EinbahnstraRe.
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Wir haben verschiedene konkrete VVorschldge einzubringen. Diese
Aspekte jetzt anzusprechen wiirde allerdings den Rahmen dieses
Statements sprengen. Hierzu verweise ich zum einen auf unsere
schriftliche Stellungnahme zu den von lThnen im Vorfeld gestellten
Fragen. Und natlrlich sind wir bereit, hierauf in der Diskussion
mindlich einzugehen. Ebenso stehen wir Ihnen auch nach diesem

Hearing flr einen Austausch zur Verfligung.

Lassen Sie mich abschlieRend sagen, dass wir die Arbeit dieses
Ausschusses als einen herausragend wichtigen Teil der gebotenen

grindlichen Analyse verstehen.
Ich danke deshalb nochmals fiir die Einladung. Wir sind nun gern

bereit, Ihnen so gut Rede und Antwort zu stehen, wie wir es

vermaogen.
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Sprechzettel PANA-Anh6érung am 09.02.2017

Funktion BRAK

Die Bundesrechtsanwaltskammer ist die Dachorganisation der anwaltlichen Selbstverwaltung. Sie
vertritt die Interessen der 28 Rechtsanwaltskammern und damit der gesamten Anwaltschaft der
Bundesrepublik Deutschland mit etwa 164.000 Rechtsanwaltinnen und Rechtsanwalten gegeniber
Behorden, Gerichten und Organisationen — auf nationaler, européischer und internationaler Ebene.

1. Geldwéaschepravention

In der Geldwaschebekampfung unterscheidet man drei Phasen der Geldwasche:
Placement — Platzierung des Geldes

In dieser Phase werden aus Vortaten stammende Gelder oder andere Vermdgenswerte in den legalen
Finanzkreislauf eingebracht, in der Regel unter Ausnutzung der Einzahlungswege von Banken oder
Finanztransferdienstleistern. Viele Vortaten wie Drogenhandel oder Schutzgelderpressung generieren
Bargeld. GroRe Mengen an Bargeld. Das Bargeld muss daher zu Buchgeld gemacht werden, welches
damit unauffalliger und besser transferierbar wird. Diese Phase birgt das grof3te Entdeckungsrisiko und
damit auch die besten Zugriffsmdglichkeiten der Strafverfolgungsbehdrden. Banken und
Finanztransferdienstleister stehen hier an vorderster Front, weshalb es nicht verwundert, dass aus
diesem Bereich die meisten Geldwascheverdachtsanzeigen stammen.

Allerdings gibt es auch Vortaten wie gewerbs- oder bandenmaRiger Betrug, Waffenhandel oder
Korruption, die nicht notwendig den Weg tber Bargeld nehmen miissen, sondern wo von vornherein mit
Buchgeld gearbeitet wird. Die Platzierung des schmutzigen Geldes erfolgt hier mittels umfangreicher
Legenden unter Einbeziehung von Scheinfirmen und —geschéften. Diese Phase der Geldwésche spielt
bei Rechtsanwalten keine Rolle.

Layering — Verschleierung oder Verwirrspiel

In dieser zweiten Phase erfolgt eine Verschleierung der Herkunft der Gelder durch komplexe
Finanztransaktionen, meist in Form hintereinander geschalteter Transaktionsketten und haufig unter
Nutzung verschiedener (offshore-) Finanzplatze. Die zweite Phase dient dazu, die Quelle der
Vermdgenswerte zu verschleiern und die Papierspur des schmutzigen Geldes schwer nachvollziehbar
zu gestalten. In dieser Phase werden haufig hohe Transaktionskosten in Kauf genommen, weil im
Vordergrund nicht gewinnbringende Geldanlage steht, sondern die Verwischung von Spuren, die
Verwirrung moglicher Ermittlungen. Diese Phase kann bei Rechtsanwélten eine Rolle spielen,
insbesondere wenn sie zu Zahlungsabwicklungen ihr Rechtsanwaltsanderkonto zur Verfugung stellen.
Die Zwischenschaltung eines Anderkontos in Zahlungsvorgange sollte stets rote Lampen aufleuchten
lassen, wenn fur die Zwischenschaltung kein wirtschaftlich plausibles Interesse — etwa
Sicherungsinteressen — besteht.
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Integration — Einschleusung in den legalen Finanzkreislauf

Sind die schmutzigen Gelder in der zweiten Stufe der Verschleierung wieder zuriick an den Organisator
der Geldwasche gelangt, kdnnen sie nun in legale Geschafte und legale Vermdégensbildung investiert
werden, da deren urspringliche illegale Herkunft nahezu unkenntlich gemacht worden ist und deshalb
kaum noch zu rekonstruieren ist. In dieser Phase werden Rechtsanwélte bendétigt, etwa beim Erwerb
von Geschéftsbeteiligungen, Immobilien oder bei sonstigen Investitionen.

Den freien rechtsberatenden Berufen wird gelegentlich vorgeworfen, aus ihrem Bereich kdmen zu
wenige Geldwascheverdachtsmeldungen. Das ist schon deshalb unzutreffend, weil Rechtsanwaélte erst
auf der letzten Stufe der Geldwéasche, namlich bei der Integration, also der Einschleusung in den legalen
Finanzkreislauf, bendétigt werden. In diesem Stadium ist aber die kriminelle Herkunft von Geld kaum
noch erkennbar. Aul3erdem hat der Rechtsanwalt, der etwa fur seinen Mandanten eine Gesellschaft
grunden soll, keinen umfassenden Einblick in die Vermdgensverhéltnisse seines Mandanten. Er braucht
fur seine rechtliche Beratung zur Gesellschaftsgriindung seines Mandanten auch nicht wissen, woher
sein Mandant sein Vermoégen hat. Dies ist fur die Erflllung seines Mandats irrelevant. Anders ist die
Situation bei Steuerberatern und Wirtschaftsprufern, die in der Regel einen umfassenden Einblick in die
Vermoégensverhaltnisse ihrer Mandanten haben mussen, um ihre Aufgaben sachgerecht wahrnehmen
zu kénnen.

SchlieBlich ist die Ausgangsbasis fur Geldwascheverdachtsmeldungen bei den Banken eine komplett
andere als bei Rechtsanwalten. Bei den Banken in Deutschland werden pro Jahr Trilliarden
Transaktionen vorgenommen, die regelméaRig im Bereich des Placement oder des Layring stattfinden,
also auf Geldwaschestufen, bei denen die kriminelle Herkunft des Geldes noch relativ gut erkennbar ist.
Beim Placement und bei Layring lassen sich im Bereich der Banken problemlos elektronische
Compliance-Programme einsetzen, die automatisiert auf Auffélligkeiten in Bezug auf Geldwéasche
hinweisen kdnnen. Im Bereich der sehr komplexen Mandate auf der Geldwéaschestufe der Integration
gibt es aufgrund der Vielfaltigkeit der Lebenssachverhalte solche Compliance-Programme nicht. Auch
die FATF hat in ihrem Report von 2013 darauf hingewiesen, dass: "the level of reporting by the legal
sector is unlikely to be at the same level as that of the financial institutions. There is a
significant difference in the volume of transactions undertaken by legal professionals in
comparison to financial institutions. Also the level of involvement in each transaction, which
affects the basis on which a suspicion may arise and be assessed is significantly different".

In Deutschland gibt ca. 165.000 Rechtsanwalte. Durchschnittlich bearbeitet jeder Rechtsanwalt pro Jahr
etwa 300 Mandate. Dies ergibt eine Ausgangsbasis fir Geldwascheverdachtsmeldungen in Héhe von
165.000 x 300 = 49.500.000 Mandate. Davon abzuziehen sind alle diejenigen Mandate, die von
vornherein keine Geldwéascherelevanz aufweisen kénnen: Verbraucherrecht, Reiserecht, Mietrecht,
Verkehrsrecht, Erbrecht, Familienrecht, Arbeitsrecht, Sozialrecht, Wettbewerbs- und Urheberrecht,
Patentrecht sowie viele weitere Rechtsgebiete. Zieht man alle diese nicht geldwascherelevanten
Mandate von der o0.g. genannten Gesamtzahl aller Mandate von Rechtsanwélten in Deutschland ab,
ergibt sich eine Ausgangsbasis fur Geldwascheverdachtsmeldungen im einstelligen Millionenbereich.
Dies ist ein gravierender Unterschied zum Finanzsektor.

Genau aus diesem Grund hat auch die Vierte Geldwéscherichtlinie (EU) 2015/849 — in Art. 2 Absatz 1
Nr. 3b) ebenso wie die Vorgangerrichtlinien nur diejenigen Mandate von Rechtsanwalten in die
Geldwascherichtlinien einbezogen, die potentiell zu Zwecken der Geldwasche missbraucht werden
kénnen.
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§ 261 Strafgesetzbuch (StGB), der die Strafbarkeit der Geldwésche regelt, gilt fir jedermann und damit
auch fur den Rechtsanwalt. In Deutschland ist das Strafverfahren vorrangig und berufsrechtliche
Sanktionen kénnen erst nach Abschluss des Strafverfahrens folgen, wobei eine Bindung an die
Feststellungen im Strafverfahren besteht. Versté3e gegen die Sorgfaltspflichten des GwG werden als
Ordnungswidrigkeit verfolgt (8 17 GwG). Auch das Ordnungswidrigkeitenverfahren ist gegeniber den
berufsgerichtlichen  Verfahren vorrangig und auch hier besteht ein Vorrang des
Ordnungswidrigkeitenverfahrens. Kleinere Verstolle gegen Berufspflichten werden von der
Rechtsanwaltskammer geahndet, gréBere VersttR3e werden in der eigenen Anwaltsgerichtsbarkeit
geahndet. Fur die Verfolgung gravierenderer Verstdle gegen Berufspflichten ist nicht mehr die
Rechtsanwaltskammer zustéandig, sondern die Staatsanwaltschaft. Bei gravierenden Verstof3en gibt die
Rechtsanwaltskammer das Verfahren an die Staatsanwaltschaft ab. Die Staatsanwaltschaft kann aber
auch aus eigener Initiative verfolgen und informiert in diesen Fallen die zusténdige
Rechtsanwaltskammer. Es gab zwei Verurteilungen wegen Geldwasche in der Anwaltsgerichtsbarkeit.

Eine Ahndung durch die Anwaltsgerichtsbarkeit setzt aber voraus, dass nach Abschluss des Straf- oder
Ordnungswidrigkeitenverfahrens der RA noch zugelassen ist. Ist er nicht mehr RA, entféllt auch die
Ahndungsmadglichkeit durch die Anwaltsgerichtsbarkeit. Die schéarfste Sanktion ist der Ausschluss aus
dem Beruf, so dass die Auslibung des Anwaltsberufs nicht mehr mdglich ist, denn jedermann kann sich
unter www.rechtsanwaltsregister.org dartiber informieren, ob jemand als Rechtsanwalt zugelassen ist.
Eine solche ,Doppelbestrafung” gibt es in Deutschland nur bei den freien Berufen, die Pflichtmitglied
ihrer jeweiligen Berufskammer sein missen und ohne diese Pflichtmitgliedschaft den Beruf nicht
austben dirfen. Diese Selbstverwaltung der freien Berufe in Deutschland hat sich bewéhrt, zumal bei
gravierenden VerstoRen gegen Berufspflichten die staatliche Justiz ein Mitspracherecht hat.

Kein Kontrollsystem auf dieser Welt kann allerdings zu 100 % verhindern, dass dennoch Straftaten
begangen werden. Das gilt fir Rechtsanwaélte ebenso wie fir Mitglieder des Européischen Parlaments,
denen vorgeworfen wird, Mitarbeiter aus EU-Gelder finanziert zu haben, die allein fir den nationalen
Wahlkampf eingesetzt wurden.

2. Steuervermeidung (tax evasion)

Die legale Steuervermeidung ist in Deutschland unter der Herrschaft des Rechts weder eine Straftat
noch eine Ordnungswidrigkeit. Verfolgt werden kénnen nur Verst63e gegen ein Steuergesetz, die in
Deutschland Steuerhinterziehung oder Steuerverkiirzung genannt werden. Vereinfacht gesagt, geht es
dabei um falsche Angaben in der Steuererklérung (T&uschung) oder um das Unterlassen der Angabe
steuerrelevanter Tatsachen (Verschweigen). Das Ausnutzen von steuerlichen Schlupfléchern
(loopholes) aufgrund der groRen Komplexitat des deutschen Steuerrechts ist nicht strafbar und kann es
nach Art. 103 GG auch nicht sein, denn die Strafbarkeit muss vorher gesetzlich definiert worden sein.

Im Gegenteil fihrt eine unterlassene legale Steuervermeidung beim Berater — sei er Rechtsanwalt,
Steuerberater oder Wirtschaftsprifer — zu einer zivilrechtlichen Haftung des Beraters gegentiber seinem
Mandanten wegen der entgangenen legalen Mdglichkeiten der Steuervermeidung. Wenn ein Mandant
seine steuerlichen Berater mit der Aufgabe mandatiert hat, seine Steuerlast so gering wie méglich zu
halten, macht sich der steuerliche Berater schadensersatzpflichtig, wenn er seinen Mandanten nicht auf
die legale Steuervermeidung hinweist. Der steuerliche Berater hat dann dem Mandanten die zu viel
gezahlten Steuern als Schadensersatz zu bezahlen, weil er ihn nicht optimal beraten hat. Das ist in
Deutschland seit Uber 65 Jahren gangige Rechtsprechung des obersten Bundesgerichtshofes.
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Wenn EU-Staaten wie Irland, Luxemburg und die Niederlande transnationalen Konzernen besondere
Steuerverginstigungen beschaffen, muss dies der deutsche steuerliche Berater berticksichtigen und
seinen Mandanten darauf hinweisen. Anderenfalls macht er sich schadensersatzpflichtig.

Die legale Steuervermeidung ist in Deutschland weder eine Straftat noch eine Ordnungswidrigkeit. Die
Grenze ist dort Uberschritten, wo der Berater die legalen Moglichkeiten Uberschreitet. Dann kann er —
wie sein Mandant — wegen Steuerhinterziehung oder Beihilfe zur Steuerhinterziehung verurteilt werden.
Problematisch sind auch die Falle, in denen ein Berater seinem Mandanten ein an sich legales
Beratungsmodell zur Verfligung stellt, das vom Mandanten zur Steuerhinterziehung genutzt werden
kann. So ist z.B. die Einschaltung einer Briefkastenfirma zunéchst kein Straftatbestand. Allerdings kann
eine Briefkastenfirma zur Verschleierung des tatséchlichen Wirtschaftlichen Eigentimers und damit
auch zur Steuerhinterziehung genutzt werden. Grundsétzlich darf der Berater aber davon ausgehen,
dass sich der Mandant gesetzestreu verhalt. Nur dann, wenn er weiss, dass der Mandant ein von ihm
vorgeschlagenes Konstrukt zur Steuerhinterziehung nutzen will, darf er nicht beraten oder er macht sich
der Beihilfe zur Steuerhinterziehung strafbar. Bei einer strafrechtlichen Verurteilung kann ein
strafrechtliches Berufsverbot ausgesprochen werden. Eine Verurteilung flhrt bei zugelassenen
Rechtsanwdlten zu einem anwaltsgerichtlichen Verfahren mit verschiedenen Sanktionsméglichkeiten
bis hin zum Verlust der Zulassung, sofern der RA trotz strafgerichtlicher Verurteilung noch RA ist.
AuRRerdem haftet der verurteilte Berater fur die hinterzogenen Steuern.

Das Problem ungerechter und unterschiedlicher Besteuerung beruht daher nicht auf einer angeblich
trickreichen steuerlichen Beratung, sondern auf der mangelnden Koordination von Steuervorschriften in
der EU und erst Recht im Verhaltnis der EU zu anderen Steuerparadiesen wie den British Virgin Islands,
Delaware (USA) oder Panama.

Die Griindung einer Briefkastenfirma in Panama, Delaware (USA), den British Virgin Islands oder den
Britischen Kanalinseln Jersey oder Guernsey ist weder nach dem Recht der EU noch nach dem Recht
der EU-Mitgliedstaaten strafbar oder sonst wie verboten. Eine solche Briefkastenfirma kann legalen,
aber auch illegalen Zwecken dienen. Diesen Zweck zu ermitteln, ist origindre Aufgabe derjenigen
Staaten, in deren Hoheitsgebiet solche Briefkastenfirmen gegrindet werden kdnnen. Der rechtliche
oder steuerliche Berater bei der Grindung einer solchen Briefkastenfirma kann in der Regel nicht
erkennen, ob die Briefkastenfirma fur einen legalen oder illegalen Zweck gegrundet werden soll. Schon
gar nicht kann er nachtréaglich kontrollieren, ob der angeblich legale Zweck der Grindung einer
Briefkastenfirma spater auch eingehalten wird, denn der Berater ist in der Regel nur an der Griindung
beteiligt, nicht aber an der spateren Geschaftstatigkeit. Der Berater muss sich daher in der Regel auf
die Angaben seines Mandanten verlassen, da er weitergehende Ermittlungsmdoglichkeiten in der Regel
nicht hat. Die spéatere Kenntnis, dass der Mandant das gewaéhlte Konstrukt zur Steuerhinterziehung
nutzt, fuhrt nicht dazu, dass der Berater dies melden muss- wirde er dies machen, beginge er selbst
eine Straftat.

Auch die Eréffnung eines Bankkontos in der Schweiz oder in Lichtenstein durch einen nicht in der
Schweiz oder in Lichtenstein ansdssigen EU-Birger, der in seinem Heimatland steuerpflichtig ist, ist
vollig legal. lllegal wird es erst, wenn der etwa in Deutschland anséassige Inhaber eines Bankkontos in
der Schweiz die Ertrage des dort lagernde Vermdgens bei seiner Einkommenssteuererklarung in
Deutschland nicht angibt.

Festzuhalten bleibt somit, dass es Pflicht der Berater ist, steuerlich guinstige, aber legale Mdglichkeiten
fir die Mandanten zu finden- wer als Anwalt oder Steuerberater diese Grenzen Uberschreitet, macht

sich der Steuerhinterziehung schuldig und muss berufsrechtliche Sanktionen befiirchten.

Dass das deutsche Steuerrecht viele Schlupflécher lasst, ist nicht von den Beratern zu verantworten.
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Dear Members of the European Parliament

Thank you for inviting me to talk about our stories and the role of the banks in Panama Papers
— and especially Nordea.

In the world of tax havens | believe that banks play a key role.

No matter which set up you choose as costumer - and who helps you - the set up will almost
always involve at least one bank or more. Therefore the role of the banks are extremely
important, if you wish to stop companies like Mossack Fonseca - and tax havens like Panama -
in hiding the money of people and companies.

Together with especially our ICIJ colleagues from the Nordic countries we investigated Nordea
for about a year on and off. I'll mention some examples of ours findings but first some numbers:

- We found more than 11.000 hits on Nordea in Panama Papers. Nordea had around 400
clients with link to Mossack Fonseca — past and present

- Nordea’s business with Mossack Fonseca was conducted from Nordea’s office in
Luxembourg.

- On list of banks with most companies incorporated with Mosssack Fonseca, Nordea was
in 6™ place overall

- In general more than 500 banks registered more thant 15 thousand companies with
Mossack Fonseca (numbers from ICI1J)

We showed that Nordea had a close relationship with Mossack Fonseca and held several meetings
with employees from Mossack Fonseca. You see an example of that here, where the employee
from Nordea tell the Panama-company, that “the days where af Panama-corporation was used
to avoid withholding taxes are definitely over” — which led our experts to conclude, that there
HAD been some glory days, where a setup like that were used to avoid taxes in for example in
Denmark or other EU countries.

We revealed how absurd the setups were — and that Nordea knew about it. (It may be a little
bit hard to see but it shows...) Nordea writes to Mossack Fonseca several times over a period of
three years about a director in around 30 of the companies of Nordea’s clients. The problem?
The director is dead. And has been for years. The last time Nordea writes about it, the director
miss Scott has been dead for 8 years. And this e-mail also shows, that it doesn’t matter that
much. Nordea only wants the director replaced “where relevant”. Remember these are
companies, that on paper have to appear to be real companies with real directors to hide who
really owns them.

We also revealed another dubious business practice from Nordea — asking for backdating of
documents. This is an e-mail where a Danish Nordea employee in Luxembourg asks for a
document to be backdated with almost two years (on behalf of a Danish client). The e-mail is
sent | 2012. But they want the document backdated to 2010. The response from Mossack
Fonseca? No problem! They even have a fixed fee for that depending on how long you want to
backdate it. This was actually the only detail, that Nordea admitted right away was wrong in the
TV interview | made with the former chief of Nordea Luxembourg. Later they changed their
minds and admitted other stuff too.

Nordea is of course not alone in helping their customers in these setups.
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The third largest bank in Denmark, Jyske Bank, was found in both Panama Papers and another
big ICIJ-leak: Offshoreleaks. At the time (in 2013) we even visited Jyske Bank’s office in
Switzerland under cover, where they gave us a lot of advice on how to hide our money — by
moving to Great Britain, getting a company in Gibraltar and leaving our money in Switzerland.

In the same series of documentaries we received advice on how to pay less tax — or no tax
at all - in one of the biggest law firms in Denmark - and one of the world’s largest auditing firms,
E & Y. The conlusion from our experts back then was the same as with the banks: without them
the clients cannot set up or maintain tax set ups like these. The rules and regulations are simply
too complex.

As you may know, Nordea conducted an investigation after our revelations.

But this was not a full investigation of Nordea’s activities in tax havens at all. Nordea only
checked the 137 active companies their clients had in Mossack Fonseca — we found more than
400 companies past and present in Panama Papers alone. And from the 137 companies, Nordea
DID check, the bank’s own report from July last year showed, that Nordea regarding almost half
of these companies still after 4 months couldn’t be sure, if the right amount of tax had been
paid.

Nordea concluded in their report, that they had not proactively made tax evasion possible —
even though we and our Scandinavian colleagues had revealed, that Nordea have ordered
letterbox-companies in well known tax havens, ordered Power of Attorneys, maintained their
clients’ accounts and so much more.

Nordea also said, they started to be more on guard regarding theses accounts already in 2009
— still we saw in the documents that they AFTER that asked for backdated documents, wasn’t
concerned with dead directors and so on.

When our stories broke, Nordea first stated categorically that they didn’t in any way participate
in avoiding tax, and that they complied will all laws. But around 24 hours later they had both
apologized that they should have reacted sooner and ended up on Swedish Television, where
they promised they would cut all ties with Mossack Fonseca.

To finish of one conclusion from me would be, that if a bank tells you, that they cannot stop
working wih this company or that set up for some reason, please notice, that Nordea did exactly
that AFTER our revelation, when they eventually decided to cut all ties with Mossack Fonseca. |
would be very curious to hear what prevented Nordea from doing exactly that years ago.

Thank you for your time.
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Opening Statement Matthew Elderfield PANA Hearing 2017-02-09

“Mr Chairman, Members of Parliament, Ladies and Gentlemen.

Thank you for the invitation to participate in today’s meeting and to contribute to the
important debate the European Parliament is leading internationally on the public policy
issues around money laundering, tax avoidance and tax evasion in relation to offshore
companies and their ultimate beneficial owners.

My name is Matthew Elderfield and | have been Chief Compliance Officer at Nordea for the
past three months. | am joined by my colleague Johan Ekwall who held the post on an acting
basis for 9 months last year and who co-lead our internal investigation into Nordea’s private

banking business in relation to offshore structures.

| will give a brief update on the actions taken following the independent investigations
Nordea conducted in the spring of 2016. I hope this may serve as a useful input to the
Committee’s future work and recommendations.

Let me start by saying that as the largest bank in the Nordic region we recognise that we have
an obligation to meet high standards of compliance and conduct. | want to acknowledge at the
outset that we know that we fell below both our own high standards and the standards of our
regulators. The work of the media to put a spot light on these issues was a valuable public
service and caused us to examine closely our own practices. But let me say that we have and
are taking the lessons learned very seriously. We are undertaking a major programme of
improvements to our AML and compliance standards. Equally important, we are also driving
changes to the culture of the bank to raise the bar on ethics, conduct and personal
accountability.

As evidence of our serious approach, an independent internal investigation was led by Nordea
Group Compliance and Nordea Group Operational Risk with advice and support from the law
firm Mannheimer Swartling as well as local auditing and law firms. Mannheimer Swartling
has been used as legal advisors to ensure high professionalism in defining the scope,
methodology, structure and documentation of findings.

The results of this investigation are in the public domain. The investigation shows that there
were significant shortcomings in various aspects of implementing our AML standards. As
you may know, this is an area where the bank has had issues which have led to regulatory
sanctions. The investigation also found that Nordea in Luxembourg had in fact adopted an
internal policy on tax compliance that was stricter than prevailing laws and regulations.
However, these were not applied with sufficient rigour. The investigation did not, however,
find any evidence that Nordea employees proactively contributed to tax evasion.

There is an extensive action programme that has followed from this specific investigation. In
addition Nordea is also undergoing a major Financial Crime Change Programme to address
the issues in the implementation of our AML standards. This is against the background of
other, broader enhancements to our compliance framework.

Let me highlight a few of the specific actions we have taken:
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e We have closed 111 accounts as a result of our Panama Paper review.

e We are also conducting a strategic review of the Luxembourg business which will see
a significant reduction in the client base, including those with offshore structures.

e We have undergone a major overhaul of our AML and tax policies, setting more
demanding and specific standards that apply group wide.

e We put standards of conduct at the top of our agenda through a new more rigorous
Code of Conduct for all employees and a new Ethics and Values Committee led by
our CEO to strengthen our governance and drive higher standards of conduct across
the bank.

e We are implementing new, stricter criteria for accepting private banking customers
with offshore structures, including assessment of structure, substance and complexity.

e We have more tightly integrated our Luxembourg operation into the Nordic
operations of the bank.

e We are making a significant investment in compliance resources and standards across
the bank.

Our journey of improvement is well underway but we still have a ways to go in order to meet
our new higher standards of conduct and compliance. Banks like Nordea across the world,
big and small, are still working to come to terms with the new tougher regulatory standards
that face them in AML and new expectations around tax compliance.

The Committee will be interested in the broader public policy lessons of our experience. The
truth of the matter is that more rigorous application of the already tough international AML
standards would have gone a long way to address the concerns found in our investigation —
and indeed by the Swedish and other regulatory authorities.

However, while the AML and tax reporting obligations under FATCA and CRS are clear,
there are areas where the public policy framework could be strengthened by the European and
international authorities. For example, a common standard around corporate substance and
aggressive tax planning, and clearer expectations around documentary requirements for tax
status in our view should be explored. Hopefully we might have an opportunity to discuss
this in more depth.

Johan and I look forward to your questions,”
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Nl MANNHEIMER SWARTLING

DRAFT 5 February 2017

""The role of lawyers, accountants and bankers in Panama
Papers" - Part |1

Following the kick-off meeting on 24 January in which Members
discussed about the respective roles of the three professions
(lawyers, bankers and accountants) with the Brussels based
professional representatives and independent experts, the PANA
Inquiry Committee organises a follow-up hearing on 9 February in
which invitees and members will zoom in on the Scandinavian and
German practice in order to see if lessons can be drawn from there.
Following introductions by journalists who researched cases in
Germany and Scandinavian countries, German and Swedish
bankers, lawyers and other experts will share their views on what
could be improved and what, in their views, needs to be done to
avoid the setting-up of offshore schemes for tax evasion of money
laundering purposes in the future

1. Good morning Mr Chairman, distinguished members of the
European parliament. Thank you for inviting us to share
experiences from our role as an external investigator of Nordea’s
involvement in the ‘“Panama Papers” case.

2. Following the disclosure of the Panama Papers, Nordea’s two
second line control functions - Group Compliance and Group
Operational Risk - were instructed by the CEO and the board of
the Nordea Group to conduct an internal independent
investigation of Nordea Private Banking’s involvement in the
case.

3. In parallel Mannheimer Swartling was appointed by the CEO
and the board as an external investigator as well as a monitor. I,
Biorn Riese, led the project for Mannheimer Swartling seconded
by Andreas Steen. Mannheimer Swartling is the largest business
law firm in the Nordics. Among earlier public investigations
made by us we can mention the investigation regarding
TeliaSonera’s investment in Uzbekistan in the light of allegations
about corruption.
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4. We had two tasks. Our first task was triggered by a request
from the Swedish group regulatory authority, the FSA, and was -
to put it briefly - a review focusing from a governance and risk
management perspective upon

1) how the Board and management of Nordea Bank
S.A. in Luxemburg had identified, monitored and
ensured reports on the operations of offshore structures,
and

2) what decisions they had taken based on the said
reports.

5. Our second task was to act as an advisor and monitor during
the investigation carried out by the Nordea Group Compliance
and Group Operational Risk to confirm

1) high professionalism,
2) that conclusions were reflecting fact findings, and

3) that no material findings had been excluded from the
conclusions in the report that would follow.

6. For the purpose of our investigation we interviewed relevant
persons and reviewed relevant charters, policies and instructions
as well as minutes from Board and Management meetings, risk
reports, compliance reports and the like from 2009 and onwards —
in total about 880 documents. Further, in our second monitoring
role we closely followed the work processes of the Nordea Group
Compliance and Group Operational Risk.

7. The conclusions from the internal as well as the external
investigation were presented at a press conference on July 20,
2016. At the same time both the Nordea and the Mannheimer
Swartling reports were made public.

8. If we then take a step back.
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9. In 2009, Nordea Luxembourg took certain measures towards
increased transparency then believed to go beyond industry
standards. This was said to be done in response to what was felt to
be increased regulatory demands and a shift in how transparency
and tax evasion were viewed in the European private banking
world.

10. Internally this process was referred to as the “Onshore
Transition”. The starting point of the Onshore Transition was the
introduction of a new Code of Ethics 2009, an initiative followed
by other actions.

11. It was explained to us that the primary objective of the
Onshore Transition was to increase transparency and relevant tax
reporting for all clients, with or without offshore structures, but
that the measures were not targeted at discontinuing offshore
structures as such.

12. There were several laws and regulations in place in
Luxembourg in relation to the fight against money laundering and
terrorist financing and the Luxembourg bank had the same duties
on AML regardless of whether the client used an Offshore
Structure or not. However, while Offshore Structures, as such, are
not illegal, they could be used by clients as instruments for
money-laundering or tax evasion — they create a different and
inherent risk that needs to be dealt with.

13. Although the fourth EU directive on AML had not yet been
implemented into Luxembourg law and therefore Tax evasion did
not constitute a predicate crime for money laundering, focus on
AML and KY C-requirements has increased also in Luxembourg
In recent years.

14. If 1 then turn to some of our specific conclusions in our report.

15. While the Board and management of the Luxembourg bank
had been aware of, and identified, risks related to money
laundering and tax issues in general, risks related to operations
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associated with Offshore Structures had not, as such, been
identified and addressed in risk assessment processes; nor had
they been reported as specific risks to the Management or the
Board of the Luxembourg bank.

16. On the face of the reporting to the management and the board
of the Luxembourg bank, operations associated with offshore
structures were not specifically reported on and hence appeared to
correspond to the business strategy and the risk appetite
framework. However, we concluded in our investigation that this
aspect of the reporting cannot be said to have reflected the actual
situation.

17. In addition, we concluded deficiencies in the governance and
risk management of the Luxembourg bank which hindered a good
understanding and overview of matters. In view of the result of
both investigations, a fair conclusion is that insufficient processes
and procedures had been put in place in order to ensure effective
and efficient implementation of the Onshore Transition project,
specifically the Code of Ethics.

18. As mentioned, Nordea Group Compliance and Group
Operational Risk reported on their findings at the same press
conference. In our monitoring role we concluded that the internal
investigation carried out by Group Compliance and Group
Operational had been completed with high professionalism in
defining the scope, method, structure and documentation of
findings, that the conclusions in a good way were reflecting the
fact findings and that no material findings had been excluded
from the conclusions presented.

19. Thank you for your attention.
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PANA committee hearing 9th February 2017. Filled in questionnaire by Ms. Katrin Keikert

Questions to Ms Alexandra Helena Sobisz and Katrin Keikert, former
compliance officers at Berenberg Bank

1. Can you please explain the nature of your findings regarding the
breach of compliance observed in Berenberg Bank?

Before describing the particular findings of our risk report dd. 23 July 2013
addressed to the managing partners of Berenberg Bank, I want to depict ethics,
culture and compliance on the base of some sample cases from my time (from

March 2011 until 31°* July 2013) at Berenberg’s Compliance office.

In my last week at Berenberg in July 2013 (At that time, I had not the faintest idea
of those days being my last at Berenberg), I became aware of the following case:

Case 1: A married couple, former clients of Berenberg Hamburg, wanted to
retransfer their assets and accounts from Berenberg Switzerland back
to Berenberg Hamburg. I was kind of surprised.

According to the reactivated clients’ files, the couple won a jackpot in
the lottery some time ago. But, it was a jackpot from an online lottery.
Playing online lottery was prohibited by German law. Hence, the
couple was afraid of the money being seized by state authorities and
themselves being punished on top. Berenberg found a solution. The
couple was advised to open accounts at Berenberg Switzerland. The
lottery win was transferred to the couples’ new accounts in
Switzerland. In July 2013, when enough time has passed, the money
was then going to be retransferred to Berenberg Hamburg.

Case 2: Just a few weeks before, my former colleague Ms. Sobisz and I
achieved — in the nick of time — the closing of just opened accounts
for the sons of one of the (publicly known) most corrupt ministers of
Azerbaijan. These highly appreciated Azeri bank clients and their
lawyers set up an opaque company structure involving companies and
trusts in Guernsey, Jersey and the UK to hide beneficial ownership as
well as the money trail and the source of funds. Berenberg London
branch was opening the accounts. Later on, so the intention, the set-
up of a new Group Holding structure for these Azeri clients should
be arranged with support from and accounts at Berenberg
Switzerland.

There have been other shady money transfers between clients’ accounts at
Berenberg Hamburg and their accounts at Berenberg Switzerland.

Case 3: So, it happened in the medicines fraud case of the Panamanian
company Carnival Enterprises SA, set up by Mossack Fonseca. In
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2012, the German magazine Der Spiegel has first reported about the
fraud case. In 2016, the German NDR reported the whole and even
more disturbing story in the course of the Panama Papers. According

to NDR, a client manager from Berenberg Switzerland was directly

involved in the fraud scheme and had personally received some extra

“fees”.

When my superior (Deputy Group AML Officer) instructed me in
2012 to check the facts regarding the Berenberg client Carnival
Enterprises stated in the Spiegel article, I found a note from the client
manager with a very detailed payment schedule. Just from reading
that, to me the payment schedule was a clear money laundering
instruction, involving accounts at Berenberg Hamburg and at
Berenberg Switzerland. Reporting that to my superior, she instructed
me to trivialize these facts in the unavoidable suspicious activity

report.

Case 4: Another case from 2012 was a land scam fraud uncovered in the UK.
That case is haunting me until today, but illustrates best the close but
ill-fated cooperation between Berenberg Hamburg and Berenberg

Switzerland.

In July 2012, Berenberg Hamburg received letters from fraud victims
in the UK who had lost all their savings on a land scam, committed
by Berenberg clients. The victims’ statements were proved true by a
corresponding asset freeze order of the UK Financial Supervisory
Authority. The victims begged Berenberg for help, meaning for
refunding the ill-gotten money to the victims, or at least to save it.

I found out, that Berenberg has cleared multiple UK cheques over the
traudsters’ accounts in Hamburg and after that, has tolerated that the
fraudsters transferred all the money to the fraudsters’ accounts at
Berenberg Switzerland (5 million GBP). So, it must have been very
obvious to both client managers, the one from Hamburg and the one
from Switzerland, that the money from the cheques was never used to

buy and to develop land plots in the UK.

Again, my superior instructed me to trivialize the facts in the again
unavoidable suspicious activity report, especially regarding Berenberg
Switzerland, and I did. I had to state that there was not anything
suspicious about the cheques clearing or about the money transfers to

Berenberg Switzerland.

I immediately informed the Compliance Officer of Berenberg
Switzerland. Nevertheless, a few days later, Berenberg Switzerland
transferred all the money to the fraudsters’ personal (!) accounts in
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Latin America. Untll today, I am still ashamed because 1 did not
succeed in preventing that final money transfer.

Case 5: In in one of our weekly team meetings in spring 2013, our superior
requested us to find a solution for a serious problem: Berenberg
Switzerland had accounts for an Arabic sheikh who just had been
sanctioned by the US authorities; an asset freeze was ordered already.
The US sanction had something to do with terrorism. Berenberg
Switzerland wanted to give the money back to the sheikh. But, acting
that way was certainly a violation of US sanctions. So, now we — from
Compliance office in Hamburg — were prompted to find a way to
violate the US sanctions but not getting caught.

And in the end, it was not very surprisingly us both (me and my former colleague
Ms. Sobisz) hitting that money laundering network, which in 2007 has helped to
organise the biggest tax fraud in Russian history, in the clients’ files of Berenberg
Hamburg. The tax fraud resulted later, in 2012, in the so called “Magnitsky Act”.
The criminal network behind was later called “Vanagels connection”, named after
Erik Vanagels, an allegedly homeless and boozy Latvian who served as a front man
tfor thousands of offshore companies. The Vanagels connection was involved in
major corruption cases, investment fraud schemes, narcotic trafficking and illicit
arms deals.

One of the criminal cases was the illicit arms trade on board of the MV Faina to
terrorists in South Sudan. The vessel Faina belonged to the Ukrainian shipping
company Kaalbye. Until March 2009, the case had already been in the media for
several months after Somali pirates hijacked the MV Faina in September 2008.
Ukrainian Deputy Minister of Transport and Infrastructure Igor Urbansky publicly
denied both, Kaalbye being the owner of the MV Faina and himself being one of
the owners of Kaalbye. Due to a long lasting business relationship, Berenberg
Hamburg knew already better. But, the official owner of the MV Faina was the
Panamanian Waterlux AG, which listed two other Panamanian companies as
executives. Erik Vanagels served as the companies’ president.

On the 19" July 2013, we filed a Suspicious Activity Report towards State Office
of Criminal Investigation in terms of the “Vanagels proved” companies and
accounts of Kaalbye Group. The triggering transaction was an USD 15.000
payment to an UK company with accounts at a Latvian bank in Riga. The payee
was situated at a law firm in 48 Queen Anne Street, .ondon, the law firm and its
address publicly known as a notorious money laundering hub, the Vanagels
Connection. The payment purpose was stated with “delivery of equipment”.

That transaction popped up in the transaction monitoring system because of the
PeP flagged accounts of Kaalbye Group, not because of the suspicious transaction
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details. Usually, I and my former colleague Ms. Sobisz had nothing to with
checking the hits from transaction monitoring. So, I remembered our colleague —
who usually checked the hits from transaction monitoring — saying (when leaving
to holiday the week before), that he has lately repeatedly found a link to an address
of Organized Crime in UK when checking the transactions of Ukrainian Kaalbye
Group. Before his holiday absence, he also informed us that he has sent a 4-page
list of implausible Kaalbye transactions to the client manager for clarification.
Pursuant to German AML Act, those transactions should have already been
reported to State Office of Criminal Investigation.

When I was preparing the SAR on the 19" July 2013 (Friday), I checked the
account opening papers of one of the Kaalbye Group’s offshore companies and
tound a passport copy of Erik Vanagels. From that time on, it was clear to me that
Ukrainian Kaalbye Group is part of that money laundering network if not even
one of the initiating parties itself.

On the 22 July 2013, we found out that in April 2009, Berenberg Hamburg
wanted to extend the already existing client relationship with Ukrainian Kaalbye
Group despite of the MV Faina allegations (illicit arms delivery to terrorists in
South-Sudan). According to internal documentation, Berenberg was going to open
accounts (usually including several sub-accounts for different currencies) for four
companies of Ukrainian Kaalbye Group, i. a. offshore companies, owned by
Kaalbye shareholders and/ or by other Kaalbye representatives. Unfortunately for
Berenberg, one of the shareholders and beneficial owners has been Igor Urbanskyi
who was an Ukrainian PeP. Furthermore, Ukraine was notorious for corruption
and kleptocracy, and there was that MV Faina disaster.

Hence, there were a lot of red flags in terms of money laundering:

o PeP (high corruption risk)

o Ukraine (high country risk due to high level of corruption based on empiric
data used for AML regulation, confirmed by a high Corruption Perception
Index score and due to lacking state of law principles etc.)

o Shipping/ Transport sector (high sector risk based on empitic data used for
AML regulation, i. e. narcotic trafficking, weapon transport etc.)

o Offshore companies (high legal structure risk based on empiric data used for
AML regulation, i. e. hiding beneficial ownership and money trail, hotspots
for tax evasion and for laundering ill-gotten profits)

Notwithstanding that already these red flags should Berenberg have kept away
itself from Kaalbye Group and Igor Urbanskyi. But, the definitive strong suspicion
of facilitating terrorists must have done so.
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Apart from these facts, the banks at that time valid internal AML regulation
required in terms of approving a business relationship with a PeP two certain
signatures, one from Chief Compliance Officer and the other one from Head of
Legal department.

In June 2009 — only four months after the end of the MV Faina hijacking disaster —
the Chief Compliance Officer of Berenberg — according to documents on the e-
drive of Compliance department — personally:

o Ignored all available and easily accessible information about the MV Faina
vessel case; Just by entering the word “Kaalbye” into Google search, all
search results were about the MV Faina case and Kaalbye’s / Urbanskyi’s
involvement.

o0 Deleted the word “Kaalbye” as well as all other names of representatives of
Kaalbye Group from the first (not approved) draft of the internal PeP
assessment memorandum

o Labelled the Deputy Minister Igor Urbanskyi (as in the first draft) as a
simple member of parliament and referred to soon upcoming elections in
Ukraine

o Stated that Igor Urbanskyi was just (only, not more than) the beneficial
owner of the (offshore) companies which wanted to open new accounts

o Stated regarding origin and source of funds that Igor Urbanskyi has started
in the 90-ies with a small business and had reinvested his profits

o Stated that Berenberg’s risk of being misused for money laundering is very
low, because the accounts will only be used for payments

o0 Deleted the text field for the second required signature (of Head of Legal
department) and finally authorised that nonsense himself.

From my point of view, the Chief Compliance Officer had clearly violated internal
AML regulation. Furthermore, he had clearly violated the German Anti Money
Laundering Act by:

o Not reporting the beneficial owners/ authorised persons of Kaalbye
Group/ companies/ accounts/ transactions to State Office of Criminal
Investigation. Pursuant to the German AML Act, also suspected terrorism
had to be reported.

o Not terminating the existing client relationship with Kaalbye Group.

On 23 July 2013, we reported our concerns and findings to the managing partners
in a 4-page-risk-report which was basically a brief summary pointing out our most
disturbing concerns, mainly based on our observations and our working experience
in Compliance department for the past two years. The triggering event of creating
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that risk report was the SAR related to Kaalbye Group and the Vanagels
Connection.

The content of our risk report can be summarised as follows:

Risk that Berenberg had been assisting money laundering, organised crime and —
because of also not plausible weapon delivery payments from the Russian state
owned defence holding over accounts led for the Ukrainian Kaalbye Group — of
financing of illicit weapon deliveries to support terrorism after we figured out that
a lot of account openings for offshore companies contained directors and
secretaries which were according to an official compliance data base
(WotldCompliance) involved in money laundering schemes together with
Ukrainian officials. Other reliable open sources confirmed that compliance
database record and described those money laundering activities as a network, the
so called “Vanagels connection”.

As causes we stated:

» Business focus on offshore clients/ transactions with inappropriate data and
documentation, evidently with the use of the Vanagels connection

o Very few were needed to open accounts for offshore companies: A so
called country list, a checklist of almost every offshore destination,
defined the required minimum company documents. In the main those
were: Memorandum and articles of association, affixed apostille, passport
copies of the authorised persons and from the beneficial owners, good
standing.

» Lacking and insufficient fulfilment of so called customer due diligence
(KYC) by the client managers

o Statements regarding kind and purpose of intended banking
relationship were insufficient, if any, “payments” was stated. The
clients’ business activities were described with “Shipping”, if any.
KYC documentation was barely available, often only after several
months when the accounts have been already used for payments.
And, quite often, the KYC data was never obtained. In brief, the
obligatory KYC forms were in a significant number empty. Hence,
transaction monitoring done in Compliance department was
ineffective because there were no KYC data to compare with (the
payment transactions).

» Client managers’ lack of awareness for money laundering risks
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o As samples we listed reported money laundering cases which were
proof enough.

» Serious shortcomings in so called Internal Control System (ICS) by negligent
and systematically turning off the ICS

o By control measures which were inadequate related to the risk profile
(ineffective transaction monitoring of lacking KYC data to compare
with). Apart from that, we seriously doubted the implemented
parameters in the transaction monitoring system. For instance, a
significant part of payments was carried out within the client group
accounts, from one offshore company to the other, allegedly based
on group internal loans or on group internal deliveries and service
(usually that goes always in the same direction, but not in terms of
Berenberg clients). Those circling money transfers are typical for
money laundering and hence a money laundering red flag. Since,
Berenberg had charged its clients with fees for every payment
regardless of deposit or debit, there was never exactly the same
amount transferred from one account to the other and the other way
around. The transaction monitoring system should filter those
payments. A threshold for the charged payment fees should have
been defined as criterion in the transaction monitoring system. But
Berenberg failed by intention to establish the necessary filtering
criteria. We had addressed this deficiency several times to our
superior, but without success.

o By whitewashing and softening results of internal controls:

Ms. Sobisz performed a control — comparable to an audit — which
resulted in major findings. For almost 2 years, BaFin regulations
related to cooperation partners have been completely ignored and the
taken samples showed that client due diligence had severe
deficiencies. The Chief Compliance Officer and the head of the
audited department compelled her to change it into minor findings
although this was by no means justified.

o By putting Compliance Officers under massive pressure of Group
Compliance / AML Officer and his Deputy Group AML Officer, our

superiors:

Ms. Sobisz was attacked over a period of several months with general
accusations (In the main, to bother client managers and lacking of
empathy with the client managers. From my point of view, Ms. Sobisz
is the friendliest and most supportive person I ever met.). The
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accusations had neither been proved nor reasoned by the superiors.
As a punishment, Ms. Sobisz was told that she will not be granted any
learning & development measures this year (but regular trainings and
seminars were legally obligatory for Compliance employees). Instead,
Ms. Sobisz was forced to attend a Psycho-Seminar to reflect herself.
The trainer certified her being the most reflected person he ever met.

In February 2013 (when bossing increased and Shipping department
has started a client acquisition offensive in Cyprus — Berenberg was
keen on getting Russian clients with Cyprus offshore companies), I
informed Mr. von Berenberg-Consbruch about the risks for
Berenberg because of not adequate Compliance measures and about
the attacks from our superiors. Due to my first years at Berenberg, I
trusted him. Allegedly pursuant to legal contracts with current
personal liable shareholders (which were the legal representatives of
Berenberg, hence the managing partners), he was not able to get
himself involved in current business activities. When being asked to
whom of the managing directors we might approach to with our
concerns, he recommended better to go to a lawyer because one
cannot even trust one of those three guys.

Ms. Sobisz approached to working council because of being ongoing
threatened / bossed by our supetiors.

Furthermore, we blamed one of the managing partners and the Deputy AML
Officer, our supetior, of having suppressed an already decided SAR on 23 July
2013. That managing partner was personally known to the suspicious client (he
initiated the account opening for that client) and became aware of the upcoming
SAR by our risk report dd. 23™ July 2013. On the same day, he approached to our
battered superior who immediately closed the case by a hidden internal note stating
there is no suspicion at all and a foundation in Liechtenstein is per se not a money
laundering red flag. She has not performed further checks which may have led to
other conclusions. No, she just had a telephone conversation with that particular
managing partner.

With an additional report dd. 1% August 2013, requested by managing partner
Mr. Peters, we also named the Chief Compliance Officers personal violations of
internal AML regulations as well as of German AML Act (Kaalbye case). In terms
of Kaalbye, we informed the managing partners that client managers from
Shipping department have obviously intentionally failed to document in the official
visit memorandum that they have met Igor Urbanskyi personally on the previous
business trip to Odessa (May 2013) and that they have been at his villa. One of the
client managers showed photos to me (saved on his notebook) of Urbanskyi’s villa
and him drinking with the client manager(s). A client manager of Berenberg
Switzerland also participated in the business trip.
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Each of our statements and findings was proved by evidence, i. a. internal
documentation, external reliable sources.

What was your reaction regarding these findings?

During the days after our risk report (from 23" to 26™ July 2013), we tried to figure
out the other/ all other clients which used the Vanagels connection. Based on our
memories, Erik Vanagels and other notorious names, e. g. Stan Gorin, Petr Zika,
Daniel (Danny) Banger, have been stated in lots of account opening documents for
offshore companies of Berenberg clients. Another colleague (actually the former
head) from account opening department (client administration) confirmed on
request of Ms. Sobisz that Erik Vanagels is well known to her from multiple
account openings for offshore companies. We had to search manually in the
clients’ files because the documents in the CRM (Client Relationship Management)
database were not automatically searchable. Apart from that, the documentation in
CRM database was incomplete but we had no access to the e-drive from other
departments.

By the end of 26" July 2013, we had just checked 7 clients but have had already 6
hits.

What was Berenberg Bank’s reaction?

On that certain day of our risk report, 23* July 2013, Mr. Peters phoned me several
times and seemed to be sort of relieved. He didn’t stop telling me about his worries
and concerns, also about other cases (Berenberg Art Advice GmbH fraud disaster,
another internal fraud case).

Mzr. Peters ensured an internal investigation by audit department. The audit started
the same day. After a first insight, colleagues from Internal Audit already
confirmed some of our findings, esp. related to KYC procedure and to internal
controls. Later on in this week, Head of Legal department also confirmed that the
as-is-KYC process was rather stupid. He stated that if asking the clients for KYC
information only then when the accounts have been opened already one don’t
need to be surprised that the requested information will not be granted by the
clients.

Shipping department was prohibited to open any accounts for offshore companies.
Nevertheless, they even tried though.

Ms. Sobisz and I were instructed to find the other clients which used the
infrastructure of the money laundering network Vanagels connection.

A new interim superior was named to us. He backed us with our findings and our
research.
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On 26" July 2013, based on our till then already disturbing findings, Head of Legal
department offered us support from other colleagues from next Monday on. But
most of all, he prohibited us from filing any further SAR. Compliance has to work
and decide independently and has to have a direct reporting line to management
board. So, Head of Legal department was basically not in the position to prohibit
us from filing other SAR. We had a tough discussion over that issue.

On 27* July 2013, we found out that one of the junior client managers in Shipping
department was the son of one of the clients whom we had identified two days ago
of having used the Vanagels Connection as well as of having hidden his beneficial
ownership regarding a number of accounts. The family name of the son was
spelled differently and the family relation was hidden within Berenberg by
employees from Shipping department. Just the other day after I had reported the
client to the Head of shipping department, he sent the son into our office under a
pretext. (During our house ban, we found out, that Russian customs agency seized
significant amounts of cocaine at the ships of the client. Above that, one of the
clients’ shipping owning companies was allegedly involved in the MV Arctic Sea
mystery, supposed weapon delivery to Iran.)

Alarmed by that action of the Head of Shipping department and because of the in
the previous days revealed conflicts of interests, I informed the managing partners
Mr. Peters and Mr. Riehmer via e-mail and claimed that someone else who is not
conflicted has to do the investigations. I told them that BDO should not review
our findings because BDO has done the audits of the financial statements of
Berenberg for many years and always certified that everything is fine. So, BDO
probably might have a conflict of interest. Apart from that, Ms. Sobisz and I were
really afraid of the uncovered Berenberg clients and the tight links to Berenberg
employees. So, we refused to enter the banks office until the managing partners
will guarantee for our safety. After several phone calls with Mr. Peters over the
weekend 27%/ 28% July 2013, he told me that from Monday on (29" July 2013) a
tforensic team from Deloitte will take over the investigation. He asked me to
support Deloitte. I agreed, as well as Ms. Sobisz.

On Monday, 29® July 2013, our colleague (the one mentioned related to the
Kaalbye Group) returned from holiday leave. We were instructed to fully inform
him about the events from last week. He was incredibly relieved and immediately
assured to support us. When we informed him about the Head of Legal
department prohibiting us from filing SAR, he took a bundle of papers out of his
drawer and said: Regarding Head of Legal, I have something else. In this case, the
bank made a big mistake. According to him, Berenberg itself had set up trust
companies in the name of Berenberg but acted as trustee on behalf of a client, the
trustor. That was of course legal. Apart from suspicious transactions carried out via
those companies and authorised by the Head of Legal department, Berenberg had
not entered the trustee as beneficial owner into CRM database and therefore
missed for more than 7 years to disclose the beneficial owner, the trustor, to
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supervisory authority (BaFin). Our new interim superior informed Head of Legal
department immediately.

From that moment on, everything changed completely. The very next day,
Ms. Sobisz and I were shifted to another building in an empty room, we were told
not to do any further checks. On the morning of the 31* July 2013, I found Ms.
Sobisz with pale face in front of her screen and saying “The have cut us from the
IT systems.”. Her phone calls to IT helpline have not been answered. We decided
to leave Berenberg immediately. The next day, our interim superior told me on the
phone that he was not the one who initiated us being cut off from the bank IT
systems.

On 2" August 2013, I/ we received a letter from Berenberg with no subject. In the
9% section of the 10-section letter, we found in sentence 2 of that section that
Berenberg has released us from our working obligation until end of August for
now.

Still in August 2013, Berenberg stopped a pay-out of a 15 million US dollar loan to
one of the clients we had identified as a user of the Vanagels connection (the one
with the “smuggled in” son). Also still in 2013, Berenberg terminated
approximately 220 client relationships, mainly from former Soviet Union countries
and dismissed two Russian speaking client managers. Tthe “smuggled in” son was
one of those client managers.

When we just were released from our working obligation, a former managing
partner of Berenberg approached to my former superior, Head of credit risk
department, and tried to convince him to convince us to take money (300.000
EUR or even more per each) and go away. According to the former managing
partner, prosecution is overloaded and will not do any criminal investigation. BaFin
is not interested in shutting down the last healthy bank in Germany and media will
be silenced as it has been done before. As a sample, the case of a Russian client
who shot bears from a helicopter was mentioned, but after one phone call from
Berenberg the newspaper has cancelled the story.

On the 17" September 2013, the last day of the release-of-working-obligation-
period, our lawyer received a letter from Berenberg’s lawyer in which we were
invited to a presentation of the Deloitte audit results on the 19 September 2013 at
3 p.m. in the Berenberg offices. We suspected that being a trap to fire us with
immediate effect and with no other reason than of not being at our workplace the
next morning. Hence we instructed our lawyer to confirm that we will take up our
work already the next morning and looking forward to meeting Deloitte’s and
Berenberg’s representatives on the 19" at 3 p.m. The bank’s lawyer treplied
promptly saying that it is not intended to present us anything else than the
dismissal and that Berenberg has no free office space on the 19" September.
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On the 19™ September 2013, while we wete confronted with the banks accusations
in a 10 page-letter, my former superior, Head of Credit Risk department, talked to
Mr. Peters and his managing partner Mr. Riehmer and tried to convince both of
doing wrong when firing us. Mr. Peters moaned and Mr. Riechmer sent us — via my
former superior — a quite clear message: They (we) are ’dead”, they (we) will never
find a job again, they (we) will not receive any reference and Berenberg has to
reclaim the Deloitte’s investigation costs of 500.000 Euros from them (us).

By the way, during the legal disputes in front of labour court of my former
colleague Ms. Sobisz against Berenberg, Berenberg has never contested that threat
by Mr. Riehmer.

Even, after we just had been dismissed, I approached to Mr. Peters and begged
him to reconsider the banks actions. I begged him to return to the legal path and
ensured him our full and loyal cooperation in the necessary steps, especially related
to fulfilment of reporting obligations towards State Office of Criminal
Investigation. He phoned me back and repeated saying let us stay in contact and
continue talking when our lawyer has returned from holiday.

2. What has been the result of the ruling by the labour court?

Obviously, there was no labour court ruling. The court just “stamped and sealed”
an allegedly voluntary agreement (sent to court by both lawyers) which turned my
immediate dismissal into a regular one and included among others a legal cease and
desist obligation, namely not to report the findings from our risk report dd. 23
July 2013, and other related reports to BaFin, to State Office of Criminal
Investigation, to a police office, to prosecution, and/ or to another public agency
responsible for receiving reports of violations of the law or to third persons.

We were sure that a court was never ever going to approve such an obvious
unlawful clause/ agreement. Pursuant to Art. 11 of German Anti Money
Laundering Act (Geldwischegesetz — GwG), Berenberg and its employees were
legally obliged to report any suspicious money laundering and/ or terrorism
financing case to the Hamburg State Office of Criminal Investigation without
delay. Furthermore, and pursuant to Para. 261 sect. V of German Criminal Code
(Strafgesetzbuch — StGB; negligent money laundering), we also were personally
obliged to report those cases accordingly. Otherwise, we were committing the
criminal offence of negligent money laundering. So, even if not being an employee
of Berenberg any more, we had the risk of being sentenced when not reporting the
money laundering cases we have been fully aware of before.

On 7" October 2015, Berenberg applied a court order to impose each of us with a
fine of up to 250.000 EUR per violation of several (6) cease and desist obligations
in the labour court approved settlement agreement, or to get us detained up to 6
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months. But Berenberg did not claim any violation in that court application. It was
just an application towards labour court to order the fines and/ or the prison
sentences. Nonetheless, labour court immediately started official foreclosure
proceedings against both of us.

I assume, that Berenberg filed that court application to get rid of both of us before
we were able to approach as witnesses to US authorities, namely the Office of
Foreign Assets Control (OFAC) regarding one of the favourite Berenberg client
who had just a few days eatlier, on 1% October, been added to OFAC’s sanction
list. The client was the Lebanese business man Abou Merhi. OFAC accused Abou
Merhi and his group of companies of: ““Merhi Ali Abou Merhi operates an
extensive maritime shipping business that enables the Joumaa network’s illicit
money laundering activity and widespread narcotics trafficking,” said John E.
Smith, Acting Director of the Office of Foreign Assets Control. “The Joumaa
criminal network is a multi-national money laundering ring whose money
laundering activities have benefited Hizbollah. Today’s action demonstrates
Treasury's commitment to disrupt this network’s trade-based money laundering

3995

scheme and obstruct their access to the international financial system.””.

Ms. Sobisz and I already in 2011 warned our superior regarding that particular
client, after the Joumaa network had been uncovered and sanctioned and almost all
Lebanese car carriers were accused of assisting Hizbollah.

To your knowledge, have any other cases in Germany created any
jurisprudence in relation to the functions of compliantce officers?

Pursuant to a Federal Court order (Bundesgerichtshof - BGH) dd. 9 July 2009, a
Compliance Officer was sentenced for his failure to act related to the company (his
employer) having defrauded its clients. In very brief: Federal court stated that it is
the legal obligation of a Compliance Officer to prevent the company of defrauding
its clients, even to avoid that the company is committing any crime. That court
order led to a “firestorm” within the Compliance sector because of increased risk

of criminal liability for all Compliance Officers.

Apart from the Deutsche Bank CO? emissions certificate trading fraud case, I am
not aware of any convictions of a Compliance Officer in Germany.

3. What were the criteria to report suspicious transactions?
There were not defined any specific criteria.

For instance, only a few weeks before our superior, Deputy AML Officer, stated a
foundation in Liechtenstein is per se not a red flag regarding money laundering,
she instructed me to report an eldetly couple, which only said on the phone that
they were having an account in Switzerland, to State Office of Criminal
Investigation.
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As our superior once explained to me, her approach in terms of reporting
suspicious transactions was to do us many reports as were necessary to safe our
jobs. A certain number of SARs will make the managing partners believe that the
AMTL-team is needed (O-tone). Basically, she was only thinking of her job position
as a team leader which required a minimum number of 4 employees.

Sometimes, Berenberg decided to report a client to State Office of Criminal
Investigation just because another bank has addressed questions towards
Berenberg in terms of money laundering risks. Basically, in such situations, the
approach was to report the client (too) just to be on the safe side (but with very
basic statements) in case the other bank had reported the respective client towards
authorities.

In other situations, Berenberg filed a report only after and just because the client
has been named in the media related to fraud etc., although the clients’ transactions
were crystal clear money laundering. I refer to the cases mentioned at Question 1.

But sometimes, Berenberg filed SARs if my colleagues and I found out something
on our own.

How many suspicious transactions did you report (related to Mossack
Fonseca)?

One, the at Question 1 mentioned Carnival Enterprises case, but not because of
Mossack Fonseca, but because of the Spiegel article. We only in July 2013 found
out, that all of those clients which we identified of being users of the Vanagels
connection had one more thing in common, namely offshore companies
established by Mossack Fonseca, Panama. But at that time, we had no hard facts of
Mossack Fonseca being part of that money laundering network. It was just a
suspicion which we addressed to our interim superior who agreed with us.
Anyhow, we insisted on reporting all of those clients because of evidence of
Vanagels connection, but were prohibited from doing so and above that, from
August 2013 on, banned from entering the banks offices.

Who read these reports and had to decide on them?

Mainly, I and my colleague Ms. Sobisz read these reports. Usually, our superior
should have read it too but usually she was suddenly absent due to sick leave on
that particular day when finalising and filing a “delicate” suspicious transaction
report and often also the following day. This also happens on the 22 July 2013
when we had reported the Ukrainian Kaalbye group of companies resp. it’s
beneficial owners and other authorised representatives to the State Office of
Criminal Investigation.

How many reports were approved in the end and acted upon?

Seite 14 von 22

67



PANA committee hearing 9th February 2017. Filled in questionnaire by Ms. Katrin Keikert

When I and my colleagues had a suspicion we informed our superior without
delay. Apatt from one case on the 23 July 2013, our supertior never refused to
report a client whom I was suspicious about, probably because I was more
experienced than she, and had the same rank regarding signatory power.
Furthermore, I had the reputation and the respective track record of always being
right with my assessments within Berenberg.

Did you have access to all the information necessary to carry out your duties
as compliance officers?

In general, I barely had a chance to get knowledge of clients and transactions
which should have been reported to competent authorities. That was mainly
caused by the insufficient set up of the Compliance measures. Apart from that, my
daily tasks kept me away from figuring out. My superior hindered me from
transaction monitoring. So, it was basically by random when I figured out
something.

Apart from that, I was mainly busy with checking account opening documents,
quite often up to 3 folders a day. The other time, I spent with performing internet
research regarding new clients on behalf of the client managers to support them.

4. What were Berenberg’s requirements for due diligence?

Name and identification of the account holder and the beneficial owners.
Unofficially, it was tolerated to do it just on the base of documents although
identifying meant to have met the persons personally, having asked for their
identification data, and then to compare the statements with the documents. For
legal entities just the minimum company documents were needed regardless of
when it was about an offshore company. In general, the fulfilment of the minimum
documentation requirements as stated before was sufficient. Legal department — all
of them former employees of Dresdner Bank Lateinamerika — maintained a list
(country list) with minimum documentation requirements for with every offshore
jurisdiction existing, also in the case of high money laundering risk (Offshore,
Transport/ Shipping business, countries with a high CPI scote ot high country risk
like former Soviet Union countries).

Being asked about the purpose for the accounts with Berenberg, the client has to
tip a box out of multiple choice boxes. Usually the box “payments” was tipped.

Being asked about the client’s business, “Shipping” or “T'rading” was sufficient.

Being asked about source and origin of funds, “from shipping or trading business”
was sufficient.

And “the best”: Full KYC documentation has to be available only 14 days after the
accounts have been opened.
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Did clients with offshore companies in Panama or BVI fulfil these
requirements?

Of course, they did. There weren’t any obstacles at all.

Is there room in the rules which leaves space for interpretation and can be
used to avoid the obligations related to knowing the client?

Of course, there are. It happened that the statements regarding beneficial
ownership were wrong,.

Berenberg itself had set up trust companies in the name of Berenberg but on
behalf of a client, the trustor. Berenberg had not entered the trustor as beneficial
owner into CRM database and therefore for more than seven years missed to
disclose the beneficial owner to supervisory authority.

By the way, in April 2015, Berenberg submitted a letter from that particular client
to me. Berenberg told me that they informed the client about my concerns and
suspicions just because I had once mentioned the clients name towards Berenberg.
According to the attached client’s letter, he was very unpleased of becoming his
wealth structure at Berenberg the object of my considerations. The client offered
me to meet him at his tax adviser, very confidentially of course.

In other cases, Berenberg employees had evidence of the real beneficial owner and
despite of that entered wrong statements into the database.

Sometimes, client managers waited if we from Compliance will figure out who the
beneficial ownet(s) was/ were. In case of a PEP or a Russian oligarch, that
procedure could have saved a lot of paperwork and trouble if Compliance had not
found out.

But sometimes, client managers were aware of being told lies about beneficial
ownership and approached voluntary to Compliance.

Client managers also advised their clients to switch their payments out of USD into
EUR or GBP to avoid the time consuming coordination (or trouble) with OFAC.
Usually, the client’s business determines the currency of in-payments and/ or out
payments. But, for some Berenberg clients that did not matter, because there was
no business background necessary for doing payments.

5. Did Berenberg ask its clients to provide all necessary information to
check due diligence?

Client managers did, but often unwillingly. We had a lot of arguments with client
managers about it, especially when we from Compliance requested evidence for
origin and source of funds. Usually, client managers refused to request financial
statements from the clients because clients were just doing payments via their
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Berenberg accounts. In “client managers’ world”, you were only allowed to request
financial statements of companies when the client had applied for a loan.

Why did it not follow-up when information was incomplete?

It was my task to double check almost every new client account. I set a reminder in
my outlook calendar for 14 days later (after the account opening confirmation) and
checked if the KYC form has been completed by the respective client manager.
That procedure (only 14 days after accounts were opened) was fully in line with
internal regulation. If the KYC form has not been completed, I sent an e-mail
reminder to the client manager and I repeated sending e-mail reminders sometimes
for 1 one year. There were no internal sanctions against client managers when not
fulfilling KYC obligations, just reminders, friendly reminders. I repeatedly
addressed that issue to our superior. Her answer was just a shrug. According to our
superior, we had to understand the heavy work load of client managers and were
not allowed to bother them.

6. During your work, did you come across transactions involving money
from criminal activities but which you didn’t report because this was
not required according to the rules? ./.

7. Does Berenberg Bank have relations to other offshore law firms?

I don’t know if Berenberg itself had relations to other law firms, but Berenberg’s
clients had relations to lots of offshore law firms. Maintaining accounts for
offshore companies was the main business of Berenberg’s Shipping department.

8. How did Berenberg bank get in touch with its clients?

Often by recommendations of other clients. In July 2013, the Head of Shipping
department used the following metaphor to describe the client acquisition to me:
They (the client managers) absorbed everything (new clients) with a vacuum
cleaner.

In Private banking, clients came mainly via cooperation partners.
Who was demanding Berenberg to facilitate the entities in tax havens?

It was not named like that within Berenberg. It was a standard business, an
everyday business. And, since legal department maintained a list with every
offshore jurisdiction existing, so it was obviously proved as perfectly legal. Doing
business with offshore companies was justified with tax reasons or cheaper
flagging of ships or to limit the liability risks in case of caused environmental
damages or with the need to hide their wealth because of the risk of being
kidnapped and blackmailed.

Was this done pro-actively? ./.
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How much does it cost to set up an account for offshore companies? ./.
Who could afford it? ./.
Who are the ‘typical’ clients? ./.

9. Did you experience a tension or even conflict of interest between
compliance managers and wealth/assets managers within Berenberg?

That conflict of interest was inherent and caused by the job function. That is not a
problem itself if the company (Berenberg) ensures the fulfilment of the function
according to legal provisions. I was used to it from my former job in the Credit
Risk department. It was part of the process to escalate a case even to the managing
partners when the assessment of the facts doesn’t lead to an agreement. But, that
was part of the job role and did not frighten me.

In the Compliance department, I experienced such an escalation only regarding the
“Azeri case” in June 2013. I did not see any other opportunity to stop a client
manager from Berenberg’s London branch than to document all the disturbing
facts regarding the respective Azeri PeP clients in an e-mail which I addressed to
the Head of International Private Banking (he was also one of the board members
of Berenberg Switzerland). So, basically, the decision maker had taken quite high
risks in terms of accountability/ liability when having overruled my concerns. He
instructed the London client manager to immediately stop his attempts to open
any further accounts. Already existing accounts had to be closed without delay.

In general, I tried to find an agreement with the client managers beforehand rather
on the base of a common understanding than on giving instructions.

10. After Berenberg Bank had fired its two compliance officers, an
auditing firm analysed the case for the bank and came to the
conclusion that the bank had acted “umgehend und angemessen”
(roughly: swiftly and appropriately).

Could you tell us who this auditing firm was and whether there might
have existed a potential conflict of interest for them in assessing the
actions of the bank?

Deloitte & Touche and BDO. BDO allegedly checked the case in which one of the
managing partners was involved. In July 2013, the responsible auditor from BDO
agreed with me completely and confirmed also my suspicions against the managing
partner. In October 2013, the same auditor from BDO stated not having checked
anything else since then.

I don’t know what BDO and Deloitte have checked and how. But according to my
dismissal letter from Berenberg, the bank had to fire me because:
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» My accusations against one of the managing partners could lead to
him personally been assessed as not reliable to manage a bank and
therefore to a withdrawal of his licence as a banking executive.
Furthermore, it was stated, that according to BDO, each red flag
in that particular case when being assessed stand alone could have
raised a money laundering suspicion but all facts together, not.
That is quite a paradox.

o In June 2013, my former superior (Head of Credit Risk
department) approached to me — I was still working in
Compliance department — and reported that particular
client for whom the managing director cleared the cheques
from an auction house out of a classic car auction. My
former superior argued his report to me with a clear ML
suspicion. He was right and by the way, at that time, also
my superior, the Deputy AML Officer, wanted to report
that client because at that time, we all were not aware of the
involvement of that particular managing partner.

o Apart from that, the client mentioned twice that there is a
foundation in Liechtenstein but as it turned out later the
client was very likely not the one with a foundation in
Liechtenstein.

» My accusations against the Chief Compliance Officer were not to

be seen by Deloitte as violation of the AML Act, although it was
confirmed that the Chief Compliance Officer had violated internal
rules. But according to Deloitte, that violation was not setrious
because one year after the violation of internal rules the bank has
allegedly cancelled those internal rules.
That was by the way a lie. The internal rules regarding internal PeP
approval procedure have been strengthened and not cancelled.
Furthermore, Deloitte called the acting of Berenberg’s Chief
Compliance Officer the bank’s “Best Practice” approach.

» My findings led to significant costs for investigations, and during
the investigations I hindered the banks employees in doing
business. By the way: Although the first investigation of
approximately 220 clients (former Soviet Union background and
insofar high risk clients) conducted by Deloitte allegedly resulted
in no findings at all, Berenberg mandated Deloitte with a second
investigation of approximately 1.700 more clients. Why, if already
the first investigation was a waste of time and money? And why
decided Berenberg already after the first investigation to fire all the
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220 investigated clients and the two Russian speaking client
managers too?

» Deloitte could not find anything to prove that Ukrainian Kaalbye
Group is Mafia and that Berenberg kept business relationship with
the Mafia for several years.

o That has recently also been proved by the Panama Papers
disclosures.

o Regarding Kaalbye Group and its owner Igor Urbanskyi,
Ukrainian media stated in August and September 2016
“Odesskaja Mafia Clan Urbanskyi”. Those media
statements were based on exactly the same information

which I already had in 2013.

o According to the officially at Berenberg used Compliance
database WorldCompliance, Erik Vanagels was accused of
being involved in money laundering schemes together with
Ukrainian Officials. The Faina vessel case was listed under
that database record as a proved sample. And, the MV
Faina was owned by Kaalbye Group, which was owned by
an Ukrainian Official, former Deputy Minister of Transport
and Infrastructure, Igor Urbanskyi. My findings in 2013
based on that source. What sources did Deloitte use for not
tinding anything?

My former superior from Credit Risk department got to know about how
Berenberg treated me and my former colleague and about our findings. He
checked the clients internally and was alarmed too:

» At first, he approached to Mr. Peters who was crying that he
knows we did just our jobs, but that he was afraid of standing
alone with us against the others. Who were those others?

» Later, he approached to Head of Internal Audit and confronted
him with - from his point of view - clear evidence for money
laundering on the accounts of the Ukrainian Kaalbye Group. The
Head of Internal Audit said, Kaalbye Group was not part of the
Deloitte audit. And apart from that, it was not correct that we had
used the internet for research.
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» He also confronted the Head of Finance department with his
concerns and showed him the Kaalbye’s account transactions.
Head of Finance was shocked and wondered what Deloitte might
have been checked if they had not assessed that as money
laundering.

» Later, my former superior got to know of a study from C4sADS
“The Odessa network — Mapping facilitators of Russian and
Ukrainian Arms transfers” which named a lot of Berenberg clients
and several events of illicit arms trades, especially the Ukrainian
Kaalbye Group. He confronted his deputy with the study and
showed her the Kaalbye accounts and the transactions. That
colleague started crying and left the office for several hours.

In November 2014, my former superior, Head of Credit Risk department,
randomly figured out a Russian group of clients. He found some suspicious
transactions which led again to the Vanagels connection. He reported that client
and the transactions to our former colleague from Compliance department and
urged to file a suspicious activity report.

That occured just 2 months after BaFin had whitewashed Berenberg from all
allegations. Our former colleague from Compliance department refused to file that
report. But, my former superior insisted. Finally, he decided to file a criminal
report by himself. Basically, he had to (§ 261 of German Criminal Code regarding
recklessly not realizing money laundering).

» On the 22" December 2014, hardly two weeks after he had filed that
report to State Office of Criminal Investigation, he was removed from
Berenberg.

» My former supetrior informed the BaFin about his removal from
Berenberg and the reasons and reported other findings too. BaFin again
(as in our case) has not taken any steps.

> The most interesting about these facts is that I had reported that
particular client already in 2013 to State Office of Criminal Investigation

because of clear money laundering. Above that, this case/ client was
listed in our risk report dd. 23 July 2013.

» By the way, after I had filed that report in 2013, T requested the client
manager from Private Banking to terminate the client relationship as it
was mandatory by the German AML Act. The client manager was
shocked and refused to do so because he was afraid of his Russian client,
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especially afraid of his family and children being threatened by his
Russian client. Probably, he knew his customer!

Because of I have already been banned from entering the banks offices, I
was not able to follow that case.

Furthermore, could you tell us your opinion of the conducted audit?

I doubt that any serious audit has been conducted. There are high regulatory
standards on conducting audits and on auditors. Hence, in the Berenberg case I
cannot call it an audit. This was just a farce, simply ridiculous.

Does it exhibit any shortcomings, if so, which ones?

As stated before.
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Questions to the Association of German Banks

1. Do you consider these current anti-money laundering and anti-tax evasion rules
for banks to be adequate? If not, do you have any suggestions to improve these
obligations so as to better avoid money laundering and tax evasion?

We generally consider the rules designed by the Financial Action Task Force and the
OECD to be adequate. We nevertheless believe certain proposals in the area of anti-
money laundering and combating the financing of terrorism should be re-examined to
see whether they might be improved.

a) AML/CFT regulation

Looking back over the history of AML/CFT legislation in Germany and the European
Union, we have the impression that there have seldom been so many regulatory

initiatives with implications for AML/CFT compliance underway at the same. The following
list is by no means meant to be exhaustive:

e EU: Review of the Fourth Anti-Money Laundering Directive (“Fifth Anti-Money
Laundering Directive”)

e EU Action Plan to strengthen the fight against the financing of terrorism

e DE: German Act to implement the Fourth Anti-Money Laundering Directive

e DE: German Act for combating tax evasion (Steuerumgehungsbekdmpfungsgesetz)

e DE: Review of the German Identity Card Act (Personalausweisgesetz)

e DE: German Act to promote electronic ID verification (Gesetz zur Férderung des
elektronischen Identitdtsnachweises)

If realised, these projects would bring about massive changes to the coordinates of
current German law and have significant effects on banks’ business relations with
customers. Without wishing to go into too much detail, we would like to highlight the
following trends:

(1) We have noticed a growing “race to the top” in the requirements for verifying
customer identity and identifying the beneficial owner in international transactions.
This “race” is motivated by hasty, event-driven regulation, supervisory measures

based on national considerations and sometimes also by overzealous interpretation of

the rules by those applying them. Consistent implementation of not-too-complex,
standardised and easily comprehensible requirements, along with improved concrete
cooperation between the private sector and the authorities could lead to greater
efficiency in practice, as we see it.

(2) Some of the requirements for verifying the identity of clients and identifying the

beneficial owner are no longer realistic. Take, for instance, business relations between

banks (so-called correspondent banking). These business relations are generally
considered to harbour a comparatively high risk. We have the impression that
national legislation and regulatory requirements in some countries have generated a
race to issue ever more far-reaching rules and regulations. Many banks have
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responded by introducing so-called de-risking measures, meaning that a number of
such relationships have been terminated and/or potential new relationships have not
been established. The Bank for International Settlements has already drawn attention
to the danger of some countries becoming cut off from international payments as a
result. Against this backdrop, we, together with the other members of the
International Banking Federation, have approached the FATF with a request for
globally standardised due diligence requirements for the establishment of new
business relations. We doubt whether there is any other way to master the situation.

A critical development looms in Germany which will affect retail and corporate clients.
The above-mentioned draft Act for combating tax evasion envisages that banks will
be required to collect data from their customers on a scale which, among other
things, will make the client onboarding process disproportionately and unreasonably
long. This is particularly unfortunate given that the Fourth Anti-Money Laundering
Directive took the right approach, in our view, by requiring the establishment of
registers for the relevant data which can then be used by those applying the rules.
Naturally this process will take some time and should not be undermined by national
requirements.

(3) In the light of digitisation, adjustments need to be made to anti-money laundering
legislation, which remains largely rooted in the analogue world. The banks’
overwhelmingly law-abiding clientele do not understand why it is still so difficult to
open an account over the internet. At the same time, a digital exchange of
information between banks and authorities could improve various aspects of
cooperation on combating money laundering. The current review of the Fourth Anti-
Money Laundering Directive is taking a new step in the right direction by proposing to
facilitate an end-to-end digital identification process. This makes it all the more
important, however, to ensure coherence between all the requirements which will
impact the onboarding of clients — regardless of which jurisdiction they come from.

(4) The requirements to report suspicious transactions are often excessive, in our view.
Given the hundreds of thousands of reports submitted in some countries, it is
legitimate to wonder whether the investigating authorities can really look into them
all properly. The political debate still seems to be guided by the principle that "*more
reports = more activity in combating crime = more success in clearing it up.”

This is a dubious conclusion and, on top of that, obscures the need to examine the
system on a sound scientific basis. We are convinced that high-quality notifications
are more useful to the investigating authorities than are a huge quantity of often
incoherent reports of "unusual” incidents. Enhanced quality would require much closer
“two-way” cooperation between banks and authorities, however. On this point, we
basically agree with the ECOLEF report of 2013 (pp. 308 f.). But we would go further
than calling for more individual feedback. The criteria for triggering suspicious
transaction reports in the area of preventing money laundering are frequently of
limited use if applied “as is” to combating terrorist financing. It is essential that the
authorities provide fresh impetus to effective detecting of suspicious behaviour in the
banking sector. We are aware of how far-reaching this call for greater two-way
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communication is both in political and in legal terms. But we are convinced that it is
high time to consider a change in direction in the strategy for notifying suspicious
transactions.

b) Regulation aimed at combating tax evasion

The German banks support international and national efforts to combat tax fraud, and
this has not just been the case since the publication of the Panama Papers last year.

At international level, Germany participates in the automatic exchange of information
both under FATCA and under the Common Reporting Standard and the European Mutual
Assistance Directive. Until its replacement by the new procedures, Germany took part
between 2005 and 2015 in the automatic inner-European exchange of information on
interest income earned by natural persons under the Savings Tax Directive. Germany is
one of the co-initiators of the Common Reporting Standard and has been one of its early
adopters since 2016. This year will see the first exchange of data between participating
countries.

This ensures that Germany - along with the other participating countries, now numbering
over 100 - will receive information about bank accounts maintained and investment
income earned abroad by its citizens. Information is exchanged not only about the
accounts of natural persons and other beneficial owners within the meaning of anti-
money laundering rules. Also covered are the accounts of legal entities of all kinds, the
accounts of companies controlled by natural persons and so-called passive income.

Under both systems, the data are supplied by the banks, which have had to invest
considerable time and financial resources into putting the necessary procedures and IT
systems in place.

In our view, the main “shortcoming” lies in the fact that not all countries participate in
the international automatic exchange of information. It is up to states to take action,
however, not banks, and especially not banks located in the EU, which already support
states on a large scale - and free of charge - in combating tax fraud. We welcome, in
this context, the efforts by the EU to identify and name “non-cooperating states” in order
to encourage them to take part in the exchange.

Though it is true that the legal basis for implementing the standard is in place, we see
room for improvement when it comes to ensuring that the practical prerequisites for
implementation are all met. Take, for instance, the following examples:

¢ When verifying the identity of account holders and other beneficial owners, banks are
also supposed to determine and verify the tax ID numbers of these persons. But
neither the OECD, the EU nor Germany has a list of countries which assign a number
of this kind or any information about the numbers are constructed.

e In Germany, and in other countries, too, there are as yet — over one year after the
standard started to be applied - no subordinate regulations in place.
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e Even early in 2017, it is not yet clear which countries have to be provided with
reports for 2016.

This is particularly unfortunate since breaches of the rules can trigger punitive sanctions.

So although the authorities have not yet entirely fulfilled the responsibilities incumbent
on them, discussions are taking place about pressing ahead further. Some concrete
legislative proposals have already been issued which would involve banks even more in
combating tax fraud. This goes for the German Act for combating tax evasion, for
example.

But the extent to which the banking industry can be involved has its limitations. It is
generally assumed that a bank’s business model gives it access to an extensive pool of
information about its customers and their income. In reality, however, the necessary
information is frequently not available or, if it is, automated retrieval is often not
possible. Implementation of the rules therefore requires adjustments to processes and IT
systems.

We believe it should not be forgotten that the party ultimately responsible for meeting
their tax obligations is always the customer. Third parties — and this includes banks -
should only become involved if the customer does not fulfil his or her responsibilities. And
even when this precondition is met, unlimited obligations cannot be imposed on banks.
Rather, their assistance should only be called on if the objective of a requirement can
feasibly be achieved, or cannot be achieved in any other way, and provided that undue
demands are not placed on them.

2. Several of your members have helped with the establishment and administering
of offshore companies, according to finding from the Panama Papers. What
sanctions can the bank face for its activities in these offshore structures if they
turn out to have been established for tax-evasion or money laundering purposes?

The business relations of member banks are not the subject of discussion in our
Association. To our knowledge, the activities mentioned in the papers are the subject of a
regulatory investigation which is still ongoing.

Since the extent of administrative and criminal sanctions always depends on the
individual case, it is also not possible for us to comment on specific instances. Generally
speaking, money laundering carries a sentence of between three months and five years
(under section 261 of the German Criminal Code [Strafgesetzbuch]) and, in especially
serious cases, of between six months and ten years. Tax evasion is subject (under
section 370 of the German Tax Code [Abgabenordnung]) to a prison sentence of up to
five years and, in especially serious cases, of between six months and ten years.
Numerous fines can also be imposed for offences under the German Anti-Money
Laundering Act (Geldwédschegesetz) and the German Banking Act (Kreditwesentgesetz).
Substantial increases in all the fines imposed under the German Anti-Money Laundering

79



Act are planned when the Fourth Anti-Money Laundering Directive is implemented in
German law. This legislative process is currently underway.

3. How many of your members were involved in the creation, maintenance and/or
governance of entities in tax havens mentioned in the Panama Papers? Have you
studied the involvement of banks in the revelations? Was there any follow up on
the basis of that?

For the reasons outlined above in our reply to question 2, we cannot comment on the
first part of the question. We understand the German financial supervisory authority
BaFin is currently investigating these matters and has yet to present its findings. The
Sidddeutsche Zeitung reported that German private, cooperative and public banks had set
up around 1,200 shell companies via their foreign bases and with the help of the Mossack
Fonseca law firm. Our Association is discussing the legislative consequences which the
German government has drawn from the publications.

4, Do you know how many investigations by enforcement bodies have been launched
in reaction to the Panama Papers?

No.

5. The German Federal Financial Supervisory Authority (BaFin) has requested
investigations against eleven German banks with the aim of discovering possible
cases of money laundering? Could you inform us about the state of play of these
investigations? Do you have any information why the BaFin has requested an
external expert to make an assessment of available documents?

We know that BaFin launched an investigation following the publication of the Panama
Papers. We have also heard mention of eleven banks, but cannot confirm whether this
number is correct. Details of the investigation are not known to us. In addition, we have
seen an invitation to tender on BaFin’s website seeking external support for the technical
processing of documents. We are not aware of the reason for this.

6. Has there been any changes in the rules following the Panama Papers? Have there
been changes in the internal procedures of banks (e.g. customer due diligence
procedures, suspicious transactions reports)?

The German government’s primary response to the publication of the Panama Papers has
been its draft bill for combating tax evasion (see
http://www.bundesrat.de/SharedDocs/drucksachen/2016/0801-0900/816-
16.pdf?___blob=publicationFile&v=1). Our Association is discussing this draft bill. The
comments of the German Banking Industry Committee, which consists of five German
banking associations, on the draft are enclosed. We do not know whether and, if so,
how individual banks have made changes to their internal procedures following the
publication of the papers.
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7. Do you have information on who is demanding banks to facilitate the entities in
tax havens? To whom are banks delivering the services that facilitate the entities
in tax havens? Who pays banks to facilitate the entities in tax havens? What is the
commercial interest for banks to facilitate the setting-up of offshore
constructions?

Two features of offshore jurisdictions are the ability to set up companies quickly and
limited information about corporate governance. This can be exploited for legitimate
purposes as well as for illegal ones. Everything depends on the individual circumstances
of each individual case. Since - as explained above - customer relations are not
discussed in our Association as a matter of principle, we cannot comment further on
these questions.

8. To your knowledge, do banks advice companies and/or individuals to create
entities so that they can hide their wealth?

We have no information about these matters.

9. German banks mentioned in the Panama Papers were mainly involved through
subsidiaries in Luxembourg or Switzerland. Do you have any explanation why the
subsidiaries in these two countries are so active in the offshore segment?

We do not know what business interests motivates our member banks to become active
in these countries. In principle, the reason for a bank operating outside its home state is
likely to be the wish to expand its business activities. Deciding factors can vary widely:
markets and products; another currency, as in Switzerland; an international
environment; and also legal, supervisory and tax regimes.

It is clear, however, that a legal vacuum does not exist in either state. Luxembourg is
part of the EU and is subject to its rules and regulations, especially in the area of labour
law and tax law. Switzerland has close ties to the EU and has to a large extent aligned its
laws with those in the EU.

Both states have applied the FATF’s anti-money laundering standards for many years and
participate in the international automatic exchange of information. Luxembourg is even
one of the early adopters and prior to 2016 took part in the automatic exchange of
information under the EU Savings Tax Directive.
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10. According to Markus Meinzer, as quoted in Obermayer/Obermaier’s book (262),
German banks could help clients from South America help evading taxes and be in
full conformity with German law. How is that possible? Has the German
government acted to counter these activities? What is the view of your association
on such loopholes?

Essentially, the point is that, in Germany, you can render yourself liable to prosecution
for aiding and abetting a tax evasion offence which is punishable in Germany, but not for
being complicit in a tax offence which is punishable under the law of another state.

But this is the case not just in Germany but in almost all countries in the world. It is an
expression of the international principle of territoriality, under which the jurisdiction of a
country is limited to that country’s territory. Offences committed in other countries are
only prosecuted if they have a special domestic bearing or in the event of extremely
serious crimes involving death or bodily harm, for instance. What is more, prosecution in
Germany would presuppose that the German authorities knew and applied the laws of
the other state. When it comes to tax rules, in particular, this is simply not possible.

If the country in which the (principal) offence is punishable wishes to prosecute this
offence, it can do so even if the perpetrator is resident in another country or is a citizen
of another country as long as the offence is covered by a bilateral extradition treaty
between the two countries involved. As far as we know, however, tax offences and
complicity in tax offences do not normally constitute extradition offences.

The dilemma represented by the need to enforce a country’s tax claims on the one hand
and a free capital market on the other is recognised by the international community of
states. Steps have been taken to counter the problem, first, by establishing standards for
exchanging information in response to individual enquiries. Numerous bilateral treaties
have been concluded to this end. Second, the OECD has adopted the Common Reporting
Standard for an international automated exchange of information. This standard has
been applied since 2016, replacing a predecessor regime in place in the EU between
2005 and 2015 in the form of the Savings Tax Directive. As explained above, the
international automated exchange of information results in participating countries
obtaining information annually about accounts held and investment income earned
abroad by their citizens. The information required for this exchange is made available by
our members free of charge.
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Stellungnahme zum Referentenentwurf eines Gesetzes zur Bekampfung der Steuerum-
gehung und zur Anderung weiterer steuerlicher Vorschriften (Steuerumgehungsbe-

kampfungsgesetz - StUmgBG)

Sehr geehrter Herr Sell,

wir danken fiir die Ubersendung des Referentenentwurfs eines Steuerumgehungsbekamp-
fungsgesetzes und die Moglichkeit der Stellungnahme, die wir gerne wahrnehmen.

Die kreditwirtschaftlichen Spitzenverbande unterstutzen alle MaRnahmen, die flr ein faires
Steuersystem eintreten und Steuerhinterziehung und Geldwasche den Kampf ansagen. Der
nun vorliegende Referentenentwurf eines Steuerumgehungsbekampfungsgesetzes sieht daftr
vor allem deutlich erweiterte Meldepflichten fur Steuerpflichtige und Kreditinstitute vor. Es
ist zweifelhaft, ob das angedachte Ziel damit erreicht wird. Schon heute sind die vorgeschla-
genen Malinahmen zum Teil umsetzbar, wie zum Beispiel das Sammelauskunftsersu-

chen. UberschieRend erscheint auch das Vorhaben, Finanzinstitute fiir Steuerausfalle bei ihren
Kunden haften zu lassen, sofern sie einer neuen Pflicht zur Mitteilung von deren Geschéftsbe-
ziehungen in Drittstaaten nicht nachgekommen sind, und die Erweiterung der Pflichten nach

§ 154 AO bei der Kontoer6ffnung.



Kritisch ist zudem, dass mit dem Entwurf quasi alle Wirtschaftsunternehmen, die auRerhalb
der EU und der EFTA angesiedelt sind, unter Generalverdacht gestellt werden und Beteiligun-
gen an diesen Unternehmen anzeigepflichtig werden sollen. Hier steht der blrokratische Auf-
wand in keinem Verhaltnis zum erzielbaren Nutzen. Die kreditwirtschaftlichen Spitzenver-
bénde pladieren daher primér fir eine konsequente Umsetzung des geltenden Instrumentari-
ums, bevor neue Datenberge und damit neue biirokratische Belastungen fiir Steuerpflichtige
und Banken geschaffen werden. Das Bankkundengeheimnis nach § 30a AO steht schon heute
den Ermittlungen zu Steuerhinterziehung und Geldwésche nicht im Wege. Die vorgesehene
Aufhebung des § 30a AO ist daher nicht zielfiihrend und sollte entfallen. Zudem sollten in
dem Gesetzentwurf vorgesehene ausufernde Regelungen, wie die unpraktikable Meldepflicht
nach § 138b AO-E, zielgenauer ausgestaltet werden und die darauf basierende uberschie3ende
Haftung der meldepflichtigen Stellen nach § 138b Abs. 2 Satz 2 AO-E i.V.m. § 72a Abs. 4
AO-E entfallen.

I. Art. 1 (Anderungen der Abgabenordnung)

1. zu Nr. 2 (Aufhebung des § 30a AO)

Nach dem Referentenentwurf soll § 30a AO ersatzlos aufgehoben werden. Ausweislich der
Begriindung (S. 20) erschwere § 30a AO ,,die Nutzung der bei den Kreditinstituten vorhande-
nen Informationen tber auslandische Gesellschaften fir steuerliche Zwecke*. Zudem wird da-
rauf verwiesen, dass § 30a AO nach einer Ansicht im Schrifttum infolge des sog. ,, Tipke-Ur-
teils* des Bundesverfassungsgerichts vom 9. Mérz 2004 (BVerfGE 110, 94) verfassungswid-
rig sei.

Die geplante Aufhebung des 8 30a AO verkennt, dass § 30a AO ausweislich seiner amtlichen
Uberschrift den ,,Schutz von Bankkunden® gewiahrleisten und nach dem Wortlaut des § 30a
Abs. 1 AO das Vertrauensverhaltnis zwischen Kunden und ihrer Bank schiitzen soll. Momen-
tan soll zu diesem Zweck nach § 30a Abs. 3 AO insbesondere die Ausschreibung von Kon-
trollmitteilungen durch die Finanzbehorde in Bezug auf nach § 154 Abs. 2 AO legitimations-
geprufte (Kunden-)Konten oder -depots bei der Betriebsprifung eines Kreditinstituts unter-
bleiben. Der Wegfall des § 30a AO wirde daher gerade auch fur inlandische Sachverhalte
unbeschréankte Ermittlungsbefugnisse der Finanzbehdrden ermdglichen, obwohl der Zweck
des Gesetzes in der Herstellung von ,, Transparenz tiber beherrschende Geschaftsbeziehungen
inlandischer Steuerpflichtiger zu Personengesellschaften, Kdérperschaften, Personenvereini-
gungen oder Vermdgensmassen mit Sitz oder Geschéftsleitung in Staaten oder Territorien, die
nicht Mitglieder der Européischen Union oder der Européischen Freihandelsassoziation sind*,
besteht.

Durch den Ubergang der Besteuerung von privaten Kapitalertragen mit dem individuellen
Steuersatz und der Pflicht zur Erklarung der Einkinfte in der Einkommensteuererklarung hin
zu einer pauschalen Abgeltungsbesteuerung, welche durch den Schuldner der Kapitalertrage
(Kreditinstitut) vorgenommen wird, werden private Kapitalertrage seit dem Jahre 2009 lG-
ckenlos steuerlich erfasst. Eine Verkirzung von Steuern in diesem Bereich ist bei der Erzie-
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lung inléndischer privater Kapitalertrage praktisch ausgeschlossen. Bei der Prifung des Kapi-
talertragsteuereinbehalts hat die Finanzverwaltung die Mdglichkeit, Zugriff auf samtliche
Kundenkonten und -daten zu nehmen. Sollte sich hierbei ein hinreichender Anlass flr eine
Kontrollmitteilung oder weitergehende Prifungen ergeben, ist die Finanzverwaltung hieran
durch § 30a AO nicht gehindert. 8 30a AO verhindert nur anlasslose Ermittlungen ins Blaue
hinein und sog. Rasterfahndungen. Gleiches gilt flr die Betriebsprifungen, welche die Bank
selbst betreffen. Zwar dirfen die legitimationsgepriften Konten nicht zwecks Nachprifung
der ordnungsmaliigen Versteuerung festgestellt oder abgeschrieben werden, allerdings besteht
nach 8 194 Abs. 3 AO kein generelles Verbot anlésslich einer AuBenpriifung festgestellte
Verhaltnisse Dritter (= Kunden), welche fur deren Besteuerung von Bedeutung sind, auszu-
werten. Diese Feststellung der Verhéltnisse Dritter darf hierbei nur ,,anlasslich* der Prifung
des Kreditinstituts geschehen, also nicht primares Ziel sein. Wird dies beachtet, besteht kein
Hindernis bei Vorliegen eines hinreichenden Anlasses, eine Kontrollmitteilung an das Wohn-
sitz- oder Betriebsstattenfinanzamt zu senden, damit dieses den Sachverhalt ggf. weiter auf-
klart. Ein hinreichender Anlass liegt bei legitimationsgepriften Konten vor, wenn das zu pri-
fende Bankgeschaft Auffalligkeiten aufweist, die es aus dem Kreis der alltdglichen und bank-
ublichen Geschéfte hervorheben oder wenn es eine fur Steuerverkiirzung besonders anfallige
Art der Geschéftsabwicklung erkennen lasst. Bei einem strafrechtlichen Anfangsverdacht ge-
maR § 152 StPO konnen Kontrollmitteilungen uneingeschrankt erstellt werden, da § 30a AO
nur im Steuerverwaltungsverfahren gilt, hier aber die Grenze zur Steuerfahndung uberschrit-
ten wird.

Im Rahmen von Auskunftsersuchen nach 8 93 AO oder Ersuchen zur Vorlage von Urkunden
nach § 97 AO sind auch Kreditinstitute ohne Beschrankungen durch § 30a AO zur Erteilung
der Auskunfte und zur Vorlage der Urkunden verpflichtet, wenn die VVoraussetzungen der
Subsidiaritatsklausel in § 93 Abs. 1 Satz 3 AO und § 97 Abs. 1 Satz 3 AO erfullt sind und
dies ausreichend begriindet wird.

Daruber hinaus hat die Finanzverwaltung die Moglichkeit, die Existenz von Konten (ber ei-
nen automatisierten Abruf beim nach 8 24c KWG eingerichteten Kontenregister geméaf § 93
Abs. 7, § 93b AO festzustellen. Ein Steuerpflichtiger hat also keine Mdglichkeit legitimati-
onsgeprufte Konten auf seinen Namen vor den Behorden zu verheimlichen. Aus der Aufhe-
bung des 8 30a AO wiirden deshalb fiir die Finanzbehorden keine weiter gehenden Moglich-
keiten zum ,,Aufspiren” von Konten sog. Briefkastengesellschaften und zur Ermittlung der in
diesen Fallen tatséchlich wirtschaftlich Berechtigten an inlandische Kreditinstitute folgen.
Denn die Daten der Kontoinhaber und der wirtschaftlich Berechtigten sind bereits vollstandig
in der der Finanzverwaltung zugénglichen Kontendatei nach § 24 ¢ KWG gespeichert.

Die Daten tber im Ausland erzielte Kapitalertrage werden seit Einfiihrung des internationalen
Informationsaustausches bereits Gbermittelt und stehen ebenfalls der Finanzverwaltung zur

Verfugung.

Durch die Aufhebung des § 30a AO besteht die Gefahr, dass das Vertrauensverhaltnis der
Kreditinstitute zu ihren Kunden nachhaltig beschadigt wirde. Das Bundesverfassungsgericht
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hat § 30a AO zudem weder im sog. ,, Tipke-Urteil“, noch im sog. ,,Zinsurteil* vom 27.6.1991
(BVerfGE 84, 239, 279 ff.) als verfassungswidrig verworfen. Nach der iberzeugenden Recht-
sprechung des VII. Senats des BFH schiitzt § 30a AO einen ,,Kernbestand des Bankgeheim-
nisses* (BFH, Urt. v. 28.10.1997, VII B 40/97, BFH/NV 1998, 424, 431). Dieser Kernbestand
muss erhalten bleiben. Ansonsten droht der ,,gléserne (Steuer-)Birger.

Auch die Gesetzesbegriindung tragt die vorgeschlagene Gesetzesédnderung nicht. Denn die
hierin angesprochenen Gesellschaften, Personen oder Vermdgensmassen mit Sitz oder Ge-
schaftsleitung im EU-Ausland unterhalten ihre Konten regelméiig am Sitzort des Unterneh-
mens und damit nicht in Deutschland. Eine Streichung des § 30a AO, der sich auf die Ermitt-
lung von Kontendaten inlandischer Kreditinstitute bezieht, fiihrt hier zu keinen weitergehen-
den Erkenntnissen.

Petitum:
Die vorgesehene Aufhebung des § 30a AO sollte entfallen.

2. zu Nr. 3 (Anderung des § 93 AO)

Die vorgesehene Kodifizierung der bisher richterrechtlich entwickelten VVoraussetzungen ei-
nes Sammelauskunftsersuchens begriifien wir im Grundsatz. Jedoch sollte zukinftig beachtet
werden, dass der vom BFH entwickelte Ausgleich zwischen den Ermittlungsbefugnissen der
Finanzbehdrden und den schitzenswerten Belangen der Steuerpflichtigen nicht zu Lasten des
Steuerpflichtigen durchbrochen wird und nicht etwa im AEAO zu § 93 AO konterkariert
wird.

3. zu Nr. 6 (Einfigung von 88 138b und 138c AO)

Die geplante Vorschrift sieht vor, dass Kreditinstitute bzw. meldepflichtige Stellen unter be-
stimmten Voraussetzungen Sachverhalte zu melden haben, bei denen sie die Beziehung von
Steuerpflichtigen mit unbeschréankter Steuerpflicht im Inland (den Kunden der Kreditinstitu-
ten) zu Drittstaatengesellschaften hergestellt oder vermittelt haben, wonach die Steuerpflichti-
gen/Kunden ggf. gemeinsam mit einer nahestehenden Person i.S.d. § 1 Abs. 2 AStG erstmals
unmittelbar oder mittelbar eine beherrschenden oder bestimmenden Einfluss auf die gesell-
schaftsrechtlichen, finanziellen oder geschéaftlichen Angelegenheiten einer Drittstaatengesell-
schaft austiben. Drittstaatengesellschaften sollen nach § 138 Abs. 3 Satz 2 AO-E dabei Perso-
nengesellschaften, Kérperschaften, Personenvereinigungen oder Vermégensmassen mit Sitz
oder Geschéftsleitung in Staaten oder Territorien sein, die nicht Mitglieder der EU oder der
Européischen Freihandelsassoziation (EFTA) sind. Diese Meldepflicht soll entstehen, wenn
obige Konstellation der meldepflichtigen Stelle bekannt ist, also eine Kenntnis der Umstande
gegeben ist, oder der inl&ndische Steuerpflichtige eine von der mitteilungspflichtigen Stelle
hergestellte oder vermittelte Beziehung zu einer Drittstaat-Gesellschaft erwirbt, wodurch eine
unmittelbare Beteiligung von mindestens 30 % am Kapital oder am Vermdogen der Drittstaat-
Gesellschaft erreicht wird. Dabei sind anderweitige Erwerbe einzubeziehen, soweit sie der
meldepflichtigen Stelle bekannt sind oder bekannt sein mussten.
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Die neu geplante Anzeigepflicht ist bei ,,Drittstaaten-Gesellschaften insbesondere von der
Voraussetzung der ,,Beherrschung bzw. des bestimmenden Einflusses* abhangig. Fraglich ist
daher, was konkret diese Tatbestandsmerkmale indiziert. Soll hierfur ein Anteil von mehr als
50 %, eine Mehrheit der Stimmrechte oder ein tatsdchliches Moment den Ausschlag geben?
Ferner stellt sich auch die Frage, was alles unter einer ,,hergestellten oder vermittelten Bezie-
hung“ zu fassen ist. Der Begriff ist sehr weitgehend und kdnnte eine nicht naher bestimmbare
Vielzahl von moéglichen Tatbestdanden erfassen. Reicht eine Mitursachlichkeit fir die Beherr-
schung oder den bestimmenden Einfluss aus? In diesem Fall konnte wohl schon die Durch-
fiihrung des Zahlungsverkehrs mit der Drittstaat-Gesellschaft ausreichen. Dies kann aber nicht
gemeint sein.

Die vorgesehenen Meldepflichten werden deshalb von uns als zu unbestimmt abgelehnt. Bei
den Meldepflichten handelt es sich um sanktionsbewehrtes Eingriffsrecht, die wesentlichen
Tatbestandsmerkmale miissen daher nachvollziehbar im Gesetz definiert werden. Es kann
nicht der Finanzverwaltung oder der Rechtsprechung Uberlassen werden, diese festzulegen.
Fur ein Kreditinstitut ist auch nicht nachprifbar, welche Art von Tatigkeit eine Gesellschaft
austibt. Alle Gesellschaften in Nicht-EU und —EFTA-Staaten unter Generalverdacht zu stel-
len, kann aber auch keine Ldsung sein.

Eine Losung kdnnte darin bestehen, Beteiligungen in solchen Staaten zu melden, die nicht am
internationalen automatischen Informationsaustausch nach FATCA und nach CRS (= Com-

mon Reporting Standard) teilnehmen und die als nicht kooperierende Staaten qualifiziert wer-
den. Hierflr kbnnte an eine Liste angekntpft werden, die aktuell von der EU entwickelt wird.

Uber den internationalen automatischen Informationsaustausch erhalt Deutschland zudem In-
formationen Gber im Inland Steuerpflichtige, die in dem jeweiligen Staat entweder selbst Kon-
ten/Depots unterhalten oder mit mindestens 25% (Grenze nach Geldwasche) an Gesellschaf-
ten beteiligt sind, die passive Einklnfte beziehen und in dem meldepflichtigen Staat ein
Konto/Depot unterhalten. Wegen der Hohe der Beteiligung und der Art der Einkiinfte der Ge-
sellschaft wird auf die von den Kunden abzugebenden Erklarungen (Self-Certifications) abge-
stellt. Dieses Verfahren ist im Jahr 2016 gestartet und es haben sich bereits tGiber 100 Staaten
angeschlossen. FATCA stellt ein nahezu inhaltsgleiches Verfahren im Verhéltnis zu den USA
dar und ist bereits seit 2014 umgesetzt.

Dies wurde die Belastung der inlandischen Institute auf ein sinnvolles und zumutbares Maf
begrenzen.

Uberschiessend erscheint auch die durch § 138b Abs. 2 Satz 2 AO-E angeordnete Anwendung
des 8 72a Abs. 4 AO. Nach 8§ 72a Abs. 4 AO wirden die meldepflichtigen Stellen bei einem
Verstol’ gegen die Meldepflicht fir die entgangene Steuer haften. Angesichts der unklaren
Tatbestandsmerkmale und des oben beschriebenen Umstandes, dass fiir das Kreditinstitut
nicht nachprifbar ist, welche Art von Tétigkeit eine Gesellschaft ausubt, ist diese Regelung
als unverhaltnisméaRig und verfassungsrechtlich bedenklich abzulehnen.
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Petitum:

8§ 138b AO-E sollte so ausgestaltet werden, dass nur Beteiligungen in solchen Staaten zu
melden sind, die nicht am internationalen automatischen Informationsaustausch nach
FATCA und nach CRS (= Common Reporting Standard) teilnehmen und die als nicht
kooperierende Staaten qualifiziert werden. Hierflr kann an eine Liste angeknupft wer-
den, die aktuell von der EU entwickelt wird.

Die Tatbestandsmerkmale der Meldepflicht missen im Gesetz so eindeutig gefasst wer-
den, dass die Rechtsanwender die zu meldenden Falle sicher identifizieren kénnen.

Die in § 138b Abs. 2 Satz 2 AO-E angeordnete Anwendung des § 72a Abs. 4 AO sollte
entfallen.

5. zu Nr. 8 (Anderung des § 154 Abs. 2 AO), zu Nr. 4 (Einfligung des § 93b Abs. 1a AO)
sowie zu Artikel 3 (Anderung des § 24c Abs. 1 Satz 3 KWG)

Kinftig sollen die Pflichten zur Feststellung der Identitat nach § 154 AO, die bisher nur fir
den Kontoinhaber und Verfligungsberechtigte galten, auch auf wirtschaftlich Berechtigte
i.5.d. § 1 Abs. 6 GwG erweitert werden. Zudem soll kiinftig die Erhebung der Steuer-ID des
Kontoinhabers, aller Verfligungsberechtigten und aller wirtschaftlich Berechtigten i.S.d. § 1
Abs. 6 GwG erfolgen.

Bisher wird bei wirtschaftlich Berechtigten nach § 4 Abs. 5 GwG regelmélig nur der Name
erhoben. Weitere Identifizierungsmerkmale (Geburtsort, Geburtsdatum, Anschrift) werden
nur risikobasiert im Einzelfall erhoben. Im Regelfall liegen den Kreditinstituten daher nur der
Name, nicht jedoch die weiteren ldentifizierungsdaten zu den wirtschaftlich Berechtigten vor.

Zudem sind aktuell nach dem Grundsatz der VerhaltnismaRigkeit nach Nr. 7k AEAO zu § 154
AO gerade nicht alle Verfugungsberechtigten zu identifizieren. Es ist unbedingt erforderlich,
dass die hierin gewahrten und auch von der Verwaltung fir AO- und GwG-Zwecke anerkann-
ten Praxiserleichterungen auch zukiinftig weiterhin gewéhrt werden. Im Ergebnis folgt hie-
raus, dass eine Steuer-1D nur von den Personen zu erheben und aufzuzeichnen ist, die nach
den Vorschriften der AO und des GwG in Verbindung mit den Ausfiihrungsbestimmungen in
Nr. 7 AEAO identifiziert bzw. einer Legitimationsprifung unterzogen werden mussen. Da-
nach sind beispielsweise regelmafig u.a. bei Vertretung von Unternehmen lediglich funf Per-
sonen, die in 6ffentliche Register eingetragen sind zu priifen bzw. bei denen eine Legitimati-
onsprifung bereits stattgefunden hat, zu erfassen. Aus geschaftspolitischen Grinden kann es
fiir Unternehmen der Realwirtschaft aller GroRenordnungen jedoch geboten sein weitere Ver-
fligungsberechtigte fir das Unternehmenskonto zuzulassen. Deren Daten sind bisher nicht
bzw. nicht im nach dem Referentenentwurf scheinbar kinftig stets geforderten Umfang er-
fasst. Wiirden durch den Referentenentwurf zukinftig samtliche Vertreter zu priifen (das kon-
nen im Einzelfall mehr als 100 Personen sein) und zu erfassen sein, wiirde ein erheblicher
Aufwand fir Unternehmen der Realwirtschaft und der Finanzwirtschaft entstehen, obwohl ein
Missbrauch in diesen Fallen auch nach den Erfahrungen der Finanzverwaltung schon wegen
der Anzahl der Uber das Konto verfiigungsberechtigten Personen ausgeschlossen werden
kann. Auch in anderen Féllen, die Verfligungsberechtigte auBerhalb des Bereichs der Unter-
nehmenskonten betrifft, wird bisher zu Recht nach dem Grundsatz der VerhaltnismaRigkeit
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nach dem Nr. 7a ff. AEAO zu 8 154 AO auf eine umfangreiche Legitimationsprifung ver-
zichtet. Sollte die Identifizierungspflicht nach 8 4 Abs. 3 GwG auch auf diese Verfligungsbe-
rechtigten (Eltern als gesetzliche Vertreter ihrer minderjéhrigen Kinder, Vormundschaften
und Pflegschaften, Parteien kraft Amtes, etc.) ausgedehnt werden, waére ein deutlich erhdhter
Aufwand verbunden mit entsprechenden Kosten die Folge.

Die neuen Verpflichtungen gehen ihrem Wortlaut nach weit (iber das hinaus, was zur Sicher-
stellung des staatlichen Steueranspruchs notwendig ist. Flr Besteuerungszwecke sind allein
bedeutsam die Person des Kontoinhabers und gegebenenfalls abweichend wirtschaftlich be-
rechtigter Personen. Die Kenntnis des Verfugungsberechtigten ist fir die Besteuerung der
uber ein Konto/Depot zuflieRenden Kapitaleinkiinfte ohne Bedeutung. Dies hat die Bundesre-
gierung an anderer Stelle deutlich gemacht. Auch im Rahmen des internationalen automati-
schen Informationsaustauschs nach dem Common Reporting Standard der OECD und der EU-
AmtshilfeRL, an dessen Regeln die Bundesrepublik Deutschland mal3geblich mitgearbeitet
hat, wird nur der Kontoinhaber — und in bestimmten Sachverhalten auch abweichend wirt-
schaftlich berechtigte Personen, die ber ein Konto passive Einkinfte erzielen — erfasst. Die
nunmehr vorgesehene Regelung schiel3t weit tber dieses Ziel hinaus, indem auch die Steuer-
ID der Verfligungsberechtigten erfasst werden soll und damit Daten generiert werden, die
nicht flr das Besteuerungsverfahren benétigt werden. Neben dem erhdhten Aufwand stellen
sich daher auch datenschutzrechtliche Fragen.

Die angedachten ausufernden Prifungspflichten mussen deshalb im Gesetzeswortlaut selbst
oder zumindest durch eine Klarstellung in der Gesetzesbegriindung unter Verweis auf die be-
stehenden Verwaltungsanweisungen im AEAO eingeschrankt werden.

Entgegen den bisherigen Ausfiihrungen zum Erfullungsaufwand unter Punkt F. auf S. 3 des
Referentenentwurfes kann der genannte gesteigerte birokratische Aufwand fir die Real- und
Kreditwirtschaft zu Auswirkungen auf Einzelpreise und das Preisniveau in der Real- und Kre-
ditwirtschaft fuhren. Es ist wahrscheinlich, dass die Realwirtschaft die durch § 154 Abs. 2
Satz 3 AO-E i.V.m. § 93b Abs. 1a AO-E i.V.m. § 24c Abs. 1 KWG-E des Referentenentwurfs
gesteigerten Burokratiekosten durch eine entsprechende Erhéhung ihrer Preise zur Kostende-
ckung an Verbraucher und andere Teilnehmer der Realwirtschaft weitergeben wird. Dadurch
wirden — entgegen der Annahme in Punkt F. auf S. 3 des Referentenentwurfes — die Kosten
gerade auch kleiner und mittelstandischer Unternehmen erhoht. Wir sprechen uns deutlich
gegen die vorgeschlagene Erweiterung der Identifizierungs- und Aufzeichnungspflichten
aus.

Die Frist, innerhalb der Kreditinstitute die Daten bei Auflésung eines Kontos zum Kontenab-
ruf gem. § 24 ¢ KWG vorhalten missen, soll von drei auf zehn Jahre verlangert werden.
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Durch die Ausweitung der Historie der Kontenabrufdatei um 7 Jahre wird das Datenvolumen
um ca. 50 % gesteigert. Im Ergebnis kommen dadurch erhebliche Kosten auf die Kreditwirt-
schaft zu, die abzulehnen sind. Auch geht die Erweiterung weit Uber den Gesetzeszweck,
Transparenz tiber Geschéftsbeziehungen inlandischer Steuerpflichtiger zu "Drittstaat-Gesell-
schaften” herzustellen, hinaus. Nach § 93 Abs. 7 S. 1 Nr. 4a AO-E soll eine Abfrage immer
dann zul&ssig sein, wenn ein Steuerpflichtiger auf Konten oder Depots jeglicher auslandischer
natlrlicher und juristischer Personen verfligungsberechtigt oder wirtschaftlich Berechtigter
ist. Die Erweiterung des Kontoabrufs sollte daher gestrichen, hilfsweise auf Verbindungen zu
Domizilgesellschaften eingeschrankt werden.

Wie in der Gesetzesbegriindung auf S. 31 des Referentenentwurfes erwahnt sieht Art. 40

Abs. 1 Buchstabe a) der 4. Geldwésche-Richtlinie (EU) 2015/849 (4. Geldwasche-Richtlinie)
grundsatzlich — nicht ,,generell” — eine Frist von funf Jahren fur die Aufbewahrung von Infor-
mationen vor, die aus geldwascherechtlichen Sorgfaltspflichten der Verpflichteten resultieren.
Die Mitgliedstaaten dirfen nach unserem Verstandnis des Art. 40 Abs. 1 Buchstabe a) der

4. Geldwésche-Richtlinie diese Frist nur ausnahmsweise verlangern:

(1) aus Griinden der Bekampfung von Geldwésche und Terrorismusfinanzierung
(2) nach eingehender Prifung der Erforderlichkeit und VerhéltnismaRigkeit
(3) bis zu einer Dauer von weiteren funf Jahren.

Der Referentenentwurf dient nach der derzeitigen Begriindung nicht der Bekdmpfung von
Geldwasche und Terrorismusfinanzierung, sondern der Erhdhung der Transparenz tber Ge-
schéftsbeziehungen inlandischer Steuerpflichtiger zu Domizilgesellschaften. Die geplante
Verlangerung der Aufbewahrungsfrist scheint deswegen, jedenfalls hinsichtlich des Gesetzes-
grundes, der VVorgabe des Art. 40 Abs. 1 Buchstabe a) der 4. Geldwésche-Richtlinie zu wider-
sprechen.

Zudem ergibt sich aus dem Gesetzesentwurf nicht, dass eine eingehende Priifung der Erfor-
derlichkeit und VerhéltnisméaRigkeit der Verlangerung der Aufbewahrungsfrist zur Bekamp-
fung von Geldwaésche und Terrorismusfinanzierung stattgefunden hat. Auch deswegen scheint
die geplante Verlangerung der Aufbewahrungsfrist, jedenfalls hinsichtlich des Gesetzesgrun-
des, der Vorgabe des Art. 40 Abs. 1 Buchstabe a) der 4. Geldwésche-Richtlinie zu widerspre-
chen.

Soweit eine eingehende Prifung der Erforderlichkeit und VerhéltnisméaRigkeit der Verlange-
rung der Aufbewahrungsfrist zur Bek&mpfung von Geldwasche und Terrorismusfinanzierung
stattgefunden haben sollte, muss dies in der Gesetzesbegriindung dargelegt werden. Dartiber
hinaus mussen zumindest auch die wesentlichen Argumente die zu der Entscheidung der Fest-
legung der langsten nach Art. 40 Abs. 1 Buchstabe a) der 4. Geldwasche-Richtlinie aus-
nahmsweise zuldssigen Frist von insgesamt zehn Jahren fiihrten im Einzelnen in der Gesetzes-
begriindung dargelegt werden. Nur eine entsprechend ausfuhrliche Begriindung ermdglicht
namlich dem EuGH im Falle einer Uberpriifung einer moglichen Vertragsverletzung uiber-
haupt festzustellen, dass gegebenenfalls eine eingehende Priifung der Erforderlichkeit und
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VerhaltnisméaRigkeit der Verlangerung der Aufbewahrungsfrist zur Bekdmpfung von Geldwa-
sche und Terrorismusfinanzierung stattgefunden hat.

Die Verlangerung der Aufbewahrungsfrist nur in Deutschland fuhrt ferner zu einer einseitigen
héheren Belastung der Kreditinstitute in Deutschland. Dies flihrte zu einer Wettbewerbsver-
zerrung auf dem europaischen Markt und liefe der Schaffung und Forderung eines einheitli-
chen Binnenmarktes im Bereich des Finanzsektors zuwider. Auch deswegen scheint die ge-
plante Verlangerung der Aufbewahrungsfrist auf insgesamt zehn Jahre im Hinblick auf
Deutschlands Pflicht zur Unionstreue europarechtlich problematisch. Hinzu kommt, dass die
geforderten Informationen in der AO Uber die nach dem GwG hinausgehen, die Daten im
Kontenabrufregister sich also nicht nur durch die Frist, sondern auch durch die vermehrt ab-
zufragenden Inhalte deutlich erhéhen wirden (s.0.).

Auf der Suche nach alternativen Ertragsquellen zur Kompensation schwindender Zinsertrage
gewinnen laut Monatsbericht September 2016 der Deutschen Bundesbank Entgelte aus dem
Giro- und Zahlungsverkehr als Einkommensquelle zunehmend an Bedeutung, so die Bundes-
regierung in ihrer Antwort auf die Kleine Anfrage ,,Steigende Kontogebuhren* der Fraktion
Biindnis 90/Die Griinen®. Im Hinblick auf die derzeitige Ertragslage in der Kreditwirtschaft
kdnnte sich diese Entwicklung wegen der mit dem Referentenentwurf geforderten Neuerhe-
bung erheblicher Datenmengen verstarken. Dies gilt insbesondere auch fir Unternehmens-
konten, bei denen regelmaRig mehrere wirtschaftlich Berechtigte und Verfiigungsbefugte zu
erfassen sind. Dies ist wére weder im Interesse der Kreditwirtschaft, noch der Realwirtschaft
noch der Verbraucher.

Die neue Verpflichtung zur generellen Erhebung und Vorhaltung bisher noch nicht erhobener
Daten fiir zehn Jahre nach § 154 Abs. 2 S. 3 AO-E i.V.m. § 93b Abs. 1a AO-E i.V.m. § 24c
Abs. 1 KWG-E bringt erheblichen Aufwand, u.a. flir die nétigen Systemanpassungen im Hin-
blick auf § 24c Abs. 1 KWG-E und erhebliche Kosten fir die Kredit- und die Realwirtschaft
mit sich und verlasst den bisher bewihrten risikobasierten Ansatz. Die vorgeschlagenen An-
derungen nach § 154 Abs. 2 S. 3 AO-E i.V.m. 8 93b Abs. 1a AO-E i.V.m. 8 24c Abs. 1
KWG-E widersprechen damit dem durch die Bundesregierung verfolgten Ziel des Birokratie-
abbaus. Ferner sind die vorgeschlagenen Anderungen im Verhiltnis zu dem durch das Gesetz
angestrebten Ziel auch unverhaltnismagig.

Zudem mdochten wir in diesem Zusammenhang auch nochmals auf die unseres Erachtens
grundlose Ungleichbehandlung in 8 139b Abs. 2 S. 2 Nr. 4 AO hinweisen. Wahrend Konzern-
unternehmen im Sinne Aktiengesetzes die Erhebung und Speicherung der Steuer-1D zur Er-
fullung ihrer Mitteilungspflichten innerhalb des Konzernverbundes gestattet ist, ist den Mit-
gliedern der Sparkassen-Finanzgruppe wie des genossenschaftliches Banksektors dieses Privi-
leg versagt. Grund hierfir ist, dass die Sparkassen-Finanzgruppe als auch der genossenschaft-
liche Bankensektor keine Konzernverbiinde, sondern dezentral strukturierte Verbundorganisa-
tionen sind. Die Verbundunternehmen sind rechtlich und wirtschaftlich selbstandige Unter-
nehmen und werden aus diesem Grund von der Regelung nicht erfasst.

! http://dip21.bundestag.de/dip21/btd/18/100/1810088.pdf, zuletzt abgerufen am 25. November 2016.
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Petitum:

Die vorgesehenen Anderungen des § 154 Abs. 2 AO, die Einfuigung des § 93b Abs. 1a AO
sowie die Anderung des § 24c Abs. 1 Satz 3 KWG sollten gestrichen werden. Im Geset-
zeswortlaut selbst oder zumindest in der Gesetzesbegriindung zu § 154 AO muss eine
Klarstellung unter Verweis auf die bestehenden Verwaltungsanweisungen im AEAO
eingefugt werden, wonach die in der Vergangenheit gewahrten Praxiserleichterungen
weiterhin anwendbar bleiben und sich diese auch auf die Verpflichtung zur Erfassung
der Steuer-1D erstrecken.

1. Art. 4 (Anderung des Einfilhrungsgesetzes zur Abgabenordnung)

1. zu Nr. 1 (Einfigung eines Art. 97 § 1 Abs. 12 EGAO, allgemeine Anwendungsrege-
lung und Anwendungsregelung fur Aufhebung des § 30a AO)

Wie unter I. 1. ausgefuhrt, lehnen wir die Aufhebung des 8 30a AO aus den dort dargestellten
Grinden ab. Sollte unserer Forderung nicht gefolgt werden, sollte sich zumindest die Anwen-
dung der Aufhebung auf einen in der Zukunft liegenden festen Zeitpunkt (Kontoabfragen ab
dem Tag der Verkundung) beziehen. Momentan sieht Art. 97 8 1 Abs. 12 Satz 2 EGAO-E
vor, dass 8 30a AO auch auf vor dem Tag der Verkindung des Gesetzes ,,bereits verwirk-
lichte Tatbestande* nicht mehr anzuwenden ist. Ohne die Sonderregelung des Art. 97 § 1 Abs.
12 Satz 2 EGAO-E wirde die Aufhebung des § 30a AO nach Art. 97 § 1 Abs. 12 Satz 1
EGAO-E ab dem Tag der Verkiundung auf alle offenen Sachverhalte anwendbar sein. Warum
die Aufhebung des § 30a AO auf bereits verwirklichte Sachverhalte anwendbar sein soll und
was darunter zu verstehen ist (Kontoabfrage der Vergangenheit vor Verabschiedung des Ge-
setzes oder Kontoertffnung vor diesem Zeitpunkt?), ist nicht nachvollziehbar und wird auch
in der Begruindung nicht dargelegt.

Petitum:
Die vorgesehene Einfiigung des Art. 97 8 1 Abs. 12 Satz 2 EGAO sollte gestrichen wer-
den.

2. zu Nr. 6 (Anderung des Art. 97 § 26 Abs. 3 EGAO, Anwendungsregelung zur Ande-
rung von § 154 AO)

Nach der geplanten Anderung des Art. 97 § 26 Abs. 3 EGAO-E soll die - von uns abge-
lehnte - Anderung von § 154 Abs. 2 AO grundsatzlich auf nach dem 31.12.2017 begriindete
Geschéaftsbeziehungen anwendbar sein. Dies ist - sollte unserem Petitum nicht gefolgt wer-
den - grundsétzlich zu begriien, da den Kreditinstituten ein langerer Zeitraum zur Verfahren-
sumstellung eingeraumt wird.

Nach Art. 97 § 26 Abs. 4 EGAO-E sollen die Kontofiihrer aber fiir vor dem 1.1.2018 begriin-
dete Geschéftsbeziehungen bis zum 31.12.2019 die ihnen ,,aus anderem Anlass“ bekannt ge-
wordenen Identifikationsmerkmale oder Steuernummer (steuerliche Ordnungsmerkmale) des
Kontoinhabers, jedes anderen Verfligungsberechtigten und jedes abweichend wirt-
schaftlich Berechtigten im Sinne des 8 1 Abs. 6 GwG in den Aufzeichnungen nach § 154
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Abs. 2 Satz 1 AO und in der nach § 93b Abs. 1 AO zu flihrenden Datei (Kontenabrufverfah-
ren) nachtréglich zu erfassen.

Wir verstehen die Regelung so, dass die Steuer-1D des Kontoinhabers, jedes anderen Verfu-
gungshberechtigten und jedes abweichend wirtschaftlich Berechtigten fiir vor dem 1.1.2018 be-
grindete Geschéftsbeziehungen nur dann aufgezeichnet werden muss, wenn diese aus ande-
ren Quellen (etwa aus dem Freistellungskontrollverfahren nach § 45d EStG) bekannt gewor-
den ist. Eine aktive Nachforschungspflicht ergibt sich aus dem Wortlaut und der Begriindung
u. E. nicht.

Sollte die Regelung aber als generelle Nacherhebungspflicht zu verstehen sein, lehnen wir
dies entschieden ab. In Deutschland werden von allen Kreditinstituten ca. 500 Mio. Kon-
ten/Depots gefuhrt. Allein die Nacherhebung der Steuer-IDs aller Kontoinhaber wiirde die
Kreditinstitute vor eine kaum losbare Aufgabe stellen. Hierbei ist auch zu berticksichtigen,
dass Konten und Depots nicht nur von Steuerinlandern, sondern auch von in anderen Staaten
steuerpflichtigen Personen und Rechtstragern unterhalten werden, und auch das FKAustG fur
den internationalen automatischen Informationsaustausch nach dem Common Reporting Stan-
dard der OECD und der EU-AmtshilfeRL keine Nacherfassung der Steuer-1D fir Be-
standskonten (= vor dem 1. Januar 2016 ero6ffnete Konten) vorsieht.

Zwar sind den Kreditinstituten von einer Vielzahl von Kunden die Steuer-1Ds fur steuerliche
Meldeverfahren (etwa 8 45d EStG) bekannt. Eine wesentliche Anzahl von Kunden hat jedoch
bei den Kreditinstituten keine Steuer-1D hinterlegt. Auch die vorgesehene Erleichterung der
Anwendung des § 138b Abs. 4 Satz 2 AO-E, wonach bei nicht dem Kreditinstitut mitgeteilten
Steuer-1Ds ein Ersatzmerkmal gemeldet werden muss, hilft den Kreditinstituten nicht weiter.
Denn § 138c AO-E sieht eine Verordnungserméchtigung fur den Abruf von Steuer-1Ds vor. §
138c AO wird zwar in diesem Fall (noch) flr nicht anwendbar erklart. Es ist jedoch sehr
wahrscheinlich, dass in einer spateren Gesetzesanderung festgelegt wird, dass in allen Fallen,
in denen dem Kreditinstitut keine Steuer-1D gemeldet/bekannt wird, das Kreditinstitut einen
Abruf tatigen muss. Dies wirde die Kreditinstitute unverhéltnisméaf3ig belasten und ist daher
abzulehnen.

Petitum:

Wir bitten ausdrucklich, in der Gesetzesbegrindung klarzustellen, dass Art. 97 § 26
Abs. 4 EGAO-E keine generelle Nacherhebungspflicht vorsieht, sondern die Aufzeich-
nungspflicht der Steuer-1D nur dann greift, wenn diese aus anderen Quellen (etwa aus
dem Freistellungskontrollverfahren nach § 45d EStG) bekannt geworden ist.
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Wir waren Ihnen sehr dankbar, wenn Sie unsere Uberlegungen im weiteren Gesetzgebungs-
prozess berticksichtigen wiirden und stehen lhnen fiir Rickfragen oder ein erlauterndes Ge-
spréch gerne zur Verfiigung.

Mit freundlichen GriflRen

fur die oben bezeichneten VVerbéande
Bundesverband deutscher Banken e.V.

o~
P J ﬂ%%
Joachim Dahm Dr. Danidl HgffMmann
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Questions to the German Federal Bar (Bundesrechtsanwaltskammer or BRAK)

1. Is there a code of conduct for lawyers on detecting and preventing money laundering or tax
evasion in Germany? To what extent are lawyers regulated when it comes to anti-money
laundering and anti-tax evasion in Germany?

Neben dem auf Rechtsanwilte anwendbaren Geldwaschegesetz (GwG) gibt es auBer einer Vorschrift
in der Berufsordnung (BORA) keinen speziellen code of conduct fiir Rechtsanwalte im Hinblick auf
die Geldwaschepravention. § 4 Absatz 2 Satz 3 BORA lautet:

Auf einem Sammelanderkonto diirfen Betrdge liber 15.000 Euro fiir einen einzelnen
Mandanten nicht Iénger als einen Monat verwaltet werden.

Das Sammelanderkonto ist ein Treuhandkonto, welches jedoch nicht einem bestimmten
wirtschaftlich Berechtigten zugeordnet werden kann. Die Vorschrift soll sicherstellen, dass der
Rechtsanwalt (RA) ein namentlich auf den wirtschaftlich Berechtigten lautendes Treuhandkonto
einrichten muss, so dass der wirtschaftlich Berechtigte der Bank bekannt ist.

Deutschland hat Art. 2 Absatz 1 Nr. 3b) der Vierten Geldwéscherichtlinie — (EU)2015/849 —
wortgetreu umgesetzt in §§ 2 Abs. 1 Nr. 7 GwG. Von den in Art. 34 der Vierten Geldwascherichtlinie
genannten Optionen hat Deutschland Gebrauch gemacht.

2. Do you have information as to the extent to which German lawyers are involved in the
creation, maintenance and/or governance of entities in tax havens mentioned in the
Panama Papers? Why do owners of offshore companies prefer relations with offshore law
firms? What could be done to prevent people from setting up offshore companies through
offshore law firms?

3. Do you have any information as to how important tax advice is for law practitioners in
Germany? How important is their role compared to the role of accountants?

Die Steuerberatung ist Teil der Rechtsberatung und somit theoretisch jedem Rechtsanwalt moglich.
Wegen der Komplexitat des Steuerrechts hat sich jedoch in Deutschland vor 100 Jahren der
spezialisierte Beruf des Steuerberaters herausgebildet, der heute ein ebenso regulierter Beruf ist wie
der des Rechtsanwalts. In der heutigen Praxis spielt die Steuerberatung fiir den Rechtsanwalt nur
eine sehr untergeorndete Rolle, da die klassische Steuerberatung (Steuererklarung) faktisch in den
Handen der Steuerberater liegt. Zwar kann der Rechtsanwalt eine Spezialisierung im Steuerrecht
erwerben (Fachanwalt flr Steuerrecht); diese Qualifikation dient aber nicht dazu, die Tatigkeiten
eines Steuerberaters zu Gbernehmen. Der Fachanwalt fiir Steuerrecht ist in erster Linie forensisch
tatig oder bendétigt die Qualifikation fur die Tatigkeit als Strafverteidiger in Steuerstrafsachen.
Daneben haben sich einige Fachanwalte fir Steuerrecht auf den Bereich der Steuergestaltung flr
international tatige Konzerne spezialisiert.

4. The revelations in the case of Berenberg bank suggest not only that anti-money laundering
regulations where not complied with, but also that the tax and legal advisors have colluded
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with the bank to hide any possible irregularities. Can you explain the position of the German
Federal Bar relating to these revelations?

5. Do you think the existing national guidelines and conduct codes are adequate to prevent
money laundering and tax evasion? Do you identify any loopholes?

Deutschland hat die Vierte Geldwascherichtlinie nahezu wortgetreu umgesetzt. Deshalb bestehen
keine Licken.

6. Do you have information about the nature and numbers of sanctions by German bar
associations for activities related to money laundering and tax evasion by their members?
Can lawyers be subjected to criminal proceedings due to lack of adherence to AML rules?

§ 261 Strafgesetzbuch (StGB), der die Strafbarkeit der Geldwasche regelt, gilt flir jedermann und
damit auch fiir den Rechtsanwalt. In Deutschland ist das Strafverfahren vorrangig und
berufsrechtliche Sanktionen kénnen erst nach Abschluss des Strafverfahrens folgen, wobei eine
Bindung an die Feststellungen im Strafverfahren besteht. VerstoRe gegen die Sorgfaltspflichten des
GwG werden als Ordnungswidrigkeit verfolgt (§ 17 GwG). Auch das Ordnungswidrigkeitenverfahren
ist gegenlber den berufsgerichtlichen Verfahren vorrangig. Kleinere VerstoRe gegen Berufspflichten
werden von der Rechtsanwaltskammer geahndet, grofRere VerstoRe werden in der eigenen
Anwaltsgerichtsbarkeit geahndet. Es gab zwei Verurteilungen wegen Geldwasche in der
Anwaltsgerichtsbarkeit.

Eine Ahndung durch die Anwaltsgerichtsbarkeit setzt aber voraus, dass nach Abschluss des Straf-
oder Ordnungswidrigkeitenverfahrens der RA noch zugelassen ist. Ist er nicht mehr RA, entfallt auch
die Ahndungsmoglichkeit durch die Anwaltsgerichtsbarkeit.

Die legale Steuervermeidung ist in Deutschland weder eine Straftat noch eine Ordnungswidrigkeit.
Verfolgt werden kénnen nur VerstofRe gegen ein Steuergesetz, also Steuerhinterziehung oder
Steuerverkirzung. Fir den Berater, gleichgiiltig ob Rechtsanwalt oder Steuerberater ist es Pflicht, im
Rahmen des legal moglichen, die Steuergestaltungen zu wahlen, die zu einer Optimierung der
Steuerlast des Mandanten fiihren.

Die Grenze ist dort Uberschritten, wo der Berater die legalen Moglichkeiten tGberschreitet. Dann
kann er, wie sein Mandant, wegen Steuerhinterziehung oder Beihilfe zur Steuerhinterziehung
verurteilt werden. Im Rahmen einer solchen Verurteilung kann ein strafrechtliches Berufsverbot
ausgesprochen werden. Auch fiihrt eine Verurteilung fir zugelassene Rechtsanwalte zu einem
anwaltgerichtlichen Verfahren mit verschiedenen Sanktionsmaoglichkeiten, bi shin zum Verlust der
Zulassung. Weiter haftet der veurteilte Berater fiir die hinterzogenen Steuern.

7. Does client-attorney privilege in Germany apply to lawyers giving tax advice as well?

Art. 2 Absatz 1 Nr. 3b) der Vierten Geldwascherichtlinie knlipft an den Berufsstatus und nicht an die
Tatigkeit an. Es kommt darauf an, ob jemand als Rechtsanwalt oder als Steuerberater zugelassen ist.
Die steuerliche Beratung durch einen RA wird vom GwG erfasst, wenn sie im Zusammenhang mit
einem Kataloggeschaft nach Art. 2 Abs. 1 Nr. 3b) der Vierten Geldwascherichtlinie steht.

Ist der RA zugleich als Steuerberater zugelassen, kommt es hingegen nicht auf seinen Status,
sondern auf die konkret ausgetibte Tatigkeit an.
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Das client-attorney privilege nach Art. 34 Absatz 2 der Vierten Geldwascherichtlinie umfasst sowohl
die Rechtsberatung als auch die Steuerberatung, da die Steuerberatung eine Teilmenge der
Rechtsberatung ist.

8. Are lawyers in Germany obliged to report suspicious transactions? Should this be regulated
at a European level?

Ja, Art. 33 und Art. 34 der Vierten Geldwascherichtlinie sind in Deutschland vollstdndig umgesetzt
worden.

9. Can you inform us if - and to what extent - lawyers should know their client. Are the current
rules on client due diligence adequate in your view or should they be updated, given the
findings in the Panama Papers?

Das know your customer-Prinzip nach deutschem GwG differenziert nicht zwischen Finanzinstituten
einerseits und Rechtsanwalten andererseits. Das Prinzip gilt unterschiedslos fiir alle Verpflichteten
nach dem GwG.
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Nordea responses to questions from the EU Parliament PANA Committee

1. In the main conclusions of the investigations, you explained that NBSA has offered
administrative services to customers, but it has neither found evidence that employees have
initiated the establishment of offshore structures, nor that they have proactively contributed to
customers’ potential tax evasion. Could you explain what kind of services were offered? Could you
also elaborate on what sort of evidence you were looking for?

The kind of services offered by NBSA included sending requests to third parties chosen by the
customer, to open an offshore structure on behalf of the customer, requesting Power of Attorneys
and processing payments.

The scope of the investigation was designed to assess if there were breaches of Luxembourg laws,
Group Directives, Guidelines, Routines and Standard Operating Procedures and/or Local internal
rules. We investigated various forms of documentation. In particular we were reviewing KYC files
including meeting minutes and e-mail correspondence as well as procedures. Our definition of
evidence of proactive contribution to potential tax evasion was to see if there was any evidence that
our employees initiated the formation of the offshore structure and whether Nordea in its
instructions or communication with customers have had formulations or signs indicating offshore
structures should have been set-up for inappropriate tax reasons. In order to report within a
reasonable time, it was not feasible to design the assessment of proactive contribution to tax
evasion to take account of all jurisdictions where we have customers and nor did we review past
customer files.

The Swedish Law Firm Mannheimer Swartling was used as legal advisors to ensure integrity and high
professionalism in defining the scope, methodology, structure and documentation of findings.

2. You mentioned that Nordea’s Code of Ethics was not consistently implemented due to a lack of
instructions on how to document adherence to the instrument. Could you explain how you intend
to remedy this?

NBSA’s Board of Directors approved in November 2016 the Code of Business Conduct, which
replaces the Code of Ethics from 2009. It addresses the role and responsibility of NBSA and its
employees with respect to tax matters. The implementation of this Code includes updating of
procedures, guidelines and instructions, communication and mandatory training of all employees.

3. According to your findings, 114 of the 137 offshore structures were compliant with the Code of
Ethics. What about the 23 others? Have you done a more in-depth follow up on these cases?

The investigation concluded that for some customers we had not done a thorough enough
assessment at the time of on-boarding, e.g. due to misunderstanding of the procedures. Those
customers and accounts were further investigated and since we could not obtain sufficient evidence
that no tax evasion had taken place, accounts were closed. Hence, the above mentioned 23
structures are included in the total number of 111 accounts closed and not separately counted.
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4. Your investigation report concludes that NBSA has had relevant policies and instructions in
place, e.g. related to Know Your Customer (KYC), Anti Money Laundering (AML) and tax reporting
and tax compliance. However, Mannheimer Swartling concluded that "deficiencies exist related to
the governance and control structures in NBSA. In view of the results of the internal independent
investigation carried out by Nordea Group Compliance and Group Operational Risk, it is clear that
certain deficiencies related to AML and tax issues exist in NBSA". Could you explain where it went
wrong in implementing these policies?

There were a number of factors that contributed to poor implementation of AML (and tax due
diligence) standards in the Luxembourg private banking operation, which are described in some
detail in the Nordea and Mannheimer Swartling reports. These may be broadly categorised between
oversight gaps, weaknesses in standards and difficulties in implementation. Closer oversight of the
AML and tax risks with respect to offshore structures, more detailed and consistent Group-wide
standards and more extensive and sustained implementation plans and training would have helped
avoiding the deficiencies identified in the two reports. However, as noted in answers elsewhere, full
embedding of AML standards requires ongoing efforts over time.

5. Your CEO has mentioned that one of the initiatives required to address deficiencies consists in
having ‘a common view on compliance’. What would you say were the different views of this
concept that have led to a lack of implementation of compliance procedures?

As noted above, inconsistent AML and compliance standards between legal entities may have been a
contributing factor in the deficiencies identified. Nordea is undergoing a programme of
strengthening its Group-wide compliance standards and capabilities, including those for AML.

Nordea’s CEO has communicated that we do not accept Nordea being used as a platform for tax
evasion or aggressive tax planning. Taxes are mandatory, and tax compliance by corporates and
individuals is critical for society at large. We recognise that following the letter of the law only is not
enough. We must adapt to our stakeholders’ expectations and the norms society has today to earn
our customers’ trust.

There is an extensive action programme following this commitment. In addition Nordea is also
undergoing a major Financial Crime Change Programme to address the issues in the implementation
of our AML standards.

A few of the specific actions taken:

e C(Closing 111 accounts as a result of our Panama Paper review.

e Conducting a strategic review of the Luxembourg business which will see a significant
reduction in the client base, including those with offshore structures.

e Major overhaul of AML and tax policies, setting more demanding and specific standards that
apply group wide.

e Standards of conduct have been put at the top of our agenda through a new more rigorous
Code of Conduct for all employees and a new Ethics and Values Committee led by Nordea’s
CEO to strengthen our governance and drive higher standards of conduct across the bank.

e Implementing new, stricter criteria for accepting private banking customers with offshore
structures, including assessment of structure, substance and complexity.

e Tighter integration of Luxembourg operation into the Nordic operations of the bank.

e Significant investment in compliance resources and standards across the bank.
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6. The new, stricter criteria for customers having offshore structures also mention ‘acceptable
jurisdictions’. Could you elaborate on this criterion? How do you determine which jurisdiction is
deemed ‘acceptable’? Is the list of acceptable jurisdictions already in place?

From a jurisdictional perspective, new offshore structures are now only accepted in the Luxembourg
private banking operations when the Ultimate Beneficial Owner (UBO) is resident and the offshore
structure is established in a jurisdiction with sufficient transparency, i.e. with automatic exchange of
information according to the Common Reporting Standard (CRS).

7. The report drawn up by Mannheimer Swartling indicates that the Nordea Board did not view
offshore structures as entailing specific risks to the bank’s operations. Could you please elaborate
on the process that lead to this qualification? How was risk potential analysed?

The customers were not segmented based on holdings owned in an on- or offshore country. The risk
assessment was based on Group criteria’s for KYC, for which offshore was not a criterion. In addition
prior to 2009, no specific and structured tax due diligence was conducted on offshore structures.
New tax due diligence standards are being implemented in the Luxembourg private banking
operations to address this.

8. You mentioned that you will "strengthen your tax policy on customer advice for the Nordea
Group". Could you explain us how you intend to do that?

We have made it clear that Nordea should not give customers tax advice. We have strengthened our
Tax policy on Customer Advice to be absolutely clear on this point. The policy statement is available
in the public domain.

9. One consequence of your investigation is that you will "apply stricter governance of Nordea
Bank S.A. in Luxembourg (NBSA) and integrate it into the Nordic organisation". Are you
considering doing the same for other branches you have where deficiencies have been notified or
other branches who could be considered at greater risk of deficiencies given their location?

Following the conclusions in the investigation the CEO and the control functions have taken several
steps to ensure that the governance and the CEO oversight are strengthened. The structure and
content of all management information has been upgraded and the CEQ’s business review meetings
with all Group executive managers are covering all jurisdictions. The reporting framework has been
expanded to enhance and aligh documentation. The documentation should include the Business
Area’s own risk assessment, findings from the two second line of defence functions, Group
Compliance and Group Risk Management and Control as well as assessments from Group Internal
Audit. Thereby the CEO is ensured to have a comprehensive overview of all financial and non-
financial risks.

Also, the risk control function and processes in subsidiaries are being reviewed to ensure adequate
monitoring and control of the risks taken by the subsidiaries in the Group and further that any
inconsistencies are reported to the relevant body (in the relevant subsidiary as well as on Group
level).
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10. You committed to end your business with Mossack Fonseca by the end of this year. But have
you also committed not to assist customers with the administration of offshore structures with
other corporate service providers? Have you made a list of these corporate service providers you
will no longer enter into business with?

It is the customer who choses what law firm/corporate service provider to work with. Nordea does
not have, and has not had agreements with any lawyers/company administrators in Panama and
interacts with these only as a third party on behalf of our customers.

In the specific case of MF, we have decided that we will not support with banking activities for
customers who has MF as service provider.

We are unaware of any internationally agreed standard for assessing Corporate Service Providers or
a black list that we could use.

Instead, we have approached this in a different way going forward. First, we have made it clear that
we will not assist in finding or referring a client to a Corporate Service Provider. But our focus going
forward is less on who provides the service than on the structure that has been developed. We want
to assess whether the structure meets our definition of corporate substance and we will also
develop and implement other aspects of tax due diligence, such as checking the CRS obligations of
the Ultimate Beneficial Owner (UBO) and whether there is complex layering of the structure

We accept offshore clients in the Luxembourg private banking operations only:

o If the UBO has a valid reason for having an off-shore account

o If the UBOis a resident in a country with automatic exchange of tax information and signed
up to CRS.

o If the structure is in a jurisdiction with acceptable transparency standards.

e If the structure has substance and includes a professional board and management.

11. Do you believe that the reform your bank went through is sufficient to prevent further money
laundering and tax evasion? Are there still problems with implementation? What would you
recommend as a solution for overcoming the issue of incorrect/lack of policy implementation?

Our journey of improvement is well underway but we still have a way to go in order to meet our new
higher standards of conduct and compliance. There has been a lot of progress in the past 12 months
and in another 12 months there will be an even stronger framework in place. But no system is
infallible and we need to be risk-based and prioritised.

Effective implementation of AML standards requires a number of elements. Senior management
sponsorship, "tone from the top" and clear accountabilities are important. A detailed gap analysis
leading to more specific standards and local procedures are also required. Adequate resourcing and
training of key front line and specialist AML personnel is also necessary, with supporting
infrastructure and management information. Continuous feedback through quality control and
oversight activity is needed to embed improvements. Fully embedding a major enhancement
programme typically takes a number of years, especially where extensive review activity of existing
customer files is required.
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12. The current AML legislation in the EU (and worldwide via FATF standard) already requires
‘obliged entities’ (including banks) to identify the ultimate beneficial owner, and make this
information available to competent authorities and financial intelligence units (FIUs). Do you
consider Nordea to be compliant with this obligation? Do you think enforcement is sufficient in
Sweden? And in Luxembourg?

Standards for identification of ultimate beneficial owner are clear in Swedish and Luxembourg
regulation, backed by strong enforcement powers for both regulators. Nordea's Financial Crime
Change Programme includes a number of elements designed to improve identification of ultimate
beneficial owners and which have improved compliance with the requirements.

13. Could you please provide us with more information on the Business Ethics and Values
Committee which you created after your investigation? In particular as to the members of this
Committee, the reporting mechanism and the "powers" associated to it?

The Business Ethics and Values Committee was not created after the Panama investigation. It was
initiated by Nordea’s CEO Casper von Koskull late 2015, and the first meeting was held in February
2016.

It is chaired by the CEO and members include Head of Business Areas, the independent control
functions, HR, Communications and Sustainability. Members are appointed by the CEO and today it
is in most cases the head of each of these units who sit in the committee.

In terms of “powers” the committee has the mandate to decide on:

e The values of the Group, i.e. the foundation upon which Nordea’s employees make
decisions, conduct business, plan strategies and interact with each other and Nordea’s
stakeholders.

e Ethical aspects to be considered in regards to the need for reviewing existing, or establishing
new, internal rules, as well as the implementation of the internal rules inter alia in key
business decisions.

e Programmes and training to be initiated within the Group to support a strong, consistent
and Group wide culture and conduct that fosters high ethical and professional standards.

It also has the responsibility to review, provide guidance and to bring proposals for decision
concerning relevant internal rules, strategies and external reports, such as the Nordea Code of
Conduct, the Nordea Sustainability Policy, the Tax Policy on Customer Advice, and the Sustainability
Strategy.

Following each meeting, the minutes of the meeting is submitted to Group Executive Management
for information. The committee reports on an annual basis to the Group Board on the work in the
committee and on significant findings and issues.
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Clarification on numbers, as requested by Dr. Langen in the meeting 9 February
Nordea Bank SA (NBSA) is a subsidiary of Nordea Group and has its headquarters in Luxembourg.

At end of 2015, Nordea Group had € 288.2 bn in external assets under management. Of this amount,
NBSA had approximately EUR 13.9 bn in assets under management, equalling 4.8% of the total
assets under management in Nordea Group.

The number of ‘customer clusters’ in NBSA was at 15 April 2016 was approximately 6,600, out of
which 3,700 had Nordic nationality. As of 15 April 2016, NBSA had 562 Offshore Structure
Customers. 129 of these were either located in Panama and/or had Massack Fonseca as their agent.
These customers represent total assets under management of EUR 216 m, i.e. 1.6% of the total
assets managed by NBSA.

In 2015, NBSA had 460 employees and the total number of employees in Nordea Group was
approximately 30,000.
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