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European Parliament

Tuesday, 11 April 2017, 3-6.30pm

Speaking points

 Thank you for your kind invitation. I feel a certain personal affinity tothe topic of communications privacy. I was the Italian government’srepresentative during the negotiations on privacy protectionsapplying as part of regulation of the telecommunications sector - whatwould become Directive 97/66/EC. I am therefore very happy toshare with you today my experience and thoughts about the proposalfor a new ePrivacy Regulation.
 Without the ePrivacy Regulation, the EU privacy and data protectionframework would be incomplete. While the GDPR -the General DataProtection Regulation- is without a doubt one of the greatestachievements of this legislature, we need a specific legal tool to protectthe right to private life guaranteed by Article 7 of the Charter ofFundamental Rights, of which confidentiality of communications is anessential component. I therefore welcome and support theCommission proposal which aims to do just that.
 I also support the choice of legal instrument i.e. a regulation which willbe directly applicable and contribute to a greater level ofharmonisation and consistency.
 I particularly welcome the ambition of the proposal to provide a highlevel of protection with respect to both content and metadata. Wesupport the objective to make the confidentiality obligationsapplicable to a broader range of providers and services -including theso-called OTTs or “over the top” services- which reflects the progressof technology and the changes in which we use services, apps and“always on” connected devices today, compared to only a few yearsago.
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 We also consider that the decision to grant enforcement powers todata protection authorities, and in particular the availability of thecooperation and consistency mechanisms within the future EuropeanData Protection Board, will contribute to a more consistent andeffective enforcement of the privacy rules under the new Regulationacross the EU.
 At the same time, I have some concerns whether the proposal, as itstands, can in fact deliver on its promise to ensure high level ofprotection of privacy in electronic communications.
 First of all, the complexity of the proposed rules is daunting.Communications are sliced into “metadata”, content data, data emittedby terminal equipment... Each being entitled to a different level ofconfidentiality and subject to different exceptions. This complexitymay bring a risk of -perhaps unintended- gaps in protection.
 Secondly, most of the definitions on which this proposal relies will benegotiated and decided in the context of a different legal instrument:the European Electronic Communications Code. There is no legaljustification today for linking the two instruments so closely and thecompetition and market-focused definitions from the Code are simplynot fit for purpose in the fundamental rights context. I will thereforeargue for including a set of necessary definitions in the ePrivacyRegulation, taking into account its intended scope and objectives.
 Thirdly, we need to pay particular attention to the question of furtherprocessing of electronic communications data by controllers otherthan the eCommunications providers covered by this proposal. Theadditional protections offered to communications data would bepointless if they could easily be circumvented by, for example,transferring the data to third parties. The level of protection shoulddepend on the sensitive nature of the information in question, not onwho the controller or processor is.
 Finally, we will not achieve the ambition of protecting the privacy andconfidentiality of communications without strong requirements for
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privacy by design and by default that should at least match those in theGDPR.
 Many of these concerns are shared by our counterparts in the Article29 Working Party in its recently Opinion n.01/2017 adopted on last 4April, to which the EDPS contributed as a member of the WorkingParty. We will also soon publish our own Opinion on this proposalwhich will provide suggestions how to solve the most pressing issues,in full synergy with the WP29 Opinion. It will offer an additionalopportunity to deal with the most sensitive  issues, including ‘cookie-walls’, the legal ground of ‘legitimate interest’ as applied to e-privacy,and the restrictions to the scope of the rights and obligations.
 Thank you very much for your attention.


