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Content

" news circulation process has changed

* in the past it was edited by professionals
* now it is edited by everyone

" “fake news” circulates largely due to social
networks

* 30-40%

" technically it is possible to interfere with
circulation of “fake news”

e but cannot be stopped entirely

" conclusion
e yves we can but should we



The news process
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The news process
schematically
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Enters the Internet

"anyone can
publish

"anyone can
amplify

manyone can edit
=editors are gone

"no trashcan

source: wikipedia



Internet-age news process
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Technology for “fake
news”’ dissemination



Social media is main driver for “fake
news”

" 10% of readers of top news come via social media

" 40% of readers of “fake news” come via social media

TRAFFIC SOURCES

Referral

Direct




Fake and real news have about the
same engagement on social media

=this is 10% for Total Facebook Engagements for

Top 20 Election Stories
real news
"but 40% for
/(fa ke n eWSII 9 milion 8.7 million
6 millon 7.3 million
3 millon Elfm

Feb.-April May-July Aug—Election Day

GEMEMNT REFERS TO THE TOTAL NUMBER OF SHARES, REACTIONS, AND COMMENTS
: ViA BUZZSUMO



In Europe “real” beats “fake” 6:1,
iInUSitis 1:1

University of Oxford studies show differing rates at which

“fake news” is shared on Twitter
Percentage of links shared

Professional Fake Professional Other political Other
news news political content content content  Uncategorised
I ———— I——— — I

Tweets re: German

presidential election, tlvjéitssz
Feb 11-13, 2017
Tweets by users

i 24,291
located in Michigan, tweets

Nov 1-11, 2016

O 10 20 30 40 50 60 70 80 90 100

FT graphic: David Blood Source: Oxford Internet Institute



“Fake news” (orange) audience is
10% of real news (green)

Columbia Journalism Review.

The real news audience even spiked mm October and November 20 16,
while the fake news audience stayed the same.

2015 Dec 2016 Feb.2016 March2016 April2016 May2016 June2016 July2016 Aug.2016 Sept.2016 Oct.2016 Nov.2016



For ,fake news” main source is
Facebook

Average “Pizzagate” Shares By Network
Including Both Fake And Real News Articles

October 30, 2016 - November 21, 2016
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On Facebook users see 10% of what
they ,,subscribe” to

= Facebook decides
which 10%

=" Facebook chose to
remove news from

feed
* hurting 10% of real vl
news traffic o e

* hurting 40% of fake 8 o

news traffic Lo [
=" Both unhappy! -




How they choose the 10% is
key issue for stopping “fake news”!

H Fa Ce b O O k’S www.digiterati-academy.com . DIGITERATI
Facebook’s News Feed Algorithm Acaderny
goal: , keep

audience atsite () _ C) LB x o < B x

and engaged”

News Feed Interest in Post Past Page Type of Recency
Visibility the Page Performance  Performance Content

= Algorithm is

Opaque Average Facebook Algorithm Impact

= Algorithm is
changing |

12 Liberal Sites 12 Neutral Sites

u A | g O r it h m i S 1+ >1 Million Desktop Sessions 51 Million Desktop Sessions
u n fa I r ? -30% 12 Conservative Sites

source: The Western Journal >1 Million Desktop Sessions




Bots spread fake news on Twitter.
And real news.

= “We find evidence that
social bots play
a disproportionate role in
spreading and repeating
misinformation.” (source).

= “Contrary to conventional
wisdom, robots
accelerated the spread of
true and false news at the
same rate, implying that
false news spreads more
than the truth because
humans, not robots, are
more likely to spread it”
(source)

Propagation of fake news: Nodes and links represent Twitter accounts and
retweets of the claim, respectively. Node size indicates account influence,
measured by the number of times an account is retweeted. Node color
represents bot score, from blue (likely human) to red (likely bot).



Can we stop
“fake news™?



Yes we can!

=with author Internet-age news process
=with publisher

amateurs and

=with platform ===

‘. create "

i cre até

"with amplitier | ...

"with reader - e—— 1

self
censorship

| consume

consume




Stopping authors to publish “fake

news”

"demonetize
e deny

advertising at

fake news sites

sthreaten prison
e e.g. Polish anti-

holocaust

dW

=|ock them u
e e.g. Turkey

0

The Rubin Report (talk show) Dave Rubin +3 /

What was YouTube's reason for demonetizing the
Rubin Report conversation between Dave Rubin,
Jordan Peterson and Ben Shapiro?

# Answer Request ~ ollow 22 Comment Downvote vy -

1 Answer = FINANCIAL TIMES el

‘} " Jeff Franz-Lien, Strvodafone GrouppLc ( + AddtomyrT )

Vodafone to block its ads appearing on offensive
What was YouTube's rewebsites

conversation between Telecoms group working with Google, Facebook, WPP to aveoid hate speech and ‘fake

news’

According to chatteron’
demonetizing “controve
just Rubin or other right

were hit too, including C

Rubin confirms this in tl
losing big bucks (Dave s:
offensive content. Who'l

be YouTube and its adve




Stopping “fake news” when published

=deny hosting

=deny listing in
DNS directory

=pblock internet
traffic to “fake
news” site

V‘m EXPLAINERS  POLITICS&POLICY ~ WORLD  CULTURE  MORE » i3 aQ

GoDaddy and Google have refused
service to a notorious neo-Nazi

site e

put the site wil st Catalan mdependence web5|tes blocked

~ by Spanish government in bid to stop
§ 9w (- referendum

Blocking domain name server
does

The Great Firewall of China |

f D"\E[llb?l 1, 2017, 4:19 AM GMT+
From Blnombergmlhke

Within 48 hours

website the Daily St
China’s online population of 731 million gers a highly restricted internet, one thar

doesn’t include access to Google, Facebook, YouTube or the New York Times. There’s

little coverage of the 1989 student protests in Tiananmen Square, Even Winnie the

Pooh got temporarily banned. China is able to control such a vast ocean of content
through the largest system of censorship in the world, aptly known as the Great

Firewall of China. It's a joint effort between government monitors and the technology

and telecommunications companies t e compelled to enforce the state’s tules,
Tl

authoritarian countries can imitate,

go beyond China, whi

setting an example that other



Stopping fake news at platforms

"public platforms

e Facebook, Google, Twitter, Baidu ...
* label, augment, hide or remove “fake news”

" private messaging platforms

e Viber, WeChat, Snapchat
e listen to private conversations?!

" needs collaboration of platforms



Label , fake

B

oo Samantha Thomas and 6 others 2 Comments

il Like

|ﬁ Like

Disputed by 3rd Party Fact-Checkers
Learn why this is disputed

ff Smith and 5 others

P Comment #» Share

s Lindsey Shepard
Thr-@

News Headline

8 Comment AP Share

H i Andrew Truong
6hrs+ @

news” on Facebook

Disputed by Ard Parties
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Are 27 million pecple trapped in modern slavery? |
PolitiFac: Global News Service
POlitiFact» statements » feb» bod-Corker

Claim: "Today, 27 million peopie .. 8¢ ¢nslavwed”

27 Million People Said 1o Live in"Modern Slavery’ -
The New York Times

MtpsArgndezvoys. blogs.nytimes.com» 2

A new report by the US. Siate Depaniment
59y% 05 Many a3 27 milion people kve in modern slyvery,
and more neods 10 be done 10 counter this crye
exploitation and vielstion of human dignity.

This map shows where the world's 30 million
slaves live, There are 60,000 inthe U.S, - The
Washingion

Label “fake news” on Google

w4 R 0s500

Focd Archives | Snopes.com
Snopes » categody » facts » food

Claim: Symdols embossoed on Cladm: A Swoeddis h wol
g Ceror swrfeces 9f Gree o lengrios wodding ri
cogices hnk the product 10 the carrot garden

alleged conspiratoriol activitios

Claimed by Intemat

Faet eheck by Saoped

food warnings Archives | Snopes.com
Snopes s 109 » loodwamings

Claim: Wistd spphes cause Asim: Nutells & "o




Label “fake news” on Pastter browser

E Donald J. Trump 1 2 Follow

Are we talking about the same cyberattack
where it was revealed that head of the DNC
illegally gave Hillary the questions to the debate?

20819 6s122 DR HUKSERTE

This is incorrect or false.
Documents DlJblBth after Clinton campaign chairman John Podesta's

email was hacked indicate that then-CNN-contributor Donna Brazile sent some
questions from a CNN Democratic primary town hall event to the campaign in
advance. When the chair of the Democratic National Committee resigned after
documents stolen from the DNC were leaked, Brazile stepped in as acting chair --
after the leaks above. Both hacks are believed by intelligence agencies to have
originated in Russia. What Brazile did, by the way, is in no way illegal. [LEARN
MORE]

Brought to you by The Washington Post




Hide “fake news” by downranking —
pushing down on search results

TL- {°% REUTERS Warld Business Markets Palitics TV
Facebook now flags and
down-ranks fake news FETO PR PRSI D ——
with help from outside
fact checkers Russia says Google down-
v o ranking Sputnik, RT would be
' censorship

Facebook adds warnings to fake news

Reuzers Szaff 1 MIN READ W ¥

MCSCOW [Heuters) - Russia's foreign ministry said on Thursdsy

from Russian news outlers Spurnik and Russia Teday lovrer in zearch

results would amount o censorship.

Snopes, FaciCheck.org, Politifact, ABC News, and
AP will help Facebook make cood on four of the
six promises Mark Zuckerberg made about
fighting fake news without it becoming “the arhiter
of truth.” [t will make fake news posts less visible,
append warnings from fact checkers to fake news
in the feed, make reporting hoaxes zasier and
disrupt the financial incentives of fake news

spammers.



Augment “fake news” with links to
real news, warn before sharing

JEf Smith thaced & bnk
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Remove “fake news” - deplatform

S“GIE::}i:lllle Subscribe  Find a job The
<@ Guardian

News |Opinion Sport Culture Lifestyle e

Books Music TV &radio Art&design Film Games Classical Stage More

Science and nature

Richard Dawkins event cancelled over his
‘abusive speech against Islam'

&

+

Q Upload 0
Berkeley’s KPFA | YougfZit P ' &'

after learning of
author contests

This account has been suspended due to multiple or severe violations of YouTube's x
policy against spam, gaming, misleading content, or other Terms of Service violations.

aAanm YouTube

. L - I > ] ¥ l+ |uhltps..l’.*ww.voumbe.com,.'walch?hst-—uul(}(—[uTB_prI5h0vr2an_g&v=rv\c’)t§qzl5ru | Reader ] |

(11 Tube]

This video is no longer available because the YouTube account
associated with this video has been terminated.

Sorry about that.




Stop bots!

Cwikker:

& Verified Account ™

JOHN
DOE

What is a verified account?
To prevent identity confusion, Twitter is my.mikard com/card/johndoe
experimenting (beta testing) with a 'Verified
Account’ feature. We're working to establish
authenticity with people who deal with Save To Contacts
impersonation or identity confusion on a regular
basis. Accounts with a €2 are the real thing!

St Ty Aibred M
O A e o




Stopping “fake news” in private chat,
email — the next frontier

" \What's Up

" Facebook Chat
" Snapchat

" Gmail

= Signal

" Telegram

" \Viber

=can be done, but!?

CensorshipinChina

How China’s highly censored WeChat
and Weibo fight fake news ... and
other controversial content

As debate rages over Facebook’s role in spreading false
information on US elections, we look at how Chinese social
media siles control such content shared online

COMMENTS: n




Key element: how to
identify “fake news”?



Fake news can be identified by
humans, machines or combination

"Human

e human work by fact checkers

e fact-checking industry appearing, looking for
business model|

"Human-machine teamwork

* machine identifies potentially fake stories
e double-checked by human

"Machine only
e artificial intelligence



Two strategies for automatic
identification of “fake news”

"From content

e facts
* style

*"From social

e stance

* propagation

-

Detection

s

News Content
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Shu, Kai, Amy Sliva, Suhang Wang, Jiliang Tang, and Huan Liu.
"Fake news detection on social media: A data mining
perspective.” ACM SIGKDD Explorations Newsletter 19, no. 1

(2017):

22-36.



Content analysis is hard because ...

"..needsto
POLITICAL
ntent
understand c-o e LANGUAGE
*few news piecesare i dasigned to make lies
blatantly false sound truthful and
astyle? murder respectable,
| and to give an
* authors will adapt appearance of solidity
to pure wind.

George Orwell



Artificial Intelligence can help.

But “Computer did it” is a fallacy

SCIENTIFIC
AMERICAN

sssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss

CCCCCCCCC

‘ould Al Be the Future of Fake
News and Product Reviews?

An experiment using a compuler algorithm to creale deceplive Yelp reviews was FA K E N Ew s
disturbingly successful, and could point to bigger problems as artificial intelligence
. DETECTOR

mature

SIRE HUMANS CAN'T EXPECT AI'TO
o {;ﬁshj;lru;u'r FARE NEWS FOR

o MOST E’lll’lL\H

--
&



New source is an easy identifier of

“fake news”

=swhat site is the
origin of news

=shortlist of “fake
news” sites

f arem,
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% W
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L.-' o
WIKIPEDIA

The Free Encycdupedia

[Man page

Uonate e Wikiped a
Wikipedia stors
Interaction

Help
Aboul Wikiz

Comnunily purkzl
Recenl clminge:
Contzet page

larks

Wil lines here
Related changasz
Upboad file
Specizl pages
Permarert link
Page infummakon
Wikidats iter
Cite this poge

Prnblexport

Crzale = bouk
Download ss PDF
Prntable vorsion

Larguayes o

& Nct oggedm lelk Contrbutions Create accocutt Login

Arlicle Talk Rest  View souics | View hislory Jcdia Q

List of fake ncws websites .

From Wiklped a. 1he free encyclocedia

1 ar satncrl n=ws, see st of zatmoal news wensites

Thia iz a dyramin lat and may ncver br able to aafisfy parficular standards for complefonees . You

can hoip By cxpanding i with roliably sourced entrics
his 15 a st of faks news sies. | hese sites ntenbionally, but not neceszanly, soely pusish hcaxss znd
disintormatian tar purpnzes other thas news satire

Some of thece sitez use homograph zpocfing atizcke, yposquztting and other deceplive sirateg es

simizn Lo those used in phishing allizcks o resemble genune news sullels!

Contents [hidz]

Nefinilinn
List
2.1 For Phillippine audiznces

n

)

Ses also

References
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Definition

Fale news websiles deliberalely publist hoaxes and disin‘onmalion o diive web baic inlamed by sceizl
media P These sites are cistinguished “rom news satire (which is humorous) as they mislead anc
semetimzs profit frem eaders' gullibility, ¥ While most fake news sites are portrayed to be spinoffs of
otfner news stes snme of these wehates are examples ot wehside sponfing structurad tn make visitors
helizw
that within a strict dcfinition, "fake ncws” on the Internet referred 1o a fictitious artic ¢ which was
facriczted with the deliborate motivat on to defraud readcrs, gencrally with the goal of profiting trrough
clickbait[l 2olitiFact dezeribed fake news as fabricatad contem dzsigned 1o fool readers and
subssquently made viral through the Interne: to crowds that increase itz d seemination. &

they are visting trusted sourmes ke 410 News or MSNIC Bl 1he New York Tmes noirded aut

The Mew York Times nated in 2 December 2016 article that fake nsws had previn.sly mainfained a
presence on the Intcrnet and within tabloiz journalism in the years prior to the 2216 ULS. cleztior M1 Pricr
to the clection between Hillary Clinten and Donald Trumg, fake nows had not irmpacted the clection
process znd subsequent events 1o such a high :Iegree.F Subsequent to tne 2016 election the iszue of
fake news turned into a political weapon, with scpporters of left wing coltics say na thoszs on the

vppusile side of he speclium spread [zkehouds, 2nd supporles of nghl-wing polilics argoing such
accusalions were merely @ way W censo conservalive views FlCue Lo these back-and-forth con plaints,

the definition of fake ~ews as used for such polemics became mars vague 7



Social context tells a lot about
trustworthiness of news

= “influencers”

"propagation
patterns

=deployment
of bots

"need for
speed

Catholic Onlineo P
= =

Phys.org ZeroHedg
= e
Express.co.uk
Drudg
» The Da”y Wire Conservative Fighters
GeoResd
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[y
American Journal Review
Climate Depot The Cllng;trtinceptics
“Sources” “First Wave” "Second Wave"

Propagation of Fake climate change story



Stop at consumption



Media literate user is the last and

best line of defense

Figure 5: Percent of US Adult Population that Recall Seeing or Believed Election News

80

60 -

40 4

Percent of US adult population

Big True Small True Fake Placebo

B Recalled seeing Recalled seeing and believed

people
remember and
believe “fake
news” about as
much as
placebo news
(non existent
news)

“Available
evidence
suggests that
for now the
influence of
fake news is
limited”.

Hunt Allcott & Matthew Gentzkow, 2017. "Social Media and Fake News in the 2016 Election," Journal of

Economic Perspectives, vol 31(2), pages 211-236.



Conclusions



Yes we can. But may we?

= gatekeepers are gone
e only guerrilla war on fake news is possible

=technology to disturb circulation of fake news
exIsts

* most efficient if platforms cooperate

e some approaches are clearly interfering with free
speech

= ysers seem to be quite capable at identifying
fake news

e to early to blame election results on fake news



The End

For more information:

ziga.turk@gmail.com

@zigaTurkEU



