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Overview

* On 25 May 2018 new European Union (EU) data privacy legislation, the
General Data Protection Regulation (GDPR) came into effect. It replaced the
existing national Data Protection laws in EU countries and created (in
theory) a uniform data protection framework.

* The GDPR hasn’t brought manifestly significant approaches to data
protection and privacy — organisations in the health sector have always
needed to take this subject very seriously — however from an individual’s
perspective, in enhances their rights around their personal data and places a
responsibility on them to understand the reason why their data is being
collected, how it’s used, shared and secured.

* GDPR (and the many other privacy regulations across the world) requires
time, resources and an on-going commitment to ensure you stay on the
right side of the regulations — the outcome if you don’t, can be severe!
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Who does GDPR apply to?

WHAT TYPES OF

E.U. CITIZEN

st

DOES THE GDPR AIM
T0 PROTECT?

Name A Health data
Location data 4 Genetic data
Identification numbers Biometric data
IP addresses Racial or ethnic data
Cookie data Palitical opinions
RFID tags — Sexual orientation

GDPR brings increased
accountability

¢ The GDPR does not prohibit the use of
ersonal data for legitimate purposes,
ut it does place increased
accountability on the organisations
using it.

¢ In today’s modern economy, data has
become a valuable commodity, and if
you are collecting such data you need
to instill a culture of being honest and
transparent about it.

e GDPR brings with it new mandatory
breach reporting rules and heavy fines
of up to €20m or 4% of a Group’s
annual worldwide turnover, whichever
is higher, for non-compliance and
breaches of the regulation.

Key health specific challenges

¢ Are patients interested in a healthier nation?

* How do we explain the relationship between the three?

¢ Are patients interested in a healthier nation more than they are interested in their own health?
¢ How do we demonstrate the responsible sharing of their data can lead to better patient outcomes?

privacy?

Cambridge Analytica

* Where is the balance to be struck between leveraging data for research and clinical purposes to protecting patients rights to
¢ Fast moving challenges against the trend — ‘Attitudes towards the impact of digitalisation and automation on daily life’ was pre

¢ Equitability of engagement — upper middle class vs working class, impact of age and poverty on access to services

* How do we secure data, when patently we have failed so many times to do so previously
¢ How do we keep the strategy moving when the risk of failure (in fines, reputation and compensation) is now so great?
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NUMBER OF RECORDS BREACHED BY INDUSTRY
IN FIRST HALF OF 2017

Trust and Harm

Healthcare Data Breaches Among England Consumers
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Rights and Obligations

CONSUMERS RIGHTS

DATA OBLIGATIONS FOR COMPANIES

Processing s limited Conduct prior assessments
@ CORRECTION when processing sensitive
G 1 2 data that may result in risks
CorsEMy I?lmt:;l:‘l.nm collected. to consumers
Cansumer is informed

in “clear and plain

language”. Consent Q npect
1o collect can be Lt m mswsamends
withdrawn Procesing
at any time
General Data T

. . £ Onh

Protection Regulation YAeLs being Data security B suthorized

m aims to protect consumer data  JEelUAEH ;2:::51:1 @ U s 0 e GOPR e basta Limi indtviduals

Data Wha 8 T e

that will impact not only businesses the data you (il Mw;nrm‘:r,mw rh.a:: LHH‘:;C::;"

have.,

ACCESS in the EU, but the US and

Right 1o know the rest of the world,
how (s being @ o Koo
processed Assessment

Record of processing
activities. including the types
of data, time limits, and
whether it's being exported to
third countries

eck that
protecting the data




12/06/2018

Consent

The cansent request should:

& Be easy to understand, prominent and concise,

& Include the name of your organisation and any third parties,

€ Explain why you want the data,
& Explain what you will do with it,

A 4

& Remind Data Subject that he can withdraw consent at any time,

& Be specific wherever possible,

& Be kept under periodic reviews,

& Explain how long will you keep the data,
& Explain what data are you collecting.

And the consent request should NOT:

B3 Use pre-ticked boxes, opt-out boxes or default settings.

Trans-Territoriality

TERRITORIAL SCOPE

. Article 3
h If you don't have a formal presence in the EU zone, but process the personal data

or monitor the web behavior of EU citizens. the long arm of the GDPR can reach
out to you.

0 How will the EU enforce Article 37

. Will other countries then respand
¥ with their own border-less dsta laws?
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When and How to use the EU Contractual Clauses
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View from the Regulators

* Unlike planning for the Y2K deadline, GDPR preparation didn’t end on
25t May 2018 — it requires ongoing effort.

* It’s an evolutionary process for any organisation — 25 May was the date
the legislation took effect, but no organisation stands still. You’ll be
expected to continue to identify and address emerging privacy and
security risks in the weeks, months, and years beyond May 2018.

* Key building blocks should be identified:
¢ Organizational commitment
e Understand the information you have
Implement accountability measures
* Ensure appropriate security
Train staff




