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What Al Is about for Defence?

Concepts /
Processes

Equipment

« Al related opportunities for defence:
Reduces risk of life losses in conflicts (armed forces and collateral).
Increases efficiency of equipment and people.
Reduces costs during training and operations.

Al induces also new vulnerabilities
Manipulation of information (social networks, ...)
Cyber attacks

Increased dependency of decision making systems with technology being
considered as “black box”/trust and interfaces between Humans and
Machines still to be developed
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Assessing the Impact of Al to military applications

Autonomous Battlefield
unmanned systems Eva & Healthcare

Wargaming Logistics &
Cognitive Radio and *  Missions involving an overwhelming complexity Transportation
Cognitive Electronic . which requires agility and adaptation to evolutions
Warfare . in context and objectives Target
Recognition
Cyberwarfare Missions in challenging Threat
operational contexts Monitoring

implying severe risks to & Situational
Target
. warfighters : Awareness
Recognition Too fast missions with Mission with operation
reaction times of seconds or duration beyond human ISR
Data less to be executed in high endurances or implying high
Information complexity (Data, Context, operational (personnel costs) ik
: Type of mission over a long period of time aia
Processing yee ) ngpe Information
Processing
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Opportunities in the Al Era

The growing role of Al and developments in autonomous systems as well as
human-machine interfaces will alter the capability landscape.

There are many opportunities for Al enabled systems in defence.

To improve intelligence gathering, surveillance and reconnaissance,
making our threat analyses better and more accurate

To speed up reaction times, data processing and decision-making;

To reduce workloads and training needs of sensor operators

To increase our operational readiness by streamlining logistics and
maintenance,

To lower operational costs by simplifying workflows and increasing
accuracy;

To better protect our troops and innocent civilians by improving
targeting precision.




Key Challenges
Areas where common approaches should bring added-value

Need for an explainable Al
Human control

(Big) Data Certification
management-sharing Qualification

Interoperability
Trusted 3rd party ?
Collection/generation
Confidentiality issue

Attractiveness
Innovation

Experiments — demonstrators
Use cases with actual data

Additional Challenge

Cyber Security Aspects
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Other Defence Challenges

B

Business / Organizational

e \ / Infrastructure
Doctrinal / S Legal /
Operational Acquisition Ethical
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Relevant EDA strands of work

Capability Overarching :
Development Strategic Research Key S.tr.a_teglc
Plan Agenda Activities
* Supporting Member « Development of + Identification of
SIEIES (e cutting edge technology bricks
implementation of technologies to skills anc?y ’
the dedicated CDP increase military industrial
priority capabilities e
» Development of a « Support the - 9
Strategic Context introduction of Al 3 o
Case solutions / i
technologies to fill Zdﬁ)ﬁglr(r:\
in capability gaps y
 Hub for exchange among Member States
« Qutreach to industry
« Synergies with Commission-led activities
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Al activities in EDA: Workshops, Projects and Prize

@ Innovation
Prize
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Conclusions

Al is a transformative technology
which will impact many of the future
systems and military applications. In a
defence context, Al presents potential
in all domains and all levels of
conflicts.

Research on interoperable solutions
on a European level is essential for the
aspect of survivability of European
forces and counter-measures against
adversarial usage of Al-augmented
systems.

Building trust and confidence between
the Al solution and the soldiers is the
key for the adoption of the technology

EDA follows a structured approach on
Al
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