Study on the benefits and drawbacks of
remote voting solutions to support the
preparation of a best practice guide for the
use of digital tools to facilitate the exercise of
EU citizens' political rights
Francisco Lupiáñez-Villanueva
Joint JURI – LIBE – AFCO –PETI hearing
Union Citizenship: Empowerment, Inclusion, Participation
Thursday 29 October 2020, 13.45 – 15.45 and 16.45 – 18.45
Brussels
The following presentation is based on the “Study on the benefits and drawbacks of remote voting solutions to support the preparation of a best practice guide for the use of
digital tools to facilitate the exercise of EU citizens' political rights” commissioned by European Commission DG JUST – UNIT D3 Citizenship and Free movement and conducted
by Open Evidence in collaboration with RAND Europe.

Study on the benefits and
drawbacks of remote voting
Executive summary available at https://ec.europa.eu/info/sites/info/files/remote_voting_exec_summary_en.pdf
Main findings available at: https://ec.europa.eu/info/sites/info/files/remote_voting_main_findings.pdf
Final report available at: https://ec.europa.eu/info/sites/info/files/20181121_remote_voting_final_report_final_clean.pdf
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Remote voting under COVID-19
situation
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Transmission of COVID-19 in the EU/EEA and the UK
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Non-pharmaceutical interventions
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Important challenges in case of elections
Public authorities might consider transmission scenarios and non-pharmaceutical interventions.
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Minimise health risks
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Transparency and accountable
How to deliver a transparent
and accountable electoral
process that guarantees a high
degree of integrity.

How to minimise health risks
for voters and poll workers
associated with all electoral
operations that require inperson interactions.
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Sufficient participation
How to ensure sufficient
participation to guarantee the
representativity and legitimacy of
the resulting democratic
institutions.

04

Inclusive
How to ensure that the
electoral process and results
are inclusive of the groups
most vulnerable to the disease.

Current recommedations
In case elections are to be held during the COVID-19 crisis, the World Health Organisation, the
Council of Europe, Electoral Management Boards across countries and international organisations
(e.g. IFES, IDEA) made the following recommendations to mitigate health risks.
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Making in-person voting safer
• Arrange polling stations to ensure social distancing, clean surfaces, provide hand-washing gel, encourage
voters to bring their own pen;
• Propose early voting to spread voters across days;
• Increase the number of polling stations to avoid crowds;
• Install polling stations close to assisted living facilities or care centres, to facilitate the vote of vulnerable people
and healthcare workers;
• Release vulnerable people from poll worker service.

Facilitating remote voting
• Facilitate or expand proxy, postal voting and other remote voting options, especially for vulnerable groups
or patients.
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Considerations when
introducing new remote voting
options or expanding existing
ones
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Consensus, legal feasibility and logistical implications

01
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Consensus
The introduction or expansion of remote voting options should be based on consultation and agreement
with the electoral stakeholders to ensure acceptation and public trust.

Legal feasibility
The legal framework may need to be amended. Introducing new voting options within six months of a
scheduled election goes against the principle of electoral stability recognized as a pillar of the rule of law
across European democracies.

Logistical implications
The different voting options require various levels of resources. Postal voting requires a large-scale
logistical effort, from procuring reliable postal services to recruiting ballot-counting staff. Such an
organisation can also be challenging to conduct safely during a viral pandemic.
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Consensus, legal feasibility and logistical implications
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Implementation guidelines
Depending on the logistical efforts, existing remote voting options can be expanded faster (e.g. proxy)
than others (e.g. postal vote). Introducing new remote voting options will take more time to ensure
consensus across stakeholders, set up and test the infrastructure (e.g. for electronic vote) and inform
citizens.

Information and awareness
Voters need to be informed and educated about new voting options with information campaigns tailored
to reach voters through both traditional (TV, radio) and online media.

Security and integrity
Public authorities should ensure the transparency, security, accuracy, and reliability of the voting and
counting processes to prevent irregularities and fraud.
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Postal vote: benefits and drawbacks
under COVID-19 situation
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In person abroad: benefits and drawbacks
under COVID-19 situation
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Mobile ballot box: benefits and drawbacks
under COVID-19 situation
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In another district: benefits and drawbacks
under COVID-19 situation
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Special polling station: benefits and drawbacks
under COVID-19 situation
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Proxy vote: benefits and drawbacks
under COVID-19 situation
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Internet voting: benefits and drawbacks
under COVID-19 situation
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Conclusions
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From postponing elections to facilitating or expanding
remote voting
• During the pandemic, public authorities are faced with the dilemma of
postponing elections or holding them with precautionary measures to limit
sanitary risks and ensure the accessibility and inclusivity of the vote.
• The availability of remote voting options (e.g. proxy, postal vote) can be a
key contributor to turnout and can especially cater for the needs of the voters
most vulnerable to the disease.
• Facilitating or expanding remote voting options already in place and well
used in a country can contribute to maintaining or increasing turnout.

19

…while taking into consideration lessons learned
• However, introducing new remote voting options or switching to only remote
voting require consensus across stakeholders, checking the feasibility in
terms of timeline and logistics during a sanitary crisis, guaranteeing the integrity
of the process and educating voters to the new voting options.
• Significant changes in the voting methods can be difficult to secure in shorttime frames and can impact electoral stability.
• Despite most activities switching online during the COVID-19 crisis and
lockdown measures, Internet vote may not be suitable as an immediate
response due to security concerns and the need for careful feasibility analysis
and design.
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Start exploring new options
If pandemic situations become “normal”, there could be a need to start exploring new options.

• The COVID-19 pandemic has moved many activities online, from
communication to work, health care services and shopping. An opportunity to
also introduce more internet voting options?
• Estonia is the only EU country with electronic vote available for all elections. In
other countries (e.g. France, Spain, Netherlands, Germany), electronic vote has
been piloted or implemented but later discontinued.
• Under a pandemic situation, the potential benefits can overcome the
potential risks?
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Thank you

Francisco Lupiáñez-Villanueva
flupianez@open-evidence.com

Additional material

Executive summary available at https://ec.europa.eu/info/sites/info/files/remote_voting_exec_summary_en.pdf
Main findings available at: https://ec.europa.eu/info/sites/info/files/remote_voting_main_findings.pdf
Final report available at: https://ec.europa.eu/info/sites/info/files/20181121_remote_voting_final_report_final_clean.pdf
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Remote voting options from abroad
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Postal vote
Benefits
-

-

It can be used by people who live in remote
areas.
It can be used by people who live abroad,
including those with no consulate nearby.
It may be easier to use for people who are sick
or have a disability.
It may be used by people in hospital, long term
care facilities or similar institutions.
It may be used by prisoners (provided they are
not disenfranchised).
It could facilitate voting of people with no fixed
abode (except if the only way to obtain the
voting material is through delivery to a home
address).
It may entail less travelling for voters
(depending on whether they live need to travel to
submit the application and/or their postal ballot).

Drawbacks
-

-

-

Voting
takes
place
in
an
uncontrolled
environment. It is difficult to ensure that the person
votes freely and without coercion.
There is the risk that another person votes on behalf
of the voter (It is difficult to identify the voter).
The vote may be intercepted and manipulated.
It is difficult to observe the whole voting process.
Postal services may not work well in certain
countries, or their service may be disrupted.
Voters may not receive the voting material on time.
Ballots may get lost or damaged, or they may
arrive late at the place of counting.
It may be difficult to verify that the vote has arrived.
The procedures for requesting the vote and for
sending the ballot are sometimes criticised for being
too bureaucratic.
Sometimes voters need to pay for the postage.
It implies some costs for the public administration,
as well as organisational efforts.
Votes usually need to be cast in advance. From this
moment until Election Day the voter may change
their electoral decision if new information becomes
available.
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Voting by proxy
Benefits
-

-

-

It can be used by people who live in remote
areas.
It can be used by people who live abroad,
including those with no consulate nearby.
It may be easier to use for people who are sick or
have a disability.
It may be used by people in hospital, long term
care facilities or similar institutions.
It may be used by prisoners (provided they are
not disenfranchised).
It may entail less travelling for voters (this also
depends on whether they need to travel to a
specific location to establish the proxy).
The proxy votes in a controlled environment.
Thus, the proxy votes freely and without
coercion.
Voters decide who they want to trust.
There is no dependency on the postal services.
There is no risk that votes get lost, damaged, or
arrive late at the place of counting.
It implies low costs for both the voter and the
public administration, as the proxy votes in the
standard polling stations.

Drawbacks
-

-

It may entail some additional travelling for the
proxy if they do not vote in the same location than
the principal.
There is no secrecy of the vote between the voter
and the proxy.
It is difficult to ensure that the proxy does not
coerce the voter to obtain the authorisation.
The proxy may falsify the documents authorising
him/her to vote on behalf of the principal
The proxy can decide to vote according to the own
preferences, changing the voter’s will.
Some people may not find an appropriate person to
trust with their vote.
Due to the limitations on the number of proxy votes
per person, there might not be enough proxies.
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Voting in person abroad
Benefits
-

-

-

It can be used by people who live abroad.
Voting
takes
place
in
a
controlled
environment, following the standard process.
Secrecy is ensured because voters themselves
place the vote in the ballot box.
There are often polling booths or specific
spaces to vote in private.
The identity of the voter can be verified in
person.
It may be observed (although it could be more
complicated and resource-intensive than in
standard voting).
There is no dependency on the postal services.
It implies low costs for voters if they live close to
the consulate.

Drawbacks
-

-

Not all Member States have consulates in all
countries.
It may entail a lot of travelling for those who live
abroad but without a nearby consulate.
It may be difficult to use for people with a disability.
If votes are counted at the polling station abroad and
there are very few voters, secrecy can be at risk.
There may be problems of dual inscription, with
voters being registered in the electoral lists abroad
and within the country.
If votes are sent to the country for counting, there is
some risk that they get lost or damaged during
transportation.
An advance application is often needed to use this
option.
It implies some costs for the public administration,
as well as organisational efforts.
If there are very few polling stations, there may be
long queues for voters.
Voters may not be able to use constituencyspecific ballots (or require additional organisation
to deliver such ballots to the voters’ location abroad).
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Voting in special polling stations within the country
Benefits
-

-

-

It may be used by people in hospital, long term
care facilities or similar institutions.
It may be used by prisoners (provided they are
not disenfranchised).
It can reduce the need to travel to the polling
station for voters who are sick or have a
disability.
It lowers voters’ travelling time, as they can
often vote in their location.
Voting
takes
place
in
a
controlled
environment. Secrecy is ensured because
voters themselves place the vote in the ballot
box.
There are often polling booths or specific
spaces to vote in private.
The voter can be identified through their official
identification document.
It may be observed (although it could be more
complicate than in standard voting).
There is no dependency on the postal services.
It implies low costs for voters.
Often the voter does not need to submit a
request to use this option, as the responsibility
lies with the institution.

Drawbacks
-

-

-

There is some risk that the employees of the
institutions may attempt to influence or interfere with
voters’ decisions.
Polling stations may only be used by a small number
of voters.
If votes are counted at the special polling station and
there are very few voters, secrecy can be at risk.
It implies some costs and organisational efforts for
the public administration and, in some cases, the
institution.
The special electoral lists may contain sensitive
information on individual’s health status and
criminal behaviour. There is the risk that this is used
in a unauthorised way.
If votes are cast in advance, the voter may change
their electoral preference if new information becomes
available between the vote-casting and election day.
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Voting in mobile polling stations
Benefits
-

-

-

It can be used by people who live in remote
areas.
It avoids the risk of travelling to the polling
station for voters who are sick or have a
disability.
It may be used by people in hospital, long term
care facilities or similar institutions.
It may be used by prisoners (provided they are
not disenfranchised).
The mobile polling station can travel to several
places during the day to reach a higher number
of voters.
It lowers voters’ travelling time, as they can
often vote in their location.
The identity of the voter can be verified in
person.
There is no dependency on the postal services.
It implies low costs for the voter.
It implies low costs for the public administration
as there is no need to set up additional polling
stations.

Drawbacks
-

Some locations may be difficult to reach for the
members of the election authorities.
The voter may feel observed while voting, or may be
victim of coercion.
There is the risk that the election authorities check
the vote (violating its secrecy) or that they change
or remove it.
It may be more difficult to observe.
There is a risk that votes get lost or damaged
during transportation.
An advance application is often needed to use this
option. Sometimes, a medical certificate is also
required. The special electoral lists may contain
sensitive information about an individual’s health
status. There is the risk that this is used in a
unauthorised way.
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Voting in any polling station in the country
Benefits
-

-

-

It lowers voters’ travelling time, as they can vote close to their Election Day location.
It could facilitate voting of people with no fixed abode.
Voting
takes
place
in
a
controlled
environment, following the standard process. Secrecy is ensured because voters themselves
place the vote in the ballot box and they can vote
freely using polling booths.
The identity of the voter can be verified in
person.
It
can
be
observed
through
standard
procedures.
There is no dependency on the postal services.
If votes are counted in the polling station where
they are cast, there is less risk that they get lost,
damaged, or arrive late at the place of counting.
It implies low costs for the voter.
It may imply low costs for the public
administration compared to other types of remote
voting, especially if there is a single constituency
and if votes do not need to be transported to the
voter’s district of residence.

Drawbacks
There is the risk that a single person votes in more
than one location.
If votes are transported to the voter’s constituency,
there is some risk that they get lost or damaged
during transportation.
It may imply some costs and organisational efforts
if there are multiple constituencies and votes need to
be transported to the voter’s district of residence.
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Internet voting
Benefits
-

It can include features to allow persons with a
disability to vote without assistance.
It may be used by people in hospital, long term
care facilities or similar institutions.
It can be used by people who live in remote
areas.
It can be used by people who live abroad,
including those with no consulate nearby.
It lowers voters’ travelling time as people can
vote from anywhere with an Internet connection.
Votes can be encrypted to guarantee the
secrecy of the vote.
The computer system can check whether a
person has voted more than once.
There is no dependency on the postal services.
There is a lower risk that votes arrive late at the
place of counting.
It may reduce the incidence of counting errors.
Results can be counted automatically.
It implies low costs for the voter.

Drawbacks
-

It takes place in an uncontrolled environment. It
is difficult to ensure that people vote freely.
There is a risk of cyber-attacks from internal or
external actors, which may manipulate the votes.
Denial of service attacks may prevent citizens
from casting their vote.
Software errors or malware on voters’ devices may
affect the vote casting. Voters may be required to
update their software or browsers.
It may be difficult to guarantee at the same time an
accurate voter identification and secrecy.
Identification codes may be stolen or sold.
It is difficult to observe the process without relying
on specialist expertise.
It may be difficult to verify that the vote has arrived.
It may be difficult to recount the votes, making it
more complicated to audit the results.
There are some costs related to software
development
and
maintenance
and
security
safeguards.
There is a dependency on voters having a reliable
internet connection. Internet penetration and
availability and use of e-government services in some
countries is limited.

