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1.  

 

WELCOME AND INTRODUCTION 

Eva KAILI, Vice-President of the European Parliament, responsible for STOA and ESPAS 

 

PANEL DISCUSSION 

Despina SPANOU, Head of Cabinet of Commission Vice-President Margaritis SCHINAS 

Juhan LEPASSAAR, Executive Director of the European Union Agency for Cybersecurity 
(ENISA) 

Joanneke BALFOORT, Director, CSDP and Crisis Response, European External Action 
Service (EEAS) 

Luukas ILVES, Chief Information Officer, Government of Estonia 

Chelsey SLACK, Deputy Head, Cyber & Hybrid Policy Section, Emerging Security Challenges 
Division, NATO 

Anouck TEILLER, Head of Cabinet of ANSSI s Executive Office  

Casper KLYNGE,Vice-President, European Government Affairs, Microsoft 

Salvino SALVAGGIO, Executive Director of VP RDI Office, Qatar Foundation & Member of 
STOA's International Advisory Board 

 

MODERATED DISCUSSION 

Eva KAILI, Vice-President of the European Parliament, responsible for STOA and ESPAS 

 

CLOSING REMARKS  

Eva KAILI, Vice-President of the European Parliament, responsible for STOA and ESPAS 

 

 

 

The event will be held in English only, without interpretation. 
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2.  

A global struggle for a safe, secure cyberspace is underway. As the world is becoming increasingly 
dependent on electronic interconnections and digital infrastructures, governments have realised 
that their position on the international stage would be threatened by successful, sustained 
cyberattacks. Understanding, containing, deterring, preventing, and responding to cyber threats 
and attacks is a generational challenge. 

s 
ambition to expand the breadth, use and processing of industrial data may bolster the risk surface 
that governments, businesses and citizens are faced with. 

threat to supply chains and the security 
of digital infrastructures has reached the highest position among major threats, spurred by an 
ever-growing online presence, the transitioning of traditional infrastructures to online and cloud-
based solutions, advanced interconnectivity and the exploitation of new features of emerging 
technologies.  

The contrast between cyber security and cyber defence is increasingly indistinct. The techniques 
employed by cyber criminals are similar irrespective of the motivation behind the attacks, be it greed 
or a desire to destabilise a country, an economy, or democratic processes such as elections. 

The recent developments in the Ukrainian conflict clearly demonstrate the increasingly blurred 
lines between physical and cyber warfare. As Russia launched its ground offensive into Ukrainian 
soil, so did malware.  

The fog of cyberwar descended onto Ukraine reflecting the cyber operations employed in the 
invasion of Crimea when suspected Russian hackers knocked-out electric power for more than 
200,000 citizens in Western Ukraine before targeting government agencies and the banking system.  

In the th, European leaders committed to ensuring 
preparedness for fast-emerging challenges such as hybrid warfare by strengthening 

collective cyber-  

Addressing this challenge requires the coordination and cooperation of a broad number of 
national stakeholders, including institutions conducting research, cybersecurity operations units 
from both public and private sectors, policymakers, and academia.  

global cybersecurity community 
has realised the importance of communication and cooperation in examining and tracking 
cybercriminals, with ransomware in particular becoming a strategic consideration among global 
leaders. 

The EU has developed a wide network of units, teams, agencies and advisory bodies to address 
challenges in the cybersecurity realm. However, a better coordinated response is still lacking, as 
each body usually addresses this issue in an isolated manner. In light of developing kinds of threats, 
Member States should no longer respond in isolation based on silo reflexes. A common European 
approach is necessary to integrate all the dimensions of cyber in order to protect, detect, defend 
and dissuade malicious threats and attacks. 

 

Some of the critical components of a common European approach to cybersecurity include: 
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 Continuous threat monitoring, identification, vulnerability analysis, and technology gap 
assessments to constantly assess threat posture, determine 
emergency measures, and guide the prioritization and selection of cybersecurity research. 

 Establish situational awareness competencies to provide advanced National Cyber Security 
Operations Centre (NCSOC) with future-proof capabilities, and a European network of Security 
Operation Centres (SOCs) to coordinate the efforts to detect cyber threats and attacks. 

 Devise a process for sharing data related to cyber-attacks and vulnerabilities with stakeholders 
in key sectors, and formulate the requirements for building the human capital needed for 
successful and sustainable implementation from training to awareness. 

 Draw up a European cyber capability plan to combine all efforts in the field of research and 
quantum technology aimed at increasing collective capabilities in detecting, preventing, 
attributing and deterring cyber threats and attacks. 

 Strengthen the European cyber diplomacy making full use of the Joint Cyber Unit and 
building on the momentum of the first sanction regime against individuals and organisations 
carrying out attacks against European citizens and entities. 

  
With this high-level roundtable, STOA would like to bring together the best-placed actors to 
facilitate a fruitful exchange between relevant stakeholders. In its New EU Cybersecurity Strategy 
and new rules to make physical and digital critical entities more resilient, the European Commission 
proposed to strengthen supply chain cybersecurity for key information and communication 
technologies.  

This event could discuss the most recent European proposals to tackle cybersecurity challenges 
such as the revision of the NIS Directive, the Critical Entities Resilience Directive, the Proposal for a 
Joint Cyber Unit and the expected Cybersecurity Resilience Act. The outcomes would add to the 
series of recent STOA studies on cybersecurity (Cybersecurity in the EU Common Security and 
Defence Policy (CSDP), Achieving a sovereign and trustworthy ICT industry in the EU , Strategic 
communications as a key factor in countering hybrid threats). 

https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2391
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2391
http://www.europarl.europa.eu/RegData/etudes/STUD/2017/603175/EPRS_STU(2017)603175_EN.pdf
http://www.europarl.europa.eu/RegData/etudes/STUD/2017/603175/EPRS_STU(2017)603175_EN.pdf
http://www.europarl.europa.eu/thinktank/en/document.html?reference=EPRS_STU%282017%29614531
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/656323/EPRS_STU(2021)656323_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2021/656323/EPRS_STU(2021)656323_EN.pdf
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3.  

 

 

 

 

 

 

 

 

 

 

 

Eva Kaili is a Member of the European Parliament (MEP), part of the Hellenic S&D Delegation since 
2014. In January 2022, she was elected as Vice-President of the European Parliament for the second 

Informatics & Telecommunications, European Strategy and Policy Analysis System, the Panel for the 
Future of Science and Technology (STOA), Corporate Social Responsibility, and replacing the 
President for business associations, Middle East, and multilateral bodies, including the UN and the 
WTO. 
 
Eva is the first woman to chair the STOA Panel and the Centre for Artificial Intelligence (C4AI). She is 
a Member of the Committees on Industry, Research and Energy, Economic and Monetary Affairs, 
Budgets, the Special Committee on Artificial Intelligence in a Digital Age, and the recently created 
Committee of Inquiry into the use of the Pegasus Spyware. 
 
Eva has worked intensively on promoting innovation as a driving force of the European Digital 
Single Market. She has been the draftsperson of legislation in the fields of blockchain technology, 
online platforms, big data, fintech, AI, cybersecurity, as well as EFSI2, the InvestEU programme, and 
FuelEU Maritime. 
 
She is also a member of the delegation to the ACP-EU Joint Parliamentary Assembly (DACP), the 
delegation for relations with the Arab Peninsula (DARP), and the delegation for relations with the 
NATO Parliamentary Assembly (DNAT). 
 
Prior to her election as MEP, she was a Member of the Greek Parliament (2007-2012). Before her 
political career, she worked as a journalist and newscaster. 
Architecture and Civil Engineering, and a postgraduate degree in International and European 
Affairs.  
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4.  

4.1. 
 

Despina Spanou is the Head of the Cabinet of the Vice-President 

policies on security, migration and asylum, health, skills, 
education, culture and sports. 

Her work on security consists in coordinating all areas under the 
heading of the EU Security Union, ranging from counter-
terrorism, cybercrime, cybersecurity to hybrid threats. In this 
capacity, Ms Spanou coordinates the implementation of the EU 
Security Union Strategy 2020-2025, the first ever EU Strategy 
encompassing the whole spectrum of security work in the EU.  

Previously, she was Director for Digital Society, Trust and 
Cybersecurity at the Directorate-General for Communications 
Network, Content and Technology (DG CONNECT) of the 
European Commission. In this capacity, Ms Spanou was 

law, digital privacy, connected cities and mobility, digital health, 
eGovernment and electronic identification. She was responsible for the implementation of the EU 
legislation on security of network and information systems (NIS Directive) and for the negotiations 

Spanou has served as a member of the management board of ENISA, the EU agency for 
cybersecurity, and of the Steering Board of the Computer Emergency Response Team for the EU 
Institutions, bodies and agencies (CERT-EU). She is a founding member of the Women4Cyber 
initiative and advocate for the need for more cybersecurity experts in Europe. 

Despina Spanou has also been Director for Consumer Affairs at the Directorate-General for Justice 
and Consumers (2013-2017) in charge of consumer policy, consumer and marketing law, redress 
and enforcement, and product safety. Prior to this position, she was Principal Adviser in the 
Directorate-General for Health and Consumers. She was the Deputy Head of Cabinet of the 
European Commissioner for Health and Consumers Mr Kyprianou (2004-2008) and of the 
Commissioner for Health Ms Vassiliou (2008-2010). Despina Spanou started her career at the 
European Commission at the Directorate General for Competition (in 2003). She had previously 
practiced European law with the Brussels branch of a US law firm.  

Despina Spanou is a member of the Athens Bar Association and holds a Ph.D. in European law from 
the University of Cambridge. She is of Greek and Cypriot origin. 
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4.2. 
 

Mr. Juhan Lepassaar is the Executive Director of the EU Agency 
for Cybersecurity. 

Mr Juhan Lepassaar took up his functions as the Executive 
Director of ENISA on 16 October 2019. He has more than 15 years 
of experience in working with and within the European Union. 
Prior to joining ENISA, he worked for six years in the European 
Commission, including as Head of Cabinet of Vice-President 
Andrus Ansip responsible for the Digital Single Market. In this 
capacity, he also led and coordinated the preparations and 
negotiations of the Cybersecurity Act. 

Mr Lepassaar started his career in the EU affairs with the Estonian 
Government Office, leading for five years the national EU 
coordination system as the Director for EU affairs and EU adviser of the Prime Minister. 

 

 

4.3. 
 

Joanneke Balfoort is the Director Security and Defence policy at the 
European External Action Service. Joanneke has been with the 

rs for more than 25 years. She 
graduated from the University of Amsterdam with a law degree, 
specializing in international law, and a degree in political science. 
During her career at the Netherlands Ministry of Foreign Affairs, she 
has worked as a project officer for human rights and humanitarian 
projects, responsible for political affairs at the Netherlands embassy in 
Moscow, first secretary within the Netherlands NATO delegation in 
Brussels, coordinator EU affairs within the Ministry and head of the 
economic section at the embassy in London. In September 2013, she 
arrived at the embassy in Washington, D.C. as the deputy head of 
mission. From 2017 till mid 2020 she was the Dutch Ambassador to the 
Political and Security Committee of the European Union in Brussels. 
Since June 2020 she is the Director Security and Defence policy at the European External Action 
Service. 
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4.4.  

Luukas Ilves 
Undersecretary for Digital Development at the Ministry of Economic 
Affairs and Communications. 
Most recently, Luukas was head of strategy at Guardtime, a leading 
blockchain company. He previously served in various positions for 
the Government of Estonia and the European Commission before 
joining the Lisbon Council, a Brussels-based think tank. Luukas is a 
graduate of Stanford University. 

 
 
 
 
 
 

 
 
 
 

4.5. 
 

Chelsey Slack is Deputy Head of the Cyber and Hybrid Policy 
Section with the International Staff at NATO Headquarters in 
Brussels. In this role, she provides advice and supports the 
development and 
particularly in the field of cyber defence. She is actively 

international organisations in this area. Previously, she worked 
at the Canadian Foreign Ministry as part of a Stabilisation and 
Reconstruction Task Force specialising in conflict prevention. 

International Relations from the University of Cambridge. She 
studied as a Hansard Scholar at the London School of 
Economics, at the Institut d'Études Politiques de Lyon in 
France, and at the University of Ottawa in Canada. 
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4.6. 
 

policy work across the European continent. He leads a team of 
government affairs professionals tasked with strengthening 
relations with European Union institutions, NATO, European 
governments, and other key stakeholders ensuring Microsoft 
is a constructive partner in supporting policy makers to 
achieve their goals.  
 
Outside of his work for Microsoft, Casper is a member of the 
European Council on Foreign Relations (ECFR) and serves on 
the Executive Board of Digital Europe, and on the Advisory 
Boards of Bluetown and Think Tank Europe. A 2009 Marshall Memorial Fellow, Casper was a career 

 Ambassador to the global 
 most influential people in digital 

government. 
 
 
 
 

4.7.  

Anouck Teiller joined ANSSI (Agence nationale de la sécurité des 
systèmes d'information) as chief of staff in November 2018. A 
graduate of Sciences Po Paris where she studied international 
relations and focused on new technologies, she previously worked 
on digital issues within the French administration and in the private 
sector. 
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4.8. 
 

Salvino is Executive Director (i.e. head of cabinet) of the VP 
Research, Development & Innovation (RDI) Office in Qatar 
Foundation (QF). He oversees the VP Office team, facilitating all 
workstreams pertaining to the seven QFRDI centers or related to 
the effective delivery and implementation of initiatives. QFRDI 
covers a broad spectrum, from applied research in a variety of 
disciplines, up to grants and investment funds to scale-up private 
sector companies and special projects within the private sector. 
 
Salvino also is 

 Member of the International Advisory Board of the 

and Technology (STOA), 
 Board member of Qatar Science & Technology Park, 
 Member of the Strategic Board of Atlantic Financial's EduCare investment fund, 
 Member of the Strategic Advisory Board of the Contamination Lab, State University of 

Molise. 
 
All the professional positions that Salvino has held over the last three decades directly involved 
management of innovation aiming at creating economic value . Examples are: establishing the 
national Research, Development and Innovation Council in Qatar, creating funding programs 
aiming at developing innovation-
technology consulting projects, and leading the Accenture Innovation Centre in Brussels. 
 
Salvino taught in several universities in Belgium, Canada and Qatar. Over the years, he launched and 
managed his own tech start-up companies. He published professional articles and books, and a 
novel that won a first European prize. 
 
In August 2007, Salvino was designated a Commander by the Italian President. 
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5.  

5.1.  

The Panel for the Future of Science and Technology (STOA) forms an integral part of the structure of 
the European Parliament. Launched in 1987, STOA is tasked with identifying and independently 
assessing the impact of new and emerging science and technologies. 

The goal of its work is to assist, with independent information, the Members of the European 
Parliament (MEPs) in developing options for long-term, strategic policy-making. 

The STOA Panel 

The STOA Panel consists of 27 MEPs nominated from eleven permanent parliamentary committees: 
AGRI (Agriculture & Rural Development), CULT (Culture & Education), EMPL (Employment & Social 
Affairs), ENVI (Environment, Public Health & Food Safety), IMCO (Internal Market & Consumer 
Protection), INTA (International Trade ), ITRE (Industry, Research & Energy), JURI (Legal Affairs), LIBE 
(Civil Liberties, Justice and Home Affairs), REGI (Regional Development) and TRAN (Transport & 
Tourism). 

Eva KAILI is the European Parliament Vice-President responsible for STOA for the second half of the 
9th parliamentary term. The STOA Chair for the second half of the 9th parliamentary term is Christian 
EHLER with Ivo HRISTOV and Ivars IJABS elected as 1st and 2nd Vice-Chairs respectively. 

The STOA approach 

STOA fulfils its mission primarily by carrying out science-based projects. Whilst undertaking these 
projects, STOA assesses the widest possible range of options to support evidence-based policy 
decisions. A typical project investigates the impacts of both existing and emerging technology 
options and presents these in the form of studies and options briefs. These are publicly available for 
download via the STOA website: www.europarl.europa.eu/stoa/. 

Some of STOA's projects explore the long-term impacts of future techno-scientific trends, with the 
aim to support MEPs in anticipating the consequences of developments in science. Alongside its 
production of 'hard information', STOA communicates its findings to the European Parliament by 
organising public events throughout the year. STOA also runs the MEP-Scientist Pairing Scheme 
aimed at promoting mutual understanding and facilitating the establishment of lasting links 
between the scientific and policy-making communities. 

Focus areas 

STOA activities and products are varied and are designed to cover as wide a range of scientific and 
technological topics as possible, such as artificial intelligence, blockchain, 5G, genetic engineering, 
antibiotics resistance, internet addiction, face recognition, pollution, sustainable agriculture, COVID-
19 and health in general. 

These activities are clustered within three main thematic areas: Artificial intelligence & other 
disruptive technologies, The new Green Deal, and Quality of life. In addition, 
four cross-cutting policy areas: Science, technology and innovation; Societal and ethical challenges; 
Economic challenges; and Legal challenges. 

  

http://www.europarl.europa.eu/stoa/
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ESMH  

The European Science-Media Hub (ESMH), operating under the political responsibility of the STOA 
Panel, is a platform to promote networking, training and knowledge sharing between the European 
Parliament, the scientific community and the media. The ESMH creates a network among policy-
makers, scientists and media involving science, academia, educational and research entities, and 
professional associations of journalists and scientists. 

For journalists and media representatives, the ESMH organises training sessions and workshops on 
current technological developments, both as subjects of their reporting and as means of facilitating 
their work. Via media monitoring and media intelligence tools, the ESMH follows the most popular 
topics in the field of science and technology on different platforms including journals, newspapers 
and social media. 

The ESMH makes information available to journalists, other media and citizens about new scientific 
developments, as well as about scientific topics that attract media attention, and promotes 
information based on evidence. 

Centre for AI (C4AI) 
 
To intensify its activities in the field of artificial intelligence (AI), STOA has launched its Centre for AI 
(C4AI). C4AI was established by decision of the STOA Panel on 19 December 2019, and was 
announced at the high-level STOA workshop 'The Future of Artificial Intelligence for Europe', which 
took place on 29 January 2020 at the European Parliament in Brussels. 

Within the context of STOA and based on decisions of the STOA Panel, C4AI produces studies, 
organises public events and acts as a platform for dialogue and information exchange on AI-relevant 
topics within the Parliament and beyond. In particular, it provides expertise on the possibilities and 
limitations of AI and its implications from an ethical, legal, economic and societal perspective. 
Through these activities, C4AI aims to contribute to the quality and coherence of discussion and 
policy-making as the EU seeks to coordinate its efforts and influence global AI standard-setting. 

 
  

https://sciencemediahub.eu/about-us/
https://www.europarl.europa.eu/stoa/en/centre-for-AI
https://www.europarl.europa.eu/stoa/en/centre-for-AI
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5.2.  

 Panel Member Committee  Panel Member Committee 

 

 

Eva KAILI  

(S&D, EL) 

EP Vice-President 

STOA Bureau 

member 

 

 

 

Rosa D’AMATO 

(Greens/EFA, IT) 

 

REGI 

 

 

Christian EHLER 

(EPP, DE) 

STOA Chair 

STOA Bureau 

member 

 

ITRE 

 

 

Jakop DALUNDE 

(Greens/EFA, SV) 

 

TRAN 

 

 

Ivo HRISTOV  

(S&D, BG) 

1st STOA Vice-

Chair - STOA 

Bureau member 

 

ITRE 

 

 

Pietro FIOCCHI 

(ECR, IT) 

 

ENVI 

 

 

Ivars IJABS  

(Renew Europe, LV) 

2nd STOA Vice-

Chair - STOA 

Bureau member 

 

ITRE 

 

 

Emmanouil 

FRAGKOS (ECR, 

EL) 

 

AGRI 

 

 

Atidzhe ALIEVA-

VELI 

(Renew Europe, BG) 

 

EMPL 

 

 

 

Lina GALVEZ 

MUÑOZ (S&D, ES) 

 

EMPL 

 

 

 

Adam BIELAN 

(ECR, PL) 

 

IMCO 

 

 

 

Maria GRAPINI 

(S&D, RO) 

 

TRAN 

 

 

David CORMAND 

(Greens/EFA, FR) 

 

IMCO 

 

 

Martin HLAVÁCEK 

(Renew Europe, CZ) 

 

AGRI 
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 Panel Member Committee  Panel Member Committee 

 

 

Marina 

KALJURAND (S&D, 

ET) 

 

LIBE 

 

 

Susana SOLÍS PÉREZ  

(Renew Europe, ES) 

 

 

ENVI 

 

 

 

Radan KANEV (EPP, 

BG) 

 

EMPL 

 

 

Barbara THALER 

(EPP, AT) 

 

TRAN 

 

 

Maria Manuel 

LEITÃO MARQUES 

(S&D, PT) 

 

 

IMCO 

 

 

Patrizia TOIA  

(S&D, IT) 

 

ITRE 

 

 

Victor NEGRESCU 

(S&D, RO) 

 

CULT 

 

 

Marion WALSMANN 

(EPP, DE) 

 

JURI 

 

 

Michèle RIVASI 

(Greens/EFA, FR) 

 

ENVI 

 

 

Pernille WEISS (EPP, 

DA) 

 

ITRE 

 

 

Bronis ROPĖ 

(Greens/EFA, LT) 

 

AGRI 

 
 

 

 

 

Juan Ignacio ZOIDO 

ALVAREZ 

 

INTA 

 

 

Jordi SOLÉ 

(Greens/EFA, ES) 

 

ITRE 

 

AGRI: Agriculture and Rural Development 

CULT:    Culture and Education 

EMPL: Employment and Social Affairs 

ENVI: Environment, Public Health and Food Safety 

IMCO: Internal Market and Consumer Protection 

INTA:      International Trade 

ITRE: Industry, Research and Energy 

JURI:  Legal Affairs 

LIBE:  Civil Liberties, Justice and Home Affairs 

REGI:      Regional Development  

TRAN:    Transport and Tourism 
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5.3.  

Directorate-General for Parliamentary Research Services (DG EPRS) 

European Parliament 

Rue Wiertz 60 

B-1047 Brussels 

E-mail: stoa@europarl.europa.eu 

 

Director-General 

Anthony TEASDALE 
 

Director 

Wolfgang HILLER 
 

Head of Unit - Scientific Foresight Unit (STOA) 

Theodoros KARAPIPERIS 
 

STOA Secretariat 

Zsolt G. PATAKI, Head of Service 

Luisa ANTUNES 

Vasco GUEDES FERREIRA 

Antonio VALE 
 

Scientific Foresight Service 

Philip BOUCHER 

Andrés GARCÍA HIGUERA 

 
 

European Science-Media Hub (ESMH) 

Svetla TANOVA, Coordinator 

Vitalba CRIVELLO 

Eszter FÁY 

Carolien Martina NIJENHUIS 

Emilia BANDEIRA MORAIS 
 

Assistants 

Rachel MANIRAMBONA 

Marie-Noëlle MPOLESHA MISENGA 

Michal HUBAR 
 

Trainee 

Tobias HOFFMANN 

mailto:stoa@europarl.europa.eu
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