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ETHICS AND LAW

• ‘The law is not enough’
• Research must be legal and ethical
 1982/2006/EC, art. 16 (1§), “all research activities must be

in compliance with fundamental ethical principles.”

 Law can provide quick solution and resolution of conflicts
 However, over-reliance on law also undermines space for

ethics and reflection on content and meaning of norms
 Therefore need to create adequate space for ethics

 Not only about regulatory compliance
–Current preoccupation is on risks, harm, protection
–there is more to ethics
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In Law a man is guilty when he
violates the rights of others.

In Ethics he is guilty if he only
thinks of doing so.

 Immanuel Kant





 Roboethics is the subject of two main computer ethics fields:

1) Engineering Ethics, which, in the first place puts responsibility on
the engineers involved, hoping that they will retain full control over
the artifacts, no matter how complex or autonomous.
Engineering ethics mainly focuses on the moral decisions and
responsibilities of designers, and remains too external to the moral
significance of technologies themselves.

2) Machine Ethics, which argues that ethics should be designed into
intelligent artifacts that are required to behave autonomously
according to ethical standards.

Ethics in robotics



 Roboethics is not the ethics of robots nor any artificial ethics,
but it is the human ethics of the robots’ designers,
manufacturers, and users.

 Roboethics involves:
1) the ethics of people who design, create and use robots,
2) the ethical system embedded into robots, and
3) the ethics of how people treat robots.

 Both short-term and long-term ethical issues should be
continuously under examination, and the robot use should be
compatible with the universal human rights.

Ethics in robotics



The Ethics Appraisal procedure concerns all
activities funded in Horizon 2020.

The aim is to ensure that the provisions on ethics in
H2020 regulation and in the Rules for Participation
are respected.

It is also complementary with the article 34 of the
Grant Agreement on "Ethics".

Ethics Appraisal



H2020 regulation: Article 19 "Ethical principles"
1. All the research and innovation activities carried out under
Horizon 2020 shall comply with ethical principles and relevant national,
Union and international legislation, including the Charter of
Fundamental Rights of the European Union and the European
Convention on Human Rights and its Supplementary Protocols.

Particular attention shall be paid to the principle of proportionality, the
right to privacy, the right to the protection of personal data, the right to
the physical and mental integrity of a person, the right to non-
discrimination and the need to ensure high levels of human health
protection.

2. Research and innovation activities carried out under Horizon
2020 shall have an exclusive focus on civil applications.



ETHICS APPRAISAL STEPS

1. Ethics Self-Assessment

2. The Ethics Review (before the finalisation of GA)

i) An Ethics Screening;
ii) An Ethics Assessment.

3. The Ethics Check and Audit (for selected projects,
after the signature of the GA)





 Ethical dimensions

-related to the technology itself negotiated in the research
settings,

–in the research context as in the approaches and choices of
methods implemented in user involvement, and finally

–policy level as in process of ethics assessment in framework
programmes (H2020)

EU appraisal scheme: where do Robots
fit it?



3 types of robots (all of which are closely related):

(i) Robots that carry out a task or provide a service that may pose an
ethical problem due to the type of service or relationship with
humans (i.e. industrial robots, sex robots, caregivers or assistance
robots);

(ii) Robots that provide a service that poses an ethical problem either
because they may cause harm to third parties, to the individual or to
society(i.e. Military drones, prosthesis robots or robots that stimulate
the brain, nanorobots).;

(iii) Robots that have moral agency aspectsfor which it may not be clear
who is responsible for their actions and their moral status (i.e. robots
that learn, reason in a relatively independent manner, are self-
powered and are able to externalise feelings (Learning, reasoning,
sentimental robots).

Typology of robots



1. Humans make any necessary ethical determinations for the robots
by remote control (telerobotics)

2. Humans design and program robots to follow specified rules
(operational morality, implicit ethical agency)

3. Humans design and program robots with varying degrees of ethical
autonomy (functional morality, explicit ethical agency)

4. Humans design and program robots with full ethical autonomy to
enable the robots to act as autonomous ethical agents making
their own ethical decisions (functional morality, full ethical agency).

Major stages along the ethical
autonomy continuum



 Focus on 3 main issues:

-autonomy,

-responsibility,

-moral status (sensibility for values)

Robots and ethics review at the EU
level



 The increasing variety of robots includes machines that can have such
negative effects as bodily injury, invasion of privacy or reduced
human contact;

 Challenges of moral agency/Degree of ethical autonomy that robots
should be permitted to exercise (for example, autonomous robot
soldiers).

 Safety issues: a tiny software flaw in machinery, such as a car or a
robot, could lead to fatal results

Ethical problems



 Humans (robotics must be tested with users)
Recruitment/inclusion/exclusion criteria, informed consent, participation of

vulnerable persons, persons who cannot consent, children, patients, invasive
physical procedures, incidental findings

 Data protection
Personal data, sensitive data, tracking / observation, secondary use of data

(Domestic robots too can be easily equipped with surveillance devices—as home
security robots already are—that may be monitored or accessed by third parties.)

–participant safety, informed consent, data protection, „invasive“ techniques in use
(even though not under the skin)

 Other ethics issues
Whether „flagged“ depends on individual reviewers‘ familiarity with  the

development of robots, methods used, user involvement practices etc

Examples



 If we could program a code of ethics to regulate robotic behavior, which
ethical theory should we use?

 Should robots merely be considered tools, such as guns and computers, and
regulated accordingly? At what point should we consider a robot to be a
“person”, thus affording it some rights and responsibilities?

 Is it ethically permissible to abrogate responsibility for our elderly and
children to machines that seem to be a poor substitute for human
companionship (but perhaps better than no—or abusive—companionship)?

 Will robotic companionship (that could replace human or animal
companionship) for other purposes be morally problematic?

Major questions



 Role of the precautionary principle as a carrier of moral
obligation to anticipate the ethical consequences of reasonably
foreseeable paths of development.

 The macro-level safety assurance must take into account
everything from technical issues, issues of management and
anticipating use and effects, to larger issues on the level of
societal impact.

 The crucial ethical concerns for engineers are risk identification
and assessment and the assurance of sufficient safety levels

Major questions



 How far can we go in embodying ethics in a robot?

 How contradictory is, on one side, the need to
implement in robots an ethics, and, on the other, the
development of robot autonomy?

• Is it right to talk about the consciousness, emotions,
and personality of robots?

Food for thought



 Are robots moral agents? Could they be in the future?

 Shall robots that cause harm be attributed with moral
responsibility?

 These questions require thoughtful and on-going responses by
engineers and designers of the robots.

 The engineer is no longer entirely free of responsibility regarding
the ethical consequences of his/her creation. This seems at odds
with the way research is currently done in robotics.

Questions



Three kinds of approaches are considered:

• Top-down : these approaches take a particular ethical theory and create
algorithms for the robot, allowing it to follow the aforesaid theory. This
is convenient to implement, e.g. a deontological morality into a robot.

• Bottom-up : the goal is to create an environment wherein the robot can
explore different courses of action, with rewards to make it lean
towards morally satisfying actions. Those approaches focus on the
autonomous robot learning its own ethical reasoning abilities.

• Hybrid : these approaches look for a merge between top-down and
bottom-up frameworks, combining their advantages without their
downsides.

Implementing ethical reasoning



Humans, not robots, are responsible agents. Robots are tools designed
to achieve human goals.

Robots should be designed in ways that assure their safety and security.

Robots are artefacts; they should not be designed to exploit vulnerable
users by evoking an emotional response or dependency.

The emotional needs of humans are always to be respected.

Some common ethical
recommendations



The human’s right to privacy shall always be respected
to the greatest extent consistent with reasonable
design objectives.

Human frailty is always to be respected, both physical
and psychological.

Maximal, reasonable transparency in the programming
of robotic systems is required.

Predictability in robotic behaviour is desirable

Some common ethical
recommendations



Trustworthy system design principles are required across all
aspects of a robot’s  operation, for both hardware and software
design, and for any data processing on or off the platform.

Real-time status indicators should be provided to users to the
greatest extent consistent with reasonable design objectives.

Obvious opt-out mechanisms (kill switches) are required to the
greatest extent consistent with reasonable design objectives.

A robot’s decision paths must be re-constructible for the purposes
of litigation and  dispute resolution.

Some common ethical
recommendations



Challenges

• Based on medical ethics
 Does not question the principle of intervention
 Concentrates on process (informed consent), ignores product
 Compliance-oriented

• Expressed in check-list
• Concentration on selected substantive issues (e.g. privacy,

animals, implants, dual use, developing countries)
• Assumes clear answers
• Ignores context
• Expert-oriented and anticipatory approach
• Legalises ethics
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Needs integration and internalization
–Should not be externalized or outsourced

Ethical frameworks in robotics should be
-context-specific, sensitive, making sufficient and appropriate use of

empirical research;
–should involve those who use the frameworks and who are affected by

them;
-should go beyond merely identifying issues towards analysing them (or

providing provision to do so);
-should promote reflection on the meaning, aims and implications of the

project;

Some suggestions



“Every giant leap for mankind
resulting from a technological
advance requires a commensurate
step in the opposite direction - a
counterweight to ground us in
humanity.”

― Alex Morritt, Impromptu Scribe



Many thanks for your attention!

Want responsible robots?
Start with responsible

humans”


