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(The type of procedure depends on the legal basis proposed by the 
Commission.)

Amendments to a legislative text

In amendments by Parliament, amended text is highlighted in bold italics. 
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in a given language version). These suggested corrections are subject to the 
agreement of the departments concerned.
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DRAFT EUROPEAN PARLIAMENT LEGISLATIVE RESOLUTION

on the proposal for a directive of the European Parliament and of the Council on the 
retention of data processed in connection with the provision of public electronic 
communication services and amending Directive 2002/58/EC
(COM(2005)0438 – C6-0293/2005 – 2005/0182(COD))

(Codecision procedure: first reading)

The European Parliament,

– having regard to the Commission proposal to the European Parliament and the Council 
(COM(2005)0438)1 

– having regard to Article 251(2) and Article 95 of the EC Treaty, pursuant to which the 
Commission submitted the proposal to Parliament (C6-0293/2005),

– having regard to Rule 51 of its Rules of Procedure,

– having regard to the report of the Committee on Civil Liberties, Justice and Home Affairs 
and the opinions of the Committee on Industry, Research and Energy  and the Committee on 
the Internal Market and Consumer Protection (A6-0365/2005)

1. Approves the Commission proposal as amended;

2. Calls on the Commission, prior to the entry into force of this Directive, to commission an 
impact assessment study from an independent body representing all stakeholders, covering 
all internal market and consumer protection issues;

3. Calls on the Commission to refer the matter to Parliament again if it intends to amend the 
proposal substantially or replace it with another text;

4. Instructs its President to forward its position to the Council and Commission.

Text proposed by the Commission Amendments by Parliament

 Amendment 1
 RECITAL 3

(3) Articles 5, 6 and 9 of Directive 
2002/58/EC define the rules applicable to 
the processing by network and service 
providers of traffic and location data 
generated by using electronic 
communications services. Such data must be 

(3) Articles 6 and 9 of Directive 2002/58/EC 
define the rules applicable to the processing 
by network and service providers of traffic 
and location data generated by using 
electronic communications services. In 
principle such data should be erased or 

1 OJ C ...., ..., p. ......
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erased or made anonymous when no longer 
needed for the purpose of the transmission 
of a communication, except for the data 
necessary for billing or interconnection 
payments; subject to consent, certain data 
may also be processed for marketing 
purposes and the provision of value added 
services.

made anonymous when no longer needed for 
the purpose of the transmission of a 
communication. For the purposes of 
subscriber billing and interconnection 
payments data may be processed, but only 
up to end of the period during which the 
bill may lawfully be challenged or payment 
may be pursued; 

Amendment 2
RECITAL 4 

(4) Article 15(1) of Directive 2002/58/EC 
sets out the conditions under which Member 
States may restrict the scope of the rights 
and obligations provided for in Article 5, 
Article 6, Article 8(1)(2)(3) and (4), and 
Article 9 of the Directive; any such 
derogations need to be necessary, 
appropriate and proportionate within a 
democratic society for specific public order 
purposes, i.e. to safeguard national security 
(i.e. State security) defence, public security 
or the prevention, investigation, detection 
and prosecution of criminal offences or of 
unauthorised use of the electronic 
communications systems.

(4) Article 15(1) of Directive 2002/58/EC 
sets out the conditions under which Member 
States may restrict the scope of the rights 
and obligations provided for in Article 5, 
Article 6, Article 8(1)(2)(3) and (4), and 
Article 9 of the Directive; any such 
derogations need to be necessary, 
appropriate and proportionate within a 
democratic society for specific public order 
purposes, i.e. to safeguard national security 
(i.e. State security) defence, public security 
or the investigation, detection and 
prosecution of serious criminal offences.

(The first part of the amendment to delete 
'prevention' applies throughout the text. 
Adopting it will necessitate corresponding 
changes throughout).

Amendment 3
RECITAL 4 A (new) 

(4a) Article 7 of the Charter of 
Fundamental Rights explicitly recognises 
the right to respect for private life and 
Article 8 thereof the right to protection of 
personal data.
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Amendment 4
RECITAL 6 

(6) The legal and technical differences 
between national provisions concerning the 
retention of data for the purpose of 
prevention, investigation, detection and 
prosecution of criminal offences present 
obstacles to the internal market for 
electronic communications; service 
providers are faced with different 
requirements regarding the types of traffic 
data to be retained as well as the conditions 
and the periods of retention.

(6) The provisions so far adopted present 
legal and technical differences and the 
requirements regarding the types of traffic 
data to be retained as well as the conditions 
and the periods of retention also differ.

Amendment 5
RECITAL 6 A (new) 

(6a) The harmonisation of the internal 
market in the field of data retention 
highlights the need for a better and more 
equal access to justice and appeal for 
citizens, throughout the EU. Every citizen 
should have the same right to legal 
protection and compensation against 
misuse of information regardless if it 
originates from an authority or a provider. 

Amendment 6
RECITAL 7 

(7) The Conclusions of the Justice and 
Home Affairs Council of 20 September 
2001 call for ensuring that law 
enforcement authorities are able to 
investigate criminal acts which involve the 
use of electronic communications and to 
take legal measures against perpetrators 
of these crimes, while striking a balance 
between the protection of personal data 
and the needs of law enforcement 
authorities to gain access to data for 
criminal investigation purposes.

deleted

Amendment 7
RECITAL 8
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(8) The Conclusions of the Justice and 
Home Affairs Council of 19 December 2002 
underline that, because of the significant 
growth of the possibilities of electronic 
communications, data relating to the use of 
electronic communications is particularly 
important and therefore a valuable tool in 
the prevention, investigation, detection and 
prosecution of crime and criminal offences, 
in particular against organised crime.

(8) The Conclusions of the Justice and 
Home Affairs Council of 19 December 2002 
underline that, because of the significant 
growth of the possibilities of electronic 
communications, data relating to the use of 
electronic communications may be a 
valuable tool in the prevention, 
investigation, detection and prosecution of 
crime and criminal offences, in particular 
against organised crime.

Amendment 8
RECITAL 10

(10) The declaration adopted by the special 
informal Council of 13 July 2005 reinforces 
the need to adopt measures related to the 
retention of electronic communications 
traffic data as soon as possible.

(10) The declaration adopted by the special 
informal Council of 13 July 2005 reinforces 
the need to adopt common measures related 
to the retention of electronic 
communications traffic data as soon as 
possible.

Amendment 9
RECITAL 10 A (new)

(10a) The Working Party on the protection 
of individuals with regard to processing of 
personal data established according to 
Article 29 of Directive 95/46/EC shall carry 
out the tasks laid down in Article 30 of the 
abovementioned Directive also with regard 
to the protection of fundamental rights and 
freedoms and of legitimate interests in the 
sector which is subject to this Directive.

Amendment 10
RECITAL 11 

(11) Given the importance of traffic data 
for the prevention, investigation, 
detection, and prosecution of serious 
criminal offences, such as terrorism and 
organised crime, as demonstrated by 
research and the practical experience of 
several Member States, there is a need to 
ensure that data which are processed by 

(11) The practical experience of some 
Member States has demonstrated that 
traffic data can be important for the 
investigation, detection and prosecution of 
serious criminal offences, such as 
terrorism and organised crime. 
Consequently, there is a need to ensure 
that data which are processed by public 
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electronic communication providers when 
offering public electronic communication 
services or public communication networks 
are retained for a certain period of time.

electronic communication providers when 
offering public electronic communication 
services or public communication networks 
are retained for a harmonised period of 
time.

Amendment 11
RECITAL 11 A (new)

(11a)  The drawing up of any lists of 
types of data to be retained should reflect 
a balance between the benefit to the 
investigation, detection and prosecution of 
serious criminal offences against the 
degree of invasion of privacy which will 
result.

Amendment 12
RECITAL 14 

(14) Technologies relating to electronic 
communications are changing rapidly and 
the legitimate requirements of the competent 
authorities may evolve; to advise on these 
matters the Commission envisages to create 
a platform composed of representatives of 
the law enforcement authorities, associations 
of the electronic communications industry 
and data protection authorities.

(14) Technologies relating to electronic 
communications are changing rapidly and 
the legitimate requirements of the competent 
authorities may evolve; to advise on these 
matters the Commission envisages a 
periodic review of the strict necessity of 
such provisions and the evaluation of the 
types of data that are needed. A platform 
composed of representatives of the 
European Parliament, law enforcement 
authorities, associations of the electronic 
communications industry, consumer 
protection organisations and European and 
national data protection authorities may 
assist the Commission.

Amendment 13
RECITAL 17

(17) The measures necessary for the 
implementation of this Directive should be 
adopted in accordance with Council 
Decision 1999/468/EC of 28 June 1999 
laying down the procedures for the 

deleted
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exercise of implementing powers 
conferred on the Commission1.

Amendment 14
RECITAL 18

(18) The objectives of the action to be taken, 
namely to harmonise the obligations on 
providers to retain certain data and to ensure 
that these data are available for the purpose 
of the prevention, investigation, detection 
and prosecution of serious criminal offences, 
such as terrorism and organised crime, 
cannot be sufficiently achieved by the 
Member States and can, by reason of the 
scale and effects of the action, be better 
achieved at Community level. Therefore the 
Community may adopt measures in 
accordance with the principle of subsidiarity 
as set out in Article 5 of the Treaty. In 
accordance with the principle of 
proportionality, as set out in that Article, this 
Directive does not go beyond what is 
necessary in order to achieve those 
objectives.

(18) The objectives of the action to be taken, 
namely to harmonise the obligations on 
providers to retain certain data and to ensure 
that these data are available for the purpose 
of the investigation, detection and 
prosecution of serious criminal offences, 
such as terrorism and organised crime, 
cannot be sufficiently achieved by the 
Member States and can, by reason of the 
scale and effects of the action, be better 
achieved at Community level. Therefore the 
Community may adopt measures in 
accordance with the principle of subsidiarity 
as set out in Article 5 of the Treaty. In 
accordance with the principle of 
proportionality, as set out in that Article, it is 
unclear whether this Directive does not go 
beyond what is necessary and proportionate 
in order to achieve those objectives, as also 
pointed out by the European Data 
Protection Supervisor. 

Amendment 15
RECITAL 18 A (new)

(18a) Since the security of data retained 
under this Directive is of paramount 
importance for the safeguarding of 
consumers' rights, Member States should 
ensure that the highest standards of data 
storage security are applied, in particular 
the protection of data from alteration and 
unauthorized access, as well as from 
internet and non-internet related threats.

 

Amendment 16
RECITAL 18 B (new)

1 OJ L 184, 17.7.1999, p. 23.
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(18b) The security of data under this 
Directive must be in compliance with the 
data protection provisions of Directive 
2002/58/EC.

Amendment 17
RECITAL 19

(19) This Directive respects the fundamental 
rights and observes the principles 
recognised, in particular, by the Charter of 
Fundamental Rights of the European Union; 
in particular, this Directive together with 
Directive 2002/58/EC, seeks to ensure full 
respect of the fundamental rights to respect 
the private life and communications of 
citizens and the protection of personal data 
(Articles 7 and 8 of the Charter),

(19) This Directive could better respect the 
fundamental rights and the principles 
recognised, in particular, by the Charter of 
Fundamental Rights of the European Union; 
in particular, this Directive together with 
Directive 2002/58/EC, and seek to ensure 
full respect of the fundamental rights to 
respect the private life and communications 
of citizens and the protection of personal 
data (Articles 7 and 8 of the Charter) as well 
as the judgments of the European Court of 
Human Rights1. 

1 See in particular the judgments in the 
cases Amann v. Switzerland (no. 27798/95, 
ECHR 2000-II of 16 February 2000, where 
the storing of information about an 
individual was considered to be an 
interference with private life, even though 
it contained no sensitive data) and Malone 
v. the United Kingdom (no. 8691/79, of 2 
August 1984, where the same applied to the 
practice of 'metering' of telephone calls, 
which involves the use of a device that 
registers automatically the numbers dialled 
on a telephone and the time and duration 
of each call).

Amendment 18
RECITAL 19 A (new)

 (19a) The Member States should ensure 
that the implementation of this Directive 
takes place following consultations with the 
business sector, particularly as regards 
feasibility and cost of retention. In view of 
the fact that retention entails a practical 
and financial effort from businesses, the 
Member States should guarantee full 
compensation for additional costs incurred 
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by businesses as a result of obligations or 
commitments relating to the transposition 
of this Directive. 

Justification

Combating crime and guaranteeing public security are core duties of the modern state: 
accordingly, such measures must be fully funded from the public purse, and not at the expense of 
business, otherwise the attractiveness of Europe as a business location will be diminished. The 
full (investment and operational) costs of all obligations arising out of this Directive must 
therefore be entirely borne by the Member States. The same applies to the compilation of 
statistics, which should primarily be the task of the Member States. 

Amendment 19
ARTICLE 1, PARAGRAPH 1

1. This Directive aims to harmonise the 
provisions of the Member States concerning 
obligations on the providers of publicly 
available electronic communications 
services or of a public communications 
network with respect to the processing and 
retention of certain data, in order to ensure 
that the data is available for the purpose of 
the prevention, investigation, detection and 
prosecution of serious criminal offences, 
such as terrorism and organised crime. 

1. This Directive aims to harmonise the 
provisions of the Member States concerning 
obligations on the providers of publicly 
available electronic communications 
services or of a communications network 
with respect to the processing and retention 
of certain data, and to ensure that the rights 
to the respect for private life and to the 
protection of personal data in the access 
and use of these data are fully respected, in 
order to ensure that the data is available for 
the purpose of the investigation, detection 
and prosecution of serious criminal offences, 
as referred to in Article 2 (2) of Council 
Framework Decision 2002/584/JHA.

Amendment 20
ARTICLE 1, PARAGRAPH 2

2. This Directive shall apply to traffic and 
location data of both private and legal 
persons, as well as the related data 
necessary to identify the subscriber or 
registered user. It shall not apply to the 
content of electronic communications, 
including information consulted using an 
electronic communications network.

2. This Directive shall apply to traffic  and 
location data of both private and legal 
persons, as well as the data necessary to 
identify the subscriber or registered user. It 
shall not apply to the content of electronic 
communications, including information 
consulted using an electronic 
communications network.

(This amendment applies throughout the 
text. Adopting it will necessitate 
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corresponding changes throughout).

Amendment 21
ARTICLE 2, PARAGRAPH 2, POINT (A) AND (A A) (new)

a) ‘data’ means traffic data and location 
data, as well as the related data necessary to 
identify the subscriber or user;

a) ‘data’ means traffic data and location 
data, as well as the data necessary to identify 
the subscriber or user; 

aa) 'competent national authorities' means 
the judicial authorities and national 
authorities responsible for the 
investigation, detection and prosecution of 
serious criminal offences.

Amendment 22
ARTICLE 2, PARAGRAPH 2, POINT (B A) (new)

ba) ‘serious criminal offences’ means the 
offences referred to in Article 2(2) of the 
Council Framework Decision 
2002/584/JHA1.

1 Council Framework Decision of 13 June 
2002 on the European arrest warrant and 
the surrender procedures between Member 
States. 

Amendment 23
ARTICLE 2, PARAGRAPH 2, POINT (B B) (new)

bb) 'unsuccessful call attempt' means a 
communication in which a telephone call 
has been successfully connected but is 
unanswered or there has been a network 
management intervention.

Amendment 24

ARTICLE 3, PARAGRAPH 1

1. By way of derogation to Articles 5, 6 and 
9 of Directive 2002/58/EC, Member States 
shall adopt measures to ensure that data 

1. By way of derogation to Articles, 6 and 9 
of Directive 2002/58/EC, Member States 
shall adopt measures to ensure that, in the 
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which are generated or processed by 
providers of publicly available electronic 
communications services or of a public 
communications network within their 
jurisdiction in the process of supplying 
communication services are retained in 
accordance with the provisions of this 
Directive. 

event of a successfully established  
communication, providers of publicly 
accessible electronic communications 
services or of a public communications 
network providing the service in question 
retain and make available data which are 
generated and processed in the process of 
supplying communication services in 
accordance with the provisions of this 
Directive by that provider who has offered 
the respective used electronic 
communication service.

Or. en

Amendment 25
ARTICLE 3, PARAGRAPH 2

2. Member States shall adopt measures to 
ensure that data retained in accordance with 
this Directive are only provided to the 
competent national authorities, in specific 
cases and in accordance with national 
legislation, for the purpose of the 
prevention, investigation, detection and 
prosecution of serious criminal offences, 
such as terrorism and organised crime. 

2. Member States shall adopt measures to 
ensure that data retained in accordance with 
this Directive are only provided to the 
competent national authorities, following  
the approval of the judicial  authorities and 
of other competent authorities according to 
national legislation,  in specific cases and in 
accordance with the provisions of this 
Directive, for the purpose of the 
investigation, detection and prosecution of 
serious criminal offences, as referred to in 
Article 2(2) of Council Framework 
Decision 2002/584/JHA.)
This Directive shall comply with the 
principles laid down in the Council 
Framework Decision on [data protection].

Amendment 26
ARTICLE 3, PARAGRAPH 2 A (new)

2a. To this end an updated list of the 
designated competent law enforcements 
authorities should be publicly available.
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Amendment 27
ARTICLE 3 A (new)

Article 3a 
Access to retained data

1. Each Member State shall ensure that 
providers of publicly available electronic 
communications services or of a 
communications network shall only grant 
access to data retained under this Directive 
under  the following minimum conditions, 
and shall establish judicial remedies in line 
with the provisions of Chapter III of 
Directive 95/46/EC:
(a) data is accessed only for the specified, 
explicit and legitimate purposes defined by 
this Directive, by competent national 
authorities duly authorised by a judicial 
authority or other competent independent 
national authority, on a case by case basis 
and with respect for professional secrecy in 
accordance with national law;
(b) the data shall not be further processed  
in a way, which is incompatible with those 
purposes; any further processing of 
retained data by competent national 
authorities for other related proceedings 
should be limited on the basis of stringent 
safeguards;
(c) any access to the data by other 
government bodies or private companies is 
forbidden;
d) the process to be followed in order to get 
access to retained data and to preserve 
accessed data is defined by each Member 
State in their national law; providers are 
not allowed to process data retained under 
this Directive for their own purposes; 
(e) the data requested must be necessary 
relevant and proportionate in relation to 
the purposes for which they were accessed. 
Data are processed fairly and lawfully: in 
any case access is restricted to those data 
that are necessary in the context of a 
specific investigation and does not include 
large-scale data-mining in respect of travel 
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and communications patterns of people 
unsuspected by the competent national 
authorities; 
(f) any accessing of retained data is 
recorded in a data processing register that 
enables identification of the requester, the 
data controllers, the personnel authorised 
to access and process the data, the judicial 
authorisation in question, the data 
consulted and the purpose for which they 
have been consulted,
(g) the data shall be in a form which allows 
data subjects to be identified only for as 
long as is necessary for the purpose for 
which the data were collected or processed 
further;
(h) the confidentiality and integrity of the 
data shall be safeguarded, including 
respect for professional secrecy; any 
retrieval of the data shall be recorded and 
make these records available to the 
national data protection authorities; 
(i) data accessed are accurate and, every 
necessary step is taken to ensure that 
personal data which are inaccurate, having 
regard to the purposes for which they were 
collected or for which they are further 
processed, are erased or rectified.
(j) data are erased once those data are no 
longer necessary for the purpose for which 
they are sought;
(k) the competent  national authorities  may 
only forward the data to third countries by 
means of an International Agreement 
concluded on the basis of Article 300, of 
the Treaty and only if the assent of the 
European Parliament has been obtained to 
this agreement (Article 300, paragraph 3, 
subparagraph 2 of the Treaty).

Amendment 28
ARTICLE 3 B (new)

Article 3b 
Data protection and data security
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Each Member State shall ensure that data 
retained under this Directive is subject, as a 
minimum, to the rules implementing Article 
17 of Directive 95/46/EC on the protection 
of individuals with regard to the processing 
of personal data and the free movements of 
such data, to the provisions of Article 4 and 
5 of Directive 2002/58/EC and the 
following data security principles:
(a) the data shall be subject to appropriate 
technical and organisational measures to 
protect the data against accidental or 
unlawful destruction or loss, alteration, 
unauthorised or unlawful disclosure or 
access, and against all other unlawful 
forms of processing;
(b) the data shall be subject to appropriate 
technical and organisational measures to 
ensure that disclosure of, and access to 
data is undertaken only by authorised 
persons whose conduct is subject to 
oversight by a competent judicial or 
administrative authority;
c) providers of publicly available electronic 
communications services or networks as 
well as Member State authorities accessing 
the data shall record all access and  take 
the appropriate security measures to 
prevent unauthorized or other 
inappropriate or unlawful storage, access, 
processing, disclosure, or use, including 
through fully updated technical systems to 
protect the integrity of data and through 
the designation of specially authorized 
personnel who can have exclusive access to 
the data;
d) providers of publicly accessible 
electronic communications services or 
networks create a separate system of 
storage of data for public order purposes, 
the data of this separate system cannot 
under any circumstance be used for 
business purposes or other purposes not 
explicitly authorized under this Directive;
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e) the competent national authorities 
forward the data to third countries by 
means of an International Agreement on 
the basis of Article 300, of the Treaty and 
only if the assent of the European 
Parliament has been obtained to this 
agreement (Article 300, paragraph 3, 
subparagraph 2 of the Treaty);
(f) all data shall be destroyed at the end of 
the period for retention except those data 
which have been accessed and preserve;.

(g) the data protection authority or another 
competent independent authority in each 
member State, as prescribed by national 
law is designated to oversee the lawful 
implementation of this Directive.

Amendment 29
ARTICLE 4, PARAGRAPH 1

Categories of data to be retained Categories and types of data to be retained

Member States shall ensure that the 
following categories of data are retained 
under this Directive:

1. Member States shall ensure that the 
following categories of data are retained 
under this Directive:

(a) data necessary to trace and identify the 
source of a communication;

( a) data necessary to trace and identify the 
source of a communication;

(b) data necessary to trace and identify the 
destination of a communication;

(b) data necessary to trace and identify the 
destination of a communication;

(c) data necessary to identify the date, time 
and duration of a communication;

(c)data necessary to identify the date, time 
and duration of a communication;

(d) data necessary to identify the type of 
communication;

(d) data necessary to identify the type of 
communication

(e)data necessary to identify the 
communication device or what purports 
to be the communication device;

(e) data necessary to identify the 
communication device or what purports 
to be the communication device;

(f) data necessary to identify the location of 
mobile communication equipment.

(f) data necessary to identify the location of 
mobile communication equipment.

The types of data to be retained under the 
abovementioned categories of data are 
specified in the Annex. 

No data revealing the content of the 
communication can be retained.

Amendment 30
ARTICLE 4, PARAGRAPH 1 A (new)
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1a. Types of data to be retained:
1) Concerning Fixed Network Telephony
a) Data necessary to trace and identify the 
source of a communication:

(a) The calling telephone number;
(b) Name and address of the subscriber 
or registered user;

b) Data necessary to trace and identify the 
destination of a communication:

(a) The called telephone number or 
numbers;
(b) Name(s) and address(es) of the 
subscriber(s) or registered user(s);

c) Data necessary to identify the date, time 
and duration of a communication:

(a) The date and time of the start and 
end of the communication.

d) Data necessary to identify the type of 
communication:

(a) The telephone service used, e.g. 
voice, conference call, fax and 
messaging services.

2) Concerning Mobile Telephony:
a) Data necessary to trace and identify the 
source of a communication:

(a) The calling telephone number;
(b) Name and Address of the subscriber 
or registered user;

b) Data necessary to trace and identify the 
destination of a communication:

(a) The called telephone number or 
numbers;
(b) Name(s) and address(es) of the 
subscriber(s) or registered user(s);

c) Data necessary to identify the date, time 
and duration of a communication:

(a) The date and time of the start and 
end of the communication.
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d) Data necessary to identify the type of 
communication:

(a) The telephone service used, e.g. 
voice, conference call, Short Message 
Service, Enhanced Media Service or 
Multi-Media Service

e) Data necessary to identify the 
communication device or what purports to 
be the communication device:

(a) The International Mobile Subscriber 
Identity (IMSI) of the calling and called 
party;
(b) In case of pre-paid anonymous 
cards/services, the date and time of the 
initial activation of the card and the 
label (Cell ID) from which the activation 
was made.

f) Data necessary to identify the location of 
mobile communication equipment:

(a) The location label (Cell ID) at the 
start of the communication;

3) Concerning the Internet and its services: 
a) Data necessary to trace and identify the 
source of a communication:

(a) The Internet Protocol (IP) address, 
whether dynamic or static, allocated by 
the Internet access provider to a 
communication;
(b) The Connection Label or telephone 
number allocated to any communication 
entering the public telephone network;
(c) Name and address of the subscriber 
or registered user to whom the IP 
address or Connection Label was 
allocated at the time of the 
communication.

b) Data necessary to identify the date, time 
and duration of a communication:

(a) The date and time of the log-in and 
log-off of the Internet sessions based on 
a certain time zone.
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c) Data necessary to identify the 
communication device or what purports to 
be the communication device:

(a) The calling telephone number for 
dial-up access;
(b) The digital subscriber line (DSL) or 
other end point identifier of the 
originator of the communication;

Amendment 31
ARTICLE 4, PARAGRAPH 2

The types of data to be retained under the 
abovementioned categories of data are 
specified in the Annex. 

Member States shall be free to request to 
providers of publicly available electronic 
communications services or of a 
communications network to retain data 
concerning unsuccessful call attempts to 
secure a communication, within these 
categories of data according to their 
national laws.
Data that reveals the content of a 
communication must not be included.

Amendment 32
ARTICLE 5 

Revision of the annex deleted
The Annex shall be revised on a regular 
basis as necessary in accordance with the 
procedure referred to in Article 6(2). 

Amendment 33
ARTICLE 6 

Committee deleted
1. The Commission shall be assisted by 
a Committee composed of representatives 
of the Member States and chaired by the 
representative of the Commission.
2. Where reference is made to this 
paragraph, Article 5 and 7 of Decision 



PE 364.679v02-00 22/66 RR\591654EN.doc

EN

1999/468/EC shall apply, having regard to 
the provisions of Article 8 thereof.
3. The period laid down in Article 5(6) 
of Decision 1999/468/EC shall be three 
months. 

Amendment 34
ARTICLE 7

Member States shall ensure that the 
categories of data referred to in Article 4 are 
retained for a period of one year from the 
date of the communication, with the 
exception of data related to electronic 
communications taking place using wholly 
or mainly the Internet Protocol. The latter 
shall be retained for a period of six months.

Member States shall ensure that the 
categories of data referred to in Article 4 are 
retained for a period of 6-12 months from 
the date of the communication; thereafter, 
the data must be erased.

Competent law enforcement authorities 
shall ensure that transferred data are 
erased by automated means once the 
investigation for which access to the data 
was granted is completed.

Amendment 35
ARTICLE 7, PARAGRAPH 1 A (new)

The Commission shall keep the European 
Parliament duly informed of the 
notifications made by Member States 
under Article 95 (4) of the Treaty.

Amendment 36
ARTICLE 8

Member States shall ensure that the data are 
retained in accordance with this Directive in 
such a way that the data retained and any 
other necessary information related to such 
data can be transmitted upon request to the 
competent authorities without undue delay. 

Member States shall ensure that the data as 
specified in Article 4 are retained by 
providers of publicly available electronic 
communications services or of a public 
communicating network, in accordance 
with this Directive in such a way that the 
data retained and any other necessary 
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information related to such data can be 
transmitted upon request to the competent 
national authorities of the Member States 
concerned without undue delay.

The processing of the data takes place in 
accordance with the provisions of Article 
17 of Directive 95/46/EC and Article 4 of 
Directive 2002/58/EC.

Amendment 37
ARTICLE 8, PARAGRAPH 1 A (new)

Member States shall ensure that the 
providers of publicly available electronic 
communication services or a public 
communication network concerned located 
on their territory set up a  contact point  to 
deal with requests for access to data.

Amendment 38
ARTICLE 8 A (new)

Article 8a

Sanctions

1. Member States shall lay down effective, 
proportionate and dissuasive sanctions 
(including criminal and administrative 
sanctions) for infringements of the national 
provisions adopted to implement this 
Directive. 
2. Member States shall ensure that persons 
against whom proceedings are brought 
with a view to imposing sanctions have 
effective rights of defence and appeal.

Amendment 39
ARTICLE 9

Member States shall ensure that statistics on 
the retention of data processed in connection 
with the provision of public electronic 

Member States shall ensure that statistics on 
the retention of data processed in connection 
with the provision of electronic 
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communication services are provided to the 
European Commission on a yearly basis. 
Such statistics shall include 

communication services are provided to the 
European Commission on a yearly basis. 
ENISA may provide help to Member States 
in collecting these statistics. Such statistics, 
to be drawn up by the competent national 
authorities, shall include

- the cases in which information has been 
provided to the competent authorities in 
accordance with applicable national law,

- the cases in which information has been 
provided to the competent authorities, in 
accordance with applicable national law,

- the time elapsed between the date on which 
the data were retained and the date on which 
the competent authority requested the 
transmission of the data;

- the time elapsed between the date on which 
the data were retained and the date on which 
the competent authority requested the 
transmission of the data;

- the cases where requests for data could 
not be met.

- the number of cases where the data 
requested did not directly lead to the 
successful conclusion of the relevant 
investigations;
- the number of cases where data requested 
was not available to the undertakings 
concerned.

- the cases where suspected and factual 
security breaches occurred. 

The European Commission shall submit 
these statistics to the European Parliament 
each year and then each three years.

Such statistics shall not contain personal 
data.

Such statistics shall not contain personal 
data.

Amendment 40
ARTICLE 9 A (new)

Article 9a

1. Each Member State shall provide that 
one or more public authorities are 
responsible for monitoring the application 
within its territory of the provisions adopted 
by the Member States pursuant to this 
Directive regarding the security of the 
stored data.
2. These authorities shall act with complete 
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independence in exercising the functions 
referred to in paragraph 1.

Amendment 41
ARTICLE 10 

Member States shall ensure that providers of 
publicly available electronic communication 
services or of a public communication 
network are reimbursed for demonstrated 
additional costs they have incurred in order 
to comply with obligations imposed on them 
as a consequence of this Directive. 

Member States shall ensure that providers of 
publicly available electronic communication 
services or of a public communication 
network are reimbursed for demonstrated 
additional investment and operating costs 
they have incurred in order to comply with 
obligations imposed on them as a 
consequence of this Directive including the 
demonstrated additional costs of data 
protection and any future amendments to 
it. The reimbursement should include 
demonstrated costs arising from making 
the retained data available to competent 
national authorities.

Amendment 42
ARTICLE 11

Article 15, paragraph 1a (Directive 2002/58/EC)

”1a. Paragraph 1 shall not apply to 
obligations relating to the retention of data 
for the prevention, investigation, detection 
and prosecution of serious criminal offences, 
such as terrorism and organised crime, 
deriving from Directive 2005/../EC*. 

"1a. Paragraph 1 shall not apply to 
obligations relating to the retention of data 
for the investigation, detection and 
prosecution of serious criminal offences, 
such as terrorism and organised crime, 
deriving from the transposition of Directive 
2005/../EC*. 

Member States shall refrain from adopting 
legislative measures in the sectors covered 
by this Directive.

Amendment 43
ARTICLE 12, PARAGRAPH 1

1. Not later than three years from the date 1. Not later than two years from the date 
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referred to in Article 13(1), the Commission 
shall submit to the European Parliament and 
the Council an evaluation of the application 
of this Directive and its impact on economic 
operators and consumers, taking into 
account the statistical elements provided to 
the Commission pursuant to Article 9 with a 
view to determining whether it is necessary 
to modify the provisions of this Directive, in 
particular with regard to the period of 
retention provided for in Article 7.

referred to in Article 13(1) the Commission 
shall submit to the European Parliament and 
the Council an evaluation of the necessity 
and effectiveness of the provisions 
contained in the Directive, and of the 
impact on fundamental rights of the data 
subjects. The evaluation will also consider 
the impact of the measures on economic 
operators and consumers, taking into 
account the statistical elements provided to 
the Commission pursuant to Article 9.

The results of the evaluations will be 
publicly available.

Amendment 44
ARTICLE 12, PARAGRAPH 2

2. To that end, the Commission shall 
examine all observations communicated to it 
by the Member States or by the Working 
Party on the Protection of Individuals with 
regard to the Processing of Personal Data 
instituted by Article 29 of Directive 
95/46/EC.

2. To that end, the Commission shall 
examine all observations communicated to it 
by the Member States or by the Working 
Party on the Protection of Individuals with 
regard to the Processing of Personal Data 
instituted by Article 29 of Directive 
95/46/EC or by the European Data 
Protection Supervisor.

Amendment 45
ARTICLE 14 A(new)

Article 14a
Revision 

No later than two years after the date 
referred to in Article 13(1), this Directive 
shall be revised in accordance with the 
procedure laid down in Article 251 of the 
Treaty. In particular, the types of data 
retained and the retention periods shall be 
assessed to determine their relevance to the 
fight against terrorism and organised crime 
in the light of the statistics compiled 
pursuant to Article 9. The revision shall 
take place every three years.
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Amendment 46
ANNEX

Types of data to be retained under the 
categories identified in Article 4 of this 
Directive:

deleted

a) Data necessary to trace and 
identify the source of a communication:

(1) Concerning Fixed Network 
Telephony:

(a) The calling telephone 
number;
(b) Name and address of the 
subscriber or registered user;

(2) Concerning Mobile Telephony:
(a) The calling telephone 
number;
(b) Name and Address of the 
subscriber or registered user;

(3) Concerning Internet Access, 
Internet e-mail and Internet 
telephony:

(a) The Internet Protocol (IP) 
address, whether dynamic or 
static, allocated by the Internet 
access provider to a 
communication;
(b) The User ID of the source 
of a communication;
(c) The Connection Label or 
telephone number allocated to 
any communication entering 
the public telephone network;
(d) Name and address of the 
subscriber or registered user 
to whom the IP address, 
Connection Label or User ID 
was allocated at the time of the 
communication.

b) Data necessary to trace and 
identify the destination of a 
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communication:

(1) Concerning Fixed Network 
Telephony:

(a) The called telephone 
number or numbers;
(b) Name(s) and address(es) of 
the subscriber(s) or registered 
user(s);

(2) Concerning Mobile Telephony:
(a) The called telephone 
number or numbers;
(b) Name(s) and address(es) of 
the subscriber(s) or registered 
user(s);

(3) Concerning Internet Access , 
Internet e-mail and Internet 
telephony:

(a) The Connection Label or 
User ID of the intended 
recipient(s) of a 
communication;
(b) Name(s) and address(es) of 
the subscriber(s) or registered 
user(s) who are the intended 
recipient(s) of the 
communication. 

c) Data necessary to identify the date, 
time and duration of a communication:

(1) Concerning Fixed Network 
Telephony and Mobile Telephony:

(a) The date and time of the 
start and end of the 
communication.

(2) Concerning Internet Access, 
Internet e-mail and Internet 
telephony:

(a) The date and time of the log-
in and log-off of the Internet 
sessions based on a certain time 
zone.
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d) Data necessary to identify the type 
of communication:

(1) Concerning Fixed Network 
Telephony:

(a) The telephone service used, 
e.g. voice, conference call, fax 
and messaging services.

(2) Concerning Mobile Telephony:
(a) The telephone service used, 
e.g. voice, conference call, 
Short Message Service, 
Enhanced Media Service or 
Multi-Media Service

e) Data necessary to identify the 
communication device or what purports to 
be the communication device:

(1) Concerning Mobile Telephony:
(a) The International Mobile 
Subscriber Identity (IMSI) of the 
calling and called party;
(b) The International Mobile 
Equipment Identity (IMEI) of the 
calling and called party.
(2) Concerning Internet Access, 
Internet e-mail and Internet 
telephony: 

(a) The calling telephone 
number for dial-up access;
(b) The digital subscriber line 
(DSL) or other end point 
identifier of the originator of 
the communication;
(c)The media access control 
(MAC) address or other 
machine identifier of the 
originator of the 
communication.

f) Data necessary to identify the 
location of mobile communication 
equipment:

(1) The location label (Cell ID) at 
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the start and end of the 
communication;
(2) Data mapping between Cell IDs 
and their geographical location at 
the start and end of the 
communication.
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EXPLANATORY STATEMENT

1. Background

At the Justice and Home Affairs Council of 29 and 30 April 2004, France, the United Kingdom, 
Ireland and Sweden submitted a joint proposal1 for a framework decision on the retention of 
communications data. The background to the initiative was a declaration on combating 
terrorism2 adopted by the European Council on 25 March 2004, in which the Council was 
instructed to examine measures for establishing rules on the retention of communications traffic 
data by service providers.

The aim of the proposal is to harmonise judicial cooperation in criminal matters by 
approximating Member States' legislation on the retention of data processed and stored by 
providers of a publicly available electronic communications service for the purpose of 
prevention, investigation, detection and prosecution of crime or criminal offences including 
terrorism.

Parliament unanimously rejected this Council proposal for a framework decision on data 
retention at its part-sessions in June and September 2005.  Parliament took the view that the 
Council had chosen the wrong legal basis.  The Council, making use of its sole legislative power 
in accordance with Title VI of the Treaty on European Union (TEU), cited Article 31(1)(c) in 
conjunction with Article 34(2)(b) TEU.  In common with the legal services of the Council and 
Commission, Parliament takes the view that Article 95 of the EC Treaty is the correct legal basis.  
This would mean that Parliament is fully integrated into the legislative process with the power of 
codecision.

On 21 September 2005 the Commission submitted its own proposal for a directive on data 
retention pursuant to Article 95 of the EC Treaty, thus providing the basis for negotiations with 
the Council.  Discussions between the Council and Parliament were intensified, even though the 
Council stands by its intention to push through its framework decision.

In addition to the formal question of competence, Parliament had expressed considerable 
concerns regarding the substance of the framework decision on data retention.  These concerns 
have been addressed to some extent in the Commission’s draft directive.

The Committee on Civil Liberties, Justice and Home Affairs defined its position on the draft 
directive on 24 November.

1 Council document 8958/04 of 28 April 2004.
2 Council document 7764/04 of 28 March 2004.
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2. Position following the presentation of the Commission draft

a. substance

The Commission’s draft directive on data retention lays down the following system:

b. form

The Commission proposal on data retention was forwarded to Parliament on 21 September.  It 
had thus been available to the committee for just two months when the vote was held.  The 
British Council Presidency let it be known that it was interested in seeing a compromise system 
adopted at first reading before the end of 2005.  The Conference of Presidents confirmed that 
Parliament was also interested in reaching a compromise by the end of the year.  Parliament set 
to work immediately in order to formulate a common position and make its contribution to 
building a compromise.  The last opportunity to adopt a compromise at first reading is the part-
session week from 12 to 15 December.  Owning to translation deadlines and other factors, this 
extremely accelerated legislative procedure has meant that there was little time for discussion 
and translations were sometimes unavailable.  There was also no time for a technology 
assessment or for a study on the impact on the internal market.  Bearing in mind the measures 
and plans aimed at better regulation at European level, it is to be hoped that the procedure used 
for debating data retention will not become the rule.

Scope Traffic data on fixed and mobile telephony, internet , e-mail and IP 
telephony – location data and unsuccessful calls included

Purpose of retention Prevention, detection, investigation and prosecution of serious crime, 
such as terrorism and organised crime

Authorities to have 
access

Competent authorities determined by MS

Access to data Not included
Retention periods 12 months telephony, 6 months internet
Costs Reimbursement of demonstrated additional costs as a consequence of 

the Directive
Flexibility under 
Article 15 (1) of 
Directive 2002 (58)

Flexibility: it allows the use of data retention for other purposes – but 
harmonised dataset for combating serious crime

Data protection 
provisions

Not necessary – covered by existing Directives (95/46 and 2002/58)

Penal sanctions Not included, covered by Framework Directive on attacks against 
information systems and data protection Directives

Comitology procedure 
to update list of data

Included 

Review clause Three years
Data to be retained 
(Annex)
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In order to make it possible to vote on a proposal in the Committee on Civil Liberties, Justice 
and Home Affairs on 24 November and to resolve the many controversial issues, a working party 
on data retention held regular meetings.  The rapporteur, shadow rapporteurs, draftsmen for 
IMCO and ITRE, committee chair and secretariat, coordinators and staff drew up compromise 
amendments within this working party in a space of seven weeks.  Regular meetings were held 
with the Council and Commission during this time in order to discuss the state of affairs in the 
various institutions.

3. Vote in the Committee on Civil Liberties, Justice and Home Affairs

On 24 November 2005 the Committee on Civil Liberties, Justice and Home Affairs formulated 
its position on the Commission’s draft directive with a clear three-quarters majority.  Prior to the 
vote, members from the PPE-ED, PSE and ALDE Groups were able to agree on 21 compromise 
amendments, replacing a large part of the 250 amendments tabled.

LIBE position based on compromise amendments (committee vote, 1st reading)

Scope Traffic data on fixed and mobile telephony – location data (at the 
start of a call) 

(Comp. AM 9:  opt-in system for MS for unsuccessful calls

Respect private life/protection of personal data in access/use of data 
(Comp. AM 1)

Purpose of retention Detection, investigation, and prosecution of specified forms of  
serious criminal offences to define this list of offences is taken  
which is used for the European Arrest Warrant. 

'prevention' is excluded because it is a vague concept and makes the 
retained data more vulnerable from abuses 
(Comp. AM 1)

Authorities to have 
access

Access by judicial authorities and other authorities responsible for 
detection, investigation and prosecution of serious criminal offences 
(following the list of the European Arrest Warrant).

In any case, national authorities must be subject to judicial 
authorisation.
(Comp. AM 2, 4)

Access to data A provision on conditions on access to the data has been introduced 
by the committee:
- only for specific purposes, defined by the directive and on a case by 
case basis
- The reasons must be necessary/proportionate
- erase data when no longer necessary / when inaccurate
- providers are prohibited to use data
- any accessing of retained data is recorded
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- confidentiality/integrity of data shall be ensured
- data can only be transmitted to third countries by means of an 
International Agreement, on the basis of Article 300, par. 3, subpar. 2 
of the Treaty 
(Comp. AM 5)

Retention periods 6 -12 months for everything. After such period, all data must be 
erased.
(Comp. AM 12)

Costs Member States will ensure the reimbursement of demonstrated 
additional costs for telecom industry (including 'investment and 
operating costs', also costs resulting from further modifications of the 
directive). 
*in the Council the tendency is to exclude reimbursement of the 
directive.
(Comp. AM 18)

Flexibility under 
Article 15 (1) of 
Directive 2002 (58)

MS shall refrain from adopting legislative measures in the sectors 
covered by the Directive (AM 224)

Data protection 
provisions

Additional provisions on data security, proposed in line with existing 
Directives (see a detailed list in the compromise amendment)
(Comp. AM 6)

Penal sanctions Effective, proportionate and dissuasive penalties for infringements of 
the national provisions adopted to implement Directive. 
(Comp. AM 15)

Comitology procedure 
to update list of data

Not included 

Review clause Review after 2 years of its implementation and periodic review every 
3 years.
(Comp. AM 21)

Data to be retained 
(Annex)

Committee has voted in favour of placing the Annex into the main 
text 

Includes pre-paid anonymous cards/services, the date and time of 
the initial activation of the card and the label (Cell ID) from which 
the activation was made"

-"types" of data to be retained:

FIXED PHONE:
- Name/address of person who calls + phone number
- Name/address of person/s who receive the call + phone 

number
- Date and time of the start and end of the conversation

MOBILE PHONE:
- Name/address of person who calls + phone number
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- Name/address of person/s who receive the call + phone 
number

- Date and time of the start and end of the conversation
- international mobile subscriber Identity (IMSI) = sim card
- location label at the start of the communication

INTERNET:
- IP address of computer
- Telephone number connecting to the internet
- Name/address of subscriber
- Date / time of log-in and log-off
- ADSL-calling telephone number for dial-up access and the 

digital ADSL subscriber
(Comp. AM 8)

These amendments adopted by a majority show that Parliament has been perfectly able to agree 
on significant points relating to data retention across the political groups.  The Council has not 
yet achieved a similar agreement, at least at the time of writing.  We must thus await 
developments in the Council.  The rapporteur takes the view, however, that there is no leeway 
for substantial changes to the compromise amendments tabled.

4. Trends in the formation of opinion within the Council

In line with the vote in the Committee on Civil Liberties, Justice and Home Affairs on 24 
November, Parliament’s position differs from the tendency of views within the Council on the 
following issues:

European Parliament Tendency of negotiations 
in Council

Length of retention 6-12 months for all (telephony and 
internet)

6 months for internet, 6-24 
months for telephony

Scope Uses the European Arrest Warrant 
definition of "serious crime" 
(catalogue + 3 years 
imprisonment),

All crimes are included

Cost 
reimbursement

Mandatory for all additional costs 
that the Directive pose + costs 
related to data protection 
requirements,

An optional national 
scheme

Unsuccessful calls An opt-in where MS can choose to 
oblige telecoms

Mandatory retention of 
unsuccessful calls

Penal sanctions Criminal sanctions for misuse of 
the data

Against
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28.11.2005

MINORITY OPINION

pursuant to Rule 48(3) of the Rules of Procedure
Giusto Catania, Ole Krarup, Sylvia-Yvonne Kaufmann and Kathalijne Maria Buitenweg

We reject this report, since it fails to make the necessary political and legal corrections to the 
proposal for a directive on the 'retention of data processed in connection with the provision of 
public electronic communication services'.

The legislation proposed by the Commission contravenes the proportionality principle even with 
the amendments contained in this report.  Moreover, it is neither necessary nor effective.  The 
proposed retention period is far too long, and the types of data to be retained are too wide-
ranging.  The definition of the competent authorities which are to have access to the data is 
imprecise, and access for intelligence services is not excluded.  Inadequate provision is made for 
control mechanisms for data security.    

The proposal for a directive seriously impinges on the fundamental rights of citizens and we 
cannot support it.  Union citizens must not be placed under general suspicion.  The Council and 
Commission have so far failed to provide proof that serious criminal offences can indeed be 
more successfully investigated by retaining vast amounts of communications data of all kinds. 
 
Bearing in mind that introducing this measure would be extremely cost-intensive, it is preferable 
to invest this money in more effective measures to combat serious crime, such as targeted 
investigations and improved cooperation between law enforcement authorities.
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23.11.2005

OPINION OF THE COMMITTEE ON INDUSTRY, RESEARCH AND ENERGY

for the Committee on Civil Liberties, Justice and Home Affairs

on the proposal for a directive of the European Parliament and of the Council  on the retention of 
data processed in connection with the provision of public electronic communication services and 
amending Directive 2002/58/EC
(COM(2005)0438 – C6-0293/2005 – 2005/0182(COD))

Draftswoman: Angelika Niebler

SHORT JUSTIFICATION

Background

On 21 September 2005 the Commission published a proposal for a directive on the retention of 
data processed in connection with the provision of public electronic communication services and 
amending Directive 2002/58/EC. In so doing the Commission has presented, on the basis of 
Article 95 of the EC Treaty, a deliberate counter-proposal to the Council’s Draft Framework 
Decision on data retention drafted in 2004 by France, Ireland, the UK and Sweden.1 

This development is a welcome one from the European Parliament’s point of view. The 
Commission has chosen a legal basis which allows Parliament the right of codecision on this 
issue of great importance both for citizens and businesses. By contrast, the Framework Decision, 
based on Articles 31(1)(c) and 34(2)(b) of the EU Treaty, gives Parliament only the right to be 
consulted.

In terms of substance, the Commission’s proposed directive and the Draft Framework Decision 
tend in the same direction. Both seek to improve the fight against terrorism and serious crime by 
requiring the providers of public communication networks to retain certain data in accordance 
with harmonised provisions.

The data covered are traffic and location data within the meaning of Article 2 of Directive 
2002/58/EC, including user and subscriber data. This means that the data to be retained are the 
following: all information about place, time, duration and number called in telephone 
conversations, faxes, e-mails, text messages and Internet protocols. The content of conversations 

1 DOC. 8958/04 of 28 April 2004.
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is specifically excluded.

Evaluation

The Member States currently have different regulations governing retention times for individual 
items of communications data. From the point of view of effective cross-border action against 
terrorism and crime this is undoubtedly a disadvantage, since criminals increasingly operate 
across borders and use modern means of communication to do so. The proposed directive may 
accordingly become an important instrument in the fight against crime.

Your draftswoman considers, however, that it raises a number of serious issues which should be 
addressed by the Committee on Industry, Research and Energy in particular so as to take account 
of the specific aspects of the communications and information society on which the directive 
touches.

Like the Council in its above-mentioned Draft Framework Decision, the Commission uses a very 
broad brush to demonstrate that the proposed measures will actually lead to an improvement in 
the fight against crime and terrorism. It is, however, essential for this to be proved in order to 
justify the significant effects and burdens on citizens and businesses. It appears, however, that 
the data requested by the prosecuting authorities in practice are not normally more than 3 months 
old. The legal retention times should therefore be adapted to take account of actual needs.

For telecoms firms the proposal would mean having to retain an inconceivably large amount of 
data. To store, archive and make available this volume of data would require expensive system 
adjustments. Calculations within the industry estimate that these adjustments would entail costs 
in the hundreds of millions of euro for some companies, not counting the follow-on costs for 
system maintenance and servicing.

As well as reducing retention time, then, it is also necessary to cut down the number of types of 
data to be retained (as set out in the Annex). Calls which fail to establish a connection, which are 
covered by the Commission proposal and would lead to major additional costs especially in fixed 
network telephony – without yielding any crime-fighting benefits, are an obvious candidate for 
the axe, as are data relating to the mobile phone identity, the MAC address or the location during 
or at the end of a mobile communication.

It causes your draftswoman serious concern that under Articles 5 and 6 of the proposal, the 
Annex and thus the substantive provisions of the directive governing the types of data to be 
retained, may be altered using the comitology procedure. This would mean that Parliament was 
entirely excluded from decisions on this sensitive issue. The provisions to this effect should 
therefore be deleted. 

The requirement, in Article 9 of the proposal, for Member States to submit statistics relating to 
data retention, should not lead to extra bureaucratic demands on businesses, though in fact these 
statistics could also be used to provide evidence of the number of cases in which the requests 
actually led to successful investigations.

Finally, on this issue of great public sensitivity, Parliament should not allow itself to be hustled 
into action. Understandable though the desire is to conclude this legislative procedure as quickly 
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as possible, stress must be laid on the importance of thoughtful debate. Furthermore, in the 
interest of the credibility of the European Union we must avoid a situation where work is under 
way simultaneously on two legal acts trying to achieve the same objective. In your 
draftswoman’s view, the Council should therefore in future concern itself exclusively with the 
directive proposed by the Commission. 
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AMENDMENTS

The Committee on Industry, Research and Energy calls on the Committee on Civil Liberties, 
Justice and Home Affairs, as the committee responsible, to incorporate the following 
amendments in its report:

Text proposed by the Commission1 Amendments by Parliament

Amendment 1
RECITAL 12

(12) The categories of information to be 
retained reflect an appropriate balance 
between the benefits for the prevention, 
investigation, detection, and prosecution of 
the serious offences involved and the level 
of invasion of privacy they will cause; the 
applicable retention period of one year, 
respectively six months where data relate to 
electronic communications taking place 
using solely the Internet Protocol, also 
strikes a reasonable balance between all the 
interests involved.

(12) The categories of information to be 
retained reflect an appropriate balance 
between the benefits for the prevention, 
investigation, detection, and prosecution of 
the serious offences involved and the level 
of invasion of privacy they will cause; the 
applicable retention period of six months, 
respectively three months where data relate 
to electronic communications taking place 
using solely the Internet Protocol, also 
strikes a reasonable balance between all the 
interests involved.

Justification

A maximum period of six months is in keeping with the proportionality principle, given that 
almost all investigations are dealt with using data less than six months old.

Amendment 2
RECITAL 13

(13) Given the fact that retention of data 
generates significant additional costs for 
electronic communication providers, whilst 
the benefits in terms of public security 
impact on society in general, it is appropriate 
to foresee that Member States reimburse 
demonstrated additional costs incurred in 

(13) Given the fact that retention of, and 
affording access to, data generates 
significant additional costs for electronic 
communication providers, whilst the 
benefits in terms of public security impact 
on society in general, it is appropriate to 
foresee that Member States ensure full 

1 Not yet published in OJ.
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order to comply with the obligations 
imposed on them as a consequence of this 
Directive.

reimbursement to all electronic 
communication providers for demonstrated 
additional costs incurred in order to comply 
with the obligations imposed on them as a 
consequence of this Directive.

Justification

The additional costs arising from a procedure intended to strengthen the security of the Member 
States must not be borne by operators.

Amendment 3
RECITAL 14

(14) Technologies relating to electronic 
communications are changing rapidly and 
the legitimate requirements of the competent 
authorities may evolve; to advise on these 
matters the Commission envisages to create 
a platform composed of representatives of 
the law enforcement authorities, associations 
of the electronic communications industry 
and data protection authorities.

(14) Technologies relating to electronic 
communications are changing rapidly and 
the legitimate requirements of the competent 
authorities may evolve; to advise on these 
matters the Commission envisages creating 
a platform composed of representatives of 
the law enforcement authorities, associations 
of the electronic communications industry 
and data protection authorities. The 
Commission undertakes to consult the 
European Parliament on any possible 
adaptation of the provisions of this 
Directive.

Justification

It is essential for Parliament to be involved in any revision of the directive, given the potential 
risk that fundamental freedoms and rights might be violated.

Amendment 4
RECITAL 16

(16) It is essential that Member States 
provide legislative measures to ensure that 
data retained under this Directive are only 
provided to the competent national 
authorities in accordance with national 
legislation in full respect of the fundamental 
rights of the persons concerned; such 

(16) It is essential that Member States 
provide legislative measures to ensure that 
data retained under this Directive are only 
provided to and used by the competent 
national authorities in accordance with 
national legislation in full respect of the 
fundamental rights of the persons concerned; 
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measures include in particular appropriate 
conditions, limits and safeguards in order to 
ensure the conformity of the provision of the 
data retained with fundamental rights as 
guaranteed in particular in the European 
Convention for the Protection of Human 
Rights and Fundamental freedoms.

such measures include in particular 
appropriate conditions, limits and safeguards 
in order to ensure the conformity of the 
provision of the data retained with 
fundamental rights as guaranteed in 
particular in the European Convention for 
the Protection of Human Rights and 
Fundamental freedoms.

Justification

Respect for fundamental freedoms and rights demands that national authorities alone be allowed 
to make use of the data concerned.

Amendment 5
RECITAL 17

(17) The measures necessary for the 
implementation of this Directive should be 
adopted in accordance with Council 
Decision 1999/468/EC of 28 June 1999 
laying down the procedures for the exercise 
of implementing powers conferred on the 
Commission.

deleted

Justification

The comitology procedure proposed by the Commission, whereby representatives of the 
Commission and the Member States may add to the list of the data to be retained without any 
participation by the European Parliament or by businesses affected, is unacceptable. Any 
extension of the types of data to be retained is an interference in fundamental rights which 
should be subject to review by Parliament. Accordingly this recital should be deleted.

Amendment 6
RECITAL 19 A (new)

 19a. The Member States should ensure that 
the implementation of this Directive takes 
place following consultations with the 
business sector, particularly as regards 
feasibility and cost of retention. In view of 
the fact that retention entails a practical 
and financial effort from businesses, the 
Member States should guarantee full 
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compensation for additional costs incurred 
by businesses as a result of obligations or 
commitments relating to the transposition 
of this Directive. 

Justification

Combating crime and guaranteeing public security are core duties of the modern state: 
accordingly, such measures must be fully funded from the public purse, and not at the expense of 
business, otherwise the attractiveness of Europe as a business location will be diminished. The 
full (investment and operational) costs of all obligations arising out of this Directive must 
therefore be entirely borne by the Member States. The same applies to the compilation of 
statistics, which should primarily be the task of the Member States. 

Amendment 7
ARTICLE 1, PARAGRAPH 2

2. This Directive shall apply to traffic and 
location data of both private and legal 
persons, as well as the related data necessary 
to identify the subscriber or registered user. 
It shall not apply to the content of electronic 
communications, including information 
consulted using an electronic 
communications network.

2. Since this Directive provides for 
derogations, its application shall be 
regularly reviewed under the supervision of 
the European Parliament. The European 
Parliament must have the information 
required to enable it to establish that 
application of this Directive does not 
contravene respect for the Charter of 
fundamental rights of the European Union, 
especially as regards the processing of 
personal data and the protection of privacy 
in the electronic communications sector.  
This Directive shall apply to traffic and 
location data of both private and legal 
persons, as well as the related data necessary 
to identify the subscriber or registered user. 
It shall not apply to the content of electronic 
communications, including information 
consulted using an electronic 
communications network.

Justification

It is essential for Parliament to be involved in any revision of the directive, given the potential 
risk that fundamental freedoms and rights might be violated.
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Amendment 8
ARTICLE 3, PARAGRAPH 1

1. By way of derogation to Articles 5, 6 and 
9 of Directive 2002/58/EC, Member States 
shall adopt measures to ensure that data 
which are generated or processed by 
providers of publicly available electronic 
communications services or of a public 
communications network within their 
jurisdiction in the process of supplying 
communication services are retained in 
accordance with the provisions of this 
Directive.

1. By way of derogation to Articles 5, 6 and 
9 of Directive 2002/58/EC, Member States 
shall adopt measures to ensure that, in cases 
where a connection was successfully 
established, data for the purpose set out in 
Article 1(1) are retained in accordance with 
the provisions of this Directive where they 
are generated or processed by providers of 
publicly available electronic 
communications services or of a public 
communications network within their 
jurisdiction in the process of supplying 
communication services. 

Justification

The amendment to paragraph 1 makes it clear that data retention can only be required when it is 
generated or processed in the course of the provision of communications services, since such a 
requirement might otherwise mean that services which do not generate certain types of data (e.g. 
prepaid telephony services) could no longer be supplied. Rendering such services impossible to 
supply or placing them under a disproportionate burden would reduce the attractiveness of the 
whole of Europe as a location for business, and would be in conflict with the Lisbon objectives. 

Amendment 9
ARTICLE 3, PARAGRAPH 1 A (new)

1a. The Member States may provide, 
having regard to necessity and 
proportionality, that paragraph 1 shall not 
apply to providers of publicly available 
electronic communications services and 
operators of a public communication 
network, taking into account their market 
share, number of their subscribers, and the 
size of the networks in question in 
proportion to the size of the market. 
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Justification

Small service providers would be unable to comply with the proposed comprehensive data 
retention obligation even given full compensation for costs, since they would be forced to alter 
their systems and business procedures as well having to field regular queries from the 
authorities. This would not be affordable and would kill off small and medium-sized service 
providers, which in turn would have serious negative consequences for the attractiveness of 
Europe as a business location, since a large proportion of Europe's innovative power resides 
with SMEs. 

Amendment 10
ARTICLE 3, PARAGRAPH 2

2. Member States shall adopt measures to 
ensure that data retained in accordance with 
this Directive are only provided to the 
competent national authorities, in specific 
cases and in accordance with national 
legislation, for the purpose of the prevention, 
investigation, detection and prosecution of 
serious criminal offences, such as terrorism 
and organised crime.

2. Member States shall adopt measures to 
ensure that data retained in accordance with 
this Directive are only provided to and used 
by the competent national authorities, in 
specific cases and in accordance with 
national legislation, for the purpose of the 
prevention, investigation, detection and 
prosecution of serious criminal offences, 
such as terrorism and organised crime. The 
competent national authorities must be in a 
position to give reasons for their 
transmission requests on the understanding 
that the contractual relationship between 
the provider and its customer must not be 
undermined and respect for the Charter of 
fundamental rights of the European Union 
must not be contravened, especially as 
regards the processing of personal data and 
the protection of privacy in the electronic 
communications sector.

Justification

The contractual relationship between an operator and its customer must not be altered by these 
data retention measures. The authorities concerned have to be able to prove that their requests 
will be of use from the point of view of preventing, investigating, detecting, or prosecuting 
serious criminal offences such as terrorism and organised crime.

Amendment 11
ARTICLE 4, INTRODUCTORY PART
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Member States shall ensure that the 
following categories of data are retained 
under this Directive

Member States shall ensure that, in cases 
where a successful connection was 
established, the following categories of data 
are retained under this Directive for the 
purpose described in Article 1(1), provided 
that they are generated or processed in the 
course of the provision of communications 
services by providers of publicly available 
electronic communications services or of a 
public communications network:

Justification

Telecoms firms already retain many of the types of data called for in the proposed directive. The 
extended data retention requirement would, however, entail significant costs, since existing data 
banks would have to be expanded and adjusted. The retention requirement should therefore 
apply only where a connection was successfully established.

Amendment 12
ARTICLE 4, POINT (A)

(a) data necessary to trace and identify the 
source of a communication;

(a) data necessary to trace and identify the 
source of a communication;
(1) Concerning fixed network telephony:
(a) The calling telephone number;
(b) Name and address of the subscriber or 
registered user;
(2) Concerning mobile telephony:
(a) The calling telephone number;
(b) Name and address of the subscriber or 
registered user;
(3) Concerning Internet access:
(a) The Internet Protocol (IP) address, 
whether dynamic or static, allocated by the 
Internet access provider to a 
communication;
(b) The User ID of the source of a 
communication;
(c) Name and address of the subscriber or 
registered user to whom the IP address, 
Connection Label or User ID was allocated 
at the time of the communication.
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Amendment 13
ARTICLE 4, POINT (B)

(b) data necessary to trace and identify the 
destination of a communication

(b) data necessary to identify the destination 
of a communication:
(1) Concerning fixed network telephony:
(a) The called telephone number or 
numbers;
(2) Concerning mobile telephony:
(a) The called telephone number or 
numbers;
(3) Concerning Internet access :
(a) The Connection Label or User ID of the 
intended recipient(s) of a communication;

Amendment 14
ARTICLE 4, POINT (C)

(c) data necessary to identify the date, time 
and duration of a communication

(c) data necessary to identify the date, time 
and duration of a communication:
(1) Concerning fixed network telephony 
and mobile telephony:
(a) The date and time of the start and end 
of the communication.
(2) Concerning Internet access: 
(a) The date and time of the log-in and log-
off of the Internet sessions based on a 
certain time zone.

Amendment 15
ARTICLE 4, POINT (D)

(d) data necessary to identify the type of 
communication

(d) data necessary to identify the type of 
communication:
(1) Concerning fixed network telephony:
(a) The telephone service used, e.g. voice, 
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fax and messaging services.
(2) Concerning mobile telephony:
(a) The telephone service used, e.g. voice, 
Short Message Service (SMS).

Amendment 16
ARTICLE 4, POINT (E)

(e) data necessary to identify the 
communication device or what purports to 
be the communication device

(e) data necessary to identify the 
communication device or what purports to 
be the communication device:
(1) Concerning mobile telephony:
(a) The International Mobile Subscriber 
Identity (IMSI) of the calling party;
(2) Concerning Internet access:
(a) The calling telephone number for dial-
up access;
(b) The digital subscriber line (DSL) or 
other end point identifier of the originator 
of the communication.

Justification
Mobile telephone serial numbers are issued more than once by the manufacturers and can be 
manipulated by users .
The machine ID number of a computer’s network card cannot be reliably identified, since it may 
also be issued more than once by the manufacturers and can subsequently be easily manipulated 
by the user. The retention of these two types of data will not bring about a perceptible 
improvement in the fight against crime.

Amendment 17
ARTICLE 4, POINT (F)

(f) data necessary to identify the location of 
mobile communication equipment.

(f) data necessary to identify the location of 
mobile communication equipment:
(1) The location label (Cell ID) at the start 
of the communication;
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Justification

The proposal that the Cell ID should be retained at the end as well as at the start of a call would 
entail significant additional costs. At present, only the location at the start of the call is retained 
in some Member States. In any case the Cell ID retained at the beginning of each new call makes 
it possible in retrospect to form a sufficiently accurate movement profile.

Amendment 18
ARTICLE 4, PARAGRAPH 2

The types of data to be retained under the 
abovementioned categories of data are 
specified in the Annex.

deleted

Amendment 19
ARTICLE 5

Article 5 deleted
Revision of the annex
The Annex shall be revised on a regular 
basis as necessary in accordance with the 
procedure referred to in Article 6(2).

Justification

The comitology procedure proposed by the Commission, whereby representatives of the 
Commission and the Member States may add to the list of the data to be retained without any 
participation by the European Parliament or by businesses affected, is unacceptable. Any 
extension of the types of data to be retained is an interference in fundamental rights which 
should be subject to review by Parliament. Accordingly the provisions to this effect should be 
deleted.

Amendment 20
ARTICLE 6

Article 6 deleted
Committee
1. The Commission shall be assisted by a 
Committee composed of representatives of 
the Member States and chaired by the 
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representative of the Commission.
2. Where reference is made to this 
paragraph, Article 5 and 7 of Decision 
1999/468/EC shall apply, having regard to 
the provisions of Article 8 thereof.
3. The period laid down in Article 5(6) of 
Decision 1999/468/EC shall be three 
months. 

Justification

The comitology procedure proposed by the Commission, whereby representatives of the 
Commission and the Member States may add to the list of the data to be retained without any 
participation by the European Parliament or by businesses affected, is unacceptable. Any 
extension of the types of data to be retained is an interference in fundamental rights which 
should be subject to review by Parliament. Accordingly the provisions to this effect should be 
deleted.

Amendment 21
ARTICLE 7

Member States shall ensure that the 
categories of data referred to in Article 4 are 
retained for a period of one year from the 
date of the communication, with the 
exception of data related to electronic 
communications taking place using wholly 
or mainly the Internet Protocol. The latter 
shall be retained for a period of six months.

Member States shall ensure that the 
categories of data referred to in Article 4 are 
retained for a period of six months from the 
date of the communication, with the 
exception of data related to electronic 
communications taking place using wholly 
or mainly the Internet Protocol. The latter 
shall be retained for a period of three 
months. At the end of the retention period, 
the data must be erased or made 
anonymous, in accordance with Directive 
2002/58/EC.

Justification

A maximum period of six months is in keeping with the proportionality principle, given that 
almost all investigations are dealt with using data no more than six months old.

Amendment 22
ARTICLE 8

Member States shall ensure that the data are Member States shall ensure that the data are 
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retained in accordance with this Directive in 
such a way that the data retained and any 
other necessary information related to such 
data can be transmitted upon request to the 
competent authorities without undue delay.

retained in accordance with this Directive in 
such a way that they can be transmitted in 
due course upon written request, stating 
reasons, to the competent authorities. 

Justification
The provisions of the proposed directive constitute a derogation from Articles 5, 6 and 9 of 
Directive 2002/58/EC. Consequently the data to be transmitted should be definitively specified. 
A procedure should also be provided for their transmission, in the interest of legal certainty and 
data protection. Past experience shows that transmission may cause delays for technical 
reasons, so that transmission without delay  is not always possible.

Amendment 23
ARTICLE 9, PARAGRAPH 1

Member States shall ensure that statistics on 
the retention of data processed in connection 
with the provision of public electronic 
communication services are provided to the 
European Commission on a yearly basis. 
Such statistics shall include 

Member States shall ensure that statistics on 
the retention of data processed in connection 
with the provision of public electronic 
communication services are provided to the 
Commission and the European Parliament 
on a yearly basis by the competent 
authorities. Such statistics shall include 

- the cases in which information has been 
provided to the competent authorities in 
accordance with applicable national law,

- the cases in which information has been 
provided to the competent authorities in 
accordance with applicable national law,

- the time elapsed between the date on which 
the data were retained and the date on which 
the competent authority requested the 
transmission of the data;

- the time elapsed between the date on which 
the data were retained and the date on which 
the competent authority requested the 
transmission of the data;

- the cases where requests for data could not 
be met.

- the cases where requests for data could not 
be met

- the cases in which requests for specific 
types of data led to, or significantly 
contributed to, successful investigations.

Justification

The requirement set out in Article 9 of the proposal for Member States to submit statistics in 
connection with data retention should not lead to extra bureaucratic demands on businesses. 
However, such statistics could also be used as evidence of the number of cases in which requests 
actually led to successful investigations.
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Amendment 24
ARTICLE 10

 Member States shall ensure that providers 
of publicly available electronic 
communication services or of a public 
communication network are reimbursed for 
demonstrated additional costs they have 
incurred in order to comply with obligations 
imposed on them as a consequence of this 
Directive.

Member States shall ensure that all 
providers of publicly available electronic 
communication services or of a public 
communication network are fully 
reimbursed for all demonstrated additional 
costs they have incurred in order to comply 
with obligations imposed on them as a 
consequence of this Directive

Justification

The fact that the Commission proposal provides for the reimbursement to businesses of 
investment and operating costs is to be welcomed. The proposed amendment is purely for 
purposes of clarification. At the same time the reimbursement of costs is an important regulatory 
instrument for reducing requests by the prosecuting authorities to the minimum necessary, and 
preventing distortions of competition on the basis of differing reimbursement procedures.

Amendment 25
ARTICLE 12, PARAGRAPH 1

1. Not later than three years from the date 
referred to in Article 13(1), the Commission 
shall submit to the European Parliament and 
the Council an evaluation of the application 
of this Directive and its impact on economic 
operators and consumers, taking into 
account the statistical elements provided to 
the Commission pursuant to Article 9 with a 
view to determining whether it is necessary 
to modify the provisions of this Directive, in 
particular with regard to the period of 
retention provided for in Article 7.

1. Not later than three years from the date 
referred to in Article 13(1), the Commission 
shall submit to the European Parliament and 
the Council an evaluation of the application 
of this Directive and its impact on economic 
operators and consumers, taking into 
account the statistical elements provided to 
the Commission pursuant to Article 9 with a 
view to determining whether it is necessary 
to modify the provisions of this Directive, in 
particular with regard to the types of data set 
out in Article 4.

Justification

In line with the proposed deletion of the comitology procedure in Article 5, an evaluation of all 
provisions of the directive, without distinction, should take place. Since the requirement of data 
retention is imposed on businesses and will entail significant costs for them, these costs should 
be taken into account in an evaluation of the directive.
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Amendment 26
ARTICLE 12, PARAGRAPH 2

2. To that end, the Commission shall 
examine all observations communicated to it 
by the Member States or by the Working 
Party on the Protection of Individuals with 
regard to the Processing of Personal Data 
instituted by Article 29 of 
Directive 95/46/EC.

2. To that end, the Commission shall 
examine all observations communicated to it 
by the Member States, by the commercial 
sector or by the Working Party on the 
Protection of Individuals with regard to the 
Processing of Personal Data instituted by 
Article 29 of Directive 95/46/EC, together 
with any report drawn up by the European 
Parliament pursuant to Article 1 of this 
Directive.

Justification

It is essential for Parliament to be involved in any revision of the directive, given the potential 
risk that fundamental freedoms and rights might be violated.

Amendment 27
ANNEX

This annex deleted

Justification

The Annex should be deleted in its entirety and placed in Article 4. The list of data constitutes the 
substance of the proposed directive and not merely a technical detail. The nature of the data to 
be retained determines the usefulness, feasibility, cost and proportionality of data retention. 
Accordingly the data list should not form part of an Annex separate from the operative text of the 
directive but should appear directly in Article 4. 
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Draftswoman: Charlotte Cederschiöld

SHORT JUSTIFICATION

As the Commission proposal is based on Article 95 of the Treaty - the Internal Market article - it 
is vital that the Committee on the Internal Market and consumer protection can deliver an 
opinion.

Data retention measures affect all parts of society with wide-ranging economic, social and 
industrial implications. Harmonising data retention provisions in the EU has severe implications 
not only for European consumers but also for European industry and ultimately the internal 
market. Unless harmonisation is carefully introduced, both citizens’ fundamental rights and 
European competitiveness will be at risk. 

Current situation
All the Member States have different regimes in place in terms of data retention periods, types of 
data to be retained and reimbursement for costs incurred for industry. A harmonised European 
approach could improve the situation if carefully designed while respecting the balance between 
all interests and affected parties. 

Data retention represents a paradigm shift in the way society looks at traffic data. Under current 
laws electronic communications providers are only allowed to keep traffic data for specific 
legitimate business purposes and are obliged to erase traffic data once the purpose has been 
completed. Under the new proposal, operators would be required to store large quantities of new 
data specifically for law enforcement purposes which puts the European Union in a unique 
position, as no other democratic country in the world has introduced such far reaching 
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obligations. This fact needs careful consideration, both in terms of privacy, competitiveness and 
security.

In the interest of better regulation it is questionable whether the EU should introduce such 
obligations at this stage without carefully examining the long-term consequences, with a 
thorough impact assessment. The system of data preservation and "quick freeze" could be a 
better way of enhancing cooperation between industry and law enforcement agencies and ought 
to be analysed from a consumer and internal market point of view.

The proposed comitology procedures are not acceptable – a wider solution has to be found, 
which includes all stakeholders that were not sufficiently consulted before the proposal was 
presented. 

Impact on the internal market and European competitiveness 

Heads of State and Government have repeatedly identified electronic communications as a 
cornerstone of the European economy: essential for sustainable growth and maximising 
employment. Any regulation, including data retention, must be carefully examined before it is 
introduced in order not to hamper competitiveness and development of EU businesses.

Costs

Successful collection of large amounts of data as foreseen in the proposed Directive is difficult 
and expensive. Trying to make sense of the different data formats and interpret them into 
something that is of value for law enforcement agencies is even more difficult. 

Based on the volume of retained data, the cost will increase heavily due to changes in the design 
of the management systems, more powerful and sophisticated platforms, greater security 
measures, storage and support infrastructures as well as the necessary human resources to handle 
this type of systems. 
It is obvious that data retention will put a heavy burden of cost on the European communications 
industry. The risk of a fragmented approach to the cost issue is obvious: If some Member States 
reimburse the electronic communications providers for data retention, while others don't, the 
internal market for communications services will suffer from grave distortions of competition. 

Investments

European communications operators are currently rolling out next generation networks to meet 
the need for new e-services in both the private and public domain. Introducing data retention 
without a full cost compensation would force operators to dedicate resources to comply with the 
new regime, resources that would otherwise flow into building tomorrow’s networks. 

Competition

Irrespective of the question if full harmonisation is achieved within the EU, the fact remains that 
non-EU service providers will not be subjected to the same obligations and constraints. This will 
affect the competitive landscape and balance between the EU and competing economies. Many 
providers of electronic communications services, especially providers of Internet services, are 
based outside the EU while competing on the internal market. Service platforms can be set-up 
anywhere in the world: thus non-EU providers will even find themselves in a position to offer 
“non-retention services”, and possibly build their business case on users’ concern of their 
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integrity and privacy. Far reaching data retention obligations could deter European consumers 
from using European services.

In the case where an European operator provides Internet access, while the customer uses an e-
mail provider in the US (e.g. Hotmail, Gmail, Yahoo), the European access provider does not 
have access to the traffic data as required by the Commission’s proposal. In addition, many of 
the larger e-mail providers are based outside the EU and will in any case not be subject to the 
requirements. 

Security

It might be possible to achieve high levels of information security, but a total security guarantee 
is virtually impossible to obtain. It will be paramount to safeguard that data stored are authentic 
and secured from any alteration, that access controls are strong and show a clearly auditable trail 
and chain of custody. The retention and storage of such large amounts of sensitive data will also 
face challenges at the software and network level (malware, spyware, spam, phishing) as well as 
non-internet based threats (for example the physical theft of data retention tapes).

Furthermore, the proposal lacks security provisions on proceedings once the information is 
collected in the Member State, if and how it can be transferred to other Member States as well as 
provisions forbidding the transfer of retained data to countries outside the EU. All these security 
aspects are a potential threat to the European Consumer.

AMENDMENTS

The Committee on the Internal Market and Consumer Protection calls on the Committee on Civil 
Liberties, Justice and Home Affairs, as the committee responsible, to incorporate the following 
amendments in its report:

Draft legislative resolution

Amendment 1
Paragraph 1 a (new)

1a. Calls on the Commission, prior to the entry into force of this Directive, to commission an 
impact assessment study from an independent body representing all stakeholders, 
covering all internal market and consumer protection issues;

Proposal for a directive 

Text proposed by the Commission1 Amendments by Parliament

Amendment 2

1 OJ C ... / Not yet published in OJ.
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RECITAL 13

(13) Given the fact that retention of data 
generates significant additional costs for 
electronic communication providers, whilst 
the benefits in terms of public security 
impact on society in general, it is appropriate 
to foresee that Member States reimburse 
demonstrated additional costs incurred in 
order to comply with the obligations 
imposed on them as a consequence of this 
Directive.

(13) Given the fact that the retention of data 
generates significant additional costs for 
electronic communications providers, whilst 
the benefits in terms of public security 
impact on society in general, and in order to 
avoid distortions in the internal market, it is 
appropriate to provide that all Member 
States must ensure that providers of 
publicly available electronic 
communications services or of a public 
communications network are given full, 
harmonised reimbursement for 
demonstrated additional costs incurred in 
order to comply with the obligations 
imposed on them as a consequence of this 
Directive.

Amendment 3
RECITAL 13 A (new)

(13a) Costs must be kept to a minimum in 
order to avoid putting EU companies at a 
competitive disadvantage as compared to 
non-EU companies.

Amendment 4
RECITAL 14

(14) Technologies relating to electronic 
communications are changing rapidly and 
the legitimate requirements of the competent 
authorities may evolve; to advise on these 
matters the Commission envisages to create 
a platform composed of representatives of 
the law enforcement authorities, 
associations of the electronic 
communications industry and data protection 
authorities.

(14) Technologies relating to electronic 
communications are changing rapidly and 
the legitimate requirements of the competent 
authorities may evolve; in order to advise on 
these matters it is necessary to create a 
standing committee of representatives of the 
European Parliament, law enforcement 
authorities, the electronic communications 
industry, consumer protection 
organisations and data protection 
authorities.



RR\591654EN.doc 59/66 PE 364.679v02-00

EN

Amendment 5
RECITAL 18 A (new)

(18a) Since the security of data retained 
under this Directive is of paramount 
importance for the safeguarding of 
consumers' rights, Member States should 
ensure that the highest standards of data 
storage security are applied, in particular 
in the protection of data from alteration 
and unauthorized access and from internet 
and non-internet related threats.

Amendment 6
RECITAL 18 B (new)

- (18b) The security treatment of data 
retained under this Directive must comply 
with the data protection provisions of 
Directive 2002/58/EC.

Amendment 7
ARTICLE 1, PARAGRAPH 1

1. This Directive aims to harmonise the 
provisions of the Member States concerning 
obligations on the providers of publicly 
available electronic communications 
services or of a public communications 
network with respect to the processing and 
retention of certain data, in order to ensure 
that the data is available for the purpose of 
the prevention, investigation, detection and 
prosecution of serious criminal offences, 
such as terrorism and organised crime.

1. This Directive aims to harmonise the 
provisions of the Member States concerning 
obligations on the providers of publicly 
available electronic communications 
services or of a public communications 
network with respect to the processing and 
retention of certain data, in order to ensure 
that the data is available for the purpose of 
the prevention, investigation, detection and 
prosecution of criminal offences.

Justification

This proposal is related to Article 15 of the Directive on data protection in the electronic 
communications sector (2002/58) which states that Member States may adopt data retention 
rules “to safeguard national security…, defence, public security, and the prevention, 
investigation, detection and prosecution of criminal offences or of unauthorised use of the 
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electronic communication system”. The scope of the Commission proposal however is much 
more limited than the “mandate” given by Article 15 and should be extended. Data retention 
requirements are of primary importance to allow law enforcement measures and judicial 
proceedings to be taken against all forms of online crimes. Without a requirement to retain data, 
authorities face significant obstacles in tracking illegal activities and identifying suspected 
infringers, and in talking actions to enforce offences and legal rights. In addition, the definition 
of “serious” may be subject to many different interpretations, which could create much legal 
uncertainty. 

Amendment 8
ARTICLE 3

1. By way of derogation to Articles 5, 6 and 
9 of Directive 2002/58/EC, Member States 
shall adopt measures to ensure that data 
which are generated or processed by 
providers of publicly available electronic 
communications services or of a public 
communications network within their 
jurisdiction in the process of supplying 
communication services are retained in 
accordance with the provisions of this 
Directive.

1. By way of derogation from Articles 5, 6 
and 9 of Directive 2002/58/EC, Member 
States shall adopt measures to ensure that 
data which are processed and stored by 
providers of publicly available electronic 
communications services or of a public 
communications network within their 
jurisdiction in the course of supplying 
communications services are retained in 
accordance with the provisions of this 
Directive.

Justification

It is essential that the scope of the Directive is clearly defined: the word ‘generated’ being very 
broad and unclear it should be replaced by language which is already in use in European 
legislation. Processing is defined in the general Data Protection Directive (article 2b), while the 
Electronic Communication Directive on Data Retention refers to both processing and storing in 
its article 6.

Amendment 9
ARTICLE 3, PARAGRAPH 2

2. Member States shall adopt measures to 
ensure that data retained in accordance with 
this Directive are only provided to the 
competent national authorities, in specific 
cases and in accordance with national 
legislation, for the purpose of the prevention, 
investigation, detection and prosecution of 
serious criminal offences, such as terrorism 
and organised crime.

2. Member States shall adopt measures to 
ensure that data retained in accordance with 
this Directive are  provided to the competent 
national authorities, in specific cases and in 
accordance with national legislation, for the 
purpose of the prevention, investigation, 
detection and prosecution of criminal 
offences.
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Justification

The Commission proposal is too restricted compared to the ”mandate” provided by Article 15 of 
the Directive on data protection in the electronic communications sector (2002/58) and should 
therefore be extended. Data retention requirements are of primary importance to allow law 
enforcement measures and judicial proceedings to be taken against all forms of online crimes. 
Without a requirement to retain data, authorities face significant obstacles in tracking illegal 
activities and identifying suspected infringers, and in talking actions to enforce offences and 
legal rights. In addition, the definition of “serious” may be subject to many different 
interpretations, which could create much legal uncertainty. Finally, this instrument must not 
prejudice any other Community/national measures for the enforcement of rights. 

Amendment 10
ARTICLE 5

Revision of the annex
The Annex shall be revised on a regular 
basis as necessary in accordance with the 
procedure referred to in Article 6(2).

deleted

Amendment 11
ARTICLE 6

Committee
1. The Commission shall be assisted by a 
Committee composed of representatives of 
the Member States and chaired by the 
representative of the Commission. 
2. Where reference is made to this 
paragraph, Article 5 and 7 of Decision 
1999/468/EC shall apply, having regard to 
the provisions of Article 8 thereof.
3. The period laid down in Article 5(6) of 
Decision 1999/468/EC shall be three 
months.

deleted

Amendment 12
ARTICLE 7

Member States shall ensure that the 
categories of data referred to in Article 4 are 
retained for a period of one year from the 

Member States shall ensure that the 
categories of data referred to in Article 4 are 
retained for a period of one year from the 
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date of the communication, with the 
exception of data related to electronic 
communications taking place using wholly 
or mainly the Internet Protocol. The latter 
shall be retained for a period of six months.

date of the communication. Member States 
shall ensure that all data is erased at the 
end of this retention period.  

Justification

The period of retention should be sufficiently long to enable national authorities to find evidence 
and prosecute law breakers. It can take a lot of time to conduct investigations into possible 
online infringements and some cases can involve complex online structures. It is therefore vital 
that the Commission’s proposal provide that Member States implement procedures that offer 
enforcement bodies flexible and reliable means of ensuring that this critical evidence is stored 
for as long as possible in order to prepare a strong case.

Amendment 13
ARTICLE 8

Member States shall ensure that the data are 
retained in accordance with this Directive in 
such a way that the data retained and any 
other necessary information related to such 
data can be transmitted upon request to the 
competent authorities without undue delay.

Member States shall ensure that data are 
retained in accordance with this Directive in 
such a way that the data retained and any 
other necessary information related to such 
data can be transmitted upon request to the 
competent authorities without undue delay. 
Every request for data access between 
Member States must be accompanied by a 
guarantee that data retained under this 
Directive will be forwarded only to duly 
authorised law enforcement authorities and 
that they will not be forwarded to third 
countries.

Amendment 14
ARTICLE 10

Member States shall ensure that providers of 
publicly available electronic communication 
services or of a public communication 
network are reimbursed for demonstrated 
additional costs they have incurred in order 
to comply with obligations imposed on them 
as a consequence of this Directive.

Member States shall ensure that providers of 
publicly available electronic 
communications services or of a public 
communications network are reimbursed for 
demonstrated additional investment and 
operating costs which they have incurred in 
order to comply with the obligations 
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imposed on them as a consequence of this 
Directive, including the demonstrated 
additional costs of data protection and any 
future amendments to it. The 
reimbursement should include 
demonstrated costs arising from making 
the retained data available to competent 
national authorities.

Justification

Compromise amendment as proposed by LIBE.
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