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Amendment  1 

Proposal for a regulation 

Recital 1 

 

Text proposed by the Commission Amendment 

(1) Building trust in the online 

environment is key to economic 

development. Lack of trust makes 

consumers, businesses and administrations 

hesitate to carry out transactions 

electronically and to adopt new services. 

(1) Building trust in the online 

environment is key to economic and social 

development. Lack of trust, in particular 

because of a perceived lack of legal 

certainty, makes consumers, businesses 

and administrations hesitate to carry out 

transactions electronically and to adopt 

new services. 

Amendment  2 

Proposal for a regulation 

Recital 1 a (new) 

 

Text proposed by the Commission Amendment 

 (1a) Ensuring that all citizens have access 

to the technology and skills that enable 

them to benefit equally from digital 

offerings and electronic services is vital in 

order to ensure equal opportunities and 
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inclusion of all parts of society.  

Amendment  3 

Proposal for a regulation 

Recital 2 

 

Text proposed by the Commission Amendment 

(2) This Regulation seeks to enhance trust 

in electronic transactions in the internal 

market by enabling secure and seamless 

electronic interactions to take place 

between businesses, citizens and public 

authorities, thereby increasing the 

effectiveness of public and private online 

services, electronic business and electronic 

commerce in the Union. 

(2) This Regulation seeks to enhance trust 

in electronic transactions in the internal 

market by providing a common 

foundation for legally secure electronic 

interaction between businesses, citizens 

and public authorities, thereby increasing 

the effectiveness of public and private 

online services, electronic business and 

electronic commerce in the Union. 

Justification 

Again it is about legal certainty. 

Amendment  4 

Proposal for a regulation 

Recital 3 

 

Text proposed by the Commission Amendment 

(3) Directive 1999/93/EC of the European 

Parliament and of the Council of 13 

December 1999 on a Community 

framework for electronic signatures, 

essentially covered electronic signatures 

without delivering a comprehensive cross-

border and cross-sector framework for 

secure, trustworthy and easy-to-use 

electronic transactions. This Regulation 

enhances and expands the acquis of the 

Directive. 

(3) Directive 1999/93/EC of the European 

Parliament and of the Council of 13 

December 1999 on a Community 

framework for electronic signatures, 

essentially covered electronic signatures 

without delivering a comprehensive cross-

border and cross-sector framework for 

secure, trustworthy and easy-to-use 

electronic transactions. This Regulation 

addresses these lacunae. 

Justification 

Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on 

a Community framework for electronic signatures, essentially covered electronic signatures 

without delivering a comprehensive cross-border and cross-sector framework for secure, 

trustworthy and easy-to-use electronic transactions. This Regulation addresses these lacunae. 
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Amendment  5 

Proposal for a regulation 

Recital 11 

 

Text proposed by the Commission Amendment 

(11) One of the objectives of this 

Regulation is to remove existing barriers to 

the cross-border use of electronic 

identification means used in the Member 

States to access at least public services. 

This Regulation does not aim at 

intervening on electronic identity 

management systems and related 

infrastructures established in the Member 

States. The aim of this Regulation is to 

ensure that for the access to cross-border 

online services offered by the Member 

States, secure electronic identification and 

authentication is possible. 

(11) One of the objectives of this 

Regulation is to remove existing barriers to 

the cross-border use of electronic 

identification means used in the Member 

States to access at least public services. 

This Regulation does not aim at 

intervening on electronic identity 

management systems and related 

infrastructures established in the Member 

States. Rather, it aims to introduce 

different security levels to guarantee a 

minimum common set of security 

requirements. The aim of this Regulation 

is to ensure that for the access to cross-

border online services offered by the 

Member States, secure electronic 

identification and authentication is 

possible, with full respect for technology 

neutrality. 

Justification 

Unlike trust services, which are covered by a common set of security requirements, the 

Commission has no such provisions for electronic identification. The rapporteur takes the view 

that the introduction of different security levels (and consequently of a minimum level of 

security) is a prerequisite for the principle of mutual recognition and will help increase security 

in the digital world. 

Amendment  6 

Proposal for a regulation 

Recital 12 

 

Text proposed by the Commission Amendment 

(12) Member States should remain free to 

use or introduce means, for electronic 

identification purposes, for accessing 

online services. They should also be able to 

decide whether to involve the private 

sector in the provision of these means. 

Member States should not be obliged to 

notify their electronic identification 

(12) Member States should remain free to 

use or introduce means, for electronic 

authentication or identification purposes, 

for accessing online services. They should 

also be able to decide whether to involve 

the private sector in the provision of these 

means. Member States should not be 

obliged to notify their electronic 
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schemes. The choice to either notify all, 

some or none of the electronic 

identification schemes used at national 

level to access at least public online 

services or specific services is up to the 

Member States. 

identification schemes. The choice to either 

notify all, some or none of the electronic 

identification schemes used at national 

level to access at least public online 

services or specific services is up to the 

Member States. 

Amendment  7 

Proposal for a regulation 

Recital 13 

 

Text proposed by the Commission Amendment 

(13) Some conditions need to be set in the 

Regulation with regard to which electronic 

identification means have to be accepted 

and how the schemes should be notified. 

These should help Member States to build 

the necessary trust in each other's 

electronic identification schemes and to 

mutually recognise and accept electronic 

identification means falling under their 

notified schemes. The principle of mutual 

recognition and acceptance should apply if 

the notifying Member State meets the 

conditions of notification and the 

notification was published in the Official 

Journal of the European Union. However, 

the access to these online services and their 

final delivery to the applicant should be 

closely linked to the right to receive such 

services under the conditions set by 

national legislation. 

(13) Some conditions need to be set in the 

Regulation with regard to which electronic 

identification means have to be accepted 

and how the schemes should be notified. 

These should help Member States to build 

the necessary trust in each other's 

electronic identification schemes and to 

mutually recognise and accept electronic 

identification means falling under their 

notified schemes. The principle of mutual 

recognition and acceptance should apply if 

the notifying Member State meets the 

conditions of notification and the 

notification, including a description of the 

notified electronic identification scheme 

and the information on the different 

security levels, was published in the 

Official Journal of the European Union. 

However, the access to these online 

services and their final delivery to the 

applicant should be closely linked to the 

right to receive such services under the 

conditions set by national legislation. 

Justification 

Unlike trust services, which are covered by a common set of security requirements, the 

Commission has no such provisions for electronic identification. The rapporteur takes the view 

that the introduction of different security levels (and consequently of a minimum level of 

security) is a prerequisite for the principle of mutual recognition and will help increase security 

in the digital world. 

Amendment  8 

Proposal for a regulation 

Recital 14 
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Text proposed by the Commission Amendment 

(14) Member States should be able to 

decide to involve the private sector in the 

issuance of electronic identification means 

and to allow the private sector the use of 

electronic identification means under a 

notified scheme for identification purposes 

when needed for online services or 

electronic transactions. The possibility to 

use such electronic identification means 

would enable the private sector to rely on 

electronic identification and authentication 

already largely used in many Member 

States at least for public services and to 

make it easier for businesses and citizens to 

access their online services across borders. 

In order to facilitate the use of such 

electronic identification means across 

borders by the private sector, the 

authentication possibility provided by the 

Member States should be available to 

relying parties without discriminating 

between public or private sector. 

(14) Member States should be able to 

involve the private sector in issuing 

electronic authentication or identification 

means. Private sector parties should also 

be allowed to use electronic 

authentication and identification means 

under a notified scheme for authentication 

or identification purposes when needed for 

online services or electronic transactions. 

The possibility to use such means would 

enable the private sector to rely on 

electronic identification and/or 

authentication already largely used in many 

Member States at least for public services 

and to make it easier for businesses and 

citizens to access their online services 

across borders. In order to facilitate the use 

of such electronic authentication or 

identification means across borders by the 

private sector, the authentication possibility 

provided by the Member States should be 

available to relying parties without 

discriminating between public and private 

sector. 

Justification 

The original formulation by the Commission makes it unclear who is a relying party (a private 

actor), and the distinction between the use of a relying party (certificate provider) and an issuer 

of a physical piece of equipment for interpreting the identifying data. 

Amendment  9 

Proposal for a regulation 

Recital 15 

 

Text proposed by the Commission Amendment 

(15) The cross border use of electronic 

identification means under a notified 

scheme requires Member States to 

cooperate in providing technical 

interoperability. This rules out any specific 

national technical rules requiring non-

national parties for instance to obtain 

specific hardware or software to verify and 

validate the notified electronic 

(15) The cross border use of electronic 

identification means under a notified 

scheme requires Member States to 

cooperate in providing technical 

interoperability in accordance with the 

principle of technological neutrality. This 

rules out any specific national technical 

rules requiring non-national parties for 

instance to obtain specific hardware or 
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identification. Technical requirements on 

users, on the other hand, stemming from 

the inherent specifications of whatever 

token is used (e.g. smartcards) are 

inevitable. 

software to verify and validate the notified 

electronic identification. Technical 

requirements on users, on the other hand, 

stemming from the inherent specifications 

of whatever token is used (e.g. smartcards) 

are inevitable. Nevertheless the process of 

building interoperability should respect 

the various approaches taken by Member 

States while developing their national 

electronic identification systems and 

should not require changes to the 

fundamental design of such systems. 

Amendment  10 

Proposal for a regulation 

Recital 16 

 

Text proposed by the Commission Amendment 

(16) Cooperation of Member States should 

serve the technical interoperability of the 

notified electronic identification schemes 

with a view to foster a high level of trust 

and security appropriate to the degree of 

risk. The exchange of information and the 

sharing of best practices between Member 

States with a view to their mutual 

recognition should help such cooperation. 

(16) Cooperation of Member States should 

serve the technical interoperability of the 

notified electronic identification schemes 

with a view to foster a high level of trust 

and security appropriate to the degree of 

risk. The exchange of information and the 

sharing of best practices between Member 

States with a view to their mutual 

recognition should help such cooperation. 

Since certain e-services have greater 

cross-border potential, establishing 

interoperability for such e-services should 

be prioritized. E-services of cross border 

relevance are such services which are 

available not only to residents of a 

Member State, and where interoperable 

authentication means could be expected to 

boost cross border interactions. 

Amendment  11 

Proposal for a regulation 

Recital 16 a (new) 

 

Text proposed by the Commission Amendment 

 (16a) The cross border use of electronic 

authentication means should not lead to 

disclosure of personal data that are not 

necessary for the service to be provided. 



 

 

 PE529.680/ 7 

 EN 

In this regard, Member States should be 

encouraged to make better use of non -

direct identification where the processing 

of personal data is limited to the 

disclosure of only personal data required 

for a specific purpose. 

Amendment  12 

Proposal for a regulation 

Recital 17 

 

Text proposed by the Commission Amendment 

(17) This Regulation should also establish 

a general legal framework for the use of 

electronic trust services. However, it 

should not create a general obligation to 

use them. In particular, it should not cover 

the provision of services based on 

voluntary agreements under private law. 

Neither should it cover aspects related to 

the conclusion and validity of contracts or 

other legal obligations where there are 

requirements as regards form prescribed 

by national or Union law. 

(17) This Regulation should also establish 

a general legal framework for the use of 

electronic trust services. However, it 

should not create a general obligation to 

use them. In particular, it should not cover 

the provision of services based on 

voluntary agreements under private law. It 

should also be without prejudice to 

provisions on the form, formation or 

effect of contracts or to the form, creation 

or validity of other private-law obligations 

irrespective of whether they are founded 

on national or Union law, for example in 

accordance to the rules on consent and 

material and formal validity of contracts 

laid down in Regulation (EC) No 

593/2008 of the European Parliament and 

the Council
21a

. Furthermore this 

Regulation should be without prejudice to 

the rules and restrictions in national or 

Union law on the use of documents, and 

should not apply to register procedures, 

particularly those relating to land 

registers and trade registers. 

 ______________ 

 
21a 
Regulation (EC) No 593/2008 of the 

European Parliament and of the Council 

of 17 June 2008 on the law applicable to 

contractual obligations (Rome I) (OJ L 

177, 4.7.2008, p. 6). 

Amendment  13 

Proposal for a regulation 

Recital 20 
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Text proposed by the Commission Amendment 

(20) Because of the pace of technological 

change, this Regulation should adopt an 

approach which is open to innovations. 

(20) Because of the pace of technological 

change, this Regulation should adopt an 

approach which aims at stimulating 

innovations. 

Amendment  14 

Proposal for a regulation 

Recital 21 

 

Text proposed by the Commission Amendment 

(21) This Regulation should be technology-

neutral. The legal effects it grants should 

be achievable by any technical means 

provided that the requirements of this 

Regulation are met. 

(21) This Regulation should be technology-

neutral with regard to both electronic 

identification systems and trust services. 

The legal effects it grants should be 

achievable by any technical means 

provided that the requirements of this 

Regulation are met. 

Amendment  15 

Proposal for a regulation 

Recital 22 

 

Text proposed by the Commission Amendment 

(22) To enhance people's trust in the 

internal market and to promote the use of 

trust services and products, the notions of 

qualified trust services and qualified trust 

service provider should be introduced with 

a view to indicating requirements and 

obligations to ensure high-level security of 

whatever qualified trust services and 

products are used or provided. 

(22) To enhance the trust of small and 

medium-sized enterprises (SMEs) and 

consumers in the internal market and to 

promote the use of trust services and 

products, the notions of qualified trust 

services and qualified trust service provider 

should be introduced with a view to 

indicating requirements and obligations to 

ensure high-level security of whatever 

qualified trust services and products are 

used or provided. Both qualified and 

advanced electronic signatures should be 

legally equivalent to handwritten 

signatures. Nothing in this Regulation 

should limit the ability of any natural or 

legal person to demonstrate with evidence 

the non-reliability of any form of 

electronic signature. However, in the case 

of qualified electronic signatures, the 

burden of proof when questioning the 
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identity of the signatory should rest with 

the contesting party. 

Justification 

It should be made clear that even a non-qualified signature can have the same effect as a 

handwritten one. The only difference is the burden of proof. 

Amendment  16 

Proposal for a regulation 

Recital 23 

 

Text proposed by the Commission Amendment 

(23) In line with the obligations under the 

UN Convention on the Rights of Persons 

with Disabilities that has entered into force 

in the EU, persons with disabilities should 

be able to use trust services and end user 

products used in the provision of those 

services on equal bases with other 

consumers. 

(23) In line with the obligations under the 

UN Convention on the Rights of Persons 

with Disabilities that has entered into force 

in the EU, and with respect for and in full 

compliance with Union law on the 

accessibility of the websites of public 

sector bodies, persons with disabilities 

should be able to use trust services and 

electronic identification services and end 

user products used in the provision of those 

services on equal bases with other 

consumers. 

Amendment  17 

Proposal for a regulation 

Recital 23 a (new) 

 

Text proposed by the Commission Amendment 

 (23a) Under Article 9 of the Treaty on the 

Functioning of the European Union, in 

defining and implementing its policies 

and activities, the Union is obliged to take 

into account requirements linked to the 

promotion of a high level of employment, 

the guarantee of adequate social 

protection, the fight against social 

exclusion, and a high level of education, 

training and protection of human health. 

Amendment  18 

Proposal for a regulation 

Recital 23 b (new) 
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Text proposed by the Commission Amendment 

 (23b) The concepts of accessibility and 

design for all should be mainstreamed 

when legislative measures on electronic 

identification are being pursued at Union 

level. 

Amendment  19 

Proposal for a regulation 

Recital 24 

 

Text proposed by the Commission Amendment 

(24) A trust service provider is a controller 

of personal data and therefore has to 

comply with the obligations set out in 

Directive 95/46/EC of the European 

Parliament and of the Council of 24 

October 1995 on the protection of 

individuals with regard to the processing of 

personal data and on the free movement of 

such data
22

. In particular the collection of 

data should be minimised as much as 

possible taking into account the purpose of 

the service provided. 

(24) A trust service provider is a controller 

of personal data and therefore has to 

comply with the obligations set out in 

national provisions on data protection and 

in Directive 95/46/EC of the European 

Parliament and of the Council of 24 

October 1995 on the protection of 

individuals with regard to the processing of 

personal data and on the free movement of 

such data
22

. In particular the collection and 

the retention of data should be minimised 

as much as possible taking into account the 

purpose of the service provided and the 

trust service providers should provide 

users with information on the collection, 

communication and retention of their 

personal data and enable them to check 

their personal data and exercise their data 

protection rights. 

Amendment  20 

Proposal for a regulation 

Recital 24 a (new) 

 

Text proposed by the Commission Amendment 

 (24a) A high level of data protection 

through appropriate and harmonised 

safeguards is all the more important for 

the use of electronic identification 

schemes and trust services, as both will 

require the processing of personal data. 

Such processing will be relied upon, 
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amongst other things, for identifying and 

authenticating persons in the most 

reliable manner; moreover the lack of 

appropriate safeguards could lead to 

significant data protection risks such as 

identity theft, forgery or misuse of the 

electronic medium. 

Amendment  21 

Proposal for a regulation 

Recital 24 b (new) 

 

Text proposed by the Commission Amendment 

 (24b) A trust service provider operates in 

a particularly sensitive environment 

where many other parties rely on the 

integrity of their services. In particular, it 

is presumed by its customers that it is 

always trustworthy. Therefore it is 

important to avoid conflicts of interest. In 

the interest of good governance within the 

context of electronic signatures and 

electronic identification, trust service 

providers should not in general be 

operated or owned by entities providing 

services that require their trust services. 

Oversight should be provided by a 

competent supervisory body. 

Justification 

Separating the functionality of a trust service provider from that of a provider of services 

requiring trust means that there is less chance of a single interest over-taking or exercising 

undue influence on the trust service provider. This is an important principle in establishing 

adequate trust chains on the market for electronic signatures. 

Amendment  22 

Proposal for a regulation 

Recital 24 c (new) 

 

Text  proposed by the Commission Amendment 

 (24c) Electronic identification schemes 

should comply with Directive 95/46/EC, 

which governs the processing of personal 

data carried out in the Member States 

pursuant to this Regulation and under the 
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supervision of the Member States' 

competent authorities, in particular the 

independent public authorities designated 

by the Member States. 

Amendment  23 

Proposal for a regulation 

Recital 24 d (new) 

 

Text proposed by the Commission Amendment 

 (24d) This Regulation respects the 

fundamental rights and observes the 

principles recognised by the Charter of 

Fundamental Rights of the European 

Union, in particular Article 8 thereof. 

Amendment  24 

Proposal for a regulation 

Recital 25 

 

Text proposed by the Commission Amendment 

(25) Supervisory bodies should cooperate 

and exchange information with data 

protection authorities to ensure proper 

implementation of data protection 

legislation by service providers. The 

exchange of information should in 

particular cover security incidents and 

personal data breaches. 

(25) Trust service providers and national 

bodies responsible for accreditation or 

supervision should comply with the 

requirements laid down in Directive 

95/46/EC. 

 Member States should also ensure that 

trust service providers and national bodies 

responsible for accreditation or 

supervision cooperate and exchange 

information with data protection authorities 

to ensure proper implementation of data 

protection legislation by service providers. 

The exchange of information should in 

particular cover security incidents and 

personal data breaches, where provided by 

the applicable law. 

Amendment  25 

Proposal for a regulation 

Recital 26 
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Text proposed by the Commission Amendment 

(26) It should be incumbent on all trust 

service providers to apply good security 

practice appropriate to the risks related to 

their activities so as to boost users' trust in 

the single market. 

(26) It should be incumbent on all trust 

service providers to apply good security 

practice appropriate to the risks related to 

their activities so as to build users' trust in 

the services concerned. 

Amendment  26 

Proposal for a regulation 

Recital 29 

 

Text proposed by the Commission Amendment 

(29) Notification of security breaches and 

security risk assessments is essential with a 

view to providing adequate information to 

concerned parties in the event of a breach 

of security or loss of integrity. 

(29) A breach of security may, if not 

addressed in an adequate and timely 

manner, result in substantial economic 

loss and social harm for the individuals 

concerned, including identity fraud. 

Therefore notification of security breaches 

without undue delay in accordance with 

Directive 95/46/EC and security risk 

assessments is essential with a view to 

providing adequate information to 

concerned parties in the event of a breach 

of security or loss of integrity especially to 

give them the opportunity to mitigate 

potential adverse effects. 

Amendment  27 

Proposal for a regulation 

Recital 33 

 

Text proposed by the Commission Amendment 

(33) To ensure sustainability and durability 

of qualified trust services and to boost 

users‘ confidence in the continuity of 

qualified trust services, supervisory bodies 

should ensure that the data of qualified 

trust service providers are preserved and 

kept accessible for an appropriate period of 

time even if a qualified trust service 

provider ceases to exist. 

(33) To ensure sustainability and durability 

of qualified trust services and to boost 

users' confidence in the continuity of 

qualified trust services, supervisory bodies 

should ensure that the data collected by the 

qualified trust service providers are 

preserved and kept accessible for an 

appropriate period of time even if a 

qualified trust service provider ceases to 

exist. 
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Amendment  28 

Proposal for a regulation 

Recital 34 

 

Text proposed by the Commission Amendment 

(34) To facilitate the supervision of 

qualified trust services providers, for 

example when a provider is providing its 

services in the territory of another Member 

State and is not subject to supervision 

there, or when the computers of a provider 

are located in the territory of another 

Member State than the one where it is 

established, a mutual assistance system 

between supervisory bodies in the Member 

States should be set up. 

(34) To facilitate the supervision of 

qualified trust services providers and 

ensure that it is effective, as stipulated in 

this Regulation, for example when a 

provider is providing its services in the 

territory of another Member State and is 

not subject to supervision there, or when 

the computers of a provider are located in 

the territory of another Member State than 

the one where it is established, a mutual 

assistance system between supervisory 

bodies in the Member States should be set 

up. The system should also aim to simplify 

and reduce the administrative burden on 

trust service providers by having a one-

stop-shop supervisory body. 

Amendment  29 

Proposal for a regulation 

Recital 39 a (new) 

 

Text proposed by the Commission Amendment 

 (39a) In order to boost users’ confidence 

online and to make it easier to identify the 

qualified trust services providers which 

meet the requirements of this Regulation, 

an 'EU' qualified trustmark should be 

created.  

Justification 

Parliament called for the creation of a trustmark in its resolution of 11 December 2012 on 

completing the Digital Single Market. Its aim in doing so was to boost users’ confidence online 

by creating an easily recognisable European label. Bearing in mind the aim of making trust 

services more secure online, qualified trust service providers who meet the requirements, 

especially those laid down in Article 19, should be able to benefit from this label and enjoy 

added value in e-commerce. 

Amendment  30 

Proposal for a regulation 
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Recital 40 a (new) 

 

Text proposed by the Commission Amendment 

 (40a) The creation of remote electronic 

signatures, where the electronic signature 

creation environment is managed by a 

trust services provider on behalf of the 

signatory, is set to increase in the light of 

its multiple economic benefits. However, 

in order to ensure that such electronic 

signatures receive the same legal 

recognition as electronic signatures 

created in an entirely user-managed 

environment, remote signature services 

providers should apply specific 

management and administrative security 

procedures, and use reliable systems and 

products, including secure electronic 

communication channels, in order to 

guarantee that the electronic signature 

creation environment is reliable and is 

used under the sole control of the 

signatory. Where a qualified electronic 

signature has been created using a remote 

electronic signature creation device, the 

requirements applicable to qualified trust 

services providers set out in this 

Regulation should apply. 

Justification 

Although the server signature service is exposed to greater risks than other services, it is of 

benefit to users and is set to expand. The rapporteur therefore takes the view that express 

reference should be made to this service in order to ensure that the supervisory audits focus on 

the weaknesses inherent to this type of signature. 

Amendment  31 

Proposal for a regulation 

Recital 42 

 

Text proposed by the Commission Amendment 

(42) When a transaction requires a 

qualified electronic seal from a legal 

person, a qualified electronic signature 

from the authorised representative of the 

legal person should be equally acceptable. 

(42) When national or Union law requires 

a qualified electronic seal from a legal 

person, a qualified electronic signature 

from the authorised representative of the 

legal person should be equally acceptable. 
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Amendment  32 

Proposal for a regulation 

Recital 43 

 

Text proposed by the Commission Amendment 

(43) Electronic seals should serve as 

evidence that an electronic document was 

issued by a legal person, ensuring 

certainty of the document’s origin and 

integrity. 

(43) Valid electronic seals should serve as 

prima facie evidence of the authenticity 

and integrity of an electronic document 

associated with them. This should be 

without prejudice to national provisions 

on powers of attorney, representation and 

legal capacity. 

Amendment  33 

Proposal for a regulation 

Recital 45 

 

Text proposed by the Commission Amendment 

(45) In order to enhance the cross-border 

use of electronic documents this 

Regulation should provide for the legal 

effect of electronic documents which 

should be considered as equal to paper 

documents dependent on the risk 

assessment and provided the authenticity 

and integrity of the documents are 

ensured. It also important for further 

development of cross-border electronic 

transactions in the internal market that 

original electronic documents or certified 

copies issued by relevant competent bodies 

in a Member State under their national 

law are accepted as such also in other 

Member States. This Regulation should 

not affect Member States’ right to 

determine what constitutes an original or 

a copy at a national level but ensures that 

these can be used as such also across 

borders. 

deleted 

Amendment  34 

Proposal for a regulation 

Recital 46 a (new) 
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Text proposed by the Commission Amendment 

 (46a) Member States should ensure that 

the possibilities and limitations of use of 

electronic identification are clearly 

communicated to the citizens. 

Amendment  35 

Proposal for a regulation 

Recital 49 

 

Text proposed by the Commission Amendment 

(49) In order to complement certain 

detailed technical aspects of this 

Regulation in a flexible and rapid manner, 

the power to adopt acts in accordance with 

Article 290 of the Treaty on the 

Functioning of the European Union should 

be delegated to the Commission in respect 

of interoperability of electronic 

identification; security measures required 

of trust service providers; recognised 

independent bodies responsible for 

auditing the service providers; trusted 

lists; requirements related to the security 

levels of electronic signatures; 

requirements of qualified certificates for 

electronic signatures their validation and 

their preservation; the bodies responsible 

for the certification of qualified electronic 

signature creation devices; and the 

requirements related to the security levels 

of electronic seals and to qualified 

certificates for electronic seals; the 

interoperability between delivery services. 

It is of particular importance that the 

Commission carry out appropriate 

consultations during its preparatory work, 

including at expert level. 

(49) In order to complement certain 

detailed technical aspects of this 

Regulation in a flexible and rapid manner, 

the power to adopt acts in accordance with 

Article 290 of the Treaty on the 

Functioning of the European Union should 

be delegated to the Commission in respect 

of interoperability of electronic 

identification; trusted lists; requirements of 

qualified certificates for electronic 

signatures their validation and their 

preservation; the bodies responsible for the 

certification of qualified electronic 

signature creation devices; and to qualified 

certificates for electronic seals; the 

interoperability between delivery services. 

It is of particular importance that the 

Commission carry out appropriate 

consultations during its preparatory work, 

including at expert level. 

Amendment  36 

Proposal for a regulation 

Recital 51 
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Text proposed by the Commission Amendment 

(51) In order to ensure uniform conditions 

for the implementation of this Regulation, 

implementing powers should be conferred 

on the Commission, in particular for 

specifying reference numbers of standards 

which use would give a presumption of 

compliance with certain requirements laid 

down in this Regulation or defined in 

delegated acts. Those powers should be 

exercised in accordance with Regulation 

(EU) No 182/2011 of the European 

Parliament and of the Council of 16 

February 2011 laying down the rules and 

general principles concerning mechanisms 

for control by the Member States of the 

Commission's exercise of implementing 

powers. 

(51) In order to ensure uniform conditions 

for the implementation of this Regulation, 

implementing powers should be conferred 

on the Commission, in particular for 

specifying reference numbers of standards 

which use would give a presumption of 

compliance with certain requirements laid 

down in this Regulation or defined in 

delegated acts. Those powers should be 

exercised, after a transparent stakeholder 

consultation, in accordance with 

Regulation (EU) No 182/2011 of the 

European Parliament and of the Council of 

16 February 2011 laying down the rules 

and general principles concerning 

mechanisms for control by the Member 

States of the Commission's exercise of 

implementing powers. 

Amendment  37 

Proposal for a regulation 

Recital 51 a (new) 

 

Text proposed by the Commission Amendment 

 (51a) The standardisation work carried 

out by international and European 

organisations enjoys international 

recognition. This work is undertaken in 

cooperation with the industries and 

stakeholders concerned, and is funded by 

the Union and national authorities, 

among others. With a view to ensuring a 

high level of security in electronic 

identification and in electronic trust 

services, particularly in the Commission’s 

drafting of delegated and implementing 

acts, due account should be paid to 

standards drawn up by organisations such 

as the European Committee for 

Standardisation (CEN), the European 

Telecommunications Standards Institute 

(ETSI), the European Committee for 

Electrotechnical Standardisation 

(CENELEC) or the International 
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Organisation for Standardisation (ISO). 

Amendment  38 

Proposal for a regulation 

Article 1 

 

Text proposed by the Commission Amendment 

1. This Regulation lays down rules for 

electronic identification and electronic 

trust services for electronic transactions 

with a view to ensuring the proper 

functioning of the internal market. 

1. This Regulation lays down rules for 

cross-border electronic identification and 

trust services for electronic transactions 

with a view to ensuring the proper 

functioning of the internal market. 

2. This Regulation lays down the 

conditions under which Member States 

shall recognise and accept electronic 

identification means of natural and legal 

persons falling under a notified electronic 

identification scheme of another Member 

State. 

2. This Regulation lays down the 

conditions under which Member States 

shall recognise and accept electronic 

identification means for natural and legal 

persons falling under a notified electronic 

identification scheme of another Member 

State. 

3. This Regulation establishes a legal 

framework for electronic signatures, 

electronic seals, electronic time stamps, 

electronic documents, electronic delivery 

services and website authentication. 

3. This Regulation establishes a legal 

framework for electronic signatures, 

electronic seals, electronic time stamps, 

electronic documents, electronic delivery 

services and website authentication. 

4. This Regulation ensures that trust 

services and products which comply with 

this Regulation are permitted to circulate 

freely in the internal market. 

4. This Regulation ensures that qualified 

and non-qualified trust services and 

products which comply with this 

Regulation are permitted to circulate freely 

in the internal market. 

Amendment  39 

Proposal for a regulation 

Article 2 

 

Text proposed by the Commission Amendment 

1. This Regulation applies to electronic 

identification provided by, on behalf or 

under the responsibility of Member States 

and to trust service providers established in 

the Union. 

1. This Regulation applies to notified 

electronic identification schemes 

mandated, recognised or issued by or on 

behalf of Member Sates, and to trust 

service providers established in the Union. 

2. This Regulation does not apply to the 

provision of electronic trust services based 

on voluntary agreements under private 

law. 

2. This Regulation applies to both 

qualified and non-qualified trust service 

providers established in the Union. This 

Regulation does not apply to the trust 
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services which are provided to a closed 

group of parties and which are used 

exclusively within that group. 

3. This Regulation does not apply to 

aspects related to the conclusion and 

validity of contracts or other legal 

obligations where there are requirements as 

regards form prescribed by national or 

Union law. 

3. This Regulation does not apply to 

aspects related to the conclusion and 

validity of contracts or other legal 

obligations where there are requirements as 

regards form prescribed by national or 

Union law. 

Amendment  40 

Proposal for a regulation 

Article 3 – point 1 

 

Text proposed by the Commission Amendment 

(1) ‘electronic identification’ means the 

process of using person identification data 

in electronic form unambiguously 

representing a natural or legal person; 

(1) ‘electronic identification’ means the 

process of using identification data in 

electronic form representing a natural or 

legal person either: 

 (a) to fully identify a person, or 

 (b) to confirm only those identification 

data necessary to grant access to a 

specific service. 

Amendment  41 

Proposal for a regulation 

Article 3 – point 2 

 

Text proposed by the Commission Amendment 

(2) ‘electronic identification means’ means 

a material or immaterial unit containing 

data as referred to in point 1 of this Article, 

and which is used to access services online 

as referred to in Article 5; 

(2) ‘electronic identification means’ means 

a material or immaterial unit containing 

data as referred to in point 1 of this Article, 

and which is used to access electronic 

services as referred to in Article 5; 

Amendment  42 

Proposal for a regulation 

Article 3 – point 4 

 

Text proposed by the Commission Amendment 

(4) ‘authentication’ means an electronic 

process that allows the validation of the 

(4) ‘authentication’ means an electronic 

process that allows the validation of the 
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electronic identification of a natural or 

legal person; or of the origin and integrity 

of an electronic data; 

electronic identification of a natural or 

legal person; or of the origin and integrity 

of electronic data; 

Amendment  43 

Proposal for a regulation 

Article 3 – point 4 a (new) 

 

Text proposed by the Commission Amendment 

 (4a) 'relying party' means a natural or 

legal person to whom the holder of an 

electronic authentication means verifies 

attributes; 

Justification 

The draft already referred to relying parties in Article (1) (d) without a proper definition. 

Amendment  44 

Proposal for a regulation 

Article 3 – point 7 – point b 

 

Text proposed by the Commission Amendment 

(b) it is capable of identifying the 

signatory; 

(b) it is capable of guaranteeing the legal 

validity of the identity of the signatory; 

Justification 

The use of the term ‘identifying’ could prove confusing given that the regulation concerns 

electronic identification. This particular point is a definition of an advanced electronic 

signature, which relates to the ‘trust services’ part of the proposal (Chapter III). 

Amendment  45 

Proposal for a regulation 

Article 3 – point 7 – point c 

 

Text proposed by the Commission Amendment 

(c) it is created using electronic signature 

creation data that the signatory can, with 

high level of confidence, use under his 

sole control; and 

(c) it is created using an electronic 

signature creation device that the signatory 

can use under his sole control; and 
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Justification 

Wording changed to bring the text into line with the terminology used in Articles 22 and 23. 

The expression ‘high level of confidence’ is legally meaningless.  

Amendment  46 

Proposal for a regulation 

Article 3 – point 7 – point d 

 

Text proposed by the Commission Amendment 

(d) it is linked to the data to which it 

relates in such a way that any subsequent 

change in the data is detectable; 

(d) it is linked to the data signed therewith 

in such a way that any subsequent change 

in the data is detectable; 

Amendment  47 

Proposal for a regulation 

Article 3 – point 8 

 

Text proposed by the Commission Amendment 

(8) ‘qualified electronic signature’ means 

an advanced electronic signature which is 

created by a qualified electronic signature 

creation device, and which is based on a 

qualified certificate for electronic 

signatures; 

(8) ‘qualified electronic signature’ means 

an advanced electronic signature which is 

created by a qualified electronic signature 

creation device, and which is based on a 

qualified certificate for electronic 

signatures issued by a qualified trust 

provider; 

Amendment  48 

Proposal for a regulation 

Article 3 – point 10 

 

Text proposed by the Commission Amendment 

(10) ‘certificate’ means an electronic 

attestation which links electronic signature 

or seal validation data of a natural or a 

legal person respectively to the certificate 

and confirms those data of that person; 

(10) 'certificate' means an electronic 

attestation which links electronic signature 

or seal validation data with the 

identification data of an entity or a natural 

or a legal person respectively and confirms 

those data of that person; 

Amendment  49 

Proposal for a regulation 

Article 3 – point 11 
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Text proposed by the Commission Amendment 

(11) ‘qualified certificate for electronic 

signature’ means an attestation which is 

used to support electronic signatures, is 

issued by a qualified trust service provider 

and meet the requirements laid down in 

Annex I; 

(11) ‘qualified certificate for electronic 

signature’ means a certificate which is 

used to support electronic signatures, is 

issued by a qualified trust service provider 

and meet the requirements laid down in 

Annex I; 

Amendment  50 

Proposal for a regulation 

Article 3 – point 12 

 

Text proposed by the Commission Amendment 

(12) ‘trust service’ means any electronic 

service consisting in the creation, 

verification, validation, handling and 

preservation of electronic signatures, 

electronic seals, electronic time stamps, 

electronic documents, electronic delivery 

services, website authentication, and 

electronic certificates, including 

certificates for electronic signature and for 

electronic seals; 

(12) 'trust service' means an electronic 

service consisting in the creation, 

verification, validation or preservation of 

electronic signatures, electronic seals, 

electronic time stamps, electronic 

documents, electronic delivery services, 

website authentication, and electronic 

certificates, including certificates for 

electronic signature and for electronic 

seals; 

Amendment  51 

Proposal for a regulation 

Article 3 – point 13 

 

Text proposed by the Commission Amendment 

(13) ‘qualified trust service’ means a trust 

service that meets the applicable 

requirements provided for in this 

Regulation; 

(13) ‘qualified trust service’ means a trust 

service that meets the applicable 

requirements laid down in this Regulation; 

Amendment  52 

Proposal for a regulation 

Article 3 – point 14 

 

Text proposed by the Commission Amendment 

(14) ‘trust service provider’ means a 

natural or a legal person who provides one 

(14) 'trust service provider' means a 

natural or a legal person who provides one 

or more trust services as defined in this 
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or more trust services; Regulation; 

Justification 

Removes ambiguity about trust services in, for instances, the financial sector. 

Amendment  53 

Proposal for a regulation 

Article 3 – point 19 

 

Text proposed by the Commission Amendment 

(19) ‘creator of a seal’ means a legal 

person who creates an electronic seal; 

(19) ‘creator of a seal’ means a natural or 

legal person who creates an electronic seal; 

Amendment  54 

Proposal for a regulation 

Article 3 – point 20 

 

Text proposed by the Commission Amendment 

(20) ‘electronic seal’ means data in 

electronic form which are attached to or 

logically associated with other electronic 

data to ensure the origin and the integrity 

of the associated data; 

(20) ‘electronic seal’ means data in 

electronic form which are attached to or 

logically associated with other electronic 

data to ensure the authenticity and the 

integrity of the associated data; 

Amendment  55 

Proposal for a regulation 

Article 3 – point 21 – point c 

 

Text proposed by the Commission Amendment 

(c) it is created using electronic seal 

creation data that the creator of the seal 

can, with a high level of confidence under 

its control, use for electronic seal creation; 

and 

(c) it is created using an electronic seal 

creation device that the creator of the seal 

can, with a high level of confidence under 

its control, use for electronic seal creation; 

and 

Justification 

Wording changed to bring the text into line with the terminology used in Articles 22 and 23. 

Amendment  56 

Proposal for a regulation 

Article 3 – point 21 – point d 
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Text proposed by the Commission Amendment 

(d) it is linked to the data to which it 

relates in such a way that any subsequent 

change in the data is detectable; 

(d) it is linked to the data the origin and 

integrity of which it certifies in such a way 

that any subsequent change in the data is 

detectable; 

Amendment  57 

Proposal for a regulation 

Article 3 – point 22 

 

Text proposed by the Commission Amendment 

22) ‘qualified electronic seal’ means an 

advanced electronic seal which is created 

by a qualified electronic seal creation 

device, and which is based on a qualified 

certificate for electronic seal; 

22) ‘qualified electronic seal’ means an 

advanced electronic seal which is created 

by a qualified electronic seal creation 

device, and which is based on a qualified 

certificate for electronic seal issued by a 

qualified trust service provider; 

Amendment  58 

Proposal for a regulation 

Article 3 – point 27 

 

Text proposed by the Commission Amendment 

(27) ‘electronic document’ means a 

document in any electronic format; 

(27) ‘electronic document’ means a 

separate set of structured data in any 

electronic format; 

Amendment  59 

Proposal for a regulation 

Article 3 – point 31 a (new) 

 

Text proposed by the Commission Amendment 

 (31a) 'breach of security' means a 

security incident leading to the accidental 

or unlawful destruction, loss, alteration, 

unauthorised disclosure of, or access to, 

data transmitted, stored or otherwise 

processed. 

Amendment  60 

Proposal for a regulation 
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Article 4 

 

Text proposed by the Commission Amendment 

1. There shall be no restriction on the 

provision of trust services in the territory of 

a Member State by a trust service provider 

established in another Member States for 

reasons which fall within the fields covered 

by this Regulation. 

1. There shall be no restriction on the 

provision of trust services in the territory of 

a Member State by a trust service provider 

established in another Member States for 

reasons which fall within the fields covered 

by this Regulation. Member States shall 

ensure that trust services originating from 

another Member States are admissible as 

evidence in legal proceedings. 

2. Products which comply with this 

Regulation shall be permitted to circulate 

freely in the internal market. 

2. Products which comply with this 

Regulation shall circulate freely and 

securely in the internal market. 

Amendment  61 

Proposal for a regulation 

Article 5 

 

Text proposed by the Commission Amendment 

Mutual recognition and acceptance Mutual recognition 

When an electronic identification using an 

electronic identification means and 

authentication is required under national 

legislation or administrative practice to 

access a service online, any electronic 

identification means issued in another 

Member State falling under a scheme 

included in the list published by the 

Commission pursuant to the procedure 

referred to in Article 7 shall be recognised 

and accepted for the purposes of 

accessing this service. 

When an electronic identification using an 

electronic identification means and 

authentication is required under Union or 

national legislation or administrative 

practice to access a service online in one 

Member State or provided online by 

Union institutions, bodies, offices and 

agencies, that electronic identification 

means issued in another Member State or 

by Union institutions, bodies, offices and 

agencies under a scheme included in the 

list published by the Commission pursuant 

to Article 7, and with a security level 

equal to or higher than the security level 

required to access the service, shall be 

recognised in the Member State or by  

Union institutions, bodies, offices and 

agencies for the purposes of accessing that 

service online, not later than six months 

after the list, including that scheme, is 

published. 
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Amendment  62 

Proposal for a regulation 

Article 6 – paragraph 1 

 

Text proposed by the Commission Amendment 

1. Electronic identification schemes shall 

be eligible for notification pursuant to 

Article 7 if all the following conditions are 

met: 

1. Electronic identification schemes shall 

be eligible for notification pursuant to 

Article 7 if all the following conditions are 

met: 

(a) the electronic identification means are 

issued by, on behalf of or under the 

responsibility of the notifying Member 

State; 

(a) the electronic authentication means are 

either issued by the Member State, or 

issued by another entity as mandated by 

the Member State or issued  

independently but recognised by the 

notifying Member State; 

(b) the electronic identification means can 

be used to access at least public services 

requiring electronic identification in the 

notifying Member State; 

(b) the electronic identification means 

under that scheme can be used to access at 

least one service provided by a public 

sector body requiring electronic 

identification in the notifying Member 

State; 

 (ba) the electronic identification scheme 

meets the requirements of the 

interoperability model under Article 8, 

(c) the notifying Member State ensures that 

the person identification data are attributed 

unambiguously to the natural or legal 

person referred to in Article 3 point 1; 

(c) the notifying Member State ensures that 

the person identification data are attributed 

to the natural or legal person as referred to 

in Article 3 point 1; 

(d) the notifying Member State ensures the 

availability of an authentication possibility 

online, at any time and free of charge so 

that any relying party can validate the 

person identification data received in 

electronic form. Member States shall not 

impose any specific technical requirements 

on relying parties established outside of 

their territory intending to carry out such 

authentication. When either the notified 

identification scheme or authentication 

possibility is breached or partly 

compromised, Member States shall 

suspend or revoke without delay the 

notified identification scheme or 

authentication possibility or the 

compromised parts concerned and inform 

the other Member States and the 

(d) the notifying Member State ensures the 

availability of an authentication possibility 

online, at any time and, in the case of 

access to a service online provided by a 

public sector body, free of charge so that 

any relying party established outside the 

territory of that Member State can validate 

the person identification data received in 

electronic form. Member States shall not 

impose disproportionate technical 

requirements on relying parties established 

outside of their territory intending to carry 

out such authentication. When either the 

notified identification scheme or 

authentication possibility is breached or 

partly compromised, Member States shall 

suspend or revoke without delay the 

notified identification scheme or 
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Commission pursuant to Article 7; authentication possibility or the 

compromised parts concerned and inform 

the other Member States and the 

Commission pursuant to Article 7; 

(e) the notifying Member State takes 

liability for: 

(e) the notifying Member State takes 

liability for: 

- (i) the unambiguous attribution of the 

person identification data referred to in 

point (c), and 

- (i) the attribution of the person 

identification data referred to in point (c), 

and 

- (ii) the authentication possibility specified 

in point (d). 

- (ii) the authentication possibility specified 

in point (d). 

Amendment  63 

Proposal for a regulation 

Article 7 – paragraphs 1 and 2 

 

Text proposed by the Commission Amendment 

1. Member States which notify an 

electronic identification scheme shall 

forward to the Commission the following 

information and without undue delay, any 

subsequent changes thereof: 

1. Member States which notify an 

electronic identification scheme shall 

forward to the Commission the following 

information and without undue delay, any 

subsequent changes thereof: 

(a) a description of the notified electronic 

identification scheme; 

(a) a description of the notified electronic 

identification scheme and its security 

assurance level; 

(b) the authorities responsible for the 

notified electronic identification scheme; 

(b) the authorities responsible for the 

notified electronic identification scheme; 

(c) information on by whom the 

registration of the unambiguous person 

identifiers is managed; 

(c) information on which entity or entities 

manage the registration of the appropriate 

attributes identifiers; 

 (ca) a description of how the requirements 

of the interoperability framework referred 

to in Article 8 are met; 

(d) a description of the authentication 

possibility; 

(d) a description of the authentication 

possibility and any technical requirements 

imposed on relying parties; 

(e) arrangements for suspension or 

revocation of either the notified 

identification scheme or authentication 

possibility or the compromised parts 

concerned. 

(e) arrangements for suspension or 

revocation of either the notified 

authentication scheme or the compromised 

parts concerned. 

2. Six months after the entry into force of 

the Regulation, the Commission shall 

2. Six months after the entry into force of 

the Regulation, the Commission shall 
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publish in the Official Journal of the 

European Union the list of the electronic 

identification schemes which were notified 

pursuant to paragraph 1 and the basic 

information thereon. 

publish in the Official Journal of the 

European Union as well as on a publicly 

available website the list of the electronic 

identification schemes which were notified 

pursuant to paragraph 1 and the basic 

information thereon. 

Amendment  64 

Proposal for a regulation 

Article 7 a (new) 

 

Text proposed by the Commission Amendment 

 Article 7a 

 Security breach 

 1. When either the electronic 

identification scheme notified pursuant to 

Article 7(1) or the authentication 

possibility referred to in point (d) of 

Article 6(1) is breached or partly 

compromised in a way that would affect 

the reliability of that scheme for cross-

border transactions, the notifying Member 

State shall without undue delay suspend 

or revoke the cross-border function of 

that electronic identification scheme or 

that authentication possibility or the 

compromised parts concerned and inform 

other Member States and the Commission 

thereof. 

 2. When the breach or compromise 

referred to in paragraph 1 has been 

remedied, the notifying Member State 

shall re-establish the authentication and 

shall inform other Member States and the 

Commission as soon as possible. 

 3. If the breach or compromise referred to 

in paragraph 1 is not remedied within 

three months of the suspension or 

revocation, the notifying Member State 

shall notify the withdrawal of the 

electronic identification scheme to the 

other Member States and to the 

Commission. The Commission shall 

publish without undue delay in the 

Official Journal of the European Union 

the corresponding amendments to the list 
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referred to in Article 7(2). 

Amendment  65 

Proposal for a regulation 

Article 7 b (new) 

 

Text proposed by the Commission Amendment 

 Article 7b 

 Liability 

 1. The notifying Member State shall be 

liable with regard to electronic 

identification means issued by it or on its 

behalf for any direct damage caused by 

non-compliance with obligations under 

Article 6, unless it can show that it has 

not acted negligently. 

 2. The issuer of an electronic 

identification means recognized and 

notified by a Member State pursuant to 

the procedure referred to in Article 7 shall 

be liable for failure to ensure 

 – (i) the unambiguous attribution of the 

personal identification data, and 

 – (ii) the authentication possibility, 

 unless he can show that he has not acted 

negligently. 

Justification 

An important issue such as liability should, in analogy to the trust services section, be regulated 

separately from the notification procedure where it does not fit in. The proposed article takes 

account of both public as well as private e-ID schemes. 

Amendment  66 

Proposal for a regulation 

Article 8 

 

Text proposed by the Commission Amendment 

Coordination Coordination and interoperability 

1. Member States shall cooperate in order 

to ensure the interoperability of electronic 

identification means falling under a 

notified scheme and to enhance their 

1. Member States shall cooperate in order 

to ensure the interoperability of electronic 

identification means. The interoperability 

between national electronic identification 



 

 

 PE529.680/ 31 

 EN 

security. infrastructures shall be ensured through 

an interoperability model. 

 1a. The national electronic identification 

schemes notified pursuant to Article 7 

shall be interoperable. 

 1b. The interoperability framework shall 

meet the following criteria: 

 (a) it shall be technology neutral and shall 

not discriminate between any specific 

national technical solutions for electronic 

identification within the Member State 

concerned; 

 (b) it shall facilitate the implementation of 

the principle of privacy by design.         

 1c. Member States and the Commission 

shall in particular prioritize 

interoperability for such e-services with 

the greatest cross-border relevance by: 

 (a) exchanging best practices concerning 

the electronic identification means falling 

within a notified scheme; 

 (b) providing and regularly updating best 

practices on trust and security of the 

electronic identification means; 

 (c) providing and regularly updating the 

promotion of the use of electronic 

identification means. 

2. The Commission shall, by means of 

implementing acts, establish the necessary 

modalities to facilitate the cooperation 

between the Member States referred to in 

paragraph 1 with a view to fostering a high 

level of trust and security appropriate to the 

degree of risk. Those implementing acts 

shall concern, in particular, the exchange 

of information, experiences and good 

practice on electronic identification 

schemes, the peer review of notified 

electronic identification schemes and the 

examination of relevant developments 

arising in the electronic identification 

sector by the competent authorities of the 

Member States. Those implementing acts 

shall be adopted in accordance with the 

examination procedure referred to in 

2. The Commission shall, by means of 

implementing acts, establish the necessary 

modalities to facilitate the cooperation 

between the Member States referred to in 

paragraph 1 with a view to fostering a high 

level of trust and security appropriate to the 

degree of risk. Those implementing acts 

shall concern, in particular, the exchange 

of information, experiences and good 

practice on electronic identification 

schemes, the independent, third-party 

auditing of notified electronic 

identification schemes and the examination 

of relevant developments arising in the 

electronic identification sector by the 

competent authorities of the Member 

States. Those implementing acts shall be 

adopted in accordance with the 

examination procedure referred to in 
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Article 39(2). Article 39(2). 

3. The Commission shall be empowered to 

adopt delegated acts in accordance with 

Article 38 concerning the facilitation of 

cross border interoperability of electronic 

identification means by setting of 

minimum technical requirements. 

3. The Commission shall be empowered to 

adopt delegated acts in accordance with 

Article 38 concerning the facilitation of 

cross border interoperability of electronic 

identification means by setting 

technologically neutral minimum 

requirements for the different security 

levels which shall not require changes to 

the fundamental design of national 

electronic identification schemes. 

 3a. With regard to the cross-border 

exchange of personal data necessary to 

ensure the interoperability of electronic 

identification means, the provisions of 

Article 11(2) shall apply mutatis 

mutandis. 

Amendment  67 

Proposal for a regulation 

Article 9 

 

Text proposed by the Commission Amendment 

1. A trust service provider shall be liable 

for any direct damage caused to any 

natural or legal person due to failure to 

comply with the obligations laid down in 

Article 15(1), unless the trust service 

provider can prove that he has not acted 

negligently. 

1. A trust service provider shall be liable 

for direct damage caused to any natural or 

legal person due to failure to comply with 

the obligations laid down in Article 15(1), 

unless the trust service provider can prove 

that he has not acted negligently. 

2. A qualified trust service provider shall 

be liable for any direct damage caused to 

any natural or legal person due to failure to 

meet the requirements laid down in this 

Regulation, in particular in Article 19, 

unless the qualified trust service provider 

can prove that he has not acted negligently. 

2. A qualified trust service provider shall 

be liable for any direct damage caused to 

any natural or legal person due to failure to 

meet the requirements laid down in this 

Regulation, in particular in Article 19, 

unless the qualified trust service provider 

can prove that he has not acted negligently. 

 2a. The law applicable to trust services, 

particularly with regard to disputes, shall 

be that of the Member State in which the 

person receiving the service is established, 

unless otherwise agreed by both the 

service provider and the recipient. 
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Amendment  68 

Proposal for a regulation 

Article 10 – title 

 

Text proposed by the Commission Amendment 

Trust services providers from third 

countries 

Qualified trust services providers from 

third countries 

Justification 

As this article introduces only provisions covering qualified trust service providers, the title 

should be amended accordingly.  

Amendment  69 

Proposal for a regulation 

Article 10 - paragraph 1 

 

Text proposed by the Commission Amendment 

1. Qualified trust services and qualified 

certificates provided by qualified trust 

service providers established in a third 

country shall be accepted as qualified trust 

services and qualified certificates provided 

by a qualified trust service providers 

established in the territory of the Union if 

the qualified trust services or qualified 

certificates originating from the third 

country are recognised under an 

agreement between the Union and third 

countries or international organisations 

in accordance with Article 218 TFUE. 

1. Qualified trust services and qualified 

certificates provided by qualified trust 

service providers established in a third 

country shall be accepted as qualified trust 

services and qualified certificates provided 

by a qualified trust service provider 

established in the territory of the Union if: 

 (a) the qualified trust service provider 

fulfils the requirements laid down in this 

Regulation and has been accredited under 

an accreditation scheme established in a 

Member State; or 

 (b) the qualified trust service provider 

established within the Union which fulfils 

the requirements laid down in this 

Regulation guarantees the compliance 

with the requirements laid down in  this 

Regulation; or 

 (c) the qualified trust services or qualified 

certificates originating from a third 

country are recognised under an 
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agreement between the Union and that 

third country or international 

organisation in accordance with Article 

218 TFEU. 

Amendment  70 

Proposal for a regulation 

Article 10 – paragraph 2 

 

Text proposed by the Commission Amendment 

2. With reference to paragraph 1, such 

agreements shall ensure that the 

requirements applicable to qualified trust 

services and qualified certificates provided 

by qualified trust service providers 

established in the territory of the Union are 

met by the trust service providers in the 

third countries or international 

organisations, especially with regard to the 

protection of personal data, security and 

supervision. 

2. With reference to paragraph 1, such 

agreements shall ensure that the 

requirements applicable to qualified trust 

services and qualified certificates provided 

by qualified trust service providers 

established in the territory of the Union are 

met by the trust service providers in the 

third countries or international 

organisations, especially the security of the 

trust services provided and the supervision 

of qualified trust service providers. 

 The third country in question shall afford 

adequate protection of personal data, in 

accordance with Article 25(2) of Directive 

95/46/EC. 

Justification 

The rapporteur wishes to refer to the provision of EU personal data protection law which 

specifies that the adequacy of the level of protection afforded by a third country shall be 

assessed in the light of all the circumstances surrounding a data transfer operation or set of 

data transfer operations.  

Amendment  71 

Proposal for a regulation 

Article 11 

 

Text proposed by the Commission Amendment 

1. Trust service providers and supervisory 

bodies shall ensure fair and lawful 

processing in accordance with Directive 

95/46/EC when processing personal data. 

1. Trust service providers and supervisory 

bodies shall ensure fair and lawful 

processing in accordance with Directive 

95/46/EC and applicable national law 

when processing personal data.  

2. Trust service providers shall process 

personal data according to Directive 

2. Trust service providers shall process 

personal data according to Directive 
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95/46/EC. Such processing shall be strictly 

limited to the minimum data needed to 

issue and maintain a certificate or to 

provide a trust service. 

95/46/EC. Such processing shall be strictly 

limited to the minimum data needed to 

issue and maintain a certificate or to 

provide a trust service. 

3. Trust service providers shall guarantee 

the confidentiality and integrity of data 

related to a person to whom the trust 

service is provided. 

3. Trust service providers shall guarantee 

the confidentiality and integrity of data 

related to a person to whom the trust 

service is provided, in particular by 

ensuring that the data used for trust 

service generation cannot be tracked. 

4. Without prejudice to the legal effect 

given to pseudonyms under national law, 

Member States shall not prevent trust 

service providers indicating in electronic 

signature certificates a pseudonym instead 

of the signatory’s name. 

4. Without prejudice to the legal effect 

given to pseudonyms under national law, 

Member States shall not prevent trust 

service providers indicating in electronic 

signature certificates a pseudonym instead 

of the signatory’s name. 

 4a. Processing of personal data by or on 

behalf of the trust service provider, where 

strictly necessary to ensure network and 

information security for the purpose of 

complying with the requirements of 

Articles 11, 15, 16 and 19, shall be 

considered a legitimate interest within the 

meaning of point (f) of Article 7 of 

Directive 95/46/EC. 

Amendment  72 

Proposal for a regulation 

Article 12 

 

Text proposed by the Commission Amendment 

Trust services provided and end user 

products used in the provision of those 

services shall be made accessible for 

persons with disabilities whenever 

possible. 

Trust services provided and end user 

products used in the provision of those 

services shall be made accessible for 

persons with disabilities in accordance 

with Union law.  

Amendment  73 

Proposal for a regulation 

Article 12 – paragraph 1 a (new) 

 

Text proposed by the Commission Amendment 

 1a. The Commission shall establish and 

award trust marks to distinguish products 
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and services accessible for persons with 

disabilities. 

Amendment  74 

Proposal for a regulation 

Article 12 – paragraph 1 b (new) 

 

Text proposed by the Commission Amendment 

 1b. Union standards organizations are 

responsible for the development of 

assessment criteria for products and 

services accessible for persons with 

disabilities.  

Amendment  75 

Proposal for a regulation 

Article 13 

 

Text proposed by the Commission Amendment 

1. Member States shall designate an 

appropriate body established in their 

territory or, upon mutual agreement, in 

another Member State under the 

responsibility of the designating Member 

State. Supervisory bodies shall be given all 

supervisory and investigatory powers that 

are necessary for the exercise of their 

tasks. 

1. Member States shall designate a 

supervisory body established in their 

territory or, upon mutual agreement, in 

another Member State under the 

responsibility of the designating Member 

State. The name and address of the 

supervisory body shall be communicated 

to the Commission. Supervisory bodies 

shall be given adequate resources and 

powers necessary for the exercise of their 

tasks. 

2. The supervisory body shall be 

responsible for the performance of the 

following tasks: 

2. The supervisory body shall perform the 

following tasks: 

(a) monitoring trust service providers 

established in the territory of the 

designating Member State to ensure that 

they fulfil the requirements laid down in 

Article 15; 

(a) supervising trust service providers and 

qualified trust service providers 

established in the territory of the 

designating Member State in order to 

ensure that they meet the requirements laid 

down in this Regulation; 

(b) undertaking supervision of qualified 

trust service providers established in the 

territory of the designating Member State 

and of the qualified trust services they 

provide in order to ensure that they and 
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the qualified trust services provided by 

them meet the applicable requirements 

laid down in this Regulation; 

(c) ensuring that relevant information and 

data referred to in point (g) of Article 

19(2), and recorded by qualified trust 

service providers are preserved and kept 

accessible after the activities of a qualified 

trust service provider have ceased, for an 

appropriate time with a view to 

guaranteeing continuity of the service. 

(c) ensuring that relevant information and 

data referred to in point (g) of Article 

19(2), and recorded by qualified trust 

service providers are preserved and kept 

accessible after the activities of a qualified 

trust service provider have ceased, for an 

appropriate time, in particular taking into 

account the validity period of the services, 

with a view to guaranteeing continuity of 

the service. 

3. Each supervisory body shall submit a 

yearly report on the last calendar year's 

supervisory activities to the Commission 

and Member States by the end of the first 

quarter of the following year. It shall 

include at least: 

3. Each supervisory body shall make 

publically available a yearly report on the 

last calendar year's supervisory activities 

by the end of the first quarter of the 

following year. It shall include at least: 

(a) information on its supervisory 

activities; 

(a) information on its supervisory 

activities; 

(b) a summary of breach notifications 

received from trust service providers in 

accordance with Article 15(2); 

(b) a summary of all  breach notifications 

received from trust service providers in 

accordance with Article 15(2); 

(c) statistics on the market and usage of 

qualified trust services, including 

information on qualified trust service 

providers themselves, the qualified trust 

services they provide, the products they 

use and the general description of their 

customers. 

 

4. Member States shall notify to the 

Commission and other Member States the 

names and the addresses of their 

respective designated supervisory bodies. 

 

5. The Commission shall be empowered to 

adopt delegated acts, in accordance with 

Article 38, concerning the definition of 

procedures applicable to the tasks referred 

to in paragraph 2. 

 

6. The Commission may, by means of 

implementing acts, define the 

circumstances, formats and procedures for 

the report referred to in paragraph 3. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

6. The Commission may, by means of 

implementing acts, define the formats for 

the report referred to in paragraph 3. The 

Commission shall ensure that stakeholder 

input is duly taken into account. Those 

implementing acts shall be adopted in 



 

 

 PE529.680/ 38 

 EN 

referred to in Article 39(2). accordance with the examination procedure 

referred to in Article 39(2). 

Amendment  76 

Proposal for a regulation 

Article 13 a (new) 

 

Text proposed by the Commission Amendment 

 Article 13a 

 Cooperation with data protection 

authorities  

 Member States shall provide that the 

supervisory bodies referred to in Article 

13 shall cooperate with Member States' 

data protection authorities designated 

pursuant to Article 28 of Directive 

95/46/EC in order to enable them to 

ensure compliance with national data 

protection rules adopted pursuant to 

Directive 95/46/EC. 

Amendment  77 

Proposal for a regulation 

Article 14 

 

Text proposed by the Commission Amendment 

1. Supervisory bodies shall cooperate with 

a view to exchange good practice and 

provide each other, within the shortest 

possible time, with relevant information 

and mutual assistance so that activities can 

be carried out in a consistent manner. 

Mutual assistance shall cover, in particular, 

information requests and supervisory 

measures, such as requests to carry out 

inspections related to the security audits as 

referred to in Articles 15, 16 and 17. 

1. Supervisory bodies shall cooperate with 

a view to exchanging good practice. They 

shall provide each other, within the 

shortest possible time, with relevant 

information, and upon justified requests, 

provide each other with mutual assistance 

so that activities can be carried out in a 

consistent manner. Requests for mutual 

assistance may cover, in particular, 

information requests and supervisory 

measures, such as requests to carry out 

inspections related to the security audits as 

referred to in Articles 15, 16 and 17. 

2. A supervisory body to which a request 

for assistance is addressed may not refuse 

to comply with it unless: 

2. A supervisory body to which a request 

for assistance is addressed may refuse that 

request under any of the following 

conditions: 

(a) it is not competent to deal with the (a) the supervisory body is not competent 
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request; or to deal with the request; or 

(b) compliance with the request would be 

incompatible with this Regulation. 

(b) if the requested assistance would go 

beyond the tasks and powers of the 

supervisory body set out in this Regulation 

and applicable legislation. 

3. Where appropriate, supervisory bodies 

may carry out joint investigations in which 

staff from other Member States’ 

supervisory bodies is involved. 

3. Where appropriate, supervisory bodies 

may carry out joint actions. 

The supervisory body of the Member State 

where the investigation is to take place, in 

compliance with its own national law, may 

devolve investigative tasks to the assisted 

supervisory body’s staff. Such powers may 

be exercised only under the guidance and 

in the presence of staff from the host 

supervisory body. The assisted supervisory 

body’s staff shall be subject to the host 

supervisory body’s national law. The host 

supervisory body shall assume 

responsibility for the assisted supervisory 

body staff’s actions. 

The supervisory body of the Member State 

where the investigation is to take place, in 

compliance with its own national law, may 

devolve investigative tasks to the assisted 

supervisory body’s staff. Such powers may 

be exercised only under the guidance and 

in the presence of staff from the host 

supervisory body. The assisted supervisory 

body’s staff shall be subject to the host 

supervisory body’s national law. The host 

supervisory body shall assume 

responsibility for the assisted supervisory 

body staff’s actions. 

4. The Commission may, by means of 

implementing acts, specify the formats 

and procedures for the mutual assistance 

provided for in this Article. Those 

implementing acts shall be adopted in 

accordance with the examination 

procedure referred to in Article 39(2). 

 

Amendment  78 

Proposal for a regulation 

Article 15 

 

Text proposed by the Commission Amendment 

1. Trust service providers who are 

established in the territory of the Union 

shall take appropriate technical and 

organisational measures to manage the 

risks posed to the security of the trust 

services they provide. Having regard to 

state of the art, these measures shall 

ensure that the level of security is 

appropriate to the degree of risk. In 

particular, measures shall be taken to 

prevent and minimise the impact of 

1. Trust service providers who are 

established in the territory of the Union 

shall take appropriate technical and 

organisational measures in accordance with 

existing industry best practise to manage 

the risks posed to the security and 

resilience of the trust services they 

provide. Having regard to technological 

developments, these measures shall fully 

respect data protection rights and ensure 

a level of security appropriate to the degree 
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security incidents and inform stakeholders 

of adverse effects of any incidents. 

of risk. In particular, measures shall be 

taken to prevent and minimise the impact 

of security incidents and inform 

stakeholders, of adverse effects of any 

incidents. Trust service providers shall 

also take appropriate measures to remedy 

any new security risks and restore the 

normal security level of the service. 

Without prejudice to Article 16(1), any 

trust service provider may submit the 

report of a security audit carried out by a 

recognised independent body to the 

supervisory body to confirm that 

appropriate security measures have been 

taken. 

Without prejudice to Article 16(1), any 

trust service provider shall, without undue 

delay and not later than six months 

following the commencement of its 

activities, submit the report of a 

compliance audit carried out by an 

independent body whose competence to 

carry out the audit has been demonstrated 

to confirm that appropriate security 

measures have been taken. 

2. Trust service providers shall, without 

undue delay and where feasible not later 

than 24 hours after having become aware 

of it, notify the competent supervisory 

body, the competent national body for 

information security and other relevant 

third parties such as data protection 

authorities of any breach of security or loss 

of integrity that has a significant impact on 

the trust service provided and on the 

personal data maintained therein. 

2. Trust service providers shall without 

undue delay and where feasible not later 

than 24 hours after having become aware 

of it, notify the competent supervisory 

body and, where appropriate, other 

relevant bodies such as the competent 

national body for information security or 

the data protection authorities of any 

breach of security or loss of integrity that 

has a significant impact on the trust service 

provided and on the personal data 

maintained therein. Where such 

notification cannot be made within 24 

hours, an explanation of the reasons for 

the delay should accompany the 

notification. 

Where appropriate, in particular if a breach 

of security or loss of integrity concerns two 

or more Member States, the supervisory 

body concerned shall inform supervisory 

bodies in other Member States and the 

European Network and Information 

Security Agency (ENISA). 

Where appropriate, in particular if a breach 

of security or loss of integrity concerns two 

or more Member States, the supervisory 

body concerned shall inform supervisory 

bodies in those Member States and the 

European Network and Information 

Security Agency (ENISA). 

The supervisory body concerned may also 

inform the public or require the trust 

service provider to do so, where it 

determines that disclosure of the breach is 

in the public interest. 

The supervisory body concerned, in 

consultation with the trust service 

provider, shall inform the public or require 

the trust service provider to do so, where it 

determines that disclosure of the breach is 

in the public interest in order to allow 

them to take the necessary precautions. 
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Publication shall normally be as soon as 

reasonably practicable; however the trust 

service provider may request a delay so 

that vulnerabilities can be remedied. If the 

supervisory body grants that request, it 

may be for no longer than 45 days. 

3. The supervisory body shall provide to 

ENISA and to the Commission once a year 

with a summary of breach notifications 

received from trust service providers. 

3. The supervisory body shall provide to 

the European Network and Information 

Security Agency (ENISA) and to the 

Commission once a year with a summary 

of breach notifications received from trust 

service providers. 

4. In order to implement paragraphs 1 and 

2, the competent supervisory body shall 

have the power to issue binding 

instructions to trust service providers. 

4. In order to implement paragraphs 1 and 

2, the competent supervisory body shall 

have the power to issue binding 

instructions to trust service providers. The 

supervisory body shall coordinate these 

binding instructions with other relevant 

regulatory bodies that supervise the trust 

service provider's activities other than the 

trust service provision. All such 

instructions shall be published. 

5. The Commission shall be empowered to 

adopt delegated acts, in accordance with 

Article 38, concerning the further 

specification of the measures referred to 

in paragraph 1. 

 

6. The Commission may, by means of 

implementing acts, define the 

circumstances, formats and procedures, 

including deadlines, applicable for the 

purpose of paragraphs 1 to 3. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). 

6. The Commission may, by means of 

implementing acts, define the further 

specification of the measures referred to 

in paragraph 1 and formats applicable for 

the purpose of paragraphs 1 to 3. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). 

Amendment  79 

Proposal for a regulation 

Article 16 

 

Text proposed by the Commission Amendment 

1. Qualified trust service providers shall be 

audited by a recognised independent body 

once a year to confirm that they and the 

qualified trust services provided by them 

fulfil the requirements set out in this 

1. Qualified trust service providers shall be 

audited annually by an independent body 

whose competence to carry out the audit 

has been demonstrated to confirm that 

they and the qualified trust services 
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Regulation, and shall submit the resulting 

security audit report to the supervisory 

body. 

provided by them fulfil the requirements 

set out in this Regulation, and shall submit 

the resulting compliance audit report to the 

supervisory body. Such audit shall also be 

carried out following any significant 

technological or organizational changes. 

If, after three years, the annual audit 

reports raise no concerns, the audits 

referred to in this paragraph shall be 

carried out every two years only. 

2. Without prejudice to paragraph 1, the 

supervisory body may at any time audit the 

qualified trust service providers to confirm 

that they and the qualified trust services 

provided by them still meet the conditions 

set out in this Regulation, either on its own 

initiative or in response to a request from 

the Commission. The supervisory body 

shall inform the data protection authorities 

of the results of its audits, in case personal 

data protection rules appear to have been 

breached. 

2. Without prejudice to paragraph 1, the 

supervisory body may at any time audit the 

qualified trust service providers to confirm 

that they and the qualified trust services 

provided by them meet the conditions set 

out in this Regulation. Where personal 

data protection rules as set out in 

Directive 95/46/EC appear to have been 

breached, the supervisory body shall 

inform the data protection authorities of the 

results of its audits. 

3. The supervisory body shall have the 

power to issue binding instructions to 

qualified trust service providers to remedy 

any failure to fulfil the requirements 

indicated in the security audit report. 

3. The supervisory body shall have the 

power to issue binding instructions to 

qualified trust service providers to remedy 

any failure to fulfil the requirements set out 

in this Regulation. 

4. With reference to paragraph 3, if the 

qualified trust service provider does not 

remedy any such failure within a time limit 

set by the supervisory body, it shall lose its 

qualified status and be informed by the 

supervisory body that its status will be 

changed accordingly in the trusted lists 

referred to in Article 18. 

4. With reference to paragraph 3, if the 

qualified trust service provider does not 

remedy any such failure within a time limit 

and in accordance with the procedure 

specified set by the supervisory body, it 

shall lose its qualified status and be 

informed by the supervisory body that its 

status will be changed accordingly in the 

trusted lists referred to in Article 18. 

5. The Commission shall be empowered to 

adopt delegated acts in accordance with 

Article 38 concerning the specification of 

the conditions under which the 

independent body carrying out the audit 

referred to in paragraph 1 of this Article 

and in Article 15(1) and in Article 17(1) 

shall be recognised. 

 

6. The Commission may, by means of 

implementing acts, define the 

circumstances, procedures and formats 

applicable for the purpose of paragraphs 1, 

6. The Commission may, by means of 

implementing acts, define the formats 

applicable for the purpose of paragraphs 1, 

2 and 4. The Commission shall ensure 
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2 and 4. Those implementing acts shall be 

adopted in accordance with the 

examination procedure referred to in 

Article 39(2). 

that stakeholder input is duly taken into 

account, in the form of an impact 

assessment, when defining standards to be 

used for the purposes of this Regulation. 

Those implementing acts shall be adopted 

in accordance with the examination 

procedure referred to in Article 39(2). 

Amendment  80 

Proposal for a regulation 

Article 16 a (new) 

 

Text proposed by the Commission Amendment 

 Article 16a 

 Supervision of trust service providers 

 In order to facilitate supervision by the 

supervisory body referred to in point (a) of 

Article 13(2), trust service providers shall 

notify the supervisory body of their 

intention to start offering a trust service 

and shall inform it of the technical and 

organisational measures they have taken 

to manage the risks linked to the security 

of the trust services they provide in 

accordance with Article 15(1). 

Justification 

Correction by the rapporteur to Amendment 35, in which the word ‘qualified’ was written by 

mistake. Justification for Amendment 35: the rapporteur wishes to introduce this new article in 

order to facilitate the work of the supervisory body in respect of trust service providers 

(meaning non-qualified trust service providers) and to guarantee a minimum legal value for 

non-qualified trust services. 

Amendment  81 

Proposal for a regulation 

Article 17 

 

Text proposed by the Commission Amendment 

1. Qualified trust service providers shall 

notify the supervisory body of their 

intention to start providing a qualified trust 

service and shall submit to the supervisory 

body a security audit report carried out by 

a recognised independent body, as 

1. Qualified trust service providers shall 

notify the supervisory body of their 

intention to provide a qualified trust 

service and shall submit to the supervisory 

body a security audit report carried out by 

an independent body whose competence to 
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provided for in Article 16(1). Qualified 

trust service providers may start to provide 

the qualified trust service after they have 

submitted the notification and security 

audit report to the supervisory body. 

carry out the audit has been 

demonstrated, as provided for in Article 

16(1). Qualified trust service providers 

may start to provide the qualified trust 

service after they have submitted the 

security audit report to the supervisory 

body, and only once they have obtained 

the qualified status. 

2. Once the relevant documents are 

submitted to the supervisory body 

according to paragraph 1, the qualified 

service providers shall be included in the 

trusted lists referred to in Article 18 

indicating that the notification has been 

submitted. 

2. Once the relevant documents are 

submitted to the supervisory body 

according to paragraph 1 and the 

supervisory body confirms compliance, 

the qualified service providers shall be 

included in the trusted lists referred to in 

Article 18 indicating that the qualified 

status has been confirmed. 

3. The supervisory body shall verify the 

compliance of the qualified trust service 

provider and of the qualified trust services 

provided by it with the requirements of the 

Regulation. 

3. The supervisory body shall verify the 

compliance of the qualified trust service 

provider and of the qualified trust services 

provided by it with the requirements of the 

Regulation. 

The supervisory body shall indicate the 

qualified status of the qualified service 

providers and the qualified trust services 

they provide in the trusted lists after the 

positive conclusion of the verification, not 

later than one month after the notification 

has been done in accordance with 

paragraph 1. 

The supervisory body shall indicate the 

qualified status of the qualified service 

providers and the qualified trust services 

they provide in the trusted lists after the 

positive conclusion of the verification 

process without undue delay and not later 

than one month after such conclusion. 

If the verification is not concluded within 

one month, the supervisory body shall 

inform the qualified trust service provider 

specifying the reasons of the delay and the 

period by which the verification shall be 

concluded. 

If the verification is not concluded within 

one month, the supervisory body shall 

inform the qualified trust service provider 

specifying the reasons of the delay and the 

period by which the verification shall be 

concluded. Provided that the trust service 

provider has supplied the relevant 

documents, the verification may not 

exceed three months. 

4. A qualified trust service which has been 

subject to the notification referred to in 

paragraph 1 cannot be refused for the 

fulfilment of an administrative procedure 

or formality by the concerned public 

sector body for not being included in the 

lists referred to in paragraph 3. 

 

5. The Commission may, by means of 

implementing acts, define the 

5. The Commission may, by means of 

implementing acts, define the formats for 
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circumstances, formats and procedures for 

the purpose of paragraphs 1, 2 and.3 Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). 

the purpose of paragraphs 1, 2 and.3 Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). 

Amendment  82 

Proposal for a regulation 

Article 18 

 

Text proposed by the Commission Amendment 

1. Each Member State shall establish, 

maintain and publish trusted lists with 

information related to the qualified trust 

service providers for which it is competent 

together with information related to the 

qualified trust services provided by them. 

1. Each Member State shall establish, 

maintain and publish trusted lists with 

information related to the qualified trust 

service providers for which it is competent 

together with information related to the 

qualified trust services provided by them. 

2. Member States shall establish, maintain 

and publish, in a secure manner, 

electronically signed or sealed trusted lists 

provided for in paragraph 1 in a form 

suitable for automated processing. 

2. Member States shall establish, maintain 

and publish, in a secure manner, 

electronically signed or sealed trusted lists 

provided for in paragraph 1 in a form 

suitable for automated processing of both 

the list itself and the individual 

certificates. 

3. Member States shall notify to the 

Commission, without undue delay, 

information on the body responsible for 

establishing, maintaining and publishing 

national trusted lists, and details of where 

such lists are published, the certificate used 

to sign or seal the trusted lists and any 

changes thereto. 

3. Member States shall notify to the 

Commission, without undue delay, 

information on the body responsible for 

establishing, maintaining and publishing 

national trusted lists, and details of where 

such lists are published, the certificate used 

to sign or seal the trusted lists and any 

changes thereto. 

4. The Commission shall make available to 

the public, through a secure channel, the 

information, referred to in paragraph 3 in 

electronically signed or sealed form 

suitable for automated processing. 

4. The Commission shall make available to 

the public, through a secure channel, the 

information, referred to in paragraph 3 in 

electronically signed or sealed form 

suitable for automated processing. 

5. The Commission shall be empowered to 

adopt delegated acts in accordance with 

Article 38 concerning the definition of the 

information referred to in paragraph 1. 

 

6. The Commission may, by means of 

implementing acts, define the technical 

specifications and formats for trusted lists 

applicable for the purposes of paragraphs 1 

to 4. Those implementing acts shall be 

6. The Commission may, by means of 

implementing acts, specify the information 

referred to in paragraph 1 and define the 

technical specifications and formats for 

trusted lists applicable for the purposes of 
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adopted in accordance with the 

examination procedure referred to in 

Article 39(2). 

paragraphs 1 to 4. The Commission shall 

ensure that stakeholder input is duly 

taken into account, in the form of an 

impact assessment, when defining 

standards to be used for the purposes of 

this Regulation. Those implementing acts 

shall be adopted in accordance with the 

examination procedure referred to in 

Article 39(2). 

Amendment  83 

Proposal for a regulation 

Article 18 a (new) 

 

Text proposed by the Commission Amendment 

 Article 18a 

 EU trustmark for qualified trust services 

 1. Qualified trust service providers may 

use an EU trustmark to present and 

advertise the qualified trust services which 

they offer that meet the requirements laid 

down in this Regulation. 

 2. By using the EU trustmark for the 

qualified trust services referred to in 

paragraph 1, qualified trust service 

providers shall be responsible for 

ensuring that the services meet all 

applicable requirements laid down in this 

Regulation. 

 3. By means of implementing acts, the 

Commission shall lay down specific, 

binding criteria relating to the 

presentation, composition, size and design 

of the EU trustmark for qualified trust 

services. The Commission shall ensure 

that stakeholder input is duly taken into 

account, preferably in the form of an 

impact assessment, when defining 

standards to be used for the purposes of 

this Regulation. Those implementing acts 

shall be adopted in accordance with the 

examination procedure referred to in 

Article 39(2). 
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Justification 

Parliament called for the creation of a trustmark in its resolution of 11 December 2012 on 

completing the Digital Single Market. Its aim in doing so was to boost users’ confidence online 

by creating an easily recognisable European label. Bearing in mind the aim of making trust 

services more secure online, qualified trust service providers who meet the requirements, 

especially those laid down in Article 19, should be able to benefit from this label and enjoy 

added value in e-commerce. 

Amendment  84 

Proposal for a regulation 

Article 19 

 

Text proposed by the Commission Amendment 

1. When issuing a qualified certificate, a 

qualified trust service provider shall verify, 

by appropriate means and in accordance 

with national law, the identity and, if 

applicable, any specific attributes of the 

natural or legal person to whom a qualified 

certificate is issued. 

1. When issuing a qualified certificate, a 

qualified trust service provider shall verify, 

by appropriate means and in accordance 

with national law, the identity and, if 

applicable, any specific attributes of the 

natural or legal person to whom a qualified 

certificate is issued. 

Such information shall be verified by the 

qualified service provider or by an 

authorised third party acting under the 

responsibility of the qualified service 

provider: 

Such information shall be verified by the 

qualified service provider or by an 

authorised third party acting under the 

responsibility of the qualified service 

provider: 

(a) by a physical appearance of the natural 

person or of an authorised representative of 

the legal person, or 

(a) by a physical appearance of the natural 

person or of an authorised representative of 

the legal person, or 

(b) remotely, using electronic identification 

means under a notified scheme issued in 

compliance with point (a). 

(b) remotely, using electronic identification 

means under a notified scheme issued in 

compliance with point (a). 

2. Qualified trust service providers 

providing qualified trust services shall: 

2. Qualified trust service providers 

providing qualified trust services shall: 

(a) employ staff who possess the necessary 

expertise, experience, and qualifications 

and apply administrative and management 

procedures which correspond to European 

or international standards and have 

received appropriate training regarding 

security and personal data protection rules; 

(a) employ staff who possess the necessary 

expertise, experience, and qualifications 

and apply administrative and management 

procedures which correspond to European 

or international standards and have 

received appropriate training regarding 

security and personal data protection rules; 

(b) bear the risk of liability for damages by 

maintaining sufficient financial resources 

or by an appropriate liability insurance 

scheme; 

(b) bear the risk of liability for damages by 

maintaining sufficient financial resources 

or by an appropriate liability insurance 

scheme; 
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(c) before entering into a contractual 

relationship, inform any person seeking to 

use a qualified trust service of the precise 

terms and conditions regarding the use of 

that service; 

(c) before entering into a contractual 

relationship, inform any person seeking to 

use a qualified trust service of the precise 

terms and conditions regarding the use of 

that service as well as the limitations of 

liability, in a clear and transparent 

manner; 

(d) use trustworthy systems and products 

which are protected against modification 

and guarantee the technical security and 

reliability of the process supported by 

them; 

(d) use systems and products which are 

protected against unauthorized 

modification and guarantee the technical 

security and reliability of the process 

supported by them; 

(e) use trustworthy systems to store data 

provided to them, in a verifiable form so 

that: 

(e) use systems to store data provided to 

them, in a verifiable form so that: 

– they are publicly available for retrieval 

only where the consent of the person to 

whom the data has been issued has been 

obtained, 

– they are publicly available for retrieval 

only where national or Union law allows 

for this and where the consent of the 

person to whom the data has been issued 

has been obtained, 

– only authorised persons can make entries 

and changes, 

– only authorised persons can make entries 

and changes, 

– information can be checked for 

authenticity; 

– information can be checked for 

authenticity; 

(f) take measures against forgery and theft 

of data; 

(f) take measures against forgery and theft 

of data; 

(g) record for an appropriate period of time 

all relevant information concerning data 

issued and received by the qualified trust 

service provider, in particular for the 

purpose of providing evidence in legal 

proceedings. Such recording may be done 

electronically; 

(g) record for an appropriate period of 

time, regardless of whether the qualified 

trust service provider has ceased to 

provide qualified trust services, relevant 

information concerning data issued and 

received by the qualified trust service 

provider, in particular for the purpose of 

providing evidence in legal proceedings. 

The retention of this information shall be 

strictly limited to the time period 

necessary. Such recording may be done 

electronically; 

(h) have an up-to-date termination plan to 

ensure continuity of service in accordance 

with arrangements issued by the 

supervisory body under point (c) of Article 

13(2); 

(h) have an up-to-date termination plan to 

ensure continuity of service in accordance 

with arrangements issued by the 

supervisory body under point (c) of Article 

13(2); 

(i) ensure lawful processing of personal 

data in accordance with Article 11. 

(i) ensure lawful processing of personal 

data in accordance with Article 11. 
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3. Qualified trust service providers issuing 

qualified certificates shall register in their 

certificate database the revocation of the 

certificate within ten minutes after such 

revocation has taken effect. 

3. Qualified trust service providers issuing 

qualified certificates shall register in their 

certificate database the revocation of the 

certificate without undue delay. 

4. With regard to paragraph 3, qualified 

trust service providers issuing qualified 

certificates shall provide to any relying 

party information on the validity or 

revocation status of qualified certificates 

issued by them. This information shall be 

made available at any time at least on a 

certificate basis in an automated manner 

which is reliable, free of charge and 

efficient. 

4. With regard to paragraph 3, qualified 

trust service providers issuing qualified 

certificates shall provide to any relying 

party information on the validity or 

revocation status of qualified certificates 

issued by them. This information shall be 

made available at any time at least on a 

certificate basis in an automated manner. 

5. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for trustworthy 

systems and products. Compliance with the 

requirements laid down in Article 19 shall 

be presumed where trustworthy systems 

and products meet those standards. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). The 

Commission shall publish those acts in the 

Official Journal of the European Union. 

5. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for systems and 

products. The Commission shall ensure 

that stakeholder input is duly taken into 

account, in the form of an impact 

assessment, when defining standards to be 

used for the purposes of this Regulation. 

Compliance with the requirements laid 

down in Article 19 shall be achieved 

through the compliance of systems and 

products with those standards. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). The 

Commission shall publish those acts in the 

Official Journal of the European Union. 

Amendment  85 

Proposal for a regulation 

Article 20 – paragraph 1 

 

Text proposed by the Commission Amendment 

1. An electronic signature shall not be 

denied legal effect and admissibility as 

evidence in legal proceedings solely on the 

grounds that it is in an electronic form. 

1. An electronic signature shall have legal 

effect and may be admissible as evidence 

in legal proceedings. It shall be presumed 

that the qualified electronic signature 

offers a higher level of security than other 

types of electronic signatures. 
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Justification 

Given the difficulties to translate the French version into English of Rapporteur's amendment 

43, the Rapporteur decided to table a new amendment in English to rephrase this paragraph. 

Amendment  86 

Proposal for a regulation 

Article 20 – paragraph 2 

 

Text proposed by the Commission Amendment 

2. A qualified electronic signature shall 

have the equivalent legal effect of a 

handwritten signature. 

2. A qualified electronic signature shall 

satisfy the legal requirements of a 

signature in relation to data in electronic 

form in the same manner as a handwritten 

signature satisfies those requirements in 

relation to paper-based data. 

Justification 

The wording of Directive 1999/93/EC appears to better take into account different national 

forms and procedural requirements. 

Amendment  87 

Proposal for a regulation 

Article 20 – paragraph 2 a (new) 

 

Text proposed by the Commission Amendment 

 2a. A valid qualified electronic signature 

shall serve as prima facie evidence of the 

authenticity and integrity of the electronic 

document associated with it. 

Justification 

The term ‘valid’ refers to Article 25(1) of the proposal for a regulation. Only if a signature has 

been positively validated can it have a specific evidentiary value. 

Amendment  88 

Proposal for a regulation 

Article 20 – paragraph 3 

 

Text proposed by the Commission Amendment 

3. Qualified electronic signatures shall be 

recognised and accepted in all Member 

3. Qualified electronic signatures shall be 

recognised and accepted in Member States 
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States. and Union institutions. 

Amendment  89 

Proposal for a regulation 

Article 20 – paragraph 4 

 

Text proposed by the Commission Amendment 

4. If an electronic signature with a security 

assurance level below qualified electronic 

signature is required, in particular by a 

Member State for accessing a service 

online offered by a public sector body on 

the basis of an appropriate assessment of 

the risks involved in such a service, all 

electronic signatures matching at least the 

same security assurance level shall be 

recognised and accepted. 

4. If an electronic signature with a security 

assurance level below qualified electronic 

signature is required, by a Member State or 

by institutions, bodies, offices and 

agencies of the Union for completing a 

transaction offered by a public sector body 

on the basis of an appropriate assessment 

of the risks involved in such a service, all 

electronic signatures matching at least the 

same security assurance level shall be 

recognised and accepted for access to that 

online service. 

Amendment  90 

Proposal for a regulation 

Article 20 – paragraph 5 

 

Text proposed by the Commission Amendment 

5. Member States shall not request for 

cross-border access to a service online 

offered by a public sector body an 

electronic signature at a higher security 

assurance level than qualified electronic 

signature. 

5. Member States shall not request for 

cross-border access to a service online 

offered by a public sector body an 

electronic signature at a higher security 

level than qualified electronic signature. 

Justification 

The word ‘assurance’ is superfluous here. 

Amendment  91 

Proposal for a regulation 

Article 20 – paragraph 6 

 

Text proposed by the Commission Amendment 

6. The Commission shall be empowered to 

adopt delegated acts in accordance with 

Article 38 concerning the definition of the 

deleted 
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different security levels of electronic 

signature referred to in paragraph 4. 

Justification 

As the definition of the different security levels of electronic signature is a key element of the 

Regulation, the rapporteur takes the view that decisions on this matter should not be taken by 

means of delegated acts. 

Amendment  92 

Proposal for a regulation 

Article 20 – paragraph 7 

 

Text proposed by the Commission Amendment 

7. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for the security levels 

of electronic signature. Compliance with 

the security level defined in a delegated act 

adopted pursuant to paragraph 6 shall be 

presumed when an electronic signature 

meets those standards. Those implementing 

acts shall be adopted in accordance with 

the examination procedure referred to in 

Article 39(2). The Commission shall 

publish those acts in the Official Journal of 

the European Union. 

7. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for the security levels 

of electronic signature. The Commission 

shall ensure that stakeholder input is duly 

taken into account, preferably in the form 

of an impact assessment, when defining 

standards to be used for the purposes of 

this Regulation. Compliance with the 

security level defined in a delegated act 

adopted pursuant to paragraph 6 shall be 

presumed when an electronic signature 

meets those standards. Those implementing 

acts shall be adopted in accordance with 

the examination procedure referred to in 

Article 39(2). The Commission shall 

publish those acts in the Official Journal of 

the European Union. 

Justification 

This modification is relevant for each article throughout the text which mentions the use of 

standards. 

Amendment  93 

Proposal for a regulation 

Article 21 – paragraph 4 

 

Text proposed by the Commission Amendment 

4. The Commission shall be empowered to 

adopt delegated acts in accordance with 

Article 38 concerning the further 

deleted 
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specification of the requirements laid 

down in Annex I. 

Justification 

An implementing act appears more appropriate, therefore it has been merged with the 

following paragraph. 

Amendment  94 

Proposal for a regulation 

Article 21 – paragraph 5 

 

Text proposed by the Commission Amendment 

5. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for qualified 

certificates for electronic signature. 

Compliance with the requirements laid 

down in Annex I shall be presumed where 

a qualified certificate for electronic 

signature meets those standards. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). The 

Commission shall publish those acts in the 

Official Journal of the European Union. 

5. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for qualified 

certificates for electronic signature. The 

Commission shall ensure that stakeholder 

input is duly taken into account, 

preferably in the form of an impact 

assessment, when defining standards to be 

used for the purposes of this Regulation. 

Compliance with the requirements laid 

down in Annex I shall be presumed where 

a qualified certificate for electronic 

signature meets those standards. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). The 

Commission shall publish those acts in the 

Official Journal of the European Union. 

Justification 

This modification is relevant for each article throughout the text which mentions the use of 

standards. 

Amendment  95 

Proposal for a regulation 

Article 22 – paragraph 2 

 

Text proposed by the Commission Amendment 

2. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for qualified 

electronic signature creation devices. 

2. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for qualified 

electronic signature creation devices. The 
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Compliance with the requirements laid 

down in Annex II shall be presumed where 

a qualified electronic signature creation 

device meets those standards. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). The 

Commission shall publish those acts in the 

Official Journal of the European Union. 

Commission shall ensure that stakeholder 

input is duly taken into account, 

preferably in the form of an impact 

assessment, when defining standards to be 

used for the purposes of this Regulation. 

Compliance with the requirements laid 

down in Annex II shall be presumed where 

a qualified electronic signature creation 

device meets those standards. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). The 

Commission shall publish those acts in the 

Official Journal of the European Union. 

Amendment  96 

Proposal for a regulation 

Article 23 

 

Text proposed by the Commission Amendment 

1. Qualified electronic signature creation 

devices may be certified by appropriate 

public or private bodies designated by 

Member States provided that they have 

been submitted to a security evaluation 

process carried out in accordance with one 

of the standards for the security assessment 

of information technology products 

included in a list that shall be established 

by the Commission by means of 

implementing acts. Those implementing 

acts shall be adopted in accordance with 

the examination procedure referred to in 

Article 39(2). The Commission shall 

publish those acts in the Official Journal of 

the European Union. 

1. Qualified electronic signature creation 

devices shall be certified by appropriate 

public or private bodies designated by 

Member States provided that they have 

been submitted to a security evaluation 

process carried out in accordance with one 

of the standards for the security assessment 

of information technology products 

included in a list that shall be established 

by the Commission by means of 

implementing acts. The Commission shall 

ensure that stakeholder input is duly 

taken into account, preferably in the form 

of an impact assessment, when defining 

standards to be used for the purposes of 

this Regulation. Those implementing acts 

shall be adopted in accordance with the 

examination procedure referred to in 

Article 39(2). The Commission shall 

publish those acts in the Official Journal of 

the European Union. 

2. Member States shall notify to the 

Commission and other Member States the 

names and addresses of the public or 

private body designated by them as 

referred to in paragraph 1. 

2. Member States shall notify to the 

Commission and other Member States the 

names and addresses of the public or 

private body designated by them as 

referred to in paragraph 1. 

3. The Commission shall be empowered to 3. The Commission shall be empowered to 
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adopt delegated acts in accordance with 

Article 38 concerning the establishment of 

specific criteria to be met by the designated 

bodies referred to in paragraph 1. 

adopt delegated acts in accordance with 

Article 38 concerning the establishment of 

specific criteria to be met by the designated 

bodies referred to in paragraph 1 for the 

purpose of carrying out the certification 

under paragraph 1. 

Justification 

In accordance with Article 290 TFEU, the objectives, content, scope and duration of the 

delegation of power shall be explicitly defined in the legislative acts. The amendment adds a 

necessary clarification to the delegation. 

Amendment  97 

Proposal for a regulation 

Article 24 – paragraph 3 

 

Text proposed by the Commission Amendment 

3. The Commission may, by means of 

implementing acts, define circumstances, 

formats and procedures applicable for the 

purpose of paragraph 1. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). 

3. The Commission may, by means of 

implementing acts, define formats and 

procedures applicable for the purpose of 

paragraph 1. Those implementing acts shall 

be adopted in accordance with the 

examination procedure referred to in 

Article 39(2). 

Amendment  98 

Proposal for a regulation 

Article 25 – paragraph 3 

 

Text proposed by the Commission Amendment 

3. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for the validation of 

qualified electronic signatures. Compliance 

with the requirements laid down in 

paragraph 1 shall be presumed where the 

validation of qualified electronic signatures 

meets those standards. Those implementing 

acts shall be adopted in accordance with 

the examination procedure referred to in 

Article 39(2). The Commission shall 

publish those acts in the Official Journal of 

the European Union. 

3. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for the validation of 

qualified electronic signatures. The 

Commission shall ensure that stakeholder 

input is duly taken into account, 

preferably in the form of an impact 

assessment, when defining standards to be 

used for the purposes of this Regulation. 

Compliance with the requirements laid 

down in paragraph 1 shall be presumed 

where the validation of qualified electronic 

signatures meets those standards. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 
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referred to in Article 39(2). The 

Commission shall publish those acts in the 

Official Journal of the European Union. 

Amendment  99 

Proposal for a regulation 

Article 26 - paragraph 2 

 

Text proposed by the Commission Amendment 

2. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for qualified 

validation service referred to in paragraph 

1. Compliance with the requirements laid 

down in point (b) of paragraph 1 shall be 

presumed where the validation service for 

qualified electronic signature meets those 

standards. Those implementing acts shall 

be adopted in accordance with the 

examination procedure referred to in 

Article 39(2). The Commission shall 

publish those acts in the Official Journal of 

the European Union. 

2. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for qualified 

validation service referred to in paragraph 

1. The Commission shall ensure that 

stakeholder input is duly taken into 

account, preferably in the form of an 

impact assessment, when defining 

standards to be used for the purposes of 

this Regulation. Compliance with the 

requirements laid down in point (b) of 

paragraph 1 shall be presumed where the 

validation service for qualified electronic 

signature meets those standards. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). The 

Commission shall publish those acts in the 

Official Journal of the European Union. 

Amendment  100 

Proposal for a regulation 

Article 27 – paragraph 3 

 

Text proposed by the Commission Amendment 

3. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for the preservation 

of qualified electronic signatures. 

Compliance with the requirements laid 

down in paragraph 1 shall be presumed 

where the arrangements for the 

preservation of qualified electronic 

signatures meet those standards. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). The 

3. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for the preservation 

of qualified electronic signatures. The 

Commission shall ensure that stakeholder 

input is duly taken into account, 

preferably in the form of an impact 

assessment, when defining standards to be 

used for the purposes of this Regulation. 

Compliance with the requirements laid 

down in paragraph 1 shall be presumed 

where the arrangements for the 
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Commission shall publish those acts in the 

Official Journal of the European Union. 

preservation of qualified electronic 

signatures meet those standards. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). The 

Commission shall publish those acts in the 

Official Journal of the European Union. 

Amendment  101 

Proposal for a regulation 

Article 28 – paragraph 2 

 

Text proposed by the Commission Amendment 

2. A qualified electronic seal shall enjoy 

the legal presumption of ensuring the 

origin and integrity of the data to which it 

is linked. 

2. A valid qualified electronic seal shall 

serve at least as prima facie evidence for 

the authenticity and integrity of the 

electronic document associated with it. 

This shall be without prejudice to national 

law on powers of attorney and 

representation. 

Amendment  102 

Proposal for a regulation 

Article 28 – paragraph 3 

 

Text proposed by the Commission Amendment 

3. A qualified electronic seal shall be 

recognised and accepted in all Member 

States. 

3. A qualified electronic seal shall be 

recognised in all Member States. 

Justification 

The difference between "recognised" and "accepted" is unclear. This paragraph is, in contrast 

to the corresponding provisions on electronic signatures, not deleted as the concept of an 

(electronic) seal does not exist in all Member States. 

Amendment  103 

Proposal for a regulation 

Article 28 – paragraph 4 

 

Text proposed by the Commission Amendment 

4. If an electronic seal security assurance 

level below the qualified electronic seal is 

required, in particular by a Member State 

4. If an electronic seal security level below 

the qualified electronic seal is required, in 

particular by a Member State for accessing 
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for accessing a service online offered by a 

public sector body on the basis of an 

appropriate assessment of the risks 

involved in such a service, all electronic 

seals matching at a minimum the same 

security assurance level shall be accepted. 

a service online offered by a public sector 

body on the basis of an appropriate 

assessment of the risks involved in such a 

service, all electronic seals matching at a 

minimum the same security assurance level 

shall be accepted for the purpose of access 

to that online service. 

Justification 

The word ‘assurance’ is superfluous here. 

Amendment  104 

Proposal for a regulation 

Article 28 – paragraph 5 

 

Text proposed by the Commission Amendment 

5. Member States shall not request for 

accessing a service online offered by a 

public sector body an electronic seal with 

higher security assurance level than 

qualified electronic seals. 

5. Member States shall not request for 

cross-border access to a service online 

offered by a public sector body an 

electronic seal with higher security level 

than qualified electronic seals. 

Justification 

The word ‘assurance’ is superfluous here. 

Amendment  105 

Proposal for a regulation 

Article 28 – paragraph 6 

 

Text proposed by the Commission Amendment 

6. The Commission shall be empowered to 

adopt delegated acts in accordance with 

Article 38 concerning the definition of 

different security assurance levels of 

electronic seals referred to in 

paragraph 4. 

deleted 

Justification 

As the definition of the different security levels of electronic seals is a key element of the 

Regulation, the rapporteur takes the view that decisions on this matter should not be taken by 

means of delegated acts. 
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Amendment  106 

Proposal for a regulation 

Article 28 – paragraph 7 

 

Text proposed by the Commission Amendment 

7. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for the security 

assurance levels of electronic seals. 

Compliance with the security assurance 

level defined in a delegated act adopted 

pursuant to paragraph 6 shall be presumed 

when an electronic seal meets those 

standards. Those implementing acts shall 

be adopted in accordance with the 

examination procedure referred to in 

Article 39(2). The Commission shall 

publish those acts in the Official Journal of 

the European Union. 

7. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for the security 

assurance levels of electronic seals. The 

Commission shall ensure that stakeholder 

input is duly taken into account, 

preferably in the form of an impact 

assessment, when defining standards to be 

used for the purposes of this Regulation. 

Compliance with the security assurance 

level defined in a delegated act adopted 

pursuant to paragraph 6 shall be presumed 

when an electronic seal meets those 

standards. Those implementing acts shall 

be adopted in accordance with the 

examination procedure referred to in 

Article 39(2). The Commission shall 

publish those acts in the Official Journal of 

the European Union. 

Justification 

This modification is relevant for each article throughout the text which mentions the use of 

standards. 

Amendment  107 

Proposal for a regulation 

Article 29 – paragraph 2 

 

Text proposed by the Commission Amendment 

2. Qualified certificates for electronic seal 

shall not be subject to any mandatory 

requirements exceeding the requirements 

laid down in Annex III. 

2. Qualified certificates for electronic seal 

for cross-border use shall not be subject to 

any mandatory requirements exceeding the 

requirements laid down in Annex III. 

Amendment  108 

Proposal for a regulation 

Article 29 – paragraph 5 
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Text proposed by the Commission Amendment 

5. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for qualified 

certificates for electronic seal. Compliance 

with the requirements laid down in Annex 

III shall be presumed where a qualified 

certificate for electronic seal meet those 

standards. Those implementing acts shall 

be adopted in accordance with the 

examination procedure referred to in 

Article 39(2). The Commission shall 

publish those acts in the Official Journal of 

the European Union. 

5. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for qualified 

certificates for electronic seal The 

Commission shall ensure that stakeholder 

input is duly taken into account, 

preferably in the form of an impact 

assessment, when defining standards to be 

used for the purposes of this Regulation. 

Compliance with the requirements laid 

down in Annex III shall be presumed 

where a qualified certificate for electronic 

seal meet those standards. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). The 

Commission shall publish those acts in the 

Official Journal of the European Union. 

Amendment  109 

Proposal for a regulation 

Article 30 – paragraph 1 

 

Text proposed by the Commission Amendment 

1. Article 22 shall apply mutatis mutandis 

to requirements for qualified electronic seal 

creation devices. 

1. Article 22 shall apply mutatis mutandis 

to requirements for qualified electronic seal 

and/or stamp creation devices. 

Amendment  110 

Proposal for a regulation 

Article 30 – paragraph 2 

 

Text proposed by the Commission Amendment 

2. Article 23 shall apply mutatis mutandis 

to the certification of qualified electronic 

seal creation devices. 

2. Article 23 shall apply mutatis mutandis 

to the certification of qualified electronic 

seal and/or stamp creation devices. 

Amendment  111 

Proposal for a regulation 

Article 30 – paragraph 3 
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Text proposed by the Commission Amendment 

3. Article 24 shall apply mutatis mutandis 

to the publication of a list of certified 

qualified electronic seal creation devices. 

3. Article 24 shall apply mutatis mutandis 

to the publication of a list of certified 

qualified electronic seal and/or stamp 

creation devices. 

Amendment  112 

Proposal for a regulation 

Article 31 

 

Text proposed by the Commission Amendment 

Articles 25, 26 and 27 shall apply mutatis 

mutandis to the validation and preservation 

of qualified electronic seals. 

Articles 25, 26 and 27 shall apply mutatis 

mutandis to the validation and preservation 

of qualified electronic seals and/or stamps. 

Amendment  113 

Proposal for a regulation 

Article 32 – paragraph 2 

 

Text proposed by the Commission Amendment 

2. Qualified electronic time stamp shall 

enjoy a legal presumption of ensuring the 

time it indicates and the integrity of the 

data to which the time is bound. 

2. A qualified electronic time stamp shall 

constitute at least prima facie evidence of 

the correctness of the time it indicates and 

the integrity of the document with which it 

is associated. 

Amendment  114 

Proposal for a regulation 

Article 33 

 

Text proposed by the Commission Amendment 

1. A qualified electronic time stamp shall 

meet the following requirements: 

1. A qualified electronic time stamp shall 

meet the following requirements: 

(a) it is accurately linked to Coordinated 

Universal Time (UTC) in such a manner as 

to preclude any possibility of the data 

being changed undetectably;  

(a) it is accurately linked to Coordinated 

Universal Time (UTC) in such a manner as 

to preclude any possibility of the data 

being changed undetectably;  

(b) it is based on an accurate time source; (b) it is based on an accurate time source; 

(c) it is issued by a qualified trust service 

provider; 

(c) it is issued by a qualified trust service 

provider; 
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(d) it is signed using an advanced 

electronic signature or an advanced 

electronic seal of the qualified trust service 

provider, or by some equivalent method. 

(d) it is signed using an advanced 

electronic signature or an advanced 

electronic seal of the qualified trust service 

provider. 

2. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for the accurate 

linkage of time to data and an accurate 

time source. Compliance with the 

requirements laid down in paragraph 1 

shall be presumed where an accurate 

linkage of time to data and an accurate 

time source meets those standards. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). 

2. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for the accurate 

linkage of time to data and an accurate 

time source. The Commission shall ensure 

that stakeholder input is duly taken into 

account, preferably in the form of an 

impact assessment, when defining 

standards to be used for the purposes of 

this Regulation. Compliance with the 

requirements laid down in paragraph 1 

shall be presumed where an accurate 

linkage of time to data and an accurate 

time source meets those standards. Those 

implementing acts shall be adopted in 

accordance with the examination procedure 

referred to in Article 39(2). 

The Commission shall publish those acts in 

the Official Journal of the European 

Union. 

The Commission shall publish those acts in 

the Official Journal of the European 

Union. 

Amendment  115 

Proposal for a regulation 

Article 34 – paragraph 2 

 

Text proposed by the Commission Amendment 

2. A document bearing a qualified 

electronic signature or a qualified 

electronic seal of the person who is 

competent to issue the relevant document, 

shall enjoy legal presumption of its 

authenticity and integrity provided the 

document does not contain any dynamic 

features capable of automatically changing 

the document. 

2. A document bearing a qualified 

electronic signature or a qualified 

electronic seal shall have the equivalent 

legal effect of a paper document bearing a 

handwritten signature or a physical seal, 

where this exists under national law, 

provided the document does not contain 

any dynamic features capable of 

automatically changing the document. 

Amendment  116 

Proposal for a regulation 

Article 34 – paragraph 3 
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Text proposed by the Commission Amendment 

3. When an original document or a 

certified copy is required for the provision 

of a service online offered by a public 

sector body, at least electronic documents 

issued by the persons who are competent 

to issue the relevant documents and that 

are considered to be originals or certified 

copies in accordance with national law of 

the Member State of origin, shall be 

accepted in other Member States without 

additional requirements. 

deleted 

Justification 

Art. 34 (3) would call into question the tried and tested instrument of the endorsement 

(apostille) for the recognition of foreign documents, which is also to be the subject of new 

regulation by the Commission. 

Amendment  117 

Proposal for a regulation 

Article 34 – paragraph 4 

 

Text proposed by the Commission Amendment 

4. The Commission may, by means of 

implementing acts, define formats of 

electronic signatures and seals that shall 

be accepted whenever a signed or sealed 

document is requested by a Member State 

for the provision of a service online 

offered by a public sector body referred to 

in paragraph 2. Those implementing acts 

shall be adopted in accordance with the 

examination procedure referred to in 

Article 39(2). 

deleted 

Amendment  118 

Proposal for a regulation 

Article 35 – paragraph 1 

 

Text proposed by the Commission Amendment 

1. Data sent or received using an electronic 

delivery service shall be admissible as 

evidence in legal proceedings with regard 

1. Data sent or received using an electronic 

delivery service shall be admissible as 

evidence in legal proceedings.  
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to the integrity of the data and the 

certainty of the date and time at which the 

data were sent to or received by a 

specified addressee. 

Amendment  119 

Proposal for a regulation 

Article 35 – paragraph 2 

 

Text proposed by the Commission Amendment 

2. Data sent or received using a qualified 

electronic delivery service shall enjoy legal 

presumption of the integrity of the data 

and the accuracy of the date and time of 

sending or receiving the data indicated by 

the qualified electronic delivery system. 

2. Data sent or received using a qualified 

electronic delivery service shall constitute 

at least prima facie evidence of the 

authenticity of the data and the correctness 

of the date and time of sending or receiving 

the data indicated by the qualified 

electronic delivery system. 

Amendment  120 

Proposal for a regulation 

Article 35 – paragraph 2 a (new) 

 

Text proposed by the Commission Amendment 

 2a. This Article shall be without prejudice 

to Regulation (EC) No 1348/2000. 

Amendment  121 

Proposal for a regulation 

Article 35 – paragraph 3 

 

Text proposed by the Commission Amendment 

3. The Commission shall be empowered to 

adopt delegated acts in accordance with 

Article 38 concerning the specification of 

mechanisms for sending or receiving data 

using electronic delivery services, which 

shall be used with a view to fostering 

interoperability between electronic 

delivery services. 

deleted 

Amendment  122 

Proposal for a regulation 

Article 36 – paragraph 2 
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Text proposed by the Commission Amendment 

2. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for processes for 

sending and receiving data. Compliance 

with the requirements laid down in 

paragraph 1 shall be presumed where the 

process for sending and receiving data 

meets those standards. Those implementing 

acts shall be adopted in accordance with 

the examination procedure referred to in 

Article 39(2). The Commission shall 

publish those acts in the Official Journal of 

the European Union. 

2. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for processes for 

sending and receiving data. The 

Commission shall ensure that stakeholder 

input is duly taken into account, 

preferably in the form of an impact 

assessment, when defining standards to be 

used for the purposes of this Regulation. 

Compliance with the requirements laid 

down in paragraph 1 shall be presumed 

where the process for sending and 

receiving data meets those standards. 

Those implementing acts shall be adopted 

in accordance with the examination 

procedure referred to in Article 39(2). The 

Commission shall publish those acts in the 

Official Journal of the European Union. 

Amendment  123 

Proposal for a regulation 

Article 37 – paragraph 4 

 

Text proposed by the Commission Amendment 

4. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for qualified 

certificates for website authentication. 

Compliance with the requirements laid 

down in Annex IV shall be presumed 

where a qualified certificate for website 

authentication meets those standards. 

Those implementing acts shall be adopted 

in accordance with the examination 

procedure referred to in Article 39(2). The 

Commission shall publish those acts in the 

Official Journal of the European Union. 

4. The Commission may, by means of 

implementing acts, establish reference 

numbers of standards for qualified 

certificates for website authentication. The 

Commission shall ensure that stakeholder 

input is duly taken into account, 

preferably in the form of an impact 

assessment, when defining standards to be 

used for the purposes of this Regulation. 

Compliance with the requirements laid 

down in Annex IV shall be presumed 

where a qualified certificate for website 

authentication meets those standards. 

Those implementing acts shall be adopted 

in accordance with the examination 

procedure referred to in Article 39(2). The 

Commission shall publish those acts in the 

Official Journal of the European Union. 
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Justification 

This modification is relevant for every article which mentions the use of standards throughout 

the text. 

Amendment  124 

Proposal for a regulation 

Article 38 

 

Text proposed by the Commission Amendment 

1. The power to adopt delegated acts is 

conferred on the Commission subject to the 

conditions laid down in this Article. 

1. The power to adopt delegated acts is 

conferred on the Commission subject to the 

conditions laid down in this Article. 

2. The power to adopt delegated acts 

referred to in Articles 8(3), 13(5), 15(5), 

16(5), 18(5), 20(6), 21(4), 23(3), 25(2), 

27(2), 28(6), 29(4), 30(2), 31, 35(3) and 

37(3) shall be conferred on the 

Commission for an indeterminate period 

of time from the entry into force of this 

Regulation. 

2. The power to adopt delegated acts 

referred to in Articles 8(3), 20(6), 21(4), 

23(3), 25(2), 27(2), 28(6), 29(4), 30(2), 31, 

35(3) and 37(3) shall be conferred on the 

Commission for a period of five years 

beginning on the date of the entry into 

force of this Regulation. The Commission 

shall draw up a report in respect of the 

delegation of power not later than six 

months before the end of the five-year 

period. The delegation of power shall be 

tacitly extended for periods of an identical 

duration, unless the European Parliament 

or the Council opposes such extension not 

later than three months before the end of 

each period. 

3. The delegation of power referred to in 

Articles 8(3), 13(5), 15(5), 16(5), 18(5), 

20(6), 21(4), 23(3), 25(2), 27(2), 28(6), 

29(4), 30(2), 31, 35(3) and 37(3) may be 

revoked at any time by the European 

Parliament or by the Council. A decision to 

revoke shall put an end to the delegation of 

the power specified in that decision. It shall 

take effect the day following the 

publication of the decision in the Official 

Journal of the European Union or at a later 

date specified therein. It shall not affect the 

validity of any delegated acts already in 

force. 

3. The delegation of power referred to in 

Articles 8(3), 20(6), 21(4), 23(3), 25(2), 

27(2), 28(6), 29(4), 30(2), 31, 35(3) and 

37(3) may be revoked at any time by the 

European Parliament or by the Council. A 

decision to revoke shall put an end to the 

delegation of the power specified in that 

decision. It shall take effect the day 

following the publication of the decision in 

the Official Journal of the European Union 

or at a later date specified therein. It shall 

not affect the validity of any delegated acts 

already in force. 

4. As soon as it adopts a delegated act, the 

Commission shall notify it simultaneously 

to the European Parliament and to the 

Council. 

4. As soon as it adopts a delegated act, the 

Commission shall notify it simultaneously 

to the European Parliament and to the 

Council. The Commission may not adopt a 
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delegated act under this Regulation 

without prior consultation with the 

relevant stakeholders. 

5. A delegated act adopted pursuant to 

Articles 8(3), 13(5), 15(5), 16(5), 18(5), 

20(6), 21(4), 23(3), 25(2), 27(2), 28(6), 

29(4), 30(2), 31, 35(3) and 37(3) shall 

enter into force only if no objection has 

been expressed either by the European 

Parliament or the Council within a period 

of two months of notification of that act to 

the European Parliament and the Council 

or if, before the expiry of that period, the 

European Parliament and the Council have 

both informed the Commission that they 

will not object. That period shall be 

extended by two months at the initiative of 

the European Parliament or of the Council. 

5. A delegated act adopted pursuant to 

Articles 8(3), 20(6), 21(4), 23(3), 25(2), 

27(2), 28(6), 29(4), 30(2), 31, 35(3) and 

37(3) shall enter into force only if no 

objection has been expressed either by the 

European Parliament or the Council within 

a period of three months of notification of 

that act to the European Parliament and the 

Council or if, before the expiry of that 

period, the European Parliament and the 

Council have both informed the 

Commission that they will not object. That 

period shall be extended by two months at 

the initiative of the European Parliament or 

of the Council. 

Amendment  125 

Proposal for a regulation 

Article 39 – paragraph 1 a (new) 

 

Text proposed by the Commission Amendment 

 1a. Implementing acts may not be adopted 

under this Regulation without prior 

consultation of industry and the relevant 

stakeholders. 

Amendment  126 

Proposal for a regulation 

Article 39 – paragraph 2 

 

Text proposed by the Commission Amendment 

2. Where reference is made to this 

paragraph, Article 5 of Regulation 

182/2011 shall apply. 

2. Where reference is made to this 

paragraph, Article 4 of Regulation 

182/2011 shall apply. 

Amendment  127 

Proposal for a regulation 

Article 40 
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Text proposed by the Commission Amendment 

The Commission shall report to the 

European Parliament and to the Council on 

the application of this Regulation. The first 

report shall be submitted no later than four 

years after the entry into force of this 

Regulation. Subsequent reports shall be 

submitted every four years thereafter. 

1. The Commission shall report to the 

European Parliament and to the Council on 

the application of this Regulation. The first 

report shall be submitted no later than two 

years after the entry into force of this 

Regulation. Subsequent reports shall be 

submitted every four years thereafter 

accompanied, if necessary by appropriate 

legislative proposals. 

 1a. That report should evaluate whether 

the scope of this Regulation needs to be 

changed for the purposes of adaptation to 

developments in technology, in the market 

and in the legal context in the Member 

States and internationally; generally, the 

report must indicate whether the 

Regulation has made it possible to attain 

its stated objectives with regard to 

building trust in the online environment. 

Amendment  128 

Proposal for a regulation 

Annex II – point 1 – point c 

 

Text proposed by the Commission Amendment 

(c) the electronic signature creation data 

used for electronic signature generation 

cannot, with reasonable assurance, be 

derived and the electronic signature is 

protected against forgery using currently 

available technology; 

(c) the electronic signature creation data 

used for electronic signature generation 

cannot be derived and the electronic 

signature is protected against forgery using 

currently available technology; 

Amendment  129 

Proposal for a regulation 

Annex III – subparagraph 1 a (new) 

 

Text proposed by the Commission Amendment 

 Sensitive data within the meaning of 

Article 8 of Directive 95/46/CE shall not 

be processed. 
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Amendment  130 

Proposal for a regulation 

Annex IV – subparagraph 1 a (new) 

 

Text proposed by the Commission Amendment 

 Sensitive data within the meaning of 

Article 8 of Directive 95/46/CE shall not 

be processed. 

Amendment  131 

Proposal for a regulation 

Annex IV – point c 

 

Text proposed by the Commission Amendment 

(c) a set of data unambiguously 

representing the legal person to whom the 

certificate is issued, including at least name 

and registration number as stated in the 

official records; 

(c) a set of data unambiguously 

representing the natural or legal person to 

whom the certificate is issued, including at 

least name and registration number as the 

case may be,  as stated in the official 

records; 

Amendment  132 

Proposal for a regulation 

Annex IV – point d 

 

Text proposed by the Commission Amendment 

(d) elements of the address, including at 

least city and Member State, of the legal 

person to whom the certificate is issued as 

stated in the official records; 

(d) elements of the address, including at 

least city and Member State, of the natural 

or legal person to whom the certificate is 

issued as stated in the official records; 

 


