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AMENDMENTS

The Committee on Foreign Affairs calls on the Committee on the Internal Market and Consumer Protection, as the committee responsible, to incorporate the following amendments in its report:

<RepeatBlock-Amend><Amend>Amendment

<NumAm>1</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Recital 1</Article>
	

	Text proposed by the Commission
	Amendment

	(1) Network and information systems and services play a vital role in the society. Their reliability and security are essential to economic activities and social welfare, and in particular to the functioning of the internal market.
	(1) Network and information systems and services play a vital role in the society. Their reliability and security are essential to economic activities and social welfare, and in particular to the functioning of the internal market, as well as the external security of the EU.


</Amend>
<Amend>Amendment

<NumAm>2</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Recital 2</Article>
	

	Text proposed by the Commission
	Amendment

	(2) The magnitude and frequency of deliberate or accidental security incidents is increasing and represents a major threat to the functioning of networks and information systems. Such incidents can impede the pursuit of economic activities, generate substantial financial losses, undermine user confidence and cause major damage to the economy of the Union.
	(2) The magnitude and frequency of deliberate or accidental security incidents is increasing and represents a major threat to the functioning of networks and information systems. Such incidents can impede the pursuit of economic activities, generate substantial financial losses, undermine user confidence and cause major damage to the economy of the Union and, ultimately, endanger the wellbeing of EU citizens and the ability of EU Member States to protect themselves and ensure the security of critical infrastructures.


</Amend>
<Amend>Amendment

<NumAm>3</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Recital 2 a (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(2a) The Solidarity clause, introduced by Article 222 of the TFEU, constitutes the appropriate framework for assistance and concerted action among EU member states, in the case of a terrorist attack or criminal activity endangering networks and information security. Equally, the mutual defence clause, laid down by Article 42 (7) of the TEU, shall constitute the framework for action within the EU should a Member State be the victim of armed aggression impairing network and information security. In relevant cases, Article 222 of the TFEU and Article 42 (7) of the TEU should be implemented in a complementary way.


</Amend>
<Amend>Amendment

<NumAm>4</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Recital 2 a (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(2a) A large number of cyber incidents occur due to lack of resilience and robustness of private and public network infrastructure, poorly protected or secured databases and other flaws in the critical information infrastructure; whereas only few Member States consider the protection of their network and information systems and associated data as part of their respective duty of care which explains the lack of investment in state-of-the art security technology, training and the development of appropriate guidelines.


</Amend>
<Amend>Amendment

<NumAm>5</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Recital 3</Article>
	

	Text proposed by the Commission
	Amendment

	(3) As a communication instrument without frontiers, digital information systems, and primarily the Internet play an essential role in facilitating the cross-border movement of goods, services and people. Due to that transnational nature, substantial disruption of those systems in one Member State can also affect other Member States and the Union as a whole. The resilience and stability of network and information systems is therefore essential to the smooth functioning of the internal market.
	(3) As a communication instrument without frontiers, digital information systems, and primarily the Internet play an essential role in facilitating the cross-border movement of goods, services and people. Due to that transnational nature, substantial disruption of those systems in one Member State can also affect other Member States and the Union as a whole. The resilience and stability of network and information systems is therefore essential to the smooth functioning of the internal market and is vital to the internal as well as external security of the EU. The need to improve network and information security should be, therefore, duly highlighted in the Union's Internal Security Strategy and the European Security Strategy, particularly in view of the future revision of those documents.


</Amend>
<Amend>Amendment

<NumAm>6</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Recital 3 a (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(3a) Raising awareness and educating users of information and communication technologies on best practises on the securing personal data as well as sustainable maintenance of communication services should constitute the basis of any comprehensive cyber security strategy.


</Amend>
<Amend>Amendment

<NumAm>7</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Recital 4 a (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(4a) Cooperation and coordination between the relevant European authorities with the HR/VP, with the responsibility for the Common Foreign and Security Policy and the Common Security and Defence Policy, as well as the EU Counter-terrorism Coordinator should be guaranteed in all cases where risks may be perceived to be of external and terrorist nature.


</Amend>
<Amend>Amendment

<NumAm>8</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Recital 4 b (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(4b) Intelligence and sensitive information sharing between member states and between the member states and the relevant competent EU authorities should be strengthened, anchored on the principles of trust, solidarity and cooperation. Any action plan to improve network and system security should thus put to full use already existing structures within the EU, such as the SitCen and the IntCen, and ensure coordination between all structures relevant to information security sensitive to EU's internal and external security.


</Amend>
<Amend>Amendment

<NumAm>9</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Recital 4 c (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(4c) Cooperation and information sharing at the global level, with relevant international partners, is vital for an effective cyber-security strategy and for cogent action to improve network and information security within the EU, in light of the transnational nature of threat.


</Amend>
<Amend>Amendment

<NumAm>10</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Recital 8 a (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(8a) Security measures have to respect and fundamental rights incumbent upon the EU and its Member States in accordance with articles 2, 6 and 21 TFEU, such as the freedom of expression, data protection and privacy; whereas the rights to privacy and data protection are laid down in the EU Charter and Article 16 TFEU.


</Amend>
<Amend>Amendment

<NumAm>11</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Recital 11 a (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(11a) All Member States shall focus national cyber security strategies on the protection of information systems and associated data and shall consider the protection this critical infrastructure as part of their respective duty of care. All Member States shall adopt and implement strategies, guidelines and instruments that provide reasonable levels of protection against reasonably identifiable levels of threats, with costs and burdens of the protection proportionate to the probable damage to the parties concerned. Also all Member States shall take appropriate steps to oblige legal persons under their jurisdictions to protect personal data under their care.


</Amend>
<Amend>Amendment

<NumAm>12</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Recital 16</Article>
	

	Text proposed by the Commission
	Amendment

	(16) To ensure transparency and properly inform EU citizens and market operators, the competent authorities should set up a common website to publish non confidential information on the incidents and risks.
	(16) To ensure transparency and properly inform EU citizens and market operators, the competent authorities should set up a common website to publish non confidential information on the incidents and risks. Any personal data published on this website should be limited to only what is necessary and as anonymous as possible.


</Amend>
<Amend>Amendment

<NumAm>13</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Recital 30 a (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(30a) This Directive is without prejudice to the Union acquis relating to data protection. Any personal data used according to the provisions of this Directive should be kept to the minimum set of personal data strictly necessary and only transmitted to the actors strictly necessary, and as be as anonymous as possible, if not completely anonymous.


</Amend>
<Amend>Amendment

<NumAm>14</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Recital 32 a (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(32a) The present directive (NIS directive) does not bring prejudice to the necessary adoption of EU legislation on general data protection.


</Amend>
<Amend>Amendment

<NumAm>15</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Recital 34 a (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(34a) There is need to regulate on EU level the sale, supply, transfer or export to third countries of equipment or software intended primarily for monitoring or interception of the Internet and of telephone communications on mobile or fixed networks and the provision of assistance to install, operate or update such equipment or software. As soon as possible the Commission must prepare legislation which prevents European companies from exporting such dual-use items to non-democratic, authoritarian and repressive regimes.


</Amend>
<Amend>Amendment

<NumAm>16</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Article 1 – paragraph 2 – point b</Article>
	

	Text proposed by the Commission
	Amendment

	(b) creates a cooperation mechanism between Member States in order to ensure a uniform application of this Directive within the Union and, where necessary, a coordinated and efficient handling of and response to risks and incidents affecting network and information systems;
	(b) creates a cooperation mechanism between Member States in order to ensure a uniform application of this Directive within the Union and, where necessary, a coordinated, efficient and effective handling of and response to risks and incidents affecting network and information systems;


</Amend>
<Amend>Amendment

<NumAm>17</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Article 3 – paragraph 1 – point b</Article>
	

	Text proposed by the Commission
	Amendment

	(b) any device or group of inter-connected or related devices, one or more of which, pursuant to a program, perform automatic processing of computer data, as well as
	(b) any group of inter-connected or related devices, one or more of which, pursuant to a program, perform automatic processing of computer data, as well as


</Amend>
<Amend>Amendment

<NumAm>18</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Article 3 – paragraph 2 a (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	a) "cyber resilience" means the ability of a network and information system to resist and recover to full operational capacity after incidents, including but not limited to; technical malfunction, power failure or security incidents;


</Amend>
<Amend>Amendment

<NumAm>19</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Article 3 – paragraph 8 – point b </Article>
	

	Text proposed by the Commission
	Amendment

	(b) operator of critical infrastructure that are essential for the maintenance of vital economic and societal activities in the fields of energy, transport, banking, stock exchanges and health, a non exhaustive list of which is set out in Annex II.
	(b) operator of critical infrastructure that are essential for the maintenance of vital economic and societal activities in the fields of energy, transport, banking, stock exchanges, health, security and defence, a non exhaustive list of which is set out in Annex II.


</Amend>
<Amend>Amendment

<NumAm>20</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Article 3 – paragraph 8 – point b a (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(ba) providers of devices, networks and information systems as referred to under point (1), or components thereof, which are critical to a high common level of network and information security.


</Amend>
<Amend>Amendment

<NumAm>21</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Article 6 – paragraph 1</Article>
	

	Text proposed by the Commission
	Amendment

	1. Each Member State shall designate a national competent authority on the security of network and information systems (the ‘competent authority’).
	1. Each Member State shall designate a civil national competent authority on the security of network and information systems (the "competent authority").


</Amend>
<Amend>Amendment

<NumAm>22</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Article 7 – paragraph 1</Article>
	

	Text proposed by the Commission
	Amendment

	1. Each Member State shall set up a Computer Emergency Response Team (hereinafter: ‘CERT’) responsible for handling incidents and risks according to a well-defined process, which shall comply with the requirements set out in point (1) of Annex I. A CERT may be established within the competent authority.
	1. Each Member State shall set up at least one Computer Emergency Response Team (hereinafter: ‘CERT’) responsible for handling incidents and risks according to a well-defined process, which shall comply with the requirements set out in point (1) of Annex I. A CERT may be established within the competent authority.


</Amend>
<Amend>Amendment

<NumAm>23</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Article 8 – paragraph 3 – point f a (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(fa) when relevant, given the nature of the risk or threat, the EU Counter-terrorism Coordinator should be informed, by means of reporting, and may be asked to assist with analysis the preparatory works and action of the cooperation network;


</Amend>
<Amend>Amendment

<NumAm>24</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Article 9 – paragraph 1 a (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	1a. Personal data shall be only disclosed to recipients who need to process these data for the performance of their tasks in accordance with an appropriate legal basis. The disclosed data shall be limited to what is necessary for the performance of their tasks. Compliance with the purpose limitation principle shall be ensured. The time limit for the retention of these data shall be specified for the purposes set out in this Directive.


</Amend>
<Amend>Amendment

<NumAm>25</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Article 10 – paragraph 3</Article>
	

	Text proposed by the Commission
	Amendment

	3. At the request of a Member State, or on its own initiative, the Commission may request a Member State to provide any relevant information on a specific risk or incident.
	3. At the request of a Member State, or on its own initiative, the Commission may request a Member State to provide any relevant information on a specific risk or incident, in accordance with the provisions of the General Data Protection Regulation.


</Amend>
<Amend>Amendment

<NumAm>26</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Article 13 – paragraph -1 a (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(-1a)  The HR/VP shall mainstream into the EU external actions (especially in relation with the third countries) the cyber security aspects. The objective shall be the intensification of the exchange of lessons learnt and cooperation on the cyber security issues.


</Amend>
<Amend>Amendment

<NumAm>27</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Article 13 – paragraph -1 b (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(-1b) The Council and the Commission shall, in the framework of the relations and cooperation agreements with the third countries, especially those having cooperation on the technologies, insist on the minimum standards in information system security.


</Amend>
<Amend>Amendment

<NumAm>28</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Article 20 – Title</Article>
	

	Text proposed by the Commission
	Amendment

	Review
	Reporting and Review


</Amend>
<Amend>Amendment

<NumAm>29</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Article 20 – paragraph -1 a (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(-1a) The Commission shall provide an annual report about the incidents and measures reported to it under this directive to the European Parliament and to the Council.


</Amend>
<Amend>Amendment

<NumAm>30</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>Annex 1 – paragraph 1 – point b</Article>
	

	Text proposed by the Commission
	Amendment

	(b) The CERT shall implement and manage security measures to ensure the confidentiality, integrity, availability and authenticity of information it receives and treats.
	(b) The CERT shall implement and manage security measures to ensure the confidentiality, integrity, availability and authenticity of information it receives and treats, complying with data protection requirements.


</Amend>
<Amend>Amendment

<NumAm>31</NumAm>
<DocAmend>Proposal for a directive</DocAmend>
<Article>ANNEX II – 2nd subtitle (Referred to in Article (3(8) b) – paragraph 5 a (new)</Article>
	

	Text proposed by the Commission
	Amendment

	
	(5a) Security and defence sector: economic operators for works and services referred to in directive 2009/81/EC, in particular those referred to in article 46 thereof


</Amend>
</RepeatBlock-Amend>
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