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	26a.	Calls, therefore, for an EU-wide ban on the development, sale, acquisition, transfer, servicing and use of highly intrusive spyware, such as Pegasus, if the spyware is able to perform one or more of the following technical features which pose a threat to the rule of law, and/or if it provides a disproportionate means of surveillance owing to its intrusive nature, such as:
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	(a)	the ability to actively create content on the device, including fake messages or other planted documents that could subsequently be wrongly used against the target or another person;
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	(b)	the ability to hack and infiltrate the accounts of information society services via the hacked device;
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	(c)	the ability to remove traces of its presence when it is uninstalled or when the device is switched off;
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	(d)	the ability to anonymise its origin, including the link between remote operators and servers;
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	(e)	the ability to have unrestricted or unlimited retroactive access to the device and to the messages, files and data, including metadata, stored on it;
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	(f)	the ability to create recordings or transmissions from the physical environment through the device’s sensors, including turning on the device’s camera (active monitoring);
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	(g)	any other features of spyware that contravene the principle of proportionality should be added to this list;
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	26b.	Calls, therefore, for work to be done to impose an international ban on the development, sale, acquisition, transfer, servicing and use of highly intrusive spyware able to perform technical features which pose a threat to the rule of law, and/or provide disproportionate means of surveillance owing to its intrusive nature;
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	(b)	they prove that the framework governing the use of spyware is in line with the standards laid down by the Venice Commission and relevant case-law by the CJEU and ECtHR;
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