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1. Introduction

The European Commission1 defines “disinformation” as the “creation, presentation and 
dissemination of verifiably false or misleading information for the purposes of economic gain 
or intentionally deceiving the public, which may cause public harm” 2. Such public harm 
includes threats to democratic political and policy-making processes as well as to the 
protection of EU citizens' health, the environment or security.

This audit covers the period from the run-up to the adoption of the EU action plan against 
disinformation in December 2018 until September 2020, 

ECA reports that EU efforts to combat disinformation date back to March 2015, when the 
European Council3 invited the EU’s High Representative for Foreign Affairs and Security 
Policy (the “High Representative”), in cooperation with the Member States and EU 
institutions, “to develop an action plan on strategic communication to address Russia’s 
ongoing disinformation campaigns”. This led to the creation of the strategic communications 
division (“StratCom”) and the first of its task forces within the European External Action 
Service (EEAS), with a mandate to counter disinformation originating outside the EU 
(Russia) and design and disseminate positive strategic communications in the EU’s eastern 
neighbourhood – known as the East strategic communications task force. In 2017, two more 
StratCom task forces were created: one for the southern neighbourhood and another for the 
Western Balkans.

In late 2017, the Commission set up a high-level expert group to offer concrete advice on 
tackling disinformation. The group delivered its report in March 20184, which formed the 
basis for the Commission’s “Communication on tackling online disinformation: a European 
approach” (April 2018). This Communication outlined key overarching principles and 
objectives to guide action to raise public awareness about disinformation, as well as the 
specific measures the Commission intended to take. Based on the April 2018 communication, 
the Commission published an EU action plan against disinformation in December 2018 
(hereinafter: the “EU action plan”).

The Court explains5 that there is no EU legal framework governing disinformation apart from 
article 116 of the Charter on Fundamental Rights on the Freedom of expression and 
information, and a series of policy initiatives. Responsibility for combatting disinformation 
lies primarily with the Member States7. The EU's role is to support the Member States with a 
common vision and actions aimed at strengthening coordination, communication and the 
adoption of good practices. ECA remarks8 that EU spending on tackling disinformation has 
been relatively low to date: €50 million between 2015 and 2020.

1 Communication on tackling online disinformation, COM(2018) 236 final of 26 April 2018.  
2 European Court of Auditors Special Report 09/2021, “Disinformation affecting the EU: tackled but not tamed”, 
3 June 2021, p. 6
3 EUCO 11/15 (Point 13) European Council meeting (19 and 20 March 2015) – Conclusions.  
4 Final report of the High Level Expert Group on Fake News and Online Disinformation.  
5 ECA SR 09/2021, op. cit., p. 8
6 Which reads “this right shall include freedom to hold opinions and to receive and impart information and ideas 
without interference by public authority and regardless of frontiers”
7 Articles 2-6 of Treaty on the functioning of the European Union.  
8 ECA SR 09/2021, op. cit., p. 8
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As indicated above, this audit covered the period from December 2018 until September 2020. 
After that date, on 4 December 2020, the Commission presented the “European democracy 
action plan”9, part of which is dedicated to strengthening the fight against disinformation. It 
builds on existing initiatives in the EU action plan against disinformation. Furthermore, the 
Commission also issued a proposal for a Digital Services Act10 proposing a horizontal 
framework for regulatory oversight, accountability and transparency of the online space in 
response to the emerging risks.

Special focus: the COVID-19 Outbreak

The Court reports11 that in early 2020, almost immediately following the COVID-19 
outbreak, an unprecedented wave of misinformation, disinformation and digital hoaxes 
appeared on the internet, which the World Health Organization described as an 
“infodemic”12. This posed a direct threat to public health and economic recovery. In June 
2020, the European Commission and the High Representative published a communication 
entitled “Tackling COVID-19 disinformation - Getting the facts right”13, which looked at 
the steps already taken and concrete actions to follow against disinformation regarding 
COVID-19.

2. Audit scope

This audit report comes two years after the adoption of the EU action plan against 
disinformation. According to ECA14, it is the first comprehensive, independent assessment of 
its relevance and the results achieved, thereby contributing to the regular review of the EU 
action plan requested by the Council.

The aim of the audit was to ascertain whether the EU action plan against disinformation is 
relevant and delivering its intended results. To answer this question, ECA addressed two sub-
questions:

• Is the EU action plan relevant for tackling disinformation and underpinned by a sound 
accountability framework?

• Are the actions in the EU action plan being implemented as planned? 

3. ECA findings

The Court made two main observations. It concludes that the EU action plan against 
disinformation was relevant when drawn up, but incomplete15, and that the 

9 Communication on the European Democracy Action Plan, COM(2020) 790 final of 3 December 2020.  
10 Proposal for a regulation of the European Parliament and of the Council on a single market for digital 
services (Digital Services Act) and amending Directive 2000/31/EC, COM(2020) 825 final of 15 
December 2020.  
11 ECA SR 09/2021, op. cit., p. 9
12 World Health Organisation “Let’s flatten the infodemic curve”.  
13 JOIN(2020) 8 final, 10 June 2020.  
14 ECA SR 09/2021, op. cit., p. 11
15 ECA SR 09/2021, op. cit., p. 13-18
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implementation of the EU action plan is broadly on track, but has revealed a number of 
shortcomings16.

a. Observation 1: the EU action plan against disinformation was relevant when 
drawn up, but incomplete

Under this point, ECA concludes that the EU action plan was broadly consistent with experts’ 
and stakeholders’ views on disinformation17. The Court found that the Commission had relied 
on appropriate external expertise and undertaken a comprehensive public consultation as a 
basis for the EU action plan. The EU action plan largely addressed the suggestions and 
concerns expressed in these documents. Further evidence of the EU action plan’s relevance is 
that its actions sought to engage a broad array of key stakeholders in the area, including not 
only EU institutions and Member States, but also others such as the private sector, civil 
society, fact-checkers, journalists and academia.

On the other hand, ECA also determines that the EEAS and the Commission did not establish 
clear coordination arrangements to implement the EU action plan18. The Court indicates that 
the EU action plan against disinformation was not accompanied by an overall coordination 
framework to ensure that any EU response is effective and proportionate to the type and scale 
of the threat.

Furthermore, ECA also indicates that a piecemeal monitoring and reporting framework and 
the lack of long-term funding undermine the EU action plan’s accountability19. The Court 
found that Some objectives in the EU action plan have generic wording such as “step up” or 
“strengthen”, which do not lend themselves to measurement. No overall KPIs exist for the EU 
action plan as a whole. In addition, half of the actions have no KPIs and the actions are either 
not clearly defined or time bound. The timeframe of the actions varies between short- and 
long-term, and some are concrete and time-bound, while others are vague. The EU action plan 
was not accompanied by a dedicated monitoring and evaluation framework. There was no 
provision to evaluate the plan as a whole and there has been no overall evaluation to date. 
There is no reporting beyond stating that some activities belong to the category of efforts 
against disinformation.

The Court indicates that the Commission and EEAS regularly update and report to various 
Council working parties and preparatory bodies on progress in implementing actions under 
specific pillars of the EU action plan. However, this reporting is not in the public domain and 
does not encompass the whole EU action plan.

Special focus: EU spending on actions against disinformation

The Court remarks that the EU action plan lacks a dedicated financial plan covering 
the costs of all activities assigned to different entities. According to the Court, 
financing comes from different sources and there are no provisions to secure funding 
in the long term, even though some of the events mentioned in the EU action plan are 

16 ECA SR 09/2021, op. cit., p. 18-41
17 ECA SR 09/2021, op. cit., p 13
18 ECA SR 09/2021, op. cit., p 14
19 ECA SR 09/2021, op. cit., p 15
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recurring. The Court has found that the Commission and the EEAS do not always 
earmark expenditure linked to fighting disinformation (it has no specific intervention 
code).

According to ECA20, when it was set up in 2015, the East StratCom task force was not 
provided with any resources of its own and was funded out of the administrative 
expenditure of the EEAS and the Commission’s Service for Foreign Policy 
Instruments. The EU action plan boosted the funding available for the EEAS StratCom 
task forces. In fact, strategic communications is the only part of the action plan whose 
specific budget has increased.

Even though disinformation is not just a short-term threat, the StratCom task forces do 
not have a stable funding source, which could threaten their sustainability. For 
example, a significant source of funding for the StratCom task forces has been a 
European Parliament preparatory action called ‘StratCom Plus’. By their nature, 
preparatory actions are designed to prepare new actions like policies, legislation and 
programmes.

The Court remarks21 that the importance of funding and adequate resourcing has been 
stressed on numerous occasions22, including by the European Parliament23, Member 
States24 and civil society25. However, stakeholders differ in their opinions about how 
to prioritise the available EU funding to fight disinformation. Based on `the Court’s 
interviews, some Member States feel greater emphasis should be placed on analysing 
and monitoring those sources and actors to which disinformation can be more easily 
attributed. Others feel more funding should be allocated to positive communication.

b. Observation 2: The implementation of the EU action plan is broadly on track, but 
has revealed a number of shortcomings

Under this observation, ECA reports that the strategic communications task forces play an 
important role but are not adequately staffed or funded to deal with emerging threats26. The 
Court observed that the StratCom task forces’ mandates do not adequately cover the full range 
of disinformation actors.

The three StratCom task forces (East, Western Balkans and South) cover different agents of 
disinformation. Nevertheless, the StratCom task forces’ media monitoring activities focus 
extensively on Russian international media, Russian official communication channels, proxy 

20 ECA SR 09/2021, op. cit., p 21
21 ECA SR 09/2021, op. cit., p 22
22 June 2018 European Council Conclusions and December 2019 Council Conclusions on 
complementary efforts to enhance resilience and counter hybrid threats.  
23 P8_TA(2019) 0187, P9_TA(2019) 0031.  
24 Information Manipulation: a Challenge for Our Democracies. A report by the Policy Planning Staff 
(CAPS, Ministry for Europe and Foreign Affairs) and the Institute for Strategic Research (IRSEM; 
Ministry of the Armed Forces) France, August 2018.  
25 For example, Democratic Defense against Disinformation, Atlantic Council, February 2018; GMF 
Policy Paper No.21, August 2019; Winning the Information War, CEPA, August 2016.  
26 ECA SR 09/2021, op. cit., p 18
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media, and/or media inspired/driven by the Russian narrative, operating in the EU and its 
neighbourhood. However, according to EEAS analysis, other actors such as China have 
emerged to varying degrees as prominent disinformation threats. In this respect, the new 
European Parliament committee on foreign interference (INGE) has also held hearings to 
discuss potential threats from third countries27.

ECA remarks that the StratCom task forces’ mandate is a political one, which does not 
specifically spell out their policy objectives and is not underpinned by a firm legal foundation. 
Under action 2 of the EU action plan, the High Representative was meant to review the 
mandates of the South and West Balkans StratCom task forces (but not the East task force). 
However, this review was never done. The Court also remarks that In light of the COVID-19 
pandemic and the additional workload it has created for the task forces, there is a risk that the 
EEAS, with the current distribution and number of staff, will have insufficient capacity to 
keep pace with new trends and developments like emerging threat sources and disinformation 
strategies and tactics.

Another topic discussed by the Court is that the Rapid Alert System (RAS) has brought 
Member States together but has not lived up to its full potential28. Although a useful tool for 
sharing information, the RAS had not yet issued alerts at the time of the audit and has not 
been used to coordinate common action. The Court also found that activity and engagement in 
the RAS are driven by a limited number of Member States. Furthermore, the latest statistics 
point to a downward trend in activity levels, and cooperation with online platforms and 
existing networks is mostly informal.

The Court also found that the code of practice made online platforms adopt a stance against 
disinformation but stopped short of making them accountable29. ECA indicates that one of the 
main reasons why disinformation is so acute is the widespread use of the internet, combined 
with the advent of new technologies and the ever-increasing use of online platforms to access 
information. This greatly facilitates the creation, amplification and dissemination of false 
information. A Code of Practice (CoP) was signed in October 2018, and currently has 16 
signatories30. The CoP committed online platforms and trade associations representing the 
advertising sector to submit reports to the European Commission setting out the state of play 
regarding measures taken to comply with their commitments. These measures ranged from 
ensuring transparency in political advertising to closing fake accounts and preventing 
purveyors of disinformation from making money. The Commission closely monitored their 
compliance with these commitments.

The assessment by ECA of the CoP revealed limitations in the reporting requirements. The 
Court reports that signatories’ reporting varies, depending on their level of commitment and 
whether they are an online platform or a trade association. In addition, the online platforms’ 
reports are not always comparable and their length varies considerably.

27 European Parliament Hearing on foreign interference on 25 and 26 January 2021: China, Iran, India 
and Saudi Arabia and UAE; European Parliament Hearing on Foreign Interference on 1 February 2021: 
Turkey and Russia.  
28 ECA SR 09/2021, op. cit., p 26
29 ECA SR 09/2021, op. cit., p 29
30 See https://ec.europa.eu/commission/presscorner/detail/en/QANDA_21_2586

https://ec.europa.eu/commission/presscorner/detail/en/QANDA_21_2586
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The Court also observes that the lack of a coherent media literacy31 strategy and 
fragmentation of EU actions dilutes their impact32. In order to asses the actions taken to raise 
awareness and strengthening societal resilience to disinformation, with the aim to improve 
media literacy actions, the Court examined different initiatives such as the 2019 EU Media 
Literacy Week event, or the Commission’s report on the 2019 European elections.

The Commission’s report on the 2019 European elections33 stated that “[while] manipulative 
efforts recurrently focused on politically sensitive topics and targeted EU audiences ahead of 
the elections, no large-scale covert interference operation in the 2019 elections has been 
identified so far”. 

ECA reports there is no overarching media literacy strategy that includes tackling 
disinformation. ECA also indicates that most projects examined produced tangible results, but 
many did not demonstrate sufficient scale and reach34. 

The Commission financed the Social Observatory for Disinformation and Social Media 
Analysis (SOMA) project, a digital platform with the aim of forming the basis for a European 
network of fact-checkers. SOMA is funded under Horizon 2020, with an overall budget of 
nearly €990 000. Well before the end of the SOMA project, and without waiting for an 
evaluation to collect and apply lessons learned, the Commission in June 2020 launched the 
first phase (worth €2.5 million, running until the end of 2022) of the European Digital Media 
Observatory (EDMO). It aims to strengthen societal resilience by bringing together fact-
checkers, media literacy experts, and academic researchers to understand and analyse 
disinformation, in collaboration with media organisations, online platforms and media literacy 
practitioners. In this regard, ECA found that The SOMA and EDMO projects attracted limited 
interest from media literacy experts and fact-checkers. SOMA and EDMO therefore have 
partially overlapping objectives, and most contractors are involved in both projects at the 
same time. The Court concluded that The SOMA and EDMO projects attracted limited 
interest from media literacy experts and fact-checkers.

4. ECA conclusions and recommendations

The Court concludes that the EU action plan was relevant but incomplete, and even though its 
implementation is broadly on track and there is evidence of positive developments, some 
results have not been delivered as intended.

ECA found that the EU action plan was consistent with experts’ and stakeholders’ views and 
priorities, but does not include coordination arrangements to ensure that EU responses to 
disinformation are coherent and proportionate to the type and scale of the threat. According to 
the Court, there is no monitoring, evaluation and reporting framework accompanying the EU 

31 According to ECA, ‘media literacy’ refers to skills, knowledge and understanding that allow citizens to use 
media effectively and safely and equip them with the critical thinking skills needed to exercise judgment, analyse 
complex realities and distinguish between opinion and fact. Responsibility for media literacy, which lies at the 
cross-section of education policy and the EU’s digital agenda, lies with the Member States. The Commission’s 
role is to foster collaboration and facilitate progress in the area. 
32 ECA SR 09/2021, op. cit., p 35
33 COM(2020) 252 final of 19 June 2020.  
34 Of the 20 projects ECA assessed, ten were funded under Horizon 2020, and the other ten were pilot projects and 
preparatory actions funded by the European Parliament
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action plan and the European democracy action plan, which undermines accountability. In 
particular, the plans include generic objectives that cannot be measured, several actions that 
are not time-bound and no provisions for evaluation. Furthermore, there was no 
comprehensive information on the funding sources and the estimated costs of the planned 
actions.

Therefore, the Court recommends to the European Commission (recommendation 1) to 
improve the coordination and accountability framework for its actions against 
disinformation35 by incorporating clear coordination and communication arrangements 
between the relevant services implementing the EU actions against disinformation; a 
dedicated monitoring and evaluation framework containing clear, measurable and time-bound 
actions, as well as indicators to measure performance and evaluation provisions; regular 
reporting on the implementation of the actions, including any necessary updates; and a 
summary of the main funding sources and expenditure made in implementing the actions.

The Court also recommends to the European External Action Service (recommendation 2) to 
improve the operational arrangements of the StratCom division and its task forces36. EEAS 
should bring emerging disinformation threats to the Council’s attention. It should then review 
and clarify the policy objectives to be achieved by strategic communications division and its 
task forces. Furthermore, ECA also recommends to EEAS to reach the recruitment targets set 
in the EU action plan; focus its human resources on the most sensitive tasks, such as threat 
analysis and threat evolution, and outsource less sensitive communication activities where 
these cannot be done in-house due to staff shortages; and undertake regular evaluations of the 
task forces’ operational activities, beyond their communication campaigns.

Additionally, ECA also recommends to EEAS (recommendation 3) to increase participation 
in the RAS by Member States and online platforms37. EEAS should request detailed feedback 
from Member States on the reasons for their low level of engagement and take the necessary 
operational steps to address them; use the RAS as a system for joint responses to 
disinformation and for coordinated action, as initially intended; and propose to the online 
platforms and the Member States a framework for cooperation between the RAS and the 
online platforms.

Furthermore, according to ECA, the Commission (recommendation 4) should improve the 
monitoring and accountability of online platforms38. The Commission should propose 
additional commitments to the signatories to address weaknesses identified in the evaluations 
of the code of practice; improve the monitoring of the online platforms’ activities to tackle 
disinformation by setting meaningful KPIs; and establish a procedure for validating the 
information provided by online platforms.

The Court also recommends to the Commission (recommendation 5) to adopt a media literacy 
strategy that includes combatting disinformation as an integral part39. In order to better target 
disinformation through media literacy actions and reduce their fragmentation, this strategy should 
include a regular update, in cooperation with the Media Literacy Expert Group (MLEG), of the 

35 ECA SR 09/2021, op. cit., p 43
36 ECA SR 09/2021, op. cit., p 44
37 ECA SR 09/2021, op. cit., p 45
38 ECA SR 09/2021, op. cit., p 46
39 ECA SR 09/2021, op. cit., p 47
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most important media literacy practices and actions in the EU and Member States; clear objective 
setting based on systematic and regular research into media literacy and the impact of media and 
digital platforms, accompanied by a set of indicators to measure performance; and the necessary 
coordination mechanisms to create synergies among projects.

Finally, the Court recommends to the Commission (recommendation 6) to take steps to enable 
EDMO to fulfil its ambitious objectives40. The Commission should collect lessons learned from 
the SOMA project once it has ended and apply them in EDMO; increase the representation of 
media literacy and civil society experts in EDMO’s advisory board; and increase awareness of 
EDMO among stakeholders, in particular fact-checkers and media literacy experts.

5. Rapporteur´s recommendations

For possible inclusion in the 2020 Commission discharge report

1. Welcomes the findings and recommendations of the European Court of Auditors' Special 
Report 09/2021 “Disinformation affecting the EU: tackled but not tamed”; welcomes that the 
EU action plan appears to be relevant but regrets that it appears to be incomplete, and that 
even though its implementation is reportedly on track and there is evidence of positive 
developments, some results have not been delivered as intended;

2. Is concerned about the wave of disinformation that has followed the outbreak of COVID 
19; points out that disinformation is one of the biggest threats to our democracies; stresses 
that in certain context, disinformation can even put the lives of citizens at risk;

3. Stresses the need to battle disinformation in a transnational manner; 

4. Recognises the positive role played by civil societies, journalists and researchers in the 
fight against the spread of fake information; encourages the Commission and the Member 
States to support these actors;

5. Regrets that even though disinformation tactics, actors and technology are constantly 
evolving, the EU action plan has not been updated since it was presented in 2018; regrets that 
there was no monitoring, evaluation and reporting framework accompanying the EU action 
plan, which undermines accountability; regrets that the EU only spent €50 million between 
2015 and 2020 on tackling disinformation;

6. Takes note that the European External Action Service’s strategic communications task 
forces have improved the EU’s capacity to forecast and respond to disinformation in 
neighbouring countries; regrets that they are not adequately resourced or evaluated, and their 
mandates do not cover some other newly emerging threats;

7. Notes with concern the absence of an EU media literacy strategy that includes tackling 
disinformation, and the fragmentation of policy and actions to increase capacity to access, 
understand and interact with media and communications; welcomes the European Democracy 
Action Plan41, which was adopted in December 2020; 

40 ECA SR 09/2021, op. cit., p 48
41 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2020%3A790%3AFIN&qid=1607079662423

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2020%3A790%3AFIN&qid=1607079662423
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8. Calls on the European Commission and the European External Action Service to improve 
the coordination and accountability of EU actions against disinformation;

9. Calls on the European External Action Service to improve the operational arrangements of 
the StratCom division and its task forces, calls on the European Council to give a clear and 
extended mandate on this; calls on the EEAS to ensure an adequate level of funding and 
staffing; calls on the Member States and online platforms to cooperate and actively participate 
in the rapid alert system;

10. Calls on the European Commission to improve the monitoring and accountability of 
online platforms including in the planned update of the Code of Practice against 
disinformation42, adopt an EU media literacy strategy that includes tackling disinformation, 
and take steps to enable the European Digital Media Observatory to fulfil its ambitious 
objectives;

11. Believes that online platforms must take their responsibilities in the fight against the 
spread of disinformation and attack on the EU’s values and democracies; stresses the 
importance of following the updated Code of Practice and that the method of self-regulation is 
lacking liability; stresses the need to think of consequences and sanctions in case of 
noncompliance;

12. Notes that the Commission released a joint communication on tackling COVID-19 
disinformation in June 2020;43

13. Strongly encourages the Commission to present its legislative proposal on greater 
transparency in political advertising before the end of the year;

14. Request to the European Commission and the European External Action Service to report 
back to the Discharge Authority on the progress reached in the implementation of these 
recommendations.
 

42 In autumn 2021, signatories should present a first draft of the strengthened Code of Practice to the Commission. 
See https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation 
43 See : https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52020JC0008&from=EN

https://digital-strategy.ec.europa.eu/en/policies/code-practice-disinformation

