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SUGGESTIONS 

The Committee on Culture and Education calls on the Committee on Civil Liberties, Justice 

and Home Affairs, as the committee responsible, to incorporate the following suggestions into 

its motion for a resolution: 

1. Recalls that the fight against the sexual abuse of children and minors and child 

pornography should be a priority for Member States and, as such, needs a comprehensive, 

multi-disciplinary and zero tolerance approach; insists, for that reason, that measures such 

as public awareness raising, preventive campaigns, training and education for the 

authorities, parents, teachers, children and minors - in cooperation, in particular, with 

parents’ associations active in the protection of children and minors, as well as with 

relevant civil society organisations - are just as essential in the fight against these crimes 

as assistance to victims and their families, investigation of crimes, removing child sexual 

abuse material, and prosecution of offenders; 

2. Notes the Commission’s reports on the implementation of Directive 2011/93/EU of the 

European Parliament and of the Council of 13 December 2011 on combating the sexual 

abuse and sexual exploitation of children and child pornography1, and agrees that, in spite 

of recent developments, there is still room for improvement until the Directive achieves its 

full potential across all Member States; repeats that the child’s best interests must be the 

primary consideration in the implementation of the Directive; urges the Commission to 

assist the Member States in achieving correct and full transposition and implementation of 

the Directive across the EU so that children can benefit from its full added value; 

3. Calls on the Commission and the Member States to give priority to the prevention of the 

sexual abuse and sexual exploitation of children, and to strengthen their cooperation with 

educational and training institutions, sexual abuse helpdesks, international, non-

governmental and civil society organisations and private industries in order to establish 

effective and innovative prevention policies, including developing teaching and training 

materials concerning this issue; 

4. Notes with concern that the main challenges for Member States in implementing Directive 

2011/93 are related to the provisions concerning preventive and intervention measures and 

assistance, and support and protection for child victims; encourages the Commission in its 

implementation report to provide information on the best practices involving actual 

measures adopted in different Member States and their impact in the fight against the 

sexual abuse and sexual exploitation of children and child abuse images; 

5. Reports that the sexual abuse and sexual exploitation of children offline and online, 

including child abuse material, continues to be a major concern and a serious crime as 

well as a violation of the fundamental rights of the victims; stresses that these crimes 

cause both short- and long-term physical, psychological and social harm to children, with 

a continuous risk of re-victimisation and stigmatisation of the victims through the online 

environment; 

6. Urges that a comprehensive policy response against the new forms of child sexual 

exploitation and abuse on the internet, such as cyber predation, sex-extortion, commercial 

                                                 
1 OJ L 335, 17.12.2011, p. 1. 
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web streaming, revenge pornography, voyeurism, and grooming is urgently needed, 

including the bolstering of efforts and resources dedicated to victim identification and 

victim-centred services; recommends that the Commission, in this regard, should further 

assess whether the objectives of Directive 2011/93 have been achieved effectively, and 

whether the Directive provides a relevant response to the new digital and technological 

challenges and threats; 

7. Urges the Member States which still have not fully implemented Articles 22, 23, 24 and 

Articles 18, 19 and 20 of the Directive to do so without further delay and, in particular, to 

adopt preventive measures concerning the systematic training of officials likely to come 

into contact with children and minors; 

8. Urges the Member States to implement provisions on assistance, support and protection 

measures for children and minors who are the victims of sexual offences (Articles 18, 19 

and 20), to enhance their efforts in promptly identifying victims and providing them with 

psychological support; calls on the Member States - taking into account the best interests 

of the child - to ensure that child victims of sexual offences be considered as particularly 

vulnerable victims pursuant to the Victims’ Rights Directive1 by adopting special 

assistance and protection measures, such as the possibility of testifying without being 

required to give evidence in a public hearing, and the possibility of being assisted only by 

people who have been specially trained for this purpose; 

9. Calls on the Member States, in accordance with Article 23, to provide appropriate training 

and to build up competences to deal with the new threats in the online environment and 

the widespread use of, and access to, mobile technologies and the internet, in particular 

among the judiciary and police units, to assist them in properly investigating and 

prosecuting perpetrators and in offering assistance to the victims; 

10. Repeats that sufficient funds, human resources and investigative powers and tools, 

including the development of high-tech capabilities are needed to prevent illegal content 

online, to provide better and faster identification of victims and offenders, and to respond 

to the new phenomena and expanding trends online, including new distribution and 

transaction models for child abuse material; 

11. Calls on the Commission to promote and support the exchange of good practices and 

experiences in the Member States; stresses that voluntary initiatives on the part of the 

relevant stakeholders can provide useful support for the fight against such offences, but 

cannot replace effective legislative provisions; 

12. Agrees that awareness-raising materials, channels and campaigns for both children and 

adults, especially parents and those in contact with children, need to be promoted at grass-

roots level with a view to helping them to understand and prevent online risks, provide a 

safe online environment and promote a positive online experience for children; 

13. Underlines that the prevention measures should cover technology related aspects in 

particular, with a view to ensuring a safer internet and digital literacy; encourages the 

                                                 
1 Directive 2012/29/EU of the European Parliament and of the Council of 25 October 2012 establishing 

minimum standards on the rights, support and protection of victims of crime, and replacing Council Framework 

Decision 2001/220/JHA, OJ L 315, 14.11.2012, p. 57. 
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Member States, therefore, to consider incorporating training and education initiatives into 

their programmes and educational curricula in an age-appropriate way, in order to 

promote media literacy and online safety and to teach children and minors sexual abuse 

prevention, from an early age, including how to identify and protect themselves from the 

danger that online material may represent, how to spot the signs of inappropriate 

behaviour and how to report it; calls, furthermore, on the Member States to adopt 

provisions to apply stringent technical measures, such as age-appropriate privacy settings, 

encryption and parental control as a default option, to ensure maximum protection for 

children and minors; 

14. Highlights that, given the rapidly changing nature of cybercrime and the pace at which 

technology evolves, there is a need for a constantly adaptive approach to the research and 

development of mechanisms and advanced techniques, including software development, 

which would allow the early detection, blocking and removal of illegal content, such as 

child sexual abuse content, online; calls, therefore, on the Member States to strengthen 

their actions and constantly adapt their child sexual abuse prevention plans and policies to 

combat the sexual abuse and sexual exploitation of children and child pornography online, 

and calls on the Commission to support their efforts; 

15. Calls on the Commission to continue to monitor closely the transposition measures 

adopted by the Member States, and to initiate an infringement procedure promptly if such 

measures do not comply with the Directive; 

16. Emphasises the role of parents in the prevention of the sexual exploitation of children and 

minors by setting guidelines, monitoring children’s and minors’ internet and social media 

use and informing their children and minors about the dangers of child pornography; 

17. Encourages the Commission and the Member States to facilitate access to public funds for 

NGOs to carry out prevention and educational activities regarding the sexual exploitation 

of children and minors online and child pornography, and to give greater public attention 

to this matter; 

18. Recalls that the online sexual exploitation of children and minors is a constantly evolving, 

frightening phenomenon with long-term recurring consequences for its victims, which 

parallels developments in technology and that, according to the International Association 

of Internet Hotlines (INHOPE), the average age of victims of child sexual abuse material 

is steadily decreasing; underlines that peer-to-peer and Deep Web and Darknet networks 

provide a high degree of anonymity for offenders and are therefore used for exchanging 

child sexual abuse material; 

19. Encourages the media and advertising sectors to safeguard the dignity and innocence of 

children and minors in their productions, through co-regulatory mechanisms, codes of 

conduct and other voluntary action; 

20. Recommends that blacklists of websites containing child pornography prepared by the 

relevant national authorities and communicated through secure channels to Internet 

service providers with a view to removing illegal contents be based on clear and 

transparent criteria providing an adequate level of legal certainty and complying with this 

Directive and the European Convention for the Protection of Human Rights and 

Fundamental Freedoms and the Charter of Fundamental Rights of the European Union 
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(CFREU); stresses that, since this is a global issue which goes beyond national borders, it 

is necessary to share such blacklists of websites among the Member States - through 

enhanced cooperation with Interpol, Europol, and its European Cybercrime Centre, and 

with third countries; recommends that such lists should also be targeted and regularly 

updated; 

21. Encourages the Member States, in accordance with Article 24(4), to ensure that convicted 

offenders are subject to an assessment of the danger and risk of recidivism they represent; 

supports the regular exchange of such assessment and criminal records information about 

child sex offenders between law enforcement authorities so as to prevent them from 

moving unnoticed from one Member State to another, in particular if working or 

volunteering with children and minors or children’s institutions; calls on the Member 

States to step up information sharing on criminal convictions and disqualifications, and to 

improve data collection in national registers of perpetrators; 

22. Stresses that regularly collecting data and distributing factual information about the 

current levels and methods of the sexual abuse and sexual exploitation of children, as well 

as providing children, parents and individuals working with children with the appropriate 

knowledge and tools, is essential to reducing and preventing this threat; 

23. Invites the Commission to take into account the decisions of the Council of Europe, with 

special reference to the Recommendation of the Parliamentary Assembly (PACE) 2092 

(2016) on Fighting the over-sexualisation of children; 

24. Urges the Member States, in collaboration with national hotlines, to make it mandatory for 

Internet service providers (ISP) to report and remove child sexual abuse and child 

pornography material detected in their infrastructure to law enforcement authorities, as 

well as to national hotlines, and calls on the ISPs to preserve evidence on the basis of due 

legal process and in accordance with the CFREU and the UN Convention on the Rights of 

the Child; stresses the important role of information and communication technology (ICT) 

and ISPs in ensuring the fast and efficient removal of illegal content online at the request 

of the responsible law enforcement authorities; 

25. Urges Member States which have not yet done so to put in place, without delay, safe and 

child-sensitive reporting and counselling mechanisms, such as telephone or computer 

hotlines with email addresses, or tablet or smartphone applications to which Internet users 

can report - even anonymously - child sexual abuse material they find online and that are 

capable of assessing rapidly this reported content with a view to implementing prompt 

notice and take-down procedures, and removing content hosted outside their territory; 

takes the view that such hotlines should be allowed to search for child sexual abuse 

material proactively, as is the case for the Internet Watch Foundation (IWF) in the UK; 

calls on the Member States to achieve better cooperation between helplines and hotlines to 

ensure the protection of children and minors who are the victims of sexual exploitation 

and abuse; 

26. Urges Member States to introduce in their legislation mandatory background checks for 

persons applying or volunteering for activities and jobs relating to children or jobs that 

directly relate to tackling child sexual abuse material, and to systematically exchange 

information on individuals posing a risk to children; 
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27. Welcomes the fact that about half of the Member States have chosen to apply – besides 

measures aimed at the prompt removal of web pages containing child sexual abuse 

material in accordance with Article 25 (1) – measures which are optional under Article 25 

(2) of the Directive to block access to websites containing or disseminating child 

pornography; encourages the Member States which have not yet introduced such measures 

to do so; invites the Commission, in the context of a possible future revision, to consider 

the introduction of stricter measures in Article 25 (2), and encourages recourse to EU 

funds, including for research, to identify new, high-potential technological solutions in 

this domain; notes that the removal of illegal content is a valid way of combating the 

sexual exploitation of children, minors and child pornography; 

28. Notes with concern the results of the IWF’s annual report, released at the beginning of 

April 2017, according to which internet domains based in Europe now host 60 % of the 

web pages that feature images of child sexual abuse, amounting to a 19 percentage point 

increase from 2015, and that there has been a sharp increase in sexual abuse URLs in 

some Member States; calls on the Member States to strengthen their cooperation, 

exchanges of information and to share good practises in order to reduce the availability of 

child sexual abuse material online; 

29. Stresses that, when the Member States impose measures limiting fundamental rights on 

the Internet when implementing Article 25, the principles of transparency, necessity and 

proportionality need to be safeguarded in line with the law of the EU and of the Member 

States and reasons must be provided by the Member States for the restrictions, as well as 

the possibility of redress; 

30. Stresses the need to raise awareness about the dangers and risks of children’s exposure to 

social media; 

31. Stresses that children’s personal data must be duly protected, and that children and parents 

need to be informed of the risks and consequences of using children’s personal data 

online; 

32. Agrees that multi-stakeholder engagement and cooperation between the private and public 

sectors, including civil society, law enforcement agencies, agencies working with 

children, the social services, private industry stakeholders, such as the technology 

industry, are crucial to the effective detection and combating of illegal material and the 

dissemination of child sexual abuse material online; 

33. Highlights, in addition, the need for international cooperation and transnational 

investigation with the EU’s strategic partners and the law enforcement authorities to fight 

child sexual abuse and exploitation online; 

34. Reiterates that precise statistics and data on the number of crimes committed in the area of 

child sexual abuse in particular, is still lacking due to the high percentage of unreported 

cases, the novelty of the offences, and the differences in the definitions and methodologies 

used in various Member States; 

35. Calls on the Member States to accelerate, in cooperation with the content and service 

providers - on the basis of due legal process and in accordance with the CFREU and the 

UN Convention on the Rights of the Child - the notice and take-down procedures for 
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content involving child sexual abuse and exploitation, including child pornography, with 

the aim of providing adequate safeguards, in particular to ensure that the interference is 

limited to what is necessary and proportionate, and to include the possibility of judicial 

redress; calls on the Commission to facilitate and enhance the exchange of best practices 

in this field and calls, furthermore, on the Member States to strengthen their cooperation 

in order to address these issues effectively; 

36. Highlights that there is a growing threat to children affected by the refugee crisis, 

exposing them to an increased risk of sexual exploitation and sexual abuse, in particular 

for unaccompanied minor children, as many are reported missing after their arrival; urges 

the Commission and the Member States to address this phenomenon, and to adopt 

effective measures to improve this situation and to reinforce the protection of children; 

37. Urges the Commission and the Member States to raise awareness among citizens of the 

importance of combating the sexual abuse and sexual exploitation of children and minors 

and child pornography by promoting and fully participating in initiatives and information 

campaigns, such as the European Day on the Protection of Children against Sexual 

Exploitation and Sexual Abuse, established by the Council of Europe; 

38. Encourages the Member States which have not yet done so to establish assistance 

services, including online services, to provide support, information and training on how to 

recognise the signs of sexual abuse and sexual exploitation, and how to respond when 

troubling behaviour that is not yet abusive is observed; 

39. Calls on the Member States to ensure that illegal content is not only taken down quickly, 

but that it stays down; 

40. Supports a rights-based approach to the protection of children, taking into account the 

international legal order; recalls, in this context, that the 2011 EU Agenda for the Rights 

of the Child considers ‘the Treaties, the Charter of Fundamental Rights of the European 

Union and the UN Convention on the Rights of the Child (UNCRC) as a common basis 

for all EU action which is relevant to children’. 
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