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Question for written answer E-010707/2013
to the Commission (Vice-President / High Representative)
Rule 117
Ioannis A. Tsoukalas (PPE)

Subject: VP/HR - Cybersecurity of EU institutions

Recent reports in the international press show that, in an effort to intercept global electronic 
communications, the US National Security Agency (NSA) has systematically undermined the security 
of, and the encryption of equipment and software manufactured by, US companies. Furthermore, the 
NSA has gone so far as to undermine widely accepted security standards by introducing ‘back doors’, 
leading the US National Institute of Standards and Technology to initiate a process for re-scrutinising 
some of its standards. The NSA has presumably undermined the security of the ‘Dual EC DRBG 
standard, from 2006, later adopted by the International Organisation for Standardisation, an 
organisation which counts 163 countries as members. At the same time, the overwhelming majority of 
the IT and telecommunications infrastructure used by the EU institutions comes from US-based 
companies that have been known to cooperate closely with the NSA. These US companies have 
been known to provide the NSA with ‘back door’ access to their equipment, algorithms and data. For 
example, the European Parliament uses:

– Computer servers and PCs running operating systems made by the US-based company 
Microsoft.

– Email and communication software made by Microsoft.

– Video telephones and a telephone centre made by the US-based company Cisco.

– Networking equipment for wired and wireless networks made by Cisco.

– Encryption equipment for securing remote connections made by the US-based company EMC.

Taking into consideration that the NSA was intercepting the communications of the EU delegation to 
the UN in New York, and in light of the forthcoming negotiations for a transatlantic trade agreement:

1. Does the Vice-President / High Representative feel that this situation poses a threat to the 
European Union and its interests?

2. Can the VP/HR guarantee that the electronic communications of the European institutions, and in 
particular those of the European Parliament, have in no way been compromised by US 
intelligence agencies?

3. Will the VP/HR officially ask for the US Government’s assurances that the EU institutions, and in 
particular the European Parliament, are not being monitored by US intelligence agencies?

4. The VP/HR is asked to disclose fully to the Members of the European Parliament and to the 
citizens of the EU the answers it receives from the US Government.


