Question for written answer E-004899/2014
to the Commission (Vice-President / High Representative)
Rule 117

Willy Meyer (GUE/NGL)

Subject:
VP/HR - Systematic US attacks on Cuba's ETECSA telecommunications service: spying and illegal storage of data by social networks created by USAID

The North American press agency Associated Press (AP) recently confirmed what the Cuban Government has been maintaining for years: that the US government is constantly involved in creating illegal programmes and subversive plans which flout international law and seek to destabilise Cuba and force changes in its political, social and economic organisation, thereby creating an artificial opposition at the mercy of US economic, ideological and geostrategic interests.   
The article published by Associated Press shows how the US Agency for International Development (USAID) created social networks and communication platforms (Zunzuneo, Piramideo, Martínoticias and Diario de Cuba, among others) using front companies based in Spain and the Cayman islands and funded by foreign banks, which hacked into the database of Cuban telecommunications company ETECSA to gain illegal access to users’ personal data in order to then use them without their consent or knowledge for political purposes and promote social networks to a mainly youthful Cuban public, with the aim of subsequently steering users towards political positions which upheld US interests on the island and contrary to the sovereignty of the Cuban people. 
ETECSA has also complained of continual operations to saturate and destabilise Cuban telecommunications services, by sending huge numbers of spam messages which obstruct and prevent their normal operation.  
This clearly illustrates how USAID, which purports to promote development in poor countries, acts as yet another foreign policy instrument supporting US interests and engaging in political interference and ideological influence. 
Does the Vice-President/High Representative intend to take a public stance against these types of interventionist practice and protest at their violation of international law and the UN Charter? How does the VP/HR view this information and the ideological and interventionist use of the so-called development cooperation agency USAID? In view of the fact that mass spying and illegal access to personal data have also taken place in Europe, does the High Representative intend to press the United States to bring those responsible to justice and put measures in place to ensure compliance with International Telecommunication Union (ITU) rules?
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