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Subject: Kill switch for mobile phones 

Smartphones are extremely popular amongst EU consumers and, with a value of several hundred 
euro each, are common targets for thieves and pickpockets. In the UK alone, more than 100 000 
devices were stolen last year, while, according to the US Federal Communications Commission, 30 % 
to 40 % of robberies in major US cities involve smartphones. Although stolen phones can be 
‘blacklisted’ by mobile carriers, making them useless, these phones are usually sold overseas (to 
Africa or China) or simply hacked in order to erase their identity.  

In order to tackle this worrying phenomenon, experts have proposed a hardware ‘kill switch’ for mobile 
phones that would incapacitate them permanently. Recently, the US Congress proposed legislation 
that would require those that make cellular devices to equip them with the ability to be permanently 
deactivated if stolen. 

1. Does the Commission have any statistics measuring the extent of smartphone thefts and how 
these contribute to overall criminality rates? Does the Commission have any statistics on the 
effectiveness that current measures (like carrier blacklisting) have on tackling the issue? 

2. What is the Commission’s position on passing legislation at EU level that would require 
smartphone makers to introduce a hardware ‘kill switch’.  

3. What is the Commission’s position on passing legislation at EU level that would require 
smartphone makers to equip smartphones with a ‘remote wipe’ service that would enable EU 
consumers that have been victims of smartphone theft to remotely wipe their private data and 
protect themselves from identity theft? 

4. Has there been any kind of coordination with our US counterparts on this issue (taking into 
consideration that a possible US federal law would also apply to EU smartphone producers that 
make phones for the US market)? 

 


