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SUGGESTIONS

The Committee on Civil Liberties, Justice and Home Affairs calls on the Committee on 
Budgetary Control, as the committee responsible, to incorporate the following suggestions 
into its motion for a resolution:

1. Welcomes the Court of Auditors' conclusions that the annual accounts of the European 
Agency for the Operational Management of Large-Scale IT systems in the Area of 
Freedom, Security and Justice (‘the Agency’) present fairly its financial position on 31 
December 2017 and that its transactions are legal and regular;

2. Welcomes the further development of the internal capabilities of the Agency with 
regard to budget planning and proactive monitoring of budget execution so as to 
ensure sound management of the Agency’s financial resources; notes that the overall 
execution level of commitments and payments was 100 % as compared to a target of 
95 %;

3. Regrets that the Agency lacked the human resources needed to fulfil its operational 
and horizontal functions without recourse to external contractors; calls on the Agency 
to continue its efforts to ensure staff retention and development within the Agency; 
welcomes how the Agency handled the substantially increased workload in 2017 
despite the high turnover in expert staff;

4. Welcomes that IT projects were implemented on time, on cost and on budget in 2017; 
welcomes that the Agency has undertaken a study in order to get an overview of the 
architecture of its future IT systems; points out, however, that the Agency had to make 
extensive use, via three framework contracts, of external contractors for the operational 
management of the systems entrusted to the Agency due to a lack of the necessary 
establishment posts; stresses that even if the Agency’s IT projects are under its control, 
outsourcing its activities to such a large extent creates risks of over-reliance and over-
dependency on external contractors; requests, therefore, the Agency to devise a long 
term strategy to mitigate this risk; acknowledges the administrative overhead, technical 
challenges and additional costs for staff and increased budget needed to adopt such a 
strategy but stresses that, given the sensitivity of its IT systems, over-dependency on 
external contractors must be avoided; requests the Agency to present its vendor and 
contractor strategy to Parliament; requests the Agency to take all necessary measures to 
ensure that contractors having access to sensitive information about IT systems or the 
data they process are legally bound to stringent confidentiality rules and to demand that 
such contractors have formal national security clearances at the time of accessing such 
information; requests the Agency to ensure that its contractors are not bound by any 
laws of third countries that could bring them into conflict with the confidentiality 
arrangements established by the Agency;

5. Regrets the small number of staff in key operational units and recalls the importance of 
adequate staffing and appropriate human resources management in particular in the 
Application Management and Maintenance (AMM) unit; points out as well that in the 
second half of 2017, the head of the AMM unit also occupied ad interim the posts of 
Head of the Operations Department and Head of the Operations and Infrastructure Unit, 
thereby combining three of the highest management posts in the Operations 
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Department; points out that this is not just a risk from a business continuity perspective 
but is also a flawed segregation of duties, creating potential operational conflicts of 
interests; request the Agency to avoid taking unnecessary operational risks due to its 
human resource constraints and requests it to address those issues without delay;

6. Notes that the Agency currently manages three separate, non-integrated large-scale IT 
systems all dealing with data in the Union’s policy area of freedom, security and justice;
agrees with the Court that the Agency should, in close consultation with the 
Commission and the Member States, prepare a cost-benefit analysis supporting a 
discussion on its long term evolution; points out that the recently expanded mandate of 
the Agency should not happen to the detriment of system availability as well as on-
going developments and the stability and security of the operations of the Agency’s 
current IT systems that must remain its first priority;

7. Welcomes the commitment of the Agency to address the recommendation of the 
Internal Audit Service report on ‘Audit on the controls over the procurement process in 
eu-LISA’, issued in December 2017; stresses the importance of the Agency to deliver 
on this commitment.
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