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SUGGESTIONS

The Committee on Civil Liberties, Justice and Home Affairs calls on the Committee on 
Industry, Research and Energy, as the committee responsible, to incorporate the following 
suggestions into its motion for a resolution:

– having regard to the Charter of Fundamental Rights of the European Union (‘the 
Charter’),

– having regard to Regulation (EU) 2016/679 of the European Parliament and of the 
Council of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data and on the free movement of such data, and repealing 
Directive 95/46/EC (GDPR)1,

– having regard to Directive (EU) 2016/680 of the European Parliament and of the 
Council of 27 April 2016 on the protection of natural persons with regard to the 
processing of personal data by competent authorities for the purposes of the prevention, 
investigation, detection or prosecution of criminal offences or the execution of criminal 
penalties, and on the free movement of such data, and repealing Council Framework 
Decision 2008/977/JHA (Law Enforcement Directive, LED)2,

– having regard to Directive 2002/58/EC of the European Parliament and of the Council 
of 12 July 2002 concerning the processing of personal data and the protection of privacy 
in the electronic communications sector (ePrivacy Directive)3,

– having regard to Regulation (EU) 2018/1807 of the European Parliament and of the 
Council of 14 November 2018 on a framework for the free flow of non-personal data in 
the European Union4,

– having regard to Directive (EU) 2019/1024 of the European Parliament and of the 
Council of 20 June 2019 on open data and the re-use of public sector information (Open 
Data Directive)5,

A. whereas Article 8(1) of the Charter and Article 16(1) of the Treaty on the Functioning of 
the European Union (TFEU) provide that everyone has the right to the protection of 
personal data concerning them;

B. whereas the Charter provides that everyone has the right to freedom of expression, 
including the freedom to hold opinions and to receive and impart information and ideas 
without interference by public authority and regardless of frontiers;

General principles for data governance

1. Calls on the Commission to base its data strategy on the principles of conferring well-

1 OJ L 119, 4.5.2016, p. 1.
2 OJ L 119, 4.5.2016, p. 89.
3 OJ L 201, 31.7.2002, p. 37.
4 OJ L 303, 28.11.2018, p. 59.
5 OJ L 172, 26.6.2019, p. 56.
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being on citizens, empowering them to take meaningful decisions concerning the data 
produced by them or relating to them, to place the interests and rights of individuals at 
the very centre of the policy environment, in particular respect for human dignity and 
integrity, and the protection of their privacy and personal data; urges the Commission, 
therefore, to be extremely vigilant in its design of data governance and access structures 
for Europe; calls for the European Data Innovation Board to consist of equal 
representation from industry, NGOs, consumer groups and academia;

2. Emphasises, especially in the context of data flows, that transfers of personal data to 
other jurisdictions must always abide by the provisions of the GDPR or of the LED, the 
Charter and other relevant Union legislation, and take into account the 
recommendations and guidelines of the European Data Protection Board (EDPB) prior 
to any transfer, and that such transfers can only take place if there is a sufficient level of 
protection of personal data; calls on the Commission to continue its efforts to ensure 
safe data flows with like-minded global partners, based on shared values and full 
respect for fundamental rights; expresses its pride in the fact that the EU took a firm 
stance by adopting the GDPR and strengthening data protection rules that reinforce 
fundamental rights;

3. Stresses that personal data is being generated at an exponential rate and underlines the 
economic value of personal data, which is important for growth and development; 
recalls that the processing of personal data, including its transfer, must always comply 
with the Union data protection acquis, and that any future sectoral or fit-for-purpose 
legislation needs to respect them; emphasises, in this respect, the need to draw clear 
boundaries between the treatment of personal and of non-personal data in the data 
spaces outlined by the Commission, especially in the case of smart connected products 
and wearables; notes that this distinction may be difficult to draw in practice, given the 
existence of mixed data sets; recalls, in this context, that data sets in which different 
types of data are inextricably linked, are always treated as personal data, including in 
cases where the personal data represents only a small part of the data set; considers that 
much clearer guidance should be provided for businesses on the utilisation of mixed 
data sets, and that the use of privacy-protecting technology should be encouraged to 
increase legal certainty for businesses, inter alia through clear guidelines and a list of 
criteria for effective anonymisation; stresses that the control of such data always lies 
with the individual and should be automatically protected; calls on the Commission to 
expand its data strategy so as to ensure that European citizens are enabled and 
empowered to benefit from their personal data;

4. Warns of the potential for the misuse of personal data, or of the content and metadata of 
electronic communications within the scope of the ePrivacy Directive; stresses that, in 
line with the GDPR’s principle of purpose limitation, the free sharing of data must be 
limited to non-personal data, for example, industrial or commercial data, or securely, 
effectively and irreversibly anonymised personal data, including in the case of mixed 
data sets; calls on the Commission to take children into account in its data strategy;

5. Notes how irresponsible, illegal or unethical sharing practices, ecosystems and data 
processing encourage problematic behaviour; is concerned about the proliferation of 
such practices and underlines how these types of business models can have very 
intrusive and negative effects, not only on individuals and their fundamental rights, but 
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also on societies as a whole; stresses that such practices and strategies would undermine 
citizens’ trust in EU data systems; calls, therefore, on the Commission to ensure that the 
leading role the EU is set to achieve in the data economy is based on the solid legal 
foundations laid by the Union data protection acquis;

6. Calls on the Commission to ensure that the concepts of ‘re-use’ of data and ‘data 
altruism’ are compliant with EU data protection principles, in particular purpose 
limitation, which requires that data is processed for ‘specified, explicit and legitimate 
purposes’;

7. Highlights the ever-increasing importance of the supervisory work of the National Data 
Protection Supervisory Authorities (DPAs) and calls for the Member States to ensure 
their full independence and their adequate funding and resourcing; recalls that any 
measures to be developed in the proposed European Data Governance Act and other 
future proposals that involve processing of personal data are subject to the supervision 
of data protection authorities pursuant to the GDPR, in order to ensure that innovation 
also considers the impact on citizen’s rights; calls for the acts to build upon and align 
with existing legislation, in particular the GDPR;

8. Calls on the Commission to make full use of available Union funding for the 
development of privacy-protection products and services in the EU for the data strategy 
to deliver benefits to EU citizens and promote innovation that respects and promotes 
fundamental rights;

9. Highlights, in particular, the relevance of non-personal data held and produced by 
governments and the public sector; calls on Member States to promote the creation of 
non-personal data based on the principle of ‘open by design and by default’ to facilitate 
access to and re-use of public sector information;

Data spaces 

10. Underlines that the trust of individuals can only be gained by safe and secure data 
spaces that fully respect fundamental rights, thereby ensuring legal certainty and the 
uptake of services, as well as competitive advantages and stable business models for 
companies; underlines that such data spaces should be developed, established and used 
in line with the principles of data protection by design and by default and that they 
should implement strong security measures;

11. Stresses that Common European Data Spaces for public administrations, specifically 
concerning data use for improving law enforcement access to data in the EU, must fully 
respect EU law, including the principles of necessity and proportionality, and the 
protection of privacy and personal data, the presumption of innocence and procedural 
rules; highlights the potential to improve the quality of law enforcement and to counter 
bias where it may exist, by gathering reliable data and making them available to the 
public, civil society and independent experts; recalls that any access by law enforcement 
to public or privately held personal data in data spaces needs to be based on EU and 
Member State law, be strictly limited to what is necessary and proportionate, and be 
coupled with adequate safeguards; underlines that the use of personal data and artificial 
intelligence (AI) by public authorities should be allowed only with strict democratic 
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oversight and with additional safeguards against their misuse;

12. Recalls that, regardless of these being considered high-value data sets, the processing of 
special categories of personal data under Article 9 of the GDPR (such as biometric, 
genetic and health data), including in the context of the Common European Health Data 
Space, is in principle prohibited, with certain strict exceptions, which involve specific 
processing rules and always include the obligation to conduct a data protection impact 
assessment; highlights the potentially disastrous and irreversible consequences of 
wrongful or unsecure processing of sensitive data for the individuals concerned; recalls 
that data sets can recreate and reinforce existing biases in society; warns of the potential 
for discrimination and misuse;

13. Points out that the most efficient way of reducing bias in data-rich systems is by 
ensuring that the maximum amount of non-personal data is available to train them, for 
which it is necessary to limit any unnecessary barriers to text-and-data mining, and to 
facilitate cross-border use; calls for the best use to be made of the existing exceptions 
and derogations provided for by the law when using data protected by intellectual 
property rights in order to make AI and machine learning less biased and more in line 
with ethical standards, with the ultimate goal of better serving humanity;

Data rights – empowering the individual 

14. Underlines the limitations of certain types of AI applications designed for the judiciary, 
so-called legal tech; highlights, in this context, the potentially grave adverse 
consequences, specifically in the area of law enforcement and justice, when individuals 
fail to consider the possibility of AI-based results being incorrect, incomplete, irrelevant 
or discriminatory; recalls that the final legal decisions need to be made at the sovereign 
discretion of judges on a case-by-case basis; notes that data exchanges between Member 
States in the areas of justice and home affairs are important in terms of strengthening 
the security of European citizens and that appropriate financial resources should be 
allocated in this regard; however, stresses that stronger safeguards are needed in terms 
of the way justice and home affairs agencies process, use and manage personal 
information and data in their proposed data spaces;

15. Highlights the asymmetry between those who employ AI technologies and those who 
interact with and are subject to them; is concerned about platforms and services that 
lock in their users to that specific platform, thereby amplifying their dominant market 
power and their ability to profile their users, creating extremely invasive profiles of 
their users; highlights that the technical competence of the vast majority of individuals 
to understand and navigate the complexity of the data ecosystems in which they are 
embedded is insufficient, as is their ability to identify what data, including metadata, 
they actually generate, especially in real time, for example through the use of connected 
appliances and wearables;

16. Stresses that individuals should have full control of their data and be further assisted in 
enforcing their data protection and privacy rights regarding the data they generate; 
underlines the right to data portability and the data subject’s access, rectification and 
erasure rights provided for by the GDPR; calls on the Commission and the Member 
States to further improve individuals’ access to effective remedies under the GDPR and 
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guarantee the interoperability and data portability of digital services and, in particular 
by application programming interfaces (APIs), enabling a user to interconnect between 
platforms and increasing their options to choose between different kinds of systems and 
services; expects future proposals to support the enjoyment and meaningful exercise of 
these rights;

17. Is of the opinion that there is great potential for data use for research purposes in the 
public interest; calls for effective anonymisation, and points out that, where a research 
purpose does not allow for anonymisation, pseudonymisation should be deployed; 
highlights that individuals should not be pressured to share their data, and that decisions 
must not be tied to direct benefits or advantages for those who choose to allow the use 
of their personal data;

18. Underlines also that any use of aggregated personal data from social media sources 
needs to either comply with the GDPR, or truly be irreversibly anonymised; calls on the 
Commission to promote best practices for anonymisation techniques, and to further 
promote research into the process of reversing anonymisation and how to counter it; 
calls on the EDPB to update its guidance in this regard; expresses, however, caution 
against reliance on anonymisation as a technique to protect privacy, given that full 
anonymisation is practically impossible to achieve in certain cases;

Cybersecurity and secure information

19. Emphasises the importance of IT security and the resilience of IT systems to ensure the 
security of personal data and to prevent the misuse of data; highlights the importance of 
cybersecurity based on EU and international law and the agreed norms of responsible 
state behaviour in cyberspace; calls on Member States, together with the recently 
strengthened European Union Agency for Cybersecurity, to take coordinated action; 
calls on the Commission to propose adequate precautionary measures such as requiring 
the use of state-of-the-art IT security and encryption, the use of a ‘security by design’ 
approach, and a strong cybersecurity certification scheme through the EU cybersecurity 
certification framework, to increase trust in and the security and safety of data spaces;

20. Welcomes the Council conclusions of October 2020 on the development of a Union-
wide framework for secure public electronic identification (e-ID); strongly believes that 
a framework of trusted electronic identification is fundamental to ensuring secure access 
to digital public services, to carrying out electronic transactions in a safer way, and to 
the reduction of excessive data collection by enterprises; notes that currently only 15 
Member States have notified an electronic identity scheme for cross-border recognition 
in the framework of Regulation (EU) No 910/2014 (‘the eIDAS Regulation’)6; calls on 
the Commission to expand on the framework for secure public e-ID to provide 
European citizens with the proper tools to be able to access services where 
unambiguous identification is required; recalls, in this regard, the importance of 
allowing for anonymity in the use of online services, whenever possible; believes that 
legislation should not unnecessarily require identification since anonymity effectively 
prevents unauthorised disclosure, identity theft and other forms of abuse of personal 

6 Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic 
identification and trust services for electronic transactions in the internal market and repealing Directive 
1999/93/EC, OJ L 257, 28.8.2014, p. 73.
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data collected online, in particular where vulnerable groups rely on it for their 
protection online;21. Notes that for some online services, in order to be fully 
equivalent to offline services, unambiguous identification of their users is required; 
notes that such online identification can be improved by enforcing the eIDAS 
Regulation’s cross-border interoperability of electronic identifications across the 
European Union;

22. Underlines that any e-ID based sign-in or verification option must be developed in 
accordance with the data minimisation principle of the GDPR, so that the service or 
platform providing e-ID sign-in or verification does not receive information about the 
third party the user is signing in to, and that any other data gathered is kept to what is 
necessary; underlines that sign-in or verification services should not be used to track 
users cross-site; recalls that Member States and Union institutions have to guarantee that 
electronic information remain secure.
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