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Encryption plays a fundamental role in ensuring cybersecurity and protection of fundamental 
rights, such as privacy, confidentiality of communication and protection of personal data. 
However, it can be used as a secure channel for criminals to hide their actions from law 
enforcement.

The Commission has supported discussions leading to the adoption of the Council resolution 
on encryption1, by proposing ‘key considerations’ to identify solutions for lawful access by 
law enforcement2 to encrypted communications. The Commission will work with Member 
States to identify possible legal, operational, and technical solutions for lawful access and 
promote an approach which both maintains the effectiveness of encryption in protecting 
privacy and security of communications, while providing an effective response to crime and 
terrorism.

The Counter-Terrorism Agenda for the EU3 sets out actions supporting Member States in 
better anticipating, preventing, protecting and responding to the terrorist threat. The 
Commission has already taken various measures to address Islamist extremism. The 
Radicalisation Awareness Network has contributed to a better understanding of recruitment 
tactics and narratives used by Islamist extremists4. Other initiatives aim at strengthening the 
capabilities of civil society in developing counter and alternative narratives to Islamist 
extremist discourses. Furthermore, important efforts are made to reduce accessibility of 
terrorist propaganda online including the work of the EU Internet Referral Unit and 
collaborative efforts under the EU Internet Forum5. On 10 December 2020, a political 
agreement was reached on a draft Regulation on addressing the dissemination of terrorist 
content online.

1 Council Resolution on encryption- Security through encryption and security despite encryption st.13084/1/20 
https://data.consilium.europa.eu/doc/document/ST-13084-2020-REV-1/en/pdf 
2 ST 10730/20 End-to-end encryption in criminal investigations and prosecution. 
3 https://ec.europa.eu/home-
affairs/sites/homeaffairs/files/pdf/09122020_communication_commission_european_parliament_the_council_eu
_agenda_counter_terrorism_po-2020-9031_com-2020_795_en.pdf 
4 See RAN Factbook on Islamist Extremism: https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-
do/networks/radicalisation_awareness_network/ran-
papers/docs/ran_factbook_islamist_extremism_december_2019_en.pdf
5 https://ec.europa.eu/home-affairs/what-we-do/policies/counter-terrorism/terrorist-content-online_en 
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