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ZXEAIO ANNOTEAEZMATQN

OYETIKA pe 1) d1epedviion e1KaLOpEvVOV TOPUPAoEMV KOl TEPIGTATIKAOV KOKOOL0IKNONG
KoTa TNV €@appoyn g vopobeosiog s Evoong og oyéon pe 1 yp1ion Tov LoyIGHIKOV
Pegasus ko1 avTioTO(0V KOTUGKOTEVTIKOUV AOYIGHIKOU TOPUKOA0VON GG
(2022/2077(INT))!

To Evpwraixo Korvopfoviio,

— &yovtog voéym to apHpo 226 g XvvOnKng yia ) Aertovpyia g Evponaiknc Eveoong
(ZAEE),

— &yovtog vroéym Vv andeact tov ¢ 10ng Maptiov 2022 GyeTikd L T GVOTOCN
€EETAGTIKNG EMTPOTNG Y10 TN dlEPEHVNOT TNG YPNIONG TOV Aoyickol Pegasus kot
OVTIGTOTYOV KATOGKOTEVTIKOD AOYIGHKOD TapakoAovdnong, kot Tov Kabopiopd Tov
AVTIKEYEVOD TNG £PEVVAG, KABMG KOl TOV 0PUOSIOTATOV, TG oplOUNTIKNG VO Kot
™G ddpkelag g Onteiog e emTponng,

— &xovtag vdym v €kbeon ™G EEETACTIKNG EMTPOTNG Y10 TN JEPEHVNGN TS XPNONG
oV Aoyiopkol Pegasus ko aviioTotyov KataoKomTELTIKOD AOYIGHKOD
napokorovdnong (A9-0000/2022),

I. H ypfion kotookomevTiKov Aoyiopikov otnv EE
LA Holwvia

1.  Hypnon eumopikod kotackomevtikod Aoyiopikov oty [Todmvia £ytve yuo TpdTn popd
eVPEMG YVOG TN 610 Koo Tov Agképfplo tov 2021. Ot kivovvol Tov €YKVUOVEL LITOPOLV
va Yivouv TANP®G KOTovonTol Lovo evidg Tov TAPOVS TAOIGIOV GTO 01010 EVTAGGETAL.
To eumopikd KOTAGKOTELTIKO AOYIGHIKO OV EIVOL ATAMS £VOL TEYVIKO LEGO TOV
YPTCLOTOLEITOL LELOVOUEVO, KOL GE TUYOES KATAGTACELS. AToTELEL AVOTOGTAGTO KO
CoTiKd PEPOC EVOC GUGTNLLATOG EOIKA TYESIOGUEVOL Y10 TNV AVEVOYANTN
TapoKolovOnon kat tov Edeyyo tv mtoAtdv. Ta vopikd, Oecpicd Kot ToMTIKE SoptKd
otolyeiol TOL GLGTNUATOS AVTOV GLYKPOTHONKAY CKOTO Kot LeBOOIKA Yo VoL
ONUIOVPYNGOLV £Va GUVEKTIKO KO O1H{TEPO OMOTEAEGLOTIKO TAicto. H mAnpng sidva
aVTOV TOV TPOCEKTIKA GYEOOGIEVOD GLGTNUATOC KoBioToTaL OpaT HOVO LE TN
GLVOEDT TOV EMUEPOVS GTOLYEIWV.

2. To medio g vopung mapakorovdnong oty Iodwvia éxel enextabel og oxeddV
aneploptoto Pabud. Ta dikardpota tov Bopdtov £govv ehayiotonombel kot Ta Evouka
HEGA TPOSPLYNG £XOVV Kataotel dvev vonuatog otny Tpdén. O anoteheoUATIKOG EK
TOV TPOTEP®V KO KATUGTAATIKOG EAEYYOC, KOOMG Kol 1 aveEapTnTn emonteia, Y0V
oyeo6v katapynOel. Ta péAn e ToAwvikig KuBEPYNONG Kol Ol TGTOL TOV KOUUOTOG
eAEYYOLV, AuECO 1) ERUESA, TIG KUPLEG BEoELg evTdg ToL GuoTiratog. Ot TANpopopieg

! The draft report is based on the document where the rapporteur set her findings. Any person named in the
course of the inquiry to whom this might prove prejudicial shall have the right to be heard by the Committee.
The Secretariat may be reached at pega-secretariat@europarl.europa.eu .
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OV GLAAEYOVTOL L€ KOTOAGKOTEVTIKO AOYICUIKO YPTCLOTOIOVVTOL GE EKGTPATEIES
SVOENUIONG KOTE ETIKPLITOV TG KVPEPYNONG KOOMG Kot KATE TNG OVTUTOAITELONG, HECW
TOV KPOTIKOV HECOV EVILEPOONG TTOL TEAOLV VO TOV £AEYY0 NG KuPEpvnonc. OAeg ot
dwcparicelg govv e€arelpbel, Ta kKuPepynTiKd KOPUOTO £XOVV TANPT EAEYYO KoL TO,
Bopota 0ev €govv o Vo GTPAPOVV.

Avyopd tov Pegasus

3. Tov Noéuppto tov 2016, n mpdnv tpwbumovpydg Kot ev evepyeia fovievtng tov EK
Beata Szydto ka1 o mpodnv vrrovpydg EEwtepikwv Witold Waszczykowski napéotnoay
ot deinvo oto onitt Tov tdTE TPpWHLTOVPYOD TOV IopanA Benjamin Netanyahu?. To
endpevo étog tov lovMo, n Szydto kan o Netanyahu cuvavtiOnkov pe Tovg apynyovg
KuBepvioemv Tov yopdv g opddas Biceykpavt. Yrotifetar 6t suinitnoav yuo v
«evioyvon g cLVEPYNGING GTOV TOUEN TNG KOVOTOUIOG KOl TMV TEYVOLOYIMV OLyUNIG»
Ko Yo «Oépota mov oyetilovial pe TNV ac@aAEln TV TOMT®OV, VId gvpeia Evvoran’.
Atyo petd ™ ovvavinon avt to 2017, 1 molmvikn kufépynon anéktnoe 1o Pegasus
petd and cuvdvrnon peta&d tov tpwbvmovpyod Mateusz Morawiecki, Tov
npwbumovpyod g Ovyyopiog Viktor Orban ko tov Netanyahu?. TTapd tig apyikéc
dwyevoelg, Tov lavovdpio Tov 2022, o nyétng tov PiS Jarostaw Kaczynski emiPefaionoe
NV Ayopd KOTOGKOTEVTIKOD AOYIGUIKOD amd TNV Tolmviky kupépynon’®’.

Nouko mraicro

4.  To 2014 to Zuvtaypoatikd AKaoTiplo TpoéPn oe enaveEETaot Tov VOUOL TTepi
AGTUVOLIOG Kol GAA®V VPICTALEVOV VOU®OV TTOL SIETOVV THV TOPAKOA0VONGT TOATAOY,
ot omoiot kpibnkav acvpPotot pe o ToAmVIKO Zovtaypod. To dikactiplo kotéAnée pe
TNV £K00GT ATOPAUCNG TOV TEPLElYE CVYKEKPYEVES GLGTAGELS Kat Tpobeopia 18 umvov
£VTOG NG omoiag émpene vo epapuocTovV ot VopoOeTikég odlayéc®. Metd Tig ekhoyég
tov 2015, 1 véa kuPépvnon elonyaye vopobetikéc aAlayéc. 261060, 0 GLVAKOAOVOOG
vopog g 15ng lavovapiov 2016 yio tnv tpomomoinom tov vopov tepi 0GTUVOUING TOV
1990 ko optopévev dAlov vouwv (epeEnc o vopog tov 2016 mepi aoctuvopiog) dev
dopbwoe kavéva amd To KEVA TOL VOOV, OTTMG OOLTOVCE TO LVVTOYHOTIKO
Awaotiplo!?. Avt’ avtov, o vouog tov 2016 mepi actuvouiog amodvvaumoe Tic Hon
OVETOPKELG OLTAEELG TTOL OEV TPOGTATELOVY TOL SIKOIMOTO TOV TOAMTOV 0VTE

2 Gazeta, https://wiadomosci.gazeta.pl/wiadomosci/7,114884.28052298.jak-polska-kupila-pegasusa-nyt-kolacja-
beaty-szydlo-z-premierem.html , 29 January 2022.

3 Gazeta, https://wiadomosci.gazeta.pl/wiadomosci/7,114884,28052298.jak-polska-kupila-pegasusa-nyt-kolacja-
beaty-szydlo-z-premierem.html , 29 January 2022.

4 Financieele Dagblad, ‘De wereld deze week: het beste uit de internationale pers.¢ 7 January, 2022.

> Financieele Dagblad, ‘Liberalen Europarlement eisen onderzoek naar spionagesoftware’, 12 January 2022.

¢ Politico, https://www.politico.eu/article/kaczynski-poland-has-pegasus-but-didnt-use-it-in-the-election-
campaign/ , 7 January 2022.

7 Financial Times, https://www.ft.com/content/d823 lec7-5c44-42fc-b32e-30b851f1c25¢ , 8 February 2022.

8 Venice Commission Report June 2016, https://www.venice.coe.int/webforms/documents/?pdf=CDL-
AD(2016)012-¢ .

9 https://trybunal.gov.pl/en/hearings/judgments/art/8821-okreslenie-katalogu-zbieranych-informacji-o-jednostce-
za-pomoca-srodkow-technicznych-w-dzialani

10 Act of 15 January 2016 Amending the Police Act and Certain Other Acts at Art. 20c,
https://isap.sejm.gov.pl/isap.nsf/download.xsp/WDU20160000147/T/D20160147L.pdf .
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OMUOVPYOLV KOTAAANAN emOTTEID KO EVIGYVOE TN SOPKADS AVEAVOUEVT] ATOCTOCN
peta&h g mOAWVIKNG VOROBETIKNG £E0VGT0G KOl TOL KPATOVG dIKAIOL.

AvVTITpOROKPATIKOS VOpOS Tov 2016

5. Ext6g and tov vouo mept actuvopiag tov 2016, n molmviky kuépvnon Béomice emiong
VOLO OV JETEL TNV TTapakorloOnon aAllodandv mtoltdv o 2016, Tov onoiog
yopakTnpilel g ToV «avTitpopoKpotikd vopo». Ta apbpa Tov vopov opilovv 6t ot un
[Molwvoi moAiteg pmopovv va TapakolovBovvtal Ywpig T cLYKATAOEST| TOVG Yo,
TEPL0O0 TPLOV UNVAV €AV 1) TOLTOTNTA TOLG Elval «aUEIBoAny, HeTa&D AALOY HECW
VITOKAOTING TNAEPDOV®V, AYNG SOKTUAMK®OV OTOTUTOUAT®V, PIOUETPIKOV GOTOYPAPUDV
kot DNA, kafmg Kot tnv vmoypémon va kotoyopiloviol ol TpOTANPOUEVES
mAepovikég kaptec'!. O yevikdg stoayyeréag eivar appodiog v, Statdéel Tnv
KOTOGTPOPT U] GLVOPOV VAK®V Ko, €L TOV TapOVTOC, aokel To aiopo avtd o
Zbigniew Ziobro, vtovpydc Awkatocvvng tov PiS!213,

K®odwag Iowikng Awkovopiog

6.  Tov lovAwo tov 2015, Beoniotnke otnv [lohwvia 0 vOHog Yo TV Tpomomoinen Tov
KOSKO, TOVIKNG S1kovopiag, MOTE Vo SIoPOAMGTEL OTL TO OTOSEIKTIKA GTOLYElD TOV
amokthOnKav mapdvopa dev Ba propovv vo cupmepANEBovV e TOWIKEG SLUOIKAGTES.
Qo61660, 0 VOO avadtaturmOnke apyodtepa Tov Mdaptio Tov 2016 Tpoxeévon va
ocvunepinedei o pbpo 168a'+. H mpocbnkn avtn dtacpodrilel mhéov 611 Ta
QTOOEIKTIKA GTOLYEI0 TOV GLAAEYOVTOL KOTA TOPABaoT) TOV VOLOL 1) O «KOPTO1 TOV
IMANTNPLUDOO0VG FEVIPOLY, OGS 01 TANPOPOPIES TOV GLAAEYOVTAL LEGM TNG YPT|ONG TOV
Pegasus, uropovv va vropAnfovv oto dikaotiplo’.

Nopog wepi TnAemkovoviov g 16mn¢ loviiov 2004

7. O vopog mov démel Tig TnAemKovmvieg otny [odwvia tepthappdver dSatdéels yuo v
TpOSPacn TG ACTLVOUING GE TNAETIKOIVOVIOK( OEGOUEVA OWPERY KL, GE OPIGUEVEG
TEPUTTMOGELS, YOPIg TN cvppeToyn TV vVIoANAov!e. Avtd urnopel va yivel 610 Thaicto
™G 0OPLOTNG ALTIOAOYTOTG TNG KOVAKAALYNG EYKANUATOVY. O glo0yyeréag anopacilet
on cvvéxeln Tmg Ba kvnBel 6oov apopd T AYN TV gV A0Y® dedouévev, Kol HiAoTa

T Act of 10 June 2016 on Anti-terrorism Operations,
https://isap.sejm.gov.pl/isap.nsf/download.xsp/WDU20160000904/T/D20160904L.pdf .

12 Act of 10 June 2016 on Anti-terrorism Operations,
https://isap.sejm.gov.pl/isap.nsf/download.xsp/WDU20160000904/T/D20160904L .pdf .

13 EDRI, https://edri.org/our-work/poland-adopted-controversial-anti-terrorism-law/ , 29 June 2016.

14 Act of 11 March 2016 amending the Act - Code of Criminal Procedure and certain other acts
https://isap.sejm.gov.pl/isap.nsf/download.xsp/WDU20160000437/T/D20160437L.pdf

15 https://palestra.pl/en/palestra/issue/5-2016/article/article-168a-of-the-polish-criminal-procedure-code-as-a-
permission-to-use-illegally-obtained-evidence-in-criminal-proceedings

16 Telecommunications Act of 16 July 2004 _https://www.dataguidance.com/legal-research/telecommunications-

act-16-july-2004 .
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dlaBétel onpavtiky £o0veio 0To TAAIGLO TOV VOOV, TaPOAO TOV 1 ovabeon g BEomng amotelet
TOMTIKT 0mOQacT, 0e30UEVOL OTL 0 Ziobro &yetl avarapel avtdv Tov poro!”!8,

Ex tov npotépov éheyyog

8. MoAovoTtt yo TNV Topakorlovnon aratteiton Kot apynv SIKaoTIKY oo 6TV
[ToAwvia, onv Tpaén N dadkacio yopynong doetag dev ypnotuedel TAEOV M
€yy0Onon KaTd TV KoToypoe®mV, 0AAL MG LEGO Y10 VO TPOGOIOETOL L0 ETLPAOT
VOLUUOTNTOG GTNV TapOKOAOVON O™ Y10 TOATIKOVG GKOTTOVG. AgV £XEl KATAOTEL GAPES
UEYPL ofjUEPQ OV KATOo1o amd ta. BOpata Tov Pegasus kataoKomehovtay e SIKOGTIKN
doeta. O1 auTNOELS Yo TN YOPTYNOT OIKAGTIKNG AOEWG GE EMLYEIPNON TOpOKOAOVON OGNS
vroParlovtor omod Tig kéG vnpesiec'. T v a&loldynon g aitnomng, ot SikaoTég
€xovv 611 0140€01 TOVG LOVO TIC TANPOPOPIEG TOV TOPEXOVTAL OTTO TOV CLLTOVVTO
(ONAadn TIC E101KEG VIINPEGTIES), Kot 0 eloayyeAéag ivar ekeivog mov amopacilel Tolo
VAKO givon oyetiko mpog vwoPoin?’. Zvyvd, ot TANPOPOPIES eival AmADC GLVOTTIKEG KO
eviote dev meprlapfavouv 00Te Tig PacIKOTEPEG AETTOUEPELES CYETIKEL LLE TOV GTOYO
(6vopa, emdyyelpa, a&tomovn TPAEN Yo TNV omoia ivait HVIOTTOG/VTOMTY) Kol TIG
peBdo0vG TapaKkoAoHONGNC TOV TPOKELTOL VAL YPTGLULOTOOOVV.

Katastaitikog £reyyog

9.  H xowoPovievtikny eronteio eival ovolaotikd ovomapktn oty [loAwvia. Otav 1o PiS
avérafe v e&ovoia 1o 2015, T0o TaPadociaKd GOGTNO TOL TPOEPAETE OTL TO KOUUOL
NG aVTITOMTELONG AVOAAUPAVEL TNV TPOEdPID TNG EMTPOTNG KOWVOPOVAEVTIKNG
enomteiag yio T1g edéG vnpecieg (KSS) amoppipbnke, kot ta kufepvovta kOupaTo
tomoBétaoav ta uéAN Tov PiS Waldemar Andzel o¢ npdedpo kot tov k. Jarostaw
Krajewski og avtimpoedpo?!. To kvPepvntikd kOppato £xovv Ty andivtn tietoyneio
otV enrponni?2. EmmAéov, 1 kuPepvntikn mietoynoeio oty Ilodwviky Alotta
ATEPPLYE TIG EKKANGELG Y10 KOWVOPOVAELTIKN £PEVLVA GYETIKA LLE TOVS LOYVPLIGHOVS Yo
TOPAVOLT YPNOT] KOTOGKOTEVTIKOD AOYIoHIKOD?324252627  Amrd v GAAN TAevpd, N

17 Act of 15 January 2016 Amending the Police Act and Certain Other Acts at Art. 20c,
https://isap.sejm.gov.pl/isap.nsf/download.xsp/WDU20160000147/T/D20160147L.pdf .

18 Helsinki Foundation for Human Rights, https://www.hfhr.pl/wp-

content/uploads/2016/05/HFHR _hand_out_Venice Commission_Act_on_Police FNL.pdf, 28 April 2016 at pg.
18 [hereinafter HFHR Report].

19 Act of 15 January 2016 Amending the Police Act and Certain Other Acts at Art. 20c,
https://isap.sejm.gov.pl/isap.nsf/download.xsp/WDU20160000147/T/D20160147L.pdf .

20 Act of 15 January 2016 Amending the Police Act and Certain Other Acts at Art. 20c,
https://isap.sejm.gov.pl/isap.nsf/download.xsp/WDU20160000147/T/D20160147L.pdf .

21 https://sejm.gov.pl/Sejm9.nsf/agent.xsp?symbol=SKLADKOMST&NrK adencji=9&KodKom=KSS

22 https://sejm.gov.pl/Sejm9.nsf/agent.xsp?symbol=SKLADKOMST&NrKadencji=9&KodKom=KSS

23 AP, https://apnews.com/article/technology-canada-europe-toronto-hacking-
b5{7¢36e8b22611aa6bfc27¢17024422 17 January 2022.

24 European Commission Rule of Law 2022 Report, Poland Specific Chapter,
https://ec.europa.eu/info/sites/default/files/48 1 194008 coun_chap poland_en.pdf at pg. 27.

25 AP, https://apnews.com/article/technology-business-middle-east-elections-europe-
c16b2b811e482db8fbcObbce37¢00c5ab, 23 December 2021.

26 The Guardian, ‘Polish senators draft law to regulate spyware after anti-Pegasus testimony*, 24 January 2022.
27 Politico, https://www.politico.eu/article/polish-leader-jaroslaw-kaczynski-under-fire-over-pegasus-hack-
scandal/ , 18 January 2022.
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T'epovoia, 6mov Ta KVPEPYNTIKE KOUUATO OEV EXOVV TNV TAELOYNOi0, GLYKPOTNOE EEETAGTIKY
gmpomn, aldd n ['epovoia dev drabétel Tig e€ovoieg Epevvag g TTodmvikng Alattag?®.

Ynopoi exkOéoemv

10.  Xdpeova pe tov vopo mept actuvopiog tov 2016, 1 actuvopio voypeoHToL ATAMS Vo
vrofairel e€apmviaieg ek0Ecelg oTO SIKAGTIPLO CYETIKA e TOV aplOUd TV GUAAOYDV
TNAETIKOWVMOVIOK®V, TOYVIPOUIKADV 1] S10OIKTVOKADV 0E00UEVDV Holl [LE TO VOUIKO
OKEMTIKO TOVG (GYETIKA UE TNV TPOooTacia TS avOpdmivng Long N vyeiag 1 v
vrooTPIEN ¢ épevvag kat Sidcmong)?®. Ot ekbécelg avtég umopovv va vrrofdAloval
UOVO €K TOV VOTEP®V KO OEV ONLOGIOTOLOVVTOL. 1€ TEPIMTMOOT TOV AVaKVWEL (TN
pe v voPAndeica £kBeon, 10 dikactnpro Oa voPdAiel Ge amdvinon Ta TopicUATH TOV
evtoc 30 nuepdv, aAAG dev umopel va 10 TAEEL TV KOTAGTPOPT] OEGOUEVOV OKOUN KOl
av omeTOcEL acVUPoToTTES He Tov vOpo. Eival {otikng onpaciog to yeyovog 0Tt ot
£V AMOY® EMOTTIKEG EVEPYELES EIVOL LOVO TTPOALPETIKEC KOt Oyl VITOYPEWTIKES?.

Méoo mpoo@uyNc

11.  Méyptotryung, o [Todwvag eioayyehéoc dev Exel KIVAGEL EPELVOL, TOPA TO TOALAPIO LA
amodEIKTIKA oToryeio OTL £xovv drampaybel cofapd eykAnuata. Paivetor OTL TOL
dwkaotipla £xovv emAneOel povo g vrdbeonc g swoayyeréwc Ewa Wrzosek. H
Wrzosek katébeoe apyucd v vrodbeon ¢ oty Eloayyeiio, wotdco, HeETd TNV
enionun apvnon g va emAnedet g vrdBeonc, UTdpece va TPOGEVYEL GTA
dwootpla. Xto TéAn ZentepPpiov 2022, to mepipepelakod dikaotplo e Bapcsofiog
(Mokotow) diéta&e Tov eloayyeréa vo kKivioet Epgovoll.

Anpocrog £heyyog

12.  To aveEdpmra péca evnuépmaong amotelohv Eva aKOU GTOLXELD ONUOKPATIKMY
EAEYY®V KO 1GOPPOTLAOV, TTOV 0GKOVV OMNUOG10 EAeYy0. 20TOGO0, GTNV TEPITTMOOT TNG
YPNONG KOTAGKOTELTIKOD AOYIGUIKOV, 0 ONUOCLOG POSIOTNAEOTTIKOG POPENS TNG
[Tolwviag, o omoiog eAéyyeton o€ peydro Babud amd ta kuPepvnTiKd KOppTo, GTNV
TPAYUOTIKOTNTO KATEGTH GUVEVOYOG GTO TOPEVOLO GKAVIAAO TOpakoA0VONGNG,
ONUOGLOTOUDVTOG VAIKO TPOEPYOUEVO OO TO EELTVO TNAEP®VA TOAADV OO TOVG
61OY0VE, cuumepAapPavouévon Tov yepovataoty Brejza. H onpocionoinon twv
TANPOPOPLOV TOV AAUPAVOVTOL GTO TAOIGLO ENLXEIPNONG TOPAKOAOVONGNG TOV EOIKMOV
VANPECLOV GLVIGTAE NON Ao POV TG EYKANUATIKN TPAET. 26TOG0, dev £xel Anedel
KavEVa, LETPO OO TNV AGTLVOUIN 1| TNV EIGAYYEAKT| apyT.

HMolTikog £reyyog

28 European Commission Rule of Law 2022 Report, Poland Specific Chapter,
https://ec.europa.eu/info/sites/default/files/48 1 194008 coun chap poland en.pdf at pg. 27, footnote 220.

29 Act of 15 January 2016 Amending the Police Act and Certain Other Acts at Art. 20c,
https://isap.sejm.gov.pl/isap.nsf/download.xsp/WDU20160000147/T/D20160147L.pdf .

30 HFHR Report at pg.4.

31 Wyborcza, https:/wyborcza.pl/7,75398,28963729,pegasus-w-telefonie-ewy-wrzosek-prokuratura-odmowila-
sad-kaze.html , 28 September 2022.
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13.  TToAAég kaipieg B€oelg o€ OAOKAN PN TV 0ALGIOO KATEXOVTOL Atd LEAN 1) TGTOVG
VIOGTNPIKTEG TOV KUPEPYNTIKOV Koppdtwv. O vTovpyds Ecotepik®dy Kol GLUVIOVIGTAG
tov Ewiwkov Yanpeouwv Kaminski katadikdomnke 1o 2015 yia katdypnon e€ovoiag kot
10V emMPARONKE OV KABEWPENG TPLDV £TOVZ. Q6TOG0, APEc®E UETA TIC POLAEVTIKES
eKAoYég Tov 2015, o mpdedpog Duda tov yopriynoe xdpn pe eEopetikd mapdtvmo Tpdmo,
0 0T010G KATAOIKAGTNKE, HETAED AAA®YV, amd T0 Avadtato Atkactipro g [Todwviag, To
AEE, v Emtponn tg Bevetiag ka1 to Yrovpyeio EEwtepikdv tawv HITA. Tovto
gyeipel avnovyieg oyetikd pe v aveaptnoio kot v ovdetepdtnra tov. O K.
Kaminski apviOnke va cuvavinOei 1] va cuvepyaotel pe tnv €101K1| £€TAGTIKN
emponn Pegasus tov Evponaikod Kowopoviion?3.

Ovo16)01

14.  Metd 115 épevveg amd uéAn tov Associated Press kot tov Citizen Lab oto [Tovemomuo
tov Topdvto, amokaAveOnke Tt TOLVAGY IoTOV Tpia dTopa lyov oTOYOTOMOEl OTNV
IMolwvia to 201934, Ot 61tOY01 cvTOl NTAV 0 YEPOVGLUGTAS TNG avTimoAitevong Krzysztof
Brejza, o diknydpog Roman Giertych, kot n stoayyeréag Ewa Wrzosek, ot emikotvavieg
TOV OTOI®MV TOPAKOAOVONONKAV [1E KaTOoKOTELTIKO AoyiopiKkd Pegasus to omoio
anéktnoe 1 kKuPépvnon to 201733, Evad 1 kuBépvnon emPefaince mv ayopd tov
Aoyiopukob ard tov Opdo NSO, dev éxet mapadeybel emionuo 6T1 oTOYOTOMONKOV
ocvykekpipéva tpocona. Koavévag amd Touvg 6Tdyous mov avagpEpoviol KaTOTEP®, OV
€xetl kot yopnOel emonumc yo orotodnmote EykAnpua, ovte £xel KAnOel Yo avakpion,
001e &xel VIOPANOEl aitnua dPonS TG AGVALNG TOV GTOXWV TOV KATEYOVV TOALTIKO
a&lopa.

I'epovoractic Krzysztof Brejza

15. O yepovownotg Krzysztof Brejza nysito g ekotpateiog ¢ [Thateoppog [Toittdv
TOV KOUUOTOG TNG AVTUTOAITELONG ATV £MECE VLA YAKIVYK LE KOTOGKOTEVTIKO
Loyiopk6. Tpayuatomomdnkov 33 embéoeig 6to TMAEPmvo Tov Brejza katd
duapketa g exotpateiog g [MAateoppoc IToArtdv to 2019, pe T1g embéoelg va
Eexwvoiv oT1g 26 Ampidiov 2019 kot va cuveyilovtat £mg Tig 23 OktwPpiov 2019, Adyec
NUEPES UETA TO TEAOG TOL EKAOYIKOD KDKAOV?.

Roman Giertych
16. O Roman Giertych ctoyomomOnke pe kotooKonELTIKO Aoyiopkd Pegasus katd Tig

terevTaieg efOONAdES TV BOVAEVTIKOV ekAoY®V TOov 2019. ATd Tov Zentéufpro £wg
tov AgkéuPpro tov 2019, o Giertych mapafidomke (yaxapiomke) 18 popéc, ot

32 Reuters, https://www.reuters.com/article/uk-poland-president-pardon-idUKKCNOT62H620151117 ,

17 November 2015.

33 EU Observer, https://euobserver.com/rule-of-law/156063 , 15 September 2022.

34 The Guardian, https://www.theguardian.com/world/2022/feb/17/more-polish-opposition-figures-found-to-
have-been-targeted-by-pegasus-spyware , /7 February 2022.

35 Financieele Dagblad, ‘De wereld deze week: het beste uit de internationale pers. 7 January, 2022.

36 Haaretz, https://www.haaretz.com/israel-news/tech-news/2022-04-05/ty-article-magazine/nso-pegasus-spyware-file-complete-list-of-
individuals-targeted/0000017f-ed7a-d3be-ad 7f-ff7b52600000, 5 April 2022.

37 The Guardian, ‘More Polish opposition figures found to have been targeted by Pegasus spyware’, 17
February, 2022.
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TEPLGGOTEPES OO TIC OTOLEG TPOYLATOTOMONKOAV AUECMG TPV OO TNV NUEPOUN VIO TOV
exhoymv g 13ng OktwPpiov 2019. ToHte, vANPETOVCE MG HIKNYOPOG TOL NYETN TNG
avtutoditevong Donald Tusk. Katd v mepiodo avtr), o Giertych eknpocwmodoe
eniong tov Radek Sikorski, mponv vmovpyd EEmtepicdv kot vov Bovievt| tov EK pe
10 Evponaiko Aaikd Koppoa (EAK). O Sikorski enyeipodoe va TporyLotomooet
épevva ya ) ovppetoyn tov Kaczynski kot twv cuoppéyv tov 6€ mapavopeg
TOPOKOALOVONGELS TNAEQPOVIKOV GUVOINAEEEMVY, TPAYLO TTOV EIYE MG ATOTEAEGHA TNV
KOTOYPOQT Kol Tr SNUOGIEVGT TOV GLVOUIAM®MY TOL VITOVPYOL3E,

Ewa Wrzosek

17. H swoayyeréag Ewa Wrzosek vanpée 00pa yOKivyK [le KATOGKOTEVTIKO AOYIGUIKO
Pegasus 6 @opég peta&d tng 24nc Iovviov kat g 19ng Avyovotov 20203°. H Wrzosek
etvon pérog g Lex Super Omnia, opdoog omoTeELOVUEVNG AT E10AYYEAELG TOV
gpyalovtat yuo TNV ave&optnoia tng 160yyeMKNG apyns. Alepeuvovse TV acPIAELD
™G Se&aymYNG TPOESPIKMY EKAOYDV £V HEGM TNG ToykOGag Tavonuioc COVID-19,
otav ™G aeaipesav TV VIOOEST, 1| OO0 TN GLVEKELX EYKATAAEIPONKE, Kot T
petébecav oty mOAN Srem pe mpogdomoinon 48 wpdv. Eunintel oty avavopevn
eEovoia tov yevikov soayyeréa tov PiS, Zbigniew Ziobro, va emAéEel va unv oK OEL
OlwEn og oplopéveg LTOBEGEIC 1] VO ATOLOKPVVEL TOVG 1EPAPYIKE KATDTEPOVG
gtoayyeleic amod T1¢ vrobécelc*’. Metd v emotpon| g Wrzosek otn Bopoopia,
oToyomoMONKE UE KATAOKOTEVTIKO AOYIGHIKO. O1 TOAMVIKES apyES Y10 AKOUT Lo popaL
ovte emPePoincav ovte apvidnKay TV 06OV TovH 42,

Alror mBavoi 6ToyoL
Avototo EAeykTiké Xuvédpro

18. H Aertovpyia tov Najwyzsza Izba Kontrol (NIK) 1} Avotoatov Edeyktikod Xvvedpiov,
¢ €vOg amd o tahondtepa Oeopkd opyava oty oAwvia, sivar n dStapOAasn tov
OMUOCI®V dATOVAOV Kol TNG Olayeiptong Tov onuociov vanpecidv. H Marian Banas
givat ouepol ETKEPAANG TOV 0pYAVOL*H KOl AVTIGTEKETAL 0TI SIAPPOOT TOL KPATOVG
dwaiov, avorlappavovtag v nyecio g tpootdlelag vo Aoyod0TNGEL I KLBEpvNon
tov PiS og awtég TIg TEPIMTMSELS YAKIVYK, TOPE TO YEYOVOS OTL NTOV TPONV COULOYOG
TOL KOUUATOCH,

38 AP, https://apnews.com/article/technology-business-poland-hacking-warsaw-
8b52e16d1af6019¢324¢f9f5099b687¢ 21 December 2021.

39 AP, https://apnews.com/article/technology-business-poland-hacking-warsaw-
8b52e16d1af60f9¢324cf9f5099b687¢ 21 December 2021.

40 European Commission Rule of Law 2022 Report, Poland Specific Chapter,
https://ec.europa.eu/info/sites/default/files/48 1 194008 coun_chap_poland en.pdf at pg. 16.

41 AP, https://apnews.com/article/technology-business-poland-hacking-warsaw-
8b52¢16d1af6019¢324¢f915099b687¢ , 21 December 2021.

42 The Guardian, https://www.theguardian.com/world/2022/jan/24/polish-senators-draft-law-to-regulate-
spyware-after-anti-pegasus-testimony , 24 January 2022.

43 https://www.nik.gov.pl/en/about-us/

4 Politico, https://www.politico.eu/article/polish-leader-jaroslaw-kaczynski-under-fire-over-pegasus-hack-
scandal/ , 18 January 2022.
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PiS Associates

19.

Opiopévol motedovy 0t 0 Pegasus ypnoipomonke yio tnv «TpoANTTIKY) VITOKAOTN
TOV GLVOLOAEEE®V NYETOV Kot S10pYOVOTOV SLUONADGEWDY, HETA TIG LeTappLOpicelg Tov
Xuvtoypotikov Atkaotnpiov mov pdppoce 1o kKoppa PiS. Qotdco, dev émecav povo ot
avtitalotl Tov kKuPepvavtog koppatog Bvpata tov Pegasus. O Adam Hofman, npamv
eKmpOSTOg ToL KOupatog PiS, 1oyvpiletan emiong 6T 01 GLUVAdEAPOTL TOV TOV
katackonevoay 10 2018, Tpdypa mov onuatvel OTL NTAV £VOG 00 TOLVG TPMTOVG
G6TOYOVG LETA TNV AYOPd TOL KATAGKOTEVTIKOV Aoyicpkov. O Hofman idpvoe tnv R4S,
gTopeio ANUOGI®V GXEGEMV, HETA TNV AOTOUTY TOV amd To koppa PiS¥46. Zopewova
HE TANPOQOPIES, 1 €V AOY® EVEPYELX OVOCTATOGE TO KUPEPVAOV KOO KOl KOATEGTNGE
tov Hofman o6t6y0 mopakorovBnone. Aniovet 6Tt o1 GuALeyeiceg mAnpopopieg
YPNOLOTOMONKOV 5T GLVEXELN GE EKOTPATEIN SVCET|LUOTG TOV.

YOVOEOT NE EKOTPUTELES OVGPTULONG

20.

Mo moAAég efdopddeg, o yepovstaotig Brejza ntav 61dy0g exotpateiog SuoenUIong
OV YPNCLUOTOI0VGE VAIKO amoktnOEV LEcm TG PNoNg KATACKOTELTIKOU AOYIGUIKOV.
Eivat a&roonpeimto to yeyovog 6Tt 10 VAKO 0vTd dMHoctomotidnke Pécm g ONUOGLOG
mAieopaong. [log pmopet va eEnyndel n tpdsPfacn evog SNUOCIOL PASIOTNAEOTTTIKOD
eopéa og Tétolo LAKO; Edv 10 ydkivyk tov yepovoiaot Brejza pe 1o Pegasus tav
wpdypatt {fnuo eBvikng acedieloc, OTMS paivetal vo vtovoet 1 KuPEpvnon, N
dloppo1| Tov LAKOD Tov amokTNONKE 6TO TANIGIO HVOTIKNG emyeipnong acpaieiog Oa
ocuvicTovoe Waitepa cofapd EykAnua. To yeyovog 6Tt o OMpdc1og padloTnAEOTTIKOG
eopéag Ppioketar emiong vwod Tov EAEYYXO TOL KLPEPVNTIKOD KOUUOTOS LAAAOV dElyVEL
OTL TPOKELTOL Y10 EKOTPATEID OLGPNUIGNG TTOL EVOPYNOTPOONKE amd To KLPEPYNTIKA
KOppaTO.

LB. Ovyyopia

21.

H Ovyyapia ftav pio amd T TpaTeg YOPEG TOV EVETAAKN GTO GKAVOUAO TWV
EVPOTATKMOV KATACKOTEVTIKOV Aoyiopk®v. To 2021, to «Pegasus Project» amoxdivye
0Tl op1IGpEVOL oVvYYpIKol aplBpol TmAepmvov tepthapfavoviay petald twv 50 000
aplOUOV THAEQ®VOL TOL TPOGHIOPICTNKAY MG SVYNTIKMOG TapaPlacOivieg and to
npoiov g NSO. 'Extote éyet emPeformdei and m Aebvi Apvnotia*” 6t méve amod
300 Ovyypot €govv méaetl Bopata tov Pegasus, copmepthapfavopévav ToMTIKOV
aKTIPIOTAOV, ONUOCIOYPAP®V, SIKNYOP®V, ETYEPNLATIOV KOl EVOG TPMTV DITOVPYOV TNG
KkuBépymonc®.

Ayopd tov Pegasus

45 https://wyborcza.pl/7,173236,28015977.polish-state-surveilled-nearly-50-targets-with-pegasus-

spyware.html?disableRedirects=true

46 Rzeczpospolita, https://www.rp.pl/polityka/art480525 1 -hofman-usuniety-z-pis-decyzja-w-sprawie-hofmana ,
11 October 2014.
47 Euractiv, Hungary employed Pegasus spyware in hundreds of cases, says government agency’, I February

2022.

4 DW, ‘Pegasus scandal: In Hungary, journalists sue state over spyware®, 29 January 2022.
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22.  To ovyypikd Ymovpyeio Ecotepikav ayodpace 1o Pegasus and tov dpho NSO 1o 2017
Ayo petd ) cvvavinon tov Orban pe tov tpwBumovpyo g [Holwviag Mateusz
Morawiecki kat tov Tpodny npwbvmovpyd tov Iopaii Benjamin Netanyahu**. To
ovyypwd Yrovpyeio Ecwtepikdv emPefaince to yeyovoc avtd ol otig 8 Ampidiov
2021, 6tav 0 TPOEdPOG TNG KOWVOPBOVAEVLTIKNG EMTPONNG AUVVOS KOl EMPBOANG TOL
vopov, Lajos Kosa, mapadéydnke v ayopd tov Pegasus amd tnv kupépvnon Fidesz!
—o0 Kosa enépeive ®o1060 OT1 T0 KOATACKOTELTIKO AOYIGHUKO JEV EXEL YpNOILOTOOEl
noté evavtiov Obyypov ToAMTOV2,

Nopk6 mhaiocro

23.  Orvopkég mpd&elg Tov S1EMOVV TO KOTAOKOTELTIKO AOYIGHIKO oty Ovyyopia sivon amd
TIC 7o advvoUES anToD ToV £idovg dutdtelg otnv Evpdnn3*4. To cvotnua Aettovpyei
o€ Katdempn mapofiocn Tov ELPOTUTKOV OTAUITICE®Y Kol TPOTHT®V oL 0pifoviot yiu
™V mapakoAobonon Tov ToArtdv and v EXAA kot 11¢ amopdoeic tov EAAAY, mapd
TNV EMPUOVI TNG KLPEPYNONG OTL EYOVV EVEPYNOEL VOO GE OAEG TIG TEPUTTOCELS KOl
OTL SLUUOPPDOVOVTOL TARPOG e TOV VOLO %7, O viuog CXXV tov 1995 yia tig vanpeoieg
ebvikng aopaierog (epebng «o vORogy) diénet emi Tov TopdVTOG TN YPNoN
KOTAGKOTEVTIKOV Aoylopko otnv Ouyyopia’® kot arotedel modd mepiocdtepo
gpyareio eAEyyoL ko eEovoiog Yo TV KuPEPVNON Tapd AoTIO0 Y10, TOL STKOMLOTO, KOt
Vv W10TIKN (oM Tov moATdv. Oyt Hovo Tapaleinel TNV LIOYPEDCT] EVIUEPMONG TOV
AVTIKEWEVOV TNG TTapakolovOnong, aAld opilel pntd 0Tt 01 6TdYO1 dEV TPEMEL VAL
gvnuepdvovtal and To pPEPOC Tov Tapéxel TV e£ovctoddtnon o1t katackorevovrar®. H
amoitnon evnuépmaong Tv Bupdtov SmiotOdnke capmg oty vedeon Klass kat
allot kota Teppoviog® oto EAAA kot ovyypikn KuBEpvnomn dev epApUOGE TNV £V
AOy® amopaon Ommg kot 1 [ToAwvia kot ToAAEG dAleg yopeg evtdg ¢ EE.

Ex tov npotépmv Eheyyog

24, ZOHQOVO PE TOV VOUO, N TapaKoAoVON o1 Tov dlevepyeital amd Tig E01KES VN PEGTIES
ebviknc acedreroc (SNSS) pe ) xpnon KATAGKOTEVTIKOD AOYIGLIKOV ££0PTATAL OO

4 Financieele Dagblad, De wereld deze week: het beste uit de internationale pers. 7 January, 2022.

50 The Guardian, https://www.theguardian.com/news/2021/jul/18/viktor-orban-using-nso-spyware-in-assault-on-
media-data-suggests , /8 July 2021.

51 DW, Hungary admits to using NSO Group’s Pegasus spyware’, 4 November 2021.

52 DW, Hungary admits to using NSO Group’s Pegasus spyware’, 4 November 2021

33 The Guardian, https://www.theguardian.com/news/2021/jul/18/viktor-orban-using-nso-spyware-in-assault-on-
media-data-suggests , /8 July 2021.

>4 DW, ‘Pegasus scandal: In Hungary, journalists sue state over spyware®, 29 January 2022.

35 See, inter alia, Roman Zakharov v. Russia [GC], no. 47143/06, ECHR 2015 39; Klass and others v. Germany,
6 September 1978, § 50, Series A no. 28. 40; Prado Bugallo v. Spain, no. 58496/00, § 30, 18 February 2003;
Liberty and others v. United Kingdom, no. 58243/00, § 62, 1 July 2008.

56 AP, https://apnews.com/article/technology-europe-hungary-malware-spyware-
ccacf6da9406d3812910472ba44800e0 , 4 November 2021.

37 Euractiv, Hungary employed Pegasus spyware in hundreds of cases, says government agency’, I February
2022.

38 Act CXXV of 1995 on National Security Services,
http://jogszabalykereso.mhk.hu/translated/doc/J1995T0125P_20200701_ FIN.pdf .

3 Act CXXV of 1995 on National Security Services,
http://jogszabalykereso.mhk.hu/translated/doc/J1995T0125P 20200701 FIN.pdf at Section 58.

60 Klass and others v. Germany, 6 September 1978, § 50, Series A no. 28. 40.
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™V @€ TOL VTTOVPYOV ATKOLOGVUVIG OTIC TEPLGGOTEPES TEPUTTAOGELS, KOl OO TOV
dkaoTi oL opiletal amd ToV TPOESPO TOL TEPIPEPELAKOV dkacTnpiov Bovdaméotrc-
Ipwtebovoac oe opiopéveg e181kéC Tepmtdoelct!6? Agv puropel va aokn0ei Tpoceuyn
KOTO TOV OTOQPAGE®MY QVTMV Kol OV VITAPYEL OVGLUCTIKG Kopio emonTeio TG
dadikaciog®3o4,

Kotaotaitikog Eheyyog

25.  Tov NoéuPpro tov 2021, kaTOTYV EXUOVIG TNG OVTITOMTEVGTG, dVO EMTPOTES OTN
['epovocia deényoayov oKpOACEIS GYETIKA LLE TN (PN OT KOTAGKOTEVTIKOV AOYICUIKOD
omv Ovyyapia ko, 01KOTEPQ, TNV EKALOUEVT TOMTIKE VTOKIVOVLEVT] GTOYOTOINGN
TOMTAOV 0td TV KVPEPYNON. LT1 CLVEXELD avaPEPONKE OTL OL EKTPOCHOTOL TNG
KLBépvnong emépevay 0Tt OAEg o1 TapakorlovOnoels elyav eykpbel pécm Twv
KOTAAANA®V O100A@V, aAAd apviOnKoy vo 6YoAAGovY KoTd OGOV GTOYOTOIONKaY
dnpoctoypdeot | Ttoittikoi. 2oT0c60, dev gival duvatdv va yvopilovpe emakpPag T
EmMONKe, 0e00UEVOL OTL TO KVBEPVOVY KOUUO SoPAOIGOY TO TPOKTIKA TNG
ouvvedpiaong mg To étog 2050.

Méoo mpoo@uynfc

26. Ortav Eéomace 10 okdvooro Pegasus oty Ovyyapio, KOTEGTN GOOES OTL OL
ONUOGLOYPAPOL NTAV pio, amd TIG OUASES TOV GTOYOTOMONKAY TEPIGGOTEPO AT TNV
KuBépvnon, av Kot 1 v Adym yopa ovte emPePfardvel o0TE H1YEVLOEL KATL TETOL0.
YVVETMG, OTIS apyEG ToL 2022 pia opdida €51 SNUOGLOYPAP®OV Kot aKTIBIOTMOV Kivnoe
vopkég otadkacieg otnv Ovyyapia 1660 KoTd TOL Kpdtovg 660 Kot katd g NAIH. H
Ovyypic 'Evaoon HoMtikdv EAevbepioyv (HCLU) Ba exkmpocwnnoet Tovg
onuocoypagovg Brigitta Csikasz, David Dercsényi, Daniel Németh kot Szabolcs Panyi,
kaBmg kot Tov Adrien Beauduin, évav axtifiot kot vroyneo diddktopa, Peryo-
Kovadiknc ayévetag. To Ekto pHéEpog emédese va. d1oTPIoEL TNV ovevupia tov. H
HCLU ocvvepydleton eniong pe v Eitay Mack oto Iopan yia va vrofdiet vmoOeon
67OV YeVIKO glo0yyeléa Tpokelévon vo, kivnoei £pguva yio Tov opho NSO,

IMolTikdg £reyyog

27. O moMtikog EAey 0G TNG XPNONGS TS mapakorovdnong otnv Ovyyapia givor TANPNG Kot
cuvolkog. To xkabeotdg Fidesz vid v nyecia tov Orban €xetl Stoapopdcet tnv
KOTAGTOOT £TGL MOTE VO, UTOPEL VO GTOYXEVGEL SIKNYOPOLGS, ONUOGLOYPAPOVS, TOMTIKOVS
AVTITAAOVS KOl OPYOVAOGELS TNG KOWVOVIONS TOV TOMTAOV Le EVKOALN Kot Ywpig pofo

61 Act CXXV of 1995 on National Security Services,
http://jogszabalykereso.mhk.hu/translated/doc/J1995T0125P_20200701 FIN.pdf at Sections 56-58.

2 Europe’s PegasusGate: Countering Spyware Abuse - EPRS Report,
https://www.europarl.europa.eu/RegData/etudes/STUD/2022/729397/EPRS _STU(2022)729397 EN.pdf, July
2022 at pg. 20.

63 Act CXXV of 1995 on National Security Services,
http://jogszabalykereso.mhk.hu/translated/doc/J1995T0125P 20200701 FIN.pdf at Sections 57 and 58.

%4 European Commission Rule of Law Report 2022,
https://ec.europa.eu/info/sites/default/files/40 1 193993 coun_chap hungary en.pdf, at pg. 26.

65 The Guardian, https://www.theguardian.com/world/2022/jan/28/hungarian-journalists-targeted-with-pegasus-
spyware-to-sue-state , 28 January 2022.
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TPocPLYNG. EmumAéov, o EAeyy0¢ Tovg 6 OAO GYEOV T OLYYPIKE LEGO EVIUEPWOOTC
TOVG EMITPEMEL VO, GLVEXIGOVY VO TPOWBOOLV 1| O1K1) TOLG EKOOYN TNG AANB€Lag,
eumodilovtag peydAo HEPOG ToV SNUOGIOV EAEYYOL TTOV SIEVEPYOVV TOL LECO EVILEPOONG
va téoel 6toug OVYYpPOVS TOAITEG.

Ovo1h)01

28.

Etvor moAd capég 6t1 o1 evépyeteg T KuPEpvnong iyov TOATIKA KivTpo amd
oTLYUN 1oL £E0TOGE TO GKAVOOAO TOL KATACKOTEVTIKOV A0YIGHKoh otnv Ovyyapia.
Avapépbnke 0T 01 TnAEP@VIKOT apBuol ave Tov 300 atdpwv tepthapfavovtay ota
nopiopata Tov «Pegasus project»®®. Meta&d avtdv nepihappdavoviay TovAdyiotov
TEVTE ONUOGIOYPAPOL, OEKO SIKNYOPOL KO £VOC TOAMTIKOG TG AVTITOAITEVON G, KAOMG
KoL oKTIBLOTEG Ko emiyelpnuotieg VYnAAS TpoBoAnct’. Molovott n mepiinyn aplOpdv
TNAEQPOVOL GTOV €V AOY® KATAALOYO OEV GNUOLVEL KAT® OVAYKT) OTL EYIVE YOKIVYK TOV €V
AOY® TMAEPOV®V, Elval (oL ATOKOAVTITIKY EIKOVO TOV LEBOSIKOV Kol GUGTNUATIKOV
EVEPYELMV KO TNG 0TAONS NG KVPEPVNone ¢ Orban Evovtt Tov Bepemomv
SkaoUdToV Kot TG eAevbepiag TV péowv evnuépwong. ‘Extote and 1o 2021, £yet
emPePaiwbel 0TL opiopévor 6TOYOL £X0VV TAPUPLOCTEL ETTVYDOG LE KOTAGKOTEVTIKO
AOYIoUIKO.

Szabolcs Panyi

29.

H napafiocn tov mAepdvov Tov dnpoctoypdeov Kot cuvtaktn Szabolcs Panyi cuvépn
Katd ™ ddpkela g epyaciag Tov oto Direkt36. Q¢ pio amd Tig Ayec aveEaptnreg
Y& WONcEV TOL £xovv amopeivel otnv Ovyyopia, amotelel onUOVTIKO GTOYO TOV
KuPepvmvtog koppatog. O Panyi gival yvootdc, £yKpitog dSNUoc1oypapog Kot, KoTd
OULVETELN, EKTOC 0O TN GLALOYT PaCIKOV TANPOoPopPLdV amevbeiog amd tov 1610 Tov
Panyi, ToAAEG amd TIC EMAPES KO TIS TYEG 6TO THAEP®VO TOL o amoTEAOVGOV
TOAVTILO TOPEUTITTOVTO EVPNLOTO, Yol TV KLPEPYNON.

Zoltan Varga

30.

Qg drevBvuvav cuuPovrog kot Tpoedpog Tov opidov Central Media, o Zoltan Varga givon
0okt TNS TOL 24.hu., TOL PEYOADTEPOL EVATOUEVOVTOG AVEEAPTNTOV E1ONGEOYPAPIKOV
otoétomov g Ovyyapiag. Apov 1 kufépynon Orban dpopordynce v eaoyopd Tov
KOplov avtayoviety Tov, Tov Index.hu, 1o 2020, o Varga éuewve va ayned pévog tov to
KUBEPVAOV KOULUAL.

Adrien Beauduin

31.

O Adrien Beauduin gpgaviomke 610 pavtdp tov kabeotdtog Orban 1o 2018, evd
OAOKANPOVE TO SOOKTOPIKO HTAMLA TOV G GTOVOES Yo BEpaTa POAOL GTO
[Movemoto Kevrpumng Evponng (CEU). To v Adym movemot o 10pHonke and tov
George Soros Kot 11 KuBEpvnomn Tpocmadovce va To amopakpvuvel amd v Ovyyapio v

%Washington Post, https://www.washingtonpost.com/world/2021/07/18/hungary-orban-spyware/ , 19 July 2021.
7 The Guardian, https://www.theguardian.com/news/2021/jul/18/viktor-orban-using-nso-spyware-in-assault-on-
media-data-suggests , /8 July 2021 and Washington Post,

https://www.washingtonpost.com/world/2021/07/18/hungary-orban-spyware/ , 19 July 2021.
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emoyn ekeivn, poi pe oAOKANPO TO OVTIKEILEVO T®V 6TTOVdGOV Yia Ouata pOAOVOE,
Metd ™ cuppeToyn tov og dapoptopio otn Bovdanéotn, o Beauduin cuvelqodn og
po Kivnomn mwov Bempeital eEpeTIKG TOATIKG VITOKIVOVUEVT] KOL OVTILETMTICE
KOTNYopieg Yo emiEOT KATA 0GTUVOULKOV, TIG OTOIEG OPVEITOL KAUTNYOPTUOTIKGS?,
Avapépnke 0TL 0VGLOCTIKEA OEV LINPYOLYV ATOJEIKTIKG oTotYEln Katd Tov Beauduin ko
OTL T0L ATOJEIKTIKA oTOtYEl0 TOV LTOPANONKAY glyov avTiypapel avtoretel amd v
QGTUVOUIKY HapTVpia 6 GAAN vTOOeon O,

Ilona Patocs

32.  H dwnyodpog llona Patocs vanpée vmonto BOpa mapakorovonong pe Pegasus to
kadokaipt tov 2019, evd ektpocwmohoe TEANTN GE o LaKPOXpOVIa VTOBeon
dorogoviag pe peyain tpoforn’!. Qotdc0, Aoy® Tov THTOL TNG KIVITHS GLGKELNG TTOV
YPNOLOTOL0VGE, deV TV dLVATOV Vo emPeformbel av n mapafiocn nTav TAP®S
EMTLYNG M TOTE AKPIPOG cLVEPT. O ehdtng TG, Istvan Hatvani, eiye 110n ekticel entd
£t y1a dohogovia, pe Baom, kord tnv Patdcs, pia «woltikd vrokivoduevny katadikn’2.
[Mapd to yeyovog 6Tt évag AAA0G 01401K0G 1oyvpioTnke apydtepa Tt evOHVETAL Y1 TN
dolopovia, To ovyypikd epeteio £otelde Tov Hatvani micm otn euiakn yio va
oAOKANPOGEL TNV apytkr Tov owvr|. [ToArol dArot apBpol TnAe@®VoL SKNyOp®V £xovv
KaTaypoeel mg duvntikoi otdyotl Tov Pegasus, cuumeptAapfavopévov Tov TpoEdpov Tov
oVYYpIKOD diknyoptkod cuALOYoL Janos Banati’3. Eidikotepa, avti 1 otdyevon deiyvet
o1 adtopopia od TNV KLPEPYNON Y10l TO TPOVOLLO TOL VPIioTOTOL LETAED TV
OKNYOPOV KOl TOV TELUTOV TOVC.

Allor aTO)OL

33.  Atopo evtdg Tov KOKAOL TOL KUBEPVMOVTOG KOUUATOG £X0VV £miong otoyomomOei e
KaTooKoTeEVTIKO Aoyiopkd. To ave&aptnto ovyypikd péco evnuépwong Direkt36
avépepe Tov AeképBpto tov 2021 61t évog copatopdrakeg Tov Janos Ader, Tpoidpov
Kot 6TEVOL ovpupdyov tov Orban, énece OO0 TOL KATACKOTEVTIKOD AOYIGHIKOD
Pegasus. O dnuocioypdpog tov Direkt36 kot OO Tov KaTaoKomeLTIKOD AOYIGHIKOD
Szabolcs Panyi avépepe 011 0016 TO €100G KOTAGKOTEING OPEIAETAL KUPIMG OTNV
av&avopevn Tapdvola Tov Tpwbvmovpyod g Ovyyapiog.

Etolpeiec KOTAOKOTEVTIKOV AOYIGHIKOD

34.  H ovyypin kvfépynon Oyt LOVO aydpace Kol YPNGLLOTOINGE KOTOAGKOTEVTIKO
Aoywopikd Pegasus kotd Tov Aaov g, oAl Kot erho&evel ko dAleg eToupeieg otV

%8 The Guardian, https://www.theguardian.com/news/2021/jul/18/viktor-orban-using-nso-spyware-in-assault-on-
media-data-suggests , /8 July 2021.

% The Guardian, https://www.theguardian.com/news/2021/jul/18/viktor-orban-using-nso-spyware-in-assault-on-
media-data-suggests , /8 July 2021.

70 The Guardian, https://www.theguardian.com/news/2021/jul/18/viktor-orban-using-nso-spyware-in-assault-on-
media-data-suggests , /8 July 2021.

1 Direkt36, https://www.direkt36.hu/en/pegasus-celpontta-valt-a-vedougyved-amikor-fordulat-allt-be-
magyarorszag-egyik-leghirhedtebb-gyilkossagi-ugyeben/ , 31 March 2022.

2 Direkt36, https://www.direkt36.hu/en/pegasus-celpontta-valt-a-vedougyved-amikor-fordulat-allt-be-
magyarorszag-egyik-leghirhedtebb-gyilkossagi-ugyeben/ , 31 March 2022.

73 Direkt36, https://www.direkt36.hu/en/pegasus-celpontta-valt-a-vedougyved-amikor-fordulat-allt-be-
magyarorszag-egyik-leghirhedtebb-gyilkossagi-ugyeben/ , 31 March 2022.
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ayopd mtAnpopopimv. H Black Cube givatl pio iocpomAtviy 101 Tikn vanpecio
TANPOPOPLDV TTOL OTOTEAEITAL OO TPMONV VTAAANLOVG TG Mossad, Tov 1panAtvol
GTPOTOV KOl TOV I6PUNAVAV DINPECIOV TANPOEopLdV’4. O {810¢ 0 SIKTLAKOE TOTOC TNG
eTopeiog TOVG TEPLYPAPEL G «ONUIOVPYIKT VANPEGIO TANPOPOPLDOVY OV PpicKet
«IPOGUPUOCUEVES ADOEIC 68 GUVOETES EMLYEPTUATIKEG KOl SIKAGTIKEC TPOKANGEIGH . H
Black Cube £yet eumhaxel og pio oelpd ONUOCIOV avTmapadEcewy o GYEom Ue
vrobéoelc yaxvyk, petald dAlwv otig HITA kot ™) Povpavia’s. Idaitepa onuavtikd
elvar 0TL amokaAVEONKe emione g ot ev Aoy voBécelg cuvdEovTal Pe TOV OLUAO
NSO ka1 to kotacKonevTiKd Aoyiopko Pegasus. Metd and peydin dnuocio micon
oyxetikd pe v tpoécsAnyn g NSO and v Black Cube yia va 6toyedoet toug
aVTUTAAOVG TOVGS, 0 TPpONV 01EVBOVEV cOPovAiog g NSO Shalev Hulio mopadéyOnke
ot tpocéhafe v Black Cube og TovAdyiotov pia tepintwon otnv Komnpo.

L I'. EZAdoo.

35.  ®éroc, 1 EAAGO0 KAovioTnke amd o 6P OTOKOADWYEDY GYETIKA [LE TV TPOPAVDS
TOATIKG VTTOKIVOVEVT PNON KATAGKOTEVLTIKOV AOYIGHIKOV. X115 26 lovAiov 2022, o
Bovievtnic Tov Evponaikod KotvoBoviiov kot ny€ng tov koppatog [TAZOK tng
eMvikng avtutoAitevong Nikog AvopovAdkng vréPare katayyerio otnv Ecayyeiio
tov Apeiov [Tdyov yio andmelpeg LOAVVGNG TOL KIVIITOV TOL THAEQPOVODL LE TO
KOTOoKOTEVTIKO Aoyiopiko Predator”’. H amdmeipa poALVONG amd KOTooKOTEVTIKO
AOYIGLUKO avaKOADEONKE KT TN S1apKELD EAEYYOL TOV TNAEPDOVOL TOL AVOPOVAAKN
and v vanpecio TII tov Evponaikod Kowvopoviion?8. Ot amdneipeg yaxivyk yvov
VO 0 AVOpOLAGKNG NTOV LITOYNPLOG Y10 TNV NYEGIN TOV KOUUOTOG TNG OVTUTOAITEVOTC.
H amokdAvym avtr £pepe 610 TPOGKNVIO TIG Katayyehieg mov iyov vwofAndet
vopitepa, tov Anpilo kat tov Mdio tov 2022, ard Tov ONUos1oypApo OIKOVOUTK®OV
Oepdrov Oavaon Kovkdkn oyetikd pe ™ HOALVGN TOL THAEP®VOL TOL L To Predator.
Tov ZentéuPpro amokarldednke 6TL 0 TPpONV VITOVPYHS Y TOSOUMY Kot OVAEVTYG TOV
koppatog LYPIZA, Xprotog Znipting’, ixe eniong amotedéoet otdyo
KOTOGKOTEVTIKOV Aoyiopikov. EmmAéov, apydtepa tov 1010 pva amokaAdednke ot
EBvikr Yrnpeoio ITAnpopopidv (EYII) eépetar va giye oToyevoetl 00 amd Toug
VIOAANAOVG TG LE KATACKOTELTIKO Aoyioko®. T1ig 5 ko 6 Nogufpiov, ta eAAnvikd
péca evnuépmong arokdAvyov Alota pe 33 otdY0vG, OAOL TOLG OUKEKPIUEVES
npocomkdTeS’!. O KoTdhoyog —edv emPBefaimbei— polalel pe evivnmolokd
EVPETNPLO CNUOVTIKOV TPOCOTWV OO TOVG TOUEIS TNG TOATIKNG, TOV EMYEPTCEMV KO
TV pEcoV evnuépwong otnv EALGda. O avtiktumog ovtig e HeyaAng KAIHoKaG
TOALTIKNG XPNONG TOV KOTOGKOTEVTIKOD AOYIGUIKOD EKTEIVETAL OVOTOPEVKTA TEPOV TMOV
ATOU®V OV TEPIAAUPAVOVTAL GTOV KATAAOYO, KAOMDS OAEG O OVTIOTOLYES EMAPES KOl
GLVOEGELS TOVG «EUTAEKOVTOLY EUIECH KO GTNV KOTOGKOTEVLTIKN EMLyEipnon,

74 The New Yorker, https://www.newyorker.com/news/annals-of-espionage/the-black-cube-chronicles-the-
private-investigators , 7 October 2019.

75 https://www.blackcube.com/

76 The New Yorker, https://www.newyorker.com/magazine/2022/04/25/how-democracies-spy-on-their-citizens ,
18 April 2022.

77 Euractiv. EU Commission alarmed by new spyware case against Greek socialist leader.

8 Tagesspiegel. Griechenlands Watergate: Ein Abhorskandal bringt Athens Regierung in Not.

7 Reuters. One more Greek lawmaker files complaint over attempted phone hacking.

80 Efsyn. Targeting the disliked.

81 Documento. Apocalpyse: They Watched - This Sunday in Document.
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36.

37.

ovumeptAapfovouévav Tav enapmv Tovg ota opyava g EE. H évtovn mapovsio
KOTOOKOTEVTIKOD AOYIGHIKOD NTaV N)O1 Reoavig oty €kBeon Meta tov 2021, i) onoia
avaeépel 6to moapdptnud ¢ 310 GLVOEGHOVE TPOC YEVIETTYPUPOVS IGTOTOTOVS TOV
oyetilovtav pe v etapeio KOTAOKOTELTIKOV Aoyiopikov Cytrox, ek TV onoimv ot 42
dMuovpyRONKaY Y10 v TopUTA0VAGoLY 6TOYoLC Hovo otnv EALGSad?E3,

Ot amoKaAOWYELG CYETIKA LLE TN XPTOT) KOTAGKOTEVTIKOD AOYIGUIKOD KoL TV
nmapakorovdnon dnupoctoypapwv ond v EYII okiaypapovv pio tohd avnouyntikn
10Topia EVOG TEPITAOKOV Kol d10PAVOVG SIKTVOV GYEGEWMYV, TOATIKMY Kol
EMYEPNUATIKOV CUUPEPOVIWOV, ELVOIDV KOl VETOTIOUOV, KOO®DG Kot TOATIKNG
emppong. Etvar ebkoro va xabel kaveig otov AafopvBo. Qotdco, eppavifovton
optopéva potifa. H moAitikn mieioyneio ypnoiponoteitot yo tnv tpomonon
GLYKEKPLUEVOV GUUEEPOHVTOV KOt OYL Y10 TO YEVIKO GUUPEPOV, 1O1MG LE TOV S10PIGHO
GLVEPYOTAV Kol TIOTOV o€ Kaipieg 0éoelg Onmg oty EYTI, v EAA won v Krikel.
Aoppdvovtag vdyn OTL T0 KATUGKOTEVTIKO AOYIGHIKO, EVOEXOUEVOS GE GLVOVAGUO LE
™ VO mapoakoAovdnon, ypnolonoteital wg epyareio ToMTIKNG E0VGING KOt
ELEYYOV OTa YEPLOL TNG OVATOTNG TOALTIKNG NYESTOG TG XDpag Ot unyovicpol ek Twv
TPOTEPMV EAEYYOV KO KATAGTOATIKOD EAEYXOL £x0VV amodLVOL®OEl oKOmOL Kot
ATOPEVYETAL 1) LLPAVELR Kot 1] A0Y0d0Gia. ANHOGLOYPAPOL TOL AGKOVV KPLTIKN 1)
VAAANAOL TTOV KOTATOAELOVV TN dtopBopd Kot TNV amdtn aviipetonilovv ekQoPiopud
Kol eUTOO Kot OV LITAPYEL TPOGTAGIN TOV LAPTHPOV dNUOGIOL GVUPEPOVTOC.

H xatackoneio Yo moAltikovg Adyovg dev ivar véo @oavopevo yua v EAAGOa, aAld ot
VEEG TEYVOLOYIES KATOGKOTEVTIKOD AOYIGHIKOD KaO16TOOV TOAD EVKOAGTEPT TNV
mapdvoun Tapakorlovdnon, 1Wing oe £va TAaiclo cofapng OmodLVAUMOONS TWV
dwceaiicemv. Xe avtifeon pe Ahleg teputtdoels, onwg 1 [loAwvia, n katdypnon Tov
KOTOGKOTEVTIKOD AOYIGUIKOV OV POIVETOL VO OTOTEAEL LEPOC LG OAOKATPOUEVTG
QLTOPYIKNG GTPATNYIKNG, AAAL epyareio Tov ypnoomoteitan o€ ad hoc Bdon yia
TOMTIKA KOl OIKOVOIKA 0QEAT. 26T0C0, OaPpdvel EEIGOV TN ONUOKPATIO KOl TO
KpAtog duaiov Kot apnvel peydio tepopia yio dtopbopd, evéd avtr 1 tepiodog
kpicewv aroutel a&idmot kot vrevduvn nyecia.

Ayopa

38.

H xvBépvnon apveitar tnv ayopd kotackomeutikov Aoyiopkol Predator®®. Qotoco,
€dv 1 ayopd dev £ywve amd TV EAANVIKY KuBEpvnon, tote Oa mpémel va cuvaybel To
coumépacpa Ot £vog U Kpatikdg eopéag ftay veevhuvog yo Tig (amdmepeq)
nmapofioong tov miepdvoy Tov Kovkdkn kot AvopovAdkn. Avtd Ba cuvictovoe
gykinua Kotd to EAAnviko dikato kot Oa avépeve Kavelg amd Tig EAAMNVIKES apyEg va
OlEPELVIIGOLY AUEGH KOl ATOPAGIOTIKA o TOG0 coPapn vedOeon. Qotodco, PHéEYPL
OTLYUNG OEV VIAPYEL AGTUVOULKY] £PEVVA, OAAG LLOVO EIGAYYEMKEG EPEVVES KATOTLV
KatayyeMav. Agv €xel kataoyedel kavéva VAIKO omodelktikd otoryeio. Emmiéov, 1
vrdBeon 6t miocw amd TG emBéoelg pe Predator kpHPovrtar wiwtikol popeig etvar
e€apetikd aniboavn, kabmg dev e€nyel v emhoyn TV 6TOYOV.

82 Meta. Threat Report on the Surveillance-for-Hire Industry.
8 InsideStory. Who was tracking the mobile phone of journalist Thanasis Koukakis?
84 Buractiv. EU Commission alarmed by new spyware case against Greek socialist leader.
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39.

40.

Mo dAAN mBavotTa givon ) ayopd Tov Predator pécm g Ketyak, pog e1dwmng
oVTOTNTOG OV cLGTAONKE amd Tov Tpony dtevbuvty ¢ EYIL, Kovioréwv. H ev Adyw
ovtotnto Asrtovpyet o€ andotaon amd v EYIL

EMelyel amodekTik®v 6Totyelmv GYETIKA [LE TNV TOVTOTNTO TOL 0YOPACTH KOt TOV
ypno tov Predator otig EMAnvikég vobBéoelg, dev umopel va damotmOel pe
BePardra av 1 pe mowov tpdmo 1 KuPEpvnon N dArog popéag améktnoe to Predator.
Qaotoc0, KAt apynv, 0ev ivar advvatov va aroktn el 1 va ypnotpomom el
KOTOOKOTEVTIKO AOYIGUIKO Y®pig 01 Kpatikol opeis va ayopasovy 6TV
TpaypatikdTNTo 0mevdeiog 10 Aoyiokod. To KataoKomevTikd AOYIGHIKO UTopel va
ayopaotel pEow TANPEEOVGImY, ETAPEIDV LEGOAAPNONG N Lecaldvimy, 0TS £xovLE
O€l 6 BALEG TEPIMTMGELS, 1] UOPEl VoL YIVEL CLUP®VIO e TOANTEG KATOUGKOTEVTIKOD
AOYIGUIKOD Y10 TNV TTOPOYN] OPICUEVAOV VINPECUOV TOV GYETILOVTAL LE KATOGKOTEVTIKO
AOYIoKO. Agv vtdpyetl apeBoiio OTL VNPENY GTEVES SLOIGVVIECELS KOl
aAAnieEoptnoelg petalld opiopévey TPOSOT®V Kol GLUPAVTOV Tov oyeTilovTot e TV
KuPBépvnon, v EYII kot Toug mapdyous KaTaoKOTEVTIKOD AOYIGHIKOV, 101G TNV
Krikel, mpotyumdpevo mpopunbeutn e£0TAIGHOV ETIKOIVOVIDV Kol TOPOKOA0VON GG,
peta&y dArov, oty actovopia kot v EYII H Krikel cuvoéetat oteva pe dropa amd
10 TEPIPAALoV Tov TpwBvTovpyoh MnTGOTAK).

Ipnyopng AnpunTpradng

41.

O Anuntpradmg eivat aviyldg Tov tpwbumovpyoh Mntcotdkn kot péypt tov Avyovsto
tov 2022 o I'evikdg I'pappatéag oto ypoaeeio Tov. Yo v 1016t Td TOL LTI, HTOV
vrevBvvog yua Tig KuPepyntikég emapés pe v EYIL

DOEME Mritlrog

42.

43.

O emyeipnuatiog DEME Mritliog eiye epmlokel oty tepdotio mopafioon Tov
okavdaiov eA&yyov kepaiaimv g Tpaneloc [Tepaiwg. Ev avapovn tov epguvav, ta
TEPLOVGLOKAE oTotyeio Tov Mrit{iov deopevtnkovds. O Mritllog ermweerndnke and
VOLOOETIKN TPOTTOTOINGT TTOL €GN YOYE 0 TPWOBLTOVPYOHS MNTGOTAKNC Alyo peTd TV
avaAnyn g e&ovaoiog to 2019. H apeileyduevn tpomomoinon £0ece ypovikd 6pto yio
TN 0ECUEVOT TEPLOVGLOKMY GTOLYEIWV, EMTPEMOVTAG £TGL TNV ATOOEGUEVOT)
deoueLUEVOV TEPLOVCLOKOV GTOLEIMV HETE amd SEKOOKTAD PAVES Kat™ avdTato dprode.
Xapn oy tpomoroyia e KuEpvnong Mntcotdk, Ta TEPLOVGLUKE GTOYEIN TOV
Mmritliov Oa pmopodoav va amodespuevfovv.

O Mritliog kateiye 10 35 % tov petoyadv g Intellexa, pécm g etapiog tov
Santinomo. 61660, 611 4 Avyovotov 2022, kataydpioe T peTaPifoacn Tov GuvOroL
TV petoy®v tov otnv Thalestris, untpikn etoipia ™ Intellexad’. Avtd mov eivon
a&loonueimto dev givatl pdvo n nuepounvia Kataympiong g petafifocng —porg
NUEPEG UETA TIG ATOKAAVYELS Y10, TO XAKIVYK AVOPOVAAKT —OAAG TO YEYOVOS OTL M
petafipaon eépetarl va mpaypotonomdnke otig 18 Aekepfpiov 2020, dnAadn tdve omd
19 uvec vopitepa. Xvvenmg, o Mritliog omoctactonomonke avadpoukd and 1o

85 Lexocology. Cyprus court offers directions to bank on ambit of freezing injunction.
8 Financial Times. Greek law change viewed as backtracking on money laundering.
87 Inside Story. Predatorgate: The second shareholder of Intellexa SA.
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ok olako kabeotmg 1/3 g Intellexa. Qotdc0, 0 Mritliog lxe cuvdebet pe v
Intellexa am6 tov Mdptio tov 2020 émg tov lovvio tov 2021 wg avarAnpmTig
dtevBuvng.

INavvng Aafpavog

44. O I'dvvng AaBpdvog elxe katnyopn0el yio popodiopuyn kot 0 dNUOGLOYPAPOS
Kovkdakng ékave pemoptdl yio tnv vwodeon tov Aafpdvov.

Intellexa

45. To xotaockomevTikod Aoyiopukd Predator twAeiton péom tng Intellexa, pog kowompa&iog
TOAMTOV KATAGKOTEVTIKOV AOYIGHIKOD e Tapovsio, uetald dAlmv, oty Kompo, v
EXLGSa, v IpAavdia kot tn Tadrio. O Tal Dilian, o omoiog giye mponyoduevn
otadodpopia onv Iopanivny Apvvtikny Avvaun, idpvce v kowvompaéio otnv Kompo.
H 6g0tepn mponv 60luyoc tov, Todwvr| vankoog, Sara Hamou, eivat kevipikn
TPocOTIKOTNTA 6T0 TTePimAoko diktvo etarpeidv. O Tal Dilian éyel amoxtioet eniong
poAtélikn Wayévewn. To Yrovpyeio EEotepikmv g EALGSac, To omoio eivar appddio
Yo T VO TV aOEWDV £EAY®MYNG, ONA®GE OTL dev yopnynOnkav adeieg e€aymyng
otov oo etarpeldv Intellexa®®. Qotdoo, cOpEova pue TANpoopisg, ol etapeicg
Intellexa pe €dpa v EALGSa e€nyayav ta Tpoidvta Toug 6To MravykAavTEg Kot 68
ToLVAdyIoTOV pia apaPikh xdpad®??. Tio Aentouepn meprypagn oyetikd pe v Intellexa,
BA. To ke@dAao Yo TN Propnyovic KOTAGKOTEVTIKOD AOYIGUKOD.

Krikel

46. H Kirikel eivar n wpotipdpevn mpoundevtpro e£0mMSO0 Yo TIG EAANVIKES 0pYES
ac@drelag Kot enPoAng tov vopov. Eivor eniong n avtinpéconog oty EAAGSA Tng
RCS Lab, piog rtaiikng etoaupeiog mov twiel Aoyiopikd mapoakorovnong. Erutiéov, o
IMévwvng Aappdvoc épetar 0t katéyxet to 50 % g Krikel, péow piog dAing etoupeiog
nov ovopdletar Mexal®!. Qot000, dev Qaivetal va gival Suvatov vo TpocdloploTel ue
BePardra mwotog givar o TeEAKOG Tparypatikds duaovyog g Krikel, mapd tig
ToAVaP1OLES CLUPAGELS TNG LE TIG KPOTIKES aPYEC.

47. To 2014, n etapia lovikn Texyvin tov ['dvvn AaPpdvov toindnke oty Tetra
Communications 6to Aovoivo. Katd to 1610 €tog, n lovikn Teyvikn eivon pio omd Tig
TPELS ETOPELEG TOV dDPIGAV Ta GuoTHHATA EMtkowvmviag Tetra to eAAnvikd Yrovpyeio
ITpootaciog tov ITolitn®2. H dwped ¢ Tetra dievkolbvOnke omd topeio pe édpa
DLOpVTO, EMTPEMOVTOS TNV TAPAKOUYT] TOV TOKTIKOV O10OIKAGUDV VTTOPBOANG

8 Inside Story. Who signs the exports of spyware from Greece and Cyprus?

8 Haaretz. As Israel Reins in Its Cyberarms Industry, an Ex-intel Officer is Building a New Empire.

% Inside Story. Who signs the exports of spyware from Greece and Cyprus?

! There are several connections of interest here. Lavranos sold his in Athens based family home at a price below
market value to Albitrum Properties in April 2021. The representative of Albitrum Properties during the sale was
Felix Bitzios’ half-brother Theodoros Zervos. Albitrum is a Cypriot company and has as its shareholder Mexal
Services Ltd. Mexal Services owns 100% of Eneross Holdings Itd. Eneross Holdings in addition owns Krikel.
Giannis Lavranos’ registered office is at the same address as Eneross Holdings and Mexal Services in Cyprus.
See: InsideStory. Predatorgate’s invisible privates. and tvxs. G.Lavranos behind KRIKEL - How the deception

of the Parliament was attempted [Revealing documents].

2 Inside Story. Predatorgate’s invisible privates.

PE738.492v03-00 18/63 PR\1267987EL.docx


https://insidestory.gr/article/oi-exagoges-spyware-apo-ellada-kai-kypro
https://insidestory.gr/article/oi-exagoges-spyware-apo-ellada-kai-kypro
https://insidestory.gr/article/oi-aoratoi-idiotes-ton-parakoloythiseon
https://tvxs.gr/news/egrapsan-eipan/o-glabr%C3%A1nos-p%C3%ADso-ap%C3%B3-tin-krikel
https://tvxs.gr/news/egrapsan-eipan/o-glabr%C3%A1nos-p%C3%ADso-ap%C3%B3-tin-krikel
https://insidestory.gr/article/oi-aoratoi-idiotes-ton-parakoloythiseon

pocop®v. H dwped otnv eAAnvikn kuépvnon éywve dekt to 2017. To 2018, n
Krikel vréypaye cOppacr cuvimpnong kot mapoyng TeXVIKNG vTootpEng vyovg €10,8
exatoppvpiov EUR. O dwyepromg g Krikel Stanislaw Pelczar vréypaye €&
ovopatog g Krikel, aAld paivetor 6Tt o Aafpdvog coppetelye avemionpo oTic
dampoyporedoelc kab’ 6An ) didpkeld Tovg. H Kpikel éytve onuavtikn
mpounBedrpra Tov EAAnVikoD Yrovpyeiov Ilpoctaciog tov [Toditn. And 1o 2018,
vréypoye entd CLUPAGELS e TNV EAANVIKT KVPEPYNON, €E1 €K TV omoiwV glva
andppnTec’.

48. H etoupeia Krikel €ywve emiong tomukn avtimpocwmog g 1taAtkng etoupeiog RCS Lab.
Tov lovvio tov 2021, n EYII ayopace éva cuoTnpa TopakoAovOnong TNAEPOVIKOV
cuvdlaAéEemv amd o RCS lab péow g Krike?%¢. Tnv emoyn ekeivr, 0 Aquntpiadng
NTav VIEELOLVOG Y1 TIC ETAPES petaly ¢ KuPEpvnong kot g EYTIL Opiopéveg mnyéc
£€XOVV TEKUNPLDOGEL OTL KATA TNV EYKATAGTACT] ALTOV TOV VEOL GLGTNUATOC Y AONKE
VAKO OV TEPLEiE TANPOPOPIEG CYETIKA LE TV TOPAKOAOVONGT TV AVOPOLAAGKT Ko
Kovkdikn, ka1t mov @épetor va TpokAndnke omd teyviko tpopinua’’. Qotdco, GAleg
mY£Eg woyvpiotnroy 6Tt 0 KovtoAéwv di€tate tnv KatasTpopn Tov apyeiov otig 29
TovAiov 2022°%,

49. A&iler va onuelmdel 6t mapatnpndnke nog epyaldpuevor g Krikel epydloviav oty
Ketyak, vrotifetan agpiiokepddg. Daivetal dtL xopnyrBnke otnv Ketyak mood 40 ekat. EUR
arno tov Mnxaviopod Avakapdng kot AVOEKTIKOTNTAC, LECW EUTILOTEVUTIKAC Stadikaaoiag
uTtoBoAng poodopwv BACEL LUCTLKAG amodacng Tou mpwbumoupyou.

Epmhoxn Mritliov ko Aappévov

50. O Mmitliog ko Aappdvog cvppeteiyav evepyd otn ocvotaon g Krikel to 2017. And
KOWoL S10pyavmacay tov d1optopd Tov IToAwvol diknydpov Stanislaw Pelczar wg
dayeipiotn g Krikel tov Oktdfpio tov 2017%. H etoupeio tov Mritliov Viniato
Holdings Limited tpoceAnedn ot cvvéyeia and v Krikel wg copfoviog and tov
Iavovdapio £mg Tov Avyovoto tov 2018 Evavtt apopng mepimov 550 000 EUR (poiovott
n Krikel giye xbxho gpyacidv pévo 840 000 EUR katd to id10 £10c)!%.

51.  Oi1Mmitliog kxou AaBpdvog amotedohv 600 PBacikd TPOCOTTO Y10, TNV TAPOYN VAIKOD

EMKOWVOVING KOt TopaKoA0LONONG G€ KPaTkoOS popels, Onmg 1 actuvouia kot EYTL
O Mritliog dtadpapdtioe KaBopiotikd poio otny etarpeia Tov twAiet to Predator. Hrav
AUPOTEPOL KOVTH GTOV ANUNTPLAST Kot ETOPEANONKAV Kol 01 JVO TOVG OO EMKEPOELG
onuooteg ovuPdoets. Eroeeindnkay amd ) vopikt tpomomoinomn g véag KuBépvnong
LE TNV om0l amrodeGUEVONKAV To OECUEVUEVA TEPLOVGLOKA TOVG oTotXEla. Elyav
KivnTpO Y1 TN ¥P1O1 KOTOGKOTEVTIKOV AOYIGUIKOV Katd Tov Kovkdakn. Yrdpyet moAd
TPOPAVIS Kol LYNAOG KivOuvog chYKpoLoN g GLUPEPOVTMOV Kot dtapBopds 6To mhaicto

%3 Inside Story. Predatorgate’s invisible privates.

% InsideStory. Predatorgate’s invisible privates.

% Hellas Posts Engllish. The EYP supplier contaminates smartphones in Greece as well.

% TVXS. G. Lavranos behind KRIKEL - How attempts were made to deceive the Parliament.
97 TVXS. G. Lavranos behind KRIKEL - How attempts were made to deceive the Parliament.
98 Buractiv. Greek MEP spyware scandal takes new turn.

99 TVXS. G. Lavranos behind KRIKEL - How attempts were made to deceive the Parliament.
100 TnsideStory. From Koukakis to Androulakis: A new twist in the Predator spyware case.
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NG EUTAOKNG EMYEIPTLATIKOV GUUPEPOVIMV, TPOCHOTIKAOV CYECEDV KL TOMTIKDOV
deopdv. Emmiéov, Ba etvar oe Béomn va Tapdoyovv kpiciues mAnpopopieg GYETIKA LE
™V andKTnon Kat ) xpron tov Predator otnv EALGSO.

Nouko mraicro

52.  H EAGSa dwobétel kat’ apynv £va apKeTd 16Yvpo VOUIKO TAaic10. Q6TOG0, 01 VOUIKES
TPOTOTOMCELG £XOVV OTOOVVOUMCEL TIG KPIGIUES O10GPOMOELS KOt Ol TOALTIKOL
dropiopoi og Pacikég BEcelg amoTeLobV EUTOSI0 Yo TOV EAEYYO KOt TN Aoyodoaia.

Ex tov npotépov éheyyog

53.  Zmv EAAGda, n HOAVVON GUGKELNG LUE KATAGKOTEVTIKO AOYIGHIKO OTOTELEL TOVIKO
adiknua, onwg opiletar og 014Popa ApHpa TOL EAANVIKOD TOWVIKOV KMOKA,
cuumepAapBovoprévou Tov apBpov 292 oyeTikd Le To eYKANUATO KOTE TNG AGPAAELNG
TOV TNAEPOVIKOV ETKOVOVIOV, TOV apBpov 292B oyetikd pe v TapeUmodion e
Aertovpyiog TV cLGTNUATOV TANPOPOPLOV, KaBMS Kot Tov dpBpov 370 cyeTiKd LE TIg
TapoPLicelS TOV amoPPNTOL TV EMGTOA®V. EmumAéov, n Tapaywmyr, TdAnon,
wpoun0eta, ¥p1on, ELGAY®YN, KOTOYN Kol dtovoun KakOBOLAOL AOYIGHIKOD
(ovumeptlopufovouévou ToV KOTOGKOTEVLTIKOD AOYIGUIKOV) OmOTEAEL EMIONC TOWVIKO
adiknuo, Omwg meptypapetat 6to apdpo 292I" Tov eAAnvikov IMowikov Kddwka!!,

Ipaén vopoBdeTikov mepreyopnévov

54.  Metd T1g amoKaAVYELS Yia TIS TopaKolovdncels, o tpmbumovpyds Mntcotdkng
npotEVE aAlayEG oTo mAaicto Asttovpyiag g EYIL Mia and tic addayég autég elvon n
0¢omon g [Ipdaéng NopoBetikov Iepreyopévov and v kvPépvnon otig 9 Avyovstov
2022. H mopdypagpog 2 tov apbpov 9 tov vopov 3649/2008 emikaiponoteiton Kot TAEOV
arouteiton yvopododTnon g Moviung Emtponiic ®@sopdv Kot AlapAavelog GYETIKA e
Tov doptopd tov doknth g EYTI?2, Qotdc0, dedopuévou 0Tt 10 KuPepvdV KO
owabétel emi Tov TapOVTOC amdAVTN TAEOYNPia oty E1dik) Movyun Enitponn Osopmv
kot Atapdvelog tov KowvoBovAiov, evékpive tov d1opiopd tov K. Agpipn og véov
owowknt ¢ EIIN, evd 6Aa ta dAda KOpporta e avtimoAitevong téydnkay kotd tov
doptopot owton!%, Moapepmntdving, o dedtepog vrodiokntic g EYTI givan o
Aoviong Mehtoidng!®, mpdnv uélog tov Wiaitepov ypageiov tov Tpwbumovpyov,
eVD €vag AALOG LTOS10IKNTNG Elvat 0 Avactdolog MntoldAng, Tpdnv vITdAANAOG TG
Néag Anpokpatiog'®.

Kortaotaitikog Eheyyog

101 JCLG. Cybersecurity Laws and Regulation Greece 2022.

102 Efsyn. What (does not) change with the Act of Legislative Content for EYP.

103 K athemirini. Themistoklis Demiris: His appointment to the management of EYP was approved by a majority.
104 Ekathimerini. National security takes center stage.

105 Greek City Times. Greek PM appoints new security and intelligence chiefs.
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55. Amd 102019, o1 evépyeteg g EYII. tehovv vid tov dueco Eleyyo tov Tpwbumovpyon
Kvprakov Mntootdkn érnetta amd ariayr tov vopov petd ) vikn g Néog
Anpoxporiog o 201919,

56. To amdppnTO TV EMKOWVOVIDV, OTMG TPoPAENETAL GTOV VOO 2225/1994, 0pilet 6Tt TO
ev A0y amdppnto umopel va apbei povo oe mepmtOoElg £BVIKNG AGEAAELONG KO Y10, TN
dtepevvnon cofapav eykAnudtmv. Metd v dpon Tov amopprtov, 1o dpbpo 5 Tov ev
AOy® vopov opilet 6Tt AAAE. pmopel va eviep®GEL TOVS GTOYOVS TWV EPEVVDV, VTTO
mv Tpodndheon 0t dev drakvPevetor o okondg g £pevvag!?’. To dikaimpa Tov
aTOUOL Vo £xel TPOGPOCT GE TANPOPOPIEG GYETIKA LE TO KATH TOGOV TO €V AOY®
TPOCMOTO OMOTEAESE AVTIKEIILEVO TAPOKOAOVONOMG TEPLYPAPETAL GTOV VOO
2472/1997'%, Qotdc0, 6ty Tov Maptio tov 2021 1 AAAE kowomnoinoce otnv EYTI 1o
dwaiopa evnuépmong tov Kovkdkn, n kuBépvnon katébece apéome v tpomonoinon
826/145 otig 31 Mapriov 2021, pe v omoia katapyndnke n dvvatdtnta g AAAE. va
EVIUEPADVEL TOVC TOAITEC Y10 TV GpoT TOL amoppNTOoL TV EMKOW®VIHOV!?. Tovto
oTEPEL EK TOV TPAYUATOV 0TO TO ATOWO TO dkaimpd Tov oty evnuépwon. H
tpomonoinom ewonyOn pe e€apetikd mopdrumo tpomo. [Ipoctédnke oe Evav evielmg
doyeto vopo (vopoosyedio yo ta pétpa covid) kot dgv tnpnnkav ot tpobecpiec wov
amorrovvtor omd to Zovraypa! 02 Oc gk TovTov, dev vafpée KaTdAANAN dodikacio
dapovievong.

57. Ot 3uvatdTNTEG KATAGTOATIKOD EAEYXOV OTOOVVOLMVOVTOL TEPULTEP® ATO TO YEYOVOG
ot EAAGSa dev €xel axdun epapprocel TAnpmg v odnyia g EE yia tovg pdpropeg
dnuociov cvueépovtog! 3.

Anpoclog reyyog

58.  H EALGda xotatdoceTon otn apunAotepn 0éomn petadd oAmv tov yopov g EE otov
IMaykoouio Agiktn Edevdepiag tov TOmov yio to 2022: 1081 otig 1804 To 2021
doropoviinke o onuocioypdeoc INopyog Kapaifdal. H dolopovia dev £xetl axoun
emivbel. Ot dnpoc1oypdeot avtipet®nilovy EKPOPIGHO KOl CTPATNYIKES OyWYEG TPOG
anobdppovvon g ovppeToyns Tov Kotvod. O I'pnydpne Anuntpiadng! ! véfoie
OTPATNYIKES OY®YES KATO TNG GUUUETOYNS TOV KOWVOU KOTA TV EWONGEOYPAPIKAOV
npaktopeimv Reporters United kou «Epnuepida tov Zvvtaktdvy (E@.Zvv)!o apoh
avaykdotnke vo toportnel. O vrovpydg Owovopov emdimée va duvcoenuicet v
onuoctoypago tov Politico, Nektapia Ztapovin, vrovodvtag 0Tt Ta ApOpa TG oYeTIK

106 Eyractiv. Another Greek opposition lawmaker victim of Predator.

107 Constitutionalism. Contradiction of article 87 of Law 4790/2021 with the guarantees of the ECHR for
safeguarding the confidentiality of communications.

108 Dpa. Law 2472/1997 on the Protection of Individuals with regard to the Processing of Personal Data.
109 https://www.reportersunited.gr/8646/eyp-koukakis/

110 Hellenic Parliament. Constitution.

111 Hellenic Parliament. Rules of Procedure of the House.

112 Govwatch. Violation of the legislative process for amendments in law 4790/2021.

113 https://ec.europa.eu/commission/presscorner/detail/EN/inf 22 3768

114 hitps://rsf.org/en/index

115 Tagesspiegel. .

116 EUobserver. Greece accused of undermining rule of law in wiretap scandal.
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LLE TO OKAVOOAO TOV KATUGKOTEVTIKOD AOYIGUIKOD TaV TOMTIKA virokvovueva!l”,
Ovtwg, 600 and ta Odpata Tov Predator, ot Kovkdkng kot Moty obong, eiyav kdvel
EMKPITIKA PEMOPTAL GYETIKA pe VTOBEGELS O10pOopaG Kal amdtng, Kabhg Kot TV
kaxopetayeipion tov petavactov. O Tdoog TéALoylov kot 1} EAila Tplavtagpviiov
avaeEépOnkay 610 GKAVOAAO TOV KOTAGKOTELTIKOV AOYIoUIKOD Kot eikdletal Ot

€0 Kav Vo Tapakorlovinon ! 8.

Méoa npocpuyng
H EOvikn Apyn Aw@averog

59.  Zmnig 22 lovAiov 2022, 1 EBvikn Apym Aapdavelog (EAA) Eexivnoe Epevva oyeTikd pe
v ekalopevn ayopd Tov KOTAoKOTELTIKOD Aoyiopikov Predator amd to Ymovpyeio
[Ipoctaciog tov [ToAitn kou tnv EYII. Zto mhaicio tov eAéyyov e€etdotniay n
EMnvicy Actovopia, n EYTI ko ot etanpeieg Intellexa kon Krikel. H EAA oloxAnpwoe
v ékBeon g otig 10 lovAiov 2022, addd véPare v £kBeon oy EYII yua
nponyovpevn éykpion. H emionun ékBeomn mov eotdAn otov Kovkdkn otig 22 IovAiov
TepLapPave HOvo KAGOUOTO TOV TATPOVS EAEYYOL OV dtevepynOnke and v EAA.
210 TAOUG10 NG TPOCTOGING TOV OEOOUEVOV TPOCSHOTIKOD YOUPUKTNPO, APopEONKaY
dtapopa ovopata amd v £kBeoT), CLUTEPIAOUPAVOUEVOV TOV OVOLATOV TOV EAEYKTOV
g EAA, tov swoayyeréa g EYII mov éheyée v apyikn ékBeon g EAA kot tov
SKNYOP®V KoL AOYIOTAOV TOV EUTAEKOUEV®OV VOUIKOV TPOc®OT®V! 1P,

60. H éxbBeon g EAA katéinée oto ocvpnépaocua 6011 t6so n EYII 660 kot 1o Yrovpyeio
[Ipoctaciog tov [ToAitn dev elyav cuvayel cupPdcelg pe v Intellexa kot dAieg
ocuvoedepéveg eBvikéc etaupeiec. Emiong, dev elyav ayopdoet 00Te ¥pNGILOTOUCEL TO
KOTOoKOTEVTIKO Aoyiopiko Predator!?’, Qotdco, 1 EAA dev diepedvnoe Toug
tponelikovg Aoyapracpovg g Intellexa kan tng Krikel, ovte 11 cuvdedepévec
vrepakrtieg etapeiec. EmmAéov, n EAA emoképnke ta ypapeia g Intellexa kot tov
Krikel povo petd amd 2 pnveg, ondte ol epyaldpevol epydlovray Kat’ oikov AOym g
nmoavonuiog COVID-19. EmnpocOeta, n EAA 6ev cuvavtiOnke pe vopipovg
EKTPOCOTOVG TOV £V AOY® eTOLpEIDV!ZL,

61. Ymapyovv epotnuatikd oyxetikd pe v aveéaptnoia g nyeciog g EAA. Ilpoécopara,
N EAA éywve mpo1o6éAd0 KabdOG doTumddnKay vTovoles Yo GIAOKLBEPVITIKN
pepoAnyia katd TV ekndvnon £KBECNC GYETIKA LE TIG EMOVOTPOMONCELS
petavootdv'?2. O dievbuvng e EAA, tpdnv vrdAiniog tov Mntootdkr, dev
ocuvvavtnke pe v PEGA koatd ) didpkela g amocstoing tov Noéuppio tov 2022.

Apy Awao@aiiong Tov Amoppntov TV Emkoivoviov (AAAE)

17 https://www.ekathimerini.com/news/1191760/foreign-press-association-rejects-targeting-of-journalist-by-
govt-spox/

118 Heinrich-Bo6l1-Stiftung. In conditions of absolute loneliness.

119 InsideStory. From Koukakis to Androulakis: A new twist in the Predator Spyware case.

120 InsideStory. From Koukakis to Androulakis: A new twist in the Predator Spyware case.

121 InsideStory. From Koukakis to Androulakis: A new twist in the Predator Spyware case.
122https://www.politico.eu/article/greek-transparency-agency-report-data-breach-migration-european-
commission/
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62.

Tov IovAo Tov 2022, o Nikog AvopovAddkng emPBePainoe Ot elxe vroPdrel Katoyyeiia
oV Ewoayyehia Apegiov [Tdyov 6t1 gépeTar va GTOYOTOMONKE |LE TO KOTOGKOTEVTIKO
Aoylopuko Predator otig 21 Xentepfpiov 2021. Metd v katayyeiio Tov AvopovAdxn,
n AAAE dpopordynce épevva tov Avyovoto tov 2022, Eekvavtag e T Aym
TANPOPOPLOV OO TOV TNAETIKOWVMOVIAKO TAPOYO TOL AVOPOLAAKT).

Emrpom Oeopav kot Avo@averog

63.

Tov lovAo tov 2022, n Emitpony Osopmv kot Atapdvelog kdieoe tov KovtoAéovta kot
tov mpodedpo g AAAE, Xproto Paupo og kotvofovievtiky akpdoaon. Katd
duapkela g axpoéaons ovtng, o Koviodéwv mapadéydnke 6tin EYII eiye
Kataokonevoel Tov Oavdaon Kovkdkn yioa Adyovg eBvikng acpdieioc, aAld oNAmoe Otl
dgV YVOPLLE TNV amOTEPA YAKIVYK TNG GLGKELNG TOV AVOpovAdkn pe to Predator. O
KLPepYNTIKOG EKTPOS®OTOG, ['dvvng Otkovopov avEépepe OTL 01 EAANVIKES apyEG OeV
anEKTNoAV 0VTE YPNOLOTOINCAV TOTE TO KATACKOTELTIKO Aoyiouikd Predator! 3.

KowoBovievtikn e£eTaotiki) emtpom)

64.

65.

66.

H npotaon tov képpatog [TAXOK-KINAA yia ) 60cToon €E€TAGTIKNG EXLTPOTNG
oYETIKG pe TNV ekalOpevn xPHoT KOTAGKOTEVTIKOD Aoylopkon!?* eykpiOnke amd 142
BovAgvtég Tng avtumohitevong, evd ot 157 Bovievtég tng Néag Anpokpatiog ameiyov!?.
Qotoco, N NA giye anoivtn mheloyneio oty e€etactikn emtponn. Ot eKKANGELS Yo
éva owepég [poedpeio amoppipdnikav. H NA xabopioe 1o mpdypappa epyosiog Kot Tov
KATAAOYO TV LopTOp®V oL Bo KANBoHV, Kot amépprye apKeETONG Ao TOVS LAPTVPESG
ov TPoTEWVAY T KOUOTA TG avTimoAitevong. H emtponn cuoetddnke otic 29
Avyovotov 2022. Apyioe Tig epyaciec g otic 7 ZemtepPpiov 2022 kot OAOKANPpOOE TIG
epyooieg g otig 10 OktwpPpiov 2022.

H xvBepvntikn mhetoyneia oty emnitponn) apvidnke va tpockarécel Tovg Mmitlio Kot
AaBpdvo, alAd Tpookdiece Tov Zraudtn Tpipmain —vov dwyeiproty g Krikel—
kot tn Sara Hamou. Xt1¢ 22 XentepPpiov, o Tpipumoaing katébeoe evamiov g ev MOy
KowvofovAevtikng enttponnc. O Tpipumaing Tapovciace KOTAPmPo YELOELG
TANPOPOpPieg oYETIKA e TN cvppetoyn Tov Mrit{iov kat tov Aafpdvov oty Krikel,
woyvpiiopevoc, neta&d aAlmv, 6t o idrog nTav Wioktnng g Krikel!2°,

Mia pdptupag, n Sarah Hamou g Intellexa, woyvpiotnke 611 dev givar oe Béom va
eueaviotel avtompoodnwg (av kot et oty Kdmpo), Kot g enetpdnn vo vroPdAet
YPOATTEG amavTNOELG. Aedopévon 0Tl dev KATESTN duvath 1 eEaymYT| KOWV®OV
GULUTEPACUATOV, KAOE pEPOG dnpocicvae T 01kn tov £kBeon. [lepimov 5 500 celideg
EYYPAP®V, GUUTEPIAAUPOVOUEVOV TOV TPOKTIKOV Kol TNG kKatdbeong g Xapov £xovv
Swpabuotel, av kot eumintel €€ olokAnpov oty apuodtotnta Tov KotvoBoviiov va ta
amoyapoktnpicst. [TapaddEmg, emopévms, N EEETAGTIKY EXITPOTN| YPTCIUEVEL Y10, TV
TPOCTAGIO TOV TANPOPOPLDV, KoL OYL Y10l TNV Tapoy] TPOGRUCN S GE AVTEC.

123 Reuters. Greek intelligence service admits spying on journalist - sources.

124 Tovina. Interceptions: Committee of Inquiry to monitor Androulakis - Pasok’s proposal in detail.
125 Tovina. Parliament: The examination for the attendances from 2016 was passed - With 142 ‘yes’.
126 TVXS. G. Lavranos behind KRIKEL - How attempts were made to deceive the Parliament.
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O o716y 01

67.

Koatd tov xpdvo cvuvtaéng tov mapovtog eyypaeov, ixe dnpootevdet katdioyog 33
ovoLATOV oTOY®V. Agv glvar duvatn N AETTOUEPNS AVAAVOT) KoL OV £ovV KivnOet
aKoun emionueg épevves. 201060, N AVAALGN TOV MY®OV TEPMTOCEDV TOV £lvail
YVOOTEG LEYPL OTIYUNG TOPEYEL LI APKETE GOON EKOVA TV VIO £EETOGT CNTNUATOV.

BOavaong Kovkakng

68.

To xorokaipt tov 2020, n EYITH €0gce vtd mapoakorohOnomn Tic tThNAEQmVIKEG
cLVOLIAEEELS TOV dNpOGLoYPAPov Bavdon Kovkdkr. Katd m didpketa g meptddov
aLTNG, £Kave pemoptdl yio otkovoukd Bépata, HeTald TV omoimv To GKAVOUAO TNG
Libra/TpaneCog [ewpaung, oto onoio gumiéketor o DEME Mritliog, kot tnv ekalopevn
@opodtapvyn Tov EAAnva emyeipnuatio ['évvn AaBpavov, kabmdg Kot apglieyouevovg
tponelikovg vOpovg mov Beomictnkay amd v KuBépvnon Mntcotdk, ot onoiot
TopeUTONLav T dmEN ™S VOUHOTOINoNG €600MV Omd TAPAVOUES OPUGTNPLOTNTEG Kol
GAL®V OIKOVOUIK®V TOPUTTOUATOV (TPAyLaTL, 1] AvVAOPOULKN 10YVG lYe OC OMOTEAEG L
™mv eykoTdlenyn dmdeko ekkpep®dv vrobicewv)!?’. O Kovkdkng epgvuvovoe eniong tnv
mpounfeta véwv dertiov TanToOTNTS, OTOL 01 Aafpdvoc kot Mritliog giyav
EMYEPNUOTIKO cLpPEpov. Kovtd oty nuepounvia tov Kovkdkng mapovsiaostnke yo
TPOTN Popa evomov g emtponn|g PEGA, n mtpoéckinon vmofoing mpocpopidv
Eapvika amochpOnke kot Tapott)Onke 0 apprddI0g YEVIKOG YPUUUATENC.

Nikog Avopoviakng

69.

70.

21 21 XentepPpiov 2021, o Nikog AvOpovAdKnS, NYETNG TOL KEVTIPOUPLGTEPOD
ITAXOK-KINAA ot BovAevutig tov Evponaikod KowvoBoviiov, otoyomomdnke pe 1o
KOTAOKOTEVTIKO AoYiopiko Tov Predator dtav 6tdAdnKe KakoOBovAn cuvoeon 6To

MAEQmVO Tov!28. O Avdpovddxng édaPe éva uqvopa to ontoio Eypage «Let’s get a little

serious, man, we've got a lot to gainy». EmumAéov, to pivopa teptihaupave cOVEEGHO yio

TNV €YKOTAGTOGT TOV KOTACKOTELTIKOV AoYyiopuikov Predator 6to tThAEQmVO TOL, GAAG,
og avtifeon pe tov Kovkdkn, o Avopovrdakng dev ékave KAK GTOV GOVOEGHO TOV TOV
elye amootaiei!?,

H mapakorovdnon evog molrtikod eivar eEapeTikd acvvnOIoT Kot To EAANVIKO
Xovroypo tpoPAénet €101k tpootacio twv moltikwv. H EYIT apveital omoladnmote
EUTAOKT otV mapakoiovdnomn pe Predator. H kuBépvnom avéepepe apyikd og mbavd
oevapla EEveg duvapelg mov vrotiBetal 6t {iTnoay v Tapakoilovdnon Tov
TNAEPOVIKOV GUVOLIAEEE®MV TOV AVEPOLAGKN 1 OTL AGYOG UTOPEL VoL TAY 1] GUUUETOYN
tov o emtpony) Tov EK appddia yia tic oyéoeic pe v Kiva. Kopio and avtég tig
vrobécelg dev ftav Wiaitepa agdmiot. H mapakorovdnon mpaypoatonombnke og
TOMTIKO TAaic10 emkeipevav eKAoYdV. Ot dnpoockomnoelc TposPremay 6t Néa
Anpoxpartia Oa Eyave v andAvtn Tistoyneia tg. To ITAZOK 6a ftav 10
TPOTIUDOUEVO KOUO GUVEPYUTinG o€ TVYOV cuvacTioud. To elvoémmpo Tov 2021

127 Inside Story. Who was tracking the mobile phone of journalist Thanasis Koukakis.
128 InsideStory. From Koukakis to Androulakis: A new twist in the Predator spyware case.
129 Euractiv. EU Commission alarmed by new spyware case against Greek socialist leader.
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VINPYOV TEGCEPLS LITOYNPLOt Yia TNV Nyecia tov [TAZOK, kabévac amd Tovg omoiovg
elye SLOPOPETIKES OMOWYELG CYETIKA LE EVOV TETOL0 GUVACTIIGHO. A€yeTal OTL O
AVOpOoVAAKNC NTAV OVOIKTOG GTNV 10€0, aAAE Oyl VIO TNV TPWBLTOVPYia TOV
Mntootakn. Evag dAloc vtoyneog, o Avdpéag AoBépdog, iye vanpenoetl vopitepa
®G VoLPYOg o€ cvvacTiopd Néag Anpokpatioc-ITAZOK, kot OewpnOnke 611 Oa vjTov
10 VIOOTNPIKTIKOG. Emiong, yvdpile Tov Anuntpiadn. O Mavoing Obwvag, to de&i
YEPL EVOC AALOL VITOYMEiov, avapépOnke emiong 0Tt cuyKataAéyetan petald eKetvav
Tov glyav otevoTepes oyéoelg pe T Néa Anpokpatio Kot tov Anuntpiddn. H
onuocigvon tov Katahdyov AAL®VY ewalopevoy otdymv amd v Documento evioybet
NV VIoYia TOAMTIK®V AGY®V Yo TNV TopakorlohOnon. Aev vtapyovv amodei&els yo
Kopio ard avtég TIG VITOBEGELS, OAAG Elval ONUAVTIKO QVTA Ta EVOEXOUEVA VOL
dtepeuvnBovV Kol VL ATOKAEIGTOVY OOV £ival SLVATOV.

X1a0pog Mairyovong

71.  Zmig 13 NoepuPpiov 2021, n Epnuepidva tov vvroktov (Ee.Xvv) arokdivye 6tin EYII
QEPETAL VO TOPAKOAOLOOVOE TIG TNAEPMOVIKES GUVILOAEEELG TOAADY dNUOGLOYPAPOY
oL £Kavay pEMoPTAl oxeTikd e vrobéoelg mpooeHymv. Ecmotepikd £yypago e EYTI
éoe1&e 0t M EYII diétaée v mopakorovOnon Kot T cLALOYY S£00UEVOV Yo TOV
"EAANVO. dnpoctoypdeo Ztavpo Maiyovdn 30131, O MoAryovdng ypaes yio éva
12ypovo madi amd ) Zupio Tov eEavaykdotnke vo (NoEL Yo apkeTONS UNVES GE
6TpoTOTESO Kpatnomng otnv Km!32.

Xpiotog Xripting

72.  2tc 15 NoguBpiov 2021, o mpdnv vrovpyods YTodoudv Kot OVAELTHG TOL KOUUOTOC
YYPIZA, Xpfotog Zrnipting otoyomoOnke 6To Kivntd ToL THAEP®VO LE TO
KOTOOKOTELTIKO Aoylopko Predator!33,

Taoog Térhoyrov, EAila Tpravta@iirov kot @odmpic Xovopoyravvog

73. O Tdoog Terroyrov kar 1} EAiCa Tpravtagvirov eikaletar 6t £govv Katackomevdel
KOTA TN OIGPKELD TOV EPEVLVNTIKOV TOVS £pYacidV Y To Inside Story.

Al)lor 6TO)OL

74. 211529 OktoBpiov 2022 avaeépOnke 0TL Ko GAAOL TOAMTIKOL El)0v GTOYOTOMNOEL e TO
KOTOOKOTEVTIKO Aoyiopkod Predator, copmepidapfovopévov vog vrtovpyov g
KuPépvnomng o omoiog dev giye KoAéC oyéoelg pe Tov Tpwbumovpyod. EmmAéov, éva dAro
pérog g Néag Anuokpartiog eépetat va ELape cHVOEGHO Yol TV EYKATAGTACT] TOL
Predator’34. O k. Owovopov —kuPepvntikdc eKTpOc®TOc— dRAMGE OTL TO ApOpo dev
Baoiletal oe cuykeKPUEVO OTOJEIKTIKG oToteia! .

130 Efsyn. TToAiteg o8 kaBeotdg mapakorohdnong amd tnv EYII

131 Spolomon. Solomon’s reporter Stavros Malichudis under surveillance for ‘national security reasons.
132 BalkanInsight. Greek Intelligence Service Accused of ‘Alarming’ Surveillance Activity.

133 Ekathimerini. Former SYRIZA minister says he was targeted by Predator.

134 Ta Nea. Four illegal manipulations by suspicious center.

135 Politico. Brussels Playbook: Lula wins in Brazil - Trick or trade - Grain deal woes.
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https://www.efsyn.gr/themata/thema-tis-efsyn/319063_polites-se-kathestos-parakoloythisis-apo-tin-eyp
https://wearesolomon.com/mag/accountability/solomons-reporter-stavros-malichudis-under-surveillance-for-national-security-reasons/
https://balkaninsight.com/2021/11/16/greek-state-spies-on-journalists-lawyers-civil-servants-report/
https://www.ekathimerini.com/news/1192923/former-syriza-minister-says-he-was-targeted-by-predator/
https://www.tanea.gr/2022/10/29/politics/government/tesseris-paranomes-methodeyseis-apo-ena-ypopto-kentro/
https://www.politico.eu/newsletter/brussels-playbook/lula-wins-in-brazil-trick-or-trade-grain-deal-woes/
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75.

2115 5 ko 6 NoguPpiov 2022, 1 Documento avépepe kotdAoyo mov mepieiye 33
OVOLOTO TTPOCHTMV OV GTOYOTOMONKAY UE KATACKOTELTIKO Aoyiouikd Predator!3.
Meta&h avtov teptrappdvoviav moAlot vynAoPadotl ToAtikol,
GUUTEPIAOUPAVOUEVOV HEADV TNG OTLEPIVIG KVPEPYNIONG, O TPDONV TPpWOLTTOVPYOG
Zapapag, o tponv Enitponog g EE ABpapdmoviog, o apyiouvTaktng Liog OIAKNIG
TPog TNV KLPEpvnomn epnuepidag, kot dropa 6to teptPaiiov tov Bayyéin Mapivdk,
TAOLOKTNTY, LEYIOTAVA TOV HEGMV EVIUEPMONG KO 1O10KTTN TOV TOO0GPUIPIKMDV
cLALOYV Olvumiakdg kot Nottingham Forest. Ot amokoAvyelg Tov KataAdyov
TPOKAAOVV HEYAAN avnovyia Oyl Lovo AOy® TV Wiaitepa TpoPePANUEVOV OVOUATOV
OV TEPIAAUPAVEL, OAAG KO ETELDT) VTTOONADVOLY OTL 1] KATAYPN G TOV
KOTOGKOTEVTIKOD AOYIGUIKOV £IVOL GUGTNUATIKT, LEYAANG KALOKOG Kol amoTeAEl LéPOg
LG TTOALTIKNG GTPOTNYIKTG.

1.A. Kborpog

76.

T7.

78.

H Kvnpog amotelel onpovtikd evpomaikd eEoymykd KOUPo yio tov kAEoo g
TapoKolovOnong. Zta yaptid, VIApYEL £Va 1oYVPO VOUIKO TAAIG10,
ocvunepthapfoavopuévev towv kavovav g EE, aAld oty tpdén n Kdnpog amoteiel
EAKLOTIKO TOTO Y10l TIG ETALPELEG TTOL TOAOVV TEYVOLOYiEG TOpaKkoAOVONONG. Q6THGO,
TPOSPATO GKAVOOAL EMANEQV TN GNUN TNG XDPOAG KOl AVAIEVETOL VO, OAOKANp®OETL TO
2023 o oelpd vE®V VOUOBETIK®Y TPOTOPBOVAIDYV Y10, TV GVGTNPOTOINGT] TOL VOUIKOV
TAGiov Yo TIg eorymyEg Kot T PEATI®OON TG GLUUOPPOONG,.

210 xopTid, VIAPYEL VOUKO TAIG10 TOV TPOPAETEL TV TPOCTAGIO TMV WIOTIKMOV
EMKOWVOVIOV, TNV eneepyacio dEG0UEVOV TPOSHOTIKOD YOPOUKTNP KO TO SIKOImLL0L
TOV ATOHOL GTNV EVNUEPWOT. 20TOCO, TNV TTPAEN, OTOV YiveTal eXikAnon TG BvikNg
OACQAAELNG, OEV VIAPYOVY CAPEIS KOVOVES TOV VO TPOPAETOVY TN (P10 CLOKELOV
TOPOKOAOVONOTG KOL TNV TPOGTOGIO TV GUVTOYUATIKOV SIKOUOUATOV TOV TOATOV.

H Kvnpog gaivetor va €xel moAd otevi) cuvepyasio pe to Iopond otov topéa twv
TeYVOLOYIDV TTapakorlovOnone. H Kompog diafoviendnke pe to Iopand kon tig HITA
GYETIKA UE TN pETOPPYOIoT TOL Vopikoy g mAaiciov. H Koumpog eivat dnpopiang
TPOOPISUOG Y10 TOALEG 1IGPONAVES ETAUPELES KATOGKOTEVTIKOD AOYIGHKOD.

Nouko mhaicro

Kavoviepog yra ta €161 durifqg ypnons

79.

& GUYKPIOT LE TO 1oYVOV VOLIKO TTAaic1o, 1 Kumpog pépetat va eivar LAALOV emEIKNC
OG0V aPopd TNV Tapoyf adeldV eEaymYNG O ETOIPEIEC KOTOOKOTEVTIKOD AOYIGHIKOH!3,
O etapeieg xpNOHOTOIOVV TEXVAGLOTO Y10, VO TOPUKAUTTOVY TOVS Kavoves. Andodn,
TO VMGHIKO TOV TPOIOVTOG AMOGTEALETAL GE OTTOOEKTPLAL YDPO YMOPIG VoL EXEL OPTMOEL
70 AOYIoHIKO o€ 0vTO!38. X1 cvvéyeia, To Aoyiouikd gvepyonoinong (to onoio
aVOQEPETOL EMIONG O «KAEWT AdEL0GY) amooTéEAAETOL YwPloTd pécm evog USB ot

136 Documento, edition 6 November 2022.
137 InsideStory. Who signs the exports of spyware from Greece and Cyprus?
138 InsideStory. Who signs the exports of spyware from Greece and Cyprus?
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https://insidestory.gr/article/oi-exagoges-spyware-apo-ellada-kai-kypro
https://insidestory.gr/article/oi-exagoges-spyware-apo-ellada-kai-kypro

ydpo Tpoopiopov'3. "Evag dAhog tpomog sivar va dnAmbel 6t 1o mpoidv eEdyetar udvo
Y100 6KOTOVG EMISEIENG, av Ko TpooTifeTon Aemtopepng meptypapr| Tov Tpoidvtoc'40.

80. TloAAéc wopanhvég etanpeieg Epyovrar oty KOmpo yia vo EEKIVIiGOVY TNV EVPOTOIKT
T0Vg dpactnprotnTal4l. Aldpopeg Tnyéc avépepoav emiong Oti 1 xdpa EULoEevel Tepimov
29 wponAvég etanpeiec!*?. To eumdplo KATAGKOTELTIKOD AOYIGUIKOD Kot Ot
OMA®UATIKES GYECELS GLVOELOVTAL GTEVE. (G avTAALQYLLO Yo TN O1EVKOAVVOT| TOV
adEIMV Yo lopanAvég etaipeiec, 1 Kompog épetat va £xel Adfet opiopéva and ta
TPOTOVTA TOL AVATTOGGOLVV Kot EEAYOVV Ol €V AGY® ETAPEIES, OTIMG TO KOTUGKOTEVTIKO
Loytouikd Pegasus oo v NSO, kabdg kot VMK KOTAGKOTELTIKOD AOYIGUIKOD ad
v WiSpear!44,

Ex Tov npotépov éheyyog

81. O vépog ylo v mpocTasiot TOV AmropPNTOL TOV WOIMTIKGOV extkovoviov 92 (1)/1996
opilet 6TL M aitnon ywo ™ YopnyNoN GO0 TOPAKOAOVONGNS IOIMTIKAOV EMKOWVMOVIOV
npénel va voPAlAeTon 6To dikaoThplo!4,

Kotaotaitikog Eheyyog

82. Xta yoptid, 1 mapofioon g TPocTaciog TV WIMTIKOV EMKOWVMVIOV GUVIGTE K TOV
vopov mowvikd adiknua. Ex tov mpaypdtov, n tapavopio avt cuyvd kpdpeton micw
and v enikAnon g eBviknc acpdletog!*e. Agv vdpyel vopobeoia mov vo KaADTTEL
TOV TPOTO LE TOV OTO10 1 ALGTVVOUI 1] AALEC VIINPEGIES TANPOPOPLOV YPNGLULOTOLOVV
TIG GLOKEVEG TAPAKOAOVONGNG, TO10¢ PLOUILEL TIC dradikacieg TapakoloHONoNG Kot TOV
TPOTO LE TOV OTOT0 SLOGPAAILETOL 1] TPOOTUGIN TWV GUVTOYLATIKOV OIKOUOUATOV TOV
ToAMT®V. Ol GYETIKOL KOVOVIGLOT Kol TPOTOKOAAN EKKPELOVV EML TOV TOPOVTOS GTY|
BovA tov Avtimposonmv tpog sulntnon ko £ykpion. I[1pog 10 mapodv, ot datdéelg
QUTEG EKPEVLYOVV TOV EAEYYOL !4,

Méoa Tpoo@uyNfc
83. O mpodedpog ™ Kumpov €xet onpavtikd Adyo 6Tov GYNUOTIGUO TNG EMTPOTNG TTOL Elval
og 0éom va Eexvnoet Epeuveg Yo Tig evépyeteg g KYTI. EmumAéov, ot etfoieg exbéoelg

LE TO TOpiopTO TG EMTPOTHG 0mocTEALOVTAL Tp®OTA 6ToV [Ipdedpo4s.

Boowa npoocmna 6TOV KAGGO TOV KUTUOKOTEVTIKOD AOYIGHIKOV

139 Philenews. This is how interception patents are exported from Cyprus.
140 Philenews. Export of monitoring software confirmed.

141 Philenews. Revelations in Greece: Predator came from Cyprus.

142 Makarios Drousiotis. Kpdtoc Magia. Chapter 6. Published 2022

143 Makarios Drousiotis. Kpdtog Maoia. Chapter 6. Published 2022.

144 Inside Story. Predator: The ‘spy” who came from Cyprus.

145 CyLaw. The Protection of Privacy of Private Communications (Interception and Access to Recorded Private
Communications Content) Law of 1996 (92(1)/1996)

146 Makarios Drousiotis. Kpdtoc Mogia.. Chapter 6. Published 2022.

147 Philenews. Legal but uncontrolled interceptions.

148 Report by Fanis Makridis. PEGA Mission to Cyprus on 01.11.2022.
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http://cylaw.org/nomoi/enop/non-ind/1996_1_92/full.html
http://www.makarios.eu/cgibin/hweb?-A=9104&-V=makbooks
https://www.philenews.com/koinonia/eidiseis/article/1580985
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84. O Tal Dilian éye1 drndpapatioet kaipto poro o mOAAEG amd Tig e€eAiEelg TOV
onuetwdnkav otv Kompo kot tnv EALGSa. Améktnoe t poAtélikn Bayévela to
2017, Eziong, vanpétnoe og dtdpopec nyetikég Béoeic otnv Iopanivi Apovtiky
Abvaun yio 25 xpévia tpotod anoctpatevdei to 200210, Egkvdvtog T otadiodpouio
TOV OG KEUTELPOYVOUOVOG € BEpaTO TAPOPOPLDV, ONUIOVPYOS KOVOTHTOV KOl KOTH
cvpponv emyepnpatiocy oy Kompo, o Dilian idpvoe v Aveledo Ltd., apydtepa
yvooth o Ws WiSpear Systems Itd. kot petd, g Passitora Ltd'>!.

85. Xtmv Konpo, o Dilian cuvepydomke oteva pe tov Abraham Sahak Avni. O Avni éyet
ocvvepyaotel oto TapelBov pe T1g Edikég Avvapelg g Iopaniiviig Actuvopiog og
e1dog vietéktif32, Tov NoéuPpio tov 2015 améktnoe v Kumplokn ayEvela Kot £vo
xpLo6 drafornpro Aoym enévévong vyoug 2,9 ekatoupwpiov EUR og akivnrals3. O
Avni idpvoe tnv xurpraxi NCIS Intelligence Services 1td!'>4, etaupeio n omoio @épetan
VO EUTAEKETOL LE TIG IOYVPOTEPES ETAPEIES LLE TEYVOAOYIKO TPOCAVATOMGUO GTOV
koopo'>3. H NCIS mapeiye hoyiopkod aceoreiog oto Apynyeio e Actuvopiag oo to
2014 é¢wg 10 2015 ko kataptice vraAinAovg tov ['pageiov Eyxinupatoloyikng
Avalvong kot Zratiotikng petaé&d 2015 kot 20166, To kufepyntikd kéupo AHXZY
(Anpoxpatikog Xuvayeprog) CLYKATAAEYETAL EMIONG OTOVG TEAATES TNG ETOPETNG.
2Oppova pe TANPoeopiec, o Avni glye £yKATAGTNOEL EEOMAMGUO GQAAELNG GTOL
ypopeio Tov koéppatog’. Extog and tov e€omhond acporeiog tov Avni, eE0mAMopog
tov Dilian noAn6nke eniong oto I'pageio Kataotodlng Nopkotikdv kot otnv
Actovopio Tng Kompov!38,

86. Orovvdéoeig petad Dilian kot Avni eivon moAvapiBpes. H etaupeio WiSpear tov Dilian
potpalotav éva kTiplo ot Adpvoko kot HEPoc Tov TPOcHOTIKOD NG pe tov Avni>®. To
2018, ot dvo Gvdpeg idpvoav v gtarpeia Poltrex, ) omoia petovopdoke apydtepa o
Alchemycorp Ltd. H Poltrex giho&eveitar otov Novel Tower tov omoio popdletan pe
tov Avni'® kou amotelel eniong uépog g Intellexa Alliance. Zopewva pe
TANPoPopies, ol oyéoelg Tov Avni pe 10 KOppa AHEY onpuovpyncav to medio doKiung
Yo Ta Tpoidvta tov Dilian!e!,

Kotaokoreutiké av Tov Ntihayv

149 Government of Malta. Persons Naturalised Registered Gaz 21.12
https://www.gov.mt/en/Government/DOI/Government%20Gazette/ Government%20Notices/Publishinglmages/P
ages/2018/12/GovNotices2112/Persons%20naturalised%20registered%20Gaz%2021.12.pdf
150 https://taldilian.com/about/

151 Opencorporates. Passitora ltd.

152 ShahakAvni. About Shahak Avni.

153 Report by Fanis Makridis. PEGA Mission to Cyprus on 01.11.2022.

154 Philenews. FILE: The state insulted Avni and Dilian.

155 Report by Fanis Makridis. PEGA Mission to Cyprus on 01.11.2022.

156 Philenews. FILE: The state insulted Avni and Dilian.

157 Tovima. The unknown “bridge” between Greece and Cyprus for the eavesdropping system.
158 Inside Story. Predator: The “spy” who came from Cyprus.

159 Report by Fanis Makridis. PEGA Mission to Cyprus on 01.11.2022.

160 CyprusMail. Akel says found ‘smoking gun’ linking Cyprus to Greek spying scandal.

161 Inside Story. Predator: The “spy” who came from Cyprus.
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https://www.gov.mt/en/Government/DOI/Government%2520Gazette/Government%2520Notices/PublishingImages/Pages/2018/12/GovNotices2112/Persons%2520naturalised%2520registered%2520Gaz%252021.12.pdf
https://www.gov.mt/en/Government/DOI/Government%2520Gazette/Government%2520Notices/PublishingImages/Pages/2018/12/GovNotices2112/Persons%2520naturalised%2520registered%2520Gaz%252021.12.pdf
https://taldilian.com/about/
https://opencorporates.com/companies/cy/HE318328
https://www.shahakavni.com/about/
https://www.philenews.com/koinonia/eidiseis/article/1532049/fakelos-i-politeia-ypethalpe-abni-kai-ntilian
https://www.philenews.com/koinonia/eidiseis/article/1532049/fakelos-i-politeia-ypethalpe-abni-kai-ntilian
https://www.tovima.gr/printed_post/i-agnosticrgefyracrelladas-crkyprou-gia-lfto-systima-ypoklopon/
https://insidestory.gr/article/i-kypros-kai-o-tal-dilian
https://cyprus-mail.com/2022/08/18/akel-says-found-smoking-gun-linking-cyprus-to-greek-spying-scandal/
https://insidestory.gr/article/i-kypros-kai-o-tal-dilian

87. Metd v ndAinon g etanpeiog Circles technologies kat v idpvon ¢ WiSpear, o Tal
Dilian idpvoe emmAéov 1o 2019 v Intellexa Alliance, n omoia meptrypdpetal otov
otéTomo ¢ «eTonpeia pe €dpa oty EE kot puBulopevn anod to dikaio g EE pe
oKomd TNV OVATTLEN KOt TV EVOOUATMOOT] TEYVOLOYIDV Y1l TV EVOLVAUWOOT TOV
VINPECLOV TANPOPOPLOV» 102, Yrdpyovv didpopot tpounBevtéc eEomiioon
mapokolovOnong tov mepthapPdvovtarl oty gumopikn enwvopio g Intellexa Alliance,
onwg 1 Cytrox, 1 WiSpear -mov ot cuvéyetla petovopdotnke o€ Passitora Ltd.- 1 Nexa
technologies ka1 1 Poltrex Itd. Avtoi ot dtapopetikol TwANTEG TOL TEPAApPdvovTan
otV Intellexa Alliance tov Dilian emtpémovv oty Intellexa va mpoceépet, peta&y
GAL®V Kot pe SAPOPOVG GLVOVAGLOVG, £Va VPV PAGHLO AOYIGUIKOD Kol VINPECLOV
napakolovinong otoug meddteg TG 163, Aentopepéotepe TANPOPOPIEG GYETIKA UE TNV
ETOIPIKT o TEPLOUPEVOVTOL GTO KEPAANLO Yia T Propnyovic KOTUGKOTEVTIKOV
AOY1IGKOD.

88. Mertd tic katayyeAieg kotd tov Dilian, katéotn capég 0Tt 1| iopaniwvn etatpeio Go
Networks cuvdedtav, copupmva pe mAnpogopies, pe v Intellexa péom grapikng
ocuvidloktnciog ot IpAavdio. Ewkdletor 6Tt mpdnv avadTEPOL EKTPOCHOTOL ETYOV
avaAapet kopvaio kadfkovta otny Intellexa!®t. EmmAéov, o1 aoTuvopKEg Epuveg
dwmictocav 0Tt elyav yopnynoel adeieg eEaymyng otnv WiSpear yio «eE0mAMopo
VIOKAOTI®V GYESOGUEVO Yo TNV e&ay@yn @mVNG N dedopévmv, Tov petadidovtol
Sapécov G padlodiemapnc» 163166,

89. To 2011, o Avni idpvoe etaipeio pe Tov Miyonk Ayyehion, adeApd Tov TpmdNV
VTOVPYOD KO VOV avomTANpmT YevikoD elcayyeréa ZaPpa Ayyehidn. H etapeio Tovg,
S9S, kataywpiotnke 6To UNTP®O eTaupeldv otig 10 NoguPpiov 201167 pe ) Pondeia
1OV TPAONV dikyopikod ypaeiov Tov Zafpo Ayyeridn'®s. Qotdoo, N etarpikh Tovg
oyéon AMonke 1o 2012. Qotdc0, 0 ZAPPag Ayyeridng nTav o vaevOLVOC Yo ToV EAEYYO
twv Avni ko Dillian otnv nepintoon tov Bav topakorlovdnong'®.

90. To koéppa ¢ avtimoAitevong AKEA eE€ppace v opyn Tov Yo TO YEYOVOG OTL O1
vrobécelg Katd tov Dilian kot Tov TpocmmTkoD Tov amocVPONKAY, Kol KOTNYYEILE T
VOLIKT ardpoot ¢ cuyKkaAvyn omd tov yevikd sicoyyeréa!’0. AAmote, GOUQ®VO 1E
TANPOPOpPiES, N KVTTPLoKN KUPBEPVN O glxe ayopdcel eE0TAIGUO Ao TV eTAPEiD TOV
Dilian kat évag amd ToVg KATnyopoLuHEVOVS VITOAANAOVG Elxe EPpYOOTEL Y100 AOYOPLOCUO
g NSO, mapéyovrag otv KYIT 0dnyieg oyetikd pe Tov Tpdmo ypfong tov
KOTOoKOTEVTIKOD Aoyiopikov Pegasus!’!. H amdcvpomn TV KoTnyopLdv S1ac@ilce TV
TPOCTUGIO TOV TANPOPOPLDOV CYETIKA LE TOVS dEGUOVS HETAED TG etatpeiag Tov Dilian
Ko TG Kumplakng kuPépvnonc!’2. To mapdadetypa owtd deiyvel 6T 1 TPOGTUGIio TMV

162 https://intellexa.com/
163 Haaretz. As Israel Reins in Its Cyberarms Industry, an Ex-intel Officer is Building a New Empire.

164 Haaretz. As Israel Reins in Its Cyberarms Industry, an Ex-intel Officer is Building a New Empire.

165 Makarios Drousiotis. Kpdtog Magia. Chapter 6. Published 2022.

166 Philenews. Export of tracking software from Cyprus.

167 Politis. “Interceptions” file: Classified Police Report (2016) shows he knew everything about Avni

168 Press Release Deputy Attorney General of 10.08.2022 as acquired on the PEGA mission to Cyprus on
02.11.2022.

169 Report by Fanis Makridis. PEGA Mission to Cyprus on 01.11.2022.

170 Financial Mirror. Anger after ‘spy van’ charges dropped.Le

171 Makarios Drousiotis. Kpdtoc Mogia.. Chapter 6. Published 2022.

172 Makarios Drousiotis. Kpdtoc Mogia.. Chapter 6. Published 2022.

PR\1267987EL.docx 29/63 PE738.492v03-00

EL


https://intellexa.com/
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https://www.philenews.com/koinonia/eidiseis/article/1549262
https://politis.com.cy/politis-news/33379/fakelos-parakoloythiseis-aporriti-ekthesi-tis-astynomias-2016-deichnei-oti-gorize-ta-panta-ga-ton-abni
https://www.financialmirror.com/2021/11/17/anger-after-spy-van-charges-dropped/
http://www.makarios.eu/cgibin/hweb?-A=9104&-V=makbooks
http://www.makarios.eu/cgibin/hweb?-A=9104&-V=makbooks
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OEOOUEVOV TV TPOGAOTWV EVAVTLL GE TAPUPLAGEIS ad E0TAMGUO palIkng
Tapokolovdnong dev daceariletar TAnpwc. Evd oto yapti vtapyovv péca
TPOGPLYNG, TO SIKACTIKA omoTeAEspoTa exnpedlovrol amd KoPepvntikég TapeuPacels,
QLPTVOVTOG OTPOGTATELTO TO LEUOVOUEVO OO

H petagopd otnv EALGO

91.

92.

Metd 10 €me166010 pe T0 Pav kot TV aymyn, o Dilian petépepe t1g 0paotnplotTes e
Intellexa otnv EALGSa, av kat dev eykatédetye moté v Kumpo kot e€arxolovbet va
gtvar Katowkoc. Ot Eppeceg oy€oelg LETAED SPOP®Y PUOTIKAOV Kol VOLUK®V TPOCSHTOV
omwg eivar Kataywpiopéva otnv Kompo kot v EALGSa amokaAvmtouy T dtevkdivvon
TV enyelpioewv Tov Dilian otnv Affva!’3.

2OUQOVa e TPOGPATES LOPTLPIEG VIO TO PMOG TOV JIKACTIKMY EPEVLVAOV GTNV VIOOEST
oV Pav, 0 diknyopoc AAEEAVIPOGg Zivka elYE ONUOVTIKT ETPPOT] OTN LETAPOPA GTNV
EXLGSa. O Sinka —o omoiog 010 mopeABov dadpapdtice Kaiplo poAo 610 kKeVIPodeELlo
koppa AHXY— elye mpo@avog Karég oyéoelg 160 pe tov Dilian 660 kot pe tov
Avni'74, ®aiveton 6T1 0 Zivko yvopile eniong Tov Anuntpiadn, Tov Ipdny yevikd
yYpoppaTéN TG EAANVIKNG KVPEpvnonc. Kat ot dvo toug kateiyav 0ceig oto Ilpoedpeio
tov Evporaiov Anpokpatav dortntov, tng eortntikig opydvaoons tov Evponaikoh
Adikod Koppoatog (EAK). Meta&o 2003 ko 2004, o Zivko dietédece Tpdedpog Kat O
Anuntpiadng ovtimpoedpog!”. O Anuntpiadng eEPETUL VoL GDGTNOE TOV PIAO TOL Kot

ElMnva emyeipnpatio @EME Mritlio otov Zivka, AOY® TG LaKpOXpOVIOS OlopLdymg

oV Mritliov evadmov Kurplakov dwkastnpiov. O Xivka e TN GEPAE TOV GVVEGTNOE TOV
duiknyopo Xapn Kvpaxion yia va pondnocet tov Mritlio ot dtopdyn tov. O
Kvuprakidng eniong eiye karég oyéoeic pe 1o AHEZY76,

‘Oprhog NSO kon Kvmpog

93.

94.

Extoc amd v Intellexa Alliance, 1 Kompog pépetan va piio&evoioe Kot Tov OUAo
NSO. To 2010, o Tal Dilian, pali pe Toug Boaz Goldman kat Eric Banoun, idpvcav v
etaupeia Circles Technologies, 1 omoia £101KELOTOV GTNV TOANGT CLGTNUATOV TOV
ekpetolevovtat Tpotd onpeio g SS7177."EEL ypovia. apyotepa, 1 Circles
Technologies moAnOnke otnv Francisco Partners évavtt oyedov 130 ekatoppvpiov
dorapiov, ek Twv omoiwv 21,5 ekatoppvpro dordpia dtotédnkayv otov Dilian. H ev
MOy etapeio enevoHoe®V OIOTIKOV KePodainv pe E0pa v Kaipdpvia anéktnoe
opoing to 90 % tov opidov NSO, pe amotérecpa ) cvyywvevon g Circles
Technologies kot tov opidov NSO vro v enovopia L.E.G.D Company Ltd., yvoom
¢ Q Cyber Technologies Ltd. om6 t1c 29 Maptiov 2016'73.

QGT000, 0 1OYLVPIGUOC TNG KLTPLUKNG KLPEPYNONG OV apveital TV eaymyn| KoL TV
avantuén tov Pegasus ot yopa eaivetar 6Tt dev woyvet. Xtic 21 Iovviov 2022, o
vrdAAniog Chaim Gelfad g NSO dniwoe 611 o1 etanpeiec tov opidov NSO oty

173 Haaretz. As Israel Reins in Its Cyberarms Industry, an Ex-intel Officer is Building a New Empire.

174 Tovima. The unknown “bridge” between Greece and Cyprus for the eavesdropping system.
175 EDS. 2003/2004 Bureau.

176 Tovima. The unknown “bridge” between Greece and Cyprus for the eavesdropping system.
177 Amnesty International. Operating from the Shadows.

178 Amnesty International. Operating from the Shadows.
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Kvmpo kot t BovAyapio acyorovviat e AOYIGHIKO TOL TOPEYEL VIINPECIES
TANPoPopPLHV! 7. TOuemve. e £yypapo Tov KOWOTOINGE TO KO TNG AVIITOAMTELGTG
AKEA o10 Evponaikd KotvoBovito, o opthog NSO eépetar va e€nyaye 1o
KATOOKOTEVTIKO Aoyiokd Pegasus péoom pog and tig Buyatpikég tov omnv Kompo ce
etapeia oto Hvopéva Apafikd Eppdro. Mio and tig Buyotpikég eaivetal va Exet
eKOMOEL TIHOAOY10 Dyoug 7 ekot. Sodapimv yio vanpesicg Tpog v ev AOym etoupeio!dO,

95. Zopewvo pe mAnpoeopies, o ophog NSO elye emiong evepyd etaupeia otnv Kompo, 1
omoia vrotifetal 0Tt PrAo&evovoe KEvipo eEumnpétnong telatdv. To 2017
wpaypatoromOnke cvvavinon pe otedéym g NSO kot meAdtec amd T ZoovOTKY|
Apafio oto Eevodoyeio Four Seasons ot Agpesod yio vo T0vg TOPOVGLAGOLV TIG
televtaieg SuVOTOTNTES TOL KATOGKOTELTIKOV AoyiopukoV Pegasus 3. H éxdoon avtn
elxe ™ véa duvaTdTa «)wpig KA (zero-click), mpdypa mov onpaivel 6T propovce
Vo LOAOVEL P00 CLGKELT] YOPIG vaL xpeLaleTorl VoL YIVEL KAIK GE GUVOEGLO, Y10 TOPBEOETYLOL
pécm pog avomdving kAnong WhatsApp. Ot ZaoubdpaBeg neldteg ayopaoav opéowg
v texvoloyia yia mood 55 ekatoppupiwv EURIBIE T10 onueio avtd Oa npénet va
onuewmdel 01t éva £tog apydtepa, otig 2 OktmPpiov 2018, to KaBecT®OG TG ZAOVLOKNG
ApoPiag oxdtwoe tov Jamal Khashoggi 6to mpo&eveio g Zaovdikng Apafiag otnv
Tovpxkia, apov giye mopakoAovONGEL VTOV KOl TOVG OKeloVG TOL LE To Pegasus.

Black Cube

96. H Black Cube givan etaipeio mov anacyorel TpdnV aSIOUATIKOVS TOV IGPANAVAOV
VINPESLOV TANPOPOPL®V, OT®G 1| Mossad. H etaipeia ypnoyonotel mpaxtopeg pe
YEVOEIC TaVTOHTNTES. ZOUP®VA LE TO TeEPLodkd New Yorker, o Tpdnv dievfovov
ovppoviog tov opirov NSO Shalev Hulio mpocsélafe t Black Cube apdtov tpeig
ownyopor— Mazen Masri, Alaa Mahajna kot Xpiotidva Mdapkov— katéfecav pnvoon
kotd ¢ NSO kat pog ovvdedepévng Buyatpikng e oto Iopoafh kot v Kompo!?3,

Ayopad Kol yp1oN KOTAGKOTEVTIKOV AOYIGHIKOU 0o Ty Kvmpo

97.  Extog amd v koAMEpyela VOGS ELVOTKOD eEay@YIKOD KAILOTOG Y10 ETAPEIES
KOTOOKOTEVTIKOD AOYIGLKOD, 1] KUTPLOKT KUBEPYNON £XEL M 1010 IGTOPIKO ayopag
KOTOOKOTEVTIKOV Aoyiopikov. Ewdleton eniong 6t ypnoyonoince ta id10 GuGTHUATO
napokorovdnong. Katd tov ypdvo chviaéng tov mapdviog eyypapov, Tapopével
acaQic o€ moleg mepintwoelg 1) Kompog éxave yprion cvuPatikedv pedddwmv
TOPOKOAOVONOTG 1] KATOGKOTEVTIKOD AOYIGHIKOD.

Ovpo: Makdprog Apovordtng
98. Amo tov Defpovdapro tov 2018, ewkdletar 6TL 1 KLTPLAKY KLPEPVNON KATAGKOTEVE TOV

onuocoypaeo Makdpio Apovcidt. H ev Adoym vndBeon katackoneiog Eexivnoe Katd
™ dudpketla TG Tponyovpevng Onteiag tov k. Apovcidtn g Bondov tov Kumpiov

179 Report by Fanis Makridis. PEGA Mission to Cyprus on 01.11.2022.

180 Akel report. PEGA mission to Cyprus.

181 Makarios Drousiotis. Kpdtog Maoia.. Chapter 6. Published 2022.

182 Haaretz. Israeli Cyber Firm Negotiated Advanced Attack Capabilities Sale With Saudis, Haaretz Reveals.

183 The New Yorker. How Democracies Spy on their Citizens.
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Emitpomov AvBpomotikng BonOeiog kot Awayeipiong Kpicewv, Xpriotov Xtoiavion
KoL KOTA T OLOPKELL TV EPELVMV TOV GYETIKA LE TIG OIKOVOUKEG GYEGELS LETOED TOV
TPOESPOL AVOGTACIAON Kol TPOSOTIKOTT®V TG Pwciag, 0nwg o oAryapyng Dmitri
Rybolovlev. Zoppwva pe tov Apovoidtn, o teAevTaiog avtdg pOAOG TOL NTAV AVTOHG
TOL TVPOSOTNOE TV TPAOTN UTOTEPA TAPaKoLoVONong'#4.

YOPUTANPONOTIKES TOPATPNCELS

99. H Kvmpog @aivetat va dtabétet 1ovupd VOUIKO TAOIGLO Y10 TV TPOGTUGIO TV
O0EOOUEVOV TTPOGMOTIKOV YOPOKTNPO KOt TNG WO1OTIKNG (mNGS, Yo TNV £YKPLon TG
mapoakolovdnong, kot yia tig e€aymyéc. Qotdco, otny Tpasln, eaivetol 6Tl oL Kavoveg
glvarl e0K0A0 va ToapaKapEBovV Kot VITAPYOLVY 6TEVOL deGHOT LETAED TNG TOMTIKNG, TMV
VINPECLOV acPareiag Kot TG Propmyaviog Tapakorovdnong. Oaivetot 6T 1 Yohopn
EQUPUOYT TOV KOVOV®OV givorl Tov Kabiotd tnv KOmpo 1060 EAKVOTIKTY Y10 TO EUTOPLO
KOTAGKOTEVTIKOV Aoyiopkoy. H Kompog mapovoidlet emiong onpovtikd otpatnyikod
evolpépov yia ) Pooia, tnv Tovpxia kat tig HITA. EmutAéov, ot otevég oyéoelg e 1o
Iopan eaiveton va mapovsidlovv wiaitepo apoPaio 6@elog 660V apopd To eundplo
KOTOGKOTEVTIKOV AOYIGHIKOV. O1 Adeteg eEaymyNG Y10 KATOOKOTEVLTIKO AOYIGLIKO £XOVV
KOTAOTEL VOGO OTIG OUTAMUATIKEG GYECELG.

LE Iomavio

100. Ot amokaAidyelg Tov loviiov 2021 and to «Pegasus projecty £dei&av peydro apuod
otoywv otV lomavia. Qotdc0, PaiveTar 6TL oToYOTOMONKAY 0O S1APOPOVS POPELS KO
Yo d1apopeTkovs Adyovc. ITiotevetal evpémg OTL 01 LOPOKIVEG apYEG GTOYOTOINGAV TOV
mpwbumovpyd Pedro Sanchez, tnv vrovpyd Apvvag Margarita Robles kot tov vmovpyd
Ecwtepwcmv Fernando Grande-Marlaska, mapopota pe v mepintwon tov I'dArov
TPOESPOL KaL TV LIOVPYDV TG KLBEPYN SN Tov!®. H otdygvomn uiog devtepng oudadag
Oopdtev avapépeton og «CatalanGatey 8. Tlepilappdaver Kotalavodc Bovievtéc,
BovAevtéc Tov Evponaikod KowvoPovAiov, diknydpove, HEAN opyavadcE®Y TG
KOWVOVING T®V TOMTOV KOl OPIGUEVOVG GLYYEVEIG KOl TPOGMTIKO TOV GUVOEETAL LIE TOL
Odpata avtd!'?’. To okdavdalo Tapakorovdnong «CatalanGate» avapEpOnke yio Tpd™
@opd 10 2020, aAdd poA tov Ampidio Tov 2022 1o Citizen Lab olokAnpwoe
Ote€odkn €pevva ToL Kat TOTE NTOV TOV AmOKOAVEONKE N KAipaKa Tov okavddiov. Ta
amOTEAECUATA TNG £PEVVAG AVTNG £de1Eav OTL glyav Te0El 6TO GTOYAGTPO TOLAGYIGTOV
65 dropa!®®, Tov Mdio tov 2020, ot iomavikég apyéc Topadéydnkov 0t 6toygvooy 18
and o ev AOym 65 Bdpata pe £ykpion dikaotnpiov!s?,

184 Makarios Drousiotis. Kpdtoc Magio. Chapter 5. Published 2022.

185 Te Monde, https://www.lemonde.fr/en/international/article/2022/05/10/spain-fires-head-of-intelligence-
services-over-pegasus-phone-hacking 5982990 4.html , 10 May 2022.

186 Citizen Lab CatalanGate Report, https:/citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-
operation-against-catalans-using-pegasus-candiru/, 18 April 2022.

187 Citizen Lab CatalanGate Report, https://citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-
operation-against-catalans-using-pegasus-candiru/, /8 April 2022 at pg. 1.

188 Citizen Lab CatalanGate Report, https://citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-
operation-against-catalans-using-pegasus-candiru/, /8 April 2022 at pg. 1.

189 E] National, https://www.elnacional.cat/en/politics/spain-cni-admits-spying-catalan-independence-

judge 752448 102.html, 5 May 2022.
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Ayopd KOTAGKOTEVTIKOV AOYLGULKOD

101. H mponyodpuevn ayopd Slopdpmv TPoidvimV KATOUGKOTEVTIKOD AOYIGHIKOV OTTMG 1
SITEL 10 2001 kou T0 katackomevtikd Aoyiopkd e Hacking Team to 2010 ond to
Ymovpyeio Ecotepikav, v EBvucy Yanpeoia [TAnpoeopiov g lonaviag (CNI) ko
Vv actuvouio £xovv dnuoctomondei evpimc!®. Tto maperdov eiye emiong avapepOel
and 1o CitizenLab 611 viipyav voyieg nwg 1 Iowavio frov teddtng g Finfisher!®l,
To 2020, n worovikn epnuepida £/ Pais avépepe 6t 1 lonavia £xel cuvepyaotel pe tov
Opho NSO ko 6t 1o CNI ypnoponotei cvotnuotikd to Pegasus!®?. H iomavikn
KLPBEPVNON PEPETAL VAL OlYOPUGE TO KOTAGKOTEVTIKO AOYIGHKO KATO TO TPADTO MGV TNG
dekaetiog Tov 2010 Yo extpdpevo mocd 6 ekotopuvpiov EUR!3 14, Emmdéov, npdmyv
vrdAAniog g NSO emPefainoe neportépm 6t 1 lomavia Exer Loyapraoud oty
eToupeia, wopd To yeyovog 0Tt 01 IGTOVIKES apyEG apviOnKay va 6xoMdcovy 1 va
emPefoidoovv!?’,

Nouko wraicro

102. To dwoaiopa otnv 101w Tikn {on tpoctatedeTon omd To apbpo 18 Tov womavikoh
2uvtdypotog tov 1978, cuuneptlapfavoévou Tov STKOUMUOTOG OTOPPTOV GTNV
«TOLOPOUIKT, TNAEYPAPIKT KOl THAEQP®VIKY emikovavion %6, H yprion
KOTOOKOTEVTIKOV AoYiopkol 0mmg to Pegasus kot to Candiru cuvietd napofiocn tov
apBpov 18 wotdG0, VITApYEL €aipeon amd TO SIKAI®UA OVTO GTNV TEPIMTWGT TOV
vrapyet £ykpion oo dikaotipro!?’. To Tovrayua tpofrénet eniong tepontépm
e€apéoelc ota v AOY® dikoumpato oto pEpog I tunua 55, opiCovtag 6tL opiopéveg
elevbepleg LmopoHv vor avasTaAoDV LE TI «CLUUETOYN TOV JIKAGTNPIOV KOl TOV
KOTAAANAO KOVOPBOLAELTIKO EAEYYO» GTNV TEPITTMOT TPOSAHTWV TOV EPEVVAOVTOL Y10
dPaoTNPLOTNTEG OV APOPOVY EVOTAEC OUAOEG 1 TPOLOKPATIKES OpyavdGes .

103. H iomavikn vanpecio mAnpoeopidv amotedeitat amd Tpelg KOpleg vanpeoies. [lpatov,
v E6vin Yampeoio ITAnpoeopidv (CNI), n onoia telel vd tov Edeyyo Tov
Ymovpyeiov Apvvag. O devBuving e CNI dropileTon amd Tov vrovpyd Apvvog Kot
evepyel og emKePaAng cOUPOVAOS TOV TPOBVTTOLPYOV GE BENATA TOV APOPOVV TIG

190 Citizen Lab CatalanGate Report, https:/citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-
operation-against-catalans-using-pegasus-candiru/, /8 April 2022 at pg. 4 - 5.

191 Citizen Lab CatalanGate Report, https:/citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-
operation-against-catalans-using-pegasus-candiru/, /8 April 2022 at pg. 5.

192 Citizen Lab CatalanGate Report, https:/citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-
operation-against-catalans-using-pegasus-candiru/, /8 April 2022 at pg. 5.

193 Politico, https://www.politico.eu/article/catalan-president-stronger-eu-rules-against-digital-espionage/ ,20
April 2022.

194 B] Pais, https://elpais.com/espana/2022-04-20/el-cni-pidio-comprar-el-sistema-pegasus-para-espiar-en-el-
extranjero.html , 20 April 2022.

195 The New Yorker, https://www.newyorker.com/magazine/2022/04/25/how-democracies-spy-on-their-citizens ,
18 April 2022.

196 Constitution of Spain 1978,
https://www.lamoncloa.gob.es/lang/en/espana/leyfundamental/Paginas/titulo_primero.aspx , at Section 18.
197 Constitution of Spain 1978,
https://www.lamoncloa.gob.es/lang/en/espana/leyfundamental/Paginas/titulo_primero.aspx , at Section 18.
198 Constitution of Spain 1978,
https://www.lamoncloa.gob.es/lang/en/espana/leyfundamental/Paginas/titulo_primero.aspx , at Section 55.
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TANpoopicc kat TNV avtikotackonein!?. O dgbtepog popéag eival 1 vnpecio
TANPOPOPLOV E6mTEPIKOD, To Kévipo ITAnpopopidv yio v Katamoréunon g
Tpopokpartiog kot tov Opyoavopévov Eykinuatog (CITCO). To tpito kat tedevtaio
opyavo givai to Kévtpo [TAnpogopiodv tov Evomiov Avvapemv g [oraviag (CIFAS).
H CIFAS tehei eniong vmd tnv dpeon enonteio tov Yrovpyeiov Apovog?0201,

Ex tov npotépov éheyyog

104. Meydro puépog g mapakorlovnong mov mpaypoatomomidnke otnyv lomavia
nmpaypatoromOnke and v CNI, popéa mov éxel eunhokel 6To mapeAbOV Ge drapopa
okavdola oyetikd pe TV Topakorovdnon??2. H CNI dpvonke pe tov vopo 11/2002 g
6m¢ Maiov ko eEovotodotei tnv CNI va die&dyel «épevveg acpareincn??3. Qotdc0, dev
VILAPYOVV JEVKPIVIGEIS GYETIKA [LE TOL LEGA 1) TOVG TEPLOPLOHOVS TWV EV AOY®
dpaotnprotitmv??. Me tov vopo 11/2002 Osonictnke eniong 0 KovoPovAigvTikdc,
ekteleoTikdg Ko vopobetikdc Eheyyog e CNIZ®, H kowvoPovievtikn emonteio mpénet
va dlevepyeitan omd TV EMTPOTN TEPT KPATIKOL amoppnTov ¢ lomavikng Boving, n
onoia ovotadnke o 19952%. H gvtetoduévn emtponn yio {NTRpoTe TANPOQOpLdV
00KEL TOV EKTEAEGTIKO EAEYYO TOL POPEN KOl GVVTOVILEL TIG dPACTNPLOTNTEG CLAALOYNG
nAnpogopidv e CNIZ7. Téhog, n emrpony Guovog g Iomaviking BovAng aokei
vopobfetikn emonteio eni tng CNI?%. H etioia 0dnyia yia Ti vnpecieg mANpoQopLdv
kabopilel tig TpotepardTnTeg g CNI 660V apopd T TANpoPopies Yo To £T0g>.

Kortaotaitikog Eheyyog

105. Orvopot yia ) ovotaon ™ CNI idpvcav eniong v emrpony| apvvag g BovAng tov
AvTItpocsOT®V, 1) omoia givat aprddia Yo T S140ECT TOV EUTIGTEVTIKOV KOVOLAI®V
v Tnv CNI kot v v ekndvnon emotog £kBeong oyetkd pe v CNI. Qo1660, T0
omavikd Zovtaypa dev opilet 6TL Ba TapéyeTon TpoOGPacn oe £yypaea 1 TANpoPopieg
oL oYeTIloVTaL [E TO £PYO TV VINPESIOV TANPOPOPLOV Kot Eivat aEloonUel®To OTL N
amaitnon vt omovcldlel emiong amd TO VOUIKO TAAIGLO TOL VOLOV TEPT SLOPAVELNG.

199 https://www.cni.es/en/intelligence

200 https://emad.defensa.gob.es/en/? __locale=en

201Geneva Centre for Security Sector Governance report 2020,
https://www.dcaf.ch/sites/default/files/publications/documents/ParliamentaryOversightMilitaryIntelligence jan2
021.pdf at pg. 40.

202 Citizen Lab CatalanGate Report, https://citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-
operation-against-catalans-using-pegasus-candiru/, /8 April 2022 at pg. 2.

203 Law 11/2002 May 6, https://www.global-regulation.com/translation/spain/1451143/law-11-2002%252c-6-
may%252c-regulating-the-national-intelligence-centre.html at Article 5.5.

204 OMCT, https://www.omct.org/en/resources/urgent-interventions/state-surveillance-on-journalists-politicians-
and-lawyers-in-spain , 4 May 2022.

205 Law 11/2002 May 6, https://www.global-regulation.com/translation/spain/1451143/law-11-2002%252¢-6-
may%252c-regulating-the-national-intelligence-centre.html at Article 11.

206 Law 11/1995 May 11, https://www.boe.es/eli/es/I/1995/05/11/11/con .

207 Law 11/2002 May 6, https://www.global-regulation.com/translation/spain/1451143/law-11-2002%252¢-6-
may%252c-regulating-the-national-intelligence-centre.html at Article 6.

208 Law 11/2002 May 6, https://www.global-regulation.com/translation/spain/1451143/law-11-2002%252c-6-
may%252c-regulating-the-national-intelligence-centre.html at Article 11.

2090n Balance: Intelligence Democratization in Post-Franco Spain,
https://www.tandfonline.com/doi/full/10.1080/08850607.2018.1466588?scroll=top&needAccess=true ,
International Journal of Intelligence and Counter intelligence [2018] Vol 31 issue 4, 769-804 at pg. 776.
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Q¢ ek T00TOL, peydho pEPog Tov £pyov g CNI mapapéverl amdppnto Kol otepeiton
dapaveac'o.

106. H emutponn mepl kpatikov amoppritov VLOYPEOLTAL VO VITOPAAAEL eTHo kBeom
GYETIKA UE TIG OPACTNPLOTNTES TOV VINPECIDY TANPOPOPIDV, ®GTOCO, OTAV
cvykAMOnke g arotélespa g Tapakorovnong and t CNI, ntav n Tpd
ouvedpiao™ Tov 0pyAvoL og ddotnua dveo Twv 6vo etwv. O emkepaing tg CNI Paz

Esteban eppaviomke evamiov g emtpomnng 611 S Maiov 2022 yia vo Tapovcildcet Tig

OO TIKEG Goeteg Yia To 18 Bdpata Yo T 6TOXELON TOV OTOI®V Ol APYES EYOVV
avaAapet v evbovn?'l. H akpdaon dev nrav dnudoia kat dev EXETPATN GTOVG
TOPLOTAUEVOVG VOl £XOVV 0TTOL0NTOTE NAEKTPOVIKO eEomAopd pali Toug?!2,

Anpocrog £heyyog

107. To okdvoaro «CatalanGate» £yel amoteAéoel avTikeipevo pHeydlov dSNUOGION EAEYYOV

and 10t oL amokaAVEONKE Tov ATtpido Tov 2022. Ta 1IoTmaviKA HESO EVIULEPMOTG Ko
T LECO EVIUEPMONG GE OAOKAN PO TOV KOGLO GUVEPYACTNKOV EKTEVAGS LLE OPYOVMDGELG

NG KOWOVIOG TV TOMTOV Y1 TOV EAEYYO TOL GLGTIILATOS TAPAKOAOVONONG GTNV

Ioravio kot v Tpodonion TV OepeMmodV dtkaopdtov Tov Bopdtov. AviieTpoed,

opwopévol lomavoi moArtikoi tpoondOncav va duvoenuicovy to CitizensLab,
vrodniadvovtag 6Tt ot pEBodoL Tov dev elvar ApTieg 1 OTL YOV TOMTIKA KivnTpa.

Metalh tov otdymv cvykataréyovrav Evag cuvepydartng tov CitizensLab, kataAavikng

KoTaymyns, noli Le Toug yoveic Tov, ot omoiot dev ivar kaboAov ToAtikd evepyoi?!3.

Méca Tpoouyfg

108. Mia vopukn vwofeon oyetikd pe TNV mopokoAovonor tov tpoburovpyov Sanchez kat

oV VToVpPYoH Apvvag Robles katatédnke oty Madpitn oto Audiencia Nacional, to
Ionavikd EOviko Awaotiplo, and 1o ypogeio Siknyopov tov kpdtovc?!'4. O dikaotng

Jose Luis Calama, emtke@aing tov kevipikoh Tpmtofadiov dikactnpiov apif. 4, sivat
vrevBuvog yo v ev e€ghiel vtoBeon?>. Ttic 13 OktwPpiov 2022, o dikactrg Calama

anéotelle epoTNOTOAdYI0 TOG0 01N Robles kabmdg kot otov Grande-Marlaska, to
omoio mepleAduPave aitnua, To omoio Enpene va emPePfaiwbel amd voupeg mnyéc,
GYETIKA [LE TOV TPOTO EVTIOTIGHOV TV AODEEMV amd To Pegasus. Ot sioaryyeAikég
apyEG E6TEINAY ETIONC EPWTHOELS GTOVG LITOLPYOVEZ 1O,

210 Citizen Lab CatalanGate Report, https:/citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-
operation-against-catalans-using-pegasus-candiru/, /8 April 2022 at pg. 2.

211 E] National, https://www.elnacional.cat/en/politics/spain-cni-admits-spying-catalan-independence-

judge 752448 102.html , 5 May 2022.

212 F] National, https://www.elnacional.cat/en/politics/spain-cni-admits-spying-catalan-independence-

judge 752448 102.html , 5 May 2022.

213 Dit Kan Geen Toeval Zijn, De Volkskrant podcast series by Huib Modderkolk and Simone Eleveld, 2022.
214 E] Nacional, https://www.elnacional.cat/en/politics/catalangate-hands-judge-spain-national-

audience 750840 102.html , 2 May 2022.

215 E] Nacional, https://www.elnacional.cat/en/politics/catalangate-hands-judge-spain-national-

audience 750840 102.html , 2 May 2022.

216 E] Nacional, https://www.elnacional.cat/en/politics/catalangate-hands-judge-spain-national-

audience 750840 102.html , 2 May 2022.
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109.

110.

111.

e avtifeon pe Tov Tayd yapaktipa TG vrodeonc mov katébesav ot Sanchez k.4. ot
Maoadpitn, ot vmobéaeig mov Exovv katatedel ot Bapkeddvn and ta 60pata
KOTOoKOTEVTIKOD Aoyiopko ¢ Kataloviag kivovvtar pe apyd pubuod?! 7218, H tpdtn
vrdBeon oV avakpitiky opyn apd. 32 ot Bapkeidvn vrofAndnke and dvo 6dpata
tov Pegasus to 2020 tov tpomnv ntpodedpo tov Katariavikov KowvofovAiov kat vov
vrovpyd Emyeipriicemv kon Epyaciag, Roger Torrent, kot tov mponv vrovpyd
Eéwtepikmv, Osopukmv Zyéoewv kot Atopdvelog e Kataiovioag kot vov Tpoedpog Tov
ERC o710 dnpotik6 ovppodrio g Bopkeddvng, Ernest Maragall?!®. O Andreu Van Den
Eynde givat évag amd Toug d1knydpouvg Tov EKTPOCMTOVY £V TPOKEIUEV® Tovg Torrent
kot Maragall kot givon kot o 1610¢ 60pa tov Pegasus. O Van Den Eynde enéxpive ta
oot pLo TOL KABVGTEPOVYV GLGTNUOTIKA TN S1OIKAGT0 KOl OVGIAGTIKA «ITOPAADOVVY
mv vdbeon??’. H évoon Omnium Cultural kot o k6ppa CUP €xovv eniong tpoceiyst
6670 1010 dwaotplo ot Bapkerovn. O diknydpog Benet Salellas, o omoiog cuppetéyet
Kot oTig dvo vrobéoels, wyvpiletarl 611 N womavikn KVPEpynon Ppicketar micw omd ™
otoygvon??l.

Agdopévov 6t 10 lomavikd EOvikd Atkaotipro givor appodto yio vodEécelg mov
a@opovV T GoPapotepa eyKANLATO o€ OO Ta 04PN, elvar mBavS 0 glcayyeAéag va
{ntqoel Vv evomoinon OAwv Tmv vtobécewv Pegasus??2. Mg GAla Adyia, o1 vToDEcElg
TV Qupdtov ord v woravikn KuEpvnon kot tov Boudtov Tov «CatalanGate» va
e€etaotovv o010 lomavikd EOvikd Awkaotipro g Madpitng. Ot diknydpot mov
ekmpocwmovv Ta Ovpata ard v Katalovio ioyvpilovion 0T dev vdpyel oyéon
peta&hd Tov vmobécewv, ektdc edv amoderydel 6T 0 dpdoTng elvar 0 010G 6e OAEG TIG
TEPMTMOOELS TapaKolovOnong??.

Yrdpyovv optopéveg GAleg exkpepels vopukég vmofEcelc mov cuvdcovtal Pe Ta 65
Oopoata g Kataloviog. O dwnyopog kot Bopo tov Pegasus Gonzalo Boye véBaie puo
tétola vobeon, €€ ovopatog tovAdytstov 19 Bupdtwv, katd g NSO, tov Tprodv
wpvtaov g NIV Karmi, Shalev Hulio koau Omri Lavie, tng Q Cyber Technologies, kot
g OSY, Buyatpikng etarpeiog pe dpa 1o AovEeupovpyo?>4223, "Exovv eniong kivn0ei

vopukég dladtkaoieg o opliopéva aAra kpdtn péAN g EE g amotéleopa g
mapoKolovOnomg mov dievepyndnke €1 Papog Tmv v Aoyw e€oprotwv Kataravov

217 E] Diario, https://www.eldiario.es/catalunya/juez-barcelona-no-ve-base-imputar-empresa-pegasus-
espionaje 1 9068271.html , 9 June 2022.

218 E] Diario, https://www.eldiario.es/catalunya/investigacion-espionaje-independentismo-divide-languidece-
juzgados_1_9037282.html , 30 May 2022.

219 E] Nacional, https://www.elnacional.cat/en/politics/catalangate-hands-judge-spain-national-

audience 750840 102.html , 2 May 2022.

220 E1 Diario, https://www.eldiario.es/catalunya/investigacion-espionaje-independentismo-divide-languidece-
juzgados_1_9037282.html , 30 May 2022.

221 E] Nacional, https://www.elnacional.cat/en/politics/catalangate-hands-judge-spain-national-
audience 750840 102.html , 2 May 2022.

222 F] Nacional, https://www.elnacional.cat/en/politics/catalangate-hands-judge-spain-national-
audience 750840 102.html , 2 May 2022.

223 E] Nacional, https://www.elnacional.cat/en/politics/catalangate-hands-judge-spain-national-
audience 750840 102.html , 2 May 2022.

224 E] Nacional, https://www.elnacional.cat/en/politics/boye-catalangate-legal-offensive-
pegasus 751530 102.html , 3 May 2022.

225 Catalan News, https://www.catalannews.com/politics/item/catalangate-solid-evidence-points-to-perpetrators-

within-spanish-government-says-citizen-lab , 19 April 2022.
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QVTOVOLLGTOV, HeTalD TV omoimv cuykataAiéyovtal 1 aidia, To BéAyo, n EAPetia, n
I'epuavia kot 1o AovEeppodpyo??S.

X160t

112. Zouewva pe minpoeopies, 1 otdxevon KotaAdvomv moMToV e KATOGKOTEVTIKO
Aoylopikd Eexivnoe 1M amd 1o 2015 ko Tpaypatomoleitan o€ peydin kKAipoko amd to
2017%%7. Metd v apyikn kéAoym oo ta péoa evnuépmong to 2020, to mAnpeg
oKkavdaro Eéomace oe 0AOKANPN TV Evpdnn tov Ampidio tov 2022 pe tn dnpocicvon
¢ €kBeong tov CitizenLab tov ITavemotnpiov Tov Topoévro. Adym Tov onpavtikon
YPOVIKOD SUCTHUATOS TOV LEGOAAPNGE amd TNV EvapEn TOV YAKIVYK Kot TIG
ATOKAAVYELG OVTEC OVTMV, OPIOCUEVOL GTOYOL OEV ITOPEGAV VO EVIOTIGTOVV 1) VO
dtepeuvn oV TEPAUTEP® AOY® SLOPOPMOV TOPAYOVIMV, HETAED TWV 0TIV TO YEYOVOS
OtL opiopéVol 6TOYOL Elyay amoppiyel TNV £V AOY® TNAEQOVIKY GVOKEVT 2.

113. O mpwbBumovpydc g lomaviag Pedro Sanchez, 1 vrovpydg Apvvag Margarita Robles
Kot 0 vrovpydg Ecwtepikdv Fernando Grande-Marlaska t€6nkov 610 6td6)06TPO TOL
Pegasus and tov Mo ém¢ tov Iodvio tov 202122%. Méypt otiyufc vdpyovv Aiyeg
Ola0€a1pEg TANPOPOPIEC GYETIKA LUE TIG AETTOUEPEIEG OVTNG TNS TapaPioomg, OE00UEVOL
OTL AVTEG avaKov®ONKaY amd TNV KuPEpynon Kot OV NTOV ATOTEAEGLO EPEVLVOS TOV
CitizenLab 1} kdmoag avaAoYNG EPELVNTIKNG VINPECIAG 1] EPELVITMOV ONUOGIOYPAPOV.
Ot Sanchez kot Robles givat ot emike@aing twv dVo KLPBEpVNTIKOV KAAO®V TOV
enontevovy T CNI, to dpyavo mov givar appddio yio m desaymyn mopakorovdncewv
oV lomavia. Ot polvouéves ouokevéc twv Sadnchez kot Robles siyov mapacyebei and
™V KUBEPYNOT KOl GOPDVOVTAY TEPICTUGLUKA Y10 KATACKOTELTIKO Aoytouikd?30. O
Grande-Marlaska polovOnke amd tnv Tpocmmnikf Tov cuokevi?!. O vovpyog
['ewpyiag Luis Planas, o onoiog mponyovpévag oetélece stmlmpdne oto Mapoko,
oTOYOTOMONKE EMIONG LE KATOCKOTEVTIKO AOYIGHUIKO, AALA dev vINPEE EMTVYNG
rotpmén. Exer avaeepbel 61 | papokivi kuPépvnon Ba pmopovoe duvntikd va givot
vrevBuvn Yo TV &V AOY® GTOYELGT, WGTOCO Ol TANPOPOPIES AVTES OEV £XOVV
emPeformbei?®2.

114. Zvvolkd, emPePoarddnke 611 65 Kataravol otoyomomOnkav pe cbopopicod
KATOOKOTEVTIKO AOYIoHIKO, 63 pe 10 Pegasus, téooepig pe 1o Candiru kot TovAdyiotov
dvo dropo otoyomoOnkay kot oo ta dVo?33. Tovddyiotov 51 dropa poldvOnkav pe

226 Catalan News, https://www.catalannews.com/politics/item/catalangate-solid-evidence-points-to-perpetrators-
within-spanish-government-says-citizen-lab , 19 April 2022.

227 https://catalonia.citizenlab.ca/#targeting-puigdemont

228 Citizen Lab CatalanGate Report, https:/citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-
operation-against-catalans-using-pegasus-candiru/, /8 April 2022 at pg. 5.

229 E] Nacional, https://www.elnacional.cat/en/politics/catalangate-hands-judge-spain-national-

audience 750840 102.html , 2 May 2022.

230 The Economist, https://www.economist.com/europe/spyware-in-spain-targeted-the-prime-minister-and-his-
enemies/21809099 , 7 May 2022.

231 La Razon,

232 The Economist, https://www.economist.com/europe/spyware-in-spain-targeted-the-prime-minister-and-his-
enemies/21809099 , 7 May 2022.

233 Citizen Lab CatalanGate Report, https:/citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-
operation-against-catalans-using-pegasus-candiru/, /8 April 2022 at pg. 1.
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emrvyia?3*. H womavikn kuBépvnon apvinke vo oyoAdoel Kotd mocov Nray vaevduvn
Yo TNV TopakoAlohinon Kamowo amd ta dAlo Bopata ektog TV 18 atdpmv mov
napadéyovral 0Tt omotédesay 610x0>>. Ta nepiocodtepa omd To v AOy® 18 dropo dev
KatnyopnOnKav moté yio EYKANU Ko, GTOC0, COUTEPIAPON KAV GE AVTOV TOV
katdAoyo. H vrovpyog Apvvog Robles Baciotnke oe peydro Pabud otov vopo mepi
KPOTIKOD OTOPPNTOL Kol OV EXEKTAONKE OGOV 0POPA TOVG AOYOLG YidL TNV
TapaKoLovONoN TV cuYKeKpLUEVOVY 6TOYOV>3C. Kot o1 65 otdyot amd tnv Katalovia
elyav €pBet kdmola otiypn| o€ emagn pe toug Katodovods avtovopostég mov {ouv ektog
Ioraviag.

Boviegvtéc Tov Evponaikov Kowvofoviiov

115. Mio anod tic Pacikéc opddeg mov domiotmbnie 61t otoyomomOnkav gival ot Katoiavol
Bovievtéc tov Evponaikoh KotvoBoviiov mov tav vrép g aveCaptnoiog. Kabévag
Ao aVTOLG TOPUPLACTNKE LLE KOTAOKOTEVTIKO AOYIGHIKO, £iTE Aueoa gite éupeca, HEGM
avtov ov o CitizenLab yopoaktnpilel o¢ oxeoiakf otoygvon??’: Diana Riba i Giner,
Antoni Comin i Oliveres, Jordi Solé, Carles Puigdemont kot Clara Ponsati.

Karalavoi wolitikoi

116. O mponv TpodedpOg T0L KATAANVIKOV KOtvoBovAiov kat vuv vtovpyos Emyeipricewv kot
Epyaciog Roger Torrent tav peta&d tov tpdtov mov MMAwncav 6tL énecav Bouata
poAvveng Tov Kvntod tovg pe Pegasus to 2019 péow tov WhatsApp?38. Aiyo apyotepa,
0 MYETNG TOV LITEP NG aveSapTnoiog KOUUATOS «ANHoKpaTIKY APIoTEPA TNG
Kataioviog», Ernest Maragall kot 1 Anna Gabriel, tponv pélog tov Tepipepelokon
KowoBovAiov amd to koppa «Ymoynetotnto Aaikng Evomtoagy (CUP), dMiwcav
eniong otL vpEav BvpaTa Tov Pegasus?®®. Olot o1 Tpdedpor g Katoroviag omd 1o
2010 &xovv otoyomomBel pe KATAoKOTEVTIKO AOYICUIKO €1TE KATA T SIUPKELL TNG
Onteiog Tovg eite petd ) ANEN g Onteiog Toug?*. Tepimov 12 péin tov ERC frov
petalhd Tov 65 oTOY®V, GUUTEPIAAUPOVOIEVIC TNG YEVIKNG YPOUUOATEDS TOV KOUUATOG
Marta Rovira, 1 oroia yoaKopiotnke TovAdyiotov 000 eopég Tov lovvio Tov 2020,
ovpewva pe to CitizenLab. Eltvar e€aipetikd onpovtikd to yeyovog 6t toco 1 Gabriel
000 ko1 1 Rovira {ovcav otnv EABetio v mepiodo g mapakoAovBnong Tovg, Tov
akolovOnoe Tig e&eligelg petd to dSnpoyneiopa tov 2017.

234 Citizen Lab CatalanGate Report, https://citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-
operation-against-catalans-using-pegasus-candiru/, /8 April 2022 at pg. 5.

235 El Nacional, https://www.elnacional.cat/en/politics/spain-cni-admits-spying-catalan-independence-
judge 752448 102.html 5 May 2022.

236 E] Nacional, https://www.elnacional.cat/en/politics/spain-cni-admits-spying-catalan-independence-

judge 752448 102.html 5 May 2022.

237 Citizen Lab CatalanGate Report, https://citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-
operation-against-catalans-using-pegasus-candiru/, 18 April 2022 at pg.6.

238 The Guardian, https://www.theguardian.com/world/2020/jul/13/phone-of-top-catalan-politician-targeted-by-
government-grade-spyware , 13 July 2020.

239 Citizen Lab CatalanGate Report, https://citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-
operation-against-catalans-using-pegasus-candiru/ , /8 April 2022 at pg.5.

240 Artur Mas (after leaving office), Carles Puigdemont (relational targeting), Joaquim Torra (while in office),
Pere Aragones (infected while serving as Torra’s Vice President). https://catalonia.citizenlab.ca/
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OpyaveoELS TS KOLVOVINS TOV TOMTOV

117. O Jordi Domingo Ntav £vog amd tovg tpmdtovg Kataiavoig aktifiotéc mov avapeépOnke
ot otoyomomOnkav to 2020. Av Kot vrooTnpktig ™S aveEaptnoiog g Kataloviag,
o Guardian avépepe 6T1 0 Domingo micteve 611 6ToYomOMONKE Katd AdBog. Aedopévov
OTL deV O1AOPANATIOE OTULAVTIKO pOLo ota yeyovota tov 2017, motevet 6TL 0
EMOIWKOUEVOG GTOYOG NTAV £VOG OIKNYOPOS LE TO 1010 OVOLL TTOV GLVEPAAE GTNV
KoTapTion Tov cuvtdypatog thg Katatoviag?*!.

Awnyépor

118. O Gonzalo Boye &yel ekmpocon|cel TOAAEG TPOCOTIKOTNTES LYNAOD EMUTEOL TG
Katoloviag, copnepirappavopévav tov tpdny npoidpov Puigdemont kot Torras?#2.
Mo whve and tévte pnveg petad lavovapiov kot Maiov 2020, vmpée Bopa tov
Pegasus kat o i610¢>*3. O Boye otoyomombnke éwg kot 18 popéc kotd t didpkela
OVTNG TNG TEPLOSOL HECH YPOTTMV UIVOLATOV TOL ELPOVICOVTOV MG TOVIT amd
OPYAVAGELS TNG KOW®Viag Tov ToMtdv 1| e€€xovia ednoeoypagikd uéca’*. To
CitizenLab emiBefaince Tovddyiotov pia emtuyn Aoipmén otig 30 OktwPpiov 2020. H
poéAvvon mpaypotomoOnie PoMg 48 dpeg LETA TN GUAANYN EVOS OO TOVG TEAATES
10v>%. H otdyevon tov Boye é0soe vitd aueiofrtnon ) vopupdtnra enifécemv 6o
OKNYOPIKO amdOPPNTO.

119. O Andreu van den Eynde i Adroer poldvOnke emrvyadg and to Pegasus otig 14 Moiov
202074, To yakivyk cvvén 0tav evepyodoe mg diknyodpog T0co tov Raul Romeva 660
kot Tov Oriol Junqueras oty VOBECT TOLG EVOTIOV TOL AVEOTATOL AtkaGTNpiov.

120. Opoimg, T0 TMAEQ®VO ToV ££€Y0VTOg d1knyOpov Jaume Alonso-Cuevillas poidvonke,
EVO TAPAAANAL eKTPOc®TOVGE Pacikég TpocwmikodtnTeg TG Kataroviag, Onwg tov
Carles Puigdemont. Qot6c0, 10 CitizenLab dev ftav og B€om va Tpocdtopicetl tnv

aKxppn nuepounvia g emTL)0HS LOAVLVOT|G.
L2T. Aldo kparn wein

121. Méypt otryung, ot Bvikég apyés £xovv KOVOTOMGEL EAAYLIOTEG EMioTILEG TANPOPOPIES
GYETIKA UE TNV OTOKTNOT KO TN YPNOT KATACKOTEVTIKOV AOYIGUIKOD GTIG YMDPES TOVS, I
OYETIKA LE TIC ONUOCIOVOUIKES TTVYEG 1] TO VOLIKO TAiG10 oL TO di€mel. Ot TwANTEG
KOl 01 YMPES TOL £KdId0VV doeleg e€aymyne (10img to Iopan) dev Kotvomolovv
TANPOPOpPieg oYETIKA Le TOVG TeAdTe. MOvo 1 Avotpia, 1 [Todwvia kot Kompog
ATAVTINoOV 6TO EpOTNLATOAOYI0 oL anéotelle 1 PEGA otic 15 TovAiov 2022, aArd mg
eni 10 TAEIGTOV e TTOAD YEVIKO, QKOUT KOl LLE VITEKPEVYOVTA TPOTO.

241 The Guardian, https://www.theguardian.com/world/2020/jul/13/phone-of-top-catalan-politician-targeted-by-
government-grade-spyware , 13 July 2020.

242 https://catalonia.citizenlab.ca/

243 https://catalonia.citizenlab.ca/

244 https://catalonia.citizenlab.ca/

245 https://catalonia.citizenlab.ca/

246 Citizen Lab CatalanGate Report, https:/citizenlab.ca/2022/04/catalangate-extensive-mercenary-spyware-
operation-against-catalans-using-pegasus-candiru/ , /8 April 2022 at pg.10.
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122.

123.

124.

125.

126.

127.

QGT000, LIE TN GLYKEVTPWOGT TANPOPOPLDOV OO SLAPOPES TN YES, LWITOPEL VO ovocuoTadEel
L0 LEPIKT EIKOVO KOl UTOPOVV VO EVIOTIGTOLV {NTHLLATO TTOL EYEIPOVY avNoLYiEg Kot
ypnlovv Tepattépw depehivnong.

Mmropei vo vrotedet e ao@aiela 0Tt o1 apyEg OAMV TOV KPATMOV HEADV (PN CLULOTOIOVV
KOTOOKOTEVTIKO AOYIGIKO [e Tov €va 1 Tov GALO TpOmo. To KATOGKOTEVTIKO AOYIGUIKO
umopel va amoktnOei amevbeiog N péow mAnpeEovasiov, etanpeiog dapesordfnong M
pecalovrtog. Evoéyeton emiong vo vdpyovv GCOUQOVIES Y10 GUYKEKPIUEVEG VINPEGIEG,
OVTL TNG TPOYLOTIKNG 0yOPAS TOL AOYIGHKOV. MTopobv va Tpoc@épovtal mpocheteg
VANPEGIEC, OTMG 1) KATAPTIGT TOL TPOCSHOTIKOV 1 1 TapoyY| eEvmnpentdv. Eivon
GNUOVTIKO VO GLVELONTOTOMGOVUE OTL 1] OYOPA KoLl XP1O1] KATOGKOTEVTIKOV
AOYIoIKOV givor 1dtaiTepa domavnpn KoL avEPYETAL GE EKOTOUULPLL EVP®. 26TOGO, GE
TOALG KPATN HEAT, O Samdveg avTég Oev TEPIAAUPAVOVTOL GTOV TOKTIKO
TPOOTOAOYIGUO KA, O EK TOVTOV, EVOEYETOL VO SLAPEVYOLV TOV EAEYYOV.

Amo mAnpoopieg mov mapacyEdnkav and tov o6puko NSO, yvopilovpe 6t To Pegasus
T Onke og TovAdyoToV dekatéooepic yopes s EE, puéypt tov teppatiopnd twov
ovpPdoemv pe 600 ympes. Agv elval Yvootd moleg, aAld vdpyel po yevikn vedeon
ot poketron yia v [Hodwvia kat tnv Ovyyapioa. Qotdc0, £pOcoV 0 dputhog NSO 1 1
opanivn KuEpvnon oev mpofovv Ge KATol EXLOT U ONAMOT| GYETIKA [LE TOV
TEPUATICUO TNG SLUPAOTG, OV pmopel va emainBevtel eGv avTd 1GYVEL

Mo tpdcBetn mAnpoopia ivor o KatdAoyog cuppeteydviov oty ékbeomn ISS World
(Intelligence Support Systems) yia o 2013, yvootm ko o¢ «The Wiretappers Ball». Mg
e€aipeon v [Hoproyaria kot to AovEepfovpyo, OAa ta onuepvd kpdtn péEAn e EE
EKTPOSOTNONKAV 0o VPV PAGUA OPYAVAOGEMV, GUUTEPIAUUBOVOUEVOV TOV TOTIKMOV
AGTUVOLIKOV duvauemv?’. Ta tedevtaia ypdvia, o 6phog NSO £yel KoTaoTel 0 KOPLOg
YOPMNYOS TG EKONAMONGS, OAAGL O KATAAOYOS T®V XOpPNYDV avapépel emiong Tig Intellexa,
Candiru, RCS ka1 ToAAéC GAAeC eTaupeieg®®.

Ta kpdtn péEAN Oev eivat LOVO TEAATEG TOV TPOUNOEVTMOV EUTOPIKOD KOTOUGKOTEVTIKOV
AOYIoUIKOV, 0AAL £Y0VV Kot AAAOVG, SLAPOPETIKOVS POAOVG GTO EUTOPLO
KOTOGKOTEVTIKOV AOYIGHIKOV. Oplopévol prao&evoiy TpounbevTé KaToUoKOTEVTIKOD
AOYIGUIKOV, OPLGUEVOL EIVOL O TPOTIUMUEVOG TPOOPIGLAC Y10 TIG YPNLOTOTICTOTIKEG KO
TPOTECIKEC VANPEGIES, EVD AAAOL TPOCSPEPOVY 1OUYEVELD KO OLOLLOVT GE TPMTOYMVICTES
TOL KAGOOVL.

To KaTaoKOTELTIKO AOYIGUIKO YPNGLOTOLEITAL GOPAOS Kot amd TG apyEg EMPOANG TOV
VOOV Ko Oyl LOVO amd TIG LINPECIEG TANPOPOPI®V. AV VILAPYOLY TANPOPOPIES
OYETIKA [LE TO VAKO TOV OOKTATOL LLE TN YPNON KOTAGKOTEVTIKOV AOYIGHUIKOD KOl TOV
TPOTO e TOV 0moio avtd pmopet va ypnoipomondei, kot £xel ypnoyonombel yio tov
EVTOTG O, T O1epedvi|on Kot TN diwEN EYKANUATOV 6TO TAAIGIO TNG AGTUVOIKTG KOt
dwoaotikng ovvepyaciog g EE. Yrapyovv onuovtikd epotpatikd oxetikd pe to
TOPOOEKTO EVOTIOV O1KOGTNPIOV TETO0V £100VG LAIKOD MG OTOSEIKTIKMV GTOLYEIWMV GTO

247 https://wikileaks.org/spyfiles/docs/ISS-2013-Sche2013-en.pdf
248 https://www.issworldtraining.com/iss_europe/sponsors.html
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TAOUG10 TNG ACTLVOULKTG Kot O1KaoTIKNG cuvepyacsioag ¢ EE, peta&d dAhwov oto
miaiclo ™G Evpomo kot g Eurojust.

Kéatom Xopeg

128.

129.

H ovpepovio cuvacmiopov e oAovoikng kupépvnong tov 2017 avaeépel 6Ti
0ALOVOLKT] 0LGTUVOUT OEV EMTPENETAL VO OMOKTNGEL KATOUGKOTEVTIKO AOYIGHKO 0d
TOPOYOVG TOV TPOUNBELOVY TOL TPOTOVTIA TOVE GE KOUPIAEYOUEVOH KOOEGTMTOY, TO OO0
OTN GLUVEYELN TPOGILOPIGTNKOV O «YDPES TOL €VOVVOVTAL Yio GOPapég mapaPlioelg
TV avOpoTivov dikaiopdtov 1 tov diebvoig avBpomiotikol dwkaiovy. [Ipv amd v
AOKTNOY| KATOCKOTEVTIKOD AOYIGHIKOD, 1| OAAAVOIKT OCTUVOUIO TPETEL VAL POTHGEL TOV
TAPOYO av EYEL TPOUNOEVOEL TPOIOGVTO TOL GE YMPES OTIC OMOIEC £YOoVV EMPANOEl
Kupaoelg and v EE 1 ta Hvopéva EBvn kot va eAéyEet av 1 ydpa oty omoia eivot
EYKATECTNUEVOS O TAPOYOG d1BETEL KOOEGTDG EAEYYOL TV e€arymYdV pe Bdom To omoio
T OVOPOTIVAL STKOUMUOT 0ELOAOYOVVTOL GTO TANIGLO TG SLOdIKAGIOG XOPYNONS
aoetag e€aywyne. H a&loddynon avtn eravorapfdavetal teplodikd. o mpémetl va
onuelmBel OTL 0 TEPLOPIGUAC OV TOG POIVETOL VAL LOYVEL LOVO Y10 TV OTOKTNON
KOTOGKOTEVTIKOD AOYIGHIKOV oo TV actuvouio. Ot vanpecieg mAnpoeopidv oev
avaQEEPOVTOL PNTA. ZOUG®VO LLE TNV KVPEPYNON, 1) AGTLVOUIL YPTCIULOTTOLEL AOYIGLUKO
yéxwvyk omd to 2019, av kot ot apyés dev avagépovy To1o £idoc??. daivetar Oti 0
Odog NSO kot 1o mpoidv KoTaoKomeLTIKoy Aoyiopikov Pegasus dev minpovv ta
wpoavapepOEévta TpoTLTA, 6€ KAOE TEPITTMOT Ol TPV OO TNV CLGTPOTOIN T TOL
e€aywyucov kabeotdtog Tov Iopank Tov Aekéuppio tov 202120, Agv mapéyovtat
TANPOPOPIEG OYETIKA LE TIG OUMAVES TOGO TNG AOTLVOUING OGO KOl TMV LA PECLOV
TANPOPOPLAOV Y10 TV 0yOPpd KOl TN ¥PN 0N TOL GUGTIUATOG KOTAGKOTEVTIKOV

AOY1IG KOV,

2115 4 OxtoBpiov 2022, arokarvednke 6tL Tov NoéuBpto tov 2019 10 0AAavokd
Yrovpyeio Apvvag enpdkerto vo voypdyel cuppmvia pe tn WiSpear, v gtaipeio mov
avnke otov Tal Dilian, mov glye ayopdoel mponyovpéveg v Cytrox, KataoKendoTplo
TOV KATOOKOTELTIKOD Aoyiopikov Predator?!. Agv givar cagpég katd mocov i odppaocn
VIEYPAPT M OYL KO oV TapacyEOMNKE TVYOV KATACKOTELTIKO AOYIGHIKO GTO OAAAVOIKO
Ymovpyeio Apvvag.

Béiywo

130. Ze ovvévtevén pe v The New Yorker, évag mpony alopotikdc Tov 1I6panivav

VINPEGLOV TANPOPOPIOV omoKkdAvYe OTL 1| Pelyikn acTuvouia ypnoytonotet to Pegasus
OTIG EMYEPNOELG TNCH 2. X amAvinon, 1 Pedyikn aotuvopio SNAmce «OTL dev
YVOGTOMOLEL TANPOPOPIES GYETIKA LLE TEYVIKA 1)/KaL TEXVOLOYIKA LEGO TOV
YPNOLOTOLOVVTOL Y10, EPEVVEG KOt 0moSTOAES). Tov ZemtéuPpro tov 2021, 0 vtovpyog
Awatoovvng Vincent Van Quickenborne avépepe 611 10 Pegasus «umopet va
ypnoorombet pe voppo tpdmoy» amd Tig VINPESIEG TANPOPOPLDVY, OALL OEV

249 https://www.rijksoverheid.nl/documenten/kamerstukken/2022/06/23/ntwoorden-op-kamervragen-over-het-
gebruik-van-hacksoftware-zoals-pegasus-in-nederland

250 https://www.gov.il/en/departments/news/mod-tightens-control-of-cyber-exports-6-december-202 1

251 https://oparatiritis.com.cy/2022/10/04/e-mail-wispear-disy-netherlands/

252 https://www.newyorker.com/magazine/2022/04/25/how-democracies-spy-on-their-citizens
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EL

embopovoe va emPefoardoetl kotd mOcov 1 PEXYIKT LANPEGIO TANPOPOPLOV Elvarl
neMdng T NSO 1 ¥pNOOTOLET KATACKOTEVLTIKO AOYIGUIKO KATE £yKANUOTIOV?,

Teppavia

131. Tov ZentéuPpro tov 2021, avapépnke OTL 1] YEPLOVIKT OLOGTOVILOKNG OLGTLUVOLLLN
dlméng tov eykinuotoc (BKA) eiye amoktnoet 1o Pegasus ota t€An tov 2020. Eivow
ONUOVTIKO Vo onuelwOel 6To onpeio avtd 0Tl To Yepuavikd dikato dtakpivel 000 LOpPEG
YPNONG KATACKOTELTIKOD AOYIoHIKoV?: TpocsPaon og Olec T TAnpopopicc (Online-
Durchsuchung?5%) kot tpdcPacn povo oe {ovrav emkovovio (Quellen-TKU256),
Agdopévou 0TL 10 apyikd Aoyiopikd Pegasus pmopovoe va £xel TpocPacn e OAEG TIG
TANPOPOPIEG P0G GVOKEVTG Kal Oyt LOVo og {wVvTovn EmKOV@Via, 1 ¥p1or Tov ard TV
BKA 6a mapafiale tov vopo. Qg ek tovtov, 1 BKA {tnoe and v NSO va cuvtdaéet
nnyaio k®oKa, ®ote T0 Pegasus va €yl mpoGPaon HOVo G 0, TL EMTPEMETOL OO TOV
vopo. Apykd, 1 NSO apvifnke vo to mpater>’. Mdvo petd amd véeg
dwmpaypatevoels, 1 NSO coppmvnoe, ondte 1 BKA anéktoe tpomomoinpévn
ékdoon8. dépetar va éxet avamtuybel and tov Mdptio tov 2021. H £kdoomn mov
ayopaoce 11 BKA anékhele opiopéveg Aettovpyieg yio tnv mpOANYN Kotoyproemy,
LOAOVOTL dev ivat capéc T ovtd Asttovpyei otny Tpdén. H BKA cuvétale éxbeon
GYETIKA LE TNV €V AOY® Tpomomoinuévn €kdooT, 1 onoia wapapével dtofoduiouévn?.

Xpnon tov Finfisher

132. To 2012 xou to 2013, 1600 n BKA 660 ka1 LKA tov Beporivov aydpacav
avedptnta 10 KataokomeuTikd Aoyiouikd FinFisher (mepiocdtepa oyetikd pe avtd to
KOTOOKOTEVTIKO AOYIGUIKO GTO KEQAAOLO Yia TN Bropmyovio TOL KOTUGKOTEVTIKOD
Aoyopikov). Kot €dm, 6mmg kot otnv mepintwon tov Pegasus, n BKA {nmoe and v
etopio vo avamTOEEL TO KaTaoKomeuTikd Aoyiopikd FinFisher katd tpdmo mov va punv
€xel mpocPaon o€ OAQ T dESOUEVO LLOG GVOKEVNC, OAAG LOVO G€ LOVTAVT ETKOVOVIQ,
MOTE VO Elvatl GOUPOVN UE TO YEPHOVIKS diKaro.

Mdaito

133. ApKeTA GTOLUA TOV TPOTAYOVIGTOVV GTO EUTOPLO KOTAGKOTEVTIKOD AOYIGUIKOV £YO0VV
Kataympicel o enyeipnon ot Mdaita 1 £xovv aroktmoet podtélika dwfotrpia,
aAAG QatveTat OTL eV dlapEVOLV eKEl, OVTE O eTAPEIEG TOVG PaiveTal va glval evepyEc.
Méypt otrypng €xovv evtomiotel opioHEVES PACTKEG TPOCOTIKOTNTES OO TO EUTOPLO
KataokomevTikov Aoyiopkov: Tal Dilian, Anatoly Hurgin, ®éME Mritliog, Stanislaw
Szymon Pelczar, Peter Thiel.

253 https://www.tijd.be/politiek-economie/belgie/algemeen/van-quickenborne-duldt-gebruik-controversiele-
spionagetool-pegasus/10329450.html

234https://www.bka.de/DE/Unsere Aufgaben/Ermittlungsunterstuetzung/Technologien/QuellentkueOnlinedurchsu
chung/quellentkueOnlinedurchsuchung node.html

255https://www.gesetze-im-internet.de/stpo/ _ 100b.html

256https://www.gesetze-im-internet.de/stpo/ _ 100a.html
2Thttps://www.tagesschau.de/investigativ/ndr-wdr/spaeh-software-pegasus-deutschland-101.html
258https://www.tagesschau.de/investigativ/ndr-wdr/spach-software-pegasus-smartphone-103.html

259 https://fragdenstaat.de/anfrage/mit-bka-abgestimmter-prufbericht-zur-pegasus-software/
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Foairia
Oupata ot lNadria

134. To xorokaipt tov 2021, to «Pegasus Project» anokdAvye apkeTtég TEPITTOCELG
amdmEIPOG YAKIVYK 00 TO KATACKOTELTIKO Aoyiouikd Pegasus otn T'addio®. Avtd to
GUVOLO JEQOUEVMV TTOV JEPPEVCE TEPIAAUPAVE TOV aplOId TNAEPDVOL TOL TPOESPOL
Emmanuel Macron, kaBdg¢ kot toug aptfpovg miepmvov 14 peddmv tov diaitepov
ypageiov Tov261262. To mopiouoto ykKANUATOAOYIKGOV avaAidoeny eniefaincav 6TL Ta
TNAEQMOVO APKETMOV LITOLPYDOV LOAHVONKOV OO TO KOTAGKOTEVTIKO AOYIGHIKO
Pegasus?3,

Etmpeieg kataokomevTikov Aoyiopikov otn [N'oiria

135. H T'oaAAia gilo&evel emiong ) Prounyavia kotackomevtikod Aoyiopikov. H Nexa
technologies, puépog g Intellexa Alliance tov Tal Dilian, givot yoAdikn etonpeio
KuBepvodpuvag Kot GLALOYNG TANPOPOPLOV, 1 omtoin 1W3pHBnke To 2000264, H Nexa
Technologies dtowkeitot amd Tpdnv devbvviikd oteréym g Amesys. H Amesys
1BpvOnke 0 1979263 kau givar YV@OTH Y10 THY TOANGT EVOG TPOYPALOTOS TTOV
ovopdletar Cerebro, 1Kovo vo TopaKOAOLOEL TIG NAEKTPOVIKES ETIKOIVOVIEG TOV
Bopdrtov Tov, OTMG d1ELBHVGELG NAEKTPOVIKOV TayLOpOUEIOV Kot aptBovg
MAEPMOVOV26S,

Iphavoia

136. H Iphavdia €xel kataotel 10 KpATog LEAOG GTO OTOI0 £YOVV KATAYMPLOTEL OPIGUEVES
amd T1G KOPLEG ETUPEIEG KATATKOTEVLTIKOD AOYIGUIKOD TOV EUTAEKOVTOL GE GKAVOUALL,
AOy® TG poporoykng vopobesiog tg. Xtig 20 Zemtepppiov 2022, n The Currency,
PAOVOIKN EKOOTPLOL EPELVNTIKTG dNUOCIOYpaiag, amokdivye 6Tt 1060 1 Thalestris
Limited, untpw| eropeio g Intellexa, 6o kot n 1d1a N Intellexa €yovv v €dpal Tovg
otV IpAavdio kot eivorl Katoyoplopéveg o€ diknyopikod ypoesio oty mOAN Balbriggan.
Eivar a&roonueimto to yeyovog o6t 1 aitnon yia tnv idpvon g etaipeiog Thalestris
Limited omv IpAavdia vropinOnke tov NoéuPpro tov 2019 and €1d1kd ot cvoTaon
ETOPELDV, HOMG 12 Nuépeg HeTd T ONUOGLOL ATOKAALYT] TG TOWIKNG EPELVOGS Y10, TOV
Dilian ko v gtanpeio tov WiSpear and 11 kumplaxés apyés. O idwog o Tal Dilian,
dtevBivev ovpPovirog g Intellexa, dev epeaviCetar ota Eyypaga TG PAAVOIKNG
eToupeiag, aAAd, cOppOva Le TANPoPopies, N d0ebTeEPN TpONY cL{VYOG Tov, Sarah
Hamou avagépetat og digvbovpio toéco trg Thalestris 660 ko tng Intellexa?®’.

260 The Guardian. Pegasus spyware found on journalists’ phones, French intelligence confirms.

261 The Guardian. Spyware ‘found on phones of five French cabinet members’.

262 Eyractiv. France’s Macron targeted in project Pegasus spyware case.

263 The Guardian. Spyware ‘found on phones of five French cabinet members’.

264 Bloomberg. Nexa Technologies Inc.

265 PitchBook. Amesys.

266 T ¢ Monde. Vente de matériel de cybersurveillance a I’Egypte : la société Nexa Technologies mise en examen
267 https://thecurrency.news/articles/95068/an-address-in-north-dublin-e20m-in-spyware-sales-and-no-tax-inside-
the-predators-irish-lair/
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https://pitchbook.com/profiles/company/120530-71#overview
https://www.lemonde.fr/pixels/article/2021/11/28/vente-de-materiel-de-cybersurveillance-a-l-egypte-la-societe-nexa-technologies-mise-en-examen_6103924_4408996.html

EL

AovEeppovpyo

137. To AovEepPovpyo praolevel evvéa ovTOTNTEG TOV GLVOEOVTAL GAUEGA LLE TOV OUIAO

NSO, 6nmg anokaidednke and ™ Aebvi Apvnotia tov Iodvio tov 202128, To yeyovog
ot 0 vrovpydg EEmtepikddv Jean Asselborn yvopile apyikd povo 600 oviotreg ™G
NSO 7ov €dpgvovv 6N ¥HP2s? Kot OTL 01 ENOVVRIEG TOV EVVEN ETALPEIDV (OTT®E M
Triangle Holdings SA, n Square 2 SARL kot Q Cyber Technologies SARL) dgv
ATOKAAVTTOVV AUECHS TN cVVdEST He Tov Opho NSO, KaTadetkviEL TOV TPOTO LE TOV
01to{0 Ot adLPAVELG EMYEPNUATIKES OOUES 6TO AOVEEUPOVPYO EMTPETOVY GTIC
etopeieg va AEITOVPYOVV EVIEADG EKTOG dNUOGLOG BE0C.

Itolia

138. Méypt otiyung, dev Exovv avapepHel mAnpopopiec oyetikd pe mbovn ayopd

KOTOOKOTEVTIKOV AOYIGLKOD amtd TIG 1taAkeg apyés. Extog amd tov mpanv
npwBvmovpyd kot [1pdedpo ¢ Emrponng Romano Prodi, o omoiog kataokomehtnke pe
10 Pegasus amd Tig puotikég vanpecieg tov Mapokov, dev avaeépOnkav vrobéoelg
KOTOoKOTELOG VYNAOD emmédon?’0. Q¢ mpmdny €1d1kO¢ omeotaipévoc Tov Hvopévoy
EBvov yuo 1o Zaéd, Oa propovoe va amotedésel evolapépov otdyo Yo 1o Mapoko,
dgdopévou tov mhavol dkTHOL TOL e LYNAOPBaOLES TpocOTIKOTNTEG 6T AVTIKN
Zayapo ) v Alyepio.

Avotpia

139. Amavtovrog og ypantég epotioclg Tov EOvikov ZvuPoviiov e Avotpiog (Kdtw

BovAn), o mpdnv vrovpyodg Ecwtepikmv Karl Nehammer dniwoe 611 ) Avotpio dev
Nrav meldng e NSO, Qo1660, 0 TpdNV KoykeAdplog Sebastian Kurz datnpei
01evolg 0eGONG e ToV 10pLT Tov opilov NSO, kou 11 DSIRF, peydin etopeio
TOPOYNG KOTAGKOTEVTIKOV AOYICUIKOV, EYEL TV £0pal TNG oTNV AvoTpia.

EcOovia

140. XOpeova pe mAnpoeopiec, 1 Ecbovia evolapépbnie emiong va ayopdoel To

KOTOOKOTEVTIKO Aoyiopkd Pegasus tov opihov NSO. To 2018 mpaypotomomdnkay
apykég dampaypatevoelg petald e EcBoviag kot tov opilov NSO, pe anotédecpa n
Ecbovia va katapdiel mpokatafoAn yia ) coppovia tov 30 ekatoppvpiov dolapiov
Y10 TO AOYIGUIKO TTopakolovdnonc?’2.

Adovavia

141.

O Anatoly Hurgin, pwco-1spanivig 0ayEvelas, Tpodny 1IopamAvog GTPaTIOTIKOG
unyavikdg kot cuvomevduvog avdmroéng tov Pegasus pali pe v NSO, pépetat va givon

268 https://www.amnesty.org/en/documents/doc10/4182/2021/en/

269 https://www.luxtimes.lu/en/luxembourg/us-blacklists-luxembourg-linked-spyware-firm-
6182a606de135b9236d2210¢

270 https://www.washingtonpost.com/world/2021/07/20/heads-of-state-pegasus-spyware/

271 Responses by former Minister of Interior Karl Nehammer to Member of National Council Nikolaus Scherak,
22 September 2021, Reference 2021-0.580.421

272 The New York Times. Israel, Fearing Russian Reaction, Blocked Spyware for Ukraine and Estonia
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okt TNg eToupeiag otn Abovavia, pe v enwvopio UAB «Communication
technologies», 6GTOV TOUEN TV KUTNPECIOV GUVOEGTG Kol THAETIKOWV®VIOV»273. To
2015 améktnoe eniong paktéliko xpvoo dwfotnpro?’4.

Boviyapia

142. X BovAyapia, ot Ereyyotl Tov eEaymydv Kot o1 Adeleg eEaymyNng yio Tpoidvta Tov
yopaxtnpilovtal o¢ «ldn SUANg xpNnonc» cuuemva ue Tov Kavoviopd g EE yua
ourAn xpnon eréyyovtor and o Ymovpyeio Oucovopiog, E101KOTEPA amd T SIVTOVPYIKY
EMTPOTN Y10, TOV EAEYYO TOV EE0YMYDV Kol TN U 0140001 TV OTA®V Holikng
KotaoTpoenc?”. O onuepvdg vrrovpydg Owovouiog kot Blounyaviag sivor o Nikola
Stoyanov?7¢. Méypt ofjuepa, ot fovdyapikéc apys apvodvial OTL £x0vV YOpNYHGEL
Gdeieg eEaymyng otov opho NSO?”7. Qotdoo, n Novalpina Capital, Tpdnv 1d1o0ktiTpLa
WOOTIKOV Ke@aiaiov Tov opilov NSO 1évice 611 ta mpoidvta NSO e€dyovton amd v
EE 16060 on6 v Kdmpo 660 kar and t Bovkyapia?’8279280, O dHo avtoi ioyvpiopoi
glvat avTupoTIKol.

1L.Z. To Ocopuxao. opyovo tng EE
Yroyomoinon ts Evporaikig Emtpomig

143. Metd 116 amokoAvyelg g Forbidden Stories kot tng AeBvoig Apvnotiog tov lovito
tov 2021, n Emtponn cuykpOTNGE «EOIKN OUAO0 ECOTEPIKDOV EUTELPOYVOUOVOVY, 1|
omoia ekivnoe ecmtepikn Epevva otic 19 Iovdiov 2021, pe oxond «va eakpPwdei
Katd TOGoV To Pegasus eiye 6Toye00EL GLOKEVEC LEADV TOV TPOcOMIKOV TG Emitpomnic
KoL ToL Tdpotog Tmv Emtrponmvn?®!. Ztic 23 NoegupBpiov 2021, n Apple onéoteile
EMIONLEG KOWVOTIOMGELS OTIC GLOKEVEC ToL Emitpoémov Reynders kou 6e «mtpocHeto
mpoownikd ¢ Emitponnoy, 0TL «atoyomomdnkay and Kpotikohs ETTIOEPEVOVG» Kot
Ot1 01 6VoKEVES TOVG Oa uITopovsay va. Exovv Tapafractei?®?. Xtic 11 Ampihiov 2022,
1o Reuters avépepe 011 0 Didier Reynders, Enitponog Awcotocivng, Kot TOLAG IGTOV
téooepig VITdAANLol TG Emtponng elyav otoyomombet pe 1o Loyiopkd Pegasus tov
Noéuppto tov 2021783,

273 https://rekvizitai.vz.lt/en/company/communication_technologies/anatoly hurgin_direktorius/

274 https://timesofmalta.com/articles/view/bought-maltese-passport-given-right-to-vote-through-false-
declaration.744429

275 Republic of Bulgaria. Ministry of Economy and Industry. Interministerial Commission for Export Control
and Non-Proliferation of Weapons of Mass Destruction.

276 Council of Ministers of the Republic of Bulgaria.

27T POLITICO. Pegasus makers face EU grilling. Here’s what to ask them.

278 Amnesty International. Novalpina Capital’s response to NGO coalition’s open letter (18 February 2019).
279 Access Now. Is NSO Group’s infamous Pegasus spyware being traded through the EU?

280 https://www.business-humanrights.org/en/latest-news/novalpina-capital-claims-nso-group-received-export-
licences-from-bulgaria-cyprus-but-both-states-deny-claims/

281 Response letter by Commissioners Hahn and Reynders to the rapporteur - 25 July 2022

282 Response letter by Commissioners Hahn and Reynders to the rapporteur - 25 July 2022

Response letter by Commissioners Hahn and Reynders to the PEGA committee - 9 September 2022

283 https://www.reuters.com/technology/exclusive-senior-eu-officials-were-targeted-with-israeli-spyware-
sources-2022-04-11/
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https://www.gov.bg/en/Cabinet/CABINET-MEMBERS/Nikola-Stoyanov-Minister-of-Economy-and-Industry
https://www.politico.eu/article/pegasus-makers-testify-in-eu-parliament-heres-what-to-ask-them/
https://www.amnesty.org/en/documents/doc10/0210/2019/en/
https://www.accessnow.org/is-nso-groups-infamous-pegasus-spyware-being-traded-through-the-eu/
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144. Zoueova pe v Emtpon, «givoar advvato vo amodofovv ot ev Adym deikteg o€

145.

GLYKEKPLUEVO dpdotn pe anoivtn Pefardtrar. H Emtponn Bewpel 6T1 dev pmopel va
enektafel mepaTEP® OGOV 0POPE TOL CNUEPIVE TOPIGLLATO TNG EPELVAGS, OEOOUEVOL OTL
«Ba. amoKGAVTTAY GTOVS OVTUTAAOLG TIG HEBOOOVS Kot TIG SUVATOTNTES EPEVLVAG TNG
Emitponnc, 0étovtag étol og coPapd kivovvo v acedieia Tov Becpcov opydvovy. To
KOwo, TpOTaP)LKO Bpa e T0 omoio acyolobvtat 600 and TOVG YVOGTOVG
otoyevpévoug vraAlAovg ¢ Emtponng, o Enitportoc Reynders kot éva pérog tov
iaitepov ypageiov tng Enttpomov Véra Jourova?®, givon to kpdrog dikaiov.
Amovtavrtag oty epotnon s PEGA oyetikd pe evoeyduevn cvoyétion, n Emtponn
avaQEPEL OTL «OeV OUBETEL EMAPKELG TANPOPOPIES TTOL VO LLOG EMTPETOVY VO GUVAYOVLLLE
OPLOTIKG CUUTEPAGLLOTO GYETIKAL LE TN OYE0T LETAED YEMEVTOTIGLOV Kot TOUVAG
andmEPaC LOAVVONG and GVOKELT HEGH TOL Pegasusy»?®s,

210 mAaiclo g aAAnAeniopaong g pe v emitpony PEGA, n Emitponn e€nynoe
emovelnupéva 6t n mopafioon tng cvokevng tov Emtpdémov Reynders pe 1o
Aoylopuko Pegasus dev oté@Onke pe emituyia, yeyovOg TOV QOIVETOL VO LLEUDVEL TN
cofapdtra g o1d)eVONG vOG Emtpomov. Qotdc0, kdOe andmepa mapafioong —
emrtuyovg 1 un— (pérovg) g Emtponr|g amotedel oAy cofapd mortikd yeyovdg Tov
emnpeadel TV akepaldTNTA TNG SNUOKPATIKNG O1OIKAGIOG AYNG OmoQAcEmV.

Métpa kuBepvoacodirerag

146.

Metd v anonepa topoPicong tov tmiepmvov Tov Erttporov Reynders kot tovg
deikteg mapafioong o 018PopeG CLOKEVEG TOV TPOSOTIKOV TG Emttponnc, n Emttpomn
avémtuée o Kivnm Abon «aviyvevong kot ovtiopaong o€ teMkd onueion (Endpoint
Dedetection and Response — EDR) 6¢ 6Aa o eTonpikd TAEQwva Tov ZENTEUPRPLO TOV
2021.

Y1oyevon tponv Erinva Emrpomov ko ekmpocodnmv oto Zvpfodiro

147.

148.

>11c 6 NoguPpiov, n eAAnvikn epnuepioo Documento dnpocievce KTEV] KATAAOYO TOV
ATOU®V TOL PEPETAL VO £YOLV Tyvn Tov Predator 6Tig cuoKeVEG TOVG,
ocoumepthappavopévon tov Anuntpn ABpapdroviov, Evporaiov Emitpénov and to
2014 ém¢ to 2019 kou woAttikov ¢ Néog Anuokpotiag?®. Aev eival cagéc av gixe
1e0el 6T0 0TOYAGTPO EVAO NTAV PEAOG TOV ZMOUATOG TV EMTpONmdV Kot 010G fTa Tiom
amd T 6TOYEVOT), AALG AapPdvovtac VTdYN ToV HoKPD KATAAOYO TMV GTOYELOUEVMV
ATOU®V, GUUTEPIAAUPOVOUEVOY TOAADY TOMTIK®V artd T Néa Anpokpotio Kot T
avTUToAiTELON, 1 1O €VAOYN VITHOeN givar OTL 01 EvTOAEC TponABav amd to TEPPairov
TOV TPWOVTTOLPYOY.

Q¢ ek TOVTOL, N TAPOVGA VTOBEST KoTAdEIKVEL OTL (TpdnV) Emtitpormot, kabdg kot n
EMKOWVOVING TOV LE GLVAIEAPOVG, LITOPOVV VO GTOYOTOOOVV Y10l EYXDPLOVE
TOMTIKOVG AOYOLG avh TAGH GTIYUN OO TO ECOTEPIKO TWV KPATMV UEADV TOVC.
EmumAéov, peta&d tov kataddyov otdywv mov dnpocicvse to Documento, vadpyovv
aPKETOL oNUEPIVOL VTTOVPYOL TNG KVPEPYNONG, CLUTEPIAAUPOVOUEV®V TV VITOVPYDV

284 https://pro.politico.eu/news/148627

285 Response letter by Commissioners Hahn and Reynders to the PEGA committee - 9 September 2022,
286 Documento, edition 6 November 2022.
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Eéotepikmv kot Owovopukmv. Ot vrovpyot avtoi elval emiong péAn tov Xvpfoviiov,
10 omoio amoaciletl yio v e€mTepikn Kot dnpoctovopukn moirtiky g EE. Qg ex
T00TOV, £va LOVO TPoSPePANEVO TNAEP®VO Ba pmopovce emiong va ¥pMoLUedsEL Yo
TNV VToKAOTY OA®V TV cuvedpldcewy ¢ Emitponng kot Tov Zvppoviiov ce
TPAYLATIKO YPOVO.

I1. O KL360G TOV KOTUGKOTEVTIKOU LOYIGUIKOV

149.

150.

H Evponaikn 'Evoon armotelel EAK0GTIKO TOTO Y10, TO EUITOPLO TEYVOAOYLOV KO
VINPECLOV TOPAKOAOVONONC, CLUTEPIAAUPAVOUEVOV TOV EPYOLEIDMV KOTAGKOTEVTIKOV
AOYIG KOV, APEVHS, VITAPYOVY 01 KLPEPVNOELS TOV KPOUTOV LEADY MG OLVITIKOL
neAdteg. AT v dAAN TAgvpd, M Evvola Tov «puBuilopevov and v EE» ypnoiuevet
MG GO TOLOTNTOG, XPNOHO Yia TNV Taykoca ayopd. H esotepikn ayopd tng EE
TPoopEPeL ELHOEPT] KLKAOQOPI Kot ETOQEAN OVIKA poporoyikd kabeotmTa. Ot
KOVOVEG Y10, TIG ONUOGIEG CLUPAGELS LITOPOVV VA, AmopeVYBovV Ge Gyéon pe TNV Bvikn
aGQAAEL, Kol 01 KUPBEPVNGELS UTOopoVV va, XpNOLUOToovV TANpe&ovoiovg 1 pecdlovteg,
€161 MOTE 1] AYOPd KATACKOTELTIKOU AOYIGUIKOD 0md TIG ONUOGIES apyEG v elval TOAD
dvokoro va gvtomiotel kot va amoderydel. H EE drabétet avotpoic kavoveg eEaymyavy,
OAAG pItopovv e0KoAN Vo, KataoTpotynfovv, Kabmg o KpAaTn HEAN EMOIOKOVY VoL
QITOKTIGOVV OVTAY®OVICTIKO TAEOVEKTNUA LLE EGKEUUEVA YOAOP] EBVIKT EQapLOYY, KOL
N emPBoin and v Evponaikn Exttponn sivon avenapknc kot empaveloxn. [pdyuatt,
KGOe popd ov 10 KAOEGTMOG Yo TIG AdELEg e&aywyng £ytve awatnpdtepo 6To IopanA,
OPKETEC ETALPEIEC LETEPEPAV TO TUNHOTO EE0YMYDV TOVG 6TV Evpdnn, 1diwg otnv
Kompo?87288, EmmAéov, apketéc mpocmmkoTntes amd Tn Propnyovio tov
KOTOGKOTEVTIKOV AOYIGUIKOV £xovV amoktnoel v ayéveln g EE mpoxeévou va
elvar o€ B€om va Aertovpyodv erevBepa evtog kKot omd v EE.

Y& TOAMEG TEPITTAGELS, TO YELODVLLO UIGHOPOPIKO KATAGKOTEVTIKO AOYIGUIKO
(«mercenary spyware») eaivetal va etvar akpiéc. O topéog dev dabétet 1d1aitepa
VYNAG 0€0VTOAOYIKE TPATVTO, KOODS TOAEL 0T TO ALLOdYN SIKTATOPIKA KaBEGTOTO
KOl G€ EDTTOPOVS UM KPATIKOVS POPEIS pe un erikég mpobécelc. O Katdhoyog Twv
BupdTeV KATOCKOTEVTIKOD AOYIGLIKOD PN YEITOL TNV TPAYLLOTIKN 10TOpio Kot Oyl Ot
KOVPLEG OEGUEVGELS Y1a TO AVOPOTIVOL STIKOUMLLOTO GTO PLAAAOLN TV TPOUNOEVTAOV.
Axoun Kot petd Tig amokaAvyelg tov «Pegasus Project» : 1o 2021 n Cellebrite
avakoivmoe 0tL o oTapatnoet TIc ToANoelS 6t Poocia, 6tav £ytve yvootd 0Tt To
KOTOOKOTEVTIKO TNG AOYIouKo giye ypnotponomet oe aktifiotéc katd tov [Hovtv.
Qaotoc0, Tov Oxtdfpilo tov 2022 vrdpyovv evoeilelg 6t o Cellebrite e§akoiovbel va
ypnowonoteitat and tov [ovtv?®. Tpdkertar yio pua extkepdn], akpdlovoa Kot 6KiHdn
ayopd, 1 omoio TPOGEAKVEL TOAAOVS ETITHOEIOVG. L26TOCO, KATAPEPVOLY VO TOAOVV TAL
TPOiodVTa TOVS 6TIG dNpokpatikes kKuPBepvnoelg Tov HITA kot g EE, yeyovog mov toug
TPpocodidel pa emipaot svvmonyiag. [lap’ 6Aa avtd, mopd TOLG 1GYLVPIGHOVS OTL T
APNON KATAGKOTEVTIKOV AOYIGHIKOD £ivor 0moAVTmG VO Kot ovoryKaio, ot
KuPepvnoeig eivar agloonueimto S1oToKTIKES Vo Tapadeyfodv OTL Katéyovv
KOTOOKOTEVTIKO AOYIGUIKO. Mepiéc popég KaTapedyovy ot xpnon minpeéovciov,

287 Makarios Drousiotis. State Mafia. Chapter 6. Published 2022.

288 Haaretz. Cyprus, Cyberspies and the Dark Side of Israeli Intel.

289 https://www.haaretz.com/israel-news/security-aviation/2022-10-2 1 /ty-article/.premium/russia-still-using-
israeli-tech-to-hack-detainees-cellphones/00000183-eb6c-d15¢c-a5eb-ff6cf86e0000
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pecalOVImV 1 LECITMOV Y1 TNV 0yOPd KATOGKOTEVTIKOD AOYIGUKOD, MOGTE VO, U1V
agnvouv iyvn. H peydin emoio ekdnimon tov khadov givar 1 €ékBeon «ISS Worldy,
yvoot eniong og «The Wiretappers Ball». H £€6pa tng etolog evpomaikng EkonAmong
etvar oty [pdya. Yrdpyet onuovtikn aAlniemikdioyn petald tov ekbetov tov ISS
World kot tov ekbécewv g Propumnyaviag OTAwy.

Tpota onpeia

151. Av dev vanpyov Tpwtd onueia o€ dtdpopa Aoyiopikd, Ba ftav adbvoto va
gykataotadel kot vo avartuydel KaTaoKomevTikd AOYIGHIKO. ¢ €K TOVTOV,
TPOKEWEVOD Vo pLOGTEL 1] ¥P1ION TOL KATACKOTEVTIKOD AOYIGLUKOD, TTPEMEL EMIOTG VAL
puOuoTel N avakdAvyn, 1 Yvootonoinon kot 1 eKUeTdAAevon TpOTOV onueinv.
[Tapd v evioyvon g AULVOS TOV YNPLIKAOV GUGTNIATOV TOVL OOLTEITOL KO
evBappivetar amd tnv oonyia NIS 2 kai v mpdtacm mpdéng yo v
KuBepvoavOekTikOTNTA, EIVal oYEOGV 0OVVATO VO AVATTUYOOVV GLGTHUATO XWPIG TPOTA
onueia.

AIKTLO TNAETIKOLVO VIOV

152. Ot mdpoyol TNAETIKOVOVIOK®OV DANPESIOV dodpapatilovy onuovTikd poro ot
dwdkacio kataoKoneiog TOG0 TS vopung 660 Kot g mapdvouns. ZoOue 6€ pia
GLYYPOVN ETOYN TEXVNTNG VONUOGHVNG, HACIKOV dEd0UEVOV, KPOVTIKNG VTOAOYIGTIKNG,
aALG TOVTOYPOVA YpNOLoTooL e Kot Bacilopacte oe peyaro Pabupd oe éva debvég
TPOTOKOAAO TNAETIKOWVOVIOV oL ovopdletal SS7. To TpwtdékoAlo avTtd avartdyOnke
10 1975 ko e€axorovbet va ypnoponoteiton onpepa. To chotua avtd erEyyet Tov
TPOTO dPOUOAOYNONG Kol TILOAGYNONG TOV TNAEQPMVIK®Y KANGEWMV Kot KaO1oTd dSuvaTég
TPONYUEVES AELTOVPYiEC KAROE®V Kot THV VANPESia cOVIOH®V pnvopdtov (SMS)?1,
Méow Tov diktvov SS7 vdpyel N SVVATOHTNTO VIOKAOTNG TNAEPOVIKOV KAGEDV,
unvopdtov SMS Kot yemevtomopon, Kafdg kot poAvvong vog 0vatog pe
KOTOOKOTELTIKO AoYIopKo, Onmg to Pegasus, to Predator k. An?%2.

Omrhog NSO

153. To katackomevtikd Aoyiopikd Pegasus mopdyetat amd tov opko NSO. O opkog NSO
1WpvOnke to 2010 and Tovg Shalev Hulio, Omri Lavie xou Niv Karmi, avantdccovrtog
teyvoroyia yuo va fononcetl adel000TUEVEG KUPBEPVNTIKEG VIINPECIES KO VITNPETTES
eMPBOANG TOL VOLOL GTOV EVTOTIGUO KoL TNV TPOANYT TNG TPOUOKPOTIOG KOt TOV

290 Ot van Daalen, intervention in PEGA 27 October 2022;

EDRI Paper: Breaking encryption will doom our freedoms and rightshttps://edri.org/wp-
content/uploads/2022/10/EDRi-Position-Paper-Encryption.pdf
https://www.enisa.europa.eu/news/enisa-news/coordinated-vulnerability-disclosure-policies-in-the-eu

291 https://www.techtarget.com/searchnetworking/definition/Signaling-System-7#:~:text=SS7 was first adopted
as,up to and including 5G.

292 https://www.kaspersky.com/blog/how-to-protect-from-pegasus-spyware/43453/
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eyKAMLatoc??. To KATaoKOTEVTIKO AOYIoHKO Pegasus gival 1o o yvmotd mpoidv tov
opirov NSO. Eonyon otnv noaykdouio ayopd to 2011294295,

Etarpui] dopn, o1e@averla Ko 0£0060. EMPELELN.

154. Znig 25 lavovapiov 2010, o 6purog NSO eykaviocse TV TpdTN £TOUPEIN TOL GTO
Iopan. H gtarpeia avt) frav Kotoyopiopévn pe v enovopio NSO Group
Technologies Limited. O 6pihog NSO givat 10660 1 enwvopio g mpdTng
KOTOYWOPIGUEVNG ETOLPEING, OGO KOt O YEVIKOG OPOGC Y10 TIC OLAPOPES ETALPELEG TTOV £XOVV
eykataotabel oe AAAeC TEPLOYEG dkaodooioc. AVT 1 TPMTN EToPEin Eivor KATOYOG
TOV EUTOPIKOD GNOTOC TOL opihov NSO,

"EAgyyor Tov e£ayoy®v

155. Agdopévou 0Tt T0 KATaGKOTELTIKO Aoyiopko Pegasus yapaktnpiletot teyvoroyia
duAng xpnong, mpénet vo AdaPet ddeta eEaywyng. Ot etarpeieg tov opiiov NSO
amokToOV Tig ol e€aywyng toug oto lopand, t Bovkyapio kot tnv Kompo?®’. Ot
nePLooOTEPEG amd aVTEG TIG AdELEC YopyouvTan amd Ti¢ Iopanivég apyEc?®®. To Iopoani
dev amoterel pEpog Tov Ataxavoviopov tov Wassenaar, aAAd SNADVEL OTL EYEL
EVOOUATMGEL OPICUEVA OO TOL GTOLYEIN TOV GTOV £0VIKO VOUO 5766 Y100 TOV EAEYYO TV
e€aywydv otov topéa g dpovag, Tov 2007.2%°. O Opyoviopdc EAéyyov tov EEaywydv
(DECA) tov Ymovpyeiov Apovag eivor appodiog yio Ty €K000m adEldY EUmopPiog Kot
e€aywydv3®. Metd tig amokalvyelg tov «Pegasus Project» kot v évtaén g NSO og
pavpn Mota, 0 KotdAoyog TV eMAEEILOV Yopdv petmdnke ard 102 o€ 37, o1 onoieg
TPEMEL VO, VITOYPAWYOVV TOTOTOMTIKO TEMKNG xprionc/ypnot?!. Tto mhaicto g
dwdkaciog déovoag empuéretas, to lopand Bempel avtopdtmg 6Tt OA0 ToL KPATN PEAN
¢ EE cvppopedvovtat pe ta mpdtuna g EE kat, g ek tovtov, dev Ba dievepyel
TPOGOETEC AELOAOYNGELS Y10, LEPOVOUEVES YOPES. Q6THGO, 1] ATOPACT) KOTOyYEAOS TV
ovuPdacemv pe 6vo kpartn e e EE eaivetatl va vmodonimverl 6t n EE dev Bewpeiton
TAEOV EVIADL OVTOTNTA Y10 TOVG GKOTOVG TG O£0VOOG EMUELELNG.

AVTIOE£0VTOLOYIKI] GUUTEPLPOPE TOV TVPOSOTEL AYMWYES, KUTAYDPLOT GE HoOP AloTa KoL
OVYKPOVGELS HETOED ETEVOVTOV

156. Tov IobAo tov 2021, o 6OyKpovot petald Tov TpLdv cuvidputdv g Novalpina
Capital dpyoe va emmpedlet Tig dpactnprotreg tov opidov NSO, odnydvtag telkd
TOVG EMEVOVTEC GTNV ATOPACT] VO OLPALPEGOVY TNV ETULPELN IOIWTIKAOV ETEVOVTIKAOV
KEQAAi®V 0o Tov Aeyy0 Tov 392, X11g 27 Avyovotov 2021, 1 auepIKAVIKY ETALPEIN

293 NSO Group. About us.

294 NY Times. The Battle for the World’s Most Powerful Cyberweapon.

295 Hulio S., NSO Never Engaged in Illegal Mass Surveillance, The Wall Street Journal, 24 February 2022
2% Amnesty International. Operating from the shadows. Inside NSO Group’s corporate structure.

297 Amnesty International. Operating from the shadows. Inside NSO Group’s corporate structure. P. 62.
298 Amnesty International. Operating from the shadows. Inside NSO Group’s corporate structure.

299 European Parliamentary Research Service. Europe’s PegasusGate. Countering spyware abuse.

300 Amnesty International. Novalpina Capital’s reply to NGO coalition letter (15 April 2019) and Citizen Lab
letter (06 March 2019)

301 Buropean Parliamentary Research Service. Europe’s PegasusGate. Countering spyware abuse.

302 Financial Times. Private equity owner of spyware group NSO stripped of control of €1bn fund.
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EL

ovpPovrmv Berkeley Research Group (BRG) e€ayopace 10 1010T1KO £MEVIVTIKO
KEPAAOL0 Kol KIVOE £PEVVEG GYETIKA LLE TN VOULUOTNTO TV OPACTNPLOTTOV TOV
opilov NSO Kot tn coppdpemon tovg pe ) pavpn Aota tov HITA. H dievBuvtikn
opdda tov opidov NSO gunddice tig Epgvveg g BRG tov Mdwo tov 202239, "Eva
otélexog ¢ BRG onlmoe 611 1 ouvepyacia pe tov o6pko NSO €yxel Kataotel «oyeddov
avOTapKTN» AOY® NG Tigong mov ackel 0 Ophog NSO yio T CLVE(IOT) TOV TOANGEDV
O& YDOPES LUE OUPILEYOUEVEC EMIDOGELS GTOV TOUEN TOV 0vVOpoTTiveV dikoumudtmv3®,
2115 25 Ampaiov 2022, 600 mpony opdppvbuot etaipot g Novalpina doknoov aywyn
evomov Aovéeppovpyrovod dwaotnpiov katd e BRG, {ntdvtag v enavapopd g
Novalpina Capital ®g opdppvBpov gtaipov Kot TV ovacToAn OA®V TOV amoPiceE®mV
nov &yovv Anedei and v BRG?%. To Aovéeufovpylavo Sikaostiplo améppuye to
artuato avtd kot 1 BRG mopapével vrevbovn yio to ke@ddoto mov eA&yyet Tov OAo
NSO3%,

Black Cube

157. H Black Cube givar po ioponiiv 181 TIKY VINPEGIN TANPOPOPLOY TOV ATOTEAEITOL
amd TPONY LIAAANLOVG TG Mossad, Tov IGpANAVOD GTPATOV KOl TOV IGPANAIVOV
vnpeci®v TANPoPoptdV3?7. O i810¢ 0 SIKTLOKOG TOTOG TNG ETULPELNG TOVC TEPTYPAPEL
MG «ONUIOVPYIKT VINPEGTO TATPOPOPLDVY TOL PPICKEL «KTPOCAPUOCUEVES ADGELS OE
oOVOeTEG EMLYEIPNUOTIKEG Kot dkaoTikEG TpokAnoelo» ?8. H Black Cube éyet epmhokel
o€ U0 GEPA ONUOCI®V avTITapafEcEmV o oYEoN e LITOOEGELS YAKIVYK, LETAED AAA®V
otig HITA xot ™ Povpovia®®. Ewdwotepa, ot emikepodng g Black Cube
TOPAdEXTNKAY OTL KATACKOTELAV TNV TPONV YEVIKT glcayyedéa g EBvikng
Aevbvvonc Katamodéunomng g Atopbopdc g Povpoviag, Laura Kovesi3!?. H Kovesi
etvan onuepa n tpot) Evponaio ['evikn Ewoayyeléag mov dievBoverl tnv Evpomaikn
Ewoayyela (EPPO). O Daniel Dragomir, mponv Poopdvog pootikdc mpaktopag,
eépetar Ot NTav To TPOc®MTOo 1oL avébese to Epyo otn Black Cube’!!.

Intellexa Alliance

158. H Intellexa 13p00nke 10 2019 otv Kompo and tov Tal Dilian. O Dilian kateiye
dtapopec Nyetikéc B€ceig oty lopaniviy Apovtikny Advaun Tpotov EeKvieeL T
GTOOL0OPOIN TOL MG KEUTEIPOYVMLOVAG GTOV TOUEN TOV TANPOPOPLDV, dNULOVPYOC
KOWOTHT®V KOl KaTtd cupponv entyeipnuatioc»’'?. Xtov iototond e, n Intellexa
Alliance meprypdpetor wg «etapeio pe £dpa otv EE ko puBuldpevn and to dikad
™G LE OKOTO TNV avATTLEY KO TNV EVOMUATMOT TEYVOLOYIDV Y10 TV EVOLVALNOGCT] TOV

303 Financial Times. NSO Group keeping owners ‘in the dark’, manager says.

304 The New Yorker. How democracies spy on their citizens.

305 T etter to Mr Jeroen Lenaers and his Vice Chairs.

306 Luxembourg Times, Top five stories you may have missed.

307 The New Yorker, https://www.newyorker.com/news/annals-of-espionage/the-black-cube-chronicles-the-
private-investigators , 7 October 2019.

308 https://www.blackcube.com/

309 The New Yorker, https://www.newyorker.com/magazine/2022/04/25/how-democracies-spy-on-their-citizens ,
18 April 2022.

310 Balkan Insight. Intelligence Firm Bosses Plead Guilty in Romania Surveillance Case.

311 Haaretz. Black Cube CEO Suspected of Running Crime Organisation. Revealed: The Romania Interrogation.
312 Tal Dilian. About.
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https://www.luxtimes.lu/en/luxembourg/top-five-stories-you-may-have-missed-62b5e395de135b9236e0be80
https://www.newyorker.com/news/annals-of-espionage/the-black-cube-chronicles-the-private-investigators
https://www.newyorker.com/news/annals-of-espionage/the-black-cube-chronicles-the-private-investigators
https://www.blackcube.com/
https://www.newyorker.com/magazine/2022/04/25/how-democracies-spy-on-their-citizens
https://balkaninsight.com/2022/02/08/intelligence-firm-bosses-plead-guilty-in-romania-surveillance-case/
https://www.haaretz.com/israel-news/tech-news/2020-10-26/ty-article-magazine/.premium/interrogation-revealed-black-cube-ceo-suspected-of-running-crime-organization/0000017f-dbda-d3ff-a7ff-fbfac4940000
https://taldilian.com/about/

VINPESLOV TANPOPOPIOV.» ApKeTol TpounBevtég eEomAMa oy TapaKolovdnong mov
amoTeLOVV LEPOG TNG EPTOPIKNG envopiag tng Intellexa Alliance eivar o1 e&ng:

. Cytrox, WiSpear (mov apydtepa petovoudotnke oe Passitora Ltd)

o Nexa technologies (vt ™ daxeipion TPAONV d1EVOVVTIKAOV GTEAEYDV TNG Amesys)
o Poltrex

WiSpear ko Cytrox

159. To 2013, n Tal Dilian {dpvoe KuTploKn KoTtay®pliopEvn ETAPEiQ e TNV ETOVL UL
Aveledo Ltd., apydtepa yvoomy wg Ws WiSpear Systems Itd. kot peté og Passitora
Ltd313. Mg édpa tn Agpecd oty Kompo, n Wispear el kopiong eEoniopnd kat
AOYIGUIKO Y10t TOV EVIOTIGUO KOt TNV TOPAKOAOLON oM OTOU®V HEGH TOL KIVNTOV TOVG
TNAEQPOVOVL. Xg cuVEVTEVEN pe To TEPLodko Forbes, o Dilian e€rynoe t1g duvotdtnteg
oV Aoyiopkoy WiSpear mapovsialovrag 1o a&iog 9 ekatoppvpiov dolapiov pavpo
Bav tov, kavd va mapapralel cuokevic o aktiva 500 pétpwv. Emmiéov, to WiSpear
dabéter eEomhopd mov pmopei vo vrokAéntel dedopéva amd diktvo Wi-Fi3l4, Ta
ONUOGIO OKAVOOAD GYETIKA LLE TO TPOTOVTO QVTA TLPOJOTNGAV TN UETAPOPE TV KOPLOV
emyEpNUOTIKOV dpactnplotitav g Intellexa and v Kdmpo omv EALGSa.

Amesys ka1 Nexa Technologies

160. H Amesys ka1 1 Nexa Technologies aroteAotv eniong uépog g Intellexa Alliance ko

dgv gtvat amaAlaypéves omd avTumapabEcels, OTMS ovVaPEPETAL GTO KEPAANLO Y10, T
[aAAia.

Poltrex

161. H Poltrex 13pHOnke tov OxtmdPplo tov 2018 kot povadikdg Hétoyog g eToupeiog Nrav
n Intellexa Itd, katoympiopévn otic Bpetavikég [apBéveg Niicove. O woponivog
Shahak Avni — 18putrg g kumplakng NCIS Intelligence Services 1td3!3 ko
ocvvepyarng tov Tal Dilian — katoywpiotnke wg drievbvuving g Poltrex tov
Zentéuppro tov 2019. Tov OxtdPpro tov 2019, 1660 0 Avni 660 kot o Dilian €ywvav
ouvdtevbuvtéc ko ) Poltrex petovoudotnke oe Alchemycorp Ltd. [Tapd
petovopaocia tng Poltrex, n etapeio e&axorovbodoe va prio&eveitar otov Novel Tower
—1nv 1810 tonobeoio pe tn dievbvvon e WiSpear3's.

Candiru
162. H Candiru givon po GAAN etaipeio katoyopiopévn oto lopank mov moapdyet tpoidovia

KATooKOTELTIKOV Aoyiopkov. H gtarpeia 1dpvonke 1o 2014 and tovg Ya’acov
Weitzman kot Eran Shorer. Kot ot 600 18puTég £x0ovv 16T0p1kd 6T ZTPATIOTIKN

313 Open Corporates. Passitora Ltd. https://opencorporates.com/companies/cy/HE318328

314 Haaretz. As Israel Reins in Its Cyberarms Industry, an Ex-intel Officer is Building a New Empire.
315 Philenews. FILE: The state insulted Avni and Dilian.

316 CyprusMail. Akel says found ‘smoking gun’ linking Cyprus to Greek spying scandal.
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Movéda ITinpogpopidv 8200 ¢ Iopanivig Apvvtikng Avvaung (IDF) kon apeodtepot
Atav Tpdny vrdiiniot Tov opidov NSO3!7. O tpdnv enevéuthc otov duiho NSO, Isaac
Zack éywve o peyaavtepog pétoyog e Candiru. H etapeio moiel kotocKonenTiKd
LOYIGLUIKO Y10 TO YAKIVYK NAEKTPOVIK®OV VITOAOYIoT®V Kot eEvmnpetntdv3!s. Ot
ONUOGIOTOMUEVES TANPOPOPiEg piag TpATaoNS Epyov vroypaupilovyv 6Tt 1} Candiru
nwiel ToV eE0MAMOUO TOV ava apBpd TaVTOXPOVOV AoUdEEDV. AnAadn, ToV aplduod
TOV 6TOYWOV TOV UTOPOVV VO 6TOYOTOMO0VV LE TO KATATKOTEVLTIKO AOYIGHIKO GE L0
dedopévn ypovikn otryun. o tapdostypa, yio 16 ekatoppopto SoAdpia, EVog meAdTns
Aoppavel ameplopioto aplOpd TPosTAHEUDY KOTAGKOTEVLTIKOV AOYICUIKOV, dAAE pmopet
va otoyevoel povo 10 cuokevég tavtdypova. ‘Evag meldtng umopel va ayopdoet 15
EMMALOV GLOKEVEC Yl emmAgov 1,5 ekat. doAdpia’!®.

Tykelab kov RCS Lab

163. Tov Avyovoto tov 2022, 1 ékBeon Lighthouse avépepe 611 1 Tykelab, etaipeio mov
edpevel ot Poun ko avikel oto RCS lab, ypnoyionotel dekdoeg TnAepmvikd dikToa,
ovyva o€ ynowd Tov Notov Eipnvikov, yio v amostodn deKadmv YIAMAd®mV HOGTIKOV
KTOKETMOV TOPOKOAOVONGNG» 68 OAOKANPO TOV KOCLO, [LE GTOYO avOPOTOLS GE YMPES
omwg 1 10w N Itakio, n EALGSa, n Bopeia Moakedovia, n [Toptoyoria,  Apon, n Kéota
Pixa, n Nwapdyova, to [Takiotav, n Maioisia, To Ipax ko to MaAl. H Tykelab
EKUETOAAEVETOL TO TPOTE ONUELN TOV TAYKOGHIOV THAEPOVIKOV SIKTO®V, TO. 07010
EMTPEMOLY GE TPITOVS Vo PAETOVV TIG TOMODEGIES TOV YPNOTOV TOV TNAEPOV®V KO
EVOEYOUEVAS VO VTOKAETTOVV TIG KANGELS TOVG, YWPIG V. aprvovTot iyvn g
napaPioong 6t cuokevic?). Mol oe dvo nuépec Tov Iovvio tov 2022, 1 etaupeia.
dieiodvoe o€ diktva oe OAeg GOV TIC YDPES TOL KOGUOV2!, X1oVv 16TdTOMd NG, M
Tykelab avagépetl 0Tt «oVVOLALEL E1KOGOETY TIEIPA GTOV GYESACUO, TNV EPOPUOYN KOl
N cvuvInpNoN Acemv KeVIpkov diktHov Telco, pia woyvpn epunepoyvocio otnv
TOPOYN OLUYEIPIOTIKMY LINPECLOV, GTNV EVOTOINGT CLOTNUATOV LE BAon ToV TEAGT
KOL 6TNV avATTuéN EQapROYDOV KIVNTHG TNAEPOVINGH 22,

Kataokomgutiko Loyiopiko Hermit

164. To RCS Lab éyet avontoéel to Hermit, K0To.GKOTEVTIKO AOYIGUIKO TOL UTOPEL VoL
YAPNOILOTOMOEL Yo TNV € AMOCTACENMS EVEPYOTOINGN TOV LUKPOPHOVOL TOL TNAEPAOVOV,
KOOMG Kal Yo TNV KaTtoypogt KANGEWV, Kol TNV TPOCTEANGT UNVOUAT®V, apyEi®V
KOTOYPOQNG KARGE®V, ETOPOV Kol poToypapidv3?3, Tov Iovvio tov 2022, 1 opddo
avéivong anetlov ™ Google amokdAvye 0Tt Popeic vTooTNPLOUEVOL OO
KLPBEPVNGELG TTOL YPNGIULOTOLOVV TO KATAGKOTELTIKO Aoyicopiko tov RCS Lab
ouvePYAlovTaV LLE TOVG TOPOYOVE VINPECLOY JAGIKTOOL TOV GTOYOL Yo VOl
QTTEVEPYOTOGOVV TI GUVOEGIUOTNTO SEGOUEVMV KIVITNG TNAEP®VIOG TOV GTOYOVL.
Metd v angvepyomoinon, o emtifépuevog £otedve kKaKOPOLAN chvoeon pécw SMS

317 Haaretz. “We’re on the U.S. Blacklist Because of You’: The Dirty Clash Between Israeli Cyberarms Makers
318 Haaretz. Cellphone Hacking and Millions in Gulf Deals: Inner Workings of Top Secret Israeli Cyberattack
Firm Revealed.

319 CitizenLab. Hooking Candiru. Another Mercenary Spyware Vendor Comes into Focus.

320 https://www.lighthousereports.nl/investigation/revealing-europes-nso/

321 https://euobserver.com/digital/155849

322 http://www.tykelab.it/wp/about/

323 https://www.lighthousereports.nl/investigation/revealing-europes-nso/
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https://www.haaretz.com/israel-news/2021-12-17/ty-article-magazine/.highlight/were-on-the-u-s-blacklist-because-of-you-the-clash-of-israeli-cyberarms-firms/0000017f-f195-dc28-a17f-fdb72e9a0000
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https://citizenlab.ca/2021/07/hooking-candiru-another-mercenary-spyware-vendor-comes-into-focus/

{NtovTog 0o ToV 6TOYO VO EYKATOGTIGEL [0 EQAPLLOYN Y10 TNV OVAKTNON TNG
ocuvoesuoTNTag TV dedopévav. H Google Bewpet 6Tt avtdg givar o Adyog yia tov omoio
01 TEPLIOCOTEPES EPAPLOYES KUETAUPLECOVTOY GE EPAPLOYES TOPOHY MV KIVNTNG
mAepwviog. Otav dev eivat Suvatn 1 GLUUETOYXN TOV TOPOHYDV VINPEGLOV S1AOIKTOOV,
01 EQAPLOYEC TAPOVSIALOVTAL YELOMS MG EPUPUOYES aVTOAAOYNS unvopdtov. Ta
Bvpata Tov cToyomomOnKaV e TO KATaoKOTELTIKO Aoyiopikd Tov RCS Lab
Bpickovtav otnv Itokia kot to Kalakotdv3?4, kabohg kat otn Povpavio’?>,

DSIRF - Decision Supporting Information Research and Forensic

165. To vmovpyeio Awkaiosvvng e Avotpiag Eekivioe TPOCPOTO TOWIKT dladIKOGT0
evavtia otnv DSIRF GmbH (LLC)?*?, avotpiax etaipeio pe £dpo tn Biévwn kot
untpkn etaipeio oto Aytevotdy mov 1WpHonke to 2016, Kot 1 onoia 1oyvpiletor OTL
ToPEYEL «EEATOUIKEVUEVEG VIINPEGTIEG GTOVG TOUEIC TNG £PEVVAC TANPOPOPLADV, TNG
EYKANUOTOAOYIKNG £pEVVOG, KOOMG Kot TNG TOpoYNS TANPopopldv mov Bacilovtal og
dedopéva og TOAEBVIKEG ETOUpElEG OTOV TOHEN TNG TEYVOLOYIOG, TOV AoviKoD gumopiov,
NG EVEPYELOG KA TOV YPNUOTOTIGTMOTIKOD Topéon.>2” H DSIRF mtpogavig
TPOAYLOTOTOEL TOANGELS OE U1 KPOTIKOVS POPEIC.

FinFisher

166. Eivol onpoavtiko va avoeepbel oty mapovcoa £kBeon 1 mowvikn Epevva Yo T
FinFisher, (o tponyv etaipeio kotaoKomevtikoh AOyiopkoL e €6po o Movayo g
epuaviag, kot n ttoyevon . H FinFisher givon éva diktvo etaupeidv, mov 10pHonke
10 2008, Kot apykd iye 16XVPOVG SEGUOVG LE TO BPETAVIKO HIKTVO ETAPELDY VIO TNV
enovopio «Gammay. H FinFisher tpo®0noe to kataokoneutikd Aoyiopikd e g
«TANPES YoPTOPLAGKLO El6BoANC TID», pe To AoylopIKo TG va. xpNoLOTToLEiTaL aTd
dekadeg yhpeg o€ 0AOKANPO TOV KOoU0>2E, cupumeptlappoavouévav 11 kpatdv uekdv
¢ EE? kan 13 «un ehevbepmvy yopmv330.

I11. H wavotnto avtidpaocng s Evponaikiyc ' Evoong

167. Opiopéveg kuPepvnoelc £xovv otoyevoet moiitec g EE pe 1oyvpd katackoneutikod
Aoylopkd. Avtd amethel T dnpokpation KoL TO ATOUIKA dtkoudpato TV toAlt®v. H EE
&xel v e€ovoio va avaldpel 0paon yio TV OVTILETOTIOT QVTOV TOV OTEIADV, 0V Kol
oAb meploptopévn. Otav, woTdc0, Ta KPATN HEAN EMKaAOVVTOL TV «EBVIKN
ac@arelon, N EE Bploketal ovclooTiKd KTOC TOV oy vidtov. Ta Kpatn (AN
KaBopilovv povopepmds TV €0VIKN ac@dAclo Kot pmopodv avd Téoo Gty vo
KAeioovv v opTa. EKTOC amd avtong Toug VOoUIKos TEPLopiopons, VITEPYovV Kot

324 https://blog.google/threat-analysis-group/italian-spyware-vendor-targets-users-in-italy-and-kazakhstan/

325 https://www.lighthousereports.nl/investigation/revealing-europes-nso/

326 DSIRF is an abbreviation for “Decision Supporting Information Research and Forensic”

327 https://dsirf.eu/about/

328https://citizenlab.ca/2015/10/mapping-finfishers-continuing-proliferation/ -
https://wikileaks.org/spyfiles4/customers.html

329Belgium, Czech Republic, Estonia, Germany, Hungary, Italy, Netherlands, Romania, Slovakia, Slovenia,
Spain

330Angola, Bahrain, Bangladesh, Egypt, Ethiopia, Gabon, Jordan, Kazakhstan, Myanmar, Oman, Qatar, Saudi
Arabia, Turkey
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moAtikoi Adyotl Tov cuvendyovtol v madntikdétta g EE. H Evponaikn Emitponn,
¢ Bepatopdrakag Tov Zuvinkov g EE, éxet yivel empuiaktikn 66ov apopd v
emifBoAn Tov dikaiov g EE*3!. Avto dev opeiletan 610 yeyovog Ot vdpyovv voutkoi
TEPLOPIGHOL, OAAL TPOKELTAL TEPLGGOTEPO Yo TOATIKT emhoyT|. H Emttponn teivetl va
EPUNVEVEL TIC ££0VG1EG TNG KOTA TOV GTEVOTEPO OLVATO TPOTO. AVTIUETOTN [UE
KATAQMPES TAPAPLAGELS TOV KPATOVS d1kaiov Kol TV OgHeM®ODV dtkalopdtmv, I
otdon avutr| kabictoton wiaitepa mpofAnuatikn. Yapyetl o kivouvog 1 emkovptkoTnTa
Kot 0 6eBAcUOG TV OMOKAEIGTIKOV €0VIKOV appodiottev vo e&glybovv oe
atpopnoio. X cvvéyela Oa e£eTdcove TIC ££0VG1eg TOL £Y0VV 6T d1ABEGN TOVG TAL
Beopkd opyova g EE. To Kowvopovio, n Emtpony| kat to Zvppovio Egovv v
e€ovaia kat To kabMKov va vopodetodv, va puBuilovy kot va emPBarlovy, kot TpEnel va
TO TPATTOVV LE OMOPAGIOTIKOTNTA Kol LL0d0& 0, TPOTACCOVTAG TNV VIEPACTIOT| TNG
onuokpatiog pog Evavtt Bpoyumpofecumy TOMTIKOV TTUYMV.

Evponaiki Emrpom)

168.

169.

170.

H Evponaikn Emtponn, aviidpdviog 610 6KEAVOOAO TOV KOTAGKOTEVLTIKOV AOYIGUIKOV,
Exel LEYPL oTLYUNG TEPLOPIOTEL TN CVLVTALT EMGTOAMV e TIS 0Toieg (ntel dtevkpvicelg
and 116 KuPepvnoelg ™ [Todwviag, tng Ovyyapiag, ¢ lomaviog kot g EALGSaG.
Qo1660, paivetar 0Tt ot N dtotaxtikny eninAnén g Emttpomng dev B akorovOnOel
and meportépo evépyetec. Etvar adnfeta 011, vid otevn| évvoua, n Emtpony| dev €xet v
eEovoia va evepynoel 6Tov Topéd TNG £BVIKNG AoPAAELNG. 26TOGO, OTMG EMGTUAIVEL N
0w  Emrponn o1ig ev A0y eMGTOAEG, 1 «EOVIKT] AGPAAEION OEV TTPEMEL VL
epunvedETUL WG amePLOPLoTN EAIPEST) OO TOVG EVPOTATKOVS VOLLOVG KOt TIG
EVPOTOTKEG LVVONKES KO VOL LETOTPETETOL GE TOUEN OVOUTOG.

Y avtifeon pe tig HITA, n Emtpony| dev €xet mpoPel péypt otryung o avaivon g
KOTAGTOONG 0VTE GE 0ELOAGYNON TOV ETOLPELDY TOV dPAGTNPLOTOIOVVTAL GTNV
EVPOTAIKT ayopd. AeV VILAPYEL TPOPAVIG VOULKT AVTIPPNGN KATA TNG SIEVEPYELNG LLOG
TETO0.G OVAALONG.

H EE 6w00étet d1dpopovg vopovg mov Bo pmopodoay vo ¥pneELGOVY MG puOGTIKA
gpyareia 0G0V apopd To KOTAGKOTEVTIKO AoYioko. Extdc amd ) vopobeaia yio tnv
TPOCTUGIO TOV SIKOOUATOV TOV TOAT®OV, OTT®MG 1) Vopobesia Yo TNV Tpocstacio Twv
dedopévev Kot TG W1mTIKOTN TG TV emkotvaviav (IKITA, ynewokn wiwtikdtta),
vapyovv vopot yia 11§ &aywy£Eg (Kavoviopdg yio o 10m SITANG Xp1ong) Kot Tig
onuooteg ovuPdoets. Qotodco, n emPoin and v Extpony| sivon avenapknc. Telvel va
nepropiletar otnv enaAnBevon 1oL KATd TOCOV va KPATOG LEAOG £XEL LETAPEPEL 0pOdL
) vopoBesia g EE 610 €Bvikd tov dikaro. Qo1660, T0HTO DTOONADVEL EAGYLIGTO
TPGYLOTOL Y10 TV TPOYHOTIKY €l TOmov katdotaon. Katd cuvéneia, 1 ékOgon3? g
Emitponng oyetikd pe v €@appoyn Tou KOVOVIGHOV Yo T €101 OITANG YpNoNG
Qoivetal vo KaTaAnyel 610 cuumépacpa 0Tl 1 epapuoyn Ppicketon oe KaAd dpOLO, EVED
VILAPYOLY TOAAL GTOLYELD TTOL ATTOSEIKVOOLV OTL GTNV TTPAEN £lvall AVETAPKTG Ko
OTOGTAGLOTIKT], KOl GE OPIGULEVEG YDPEG LdAoTa okomipms. [Tapd Toug kavoveg mov
opilovton 6TOV KOVOVIGHO Yia Ta €101 SmANg xpnong, N Kompog eaivetan va Exet
KATOOTEL EAKVOTIKOG €0 YMYIKOG KOUPOS Y10 TOANTES KATAGKOTEVTIKOD AOYIGLUKOD.

31 https://papers.ssrn.com/sol3/papers.cfm?abstract id=3994918
332 https://eur-lex.europa.cu/legal-
content/EN/TXT/?uri=COM%3A2022%3A434%3 AFIN&qid=1662029750223
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Xopig KatdAANAN Kol ovclooTikn Enolr], ot vopor g EE givan anidg «ybptiveg
TYPEIG» TOL dNUIOVPYOLV APHOVO YDPO YL THV TOPAVOLT YPNOT| KATOCKOTEVTIKOD
AOY1IGKOD.

Evponaiko Kowofodio

171. To Evpomnaikd KotvoBoviio £xel cuothoet v e€etaoctikn emtpon) PEGA, n omoia
epyaletol EMUEADS KoL OTOTEAEGLOTIKO OTO TAOIGLO TV EE0VCIMV KOl TNG EVTOANG TNG.
Qaot000, dev £xel TNV eEovaia vo KANTEVEL PdpTLPEG 1) VO TOVG e€ETALEL EVOPKMGS, KO
ogv éyel mpocPaon o dwPabuicpévec mAnpopopies. Agv drabétel Tig TANpeLg e£ovaieg
épevuvag mov dabétovv ta meplocOTEPA £0ViKA KowvoPovAla. EmmAéov, n emppor| twv
ebvikav kuPepvicemv gival cuyvd mopovca otig dtafoviedoelg g PEGA, mpdyua mov
eviote amotedel epumO10 Yo 01€E00KEC, TANPWS AVEEAPTNTES KO AVTIKELUEVIKES
épevvec. Elvar pdidov koviko to yeyovog 6t 10 Evponaikd Kotvofovito dev d1a0étet
TANPELS EE0VGIEC OlEPELVONG, OTAV OPIGUEVA ad Ta LEAT TOL givor BopaTa Tapavoung
TapoKolovOnog.

Evporaiko Zvppfovio kot Zoppoviio Yrovpyov

172. MokovoTt ot eBvikég KuPepvoels woyvpilovtal 0Tt T0 GKAVOAAO TOV KOTAGKOTEVTIKOV
Aoylopkob givor aprymg eBvikd Nua, oty TpayuaTikotnTa cuinTonKe 6ToO
Zvppovio g Evporaikng Evoong kat ot eBvikéc kufepvnoelg anmopdsiooy va
ATOVTHOOVY GLALOYIKG 6T0 EpmTNUATOAdYI0 ToV Evpmnaikod Kowopoviiov?3. Me tov
TPOTO AVTO, AVAYVOPIGOY TANP®G OTL GTIV TPOYLOTIKOTNTO EUTITTEL TNV APLOSIOTNTO
oV XvpPoviiov. Qotdc0, 1 €VBHVN dev elvar pevov amd 1o omoio pmopeite va
emAé€ete: dev pmopeite va acyoinBeite HOVO EMAEKTIKA [LE O1OIKAGTIKA {nThpota,
aAAG Oyt pe TNV ovaia.

173. Méypt ofjuepa, 10 Evponraikd Xvpfoviio dev £xel anavtioel ONUOcing 1 OVCLUCTIKA
6710 6KkAvOaA0. Opiopéva amd Ta LEAN TOL €0V GLUEETOYT 6To BEua avTd, Kabmg Ta
Ot pmopet va gtvo cvuvepyol otig mapdavoueg mopaPicelg 1 animg extBupovy va
dwatnproovy v EE advvaun kot avicyvpn o€ avtov tov topéa. H opeptd kou n
EMhenym ocvvepyosiog Tov ZuUPovAIOL deV GLVIGTE KOAO OU®VO Yo TUYOV LEAALOVTIKES
puOotikég Tpotofoviies. To ZvpupodAto ivar vopoBég, aAld propel KGAMGTO VOl
elvar ampoBupo va puBuicet ta péAN ToL.

174. Axoun Kot av orodekvuoOTay TEAMKE Topdvoun 1 EYKANUOTIKT GCOUTEPIPOPE, TOL LLEAN
TOV E0VIKOV KUPEPVNGE®V dEV UTOPOVV VO TOPATELPOOVY 0VTE VO VTTOYPE®OOVY Vo
maportnBovv and 1ig B€celg Toug otnv EE. Avtd onuaivel 6Tt ta dtopa wov gival Evoya
Yo T€T01EG TPAEELS UToPOoHV KAAAMGTA VO GUVEYICOVV LE OTILOPNGIO VO GUUUETEXOVY
ota 0pyava ™¢ EE kot va Aapfdvovv anopdogig mov enmnpedlovv 0A0VG TOVG
Evponaiovg molitec.

Evponor
175. Znmdnke and v EvpomdA vo cuvdpdpLel TNy Kumplaxn actuvopio kot évay

QKOO LLOTKO EUTEPOYVAOLOVO, OTN OIEVEPYELD EYKANUATOAOYIKNG e&€Taomng o€ Tpia
eninedo Tov e£omMaov mov Bpébnke oto pavpo Pav tov Tal Dilian to 2019. Katd

333 Draft letter from General Secretariat of the Council to the Delegations, 26 September 2022.
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oapketa g akpoaons PEGA otig 30 Avyovotov 2022, n Evpomdd dev éxave kapio
avaQopd 6e avTd, TaPd TIC EPMTNOELS TOV POVAELTOV GYETIKA [LE TOV POAO TNG
Evponod ot diepevvnon Katackomevtikov Aoyiopkob oty EE. ‘Extote dev £xet yivet
avagopd oto BEpa.

176. H EvpomdA dev drobétel avtdvoueg emyelpnotokés eEovoieg Kat 0ev Umopet va evepyet
YOPIC TN GLYKOTAOEST KOt TN GUVEPYAGIN TOV EVOLLPEPOUEVOV KPATOV LEADV. AVTO
amotelel TPOPANLUA GTAV VTAPYOVY CAPT ATOOEIKTIKA GTOLXELN Y10l EYKANUOTIKEG
TPAEelg —Ommg KuPepvosykAnpa, dtopbopd kot ekPiaon— aArd ot eBvicég apyés dev
dtepevvovy to Cntnpa. To TpOPANUA EMOEWVAOVETOL OTAV Ol APYES TOV KPATMV UEADV
elvar o1 101eg cvvepyol ata eykAnpaTo.

177. Qot6c0, n Evpondd anéknoe npoceata véeg eEovoieg Tov TG EMTPETOVY VoL
TPOTEIVEL TPOOPATIKA LI EPEVVAL, OKOUT KOl OTAY apopd EyKAnpa Tov drampdydnke
Lovo o€ éva Kpatog HEA0CH*, adAha péypt otyung £xetl eavei ampdbovun va Kavel ypron
tov e&ovoldv avt®v. H Evpondd embopet va amorapfavel KoAés oy€oelg pe tig
KuPepvnoetg, Kabmg eoPfdror 6Tt po tétota TpwtofovAia Ba 0dnyovce oe KaTdppELON
Mg ovvepyasiog o€ GALOVG ToUElC.

178. Xtic 28 TentepuPpiov 2022, n emtponty PEGA anéoteide emiotoln oty Evpomdr3ss,
KOADVTAG TNV V. KAVEL YpNoT TV VEOV e£0061dV TG cOLP®VE PE To dpBpo 6 Tov
Kavoviopob yio Ty EvpomdA3e. Te amavintiky entotodn TG ue nuepounvia 13
Oxtoppiov 202237, 1 Evpondd SHA®GE OTL «EmKOIVAOVNOE e TEVTE KPOTH UEA Y10 VL
eCaxpifaael o vITapyovY O100E0IUES TYETIKES TANPOYOpIES ae eQVIKO emtimedo i TV
Evpawmol kot ov vrdpyer ev eelidel n mpoflemduevy movikn Epevva (1, ovt’ avtod, diin
épevva fOoel TV EPAPUOTTEDY OLaTALewY TOV €BVIKOD dikaiov). EV tw uetolv, évo, amo
0. TEVTE KpaTn uéAN emiPefaiwae otny Evpwmold tyv Evopln movikav epevvay 0o Ty
ETOTTTELO TV OPUOOIWYV OIKATTIKWOV OPYMDV, KOTI TOV EXEL ETIONS emainbevtel amo v
Eurojust». Aev ivol YvooT0 G€ TOLES YOPEG AVOPEPETAL 1) EXIGTOAN, OVTE AV 1)
wpoavapepOeica moviky Epevva amd £va KPATOg LEAOG apopd TNV KaTdypnon
KOTOOKOTEVTIKOV AOYIGHKoD amd kuPepvioels kpatav peadv g EE 1 and tpiteg
YDPES.

179. H EE amodeikvietol o amdivtn advuvopio Evavtt VOEXOUEVNS EYKANLOTIKNG
dpacTnPLOTTaS EOVIK®OV apy®dV, axoun kot av avtn ennpedlet v EE.

180. TMapadotwe, o avtiBeon pe v Evpomdd, ot HITA diepguvoiv evepyd t yprion
KaTaokomeuTkoL Aoyispikov oty EE. Zt1ig 5 NoguBpiov 2022, avaeépOnke 6ti 1o FBI

334 Regulation (EU) 2022/991 of the European Parliament and of the Council of 8 June 2022 amending
Regulation (EU) 2016/794, as regards Europol’s cooperation with private parties, the processing of personal data
by Europol in support of criminal investigations, and Europol’s role in research and innovation.

335 https://twitter.com/EP_Pegalnquiry/status/1576855144574377984

336 “where the Executive Director considers that a criminal investigation should be initiated into a specific crime
which concerns only one Member State but affects a common interest covered by a Union policy, he or she may
propose to the competent authorities of the Member State concerned, via its national unit, to initiate, conduct or
coordinate such a criminal investigation.”

337 File no 1260379.
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emokEéPONKe TV ABMva yuo vo SIEPEVVIGEL «TTOCO £XEL SLOGTAPEL TO TAPAVOLLO
LoyIo KO TapoKoAoHONoNG Kat o101 TO Stakivnoavy» 338,

Evpomaiko o1kaoTiké copa

181. To Awaotipro g Evponaikng Evoong (AEE) kot to Evponaiké Awkacstiplo
AvOporivov Aikaoudtov (EAAA) dtudpapotiCovy onuaviikd poAo TNV TPOACTIoT
NG ONUOKpATing, Tov KPAToug dKaiov Kot TV epeMmdmdv dikatopdtov. Q6tdc0,
UmopoHV Vo EVEPYNGOLY LOVO KATOTLY KOTAYYEALNG 1] TPOSIKAGTIKOV £p@THATOC. Ot
dwdkaocieg etvor 1dtaitepa YpovoPOpes Kot TaPEYOLY EAGYIOTO CLYKEKPLUEVO EVOLKOL
péoa e LEPOVOUEVES VTTOBEGELS. ME TNV TTAPOSO TV ETAOV, TO HIKOGTPLO £XOVV
ONUIOVPYNGEL VAV TEPAGTIO OYKO GYETIKNG VOLOAOYING, Yo Tapddety o Oeomilovtog
wpdTLTTA Y10 TNV TTapakorlovOnon. Qo1dc0, Ta eV AOY® dikaosTpla dev dlabéTovy péca
Y10 vaL 0106 QPAAICOVY TNV EKTEAEST TNG ATOPACTG TOVS. MEYPt oTLyung, £xet vToPAnOel
oto EAAA pia xotayyeiio oxetikd e tnv Topavoun ypron KaTooKOTEVTIKOD
Loyiopkov?3, Qot6c60, 0 dPOHOC TPOG Ta SIKAGTAPLN. TOL ZTPUGPOVPYOL T} TOL
AovEepPovpyov givar cuyvd paxpog, domavnpog kot eraydng, Kabhg tpénel TpOTU Vo
eEavtAnBovv OAeg o1 emA0YEC TOL APoPovV eBVIKEG dKaoTIKES dradikacies. AvTod
1oYVEL IWG o€ TePImTon Tov ot eBvikol elcayyeAeic 1| dikaoTég OV avaidBovy 1)
apvnBovv va avaAidBouv o vrdOeo, OTOHTE TAL KPLTHPLOL Yo VO YOPOKTNPLOTEL
TopadeKT o vedeon ivar avonpa.

Alla 6pyave Ty EE

182. To Evpomaikd Xvppoviio [poctaciag Asdopévov, o Evponaiog Endntng Ilpoctaciog
Agdopévav, o Evponaiog Awapesorafntig, To Evponaikd Eleyktikd Zuvédpro kot 1
Eurojust £yovv eAdyioteg approd1dTTES VL EAEYYXOLV 1| Vo mopepfaivouy og mepintwon
TAPAVOUNG XPNONG 1 EUTOPTOG KOTAGKOTEVTIKOD AOYIGUIKOV altd KUPEPVIGELS KPATMV
peA®v. Optopéva omd Ta LEAT TOVG EVOEXETAL TPAYUOTL VO EUTAEKOVTOL GTO GKOAVOOAQL
670 KPATog HEAOG KOTOYMYNG TOVS Kol 6T GLYKAALYN Tovg. EmimAéov, autd pumopel va
€xel avTiKTLTTO 6T AEITOVPYIN KOl TNV oKEPOOTNTA T®V £V AdY® opydvev ¢ EE. H
Evponaixn Ewcayyelio Bo propovce evoeyopévag vo mapépupet dtav eumiékovrol
ypnpota g EE pe onolovormote tpomo.

338 https://insidestory.gr/article/ti-ekane-i-epitropi-pega-gia-tis-ypoklopes-stin-athina?token=4U IKNVW 1DQ
339 Appeal by Koukakis to the European Court of Human Rights, 27 July 2022.
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AITIOAOrIKH EKOEZH

Europe's Watergate

In summer 2021, the Pegasus Project, a collective of investigative journalists, NGOs and
researchers, revealed a list of 50,000 persons who had been targeted with mercenary spyware.
Among them, journalists, lawyers, prosecutors, activists politicians, and even heads of state.
The most dramatic case may well be that of Jamal Khashoggi, the Saudi journalist, who was
savagely murdered in 2018 for his criticism of the Saudi regime. However, there were also
many European targets on the list. Some had been targeted by actors outside the EU, but
others were targeted by their own national governments. The revelations met with outrage
around the world.

The scandal was quickly labelled "Europe's Watergate". However, rather than the political
thriller "All the President's Men" about the burglary into the Watergate building in 1972,
today's spyware scandal is reminiscent of the chilling movie "Das Leben der Anderen" (The
Life of Others) depicting the surveillance of citizens by the totalitarian communist regime.
Today's digital burglary with spyware is far more sophisticated and invasive, and hardly
leaves any trace. The use of spyware goes far beyond the conventional surveillance of a
person. It gives total access and control to the spying actors. Contrary to classic wiretapping,
spyware does not only allow for real-time surveillance, but full, retroactive access to files and
messages created in the past, as well as metadata about past communications. The
surveillance can even be done at a distance, in countries anywhere in the world. Spyware can
be used to essentially take over a smart-phone and extract all its contents, including
documents, images and messages. Material thus obtained can be used not only to observe
actions, but also to blackmail, discredit, manipulate and intimidate the victims. Access to the
victim's system can be manipulated and fabricated content can be planted. The microphone
and camera can be activated remotely and turn the device into a spy in the room. All the
while, the victim is not aware of anything. Spyware leaves few traces on the victim's device,
and even if it is detected it is nearly impossible to prove who was responsible for the attack.

The abuse of spyware does not just violate the right to privacy of individuals. It undermines
democracy and democratic institutions by stealth. It silences opposition and critics, eliminates
scrutiny and has a chilling effect on free press and civil society. It further serves to manipulate
elections. The term "mercenary spyware" reflects very well the nature of the product and of
the industry. Even failed attempts to infect a smart phone with spyware have political
ramifications, and can harm the individual as well as democracy. Participation in public life
becomes impossible without the certainty of being free and unobserved.

The spyware scandal is not a series of isolated national cases of abuse, but a full-blown
European affair. EU Member State governments have been using spyware on their citizens for
political purposes and to cover up corruption and criminal activity. Some went even further
and embedded spyware in a system deliberately designed for authoritarian rule. Other
Member State governments may not have engaged in abuse of spyware, but they have
facilitated the obscure trade in spyware. Europe has become an attractive place for mercenary
spyware. Europe has been the hub for exports to dictatorships and oppressive regimes, such as
Libya, Egypt and Bangladesh, where the spyware has been used against human rights
activists, journalists and government critics.
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The abuse of spyware is a severe violation of all the values of the European Union, and it is
testing the resilience of the democratic rule of law in Europe. In the past years, the EU has
very rapidly built up its capacity to respond to external threats to our democracy, be it war,
disinformation campaigns or political interference. By contrast, the capacity to respond to
internal threats to democracy remain woefully underdeveloped. Anti-democratic tendencies
can freely spread like gangrene throughout the EU as there is impunity for transgressions by
national governments. The EU is ill equipped to deal with such an attack on democracy from
within. On the one hand the EU is very much a political entity, governed by supranational
laws and supranational institutions, with a single market, open borders, passportless travel,
EU citizenship and a single Area of Security, Freedom and Justice. However, despite solemn
pledges to European values, in practice those values are still considered very much a national
matter. The spyware scandal mercilessly exposes the immaturity and weakness of the EU as a
democratic entity. With regard to democratic values, the EU is built on the "presumption of
compliance" by national governments, but in practice, it has turned into "pretence of
compliance". The scenario of national governments deliberately ignoring and violating the EU
laws, is simply not foreseen in the EU governance structures. The EU has not been equipped
with instruments for such cases. The EU bodies have few powers, and even less appetite, to
confront national authorities in case of transgressions, and certainly not in the delicate area of
"national security". By intergovernmental logic, the EU institutions are subordinate to the
national governments. However, without effective, meaningful supranational enforcement
mechanisms, new legislation will be futile. Fixing the problem will require both regulatory
measures and governance reforms.

The US is not spared from attacks on democracy from the inside, for example Watergate, and
the siege of Congress on January 6th 2021, but it is equipped to respond forcefully. It has the
powers to confront even the highest political leaders when they do not respect the law and the
Constitution.

Indeed, following the 2021 revelations on spyware, the United States responded rapidly and
with determination to the revelations of the Pegasus Project. The US Trade Department
swiftly blacklisted NSO Group, the Department of Justice launched an inquiry, and strict
regulation for the trade in spyware is in the pipeline. The FBI even came to Europe to
investigate a spyware attack against a dual US-European citizen. Tech giants like Apple and
Microsoft have launched legal challenges against spyware companies. Victims have filed
legal complaints, prosecutors are investigating and parliamentary inquiries have been
launched.

In contrast, with the exception of the European Parliament, the other EU institutions have
remained largely silent and passive, claiming it is an exclusively national matter.

The European Council and the national governments are practising omerta. There has not
been any official response to the scandal by the European Council. Member State
governments have largely declined the invitation to cooperate with the PEGA committee.
Some governments downright refused to cooperate, others were friendly and polite but did not
really share meaningful information. Even a simple questionnaire sent to all Member States
about the details of their national legal framework for the use of spyware, has hardly received
any substantial answers. Literally on the eve of the publication of this draft report, the PEGA
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committee received a joint reply from the Member States via the Council, also without any
substance.

The European Commission has expressed concern and asked a few Member State
governments for clarifications, but only those cases where a scandal had already erupted at
national level. The Commission has shared - reluctantly and piecemeal - information
concerning the spyware attacks on its own Commission officials.

Europol has so far declined to make use of its new powers to initiate an investigation. Only
after being pressed by the European Parliament, it addressed a letter to five Member States,
asking if a police inquiry had started, and if they could be of assistance.

Europe's business

The abuse of spyware is mostly seen through the keyhole of national politics. That narrow
national view obscures the full picture. Only by connecting all the dots, it becomes clear that
the matter is profoundly European in all its aspects.

Although it is not officially confirmed, we can safely assume that all EU Member States have
purchased one or more commercial spyware products. One company alone, NSO Group, has
sold its products to twenty-two end-users in no fewer than fourteen Member States, among
which are Poland, Hungary, Spain, The Netherlands and Belgium. In at least four Member
States, Poland, Hungary, Greece, and Spain, there has been illegitimate use of spyware, and
there are suspicions about its use in Cyprus. Two Member States, Cyprus and Bulgaria, serve
as the export hub for spyware. One Member State, Ireland, offers favourable fiscal
arrangements to a large spyware vendor, and one Member State, Luxemburg, is a banking hub
for many players in the spyware industry. The home of the annual European fair of the
spyware industry, the ISS World "Wiretappers Ball", is Prague in The Czech Republic. Malta
seems to be a popular destination for some protagonists of the trade. A few random examples
of the industry making use of Europe without borders: Intellexa has a presence in Greece,
Cyprus, Ireland, France and Hungary, and its CEO has a Maltese passport and (letterbox)
company. NSO has a presence in Cyprus and Bulgaria and it conducts its financial business
via Luxemburg. DSIREF is selling its products from Austria, Tykelab from Italy, FinFisher
from Germany (before it closed down).

The trade in spyware benefits from the EU internal market and free movement. Certain EU
countries are attractive as an export hub, as - despite the EU's reputation of being a tough
regulator - enforcement of export regulations is weak. Indeed, when export rules from Israel
were tightened, the EU became more attractive for vendors. They advertise their business as
being "EU regulated”, using, as it were, their EU presence as a quality label. "EU" grants
respectability. EU membership is also beneficial for governments who want to buy spyware:
EU Member States are exempt from the individual human rights assessment required for an
export license from the Israeli authorities, as EU membership is considered sufficient
guarantee for compliance with the highest standards.

The sales side of the trade in spyware is opaque and elusive, but lucrative and booming.
Company structures are conveniently, if not deliberately, complex to hide from sight
undesirable activities and connections, including with EU governments. On paper the sector is
regulated, but in practice it manages to circumvent many rules, not least because spyware is a
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product that may serve as political currency in international relations. Spyware companies are
established in several countries, but many have been set up by former Israeli army and
intelligence officers. Most vendors claim they sell only to state actors, although backstage,
some also sell to non-state actors. It is virtually impossible to get any information about those
customers, or about the contractual terms and compliance.

Trade in, and use of spyware fall squarely within the scope of EU law and case law. The
purchase and sale of spyware is governed by i.a. procurement rules and export rules such as
the Dual Use Regulation. The use of spyware has to comply with the standards of the GDPR,
EUDPR, LED and e-Privacy Directive. The rights of targeted persons are laid down in the
Charter on Fundamental Rights and international conventions, notably the right to privacy and
the right to a fair trial, and in EU rules on the rights of suspects and accused. The abuse of
spyware will in many cases constitute cybercrime, and it may entail the crimes of corruption
and extortion, all of which fall within the remit of Europol. If European funds are involved,
the European Public Prosecutor has the mandate to act. The abuse of spyware may also affect
police and justice cooperation, notably the sharing of information and implementation of the
European arrest warrant and the Evidence Warrant.

The abuse of spyware affects the EU and its institutions directly and indirectly. Amongst
those targeted with spyware, there were members of the EU Parliament, of the European
Commission and of the (European) Council. Others were affected as "by-catch", indirect
targets. Inversely, some of the "perpetrators" also sit on the (European) Council. In addition,
manipulation of national elections with the use of spyware, directly affects the composition of
EU institutions and the political balance in the EU governance bodies. The four or five
governments accused of abusing spyware, represent almost a quarter of the EU population, so
they carry considerable weight in the Council.

Spyware as part of a system

Spyware is not a mere technical tool, used ad hoc and in isolation. It is used as integral part of
a system. In principle its use is embedded in a legal framework, accompanied by the
necessary safeguards, oversight and scrutiny mechanisms, and means of redress. The inquiry
shows that these safeguards are often weak and inadequate. That is mostly unintentional, but
in some cases, the system has - in part or in whole - been bent or designed purposefully to
serve as a tool for political power and control. In those cases, the illegitimate use of spyware
is not an incident, but part of a deliberate strategy. The rule of law turns into the law of the
ruler. The legal basis for surveillance can be drafted in in vague and imprecise terms, so as to
legalise broad and unfettered use of spyware. Ex-ante scrutiny in the form of judicial
authorisation of surveillance can easily be manipulated and gutted of any meaning, in
particular in the case of politicisation, or state capture of the judiciary. Oversight mechanisms
can be kept weak and ineffective, and brought under control of the governing parties. Legal
remedy and civil rights may exist on paper, but they become void in the face of obstruction by
government bodies. Complainants are refused access to information, even regarding the
charges against them that supposedly justified their surveillance. Prosecutors, magistrates and
police refuse to investigate and often put the burden of proof on the victims, expecting them
to prove they have been targeted with spyware. This leaves the victims in a Catch-22
situation, as they are denied access to information. Government parties can tighten their grip
on public institutions and the media, so as to smother meaningful scrutiny. Public or
commercial media close to the government can serve as the channel for smear campaigns

PR\1267987EL.docx 61/63 PE738.492v03-00

EL



EL

using the material obtained with spyware. "National security" is frequently invoked as a
pretext for eliminating transparency and accountability. All these elements combined form a
system, designed for control and oppression. This not only leaves individual victims
completely exposed and defenceless against an all-powerful government, it also means all
vital checks and balances of a democratic society have been disabled.

Some governments have already reached this point, others are halfway there. Fortunately,
most European governments will not go down this road. However, when they do, the EU in
its current institutional and political set up, is not equipped to prevent or counter it. Spyware
is the canary in the coal mine: exposing the dangerous constitutional weaknesses in the EU.

Secrecy
A major obstacle in detecting and investigating the illegitimate use of spyware is secrecy.

For most victims it is not possible to get any information about their case from the authorities.
In many cases the authorities refer to national security grounds as justification for secrecy, in
other cases they simply deny the existence of a file, or the files are destroyed. At the same
time, prosecutors frequently refuse to investigate these cases, arguing that the victims do not
have sufficient evidence. This is a vicious circle that leaves victims without recourse.

Governments most often refuse to disclose whether they have bought spyware and what type.
Spyware vendors equally refuse to disclose who their customers are. Governments often
resort to middlemen, proxies or personal connections, to purchase commercial spyware or
spyware-related services, so as to conceal their involvement. They circumvent procurement
rules and budget procedures, so as to not leave any government fingerprints.

Israel is an important hub of spyware companies, and responsible for issuing marketing and
export licenses. Although Israel and Europe are close allies, Israel does not give out any
information about the issuance (or repeal) of licenses for spyware to EU countries, despite the
fact that it is being used to violate the rights of European citizens and to undermine our
democracy.

Freedom of information requests by journalists yield little to no information. Dedicated
scrutiny and oversight bodies, like the data protection authorities or the court of auditors, are
struggling as well to get information. Independent oversight over secret services is
notoriously weak and often non-existent. Parliamentary inquiry committees are often
stonewalled by the government parties. Judicial inquiries focus on hacks by third countries,
not on illegitimate use by EU governments. Journalists reporting on the issue are facing
strategic lawsuits against public participation (SLAPPs), verbal attacks by politicians or smear
campaigns. The courageous and diligent journalists who are unearthing the facts of the
scandal deserve our respect and gratitude. They are Europe’s Woodwards and Bernsteins.
Furthermore, adequate whistleblower protection is still not in place in all Member States. In
some cases victims of a spyware attack themselves wish to remain silent, as they do not wish
to expose the parties behind the attack, for fear of retaliatory actions, or of the consequences
of compromising material coming to the surface.

Next steps
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At a time when European values are under attack from an external aggressor, it is all the more
important to bolster our democratic rule of law against attacks from the inside. The findings
of the PEGA inquiry are shocking and they should alarm every European citizen. It is evident
that the trade in, and use of spyware should be strictly regulated. The PEGA committee will
make a series of recommendations to that effect. However, there should equally be initiatives
for institutional and political reforms enabling the EU to actually enforce and uphold those
rules and standards, even when they are violated by Member States themselves. The EU has
to rapidly develop its defence lines against attacks on democracy from within.
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