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1. Summary of petition

 In the petitioner’s opinion, protection of fundamental rights has been neglected in the current 
proposal for EU production orders (COM(2018)0225). The petitioner maintains that a 
requesting state would be given electronic evidence without the involvement of national courts; 
he claims that, under the proposal, there is too little scope for individuals to defend themselves 
and private firms would be given too many powers. The petitioner requests that improvements 
be made to production orders as regards data protection, protection of fundamental rights and 
protecting EU citizens from being spied on. The petitioner has made a number of specific 
proposals for improvements to the proposed regulation, including preventing unlawfully 
acquired evidence from being used in an investigation or in court. According to the petitioner, 
there should be direct reporting to service providers, evidence should be stored on the basis of 
the ‘quick freeze’ method, and it should only be possible to produce data in response to a court 
order in the requesting and receiving states. The petitioner considers that the Member State of 
the individual concerned should have a veto. He takes the view that, in the event of improper 
use, the requesting and receiving states should be jointly liable and that persons bound by 
professional secrecy should be protected by a dual judicial review. The petitioner maintains that 
the person concerned should be informed about the production of data and about possible 
recourse to legal action and that data should be produced only in connection with serious 
criminal offences.

2. Admissibility
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Declared admissible on 18 December 2019. Information requested from Commission under 
Rule 216(6).

3. Commission reply, received on 11 May 2020

The Commission’s observations

In response to the call from the European Parliament1 and the Council2, and after extensive 
stakeholder consultations, the Commission presented, on 17 April 2018, a legislative initiative 
on electronic evidence (e-evidence) that consists of two self-standing instruments: 

 A Regulation that introduces a European Production Order and a European Preservation 
Order that allows judicial authorities to compel service providers offering services in 
the Union to produce or preserve electronic evidence, irrespective of the location of the 
data. These Orders can be sent directly to the service provider or its legal representative 
located in another Member State without prior involvement of the authorities of the 
other Member State. The service provider has to preserve the data immediately or 
produce the data within 10 days; and 

 A Directive that introduces an obligation for service providers offering services in the 
EU to designate a legal representative in the Union. This legal representative is to be 
the addressee of orders concerning evidence in the Union.

The main novelty of the proposals is that it does not require the systematic involvement of an 
authority in the executing State. This choice is based on two distinct features of e-evidence: 
1) the providers offering the services used to store or transmit the data are often headquartered 
in a country different from the one where the offence was committed and/or the suspect resides, 
mostly in the United States. This gives purely national situations (with both victims and 
suspects in the investigating Member State) an international dimension. It is also often not clear 
where relevant data is stored, as providers move it around and may store different elements in 
different countries for technical or economic reasons; 2) electronic data is more volatile in 
nature than other forms of evidence, and prone to swift deletion. For some types of data, 
providers have an obligation to delete it after a number of days. Time is thus of the essence.

Practitioners find the existing judicial cooperation procedures not sufficiently effective, in 
particular taking into account the increasing number of cases where e-evidence is required. 
These procedures are devised for situations where an investigative measure, such as a house 
search or the hearing of a witness, needs to take place on the territory of another country, and 
the help of that other country is required. However, for e-evidence, the only link to another 
country is usually the headquarters of the provider on its territory, or of the legal representative. 
In most cases, the person whose data is sought is in the very same jurisdiction as the requesting 

1 European Parliament resolution of 3 October 2017 on the fight against cybercrime 
(2017/2068(INI)).
2 Conclusions on improving criminal justice in cyberspace, available at 
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/organized-
crime-and-human-
trafficking/council_conclusions_on_improving_criminal_justice_in_cyberspace_en.pdf 

https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/organized-crime-and-human-trafficking/council_conclusions_on_improving_criminal_justice_in_cyberspace_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/organized-crime-and-human-trafficking/council_conclusions_on_improving_criminal_justice_in_cyberspace_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/organized-crime-and-human-trafficking/council_conclusions_on_improving_criminal_justice_in_cyberspace_en.pdf
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authority3.

The proposals contain strong safeguards to protect the rights of the person concerned. The 
proposed Regulation provides for strict conditions for issuing and for legal remedies for the 
person whose data is being sought. These safeguards go beyond the safeguards in many 
Member States in domestic cases. All EU data protection rules apply, as do all criminal law 
procedural safeguards (right to a fair trial enshrined in Article 6 of the European Convention 
on Human Rights (ECHR) and Articles 47 and 48 of the Charter of Fundamental Rights, all 
procedural rights safeguards). Moreover, all Member States are bound by the Charter of 
Fundamental Rights in applying these instruments.

Contrary to the concern flagged by the petitioner, there is always a judicial authority involved 
in the issuing state, which depending on the level of intrusiveness of the measure is either a 
public prosecutor or a judge. According to the Commission’s proposal, service providers only 
have the right to flag concerns, but it is not their role to review the legality of an order. This can 
only be done by a judicial authority.

Referring to the suggestions made by the petitioner:

1. The Commission decided not to include rules on non-admissibility of evidence, since these 
vary a lot according to Member States’ national procedural criminal codes. However, all 
Member States have to respect criminal law procedural safeguards, including the right of access 
to the file, and the provisions of the new Regulation will be directly applicable.

2. Regarding the involvement of other Member States suggested by the petitioner, in most cases, 
the enforcing State, where the legal representative of the service provider is established, has no 
connection to the case other than the provider’s choice to elect establishment or representation 
there. A procedure involving an additional order of that “host” State would just mirror 
procedures in the European Investigation Order and would not take into account the specificities 
of the digital world and e-evidence, as already set out here above. It would not bring added 
value compared to current judicial cooperation procedures. The additional involvement of the 
affected Member State, besides the Member State where the service provider is located, goes 
beyond any existing judicial cooperation instruments, both at European and at international 
level. Moreover, it overlooks that the residence of the person whose data were sought is often 
not known, in particular in the early stages of an investigation, and that this can also be a third 
state. 

Regarding preservation, only providing for the possibility to preserve (“quick freeze”) the data 
is not sufficient in practice because in most investigations there is a “chain of evidence”: 
investigators will need the first information/requested data, to identify the other data that is 
necessary for the investigation and needs to be obtained. If the first step already takes 30 days, 
the second step will not be successful because the data will no longer be there due to its 
volatility.

3. and 5. The Regulation sets out clear rules on informing persons about the data production, as 
well as on the person’s rights regarding legal remedies against an order. It should be stressed 
that the rules on informing the persons whose data were sought and the legal remedies provided 

3 According to a US provider, 94% of all EU-requests for subscriber data concern a person in 
the requesting state.
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for in the draft Regulation, which are not only available to suspects and accused, but also to 
third persons if their data was sought, cover all situations and go beyond what is currently 
available in most Member States in domestic cases. In line with current instruments, the legality 
of an order can only be challenged in the State where the order was issued. The Regulation does 
not exclude the involvement of data protection authorities where applicable, nor does it amend 
rules on State liability. Which State would be liable for a breach of law will depend on their 
respective involvement in the procedure. 

4. The Regulation already provides that privileges and immunities in the issuing as well as in 
the executing Member State have to be respected by the competent authorities. This ensures 
that the most protective regime applies. In case of doubt, the issuing authority can consult the 
other Member State’s authorities.

6. Restricting the scope of the Regulation only to the most serious offences would not meet the 
needs of investigating authorities and the right to security and justice for victims. In criminal 
investigations, volatile traces left in the digital world are now increasingly replacing tangible 
evidence such as paper files. This affects not only cybercrime cases but virtually all types of 
crimes: in its impact assessment, the Commission estimated that e-evidence is nowadays 
relevant in 85% of all criminal investigations in the EU. The inability to obtain e-evidence in 
time can block an investigation already at the first step, such as for the identification of the 
author of an online hate post or sharer of child abuse material. These are crimes that may not 
be considered as “serious crimes”, but nevertheless have a strong impact on the victims and 
society. At the same time, access to certain types of data is more intrusive. This is why the draft 
Regulation distinguishes between the production of subscriber and access data, which is 
possible for all offenses, and the production of transactional and content data, which is limited 
to offenses punishable by a maximum penalty of at least 3 years and a list of cyber-offenses.

Regarding the involvement of other Member States suggested by the petitioner, please see point 
2 above.

Conclusion

The Commission e-evidence package delivers an efficient tool adapted to the specific 
challenges posed by the online world, while at the same time containing strong safeguards to 
protect fundamental rights. The Commission believes that the systematic involvement of other 
Member States in the procedure is not an appropriate solution given the specificities of the 
online world, but remains open to explore possible compromises during the upcoming 
discussions between the Parliament, the Council and the Commission as part of the EU 
legislative procedure.


