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1. Summary of petition

The petition aims to force service providers offering a service via the internet which is wholly 
or partly financed by advertising to offer the service in return for payment, with no 
advertisements and no trackers storing details of the user’s behaviour. Services provided via 
the internet, but also by other media, are increasingly being financed by the provision of 
personal data. Financing in this way is unethical and dehumanising. The General Data 
Protection Regulation does not prevent companies from pursuing their questionable practices. 
A sensible alternative would be to ensure that these services had to be offered in return for 
payment. 

2. Admissibility

Declared admissible on 5 November 2019. Information requested from Commission under Rule 
216(6).

3. Commission reply, received on 26 May 2020

The Commission’s observations 

The protection of personal data is a fundamental right guaranteed in Article 8 of the Charter of 
Fundamental Rights of the European Union and detailed rules are provided for in the General 
Data Protection Regulation (GDPR)1. With regard to online (behavioural) advertising, in the 

1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing 
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sense that the ads are based on user’s preferences, the rules apply, including on the lawfulness 
of personal data processing, the transparency requirements and the right not to be subject to 
decisions based solely on automated processing, including profiling, where such decisions 
produce legal effects or similarly significantly affect the data subject. According to the 
European Data Protection Board (EDPB) guidelines, behavioural advertising is not necessary 
for the performance of a contract and therefore the personal data processing must be carried out 
on another legal basis of article 6 GDPR2. Thus, as a rule, user’s consent is the legal basis for 
behavioural advertising practices. Consent requires that it is freely given, specific, informed 
and an unambiguous indication of the data subject’s wishes3. Data subjects should be provided 
with clear and comprehensive information about the purposes of the processing beforehand. It 
has to be as easy to withdraw consent as it is to give it. 

In addition, concerning the assessment of freely given consent, account needs to be taken of 
whether, inter alia, the performance of a contract (including the provision of a service) is 
conditional on consent to the processing of personal data that is not necessary for the 
performance of that contract4. Recital 42 of the GDPR clarifies that consent should not be 
regarded as freely given if the data subject has no genuine or free choice, or is unable to refuse 
or withdraw consent without detriment. According to the EDPB guidelines, consent might be 
considered as not being conditional if the same provider offers a genuinely equivalent service 
that does not involve consenting to the processing of personal data. A take-or-leave it approach 
does not comply with the rules on valid consent5.

In addition to the GDPR, further rules cover transparency in online advertising, in particular 
the provisions of the Unfair Commercial Practices Directive6, or of the e-Commerce 
Directive7. 

At the same time, the Charter also recognises the freedom to conduct a business, in compliance 
with Union and national law and practices (Article 16). It is understood that the choice of 
business model, in compliance with the law, relates to the freedom to conduct a business. 
Advertising-based business models are considered legitimate business models, to the extent that 
they comply with EU law, including data protection rules. They constitute an important driver 
for competitive digital services, as well as other types of businesses cutting across all industry 
sectors, benefitting from means of reaching consumers. 

In the specific case of electronic communications services, for example, the EU co-legislators 

Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance), OJ L 119, 4.5.2016, p. 1–
88.
2 EDPB, Guidelines 2/2019 on the processing of personal data under Article 6(1)(b) GDPR in 
the context of the provision of online services to data subjects, para. 52-56. 
3 Article 4(11) of Regulation (EU) 2016/679.
4 Article 7(4) of Regulation (EU) 2016/679.
5 Article 29 Working Party Guidelines on consent under Regulation (EU) 2016/679, as 
endorsed by the EDPB, p. 9.
6 Directive (EU) 2019/2161 of the European Parliament and of the Council of 27 November 2019 amending 
Council Directive 93/13/EEC and Directives 98/6/EC, 2005/29/EC and 2011/83/EU of the European Parliament 
and of the Council as regards the better enforcement and modernisation of Union consumer protection rules (Text 
with EEA relevance), OJ L 328, 18.12.2019, p. 7–28.
7 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of 
information society services, in particular electronic commerce, in the Internal Market (‘Directive on electronic 
commerce’), OJ L 178, 17.7.2000, p. 1–16.
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have clarified that “[t]he concept of remuneration should therefore also encompass situations 
in which the end-user is exposed to advertisements as a condition for gaining access to the 
service”8. 

Directive 2002/58/EC (‘ePrivacy Directive’)9 provides that user consent is needed for storing 
information or for gaining access to information stored in the terminal equipment10 (also for 
setting cookies). There are two exceptions to this rule, namely if it is done for the sole purpose 
of transmitting a communication or if it is strictly necessary to provide an information society 
service explicitly requested by the user. The ePrivacy Directive relies on the definition of 
consent in the GDPR. 

The ePrivacy Directive’s provisions have to be transposed into the national legislation of every 
Member State. The relevant competent national authorities in the Member States are 
responsible for the enforcement of the provisions of the Directive as transposed into national 
law. It is thus up to these national authorities to control the application of the rule by companies, 
investigate possible cases of non-compliance or to impose sanctions. 

The above-mentioned legal framework sets a series of obligations on businesses when 
processing personal data and intermediating or placing online advertisements to ensure the 
effective protection of fundamental rights and consumer interests, while placing a proportionate 
burden on businesses.

In 2017, the Commission proposed a Regulation on Privacy and Electronic Communications11 
(‘ePrivacy Regulation’) to ensure harmonisation in the protection of private life and 
confidentiality of communications, to adapt to new technologies, and to align with the GDPR. 
The Commission’s proposal for the ePrivacy Regulation relies on the definition of consent in 
the GDPR and seeks to provide a high level of protection to the fundamental rights of Article 7 
and 8 of the Charter. Article 8 of the proposal provides for the protection of terminal equipment, 
including rules regarding the setting of cookies. The article prohibits “the use of processing and 
storage capabilities of terminal equipment and the collection of information from end-users’ 
terminal equipment, including about its software and hardware (…)”. The prohibition does not 
apply if the end-user has given consent, or if the processing or collection is necessary for the 
sole purpose of carrying out the transmission of an electronic communication over an electronic 
communications network, or for providing an information society service requested by the end-
user; or for web audience measuring.

The Commission remains committed to the proposed ePrivacy Regulation, which is currently 
being discussed by the EU co-legislators. The proposed Regulation should be adopted as soon 
as possible and should replace the current ePrivacy Directive of 2002, which needs to be 
updated. The European Parliament has adopted its position in October 2017. The proposal is 
currently still under discussion in the Council. The Commission will support the Croatian 

8 Directive (EU) 2018/1972 of the European Parliament and of the Council of 11 December 2018 establishing the 
European Electronic Communications Code (Recast)Text with EEA relevance, OJ L 321, 17.12.2018, p. 36–214, 
recital 16
9 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing 
of personal data and the protection of privacy in the electronic communications sector (Directive on privacy and 
electronic communications), OJ L 201, 31.7.2002, p. 37–47.
10 Article 5(3) of Directive 2002/58/EC.
11 COM(2017) 10 final.



PE652.471v01-00 4/4 CM\1205983EN.docx

EN

Presidency and later on both co-legislators to ensure the swift adoption of the Regulation.

Conclusion

The petitioner’s claims cannot be addressed as it would entail substantive and far-reaching 
regulatory interventions which would need to be fully justified as necessary and proportionate. 
The Commission is not planning such legislative measures. EU law strikes the right balance 
between the fundamental rights at stake and interests of the persons concerned.

If and where specific infringements to the protection of personal data, as laid down in the 
General Data Protection Regulation, are perceived, the petitioner should be advised to seek the 
assistance of the competent data protection authority in their respective State12. Similarly, 
breaches to the ePrivacy Directive can be reported to the respective competent authority within 
the Member State.

12https://www.ldi.nrw.de/mainmenu_Service/submenu_Links/Inhalt2/Datenschutzbeauftragte
/Datenschutzbeauftragte.php 

https://www.ldi.nrw.de/mainmenu_Service/submenu_Links/Inhalt2/Datenschutzbeauftragte/Datenschutzbeauftragte.php
https://www.ldi.nrw.de/mainmenu_Service/submenu_Links/Inhalt2/Datenschutzbeauftragte/Datenschutzbeauftragte.php

