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Subject: Petition No 0926/2019 by L.B. (German) on infringements of the General Data 
Protection Regulation arising from the use of lie detectors

1. Summary of petition

The petitioner calls for the use of lie detectors to be made illegal. In support of this, he argues 
that, in the light of the case-law of the Federal Constitutional Court (Bundesverfassungsgericht) 
on lie detectors, the use of such personality analysis software is not lawful. Nor can its use be 
justified by the consent of the data subject. First, individuals are not aware of the far-reaching 
scope for analysis and the consequences of such tests. Secondly, in the absence of an absolute 
prohibition, there is indirect pressure to grant consent, for example when applying for a job or 
seeking insurance cover. This effectively means that people have no free choice. In the absence 
of a prohibition, the constitutionally guaranteed protection of informational self-determination 
cannot be enforced either.

2. Admissibility

Declared admissible on 31 January 2020. Information requested from Commission under Rule 
227(6).

3. Commission reply, received on 26 May 2020

The petition 

The petitioner calls for an amendment of the German Data Protection Act 
(Bundesdatenschutzgesetz – BDSG) to prohibit the use of software for analysing certain 
personal aspects relating to an individual. In support of this request, he argues that, in the light 
of the case-law of the Federal Constitutional Court (Bundesverfassungsgericht), which 
concerned the use of lie detectors in criminal proceedings, the use of such personality analysis 
software is not lawful. Nor can its use be justified by the consent of the data subject, which 
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would not be given free against inferences by public authorities. Individuals are not aware of 
the far-reaching scope for analysis and the consequences of such tests. In the absence of an 
absolute prohibition, there is indirect pressure to grant consent, for example when applying for 
a job or seeking insurance cover. This effectively means that people have no free choice and 
are often not aware what information will be gained by such analysis. In the absence of a 
prohibition, the constitutionally guaranteed protection of informational self-determination 
cannot be enforced either.  

The Commission’s observations 

The General Data Protection Regulation (EU) 2016/679 (GDPR)1, which is applicable as of 25 
May 2018, lays down rules relating to the protection of natural persons with regard to the 
processing of personal data and rules relating to the free movement of personal data. The 
Regulation protects the fundamental rights and freedoms of natural persons and in particular 
their right to the protection of personal data. As a regulation, the GDPR is directly applicable 
in all Member States. National legislation may lay down legal obligations and specify the 
application of certain provisions of the GDPR within the limits set by the Regulation. 

The GDPR provides for obligations of controllers and processors in relation to the protection 
of personal data. However, the Regulation is technologically neutral and does not address 
specific technological means for the processing of personal data. It rather obliges controllers 
and processors to comply with the data protection rules, whatever technological means they 
apply for the processing of personal data. It provides no basis for Member State legislation to 
restrict the free movement of personal data connected with the protection of natural persons 
with regard to the processing of personal data (Article 1(3) GDPR).

The petition relates to profiling, which is defined in Article 4(4) GDPR as “any form of 
automated processing of personal data consisting of the use of personal data to evaluate certain 
personal aspects relating to a natural person, in particular to analyse or predict aspects 
concerning that natural person’s performance at work, economic situation, health, personal 
preferences, interests, reliability, behaviour, location or movements” Profiling is not prohibited 
by the GDPR, but must comply with that regulation.

The principle of purpose limitation requires that personal data shall be collected for specified, 
explicit legitimate purposes (Article 5(1)(b) GDPR). The purposes are only legitimate, if they 
comply with the legal order, including legal principles and fundamental rights. To be lawful, 
the processing must be based on legal grounds set out in Article 6(1) GDPR. Consent is one of 
these legal grounds. Other legal grounds are, amongst others, a law, which would provide the 
basis for the processing which is necessary or for compliance with a legal obligation or for a 
public task, or where necessary for the performance of a contract. 

Where the processing relies on consent, the consent must be given freely, be specific and 
informed by a clear affirmative act (Article 6(1)(a) and Article 4(12) GDPR). According to 
Article 7(4) GDPR, the requirement of freely given consent encompasses the possibility of a 
choice to give the consent or not. As clarified in recital 43 of the GDPR, consent does not 

1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of 
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing 
Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance), OJ L 119, 4.5.2016, p. 1–
88.
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provide a valid legal ground for the processing of personal data in a specific case, where there 
is a clear imbalance between the data subject and the controller, in particular where the 
controller is a public authority and it is therefore unlikely that consent was freely given. Consent 
is also presumed not to be freely given, when consent is made conditional for the performance 
of a contract or the provision of a service, when this is not necessary for the performance of the 
contract (Article 7(4) GDPR). Accordingly, the application of such means and software for 
analysing personal aspects by public authorities requires a law, and where applied in the private 
sector, a valid consent and contract, and in any case the transparent information of the data 
subject. It is to be noted that, pursuant to Article 8(1) of Directive (EU) 2016/680, processing 
for the purposes of criminal investigations would always need a basis in Union or Member State 
law.

A decision based solely on automated processing, including profiling, which produces legal 
effect or similarly significantly affects the data subject, is in principle forbidden and allowed 
only under specific conditions and safeguards (Article 22 GDPR).

The accountability principle obliges the controller to implement appropriate technical and 
organisational measures to ensure and to be able to demonstrate that processing is performed 
in accordance with that Regulation (Article 5(2) and Article 24(1) GDPR). In that context, the 
controller must take into account the nature, scope, context and purposes of processing as well 
as the risks of varying likelihood and severity for the rights and freedoms of natural persons, 
and comply in particular with the principle of data protection by design (Article 25(1) GDPR). 

The monitoring and enforcement of the application of the data protection rules lies within the 
competence of the national data protection supervisory authorities. The GDPR provides them 
with effective investigative and corrective powers, including the power to issue administrative 
fines up to EUR 20 million, or in the case of an undertaking, up to 4 % of the total worldwide 
annual turnover of the preceding year, whatever is higher. 

Conclusion

The GDPR provides for a robust legal framework with effective enforcement powers, with 
which any processing of personal data must comply, independently of what technological 
means are used for the processing, including profiling.


